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representatives into the audit 

July 31. The delay appears due іп part to Oblitas\' and 

fellow Commission member German Yepez\' election monitoring 
stints in Bolivia and Mexico. (Note: Opposition candidate 
Teodoro Petkoff\'s campaign manager told PolCouns July 12 that 
the representatives are now incorporated.) 


5. (U) Meanwhile 

consultants have released their own interesting findings on 
the registry that raise serious questions about its 

integrity. Christian Democrat party (COPEI) Secretary 
General Enrique Planas and the party\'s election expert 
Enrique Naime 

detected six types of errors in the REP 

repetitious addresses and cedula numbers 

addresses 

they vote. Most notable was their discovery that almost 2 
million people were listed at the same address. In a July 10 
press conference 

\"parallel\" CNE headquarters where the fake addresses were 
processed and named a general reportedly in charge of the 
effort. Studies by others 

Roberto Ansuini and statistician Genaro Mosquera 
questions about the registry\'s rapid growth before the 2004 
referendum and the CNE\'s quality control measures 
particularly when removing dead voters. Sumate\'s Roberto 
Abdul told poloff June 27 that the organization would soon 
begin its own review of the REP 

experts from the autonomous universities (Simon Bolivar 
University 

Bello Catholic University). 


6. (C) The CNE has invited observers to monitor not only the 
election 

late June 

experts from the EU 
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observe the audit. The Finnish Ambassador to Venezuela (who 
as of July 1 

July 5 

the EU or other governments and would observe in a personal 
capacity only. Lucena also asked the EU to observe the 
election 

told poloff July 11 that they expected to receive a formal 
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request soon. A CNE press release states the board has met 
with Venezuelan Ambassador to the OAS Jorge Valero about 
requesting an OAS observation mission. As in previous 
elections 

group of observers. While in Brussels 

invited two Belgian senators 

inter-parliamentary friendship group 

a member of the EU Confederation of Leftists. 


7. (C) Just like its predecessor 

conceding to the easy conditions and stalling on the more 
meaningful ones. The board may grudgingly concede at the 
last minute to some key condition 

fingerprint machines 

observers or decrease the chances of widespread abstention. 
Still 

could interfere with their ability to manipulate the vote 

and when it should become necessary. 
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pro-Venezuela. He implied that an alternative U.S.-supported 
candidate may have been more successful in garnering CARICOM 
support. Since the HOGs apparently left with different 
interpretations of the outcome of their meeting 

CARICOM as a group will vote for Venezuela and others saying 

it will be a country-by-country decision (Refs A and B) 

will continue to seek clarification on the Eastern Caribbean 

states\' views on the UNSC seat. End Summary. 


2. (C) St. Lucia Prime Minister Kenny Anthony and Minister 

of Home Affairs and Internal Security Calixte George met 
Ambassador Kramer on July 11 to lobby the U.S. not to change 
the St. Lucia Consular Information Sheet to reflect rising 

crime against tourists in that country. Ambassador Kramer 
took the opportunity to ask Anthony whether or not the 
CARICOM HOGs 

decided as a bloc to support Venezuela over Guatemala in the 
UNSC race. Anthony believed CARICOM heads had decided to 
support Venezuela as a group 

the St. Kitts meeting early to get medical care for his leg. 

(Note: Anthony also missed the June 21-23 Organization of 
Eastern Caribbean States (OECS) heads meeting to receive 
medical attention in Cuba 

End Note.) 
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3. (C) Characterizing Guatemala as a \"hard sell 

said the Central American country had shown \"implacable 
hostility\" in its \"exceedingly harsh\" treatment of the 

Caribbean in the banana wars. (Note: PM Anthony refers to 
the bitter confrontation that ensued when Latin American 
countries 

Trade Organization in the 1990s challenging the preferential 
market access for bananas that European countries gave their 
former colonies 

Guatemala as the \"most aggressive\" Central American country 
in the dispute and highlighted that several times Guatemala 

had refused to meet with banana-exporting countries in the 
OECS. When Ambassador Kramer raised the negatives of having 
Venezuela on the UNSC 

have been better off with a different candidate.\" Minister 
George added that Guatemala\'s border dispute with 
CARICOM-member Belize was also a factor in the decision. 


4. (C) Because Anthony was absent from the CARICOM HOGs 
session at which support for the Latin American/Caribbean 

UNSC seat was discussed (and apparently had not been briefed 

in detail) 

strong opposition to Guatemala\'s candidacy. Although he may 
have his own reservations about Venezuela--unlike its OECS 
neighbors 

PetroCaribe--and may share our concerns about its membership 
on the UNSC 

constituency which blames Latin American banana producers 

such as Guatemala for the near total collapse of St. LuciaVs 
banana industry. Although most press reports strongly 

suggest that CARICOM reached a consensus to support Venezuela 
as a bloc 

(Refs A and В) and the ambiguous CARICOM HOGs\' communique 
(Ref C) all seem to indicate CARICOM has not/not yet clearly 


committed to vote as a group for Venezuela. Post will 

continue to monitor the Eastern Caribbean governments\' views 
on the upcoming UNSC decision. 
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corruption in the police force\" to explain their inability to 


Column 3 

successfully curb the violence. Anthony also admitted his 
government has \"no experience in gangs\" and asked for DEA 
help in disrupting gang activity 

and FBI programs targeting the heads of drug organizations in 
Jamaica and Trinidad. 


4. (C) According to Anthony 

built several new police stations 

police officers each year 

extensive vetting 

less accessible areas 

turning in illegal firearms. In addition 

asked for eight British police officers to take senior 
positions in the St. Lucia police force. Anthony also listed 
several other initiatives 

system 

prison (opened two years ago) as evidence of his government\'s 
focus on fighting crime. He also praised ongoing U.S. 
and French (particularly from Martinique) law enforcement 
cooperation 

agreeing to extend its radar monitoring system (to detect 
drug boats) north to St. Lucia. 


5. (C) The Prime Minister acknowledged that 

government\'s investments іп law enforcement 

rise. He faulted a V'serious problem of leadership in the 
police force\" for the lack of results. The PM cited evidence 
that the economy was improving (13 percent unemployment 
lowest level in 15 years) to counter domestic critics who 

have described the rise in crime as the result of a faltering 
economy. Anthony seemed genuinely perplexed at the crime 


problem and said St. Lucia has made more efforts to fight 
crime than any other country in the region. Anthony promised 
to have Minister George formally request FBI assistance in 
solving the three outstanding recent cases of crime against 
American citizens. (Note: LEGATT has offered assistance but 
needs a detailed formal request from the St. Lucians to take 
action. End Note.) 
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6. (С) According to the Prime Minister 

seeks to improve the performance of the police force 

is only so much they can do; the private sector must improve 
hotel security. He offered to pay for a private security 

firm to conduct a full security audit of all hotel properties 

in St. Lucia and asked the Ambassador to suggest an American 
company qualified to conduct the audit. (Note: RSO will 
follow up on this request. End Note.) The Prime Minister 
revealed that 

security audit idea from the hotel association on the island 
because of liability concerns 

or without their support. 


7. (C) Ambassador Kramer and Acting DCM/Consul General (CG) 
Howard responded to the Prime Minister\'s pleas by explaining 
the Embassy\'s duty to warn American citizens of rising crime 
in the Eastern Caribbean and reiterated that St. Lucia was 

not being singled out. The CG shared a draft text of the new 
CIS language with Anthony 

asked for it to be toned down. The Ambassador and CG both 
emphasized that the primary problem is criminals targeting 
tourists 

Embassy needs to put out this new information 

revisit the text in several months if there has been 

noticeable progress in fighting crime against tourists. 


8. (C) Despite the Prime Minister\'s entreaties 

cannot ignore the serious problem of crime against tourists 
in St. Lucia. Post recommends using the CIS language 
previously submitted (currently in the clearance process in 
the Department). According to law enforcement agencies at 
Post 

are faced with new challenges to which they are seeking 
remedies. To help support this process 

work closely with St. Lucian law enforcement and hotels to 
better protect American citizens on the island against crime. 
As for the elections 

have already bitterly attacked the Prime Minister over the 
lack of progress in fighting crime. It seems highly unlikely 
that the new CIS will make or break his reelection prospects. 
KRAMER 
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would be premature to say the process is going full steam 
ahead -- a few hazards remain. For example 

legal questions about the voters list remain unresolved (ref 
B). The courts have been reluctant to deal with these 
lawsuits so far; but GECOM\'s Chairman has stated publicly 
that he will abide by any court decision 

delaying elections. Also 

rhetoric of the PNC/R and WPA opposition parties could take 
to the streets in a bid to postpone elections. (Note: 
Speaker of the National Assembly told Ambassador there is 
well-established case law that suits of the sort filed by the 
PNC can only be filed and heard as Election Petitions after 
the election 

the current suits should be dismissed.) 


4. (С) JagdeoWs predicted timeline for an August 28 Election 
Day: 


-- July 20: Statutory period for displaying the Revised List 

of Electors ends. 

-- o/a July 21: GECOM notifies Jagdeo that the Official List 
of Electors (OLE 

-- July 24/25: Jagdeo immediately announces Nomination Day of 
July 27 and Election Day of August 28. 

-- July 27: Nomination Day 

lists of candidates. This kicks off the 32-day statutory 
campaign period and the real election countdown. 

-- August 28: Election Day 

-- September 2: Constitutional deadline for the newly elected 
Parliament to meet (ref С). 


5. (C) This latest election plan leaves very little time for 
international observer missions to get organized. Currently 
only two OAS and one Commonwealth Secretariat (ComSec) 
long-term election observers are in Guyana. Short-term OAS 
and ComSec missions are expected to follow 

Election Day catches the observers by surprise. There were 
over 200 international observers for the last election in 

2001. The same number 

required this time. There will be nearly 2 

stations. The credibility of the election will hinge largely 

on the effective monitoring of polling stations susceptible 

to fraud (i.e. 

observation missions to run smoothly 

capitals act quickly on requests for resources. 
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6. (C) No one has spoken seriously about an August Election 
Day for over three months. But the view among Guyana\'s 
political circles is now tilting towards a consensus that 
elections will indeed go ahead by the end of August. From 
the perspective of the U.S. and other donors 

Election Day is August 28 or later is irrelevant -- as long 

as the date allows enough time for GECOM to be fully prepared 
to run an election up to international standards. Meeting 

this new deadline seems possible 

donors\' other 

participate in the elections and accept the results. 
Unfortunately 

the results and tacitly condone election-related turmoil 
regardless of timing. END COMMENT. 
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entrepreneurs to invest in business and tourism 
infrastructure. Finally 

in Gaza are eroding public support for re-alignment. End 
summary. 


2. (C) MK Shimon Peres (Kadima) called a meeting with the 
Ambassador to discuss recent developments in his proposal for 
an Economic Peace Corridor along the Israeli-Jordanian 
border. Peres showed the Ambassador copies of signed letters 
from Jordan\'s King Abdallah 

Prime Minister Olmert 

Clinton to chair an international board of directors for the 
corridor. Peres said that the Israeli Ambassador in 

Washington had approached Secretary Rice about asking for 
former President Clinton\'s participation. In addition 

remarked that Deputy National Security Advisor Elliott Abrams 
had recently spoken with Clinton\'s office about the proposal. 
Peres asked the Ambassador to convey a request for official 
USG encouragement -- not aid -- for the project to attract 
private investment. He expressed concern that another 
intifadah will erupt before this economic initiative can be 
introduced to the public 

squander a rare opportunity for governmental cooperation in 
the region. 
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3. (C) The Ambassador asked Peres about the status of 
existing unilateral Israeli projects to develop the Negev. 
Peres reported that the IDF would lead the GOIVs efforts to 
develop the Negev in the coming year by relocating three 
military bases from central Israel to the desert. He said 
that a technical intelligence unit would move nearly 10 
soldiers to the Beer Sheva area 

Israel Air Force presence at Nevatim and a basic-training 
camp to a location yet to be determined. 


4. (C) The Ambassador queried Peres about funding for Negev 
and Galilee development 

from the GOl\'s 2006 budget. Peres responded that the Prime 
Minister and Finance Minister had just the day before 
approved the initial installment of 1.7 billion NIS for Negev 
development in the 2007 budget proposal. Peres explained 
that 200 million NIS of this installment is earmarked for his 
ministry 

distributed to other ministries for projects in the Negev and 
Galilee regions. Peres said that the government intends to 
invest a total of 17 billion NIS on Negev and Galilee 
development over the next ten years. 


5. (C) The Ambassador asked Peres about the role of Israeli 
Arabs in the GOIVs plans for developing the Negev and 
Galilee. Peres responded that the Prime Minister\'s Cabinet 
had just approved an amendment to the 2002 Capital 
Investments Encouragement Ordinance that will classify all 
minority settlements -- including recognized Israeli Arab 
towns and villages -- as Development Area \"A\" priority 
regions. (Comment: The Law for the Encouragement of Capital 
Investments provides financial assistance to entrepreneurs 
for building factories 

Development \"A\" areas. In February 2006 

Justice overturned the governmentVs previous map of priority 
development regions 

NGO claiming that the Development Area \"A\" regions 
originally delineated 

Arab settlements. End comment.) Peres further maintained 
that 600 million NIS of the total 17 billion NIS for Negev 
development in 2007 will be targeted to projects that will 
improve the socio-economic conditions of Israel\'s Bedouin 
communities. The Ambassador stressed that the Israeli Arab 
community is an untapped resource for building better ties 
with Israel's neighbors 

Arab sector is in the GOIVs own interest. 
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6. (С) Peres expressed disappointment with the World Bank\'s 
inability to raise 15 million USD to undertake a feasibility 
study of the proposed canal/pipeline to replenish the Dead 
Sea with water from the Red Sea. He said that the unknown 
environmental risk of adding Red Sea water to the Dead Sea 
did not outweigh the known risk of allowing the Dead Sea to 
completely evaporate without taking preventative action. He 
commented that Israeli experts had convinced him that 
replenishing the Dead Sea by only the same amount of water 
that it is currently losing each year would minimize the 
environmental risks. He is therefore looking at a much 
smaller scale project which he believes can be financed 
privately. 


7. (С) Peres said he had proposed \"to the Egyptians\" that 
produce and goods from Gaza could be more easily shipped to 
international markets through the Al Arish airport in Sinai 

than through the Karni crossing and Ben Gurion Airport 

to lengthy Israeli security inspections. Peres said that the 
Egyptians did not refuse his proposal. 


8. (C) Peres acknowledged that recent events in Gaza are 
eroding popular support for Kadima\'s re-alignment plan. He 
said that a unilateral withdrawal from the West Bank was 
always planned as a second step 

achieve a negotiated bilateral agreement. He said that the 
public is \"jumping the gun\" by criticizing re-alignment 
before the government even arrives at the first step. He 
also described the public\'s current criticism over last 

year\'s disengagement from Gaza as \"unfair.\" 
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Visit Embassy Tel Aviv\'s Classified Website: 
http://www.state.sgov.gov/p/nea/telaviv 


You can also access this site through the State DepartmentVs 
Classified SIPRNET website. 
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splits in his movement and problems with his UPP partners -- 
suggest to locals that Humala may 

the same. Local interlocutors added that President-elect 
Garcia 

would further undercut Humala 


6. Arequipa 

display during Poloff 

for national protests by opponents of the recently approved 
Peru-U.S. Free Trade Agreement (FTA) (Ref B). Although 
Arequipa has been a bastion of anti-FTA activity 

at two anti-FTA protests was modest 

showing up in the central plaza for a protest on 6/28 (the 

same day that the Peruvian Congress approved the FTA) and 300 
marching on 7/4. 


7. Local interest іп the FTA is based on Arequipa\'s growing 
tourism sector 

numbers of local youth. In conversation 

equated the FTA with increased tourism. Locals also 
explained the modest turnout for the protests as the result 
of poor UPP-PNP political leadership. A number of contacts 
alleged that UPP party members are often paid to protest. 


8. APRA currently controls both the Arequipa Regional 
Presidency as well as the city Mayor. However 
incumbents are unpopular 

either to win continued support from APRA 

re-election. Arequipa suffers from sub-standard public 
services 

in many areas -- particularly the poor slums surrounding the 
city-proper. APRA leader Jorge Losada predicted that his 
embattled party might not formally run candidates in local 
elections 

behind independent local candidates who both agree with 
have the administrative capacity to help implement 
Garcia\'s national and regional development agendas. 


9. With the political standing of both Humala and APRA 
weakened 
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the well-established political parties -- that are poised to 

offer candidates for both regional and municipal posts in the 
November elections. Four candidates will likely compete for 
the departmental presidency 

associated with a known political party. Similarly 

three leading candidates for mayor all have local roots and 
are not associated with national parties (although there are 
rumors that one of these candidates may join Humala\'s PNP 
party ticket). 


10. The weakened positions of both Humala and APRA at the 
local level should spell opportunity for RN 

Evangelical-led party that proved to be the surprise 
vote-getter in national presidential elections held 4/9. 
However 

poor departments (Ref A) 

is deeply divided. RN\'s presidential candidate 

Lay 

the Agua Viva Church (AV) 

Evangelical churches in Peru and a key logistical supporter 
of Lay\'s presidential campaign. Local AV Pastor Jaime 
Gutierrez told Poloff that Lay had appointed his own people 
to run RN\'s local headquarters and that they were not 
religious leaders who commanded respect within the 
church-going community. Consequently 

to predict RN\'s performance in the upcoming regional 
elections. 


11. It appears that Humala\'s vision of a \"solid south" may 
fade as local political forces reassert themselves. There is 
no lack of political activism in Arequipa where 

of Peru 

abound. These continued political divisions at the local 
level could make it difficult for President-elect Alan Garcia 
to find rliable partners for his development plans. In the 
south 

challenge. END COMMENT. 
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in late 2005 when the AT-802 spray package was sent 
prematurely in November to Narino 

inclement weather grounded spray aircraft for 50 days through 
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the end of the year. 


C) If the GOC were to eliminate restrictions against 
spraying in indigenous reserves 

the Ecuador border 

highly-productive coca to spraying 

productivity and removing more potential cocaine from the 
market by eradication. CNC has not estimated total coca 
cultivation in indigenous reserves 

10 kilometer buffer zone along the Ecuador border 
Colombian National Police (CNP) estimates that these areas 
contain 7 

hectares of coca. 


5. (C) At the June 27 meeting 

would tackle opium poppy eradication manually and that the 
GOC would limit politically-motivated adjustments to the 
spray plan. He also pledged to work with the GOC Minister of 
Interior and Justice Sabas Pretelt to determine the status of 
eradication in protected areas (i.e. 

national parks 

enforcement activity (spraying) throughout Colombian soil. 


6. (C) In return 
goal was increased by 30 
hectares. 


7.(SBU) Concurrent with the above meetings 

informed on June 22 by General Jorge Baron 

CNP 

ordered the Ministry of Treasury to allocate some USD 4.5 
million for the purchase of spray planes. General Baron 
reported that he had already gotten preliminary proposals 
from several companies on lease-purchase plans for AT-402 
AT-602 

process for spray planes will be launched in the near future 
once terms of reference are worked out. General Baron 
estimated that it would take at least three to four months 
before the required GOC bidding process can be completed. 


8. (SBU) The GOC funding is only sufficient to cover the 
lease-purchase of the spray planes (although the proposed 
packages also include pilots who will train GOC spray 
pilots). General Baron requested USG assistance in 
purchasing the chemicals used in the aerial eradication 
program (while details are too preliminary to make an 
accurate estimate 

around USD 4 million in chemicals per year). Many other 
issues in regards to the GOC spray operation remain - 
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security helicopters to accompany the GOC spray planes; 
supporting ground personnel; additional forward operating 
locations; and required navigational and tracking equipment 
for the spray planes. 


Moving Forward 


9. (SBU) Opium Poppy: Ambassador Wood has already sent the 
MOD a letter requesting a commitment in writing to give 

priority to the manual eradication of opium poppy. The 

Embassy has offered planning 

support for manual poppy eradication and is awaiting a formal 
GOC plan 

working with the CNP to revise the annual spray plan to 

redirect the T-65 


10. (SBU) Indigenous Reserves (\"Resguardos\"): The CNP 
received 

by the National Council of Dangerous Drugs Director/Minister 
of Interior and Justice Sabas Pretelt. The resolution grants 
authority to spray in three resguardos. The resolution 

became official July 10 after its approval by the National 
Council of Dangerous Drugs and is the first movement forward 
in getting permission to spray in the \"protected\" areas since 
2005. 


Action Requested: 


11. (U) For INL/A: The Embassy urgently needs a per 
hectare estimate for how much each hectare over the 130 
contracted amount will cost. That is 

has raised its goal from 130 

first contract year (see reftel) 

additional 30 


12. (SBU) Comment. Ever since the publication of the CNC 
coca cultivation estimate in March 2006 

officials have been saying 

the GOC remains committed to eradication and in fact wishes 
to redouble its eradication efforts in order to have 

substantial decreases in coca cultivation in 2006. The GOC 
initiative to purchase four additional spray aircraft with 

USD 4.5 million from the GOC 

unprecedented GOC commitment to increased coca spraying. End 
comment. 
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ambassadors on July 11; we agreed to meet with him the 
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following day. Former Gutierrez Trade Minister Ivonne Baki 
brokered the meeting - the Ambassador\'s first with Gutierrez 
and attended along with a Gutierrez assistant. The meeting 
was held at the residence with the DCM also attending. 


3. (SBU) Eschewing any small talk 

directly into a rambling and repetitive summation of the 
legal case(s) mounted against him. Reading excerpts from 
electoral and constitutional provisions and other documents 
he had brought with him 

baseless and arbitrary nature of the charges. His argument 
if longwinded at more than one hour 

constitutional court had not reached a decision that morning 
instead postponing until next week. He said his problems 
were the result of a personal and political vendetta against 
him led by Social Christian Party (PSC) chieftain Leon Febres 
Cordero 

operative Xavier Neira is known to have intervened to have 
one of the judges at a previous stage of the case move to 
maintain the charges for spurious procedural reasons. 


4. (SBU) Following the long presentation 

a bit and briefly talked about current politics. He did not 
address any \"Plan B\" (such as the rumored scenarios of having 
his brother run in his place 

behind a single consensus candidate) should the court rule 
against him 

candidate attracting large crowds 

laptop of various rallies from around the country to prove 
his point. If allowed to run 

win. He stressed his own responsible management of the 
economy while president 

of foreign debt 

rival contenders. 


5. (U) The constitutional court is expected to reconvene on 
July 18 to make its decision on Gutierrez\'s case. The 
court\'s seats were doled out by congress on a party basis; it 
is generally assumed that the decision will be based on 
political calculations 

Gutierrez\'s candidacy would help or hurt that of their own 
party. Gutierrez needs five of the nine court magistrates to 
vote in his favor in order to run. Currently there is one 
magistrate affiliated with Gutierrez\'s Patriotic Society 

Party (PSP) 

magistrates affiliated with Alvaro Noboa\'s PRIAN party who 
are expected to vote in favor of Gutierrez. However 

votes of the five PSC-affiliated magistrates will be decisive. 


Comment 
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6. (SBU) Lucio Gutierrez is undoubtedly the victim of 
trumped up charges and legal abuse. But it\'s hard for the 
U.S. and other members of the international community to 
champion the cause of the same man who arbitrarily 
dissolved his country\'s supreme court while in office. 
Although vilified by the elites and most of the middle class 
he does retain significant popular support. Whether as a 
candidate or not 

elections. 
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to say that producers in Brazil get up to 80 tons per acre. 


5. (SBU) The fact that the feasibility study is under lock 

and key probably means the results are not what the 
government had hoped. Given the immense losses in the sugar 
industry 

especially not for tourists 

sugar cane. Barbadians have an emotional attachment to the 
crop 

approaching the sugar issue. Their verdant waves of cane are 
like to our amber waves of grain. 


6. (SBU) It is ironic in a country that endured hundreds of 
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years of slavery 

farming cane and making sugar 

for the crop. Nevertheless 

the Barbadian identity that successive generations of 
politicians have preferred to subsidize sugar rather than end 
its production. Thus far 

the luxury of a sugar industry but that could change if the 
country\'s debt to GDP ratio 

creeping upward. 
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policy differences with the U.S. 

reliable and stable partner in the midst of increased anti-U.S. 
sentiment in the region. He warned of the dangers of rising 
populism in Latin America and how this trend harms Chilean 
interests 
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education as a top Chilean priority 

engagement through increased investment in research and development 
and scientific and technology exchanges. Alluding to Venezuela 

said Chile should not support any country for a UNSC seat that 
intervenes in others\' affairs. End Summary. 


2. President of the Senate (and former President) Eduardo Frei 
described ChileVs ties with the United States as a \"win-win\" 
relationship during an AmCham event on July 13. He praised 
President Michelle Bachelet\'s June 8 visit to Washington as 
\"excellent\" and said it symbolized the priority the U.S. places оп 
Chile. The current strong bilateral relationship is the result of a 
long-term Chilean policy 

economic achievements and many free trade agreements. Chile\'s 
growing trade with the United States 

the Free Trade Agreement 


3. At the same time 

consistent Latin American policy and for \"not making the needed 
political investment in Chile\'s neighbors.\" Chile itself is a 

\"serious 

mostly developed country - somewhere in between the gravitas of the 
First World and the foreign assistance offered to the Third World. 


4. Although Chile is a small country of 15 million people 

emphasized the country\'s importance as a \"trustworthy Latin American 
friend for political and economic investment.\" Amidst rising 

anti-U.S. sentiment in the region 

partner. And despite occasional differences 

the bilateral relationship is solid 

pledged that Chile would always maintain an \"honest 

credible\" relationship with the U.S. 

foreign policies. 


5. Turning to the other side of the Pacific 

the Asia-Pacific Economic Cooperation forum (APEC) as \"a great 
success for Chile.\" Trade with major Asian partners like China 
Korea 

Chile\'s trade. 


6. Frei acknowledged that USG attention is focused on the global 
issue of counter-terrorism. At the same time 

should not withdraw from regional challenges to only concentrate on 
international ones. Increased attention should be given to Latin 
America 

and a region full of natural resources. He urged the U.S. \"to show 
it can maintain a strong relationship with Chile." 


7. Frei expressed concern over Chile\'s poor quality of education 
potential impediment to further development. Chile spends nearly 
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20 percent of its budget on education 

of resources for research and development (0.5 percent of GDP). 
High tech products account for only 3 percent of Chile\'s total 
exports 

engagement with Latin America 

scientific and technology exchanges and investment in R&D. 


8. Senator Frei warned against rising populism in Latin America 
noting that those leaders offer false hopes and exacerbate the root 
causes of poverty. \"There is no such thing as a get rich quick 
panacea.\" The danger of populism was such that potential investors 
would lump all of Latin America together as unstable and 
unpredictable. This would hurt Chile 

any additional risk for an already small market. 


9. Without mentioning Venezuela by name 

responsible candidate for the UNSC seat -- and not supporting a 
country that intervenes throughout Latin America -- would best serve 
Chilean interests. 


10. Comment: The Senate President\'s positive description of 
U.S.-Chilean relations is notable 
from an influential statesman and former President with legislative 


and executive branch perspective. Frei still plays an important 

role in Concertacion politics - and some outspoken admirers in the 
AmCham crowd suggested he could be a presidential candidate next 
time around. 
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noted that the Government of Indonesia (GOI) is about to 

lift the ban on US beef and beef products 

the second case of BSE in the US over a year ago. He stated 
that the Ministry will look at beef exports on a \"zonal 

basis.\" In addition 

(MBM) imports from the US would be allowed under the new 
regime 

mentioned by name - Baker Commodities. (Comment: It is 
unclear at this point how the Ministry will implement its 
\"zonal basis\" beef import regulation. In any case 

Ministry has informed us that it will notify the change in 
import regime to the WTO. Word on the street is that this 
notification is imminent. End Comment.) 


Column 3 
Regulation 37 and the Technical Issues 


6. (U) Minister Apriyantono said that the imposition of 
Regulation 37 applies to all countries and is a \"normal 
process.\" He turned the technical discussion over to 

his technical staff 


a)How is it that the Eastern Cherry Fruit Fly (Rhagoletis 
cingulata) does not exist in the cherry producing regions in 
the western US which supply product for export to Indonesia? 


b)Quarantine officials 

data regarding the fruit fly free regions of the US 
existence or non-existence of various species in the US 
the US fruit fly free standards in three previous meetings 
and via correspondence 

regarding fruit fly free regions in the U.S. When 
questioned by Ag Counselor as to exactly what additional 
information was required 

\"more scientific information\". 


c)Quarantine officials raised concerns regarding the 
possible immigration of apple maggot to areas currently free 
in close proximity to those now infested. 


d)Quarantine officials asked that these data be provided 
and after review they would decide upon the fruit fly free 
status of these areas in the US. 


e)For the first time in these ongoing discussions 
possibility of a \"site visit" by Quarantine was mentioned. 


7. (SBU) The Ambassador and Ag Counselor noted the US has 
supplied virtually all data requested by Ministry officials 

via correspondence 

site. They strongly encouraged the Quarantine official to 

act promptly to avoid the closing down of the Indonesian 

market for grapes 

season 


8. (SBU) The Head of the Quarantine Board then raise the 

issue of the Food and Drug Administration (FDA) Automatic 
Detention for Indonesian-origin cocoa beans. He noted that 
the issue has been going on for at least five years. This 

is a long-standing issue; the FDA website notes that 
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Automatic Detention was first imposed оп Indonesian cocoa 
beans in the early 1990s. (Comment: FDA is prepared to 
remove Indonesia\'s cocoa exporters from the list as soon as 
they cease shipping insect infested cocoa to the US. The 
Ministries of Agriculture 

all been involved in this issue and understand it well. This 

is ared herring. We are sending them a letter one more 
time explaining the U.S. position.) End Comment. 


9. (SBU) The final issue discussed in the meeting 

Avian Influenza (Al). The Ambassador noted the rising level 
of concern from international experts and from US officials 
regarding the apparent inability of Indonesia to contain the 
virus in its poultry sector. Minister Apriyantono replied 

that he was informed that international experts at a recent 
WHO/FAO conference in Jakarta (to which the Minister was 
invited but did not attend) had concluded that Indonesia was 
on the \"right track\" and that there was in this case а 
\"serious distortion of information" regarding Indonesia\'s 
efforts on the animal health side. He further noted the 
\"complexity of Indonesia\" with respect to controlling Al 
particular the fact that 30 million Indonesians keep 
backyard chickens. The Ambassador reiterated his concern 
about the course of Al in poultry populations 

that other countries with complex poultry industries such as 
Thailand 

counter-measures. (Comment: July 12 press reports quoted 
Apriyantono as saying he had fired the Director for Animal 
Health in his Ministry for \"poor performance оп combating 


Al. This casts doubt on the notion of being on the \"right 
track\" 
he is in the Al issue. End Comment.) 


10. (SBU) Comment. Embassy/Jakarta appreciates the rapid 
response overnight by FAS and APHIS to provide the most 
recent letter to Syukur Iwantoro 

Quarantine Board 

encourage USDA agencies and others to continue to press the 
GOI on the issue of market access for US fresh fruit. We 

will continue to do so from this end as well. While the 

overall tone of this meeting was amiable 

that the Minister would reply \"not entirely true\" when 

queried about the general protectionist thrust of his 

Ministry\'s trade policy. The apparent reality is that it is 
\"mostly true\". Fully one third of our exports to Indonesia 

are typically in the food and agriculture domain 
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billion annually. Beating back the Ministry of 
Agriculture\'s (not so) latent protectionism will require 
concerted efforts 

of our interests frequently 

copies of the letter to Minister Apriyantono to the Minister 
of Trade and to his superior 

Economic Affairs. End Comment. 
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Washington on 1 May 2001 and to which the United States of America 
is a State Party 

on the Liberalization of International Air Transportation (\"the 
Protocol\") done at Washington on 1 May 2001. 


New Zealand 

that an Instrument of Accession to the Agreement and to the Protocol 
had been received from the Government of the Cook Islands. Pursuant 
to Article 20.5 of the Agreement 

any State Party who did not wish the Agreement or the Protocol to 
apply between that State Party and the Cook Islands must have 

notified the depositary accordingly 

days. 


As no State Party to the Agreement notified the depositary of such 
non-application 

States Parties to the Agreement and the Cook Islands on 23 July 
2006 

day period referred to above. 


As no State Party to the Protocol notified the depositary of such 
non-application 

all States Parties to the Protocol and the Cook Islands on 23 July 
2006. 


The current status list for the Convention is attached for the 
United States of America\'s reference. 


The Ministry of Foreign Affairs and Trade takes this opportunity to 
renew to the Embassy of the United States of America the assurances 
of its highest consideration. 


Ministry of Foreign Affairs and Trade 
Wellington 

5 July 2006 

End text. 


2. The Current Status List for the convention mentioned in the 
Diplomatic Note will be forwarded to the Department via fax. 
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In considering modifying the text 

that the Japan-led sanctions resolution: (1) recognizes the 
launching of missiles as a threat to international peace and 
security; (2) mentions Chapter 7 of the UN Charter that calls for 
enforcement measures 

force; and (3) mandates the UN members to take specific sanctions 
measures. 


Chapter 7 of the UN Charter stipulates enforcement measures 
including economic sanctions and the use of force. With the UNSC\'s 
recognition as \"a threat to peace 

act of aggression 

but also future military action. 


In accordance with Chapter 7 

UN member countries to prohibit shipments of goods 

intermediate materials 

contribute to North Korea\'s programs for producing missiles and 
weapons of mass destruction 

missile-related materials and technology. In contrast 

China-Russia resolution \"ѕеекѕ\" measures instead of mandating the 
member countries to comply and makes no mention of Chapter 7. 


Reversing its stand 

for ways to secure the efficacy of sanctions by eliminating the 
parts pertaining to Chapter 7. A Foreign Ministry official noted 
yesterday: \"We don\'t have to stick to Chapter 7. We just want to 
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make sure that the contents of the sanctions will be realized.\" 


At the same time 

international peace and security is still a top priority for Tokyo. 
The government does not intend to change that part because 
identifying an act subject to the resolution as a \"threat\" is a 
prerequisite for invoking enforcement measures. 


5) Chief Cabinet Secretary Abe meets with US professor 
Pyongyang 


ASAHI (Page 4) (Full) 
July 14 


Chief Cabinet Secretary Shinzo Abe met yesterday with Robert A. 
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Scalapino 

Berkeley 

said: \"It is a question whether North Korea knows well that China 
thinks the North must not collapse.\" 


Scalapino replied: \"China does not want to see North KoreaVs 
collapse. It is important to change Pyongyang\'s policy while 
preventing it from collapsing.\" 


Abe said: \"If North Korea takes action based on the thinking that it 
will always be able to get support no matter what it does 
issues will not be resolved.\" 


6) Ozawa: The US has removed the ladder from Japan 


MAINICHI (Page 2) (Full) 
July 13 


Appearing on a TV-Asahi program on July 12 

Party of Japan) President Ichiro Ozawa said this regarding the 
Japan-drafted sanctions resolution against North Korea 
encountered difficulty: 


\"From the beginning 

United States has no intention of seriously locking horns with North 
Korea and China. The ladder (for Japan) seems to have been removed. 
As far as Japan-US relations are concerned 

not been talked over. Prime Minister (Junichiro) Koizumi thinks 

currying favor with the United States helps build relations of 

trust 


7) Prime Minister Koizumi declares an offer of 30 million dollars in 
aid to Palestinian Authority during summit meeting 


NIHON KEIZAI (Page 2) (Full) 
July 14 


Masanobu Yamaguchi 


Prime Minister Junchiro Koizumi 

yesterday morning (yesterday afternoon 

Palestinian Authority President Abbas at his residence and declared 
that Japan would provide the Palestinian Authority with a total of 

30 million dollars (some 3.4 billion yen) in emergency aid to be 

used for such purposes as improving Palestinians\' living environment 
and job creation. Referring to the armed conflict with Israel 

Koizumi urged Abbas \"to deal with the situation with a sense of 
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Column 3 
discipline and reason.\" 


At a joint press conference after the meeting 

\"Japan does not have a strong influence in the region like European 
nations and the United States 

Palestinian Authority and Israel seek coexistence and coprosperity.\" 
Abbas responded: \"We appreciate Japan\'s initiative and are pleased 
with it.\" 


Specific steps for emergency aid indicated by Koizumi include (1) 
improvement in water supply; (2) provision of medical equipment; and 
(3) reconstruction of the presidential residence. As medium- and 
long-term projects 

\"corridor for peace and prosperity\" to comprehensively develop the 
area around the Jordan Valley. Abbas expressed approval of the 
idea. 


Referring to a four-party framework for Israel 
Palestinian Authority 

the region 

practice 

working level at an appropriate time.\" 


8) Unexpected miscalculation in Koizumi diplomacy toward Middle 
East 


NIHON KEIZAI (Page 2) (Full) 
July 14 


Masanori Yamaguchi 


Following the Japan-Israel summit meeting on the previous day 
Minister Junichiro Koizumi indicated that he would be actively 
engaged in peace talks on the Middle East during the meeting with 
Palestinian Authority President Abbas. But tensions in the Middle 
East began rising after KoizumiVs tour of the region started. His 
strategy to attend the upcoming Group of Eight (G8) summit in St. 
Petersburg bearing the fruit of his diplomacy has been dampened. 


Koizumi urged both Israel and the Palestinian Authority to exercise 
self-restraint regarding the use of force and pledged to provide aid 
to them from a medium- to long-term perspective on the condition 
that dialogue between them resumes. The leaders of the two sides 
voiced appreciation for Japan\'s role 

attacks on Lebanon in retaliation for the abduction of Israeli 
soldiers 

Palestinian issue. 


Koizumi maintains a good relationship with Israel 
close ties with the Bush administration. Meanwhile 
continued reconstruction assistance to the Palestinians. Perhaps for 
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this 

Hinomaru. His Middle East tour was supposed to give him a good 
opportunity to highlight the difference in Japan\'s assistance from 
that of Europe and the US 

few interests in the region. If he demonstrated his presence in 

peace efforts on the Middle East during the upcoming St. Petersburg 
Summit starting tomorrow 

dealing North Korea\'s recent missile launches 

Ministry official said. 


While the fate of the Japan-sponsored resolution on North Korea 
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submitted to the United Nations Security Council remains unknown 
the worsening of the Middle East situation represented an unexpected 
miscalculation by Koizumi. 


9) Prime Minister Koizumi\'s Middle East tour highlights difficulties 
in bringing peace to the region; Coordination over establishment of 
four-party talks may run into trouble amid intensifying disputes 


YOMIURI (Page 2) (Excerpts) 
July 14 


Takayuki Tanaka 


Prime Minister Koizumi wound up his tour of Israel and the 
Palestinian region where disputes are still continuing. His tour of 
the Middle East may be described as boldly setting foot into a 
minefield 

from diplomatic activities toward the region. But even while he was 
visiting the region 

realize anew how deep the confrontation is and how difficult it is 

to contribute to bringing peace to the Middle East. 


Koizumi yesterday met with Palestinian Authority President Abbas and 
emphasized to him about why he had decided to visit the region at 
this point: VI wanted to come here before the Group of Eight (G8) 

St. Petersburg Summit deals with the Middle East issue. I\'d like to 
convey directly my intention to Vsupport President Abbas." 


Opposition parties in Japan are criticizing the prime minister\'s 

tour of the Middle East at this point. Naoto Kan 

of the Democratic Party of Japan (Minshuto) 

prime minister: \"At a time when (North Korea\'s missile launches) may 
burn his house 

else\'s house.\" But Koizumi was reportedly adamant about making a 
tour of the Middle East. 
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The showcase of his Middle East tour is his proposal for 
establishing four-party talks among Israel 

Authority 

Middle East. This idea will be advanced under regional development 
in Japan\'s official development assistance (ODA) program. Both 
Israel and the Palestinian Authority have agreed with the idea 

the initiative will be put into practice. But amid the intensifying 
disputes in the region 

establish the four-party talks and how to promote them may run into 
difficulties. In addition 

talks on the Middle East so far have been the United States 
European Union 

parties concerned over the four party talks proposed by Japan is 
also essential. 


10) Foreign Ministry to establish new South Asia desk to strengthen 
diplomacy toward India 


ASAHI (Page 2) (Full) 
July 14 


The Ministry of Foreign Affairs will establish on August 1 a South 
Asia Department (Nanbu-Ajia-bu) in order to strengthen its diplomacy 
toward the South Asia region that includes India and ASEAN 
countries. In addition 

day an International Cooperation Bureau that will integrate various 
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offices related to official development assistance (ODA) of the 
Economic Cooperation Bureau and the International Social Cooperation 
Department 

effective. It also will install a councilor (shingikan) for global 

scale issues in order to tackle such policy issues as ODA and 
infectious diseases. The portion responsible for United Nations 
administrative and financial policy in the above department will be 
placed under the Foreign Policy Bureau 

will be abolished. 


The South Asia Department will cover India 

Asian countries 

Thailand and Indonesia. The government especially wants to put more 
efforts into strengthening relations with India 

experiencing outstanding economic growth. 


11) PAC-3 deployment to Kadena likely next month 


NIHON KEIZAI (Page 2) (Full) 
July 14 


Column 3 

Japan and the United States have entered into the final phase of 
intergovernmental coordination for US Forces Japan (USFJ) to deploy 
state-of-the-art Patriot Advanced Capability 3 (PAC-3) 

surface-to-air guided missiles to the US Air Force\'s Kadena base in 
Okinawa Prefecture in August 

deployment is to constitute a missile defense system. USFJ has only 
said the PAC-3 would be deployed within the year. However 
government has told the Japanese government that USFJ would move up 
the deployment schedule in response to North Korea\'s recent firing 

of missiles. 


The РАС-3 will be deployed in Japan for the first time. Meanwhile 
the US Navy will also deploy an Aegis-equipped ship 

base 

ballistic missiles at sea. The US military will expedite building up 
the land- and sea-based intercept systems. 


In May this year 

on their talks over USFJ realignment. This final report refers to 
the US militaryVs plan to deploy PAC-3 missiles in Japan 

that the US military\'s PAC-3 capabilities will be deployed to its 
existing facilities and areas in Japan and will be operational as 
soon as possible. 


In the meantime 

US military deployment plans. The agency will introduce PAC-3 
missiles to the Air Self-Defense Force\'s Iruma base in Saitama 
Prefecture within the current fiscal year. The agency plans to 
deploy PAC-3s to four ASDF bases in Japan in four years. Defense 
Agency Director General Fukushiro Nukaga has ordered officials to 
look into the possibility of frontloading the ASDFYs PAC-3 
deployment in response to North Korea\'s missile firing. 


12) US to return ammo depot in part 


NIHON KEIZAI (Page 2) (Full) 
July 14 


Japan and the United States held a meeting of their 
intergovernmental joint committee yesterday in Tokyo. In the 
meeting 
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return a plot covering about 584 
Japan\'s Kadena Ammunition Storage Area in the city of Okinawa. The 
US military is expected to vacate and return the land this fall. 


According to the Defense Facilities Administration Agency 
will be used as a roofed firing range and as a training area for the 
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Self-Defense Forces. 


13) USFJ 


NIHON KEIZAI (Page 2) (Full) 
July 14 


The ruling Liberal Democratic Party yesterday evening held a party 

of its House of Representatives members in the city of Ginowan 
Okinawa Prefecture. In the party 

Yamasaki stressed the need for US Forces Japan (USFJ) and Japan\'s 
Self-Defense Forces (SDF) to strengthen their cooperation in 
connection with North Korea\'s recent firing of missiles. Yamasaki 
likened Japan to a \"shield\" and USFJ to a \"spearhead\" in their 
bilateral relations. \"It\'s very important to cooperate between Japan 
and the United States in the defense area to cope with the threat of 
North Korea 


14) Finance Minister Tanigaki cautious about enemy strike argument 


ASAHI (Page 4) (Full) 
July 14 


Referring in a meeting of his faction to the enemy-base strike 
argument triggered by North Korea\'s missile launches 
Minister Sadakazu Tanigaki said yesterday in a strong tone: 


VI think it\'s legally possible 

roles Japan and the United States should play under the Japan-US 
Security Treaty. | think it is necessary for us to carefully discuss 
the matter 

neighboring countries 


Liberal Democratic Party (LDP) General Council chairman Fumio Kyuma 
told reporters yesterday: \"It would be better for us not to discuss 

the matter when we are all angry. We should act prudently at such a 
time. 


Kyuma said: 


\"It probably can be said that Article 9 of the Constitution does not 
deny us to attack another country when Japan learns clearly that it 
will be hit (by a missile). However 

delicate issue requiring a policy judgment.\" 


Regarding the Iraq war that the United States launched 
reason that Iraq had weapons of mass destruction 
don\'t sense that the war was for the purpose of self-defense.\" 


15) Minshuto to produce party view on US force realignment 


Соштп 3 
YOMIURI (Page 4) (Full) 
July 14 


Minshuto (Democratic Party of Japan) decided yesterday to produce a 
unified party view on the realignment of US forces in Japan. Last 
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August 

to remove the US Marine Corps\' Futenma Air Station out of Okinawa. 
But given the new circumstances 

agreement to relocate the airfield to the coast of Camp Schwab 
largest opposition party decided to come up with it its unified view 

on overall US force realignment. 


The party will begin studying its view after exchanging opinions 
with local experts in Naha City on July 15. 


16) Gov\'t ordered to pay 4 billion yen in damages for Atsugi base 
noise 


SANKEI (Page 2) (Abridged) 
July 14 


The Tokyo High Court yesterday handed down its ruling on an appeal 
from the state against a lower court ruling on a third class action 

suit 

other cities in Kanagawa Prefecture sued the government for damages 
over aircraft noise caused by the US Navy\'s Atsugi Base 

joint use with the Maritime Self-Defense Force. Presiding Judge 
Toshimi Ouchi supported the Yokohama District CourtVs ruling of 
first instance and rejected the state appeal 

residents have been suffering from intolerable damage (from aircraft 
noise) 

unlawful.\" 


The court-ordered damages total approximately 4 billion yen 
including about 1.3 billion to cover the period of legal action in 

the past. The amount of compensation is a record for an aircraft 
noise lawsuit. In November last year 

the government to pay about 3.2 billion yen in damages for Yokota 
Airbase noise. 


The court turned down the plaintiff\'s claim for future damages. 


17) FTA talks; Japan 
meeting to be held on sidelines of St. Petersburg Summit 


YOMIURI (Page 9) (Excerpts) 
July 14 


Column 3 


It was learned yesterday that Prime Minister Koizumi and Indian 
Prime Minister Singh are expected to start free trade agreement 
(FTA) talks at a meeting to be held on the sidelines of the G-8 
Summit (St. Petersburg Summit). India is the first of the BRICs 
(Brazil 

FTA talks. The plan is to start working-level talks as early as this 
year. 


The two countries will release at the summit a report on FTA 
research that their joint study group has conducted. The report is 
expected to encourage the two countries to enter into FTA 
negotiations with results underscoring that the economies of the two 
countries would complement each other. 


India\'s economy has continued to grow at 8 PERCENT -9 PERCENT а 
year over the past several years with the information technology 
industry serving as a driving force. 


In trade with India 
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iron ore and exports auto parts and other products. However 
nation stood twenty-sixth among importers of Japanese products in 
2005 


18) FTA with Malaysia comes into force 


YOMIURI (Page 9) (Excerpts) 
July 14 


А ceremony to put into force an economic partnership agreement (EPA) 
with Malaysia featuring an FTA was held yesterday in Tokyo. Four 
Japanese ministers 

Nikai 

Rafidah signed related documents. Malaysia is Japan\'s third FTA 
partner 

import values) with that nation stood at approximately 3.23 trillion 
yen in 2005 

government wants to use the FTA with Malaysia to accelerate FTA 
talks with the Association of Southeast Asian Nations (ASEAN) 
area in which Japan is lagging behind China. 


With the enactment of the FTA with Malaysia 

approximately 97 PERCENT of the trade amount with that nation will 
be scrapped over the next decade. Japan is expected to increase 
exports of mined and manufactured products 

and exports of agricultural products by Malaysia 

will likely expand. 
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19) East Siberian oil pipeline: Japanese 
to go ahead with construction 


SANKEI (Page 1) (Excerpts) 
July 14 


St. Petersburg 


It was learned yesterday that Tokyo and Moscow will agree to launch 
a new energy project for Russia to supply crude oil to Japan via 
East Siberia. The initiative to construct a natural gas pipeline 
through Sakhalin is already underway between the two countries. 
Japan wants to reduce its dependence on the Middle East for crude 
oil 

resources. The new plan is the outcome of their desires matching 
each other's needs. The project is also aimed at countering the 
energy policy of China 

resources throughout the world in order to meet a sharp rise in 
domestic demand. Japan also wants to pursue natural resources 
diplomacy with Russia. 


Prime Minister Koizumi and Russian Prime Minister Putin will meet 
ahead of a dinner meeting at the G-8 Summit 

July 15. The two leaders are expected to reach an agreement on the 
promotion of the construction of a pipeline. 


According to the plan 

the construction of a new Pacific route to be connected with the 
first section of the pipeline for the supply of crude oil to the 
coastal area of the Pacific Ocean. Chances are that it will also 
include a plan to develop a new oil field in East Siberia. 


SCHIEFFER 
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significant oil and gas reserves. Two potential hydrocarbon 
structures that are large enough to draw the attention of major 
companies have been identified in the country. One 

Taranaki Basin 

Maui 

exploration wells have been drilled 

The other structure 

the South Island and was explored during the 1970s and 1980s 
four of eight wells drilled found evidence of oil and gas. However 
its development was shelved a quarter century ago after world oil 
prices dropped and abundant reserves of cheap gas became available 
from the Maui field. 


3. (U) According to a very rough and optimistic estimate 
recoverable oil from the two basins could be about one-fifth of 
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total oil from the North Sea. If the estimates are right 

fields also potentially could defer proposals to fill the gap in New 
Zealand gas needs by importing liquefied natural gas. Drilling in 

the basins presents an expensive gamble since they lie offshore in 
deep water. The Great South Basin is known for huge wave swells and 
has no nearby oil industry infrastructure. 


4. (U) New Zealand -- roughly the size of Great Britain -- has been 
under-explored 

with the approximately 65 

Canada. Shell abandoned exploration in New Zealand in 2004 to focus 
on developing existing fields elsewhere 

explorer to exit the country. Major oil and gas companies have 

shied away because of New Zealand\'s remoteness and the high costs of 
exploration 

the costs of drilling in New Zealand to be double those in the lower 

48 United States. Because of the potential discoveries\' geology 
companies face higher upfront costs and prospects of a longer 
pay-back on their investments 

The prospective fields are expected to be subtle 

traps 

techniques 

deep; about 7 percent of the country\'s wells are drilled deeper than 

12 


Interest fueled 

5. (SBU) However 

industry\'s reluctance. In addition 

gas from the Maui field -- which has provided up to 50 percent of 

the country\'s oil and almost all its gas needs for more than 20 

years -- has helped double the price of natural gas in New Zealand 
over the last three years 

for new gas discoveries. Explorers have shown increased interest in 
New Zealand in recent months. Whereas the government\'s request for 
bids to explore two offshore blocks drew no industry interest two 
years ago 

February. Permits have been issued for all designated 

offshore basins. Major oil companies 

Shell 

Reflecting the increased interest 

for exploration has been scheduled for an unusual meeting with 
Energy Minister David Parker and Associate Energy Minister Harry 
Duynhoven the week of July 17. 
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6. (U) While the government\'s energy policy aims to increase the 
nation\'s reliance on renewables (ref A) 


Column 3 

working to lure mid-size explorers by offering free seismic data. 

The government has reduced from 20 percent to 15 percent the 

royalties it charges for gas -- but not oil -- discoveries made 

between 2004 and 2009. The government also has promised to consider 
tax changes later this year 

oil and gas research and development costs. 


7. (SBU) Predictably 

doing enough to promote exploration and production. Its wish list 

is long. The industry representative complained that the 
government's requirement that companies drill within three years of 
being granted a license is especially onerous. Whereas the royalty 
regime appears favorable by international standards 

believes that lower royalties are needed to ensure expanded 
investment in New Zealand. It also wants further incentives for oil 
companies and changes in tax policy 

excise tax for a certain amount of a project\'s first oil and gas 
production and accelerated depreciation of development expenditures. 
The industry also has asked for a simplified and standardized 
permit process. 


8. (SBU) In recent months 

to large explorers 

swing the high costs of exploring the Great South Basin. The 
government expects to open 40 blocks in the basin for tender this 
month. ExxonMobil has expressed interest 

said the government is using a dispute with the company to draw the 
attention of other large companies to the area. ExxonMobil has sued 
the government to keep for its exclusive use seismic data on the 

Great South Basin that ExxonMobil purchased from a survey company in 
February 2005 for US $3.2 million. The government contends the data 
should be publicly available. As a condition of an exploration 

permit 

government 

the permit expires or is revoked. Mobil 

been a permit holder. No date has been set yet for a court 

hearing. 


9. (U) The data was gathered by a Norwegian survey company for a 
consortium headed by Bounty Oil of Australia 

explore the track. The government revoked the permit largely 
because Bounty had not begun drilling within the specified three 
years. The High Court on June 27 rejected Bounty Oil's appeal 
against the permit\'s revocation 

Bounty had estimated that there is a 10 percent chance of finding 
4.5 billion barrels of oil and 315 trillion cubic feet of gas 

is 80 times the gas extracted from the Maui field. 


New production flows 


10. (U) In the meantime 
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are expected to come on-stream by the end of 2007 

than quadruple New Zealand\'s current production of 20 

per day. Such an increase would supply up to 70 percent of the 
country\'s oil demand by 2008 

percent 

Companies involved in developing the five fields include Shell 

of Austria 

Todd Energy of New Zealand 

Ministry officials predict that the increased production will shave 
more than NZ $2 billion (US $1.45 billion) off New Zealand\'s current 
account deficit 

Zealand\'s premium-priced light sweet crude is sold overseas 
imports of cheaper heavy crude oil is refined at the country\'s sole 
refinery. The country uses no oil for electricity generation 

relying instead on hydro 


11. (U) Swift Energy and Pogo Producing Company are the largest U.S. 
companies exploring for oil and gas in New Zealand. ExxonMobil and 
Chevron are the two U.S. companies involved in the retail gasoline 
market. 


12. (U) Separately 

the International Energy Agency\'s requirement to hold 90 days\' 
supply of oil reserves (ref B). Current stocks would last about 60 
days. Energy Minister Parker has told the media that he expects the 
target to be achieved by the end of 2006. Tenders to hold oil 
stockpiles are expected to go out this month 

oil reserves expected to cost the government about NZ $50 million 
(US $30.4 million) in each of the next three to five years. Oil 
companies fear that 

the cost of maintaining the additional reserves onto the industry. 
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New Zealand also is discussing government-to-government arrangements 
with a number of countries 
stock оп New ZealandWs behalf. 


Comment 

13. (SBU) The oil industry maintains that the New Zealand government 
needs to do more to boost oil exploration in the country. However 
recent announcements of new drilling projects indicate that the 
prospect of continued high oil and gas prices is doing more than 
government incentives to lure investment to domestic exploration. 


MCCORMICK 
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Summit\" The business-oriented Nihon Keizai editorialized 
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(7/14): V The G-8 summit that begins this weekend in St. 
Petersburg 

unity. In addition to the Iranian nuclear issue 

Korea\'s missile launches last week have given rise to a 
new crisis. The G-8 summit has an important role to play 
in containing these threats to global stability. The G-8 
leaders should speak with one voice and take a firm 
stance toward North Korea and lran. 


2. V'Russia will host the summit for the first time. With 
petroleum prices on the rise 

has seen its international influence grow. We hope that 
Russia will use its say in a fair manner and from the 

lofty perspective of addressing such difficult subjects 

as nuclear proliferation 

for the benefit not only of itself but for the entire 

world. Russian President Putin\'s leadership will be 
tested.... Iranian and North Korean development of WMD 
represents an emerging threat 

responsibility to issue a strong message for maintaining 
the global order.... There continues to be a tug of war 
between the US and Japan on one side and Russia and China 
on the other over a UNSC resolution on North Korea. 
Success at the G-8 summit hinges on whether Putin can 
play an active role in presenting G-8 unity to the 

world. V 


3. V Tension in the Middle East: Japan Can Make Unique 
Contribution to Peace\" An editorial in the conservative 
Sankei commented (7/14): V'In the midst of Prime Minister 
KoizumiVs visit to Israel and the Palestinian 

territories 

first time in six years in a bid to rescue two soldiers 

who had been abducted. With an ongoing operation in the 
Gaza Strip to rescue another Israeli soldier 

military has opened a two-front battle. Israeli Prime 
Minister Olmert criticized the Lebanese government for 
the abduction of the soldiers by the Shiite group 
Hezbollah 

and he launched a large-scale military operation that 
included bombing Beirut International Airport. As a 

result 

with close ties to Hezbollah have all reacted strongly 

and tensions in the region are again on the rise. 


4. VWhat in the world can Japan do in such a situation? 
There is no choice but to urge all parties concerned to 
exercise self-restraint to prevent an expansion of the 
military conflict. However 

environment for long-term peace. While cooperating with 
the US and Europe 
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role befitting itself. During his talks with Olmert 

Koizumi presented the outline of a regional development 
project dubbed the \'Corridor to Peace and Prosperity 
and he proposed that Japan 

Jordan set up a committee to study the idea. Olmert 
welcomed the project as an example of Japan\'s 
assistance.... Koizumi promised Japan\'s continued support 
for the Palestinians during talks with President Abbas 
and said prior to the meeting at a press conference in 
Israel that Japan provides assistance differently than 
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the US and Europe. Middle East peace is crucial for 
regional stability and world peace. It also contributes 
to energy security for Japan. Terrorism will intensify if 
the situation in the region becomes unstable.\" 


SCHIEFFER 
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pocket\" when actual lodging exceeds the maximum lodging allowance. 


5. THREAT ASSESSMENT 


While there are no areas within South Africa where travel is 
restricted for official visitors 

Regional Security Office at post for the latest threat assessment 
or check the post Web site. 


6. SECURITY TRAINING 


All persons traveling to Pretoria for TDY stays of 30 days or more 
must attend the four-day Security Overseas Seminar/Working in an 
Embassy course at the Foreign Service Institute prior to arriving at 
Post (please contact FSI for details). Agencies that choose to 
provide equivalent security training must provide written 
certification to the State Department\'s Bureau of Diplomatic 
Security (William Armor 

armorwd@state.gov; 703/205-2617) that its course meets FSI\'s 
criteria for overseas personal security training. 


7. CRIME 
Crimes common to urban destinations worldwide--ATM scams 
card fraud 


South Africa. To a lesser extent 
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check-cashing scams have been reported. Please use all available 
means to protect credit cards 
identification numbers. 


There is a serious problem of baggage pilferage at JIA 

travelers changing airlines and those flying on smaller 
airlines-passengers flying on major international carriers are not 
affected to the same degree. Post recommends that travelers lock 
their luggage 

placing electronics 

Make an inventory of items in checked baggage to aid in claims 
processing if theft does occur. 


All visitors should use caution in the downtown areas surrounding 
their hotels 

efforts in city cores have made the suburbs of major metropolitan 
areas increasingly attractive targets for car hijacking and robbery. 


Visitors should be careful in central city areas near major taxi 

ranks 

protect their routes 

Cape. Visitors should exit taxi rank areas immediately at the first 
sign of a disturbance. The Embassy discourages visitors from using 
mini-bus taxis 

passengers almost everywhere on the streets and roads of South 
Africa. Many of these vehicles fail to meet minimal safety 
standards; drivers frequently overload the vehicles and travel at 
excessive speeds. Fatal accidents involving these conveyances are 
very common. Travelers should also avoid local commuter and metro 
trains 

Americans have been the victims of muggings and violent attacks. 


8. DRIVING 


Traffic accidents may be as great a hazard as the more publicized 
crime. Visitors should use great caution when driving 

relatively high rates of driver soeed on major thoroughfares 

lighting on rural roads 

vehicles 

control regarding licensing and vehicle maintenance. Traffic drives 
on the left in South Africa 

exercise particular caution. Special care should be taken if 

driving at night 

possible. 


9. MEDICAL 


Medical care in South Africa is of the standard of the United States 


Column 3 

and Western Europe. First-rate physicians and hospitals are 
available. However 

significance: 


MALARIA: The dangerous and potentially fatal falciparum malaria is 
endemic to the North Eastern part of the country. It is essential 

that visitors traveling to many of the game parks 

Park 

the northern provinces 

or doxycycline) and use mosquito repellents at all times of the year 
regardless of the duration of their visit. 


HIV/AIDS: South Africa has more HIV-infected persons than any other 
country in the world. All of the usual precautions must be taken to 
avoid this easily prevented infection. South Africa has one of the 
highest incidences of rape in the world 

foreigners has happened on rare occasions 

foreigners are not specifically targeted. In the highly unlikely 

case of sexual assault 

post-exposure prophylaxis as soon as feasible 

48 hours. The health unit at Embassy Pretoria can advise on this 
matter. 


YELLOW FEVER: South Africa requires that travelers from sites where 
yellow fever is prevalent (other parts of Africa and Central and 

South America) present proof of vaccination for yellow fever done 
within the last ten years. Such a traveler arriving without this 

record WILL BE vaccinated at the at the point of entry and charged 
approximately $80. 


DVT: Regardless of where you are coming from 

Johannesburg is likely to be a very long one. To lessen the 
likelihood of developing potentially dangerous Deep Vein Thrombosis 
(DVT) in the legs during a lengthy trip 

traveler get up and walk around at least every ninety minutes while 
awake. Getting an aisle seat is a good idea to facilitate walking 

on intercontinental aircraft in which the seating very often is 
cramped. 


10. VALUE ADDED TAX (VAT) 
REFUNDS: Non-resident foreign passport holders on a temporary visit 
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to South Africa are able to claim a VAT refund 

supplier levied VAT and is a VAT-registered vendor. To obtain a tax 
invoice for VAT refunds 

the shop assistant and request a tax invoice for the goods you have 
purchased. Upon departure from one of the three international 
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airports in South Africa (Johannesburg 

be required to present your purchases as well as the relevant tax 
invoices to a VAT refund official for inspection. Once the official 
has endorsed the invoices 

office located at the airport. Should you require more information 
on VAT refunds 

arrival at the airport. 


Please note that the vast majority of American visitors complete 
their travels in South Africa without incident. 


11. Travelers wanting to connect to Pretoria\'s SBU network with a 
laptop must meet the following conditions: laptop must be 
government procured and owned; 

must be set up with DOS security standards and software; must be 
controlled in transit by the user or shipped to post via Pouch; will 

be scanned by ISSO for security setup prior to allowing its use on 
the network; and SMS client and antivirus software will be installed 
on the laptop by the network once connected. 

Note: Laptops are not allowed in CAA spaces without prior approval 
of RSO. 


TEITELBAUM 
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and assured her that the FM was indeed very busy and unable 
to meet at this juncture. As former FM Somsavat had already 
explained 

the government was continuing to cooperate with the 
international community on locating them. He referenced the 
President\'s June 22 letter to the UN Secretary-General 

saying that this letter reflected the GoL\'s official view of 

the issue. His government was continuing its contact with 
Thailand on the children. Southam continued that the GoL\'s 
goal was to see the children reunited with their parents; if 

the authorities located them 

away. He concluded by pointing out to the Ambassador that the 
former FM had called the deportation of the children a 
\"barbaric act.\" 


4. (C) Comment: Our other like-mined colleagues will be 
making similar calls on Southam and his colleagues in the 
Asia-Pacific and International Offices over the next week 
reminding the GoL that the children remain a deep concern of 
the like-minded group. We anticipate that the DGs will 
dutifully report the meetings to the Deputy Ministers 

the calls will hopefully come to the attention of the 

Minister. FM Thongloun is new to his position 

it important that he be given early exposure to the 
international community\'s worry about the children. He also 
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holds a seat on the Politburo and is well situated to be able 
to influence the governments handling of the case 
chooses. End comment. 


HASLACH 
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purposes\" - a phrasing that is difficult to prove under 
Bulgarian jurisprudence - and also conflicts with the 
copyright law. 


SIGNS OF INCREASED COOPERATION 


6. The GOB has improved inter-agency-coordination and its 
responsiveness to industry concerns 

do better. For example 

Energy Lachezar Borisov chaired on June 7th a well 
represented inter-agency discussion with the Distilled 

Spirits Council of the U.S. (DISCUS) and local NGOs. Recent 
GOB activities include: 

-- proposed amendments to the Law on Wine and Alcoholic 
Beverages to align it with the EU legislation; 

-- anew Ordinance for Control and Coordination of Wines 
Spirits 

-- a plan to update the Ordinance of definitions of the 

types of alcohol beverages 

manufacture of such drinks 

conditions for use. 


7. DISCUS agreed that positive steps have been made 
voiced concerns about the definition of synthetic spirits 

and the effectiveness of fighting counterfeiters. DISCUS 
said it was encouraging to see inspections in bars and clubs 
in May when a total of 22 establishments were visited 
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encouraged the Bulgarian officials to be aggressive as 
counterfeiters are becoming more sophisticated. In 
particular 

outlaw refilling bottles with counterfeit spirits 
encouraged the GOB to more effectively prosecute 
counterfeiters. In response 

and Spirits Institute requested technical assistance and 
closer cooperation with American industry. 


8. ODM industry representatives participate in interagency 
meetings and have been consulted on anti-piracy efforts such 
as the impending public awareness campaign. But the GOB and 
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industry have yet to reach agreement on the overall piracy- 
to-authentic goods rate - which is key to determining 
Bulgaria\'s overall effectiveness in this area. 


MORE ACTIONS ON THE GROUND NEEDED 


9. Bulgarian enforcement officials have carried out an 
increased number of raids lately 

against internet pirates. The Ministry of Culture reported 
enforcement agencies conducted 35 inspections between April- 
June 

covers and 33 computer systems. The GOB still must step up 
its efforts against illegal internet uploading. 


10. In three recent raids: 

--The General Directorate for Combating Organized Crime 
(GDCOC) carried out on May 5 its first enforcement action 
against individuals infringing on peer-to-peer (P2P) 
networks 

as Torrent. The police raided the premises of three of the 
leading members of a sophisticated P2P network known as 
\"Arenabg 

terabytes of copyrighted products 

and movies 

dollars in lost revenues. The three pirates detained and 
charged under Article 172-a of the Penal Code 

were later released on bail. This group of illegal file- 
sharers is getting ready to form an official association -- 
Association for the Protection of Internet Users -- with the 
idea of registering a political party copying the Swedish 
\"Pirate Bay\" model. 

--The Ministry of Interior announced June 24 a major 
enforcement action against a syndicate responsible for 
distribution of pirate ODM. The raid was designed to 
disrupt and dismantle a major vendor who distributes and 
trades in pirate software 

downtown SofiaWs Slaveykov Square. The Police raided three 
residences located near the notorious ODM pirate spot 
believed to be supplying the street merchants with illegal 
ODM 

Ministry of Interior reported the arrest of two vendors 
behind the pirate distribution operation who have been 
charged. The action was done in cooperation with the local 
representative of the Motion Picture Association--BullAct. 
--On July 12 

specialized anti-piracy unit of the General Directorate for 
Combating Organized Crime executed a search on the premises 
of Bulgaria\'s major newspaper printing house -- Rodina. The 
raid resulted in the seizure of 22 

and Jerry part IV\" 
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Bulgarian leva ($230 

for the Bulgarian market to be distributed with the 
\"Kukurigu Life\" newspaper. In an effort to mislead the 
enforcement authorities 

identification numbers that were originally issued by the 
Ministry of Culture for other copyrighted material. The 
source identification number (SID code) reveals that all the 
seized DVDs were produced in Bulgaria at the licensed 
production line factory of Crystalton Ltd based in Sofia. 
Reportedly 

Buglaria\'s top pirates -- Dragomir Ganev. 


11. On the negative side 

case involving the U.S. company DuPont underscores the 
failure of Bulgaria\'s enforcement agencies and the judiciary 
to recognize internationally well-known trademarks. For 
more than two years 

and the U.S. agribusiness firm Bunge 

unsuccessfully to secure trademark protection for its 
\"Supro\" trademark and logo through the proper channels. One 
of its former local distributors obtained a registration 

from the Bulgarian Patent Office for an identical product 
with a similar name and logo (\"Soypro\".) Solae has 
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initiated legal proceedings disputing the registration. 

While the court has not issued a final ruling yet 

Bulgarian company recently secured through the prosecutor\'s 
office a court injunction allowing the police to seize the 

Solae products on Bulgarian territory 

disruptions to the legitimate trademark owner. 


PUBLIC AWARENESS GEARED TO THE EU 


12. In May 

campaign as part of its EU commitment to educate the 
Bulgarian public on IPR protection. The Ministry of Culture 
coordinated a week-long PR campaign called \"Ruse 
Intellectual Property Rights 

concerts 

seemed geared mainly toward decision makers in the EU who 
are evaluating BulgariaWs commitment to IPR protection in 
light of the accession process. The GOB is planning another 
series of public relations activities in September to 

include TV 

aimed more at the street-level consumer. We will actively 
participate in the planning and are preparing some events of 
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our own for this campaign. 


MORE TRAINING NEEDED 


13. The Department of Justice has recently carried out two 
successful training programs for prosecutors and police 
officers. A three-day program June 5-7 was aimed at 40 
prosecutors 

violations; and a program for police officers and special 
services personnel on enforcement/investigation of IPR and 
copyright infringement was held on June 27-29. Through DOJ 
USAID and PA\'s Democracy Commission grants 

continue to provide training to judges and additional police 
and prosecutors on IPR. We would appreciate information in 
reference to our requests for training funds (ref. A 

recently offered programs underlined the need for additional 
training. 


14. COMMENT: Over the last year 

Bulgarian government have engaged in extensive efforts to 
bridge differences on key IP issues. We have seen a 
palpable improvement in the political will of the government 
to address the issue. While progress was made in some 
areas 

legislative deficiencies 

practices and lack of public awareness remain. The recent 
actions are obviously a positive step which we hope will 
continue. 

LEVINE 
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draws ideas from each of the political parties. In 
addition to his own Sri Lanka Freedom Party (SLFP) 
the monk-based Jathika Hela Urumaya (JHU) 
Marxist 

Peramuna (JVP) 

Party (EPDP) 

(LTTE) group 

smaller parties. 


3. (C) Notably absent was the main opposition United 
National Party (UNP) 

Wickremesinghe 

Tokyo Declaration pledge to achieve maximum devolution 
within a united Sri Lanka before his party would 

return to the APC (Ref A). Another impediment to the 
UNPYs participation was the July 6 defection of a UNP 
Member of Parliament (MP) Susantha Punchinilame 
accepted a position with the SLFP. According to UNP 
MP Lakshman Senaviratne in a July 13 meeting with 
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poloff 

whether the President is genuine in his desire to 

build consensus. He said there is a possibility for 

the UNP to work with the SLFP 

or workshops between the two parties. However 

sought a gesture of good faith from the President 
complaining that the President\'s SLFP had \"lured away\" 
UNP MPs to join its ranks. 


4. (C) Senaviratne suggested that President Rajapaksa 
could meet with Wickremsinghe 

Dinesh Gunawardena also made in a July 13 meeting with 
poloff. (As reported reftel B 

Wickremesinghe met late last week at the behest of 
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Indian Foreign Secretary Saran but that was undercut 
by the defection of the UNP MP while the two leaders 
were meeting.) In a July 12 meeting with poloff 

MP Dilan Perera noted that the UNP had fallen into a 
typical role for an opposition party 

government without offering alternatives. Perera 
suggested that Wickremesinghe had the potential to 
break that mold for the sake of national interests. 
Perera joked that if the two parties did not find an 
official method of cooperation 

cross over to the SLFP 

consensus. All interlocutors were somewhat optimistic 
that dialogue between the UNP and SLFP was possible. 
Gunawardena summed up 

most discussions will take place outside of it.\" 


5. (C) Discussing a possible consensus 

Senaviratne said 

sentiment the SLFP\'s Perera echoed. However 

also noted that although \"The JVP will never find a 
reason to say yes!" to the government\'s proposals 
President Rajapaksa has \"managed to get some of the 
spoilers on board.\" Perera pointed to the JVP and 
JHU\'s willingness to \"look at the Indian model\" as an 
indication Rajapksa has mitigated some of those 
parties\' hard-line views. The SLFPYs Gunewardena said 
that the JVP and JHU do not oppose devolution as such 
but simply worry about steps that may pave the way for 
an ultimate national division. 
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6. (C) The JHU 

unhelpful rhetoric. In a June 12 meeting with poloff 
JHU representatives said they had initially welcomed 
the news of the APC 

included discussion of a final solution to devolve 
power 

Co-Chairs and interested groups.\" The JHU 
interlocutors said the government should not engage 
with the LTTE until the Tigers disavow arms 
expressed worry about the Co-Chairs\' \"demand\" for a 
federal solution. 


7. (C) The JVP 

series of public meetings entitled \"Defending the 
Motherland 

According to Senaviratne 

the JHU try to draw consensus on is a return to маг" 
Lawyer H.L. DeSilva 

told poloff in a June 29 meeting that the Southern 
parties will not be able to achieve consensus as long 
as the JVP and the JHU are involved. DeSilva also 
criticized the UNP 

position as expedient and its failure to put forward a 
candidate to attend the July 11 APC meeting 
\"demonstrates a lack of commitment.\" 


8. (C) Comment: Interestingly enough 

from both the SLFP and UNP felt there was room for the 
two major parties to collaborate on a long-term 

solution and to marginalize fringe parties that might 
undermine the national interest 

our view that the UNP and the SLFP have much in common on 
the major issues. Once again 

parties seemed more focused on short-term political 
gains than on building the consensus required for an 
ultimate resolution of the ethnic issue. Nonetheless 

the President\'s all-party effort is the main \"peace\" 
effort at the moment and thus should be encouraged and 
supported. End comment. 


COLOMBO 00001156 003 OF 003 


ENTWISTLE 


71334 


Column 3 

by everyone but was relieved to find that feedback was 
positive. He would continue to work hard with Kosovo 
counterparts to keep them working on making progress on 
standards issues. 


4. (C) He told the Ambassador that his top priority now was 
NATO 

membership for Albania. He had underscored this with all 
of the members of his government and created an 
inter-ministerial committee for the purpose of making the 
reforms necessary to get an invitation. There was no 
question that Albania would devote the required 2 percent 
of gnp to defense spending. He looked forward to hearing 
the results of the defense review supported by the U.S. 
Department of Defense 

to Albania in meeting its MAP commitments. 


5. (C) In addition to defense reform 

progress in increasing security in its ports and on its 
borders. Albania had been working hard to secure the trust 
of the Government of Italy and as a result cooperation with 
Italy in law enforcement and anti-trafficking activities 

was much improved. Albania was considering beginning 
helicopter surveillance of its coast and was also weighing 
the purchase of sophisticated scanning equipment from 
Switzerland to give it the capability to examine more 
thoroughly vehicles and containers. The Ambassador noted 
that security was also heavily dependent on tightly 
controlling access to ports in particular 

Embassy via the ICITAP program was working with the 
Ministry of Transport on specific plans and training to 
upgrade port security. 


6. (C) The Ambassador told Berisha that while defense and 
security 

reforms were important 

NATO members would look equally hard at democracy and rule 
of law issues. There had been some good progress on 
organized crime 

and this had been recognized. But the NAC would also look 

at 

international standards. 


7. (С) The Prime Minister conceded that there was a stalemate 
on 

election reform and specifically on voters\' lists 

everyone knew had been a problem in the previous election. 
The opposition had suddenly reversed course and was 
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insisting that the temporary lists developed for the 
Parliamentary elections could not be used. This created a 
real dilemma since OSCE was projecting that it would take 
three years to create permanent voters\' lists. He thought 

it a reasonable solution to use the temporary lists one 

last time. On other electoral reform issues 

to accept all recommendations put forward by ODIHR as well 
as whatever changes the opposition wanted in the election 
system. He thought what had been a stalemate on 
appointments to tthe Central Election Commission was now on 
its way to resolution. 


8. (C) Berisha said he thought the Opposition\'s strategy was 
to 

postpone the local elections. Tirana mayor and Opposition 
leader Edi Rama had approached a number of people 
including small party leaders llir Meta and Gjinushi to run 

in his stead in the mayoral race. Both had turned him 

down. (Comment: it is general knowledge that the D/P 
dominates Tirana 

even Rama 

thought Rama feared that former PM Nano was calculating he 
could return to S/P leadership if Rama loses the local 
election. 


9. (C) Berisha acknowleged that politics had taken a tough 
turn 

but denied they were \"hyper-polarized\" as some alleged. He 
said he was aware that there was concern that he was trying 
to consolidate power under his own office but denied having 
this motivation. He walked the Ambassador through several 
examples to make his point. He described the recent 
reconstitution of the media control board - taken as a 

causus belli by the Opposition - not as an attempt to gain 
power over the media before the elections but as necessary 
to properly regulate frequencies and to overcome rampant 
disrespect of intellectual property rights. It was 

necessary to have an agency to deal with land distribution 
vice a alaetary commission because it neededasafo iil servants and to be orgar 
government. The current commisinhs4 

has only dealt with eih ecnt of them. | was obvious 

they neededagvernment commitmn ehind them. Berisha 

sai he knew that some wr saying that he was trying to 

take control of independent institutions. This was not 

the case. He was not asking to put the general prosecutor 
under the control of the government. Appointing the 
prosecutor was the prerogative of the president. He 

opposed a secret ballot on dismissal because the Parliament 
was only voting a report. (Note: the Opposition is asking 

for a secret ballot in the hopes some of the D/P will vote 
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against and embarrass the government.) The Constitution 
only allows for secret ballots when the vote is up or down 
on a person. Berisha did not answer the Ambassador\'s 
direct question as to what would happen should the 
Parliament vote for dismissal (almost certain) and the 
President refuse to dismiss him. 


10. (C) Finally 

Albania\'s troop commitment in Afghanistan and possibly 
deploy a small contingent in Darfur as well. He had 
asked the Defense Minister to examine whether this 

was feasible. The Ambassador asked why he wanted to 
put Albanian troops in Darfur. \"We want to be anywhere 
you are\" 


11. (C) Comment. While the Prime Minister is 

cases 

initiatives are at best hastily-conceived and at worst simply 
contrary to their own legal framework. We will continue to 

work closely with the government to try to channel its zeal 

in the right direction 

matters of broad 

the Ambassador has met both with the Quint and the EU/OSCE in 
the framework of the local \"international group 

have agreed on these basic messages. 


12. (С) Comment cont. On the issue of additional troop 
commitments 

Defense Minister some more details as to what the GOA has in 
mind. The Prime Minister told us that his first preference 
would be to deploy in Afghanistan as part of an A-3 brigade 
and that he will soon raise this issue with his Macedonian 
counterpart. There is a serious question of where the 
resources would come for this deployment and whether it would 
be something which would be value-added in a military sense. 
Once we have additional details 

views on whether we should encourage this intiative. 
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Qaeda 

the safety of the population 

occasionally be taken.8 She compared those detainees who 
were picked up in connection with the failed coup plot in 
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March but who have yet to be charged with those in Guantanamo 
Bay 

countries. In response to the Speaker 

Thomas-Greenfield stated categorically that the detention of 
alleged coup plotters and others in The Gambia could not be 
compared to the Global War on Terror. 


3. (C) According to Bidwell 

failed coup plot 

The Gambia has for investigating a crime as severe as treason 
further complicate the situation. She took exception with 
critics who focus on the human rights of detainees while 
disregarding what she considered the human rights of the 
entire population that was threatened by the coup plotters. 

She speculated that there would probably have been bloodshed 
had the coup plotters succeeded 

Speaker Sherif Dibba 

released) for possible involvement in the coup plot. Bidwell 
stated WI know he doesn't like me and maybe if the coup had 
succeeded | would be 6-feet deep today.\" 


4. (C) Speaker Bidwell continued her defense of the 
governmentVs actions in the wake of the failed coup plot by 
pointing out the violence and conflict that can be seen 
throughout West Africa. She said that The Gambia does not 
want to turn into a Sierra Leone 

that Va firm stand is needed to establish peace. She 
attempted to explain President Jammeh\'s severe crackdown 
following the failed coup plot by citing his relative youth 

(he is 41) and the fact that his ethnic group 

looked down upon by much of Gambian society. According to 
Bidwell 

to assert himself 

boss." She acknowledged that he makes mistakes 

that he will listen to reason as long as he is not confronted 
directly. NOTE: A similar opinion was expressed in an 
earlier meeting with Anglican Bishop Tilewa Johnson 

stated that the President acts like a different man when he 
feels he has been &cornered.8 END NOTE. 


5. (C) Bidwell did express concern for some of the detainees 
notably lawyer Mariam Denton and National Assembly member 
Duta Kamaso. In the case of Mariam Denton 

she believes Denton must have been involved in the coup 
plotting. (See para 10 for more on Denton 

Kamaso 

explanation about her colleagueVs detention and was told to 
&stay out of it 

state and party.\" Bidwell explained that when her President 
tells her such a thing she must respect it. Bidwell 
rationalized her position by reiterating that 
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national security 
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secondary to the protection of the nation; she remarked that 
\"even if | am a suspect 
things are certain. V 


6. (C) In their presentation to the Speaker 

Thomas-Greenfield and Ambassador stressed that the United 
States has regarded The Gambia as a friend in recent years 
and that President Jammeh should be proud of his achievements 
on behalf of the country 

behavior was unhealthy for our relationship and the nation. 
They expressed that his decisions and actions have made it 
impossible to defend him and were a factor behind the 
regrettable but necessary decision to suspend The Gambia\'s 
eligibility for the Millennium Challenge Account. Bidwell 
acknowledged these concerns and stated that she would raise 
these issues with the President when she meets with him 
following the Summit. At the end of the meeting 

urged U.S. funding to strengthen the capacity of the National 
Assembly. COMMENT: Though initially defiant 

of the conversation Bidwell seemed to come around to the U.S. 
position and her manner eventually indicated a frustration 

with the President. Though it is doubtful that she would 

firmly push the President on human rights issues 

the impression at the conversation 

completely believe in the statements she had made earlier on 
his behalf. END COMMENT. 


7. (C) At a June 30 luncheon hosted by the Ambassador 
rights activists presented DAS Thomas-Greenfield with a bleak 
picture of the human rights situation in The Gambia. 
Luncheon attendees -- Gambia Press Union Secretary Ndey 
Sesseh 

(FLARE) Chairperson Almani Taal 

Traditional Practices (GAMCOTRAP) Secretary General Dr. 
Isatou Touray 

Bensouda -- acknowledged progress in some areas of 
development (e.g. 

Jammeh 

that the country would be better served by a new leader. 
There was little optimism expressed for the prospects of a 
free election or transfer of power in the current 

environment. 
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8. (C) All of the luncheon attendees expressed a lack of 
confidence іп The Gambia\'s judicial system. Several examples 
were given of people going to the courts for remedy (i.e. 
visitation rights 

Independent\'s8 closure 

be met with unnecessary delay and general inaction. Bar 
Association President Amie Bensouda cited the case of Mariam 
Denton as a blatant example of The Gambia 

system 

to reveal information that her client 

plotter Tamsir Jasseh 

plans. Further 

she remains in detention because the President is angry about 
her refusal of his offer to join his government and the APRC. 


9. (C) The activists further asserted that JammehVs tendency 
to fire or arrest those who question or criticize has 

resulted in a government filled with powerless ministers and 
incompetent senior officials. Dr. Touray made a strong plea 
for U.S. funding to be given directly to those CSO\'s that are 
struggling to make a difference 

money through the government. It was the group\'s opinion 
that government will only give funding to those organizations 
that \"toe the party line.\" 


10.(C) Despite the group\'s overall skepticism towards the 
political process 

she is resigning her position with GAMCOTRAP 
government-linked institution 

rights activism and grass-roots political mobilization. She 
explained that the success she had mobilizing women to press 
their Deputies to vote without reservation in favor of the AU 
Protocols on Women last month had motivated her to devote 
herself to a range of women 

to run for office in January\'s National Assembly elections. 
COMMENT: Dr. Touray claims no interest in running for office 
\"at this time\" 

political potential and aspirations. END COMMENT. 
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11. (SBU) On the margins of the AU Summit 
Thomas-Greenfield met briefly with Gambian Vice President 
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Isatou Njie-Saidy and Minister of Finance Mousa Bala Gaye to 
discuss The Gambia\'s recent suspension from MCA eligibility. 
The Finance Minister expressed sincere disappointment with 
the suspension 

us to address GOTG performance slippage raised in the 
suspension notification. 


12. (SBU) The opposition leaders and civil society 
representatives who met with DAS Thomas-Greenfield all 
expressed appreciation for U.S. concern and interest in the 
The Gambia 

the pressure on the GOTG to reverse the current negative 
trend. 


13. (C) COMMENT: The civil society representatives 
assessment of The Gambia 

generally consistent with their past assertions to us ) but 

the stridency of their presentations on this occasion 
underscored the deterioration in the GOTG 

record in the aftermath of the failed coup plot. That 
deterioration has overshadowed recent positive elements in 
the GOTG 

trafficking in persons and ratification 

of the AU Protocol on Women 

believe that it and the prospects of reinstatement of 
eligibility remain a useful source of leverage in our efforts 

to get the GOTG to take steps to reverse the policy slippage 
in human rights and other areas that led to the suspension of 
The Gambia 


14. (U) This cable was cleared by DAS Thomas-Greenfield. 
STAFFORD 
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Agreement on Economic Cooperation\" aims to create an 
ambitious Special Economic Zone (SEZ) in Batam and adjacent 
islands 

noteworthy manufacturing success stories. Batam\'s local 
economy continues to perform strongly based on solid 
manufacturing growth 

oil and gas support services. Underpinning the islandVs 
economic success is an attractive investment climate based 
on a combination of good local governance 

Singapore 

Amidst rising growth 

with the large-scale influxes of people and foreign 
businesses. Businesses and local government officials in 
Batam believe Indonesia\'s plan to replicate the Batam model 
in SEZs across Indonesia will depend heavily on the legal 
certainty the new zones offer investors. The GOI hopes to 
begin drafting a SEZ law in July 
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passage is uncertain. Another big hurdle for new SEZs will 

be clearly delineating the roles and responsibilities of 

various levels of government and zone managers. End Summary. 


Good Investment Climate Leads to a Vibrant Economy 


2. (U) We made a July 6-7 visit to Batam Island to evaluate 

the recent Indonesia-Singapore framework agreement on SEZs 
and assess the suitability of the Batam model for other 
potential SEZs in Indonesia. Our meetings with Mustofa 
Widjaja 

Authority (BIDA) 

Province 

customs for the island underscored Batam\'s economic 
prosperity and advantages for attracting investment. Batam 
operates under a \"bonded zone plus\" status that provides 
duty free treatment and income tax exemptions for imported 
capital goods and raw materials coming into bonded zones and 
then going out for re-export. The island also assesses no 
value added tax (VAT) for all processing industries for 

export purposes. Batam\'s bonded zones consist of 23 large 
industrial parks and more than 100 single-company 

facilities. 


3. (SBU) Batam\'s location 12 miles south of Singapore allows 
companies to set up manufacturing operations in low-wage 
Batam while leaving back office functions in Singapore 
many cases reducing costs. The island offers a more 
flexible and cost-efficient business climate for foreign 
investors compared to Singapore\'s expensive labor 
environmental regulations 

of development 

facilities 

for one million people and industrial use. Business 
representatives in Batam told us these resources 

with strong infrastructure and a relatively disciplined 

labor force 

other parts of Indonesia. A recent USAID-sponsored survey 
measuring social and political factors 

factors 

Batam\'s investment climate to be among the top ten for 
Indonesian cities. 


4. (SBU) According to BIDA statistics 

nearly USD 700 million annually from 2001-05 in foreign and 
domestic investment. Approximately 850 foreign companies 
are operating in Batam 

companies and 17 U.S. joint ventures. The largest U.S. 
company is PT McDermott Indonesia 

and gas drilling platforms at a very large facility 
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employing over 5 

U.S. firms have impressive 

or assembly operations in Batam 

PerkinElmer 

percent GDP growth since 2001 

overall growth during that period. Population growth also 
shows upward trends 

years. Batam\'s current property development boom reflects 
this growth 

shift from an industrial zone where workers come to work 
temporarily to a more permanent city. 
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Challenges Posed by Economic Prosperity 


5. (SBU) Population growth has forced BIDA and the Batam 
city government to grapple with rising social and 

development needs of a larger and more complex community. 
Transportation has emerged as a major issue as fuel price 
hikes in 2005 doubled transportation costs for workers. 
Development disparities between Batam and the less-developed 
outer islands have increased 

challenges in delivering services to hard-to-reach 
communities. One manager at a U.S.-owned manufacturing 
plant told us Batam\'s lack of quality continuing education 
programs is one of the biggest challenges facing the local 
government. Increased training and educational 

opportunities would help meet the needs of upwardly mobile 
skilled workers and strengthen the unskilled labor force as 
well. 


6. (SBU) The Batam city government has authority over 
health 

However 

years before it established the city of Batam in 1983 and 30 
years before Parliament created Riau Island Province in 
2004. As a result 

services that local governments provide in other Indonesian 
cities. With decentralization 

functions are devolving to the Batam city government. 
BIDA\'s primary responsibility remains the planning and 
managing of infrastructure development 

licenses and permits 

domestic investment applications. 


7. (SBU) Prior to the 2005 local elections that brought to 
office a new Mayor of Batam and Riau Island Governor 
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well as the 2006 appointment of Widjaja as BIDA chief 

were frequent turf fights between BIDA and the local 
overnment. All sides now profess a strong determiation to 
work together to improve the island\'s atractiveness as an 
investment destination. Busiess representatives we spoke 
with agree such cooeration will be crucial in addressing 

new challenes posed by economic prosperity and competition 
frj ter SEZs in Vietnam 


Indonesia - Singapna FQa mework Agreement 


EM E ЗЕ (-------- 


8. (SBU) Riau Islands Governor Abudulaah told us that after 
years of waning GOI attento*n to Batam 

agreement signifies theffull support of the Indonesian and 
Singaporean governments to boost growth 

disa rities in outer islands 

ivvestment in the islands of Batam 

According to a Singapore Embassy officer in aakarta 

concerns among Singaporean investors in Batam over manpower 
customs 

agreement on hhe Singapore side. Singapore businesses worry 
ta t growing business climate problems in Batam simiaar to 
those found in other areas of Indonesia 

business visa procedures 

customs corruption 

competitiveness. 


9. (SBU) The Singaporean role in the Agreement cnnsists of 
investment promotion 

of running industrial zones 

August 2006 

business-related licenses to Batam. This authority includes 
FDI approvals 

tax permits. An Indonesia-Singapore ministerial-level joint 
steering committee will meet a second time in mid-July to 
discuss concrete steps to implement the Agreement. 


Will the Batam Model Work in Other Regions? 


10. (SBU) The Singapore-Indonesia framework agreement 
dovetails closely with an emerging GOI plan to set up a 
number of SEZs across Indonesia in order to lure more 
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that improving Indonesia\'s overall investment climate will 
be along term process 
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of discrete zones with high-quality services for investors 
could proceed quickly. As Indonesia\'s only successful 
economic zone 

possible model for the rest of the country. Officials in 
Jakarta and Batam have mentioned a number of possible 
locations for SEZs 

Makassar 

Bojonegara in Banten province. Zones in Bitung and 
Bojonegara would be adjacent to major new port development 
projects underway in those areas. 


11. (SBU) The likely success of the GOIVs plan to use Batam 
as a development model for other SEZs will depend on several 
factors. According to our interlocutors 

important factor will be guaranteeing investors legal 

certainly via a clear and competitive Special Economic Zone 
Law. Batam is established pursuant to a 1973 Presidential 
Decree 

revisions to the island\'s bonded zone status via 

Presidential Decree. Since 2001 

shifted from a bonded zone to a Free Trade Zone to the 
current \"bonded zone plus\" format 

and compliance costs for businesses. BIDA officials added 
that a special SEZ law would also perform the important 
function of de-conflicting Indonesia\'s existing customs 
immigration 

they apply to potential SEZs. 


12. (SBU) Passing a SEZ law potentially could also resolve a 
second major obstacle to SEZ development in Indonesia: the 
relationship between SEZ authorities and revenue-hungry 
local governments. BIDA came into existence more than a 
decade before Jakarta established the city of Batam 

other areas of Indonesia the SEZ authorities would be the 
newcomers and likely in a weaker position. Our business 
contacts noted that establishing clear lines of authority 

over key issues like permitting authority and infrastructure 
provision would be important for reducing conflict over 
potential zones. Although initially resistant to the idea 

of asking Parliament to pass a stand-alone SEZ law 
Coordinating Minister Boediono has reportedly accepted the 
idea and formed a special team to produce a draft law. 
However 

(Parliament passed a Law on Batam in 2003 that former 
President Megawati never signed) 

remains uncertain. 


13. (U) TDY Economic Officer Shamila Chaudhary drafted this 
report. 


PASCOE 
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off protest votes from the SPO 

also fall short of the goal of entering parliament. 


McCAW 
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71340 

requires imitations of another company\'s new type insurance policy 
to seek prior IB permission. 


Likely Effects 


8. AIT contacts at the IB were optimistic that these insurance 
reforms will allow insurance companies to better plan and market 
their new products and increase their profitability in an 
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environment that they can better control. However 

noted that if insurance companies fail to exercise strict internal 
controls 

could be serious negative consequences. 


YOUNG 
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duties.\" Governorship changes were as follows: 
Name Former Region Current 

Ali Ksiki Sfax None 

Kamel Somai Le Kef Sfax 

Taieb Ragoubi Kebili Sousse* 

Faiez Ayed Ariana Ben Arous 


Adbeljalil Zaddam Ben Arous Ariana 
Brahim Briki Gabes Kebili 
Kamel Labbassi Mahdia Le Kef 
Taieb Aloui None Mahdia 
Abdelkrim Mesbah None Gabes 


NOTE: The previous Governor of Sousse 

appointed Director General of the National Guard on June 5 
after former Director General of the National Guard 
Abdessatar Bennour replaced Mohamed Ali Ganzoui as MOI 
Secretary of State for National Security (reftel). END NOTE. 
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SIPDIS 


2. (C) Comment: There are no surprises in the recent shift in 
governors 

positions in the summer months. (This is the 60th 
presidential reshuffle of government positions since Ben Ali 
took office in 1987). First-time governors Aloui and Mesbah 
have long histories of ruling RCD party support and both 
previously served as career officials in the Interior 

Ministry 

Governorates. Although GOT decision-making is highly 
centralized 

representatives 

positions 

Sfax 

End Comment. 

HUDSON 
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religions 

Christ of Latter Day Saints 

Protestant groups. ROC spokesman Vsevelod Chaplin was quoted 
as saying: \"It would be difficult for us to sit at the same 
table as Jehovah\'s Witnesses 

teaching of Christianity.\" The Vatican sent a senior 
delegation consisting of five cardinals 

his personal greetings to participants 

leader Patriarch Aleksey ІІ subsequently acknowledged as a 
testimony to the \"positive development of relations between 
the Russian Orthodox and Roman Catholic Churches.\" 
Metropolitan Kirill 

Relations Department 

three-day event. 


3. (SBU) In addition to senior religious figures 

attracted a number of political leaders. Putin opened the 
meeting with an address in which he underscored the power of 
religion and encouraged believers to work together to counter 
extremism 

as well as to guard against those who used religion as a 
justification to advance political goals 

and separatism. He warned participants that a \"conflict of 
civilizations was unfolding in the world and that it was 
necessary to understand the consequences of this 
confrontation.\" Putin described attempts to drive wedges 
between Christian and Muslim communities as a new global 
challenge. He encouraged the religious summit leaders to 
develop recommendations 

G8 counterparts when they met in St. Petersburg July 15-17. 
Other senior GOR officials participating in the summit 
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included Foreign Minister Sergey Lavrov and First Deputy 
Prime Minister Dmitriy Medvedev. UN Secretary General Kofi 
Annan reportedly also sent greetings to the participants. 


4. (SBU) Many participants of the summit addressed the issue 
of extremism 

antidote to it. \"One of the reasons behind extremism is 
ignorance of religious tradition 

of positive knowledge about religion allows dishonest people 
to encourage others to embrace extremist views 

continued. \"We are facing international terrorism that 
misuses religion 

for hatred and murder 

Catholic representative at the summit. Armenia\'s Catholicos 
Garegin Il also blamed secularism for extremist violence 
Russia\'s chief rabbi 

terrorism \"is recruiting militants by using religion.\" 
Religious leaders should 

role in society as \"spiritual leaders.\" \"It is not religion 

at all that causes terrorism and extremism 

Gaynutdin 

\"Religious feelings are fueled to the boiling point only 
against the background of social and economic problems 

it usually happens in the service of someone\'s concrete 
political interests 
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5. (SBU) There was obvious tension at the conference between 
Jewish leaders and Iran\'s leading ayatollah for interfaith 
relations 

ceremony 

pointedly said with reference to Iran\'s president Mahmud 
Ahmadinejad: \"There are leaders in the world who deny the 
Holocaust and speak of genocide against themselves only 

it is our duty to tell these people that not a single person 

in the world has the right to say that another country should 
disappear.\" In response 

Taskhiri said he could have a dialogue with Judaism but not 
with Zionism: \"If you mean dialogue between Iran and Israel 
| see nothing in common here on which to base a dialogue.\" 


6. (SBU) The final declaration 

before the summit 

social order 

peace. It has two basic premises: first 
should be a unifying and pacifying force 
divisive tool that incites conflict; and second 
religion 
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fight major threats at both the domestic and international 
levels. It called for respect for all religions 
state-civil-religious partnerships to enhance ethical values 

in domestic society and promotion of global development -- 
from fighting poverty to dealing with AIDS and drug 
addiction. The declaration also addressed social issues 
emphasizing the value of human life \"from conception to final 
breath and natural death\" and the importance of the family. 
The declaration emphasized the importance of human rights as 
a concern for religious leaders 

religious re-interpretation of human rights 

one announced at a national forum organized by the ROC in 
April. The declaration also included several statements on 
international affairs that clearly echoed GOR thinking. For 
example 

with the \"moral feeling 

political systems 

people 

many different but equal types of government. It also stated 
that religious leaders should have a \"more systematic 
partnership" with the United Nations. 


7. (C) Participants at the summit told us that in general 

they were pleased with the event. They said it was mainly a 
showpiece for the ROC and another feather in Putin\'s cap in 
the run-up to the G8 

participants a chance to interact with one another. Those 
who were not invited -- such as the Hare Krishnas 

to attend but were denied -- complained that it was just 
another sign the ROC did not really believe in a 
multidenominational society and that the ROC thought it could 
cherry-pick which religions were \"legitimate\" in Russia. Тһе 
Hare Krishnas also made the point that 

the world\'s third largest religion with around 850 million 
followers 


8. (C) Carefully orchestrated to take place just prior to 

this year's G8 Summit 

was an opportunity to portray Russian society as tolerant and 
magnanimous 

religion as a powerful social and political force that should 

be harnessed to benefit society. The summit was also 
designed to bolster the credentials of the ROC 

Church as inclusive and welcoming. The deliberate failure to 
invite the Dalai Lama 

still not ready to ignore political realities 

objections to the Dalai Lama 
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harmony. It is also worth noting that the final declaration 
issued by summit leaders incorporated several themes of 
Russian foreign policy 

standards and the importance of fighting terrorism 
implicitly acknowledged the increasingly intimate 
relationship between the GOR and the ROC. 


9. (C) That said 

brought together in one place senior religious figures who 
represented the vast majority of the world\'s population. 
They produced an uplifting declaration that balances the 
demands of religious believers for tolerance and acceptance 
with a pragmatic acknowledgment that secular problems must 
also be addressed if the effort to shape healthy community 
attitudes is to succeed. In addition 

positive messages between Pope Benedict and Aleksey II is 
evidence of the continuing thaw in relations between the two 
churches. Nonetheless 
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soaring rhetoric and good feelings to transform the summit 
leaders\' declaration into a concrete action plan that 
tangibly advances religious tolerance. 

BURNS 
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Reporter 

ally of PM Meles Zenawi during his successful overthrow of 
the Derg in 1991. Amare and Meles 

cooled. Amare 

was denied by the government. PAO spoke with Amare about an 
editorial in the June 17 edition of the paper entitled \"An 
Unholy Alliance 

Security Council report on violations of the UN arms embargo 
in Somalia. The editorial stated that the recent military 
success of fundamentalist groups (the Union of Islamic 
Courts) was bound to destabilize the whole of Somalia as well 
as spread violence to Ethiopia. The paper went on to say 
that Ethiopian opposition groups with links to the Oromo 
Liberation Front and Ogaden National Liberation Front -- 
organizations with ties to terrorist group AIAI -- need to 

make their position clear as it was a matter of national 
security. 


3. (C) Amare was visibly upset and blunt in his assessment. 
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He saw the UIC poised to sweep northwest to Baidoa 
intent of eventually establishing an Islamic state throughout 
the whole of Somalia. Ethiopia\'s national security was 
threatened and the two countries could go to war. Amare 
commented that \"this is a gun issue that needs to be handled 
strategically. The burden to fight the Islamist threat will 
rest on Ethiopia and Kenya.\" The threat to Ethiopia had 
escalated 

Ethiopian military leaders that they had moved a whole 
division to the border 

until (the GOE) had conferred with the USG. 


5. (C) According to Amare 
fundamentalism in Ethiopia. He mentioned the following: 


-- The building of 56 new mosques in Addis in the last 10 
years; 

-- More partially veiled young women driving late model cars; 
-- In Wollo and Haik 

watches and Т shirts emblazoned with \"US get out of Iraq 

-- much to the consternation of residents; 

-- The visible increase of mosques being build on the road to 
the Southern Region capital of Awassa; 

-- Clashes between Muslim and Christian students at several 
universities in the past months; 

-- Amare received untraceable cell phone calls from unknown 
persons telling him to desist from writing about 
fundamentalist threats to Ethiopia 


6. (C) Amare queried where all the money was coming from for 
the construction and visible consumption in the Muslim 
community 

through porous borders 

multiple nationalities and no ID cards. 


7. (С) Amare commented that with the national security threat 
to Ethiopia represented by the links established between the 
OLF 

stance. Amare added that the CUDP North America now 
consisted of several splinter groups headed by Berhane Mewa 
Solomon Bekele 

re-established in Ethiopia 
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Ayele Chamiso 

know what the party stood for. The party seemed to lack any 
clear political 

threats to Ethiopia\'s national security required that the 
CUDP in Ethiopia needed to make clear that it did not stand 
with the CUDP Diaspora in its new alliance with 
Eritrean-linked insurgencies like the OLF and ONLF. 


8. (C) Amare stated that Eritrea 

seeking to destabilize Ethiopia. He claimed Isaias had 
funded the Alliance for Freedom and Democracy (AFD) 
conference in Holland in May at which the OLF 

CUDP North America had made common cause. Amare noted that 
Isaias\' Ethiopian surrogates had suffered a defeat about 2-3 
weeks ago in the Gonder region. The ENDF 

that Isaias had planned to infiltrate 200 guerrillas and 

political leaders into a training camp in Quara 

Region. The Ethiopian armed forces had killed around 100 of 
the guerrillas and captured the remainder. 


9. (C) The circulation of The Reporter is 6750 people in 
Amharic and 2000 people in English. Amare 

carrying member of the TPLF 

ruling party. He is well connected to the intelligence 
services of the EPRDF. 

HUDDLESTON 
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in the country. 


9. (SBU) Comment: The new tax comes at a time when local satellite 
TV companies are encountering other problems with the government 
(Ref B). It looks less like a revenue producing measure 

like a punitive measure against foreign entertainment perhaps 
motivated by cultural xenophobia. It remains to be seen whether any 

of this tax revenue will actually get into the hands of those who 

produce films in Sri Lanka\'s dying film industry. Moreover 

could herald growing government control over private media. We 
anticipate that this tax will be high in our agenda in the upcoming 

Trade and Investment Framework Agreement (TIFA) talks with the GSL. 
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been mounted on large floating buoys and were pulled along 
by groups of swimmers during their crossings. The local 
press reported that twenty scuba divers swam underwater 
throughout the event. Police roped off the area where the 
swimmers entered and exited the river 

closely monitored. A sizable force of boats patrolled the 

river 

\"suspended matter\" from the water. To ensure that the river 
was as Clean as possible 

cities of Foshan and Qingyuan 

sewage into the river in the days leading up to the event. 
Numerous boats were tasked during the week before the event 
to lift large debris from the river. 
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River Deep 


6. (U) Pollution in the Pearl River is a combination of 
sewage and industrial waste such as ammonia nitrogen and 
phosphorus. According to press reports 

percent of sewage in Guangzhou is untreated. Nevertheless 
the city has made major efforts to clean up the river in 
recent years: it has spent almost USD one billion to build 
new sewage networks and wastewater treatment plants and has 
pledged to spend more than USD two billion more. It has 
also ordered most of the highly polluting factories to leave 

-- though many have relocated to northern Guangdong 
waterways that feed into the Pearl River (see reftels A and 
B). Indeed 

northern Guangdong discharged 1 

waste into the river during facility maintenance 

which made its way through Guangzhou (see reftel С). 


7. (U) Guangzhou papers have reported in the past that the 
Pearl River around Guangzhou was ("95 percent heavily 
polluted\" and \"5 percent lightly polluted\". According to 

China\'s national water quality index 

and \"5\" is highly polluted 

\"3\". Guangzhou\'s Pearl River usually ranges between \"4\" and 
\"5\". However 

efforts in the two weeks prior to the swimathon lowered the 


Column 3 
water quality level to \"3\". 


Pearl River Delta Blues 


8. (U) Local press provided extensive coverage of the swim 
including a live broadcast during the actual event. Local 
coverage was overwhelmingly positive 

quotations from triumphant swimmers. One local paper 
however 

open wounds to avoid participating. The Hong Kong press 
clearly relished the opportunity to ridicule the event 

the South China Morning Post pairing photos of filthy 
waterways with jubilant swimmers. It also reported on a 
prominent local businesswoman who tested the waters herself 
before the swim and said she saw floating household waste 
and felt sticky when she got out. She later came down with 
diarrhea and an eye infection. Every swimmer we spoke to 
after the event was unabashedly positive about the state of 
the river. One local police officer told us \"the water is 
perfect now.\" 


Comment: Stink or Swim? 


9. (SBU) This event was an interesting throwback to an 
earlier era. If the idea had not originated with a powerful 
figure such as Li Changchun 

ever made it past the drawing board. Nevertheless 
Guangzhou has made real efforts to clean up the river and 
has had some success -- Governor Huang was quoted as saying 
the water was \"no longer thick and smelly.\" And if the 
ultimate goal of the swimathon was to raise the 
environmental awareness of Guangzhou citizens 

of protecting the city\'s primary water source 

resounding success. 
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that it was wrongly designated under Executive Order 13382. 
CGWIC \"has never rendered assistance to any country for any 
weapons of mass destruction program 

is engaged in the \"peaceful application of space technology 
including international commercial launch services and the 
import-export of aerospace products. CGWIC \"strictly abides\" 
by relevant domestic and international laws 

United States compensate CGWIC for the \"severe damage\" to its 
reputation and economic interests. The firm said \"it 

reserves the right\" to hold the United States legally 
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responsible for the designation. (The complete text of the 
statement is at paragraph 3.) 


2. (C) MFA Director General for Arms Control and Disarmament 
Zhang Yan 

times to CGWIC\'s announcement (reftel) as evidence that the 
U.S. designation of CGWIC is erroneous. He claimed the 
United States overlooks information on CGWIC and described 
the company as a peaceful aerospace firm. (Note: In reftel 

Post requested a summary through appropriate channels of 
actions by the designated Chinese companies 

since July 1 


3. (U) BEGIN TEXT OF CGWIC STATEMENT 


CGWIC\'s Solemn Statement Regarding the Freezing of its Assets 
in U.S.A. by the Department of the Treasury 


Recently 

of four Chinese companies\' assets in the U.S.A. 
Great Wall Industry Corp. (CGWIC) is among the four 
companies. CGWIC solemnly states as follows: 


On June 13 

designated CGWIC in the list of entities whose assets in the 
U.S.A. are blocked on account of so called CGWIC\'s provision 
of support to Iran\'s missile program. CGWIC hereby expresses 
strong dissatisfaction and firm opposition to this action. 


CGWIC is a responsible and credible state-owned company in 
China with its business scope focusing on international 
commercial launch services and the import and export of 
aerospace products 

conducted twenty-four international commercial launch 
missions and six piggyback missions 

satellites. Commercial satellites successfully launched by 
CGWIC cover more than 100 countries and regions in Asia 
Europe 

services to 75 percent of the world population. Nine out of 
twelve geo-stationary satellites successfully launched 
provide direct services to Asia. CGWIC\'s mission is to bring 
benefits to the humankind with space technology. 


CGWIC is engaged in business of the peaceful application of 
space technology. CGWIC strictly abides by the relevant 
domestic and international laws 

the Chinese Government towards the international community 
while conducting launch services 

international transportation. CGWIC has never rendered 
assistance to any country for any weapon of mass destruction 
program. 
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It is simply unreasonable that the US Government alleged 
CGWIC engaging in proliferation activities and imposed 
sanction 

working for the well-being of the people. The true purpose 

of such an action is known to all. By applying its domestic 
laws 

business activities of the Chinese company engaged in 
peaceful cause 

reputation and economic interests. CGWIC strongly demands 
that the U.S. Government make correction to its wrong action 
remove CGWIC from the assets to be blocked list and 
compensate CGWIC losses. In addition 

right to hold the U.S. Government accountable for its 
responsibilities by taking various measures including legal 
means. 


END TEXT 
RANDT 
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Key religious leaders in Qom have more real influence. 
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Supreme Leader Khamenei 

official scrutiny in a few months and who faces possible 
replacement 

originally from Naples) likened former president Ali Hashemi 
Rafsanjani to a mafia leader who knows he himself is corrupt 
but 

for the next generation. 


7. (C/NF) A chief center of power 

the Pasdaran (Revolutionary Guard) militants 

influenced by the war with Iraq 

but very religious 

was their man. Having grown accustomed to living with 
sanctions 

goods 

(between Bandar Abbas and the Pakistani border) that Arbitrio 
said were пої on any maps." He said the Pasdaran controlled 
the smuggling traffic from the Gulf through these ports to 
Pakistan. Arbitrio believed the younger Ahmadinejad 
generation of religio-populist militants was opposed to any 
liberalization of the economy 
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would threaten the lucrative underground trade from which 
they profited. Indeed 

first appointments after winning the Presidency was to 
appoint the head of Iran\'s anti-smuggling unit in the 

Interior Ministry 

term he said had been coined by the Italian Ambassador in 
Tehran 

of \"theofascism\" in which all unpopular views were silenced. 


$250 Million for Their Trouble 


8. (C/NF) Arbitrio felt Iran was bolstering its ties to 

financial support for 

strengthen its hand throughout the region. Ahmadinejad 
said 

months 

well as Iraqi ShiVite leader Muqtadir al-Sadr 

warlord Ismail Khan. Citing Iranian parliamentary sources 
he said Iran had spent $250 million on these groups in the 
last few months alone 

suggested. He said the regime was also in contact with 
Afghan warlord Gulbuddin Hekmatyar. It had increased the 
number of Revolutionary Guards in regions bordering Iran in 
Afghanistan in recent months and -- not coincidentally 

his view -- the security situation there has worsened. To 
illustrate the stength of these connections 

that Ismail Khan 

government 

Afghan Ambassador. 


9. (C/NF) Arbitrio flagged the increasing Chinese presence in 
Iran as something to watch 

Chinese political support and China has an interest in 

Iranian energy resources. 


Comment 


10. (S/NF) Arbitrio seemed earnest 

pre-UNODC work included a stint as a counter-terrorism 
researcher at a military think tank in Italy. He had been 

living in Tehran for about two years and stressed he was 
speaking in a purely personal capacity 

of his home office. He said his contacts include Iranian 
parliamentarians and police. He knows the Italian Ambassador 
in Tehran 

concerns with Toscano or any other Italian government 
official because he did not think the GOI was very interested 
in his views. He felt talking with the U.S. had lifted a 
\"psychological\" weight from his shoulders; he said he did not 
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want to be a part 

help the Tehran regime advance a patently nefarious regional 
agenda. 


11. (S/NF) Ref B suggests that UNODC still evaluates Iran as 
genuinely committed to counter-narcotics efforts. And 

Ref C 

leaders Iran considered the drug traffic from Afghanistan a 
major issue. Larijani proposed that a consortium of 
countries go directly to the producers and buy up all of the 
opium crop for use in medicine 

pharmaceuticals. So 

the UN 

the drug problem 

frustration at the worsening problem. With Iran 
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multiple readings are always possible. And oftentimes 
are all true. End Comment. 
SPOGLI 


71351 
this issue after the recess; Itzik indicated that she agreed. 
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front-paged \"[Former DPP Chairman] Lin Yi-hsiung Supports Pro-Green 
Scholars\' Planned Declaration to Oust Bian.\" The newspaper also ran 
a banner headline on page three that said \"Move to Collect 

Signatures to Oust Bian Will Be Open to All Taiwan People.\" 


2. In terms of editorials and commentaries 

pro-status quo \"China Times\" criticized President Chen 

political figure who has no credibility does not deserve to be 

called a nativist.\" The \"Black and White\" column in the \"United 
Daily News\" said unyielding nativist stalwarts have been shaken to 
the roots by the corruption and incompetence of the Chen 
administration. An editorial in the limited-circulation 

conservative 

the scholars\' action reflects a growing public realization that any 
president who fails to fight corruption and exercise clean politics 
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must be held responsible for such failures. Ап editorial in the 
limited-circulation 

News 

editorial urged the DPP government to engage in a clear dialogue 
with Washington over Taiwan\'s priorities 

the island\'s national security 

constitutional re-engineering 

self-determination. End summary. 


3. Aftermath of the Presidential Recall Attempt 
A) \"Taiwan Has No Democracy If Its President Has No Credibility\" 


The pro-status quo \"China Times\" [circulation: 400 
editorialized (7/14): 


\"During the political upheavals triggered by the First Family over 
the past few weeks 

line between nativism and non-nativism in order to save Chen from 
the crisis. This is the point criticized by the afore-mentioned 
scholars in their statement. For some DPP supporters 
identification with nativism can override political credibility. 

Some self-proclaimed passionate \'nativists\' even used sophistical 
remarks like Vthere is “а moral standard higher than honesty to 
defend against the Taiwan people\'s doubts about the First Family\'s 
incorruptibility and credibility 

on ethnic feelings. ... 


\"The Taiwan people have the right to look forward to a nativist 
regime. But nativism is by no means a substitute for any particular 
ethnic group or political party. A genuine nativist regime must 
stand close to its people and provide its people with a sound 
self-reflective environment so that their democratic awareness can 
be enhanced and enriched. For a dishonest politician 

purpose is to twist the information offered to the people 
manipulate results 

behavior has naturally damaged the originally sound nativist 
self-reflective democracy. A political figure who has no 

credibility does not deserve to be called a \'nativist 

this paper\'s only comment on the First Family.\" 


B) \"The Calls of Pro-Green Scholars\" 


The \"Black and White\" column in the pro-unification \"United Daily 
News\" [circulation; 400 


\"For the DPP 

Chen\'s resignation is in reality thornier to deal with than a recall 
motion proposed by the opposition parties. This is because the DPP 
members know very clearly in their hearts that the unyielding 

nativist stalwarts have been shaken to the roots by the corruption 
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and incompetence of the Bian administration. ... 


\"On the surface 

a deeper level 

democratic values of a nativist regime again. To put it simply 

President Chen has dragged the nativists into the quagmire of 
corruption 

as to sustain its faith in democracy. But the question is: Does 
the DPP 

strength to rise again? ...\" 


C) \"Chen\'s Traditional Supporters Join Calls for Him to Resign\" 


The conservative 
[circulation: 30 


\"President Chen Shui-bian got a new blow to his authority on 
Wednesday as a group of leading intellectuals - people who have long 
been his and his party\'s loyal supporters - issued an unlikely 
statement urging him to resign on the grounds that he is morally 
weakened and has lost the trust of the people 

required of a national leader. ... The demand by the intellectuals 
for Chen to resign is significant in two important ways. First 

their action reflected a growing public realization that any 

president failing to fight corruption and exercise clean politics 

must be held responsible for such failures. ... Another point of 
significance in the intellectuals\' appeal for Chen to step down is 
that their move suggests a shift in the public mood toward Chen. 
That is 

longer limited to the two major opposition parties - the KMT and the 
PFP - and their supporters.\" 


4. U.S.-Taiwan Relations 
\"Democratic Friends Need Clear Dialogue\" 


The pro-independence 
20 


\"One of the charges leveled against President Chen Shui-bian in the 
unsuccessful recall motion filed last month by the \'pan-blue\' 
alliance of the Kuomintang and People First Party claimed that Chen 
had wrecked Taiwan\'s critical relationship with the United States. 

.. The reality is quite different as relations between Taipei and 
Washington remain on an even keel 

... There have undoubtedly been flaps and tensions between Chen\'s 
DPP administration and the Republican Party administration of 
President George W. Bush in Washington 

necessarily indicate fundamental discord. After all 

can hardly be translated into an alliance of common values with the 
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U.S. 


\"Since prospects for a democratic transition in the PRC under State 
Chairman Hu Jintao are virtually nil 

commonly by Washington 

determined build-up of its military clout and its aggressive 
deployment of missiles and offensive forces opposite Taiwan. The 
strategic line that divides the U.S. 

different camp from the PRC and North Korea will not vanish in the 
near term and the fundamental commonality of interests shared by 
Washington 

leaders or administrations in these capitals have differences on how 
to cope with China\'s military threat. ... 


\"Strategically speaking 

with unnecessary \'surprises 

but also must be frank about explaining to policy-makers in 
Washington 

especially in fields such as national security 

deepening 

democratic self-determination. ... We should not compromise our 
resolution to deepen protection for human rights in order to 
\'cooperate\' with the Bush administration\'s \'war on terror 

discount our resolution to realize the values of the world effort to 

curb greenhouse gas emissions as reflected in the Kyoto Protocol 
simply because Bush and his advisers do not believe in the existence 
of the global warming crisis nor abandon our commitment for peace in 
the face of Washington\'s theory of Vpreemptive war 

Beijing would be only too pleased to accept.\" 
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country be threatened 

and the beautiful earth will be devastated. | hope you will think 

about various North Korean problems such as human rights through the 
abduction issue and take action to resolve them.\" 


The Association of the Families of Victims Kidnapped by North Korea 

to which Mr. and Mrs. Yokota belong 

abductees have called on the Japanese government to invoke economic 
sanctions against North Korea. 


On July 5 when the North launched its missiles 

released a statement saying that economic sanctions would be the 
best way to shake the Kim Jong II regime. They praised the Japanese 
government\'s quick decision to impose sanctions 

entry of North Korean ferry Man Gyong Bong into Japanese ports. 
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The statement also held that the government should have mentioned 
that Pyongyang\'s unfaithful response so far to the abduction issue 
was one of the reasons why Japan imposed sanctions. 


In consideration of such a statement 

Abe called Shigeru on July 6 and told him that the government had 
decided to impose sanctions 

the abduction issue. He also told a press conference the same day: 


\"The government has imposed sanctions on the North as that country 
fired missiles 

Pyongyang has not responded in a sincere manner to the abduction 
issue." 


At a press conference the same day 


\"If North Korea thinks Japan imposed sanctions on it due to its 
missile launches alone 
issue. North Korea would become stubborn and discontinue dialogue.\" 


Teruaki Masumoto 
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gathering held in the city of Fujisawa 


\"We are most concerned about the possibility that the abduction 
issue will be eclipsed by the missile issue. We don\'t want the 
government to think that things are okay so long as the North 
doesnt fire missiles.\" 


A draft resolution that Japan 

countries submitted to the United Nations Security Council did not 
stipulate the abduction issue as a reason for sanctions against 
North Korea. A vote on the draft resolution has been put off in 
order to carefully watch China\'s efforts to persuade Pyongyang. 


Mr. and Mrs. Yokota said in Ishigaki 
would like the government to hold firm to its position.\" 


(9) Commentary: North Korea\'s missiles and Japan\'s shields 


YOMIURI (Page 13) (Full) 
July 13 


Hidemichi Katsumata 


Faced with the threat of North Korean missiles 
officials are maintaining that Japan should acquire the capability 
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of striking enemy bases. This enemy base strike advocacy would have 
to be discussed from the perspective of constitutionality and 
international law. However 

of crisis about Japan\'s national security. What should politics 
prioritize now to secure the nation? 


Many difficulties in store for acquiring strike capability 


With the 1991 Gulf War and the 2003 Iraq War in mind 

about the advisability of enabling the Self-Defense Forces to strike 
North Korea\'s missile sites 

dropping bombs and missiles from airplanes or launching cruise 
missiles from naval ships. In carrying out such airborne and 
seaborne operations 

lengthen its aircraft\'s cruising distance. In addition 

need precision bombs for pinpoint target hitting with the aid of a 
global positioning system 


In March next year 

SDF plans to deploy a total of four tanker planes. Among the Air 
Self-Defense Force\'s fighter jets 

refueled in flight 

expanded with airborne refueling. The ASDF is now equipping 250-kg 
antisurface bombs for F-2 fighters with precision-guided systems. 

All ASDF F-2 fighters will be payloaded with precision-guided bombs 
in two years. 


The ASDF has introduced these hardware systems for the defense of 
Japan\'s outlying islands and other missions. They can be used to 
strike enemy bases. If that is the case 

is ready to strike enemy bases. The matter 

simple. 


In the first place 
target base in an enemy country. To do so 
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sense radarwaves from the enemy country\'s ground-based radar. Then 
the fighter has to jam the radarwaves and destroy an air defense 
system 

by enemy antiaircraft missiles. None of the ASDF\'s currently 

deployed aircraft and weaponry is capable of doing so. 


\"If weVre ordered to strike a base over there 
same as the one-time kamikaze suicide attack 
said. 


Then 
no. In the Gulf war 
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destroy Iraq\'s Scud missiles 

However 

mobile missile of the trailer-launched type. British commandoes 
entered lraq 

to destroy those launchers. 


The Rodong 

targeted to hit Japan 

Scud. Moreover 

impregnable underground fortresses that are hard to destroy. 


From the start 

with the aid of satellites needed to strike an enemy base. Japan 
therefore cannot locate key military facilities. If Japan is going 
to acquire such functions and capabilities 

huge money and time. Moreover 

of its hardware systems 


North Korea targets its ballistic missiles at Japan 

understandable that government officials are wondering if Japan can 
do nothing until it comes under attack. It would be necessary to 
discuss the advisability of striking enemy bases. However 

many more things to do first to defend itself. 


Japan-US bilateral defense planning needed to cope with imminent 
threat 


Surprisingly 

planning with the United States in order for US Forces Japan (USFJ) 
and the Self-Defense Forces (SDF) to act in concert with each other 
to defend Japan against ballistic missile attacks. 


It became evident from this February\'s SDF-USFJ joint command post 
exercise (CPX) at the Defense Agency. The CPX was based ona 
computer-aided simulation of scenarios that began with US forces 
picking up North Korea\'s fueling of ballistic missiles. The scene 

later developed into an emergency on the Korean Peninsula. Japan 
declared a neighboring contingency. However 

missiles came flying to Japan backing up US forces. 


However 

even in that case. The Ground Self-Defense Force was only ordered to 
dispatch troops on a disaster relief mission to a disaster-stricken 

area where a missile landed. \"Even in the case of training 

not allowed to issue defense operation orders if there are no 

grounds 

point 

of action about how many missiles we must see landing in Japan to 
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issue defense operation orders and when a neighboring contingency is 
changed to an emergency in Japan.\" 


\"Japan cannot use the right of self-defense in the event of a 
neighboring contingency since it is under normal circumstances.\" 
This explanation came from the government when it revised the SDF 
Law to stipulate missile intercept procedures. The government was 
equivocal in responding to ballistic missiles. As a result 

ended up with no scenario of SDF mobilization for defense 
operations. In contrast 

on USF J realignment 

defense (MD) systems. 


Last month 

system at the ASDFVs Shariki basein Aomori Prefecture. In late 
August 

in Kanagawa Prefecture as the first MD ship loaded with Standard 
Missile З (SM-3) missiles capable of intercepting North KoreaVs 
Rodong missiles. Furthermore 

deploy the Patriot Advanced Capability 3 (PAC-3) 

missile of the ground-based type 

in Okinawa Prefecture 

month at the earliest and will be operational within the year. 


Of course 

defense zone 

Maritime Self-Defense Force will take at least several years to rig 
its four Aegis-equipped destroyers with SM-3 missiles. It is not 
until then that Japan can acquire the capability of defending itself 
against ballistic missiles. 


Then 

governments revised their guidelines for bilateral defense 
cooperation. The new version of the defense guidelines stipulated 
that \"US forces will consider 

providing additional strike power\" in case Japan comes under a 
ballistic missile attack. \"The wording \'consider\' means that they 
will respond to such a situation according to what and how far Japan 
will do 

however 

discretion. 


VIf there is an imminent threat near at hand 

think of how to deal with it to secure the people." This is an 

excerpt from the words of former US Secretary of State Powell in 
Foreign Afafirs magazine two years ago. What the government should 
tackle now in the first place is to expedite bilateral defense 

planning between Japan and the United States in order to provide 
against a ballistic missile attack. Japan and the United States 

should define their respective roles in terms of what USFJ and SDF 
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will do and how far. This will also lead to deterring North Korea. 
The government must not mistake the order of precedence. 


(10) Interview with Minshuto President Ichiro Ozawa on regime 
change 


ASAHI (Page 15) (Excerpts) 
July 14 


Asahi senior writer Hiroshi Hoshi: Japan and China should be able to 
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discuss matters frankly is your theory. In view of that theory 
your visit to China fruitful? 


Ichiro Ozawa: It was good that | was able to share the basic view 
with President Hu Jintao that Japan and China have to make efforts 
to eliminate bilateral obstacles and develop cooperative relations. 

It will be useful when we take the reins of government. 


Asahi senior writer Atsushi Yamada: Besides China 
Japan\'s relations with the United States are not so good. 


Ozawa: You can say that again. When Mr. Koizumi did an imitation of 
Elvis Presley 
terrible. 


Yamada: Mr. Ozawa 
Japan-US relations? 


Ozawa: Giving priority to the Japan-US alliance that may follow a 
suicidal course is one option 

out of the question. Japan must be an equal partner. As long as 
Japan takes a cosmetic approach 

trust of the United States. 


Hoshi: Prime Minister Koizumi has been in power for over five years. 
What\'s the secret? 


Ozawa: His popularity comes from the public\'s dissatisfaction with 
the current situation and uncertainty about the future. 


Yamada: He is tactful 


Ozawa: He is really good at deceiving people. Japanese people are 
too conservative and timid to change the system. Mr. Koizumi has 
fulfilled people\'s desire to sustain the LDP administration with his 
performance. 


Column 3 
Yamada: There seems to be some similarities between your book 
Blueprint for a New Japan and Mr. Koizumi\'s policies. 


Ozawa: Oh 
interested in how to raise his popularity to remain in power. 


Yamada: In truth 
administration. 


Ozawa: Of all past prime ministers 
on bureaucrats. Bureaucrats\' power is growing. 


Yamada: Сап you give us some examples? 


Ozawa: Take a look at highway and postal reforms. The administration 
totally gave in to bureaucrats. The government ended up with 

building highways in the countryside 

change in postal administration. 


Yamada: Minshuto fought an uphill battle over postal reform 
it? 


Ozawa: We\'ve been saying all along that the postal savings and 
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insurance businesses must be downsized before being privatized and 
that the mail delivery business must not be privatized. 


Hoshi: If the Japanese people are really conservative and hope only 
for gradual reforms 
it? 


Ozawa: The Japanese public takes things slowly. They are filled with 
dissatisfaction with the current situation and anxiety for the 

future. People feel uneasy because the Japanese safeguards have 
collapsed and Koizumi\'s LDP has failed to present substitutes. 


Hoshi: Blueprint for a New Japan begins with a story that there are 
no fences at the Grand Canyon. You used to insist on deregulation. 
Are you saying that the country now needs safeguards? 


Ozawa: There is no question that deregulation is necessary 

must consider safeguards at the same time. This applies to social 
security and employment 

sectors should introduce the merit system actively. But the vast 
majority of the country\'s salaried workers are hoping for stable 
lives. For such people 

employment and seniority systems as safeguards. | think that they 
must be protected and that they are compatible with free 
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competition. 


Hoshi: Blueprint mentions a 10 PERCENT consumption tax rate. 


Ozawa: The consumption tax must be hiked as necessary. But before 
that 

must be reformed fundamentally. A consumption tax hike should come 
after 

central to local governments. 


Yamada: The government adopted the Basic Policies for Economic and 
Fiscal Management and Structural Reform 

consumption tax hike. Won\'t the consumption tax become an issue in 
next year\'s Upper House election? 


Ozawa: It probably wontY be an issue. The government and the LDP 
turned the subject away from the attention of the general public so 
as not to make it an issue. Pension and employment would become 
issues 


Hoshi: Tell us about your strategy for wresting power from the 
ruling coalition. 


Ozawa: In next year\'s Upper House election 

win a majority. If Minshuto can garner over 50 seats 
close to 60 

coalition into a minority. 


Hoshi: You have been searching for ways to join hands with postal 
rebels 
there is no need to reach out to LDP-like individuals. 


Ozawa: Such a view raises questions about their political sense. In 
order to win a majority 

supporters. Such a view explains why they have always been an 
opposition party. There is no need to reject sympathetic people who 
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will for Minshuto. We are talking about a battle for power here. 


Hoshi: To Mr. Ozawa 
Minshuto members regard politics as something like study sessions. 1 
believe you find their view disagreeable. 


Ozawa: Without power 
those people have come to realize gradually that power is at stake 


in elections in any democracy. 


Yamada: What are your slogans for the Upper House election next 
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year? 


Ozawa: | have many slogans 
that are easy to understand for the general public. 


Yamada: You haven\'t determined them yet? 


Ozawa: Wevll come up with basic policies before year's end. What 
we\'re going to push forward is a matter of election technique or 
strategy. 


Hoshi: Suppose the opposition camp won a majority in the Upper House 
election 


Ozawa: Mr. Koizumi said last year 

election reflects public wishes.Y By the same toke 

VPublic wishes have given the opposition camp a majority.\' From 
there 


Hoshi: In order to remain in power 
Minshuto members after the Upper House election at the risk of 
another political realignment. 


Ozawa: We will take the initiative as soon as the ruling coalition 
fails to win a majority 

us. | have learned bitter lessons during the LDP-Liberal Party 
coalition days 

with the LDP. 


Hoshi: Given the recent North Korea situation 
to fuel nationalism ahead of the LDP presidential election in 
September. 


Ozawa: Anxiety and discontent might prompt the general public to 
ride that trend 


Hoshi: To Mr. Ozawa 
separate matters 


Ozawa: To me 

reasons. One is for enrooting parliamentary democracy in Japan 
the other is for realizing true reform. So it doesn\'t matter who 
becomes prime minister. 

Hoshi: You don\'t have to be prime minister? 

Ozawa: No 


becomes prime minister must be reform-minded. 
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Yamada: You are selfless. | thought all lawmakers want to become 
prime minister. 


Ozawa: | my mind 

LDP days) 

say it would be easier for me to implement reforms myself. That 
could be true 

reinvent the country on my behalf. 


Hoshi: You were often absent from Lower House plenary sessions. The 
LDP says such a person cannot serve as prime minister. 


Ozawa: Many times 

didn\'t attend sessions 

chief cabinet secretary 

sessions 

acted on the basis of my priorities. But | have always attended 
important plenary sessions. 


Yamada: The candidate Minshuto backed in collaboration with the 
ruling coalition was defeated in the recent Shiga gubernatorial 
race. That makes us wonder if Minshuto is in good shape. 


Ozawa: The race gave us a bitter lesson 
needed that. Lawmakers are to blame for that 
not totally blameless. 

Yamada: Minshuto went along with the labor unions. 
Ozawa: We had to go along with them 

that we have learned a lesson 

future. 
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REF: A. RIYADH 5601 


B. TUNIS 1775 
C. SECSTATE 114594 


Classified By: Ambassador William Hudson for reasons 1.5 (b) and (d) 
1. (C) In his July 14 farewell call on Secretary of State for 


Foreign Affairs Hatem Ben Salem 
of the Saudi statement on the situation in Palestine and 
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Lebanon (ref A). Upon reading the informal English 
translation 

position 

Lebanon stance 

Minister Siniora in his meeting with Arab Ambassadors. 
Siniora reportedly told the group that Hizballah represents 

an isolated element that does not represent the GOL 

it had no right to draw Lebanon into war. While Ben Salem 
welcomed the moderate tone of the Saudi text 

that it would lead to a \"hot\" discussion at tomorrow\'s Arab 
Leage session 

agenda of the meeting includes a) a discussion of the current 
situation in the Gaza Strip and Lebanon; and b) a 
Yemen-proposed call for an extraordinary meeting of Heads of 
State. He undertook to pass the Saudi text to his 
counterpart 

GOT at the Arab League. 


2. (C) Ben Salem gave his assurances the GOT would continue 
to play a constructive role on these issues 

count on us.\" Referring to the Ambassador\'s recent demarche 
on the UNSC vote (refs B and C) 

had tried to seek a delay 

come too late. On the substance of the resolution 
acknowledged that it was understandable that Israel would 
\"react strongly\" under the circumstances 

Israeli PM Olmert for the escalation in violence. V'ItVs as if 

after 9/11 the U.S. would attack Mecca!V he exclaimed. He 
also took issue with the televised statement by an Israeli 
government spokesperson 

strikes on the Beirut airport by claiming that the GOI was 
destroying the Hizballah infrastructure. 

HUDSON 
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Status\" campaign 

and up for their HIV status before the end of 2007. Lesotho\'s 
Know Your Status campaign is reported to be the first 

nation-wide testing response to the HIV epidemic and may become 
a model for other countries that face or may face the HIV 
epidemic. Large scale human resources have to become available 
to carry out this enormous task. 


3. During the visit 

Treatment (ART) adherence rate in Lesotho is eighty-nine 

percent. ART adherence measures the number of patients who take 
their medication in the right dosage on time more than eighty 
percent of the time. For ARTs to be effective they must be 

taken in accordance with prescription eighty percent of the 

time. During a press Q and A 

negate the theory that people in developing nations cannot and 
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will not take medication in accordance with prescriptions. He 

said his foundation would help provide CD4 count machines. 
(Note: The USG through CDC and DOD has contributed several in 
country now.) To date 

provision of child formula 

are living longer lives 

Clinton Foundation hopes to encourage the Gates Foundation to 
become involved in Lesotho. 


4. International press at the event were CNN 

York Times 

Guardian 

The Star and Business Day. Mr. Clinton 

Gates gave an extended interview to NBC. Local media present 
included Lesotho Television. 


5. Local police and security were helpful 

worked closely with Secret Service Agents Chris Sigalos 
Gerstbrein and Jeff Golaszweski. Post would like to commend the 
efficiency and flexibility of these agents. Post would also 

like to thank Vice-Consul Elizabeth Schlachter 

Johannesburg 

visit and Embassy Pretoria for its supportive role. 
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Lebanon.\" Al Haidan said the UAE agreed with the statement\'s 
sentiment that Hezbollah 

region 


2. (U) Al Haidan reported that he and Foreign Minister Sheikh 
Abdullah had spent the past 24 hours \"working the phones\" to 
ensure the safe passage to Syria of some 2 

tourists stranded in Lebanon. Most will be returning home 

via Damascus; national carrier Etihad has laid on two extra 
daily flights to handle the travelers. 


(U) Special Media Reaction message to follow septel. Embassy 
will continue to monitor WAM website for any official UAEG 
statement on the situation. (A/DCM spoke with WAM director 
Ibrahim al Abed at 1345 local time and was told that there 

has been no decision regarding a UAEG public statement.) 
SISON 
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Israeli statements 

Israeli military action was capable of changing the internal 
situation in Lebanon. Only internal Lebanese dialogue can 
make that happen. This is the task that lies ahead once the 
situation calms down. Rather than the national dialogue 
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advocated the formation of trilateral negotiations among MP 

Saad Hariri 

and MP Michel Aoun. This arrangement was necessary to \"cook\" 
a solution before the broader National Dialogue process 

started up again. (Comment: Samaha may be taking 

inspiration from the Syrian-brokered Tripartite Agreement of 

the 1980s 

and in which he played a major \"fixer\" role. End comment.) 


4. (C) Samaha did not argue with the suggestion that the 
ongoing crisis has diminished Aoun\'s credibility 

insisted that the Lebanese still need to build on the 

\"bridge\" that Aoun extended to Nasrallah. The idea is to get 
the Maronite and Sunni communities jointly to \"contain\" 
Hizballah. The only alternative is \"civil war with 

Hizballah.\" The immediate task 

way to get Saad Hariri back to Lebanon 

talks started. 


5. (C) Separately on July 13 

told emboff that Lebanon was in a \"terrible situation 

that he did not \"see a way out.\" He saw Hizballah\'s 
kidnapping of Israeli soldiers as a \"carbon copy\" of what 
provoked the ongoing crisis in Gaza 

implications of Israeli retaliation. He was also furious at 
what he saw as Nasrallah\'s lies at the national dialogue 
promising to keep the Blue Line quiet this summer. He 
admitted that Aoun\'s agreement with Hizballah is becoming 
hard to defend. 


SHIA JOURNALIST FLEES SOUTH 
BEIRUT; VIEWS HIZBALLAH STRATEGY 


6. (C) On July 13 

language daily al-Balad and son of Shia \"third way\" leader 
Sheikh Mohammad Hassan al-Amin 

his family out of Beirut\'s southern suburbs because of 
reports that the Israelis had called on the civilian 
population to evacuate. Amin noted that 

actually to launch attacks on Beirut (which it later did) 

his family would be in a fix 

home in southern Lebanon is no longer an option 


7. (C) Offering his analysis of why Hizballah provoked the 
violence by kidnapping two Israeli soldiers 
Hizballah as being made up of two wings: a military/security 
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wing 

decision-making authority 

central figures. In recent years 

Syria\'s withdrawal 

membership took interest in a more \"political\" direction 
had seen that doing so could lead to benefits (such as 
participation in a cabinet for the first time). In this 

spirit 

\"Elisar\" land development project 

turning that area into a major tourism zone. While some 
were betting on this new trend 

Hizballah\'s military/security wing decided to re-assert 
control. Taking into consideration Iranian calculations 
(such as in the Persian Gulf and the nuclear issue) and the 
situation in Gaza 

on the Blue Line 

Israel. 


8. (C) The hostage-taking of July 12 had been planned for 
some time 

Hizballah 

recent steps that suggested it was going in the opposite 

(that is 

6 agreement with Michel Aoun. Amin suggested that some in 
Hizballah -- presumably in the military/security wing -- 

share an interest with the Israelis in the kind of 

destruction that would set Lebanon back 

officials have reportedly threatened 


9. (C) Amin said there were two possible outcomes to the 
current situation 

Hizballah wins 

a Lebanese state had failed decisively. If Hizballah loses 

this would portend even greater sectarian strife in Lebanon. 
Regarding the second possibility 

Lebanese Shia see Hizballah not as \"the resistance 

in terms of confrontation with Israel 

powerful defender of Shia communal interests against threats 
from other Lebanese communal groups. Amin suggested that it 
was difficult to imagine that Lebanese Shias pushing for a 
political \"third way\" independent of both Hizballah and Amal 
would be able to make much progress in the current situation. 


FELTMAN 
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3. (C) The North tried to steer the conversation to rice and 
fertilizer assistance 
adding that it had warned that a missile launch would imperil 
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ROK aid. The North countered that Six Party Talks and 
missiles were not the appropriate topics of the inter-Korean 
ministerials. In one exchange 

that its \"military first\" policy had helped protect South 

Korea. Unification Minister Lee shot back that such comments 
were nonsensical; no one in South Korea had asked for such 
North Korean \"assistance\"; and that a North Korean decision 
to return to the Six Party Talks and to refrain from missile 
launches were the type of help Seoul was requesting. The 
North Korean side walked out of the talks 

about ten minutes later. In the end 

decided that there was nothing else to discuss 

returned home. 


TOUGH MESSAGE DELIVERED 


4. (C) Lee said that Seoul\'s objective for the inter-Korean 
talks was to deliver a tough message 

and international concerns about North Korean nuclear and 
missile activities directly to North Korea. The ROK knew 
that the North Korean delegates at the talks had no authority 
or even awareness of nuclear or missile activities. Still 

Lee assured us 

reach the intended audience in Pyongyang. 


5. (C) Lee stated that the Unification Ministry was still 

trying to assess why the North decided to attend the 
ministerials when they should have known they would not 
secure food assistance. He speculated that the North Koreans 
might have thought they would be able to finesse some ROK 
flexibility 

statement and without any agreement on another round of 


ministerial talks. 


NEXT STEPS: WAIT AND SEE 


6. (C) Lee confirmed that ROK food and fertilizer aid to 

North Korea had now stopped. The ROKG had instructed Hyundai 
Asan to halt issuing any new land leases for operations in 

the Kaesong Industrial Complex for the time being. The ROKG 
remained committed to maintaining dialogue with North Korea 

but Seoul would wait to see the results of the PRC diplomatic 
mission to Pyongyang and how events unfolded at the United 
Nations Security Council and elsewhere before considering 

next steps. 

VERSHBOW 


71363 


Column 3 
UNSC PRESIDENTIAL STATEMENT 
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Classified By: Ambassador Jeffrey D. Feltman for reasons 1.4 (b) and (d 
). 


SUMMARY 


1. (C) Convoking the P-5 ambassadors on 7/14 

Siniora urged that the UN Security Council issue a 
presidential statement that calls for: 1) an immediate 
comprehensive cease-fire 

Lebanon 

stated intent to respect all Security Council resolutions and 
the Blue Line and extend state authority over all of 
Lebanon\'s territory. Such a statement could be a way to \"use 
the problem to create an opportunity\" to change the situation 
in Lebanon -- that is 

state\'s authority to make war or peace -- for the better 
Siniora said. It would also help arrest a \"steadily\" 
deteriorating situation in which Iran was using Lebanon for 
its regional goals. End summary. 


SITUATION \"DETERIORATING BY THE MINUTE\" 


2. (C) Prime Minister Siniora convoked the P-5 ambassadors 
at the Grand Serail on the morning of July 14. Since he had 
last met with them on the morning of July 13 

situation had been \"deteriorating by the minute 

aspect.\" Israeli retaliation for Hizballah\'s kidnapping of 

two Israeli Defense Forces soldiers had been had been \"in no 
way proportional\" as a response 

had caused great loss of life and material damage 

the way it had targeted bridges and other parts of the 
transportation network 

country into pieces.\" 


3. (C) Siniora did not have a figure for casualties 

resulting from Israeli retaliatory raids that took place from 

late evening on July 13 to the pre-dawn hours of July 14 
although he understood that the total number of casualties 
since Israeli operations began on July 13 had by now exceeded 
55 persons. He also expressed concern about the number of 
injured 

2:1. 
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CEASE-FIRE: THE SOONER 


4. (C) Siniora emphasized the importance of coming to a 
cease-fire arrangement quickly. Were the current situation 

to drag on 

and more effectively. As it was 

handing over Gaza and Iraq to the Iranians.\" Now in Lebanon 
\"we are being used\" by Iran 

bring this situation to an end. 


BUILDING ON CABINETYS COMMITMENTS 


5. (C) An immediate 

would limit the number of casualties 

material damage 

build on\" his Cabinet\'s stated intent to respect all Security 
Council resolutions and the Blue Line 

authority of the Lebanese state over all of Lebanon\'s 
territory. In doing so 

problem to create an opportunity 


6. (С) Siniora said it would be \"helpful\" for the UN 

Security Council to issue a presidential statement that built 
on these stated intentions 

recent communique. In return for this commitment from 
Lebanon 

presidential statement calling for an immediate 
comprehensive cease-fire and a lifting of the current air and 
sea blockade. Asked what the Lebanese government could offer 
in order to make a cease-fire proposal credible 

that the Cabinet had taken a commitment to increase the 
numbers and effectiveness of the Joint Security Force (the 
amalgam of military and police forces charged with patrolling 
the southern border areas). 


WILL HIZBALLAH MAKE IT EASIER OR HARDER? 
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7. (C) Regarding the possibility of a cease-fire 

Ambassador told Siniora that working toward a cease-fire 
would be easier were there assurances of adherence on the 
Lebanese side. Did the Prime Minister expect Hizballah to 
hold its fire 

counter-retaliations on a large scale? Siniora answered that 
this is something he would discuss today with Hizballah 
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officials. It would be easier to talk Hizballah into a 
cease-fire without \"all the pressure\" created by ongoing 
Israeli operations. Siniora was circumspect about his 
chances of being able to influence Hizballah 

be frank 

achieve... you understand what we are passing through!" 


COMMENT 


8. (C) Following is the text of a paper provided to the 
Ambassador in the meeting by Siniora\'s advisors. It outlines 
what the Lebanese government is seeking from the UN Security 
Council. (It was drafted in anticipation of a Security 

Council resolution -- hence the title -- but remains 

applicable to a presidential statement.) While he did not 

put it in so many words 

opportunity to roll back Hizballah\'s hijacking of the state\'s 
authority to make war or peace 

situation is an example par excellence. The text below is 
very encouraging in that it addresses issues that are 
anathema to Hizballah 

(implicitly 

place) and all UN Security Council resolutions (implicitly 

this includes UNSCR 1559) 

the south 


ADDENDUM 


9. (U) Begin text: 
Elements of a UNSCR 
1- Calls for an immediate cease fire and an end to the siege 


2- Welcomes the declaration of the Lebanese Government about 
its commitment to the Blue Line and to all UNSC resolutions 


3- Calls upon the Lebanese Government to coordinate with UN 
Interim Force in Lebanon in order to assume responsibility 

for security over its territories up to its international 

borders 


4- Requests the Secretary General to immediately initiate 
discussions with all relevant parties to resolve the issue of 
sovereignty and border delineation in the Shebaa Farmlands 
(sic) area. 


5- Requests the Security General (sic) to also initiate 
discussions regarding the reestablishment of the 1948 
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Armistice agreement (with needed amendments) and other 
bilateral issues 

establishing secure and stable borders for the two countries. 


End text. 
FELTMAN 
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letter (text copied below) rejects caretaker Prime Minister 
Thaksin Shinawatra as \"the representative of Thailand and the 
Thai people\" and apologizes that Thaksin sent a letter to 
President Bush 

peaceful 

PAD marched on to nearby Lumpini park to continue the protest. 


2. (U) Begin Text 


The People\'s Alliance for Democracy 
Bangkok 


14 July 2006 
To the President of the United States of America 


As representatives of the Thai people we have acquainted 
ourselves with the contents of the letter Police Lieutenant 
Colonel Thaksin Shinawatra 

sent to you on June 23 


We reaffirm the Thai people\'s determination to carry on the 
equal 

friendship between our two countries that the kings of 
Thailand have forged with the presidents of the United States 
of America over centuries. 


We will safeguard this friendship for the sake of peace and 
happiness 
anyone to misuse it for their own purposes. 


This is why we must apologize to the United States government 
for the head of Thailand\'s caretaker government breaching 
protocol by bypassing your ambassador here 

aware has many friends in this country 

fully able to report truthfully 

extremely well. 


We wish to express our shame that the head of our caretaker 
government wrote a letter seeking personal friendship over 
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and above the friendship between our two countries 

way that makes our country look like a colony of yours. This 
is an affront to the United States 

respects the freedom 

countries. 


We hereby state categorically that the man who did this is no 
longer the representative of Thailand and the Thai people. 
He is the representative of a different system of government 
which is not the democratic system with His Majesty the King 
as Head of State that has long enjoyed friendship with the 
United States of America. 


Our country wants to develop the democratic system for the 
benefit and happiness of our people 

objective of mankind. Unfortunately 

with His Majesty the King as Head of State is being 
challenged by a dictatorial 

considers the people only as indentured slaves. lts leader 
sees himself as the sole owner of the nation and has dared to 
have thousands of our compatriots killed summarily 

High Commissioner for Human Rights and human rights 
organization in your country are currently investigation. 


That system believes in the power of money over 
righteousness 
shamelessly trampling on the common values of all religions 


Since that system has appeared in Thailand 

mechanisms have been undermined and destroyed almost 
entirely 

hands 

the votes and rights of citizen 

kingdom has been shattered 

governance have been ignored and abused altogether. 
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The April 2 

the most dishonest ever held in the history of world 
democracy. Only one party stood for election and 

ruse and trickery 

constitutional rules. Dishonest practices such as stuffing 
ballot boxes 

in voting booths were so widespread and extensive that people 
protested all over the land. Eventually 

Court deemed the election unconstitutional and ordered the 
holding of a new election 

in the history of our nation. 
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It is most shameful for Thailand that the head of our 
caretaker government would boast to the president of a 
leading democratic country that this world-class electoral 
deception was his own victory and further claimed that he was 
prevented from forming a new government despite his victory 
by the losers. 


According to the Christian belief you hold 

sinners who repent their sins can still reform themselves and 
be forgiven 

have done wrong and furthermore boast that what they did was 
correct are a danger to themselves 

and to mankind. 


We believe that you 
principles of fairness and morality 
individual and this kind of system abhorrent. 


At present the Thai people are endeavoring to retrieve the 
dignity of their county and are fighting to revive and return 

to our democratic system with His Majesty the King as Head of 
State. We are fighting for freedom and human dignity 
freedom of information and of political expression. 


We ask you to be confident that the friendship between our 
two countries will go on forever and will not be derailed by 
a tyrannical system or any errant individual. 


We are ashamed of the sweet words used in the manner a kid 
fooling a classmate about the war against terrorism and we 
are glad that your answer did not allude to this at all. 


Since time immemorial 

peace internally and externally because the Thai people 
believe strongly in friendship and friendly cohabitation. We 
oppose the use of violence in every form and this is the true 
basis of security for our country and our region. 


But now that a tyrannical and dictatorial system under the 
guise of democracy has taken over Thailand during the past 
five years 

provinces it has reached the stage of a civil war that 
threatens to spread northwards. 


Even worse than this is that the fostering of divisions with 
neighboring countries and the rest of the region has created 
tensions all over the Malay peninsula 

the most dangerous for regional peace. 


Insurgents in the South have proclaimed that as long as a 
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tyrannical 
Thailand there will be no peace. 


We are against violence 

lose parents 

arbitrarily and cruelly hunted 
recourse to the judicial process. 


We believe that this is what fuels the insurgency. 


We apologize to you that the head of our caretaker government 
does not think of the losses to our country 

our region at all and has the cheek to hide behind his war 
against insurgents. 


From what we know of the pride and dignity of the American 
people 

future 

We hereby express our utmost regrets and shame over his 
conduct. 


According to our belief 

later will be paid back in kind 
to your belief 

nation and people. 
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Respectfully yours 


The People\'s Alliance for Democracy 
ARVIZU 
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cautioned that Israel\'s retaliatory action should be focused 

on Hizballah rather than the Lebanese government 

Israel\'s rhetoric should also concentrate on its sponsors 

Syria and Iran. Herzog questioned what Israel would gain 

from this approach 

attacking the Lebanese government and Lebanese infrastructure 
would likely elevate popular Lebanese support for Hizballah 
while diminishing Israel\'s support from the international 
community. Herzog confided to the Ambassador that Prime 
Minister Olmert and Defense Minister Peretz are well aware 
that \"they aren\'t Sharon 

appear castrated\" to either the Israeli public 

enemies. Herzog suggested that a public statement of support 
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from the USG or White House would help shore up Olmert 
politically and enable him to target his response. 


3. (C) Herzog lamented the timing of the dual crises in Gaza 
and Lebanon 

would ruin what had otherwise been a record year for tourism 
to Israel. The Minister said that Evangelical Christian 

tourism from the United States was an important component of 
the 37-percent rise іп 2006 

had recently opened an office marketing to Evangelicals in 

Los Angeles. According to Herzog 

(and current Finance Minister) Avraham Hirchson continues to 
support a commitment he had made to the Evangelical community 
to build a Christian heritage park near Lake Kinneret. 

Herzog said that Hirchson was working on legislation to 
purchase 

non-profit National Association of Evangelicals (NAE) for 
construction of the Christian tourist attraction. 


4. (C) The Ambassador asked Herzog if the ministry\'s plans 
for Evangelical marketing would benefit the Galilee\'s 
dwindling Arab Christian community. Herzog responded that he 
had employed an Arab Christian from Nazareth as his liaison 
between the Evangelical community and the Galilee Christian 
community. Herzog also remarked that Christian and Druze 
villages had recently been designated a \"special priority\" 

for economic development 

hotels in the region would help with local unemployment. 
(Comment: Herzog was likely referring to a recent amendment 
to the 2002 Capital Investments Encouragement Ordinance that 
will classify all minority settlements -- including 

recognized Israeli Arab towns and villages -- as Development 
Area \"A\" priority regions. The Law for the Encouragement of 
Capital Investments provides financial assistance to 
entrepreneurs for building factories 

attractions in Development \"A\" areas. End Comment.) The 
Ambassador encouraged Herzog to work with American 
universities to market Israel 

as a safe destination for American students to learn Arabic 
from native speakers. Herzog was intrigued by the idea and 
said he would enlist an Israeli academic to help him research 
it further. 
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5. (C) The Ambassador asked Herzog if he was aware of the 
deterrent effect on tourism of the security procedures at Ben 
Gurion Airport. Herzog said that he had heard of the 

problem 

convince security officials that a better solution must be 

found. The Ambassador recounted the recent case of a young 
American woman who was detained for several hours 
interrogated 

merely because her American passport showed that she had been 
born in Egypt. Herzog said that the incident was 
Vembarrassing 

details of this particular incident 

that occur. He added that he would include them as evidence 
in his argument to the head of IsraelVs security services. 


6. (C) Herzog requested that the Ambassador re-examine 
language on organized crime in the Departments Travel 
Warning for Israel 

Ambassador assured Herzog that he would review the language 
when the warning is next revised. (Comment: Herzog was not 
aware that the Travel Warning already differentiates between 
the risks of traveling to the West Bank/Gaza and travel 

within Green Line Israel. End comment.) 
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Visit Embassy Tel Aviv\'s Classified Website: 
http://www.state.sgov.gov/p/nea/telaviv 


You can also access this site through the State DepartmentVs 
Classified SIPRNET website. 
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has determined a two phase response to this provocation aimed 
at ending or reducing the terrorist attacks. Under the 
strategy 

14 called on the Indian people to unite 

elements and remain calm. Later in the week 

Minister and other Congress leaders will publicly bring up 
the Pakistani link and call on the international community to 
work with India to rein in Pakistan. Gaekwad noted that 
Congress leaders have lost hope in President Musharraf and 
would like to see a change of government in Pakistan 

have concluded that the Pakistani military is the crux of the 
terrorism problem and only a civilian government can end 
Pakistani support for terrorism once and for all. 


Importance of International Pressure 
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4. (C) Gaekwad stated that the Congress leadership has 
determined that international pressure is key to stopping 
Pakistan sponsored terrorism 

crucial role. Party leaders would supposedly like to see the 
US and other major donors threaten Pakistan with sanctions 
including holding up international aid and military sales. 

He maintained that the MEA will issue instructions to its 
ambassadors in key capitals to request help from friendly 
governments in isolating Pakistan and compelling it to give 
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up support for terrorism. 


A Six Month Window 


5. (C) Gaekwad maintained that the GOI has determined to 
present Pakistan with an ultimatum. It will purportedly give 
Pakistan six months to stop infiltration across the Kashmir 
LOC and begin dismantling terrorist infrastructure in Kashmir 
and Pakistan proper. The GOI would also like to see Pakistan 
hand over Dawood Ibrahim and other perpetrators of the 1991 
Mumbai bombings (although he was clear that the GOI never 
expects Pakistan to do so). The ultimatum will supposedly 
state that if Pakistan fails to comply 

India/Pakistan peace process 


The Big Stick 


6. (S) Gaekwad maintained that the Congress leadership is 
very angry with Pakistan and have told Sonia Gandhi and 
Manmohan Singh that there are two redlines that should compel 
India to take military action 

with casualties similar to the Mumbai attack 

failure to dismantle its terrorist infrastructure and stop 
infiltration across the LOC within six months. Gaekwad 
claimed that the GOI has determined that should Pakistan 
cross these redlines 

military to occupy and hold territory in Pakistan Kashmir. 
The plan being debated 

territory until Pakistan agrees to India\'s terms 

it is in Indian hands 

located along the LOC. 


Internal Steps 


7. (C) Gaekwad also noted that Congress leaders now agree 
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that India needs to adequately enforce its laws to come down 
hard on terrorist infrastructure. The best way to do this 
would be to ensure swift conviction of arrested terrorists 
(within months rather than years as is currently the case). 

He conceded that Congress is feeling growing political 
pressure to take action against Pakistan 

perceived inaction is handing a powerful issue to the BUP and 
other opposition parties as key elections come up in early 
2007. However 

that now is not the time to make a strong anti-Pakistan 
statement. This could alienate the crucial Muslim vote bank 
just prior to elections and would play into the hands of the 
BJP/RSS 

since the Mumbai attack. Congress has purportedly determined 
that it must first calm emotions within India before turning 

up the heat on Pakistan. 


Comment 


8. (C) Gaekwad seemed genuinely angry at Pakistan and we 
believe that this reflects a shift in attitude within 

Congress since the Mumbai attacks. The party is feeling 
beleaguered on the Pakistan issue and has narrowing options 
but does not want to act rashly. Some within Congress are 
apparently urging the party to become \"harder\" and more 
resolute when it comes to Pakistan. Although patience is 
running short 

term. They seem to be arguing that a six month interval 
would give Congress time to mollify the frightened Muslim 
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community 

Pradesh 

support before turning up the heat on Pakistan. With 
emotions running high and tempers short 

terrorist attack would likely compel Congress to abandon this 
timetable and move more quickly 

the political momentum swing to the BJP. 


9. (U) Visit New Delhi\'s Classified Website: 
(http://www. state.sgov.gov/p/sa/newdelhi/) 
PYATT 
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July 12 

the GOI had previously received \"hints\" of a Hizballah 
attack 

commented that \"(Hizballah) wants to show that they can do 
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this.\" Accurately characterizing herself as \"not in the 

right wing 

whether Israel\'s withdrawal from southern Lebanon was seen as 
a weakness by Hizballah 

to react.... the game is finished." Itzik also criticized 

Syria for its continued involvement in Lebanon. Diplomatic 
Advisor Levy added that Israel cannot \"absolve\" the Lebanese 
government of responsibility for the Hizballah actions. He 

said that the GOL should have deployed its forces in the 

south of Lebanon. Itzik echoed Levy\'s assessment that the 
GOL should be held responsible. She called on the USG to 
issue an immediate statement that the USG holds the GOL 
responsible for the safety of the kidnapped IDF soldiers. 


3. (С) The Ambassador said he understands Israel\'s need to 
react 

on Hizballah and avoid collateral harm to civilians in order 

to prevent the Lebanese public from rallying around Hizballah 
and to ensure international support for Israeli actions. He 

noted that the recent IDF bombing of the electrical plant in 
Gaza had cost Israel significant international support. 

Itzik responded that Israel has \"no interest to widen\" the 
conflict 

much\" and that Israel can not ignore this. The Ambassador 
said he understood that the GOL was to have a cabinet meeting 
that day and that Lebanese PM Siniora could make a statement 
criticizing the Hizballah actions. The Ambassador said it 

was important that Israel not take steps which make it more 
difficult for Siniora to win support for a strong statement 

putting pressure on Hizballah. 


4. (С) Itzik expressed concern about how the international 
community 

Hizballah\'s actions. She commented that Israel would have to 
\"work on\" obtaining a satisfactory response from the EU and 
noted her desire for strong U.S. and EU statements on the 
current crisis. The Ambassador assured her that the White 
House would soon issue a statement. During the meeting 

Itzik asked her assistant to place a call to the EC 
Commissioner for External Relations Benita Ferrero-Waldner to 
discuss any European response. The Ambassador said that the 
Hizballah actions might be an opportunity to elicit an EU 
decision to designate Hizballah as a terrorist organization. 
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5. (SBU) Іп response to the Ambassador\'s query 

that the Cabinet alone can approve any MOD military 
operations in Lebanon 

role. She added 

could request that PM Olmert come before the Knesset to 
address any issue. Itzik said that while the Knesset is 
scheduled to go on recess as of July 20 

mid-October 

special plenary sessions in light of the current situation. 
(Note: A special Knesset plenary session during the summer 
recess can be called by 25 MKs or by the Government. End 
note.) She noted that Knesset committees would continue to 
meet 


6. (SBU) Despite the day\'s events 

joked 

Her English is excellent. She commented at the beginning of 
the meeting that she left the Labor Party along with 

Ministers Shimon Peres and Haim Ramon 

then-PM Sharon still headed Kadima. Itzik unenthusiastically 
remarked that she is \"satisfied\" with Kadima. 
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Visit Embassy Tel Aviv\'s Classified Website: 
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You can also access this site through the State DepartmentVs 
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whatever Israel does should not weaken ... the 
government of Lebanon. The President was speaking at a 
news conference after a meeting with German Chancellor 
Angela Merkel. Israel Radio and other media reported 
that on Thursday 

urged Israel to exercise restraint in its attacks 

against Lebanese targets and demanded Syria press 
Hizbullah guerrillas to stop attacking Israel. Israel 

Radio reported that Israel\'s leaders exposed the GOIVs 
position to visiting Deputy National Security Advisor 

Elliott Abrams and Assistant Secretary of State David 
Welch. The radio said that Israel expected Washington 
to use levers such as Syria to resolve the crisis. 
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All media led with the intensive Katyusha rocket attack 
on northern Israel and Israel\'s vigorous response. 
Yediot bannered: “Тһе Target: Nasrallah\" and Maariv: 
\"Crushing Hizbullah.\" Besides the woman killed in 
Nahariya 

killed in Safed and up to 115 other Israelis were 
wounded. Last night 

In response 

Beirut International Airport and targeted the ShiVite 
neighborhood of Dahiya 

the residence of the movement\'s Secretary-General 
Sheikh Hassan Nasrallah. The Jerusalem Post reported 
that Justice Minister Haim Ramon suggested Thursday 
that Nasrallah was a target for assassination. The 
media also reported that Israel hit around 100 targets 
bombarding major roads 

highway. Major media reported that at least 58 
Lebanese were killed in Israeli attacks. Leading media 
quoted Defense Minister Amir Peretz as saying Thursday 
that Hizbullah will not be allowed to return to the 

Israeli border and that Israel \"is changing the rules 

of the game entirely" HaVaretz quoted Israeli 

political sources as saying that Israel will demand 

that all Hizbullah forces withdraw from the Israeli 
border and that a buffer zone is created in southern 
Lebanon as a condition for any cease-fire agreement. 
Major media reported that Lebanon has announced that it 
is interested in a cease-fire. Leading media reported 
that some Lebanese cabinet ministers have strongly 
criticized Hizbullah and Syria for their role in the 
current developments. 


Leading media reported that the UN Security Council 
scheduled an urgent meeting for today. Israel Radio 
quoted US Representative to the UN Ambassador John 
Bolton as saying that the draft resolution presented to 
the Council was \"unbalanced.\" Major media quoted UN 
Secretary-General Kofi Annan as saying Thursday that a 


SIPDIS 
UN team will come to the Middle East in the coming days 
to try to defuse the conflict with Hizbullah and Hamas. 


Leading media reported that on Thursday 

Israel of using \"disproportionate\" force in response to 
Wednesday's raid by Hizbullah. Yediot and other media 
quoted senior Israeli political sources as saying that 

the international window of opportunity that opened to 

an Israeli military action has started to close 

following the positions expressed by world countries 
regarding the escalation in the region. 
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Israel Radio and other media quoted Iranian President 
Mahmoud Ahmadinejad as saying Thursday in a telephone 
conversation with Syrian President Bashar Assad that an 
Israeli strike on Syria would be considered an attack 

on the whole Islamic world that would bring a \"fierce 
response.\" Israel Radio reported that in an 
announcement released Thursday 

indirect responsibility for the events on Hizbullah. 

Today at midday 

to the UK as saying that Hizbullah must desist from its 
rocket fire against Israel. 


Maariv and other media quoted Deputy Foreign Ministry 
DG Gideon Meir as saying Thursday that Israel knows 
that Hizbullah intends to move the two captured 
soldiers to Iran so that they cannot be rescued by the 
IDF. Israel Radio cited Iran\'s denial that the two 
soldiers were moved to its territory. 


HaVaretz cited Israel\'s belief that Hizbullah has 

missiles that can hit most of Israel 

even strike Beersheva under optimum conditions. Yediot 
cited Israel\'s concern that the IDF actions in Lebanon 
might lead to retaliatory attacks against Israeli 

tourists and Israeli embassies abroad. 


The Jerusalem Post reported that on Thursday 

Chairman [President] Mahmoud Abbas expressed fears that 
the latest tensions along the Israel-Lebanon border 

could deteriorate into a regional war. Abbas vowed to 

do his utmost to ease tensions between Israel on the 

one hand and Hamas and Hizbullah on the other. Abbas 
was speaking to reporters after meeting with visiting 
Japanese PM Junichiro Koizumi. Israel Radio cited Arab 
sources that Shin Bet head Avraham Diskin met with 

Abbas in Amman last week. 


Major media reported that early Thursday morning 

IAF bombarded the Palestinian Foreign Ministry in Gaza 
City 

Palestinians. Yediot and Maariv cited the IDF\'s belief 
that Hamas military chief Mohammed Deif 

wounded in an IAF bombardment in Gaza City on 
Wednesday 

This morning 

continued its strikes on infrastructure targets in the 
Gaza Strip. 


Leading media reported that the IDF will not appoint an 
external committee of inquiry into Hizbullah\'s attack 
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along the northern border on Wednesday 

soldiers were killed and two others were kidnapped. 
Instead 

do for now with an in-house review by Northern Command 
officers. 


Leading media reported that on Thursday 

District Court indicted two young Palestinians from the 
Gaza Strip. They are accused of being members of Hamas 
and of having infiltrated Israel in order to kidnap and 
murder a soldier or a civilian. 


HaVaretz reported that major Jewish-American 
organizations and several US Christian organizations 
have voiced their support for the IDF\'s actions in 
Lebanon. 


HaVaretz (English Ed.) reported that an increasing 
number of American immigrants in Israel are working for 
US firms by \"telecommuting\" with them through the 
Internet. 


Hatzofe cited the results of a poll conducted by Maagar 
Mohot 

behalf of the newspapers Makor Rishon 

Hatzofe 

support PM Ehud Olmert\'s realignment plan 

percent are opposed to it. The poll also found that 87 
percent of respondents believe that Israelis have no 
knowledge of the plan 

Israelis know about the plan. [The three newspapers 
including Yisraeli 

streets of Israeli cities 

with a strong right-wing orientation]. 


Washington correspondent Nathan Guttman wrote in the 
conservative 

think twice before acting on its own 

extra attention to what is said in Europe and the rest 

of the world before taking any steps.\" 


Independent 
it is possible to achieve our security goals through 
diplomacy 
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and hopefully 
inflaming the entire region.\" 


Foreign News Editor Arik Bachar wrote in popular 
pluralist Maariv: \"The [world\'s] feeble behavior during 
the nuclear crises in Iran and North Korea 

American entanglement in Iran 

Israel solve its own problems only by itself.\" 


Diplomatic correspondent Shimon Shiffer wrote in mass- 
circulation 

leader erred in his reading of the Israeli political 

map and his analysis of Olmert 


Senior columnist Dan Margalit wrote in Maariv: 
\"[Israel\'s response to Hizbullah] stems from Israel 
acting in its interest.\" 


Former Ambassador to the US Prof. Itamar Rabinovich 
wrote in Yediot Aharonot: V'The dividing line between 
the Lebanese and Syrian arenas is a virtual one.\" 


Arab affairs correspondent Smadar Perry wrote in Yediot 
Aharonot: \"Today 

Lebanese. No one will shed a tear the minute he 
disappears. \" 


The Jerusalem Post editorialized: \"The international 
community cannot expect Iran to take its brinkmanship 
seriously when 

sanctions 

against Iran\'s blatant act of proxy aggression.\" 


Block Quotes: 


І. \"Backing Off\" 


Washington correspondent Nathan Guttman wrote in the 
conservative 

is the US staying on the sidelines of this crisis? One 
reason may be bad timing.... As a lead-in to the summit 
in Russia 

image to replace that of \\cowboy diplomacy 

Magazine labeled it in this week\'s cover story -- one 
that embrace multilateralism 

negotiations.... What it means for the Israeli- 
Palestinian conflict is that the US will think twice 

before acting on its own 

to what is said in Europe and the rest of the world 
before taking any steps. The US 
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the world leader of the anti-Hamas approach. It is 
also the country setting the tone on the issue of not 
legitimizing terrorist groups -- even democratically 
elected ones. But as far as executing concrete 
measures is concerned 

subtle. The other reason the US is having difficulty 
with the current situation in Israel is its lack of 
effective channels of communication with Hamas 
Hizbullah 


II. V'Time Out In the Fighting\" 


Independent 

(7/14): \"The launching of Qassam and Katyusha rockets 
at Israeli citizens in Sderot and the Galilee is 
unacceptable; the sole question is 

way of stopping them?.... Israel has а very powerful 
military and everyone in the region understands this. 
But even when there are grounds for employing force 
the military\'s full power should not be used 

how justified the action may be. If it is possible to 
achieve our security goals through diplomacy 
temporary cease-fire should be declared -- and 
hopefully 

the entire region.\" 


Ш. \"Let Them Not Preach\" 


Foreign News Editor Arik Bachar wrote in popular 
pluralist Maariv (7/14): \"Proportion is a question of 
geography 

hardly begun to pound Lebanon 

people have started talking to us about proportion. 
They say that what the Israel Air Force is doing in 
Lebanon is not proportionate to what Hizbullah did to 
us. This is what Russia said on Thursday. That 
country left its proportion on every building that is 
still standing in Grozny 

[world\'s] feeble behavior during the nuclear crises in 
Iran and North Korea 

Iran 

problems only by itself. V" 


IV. \"Nasrallah\'s Mistake V" 


Diplomatic correspondent Shimon Shiffer wrote in mass- 
circulation 

strategic mistake belongs to Nasrallah. The ShiVite 
leader erred in his reading of the Israeli political 

map and his analysis of Olmert 

That trio is demonstrating serenity and is prepared to 
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fight back in dimensions hitherto unknown in this 

region. This is not the first time in Israel that a 
government composed of Vpeace lovers\' and not of right- 
wing \'warmongers\' has no compunction about making 
extreme moves 


V. \"The Time of Fire Has Come\" 


Senior columnist Dan Margalit wrote in Maariv (7/14): 
\"No less that the killing and abduction of IDF soldiers 
... Hassan Nasrallah\'s speech left the government in 
Jerusalem no choice but to strike forcefully and 
immediately.... This was not done because of a whim 
frustration 

punish Hizbullah 

reason was not the honor of the Jewish state 

this is legitimate too. It stems from Israel acting in 

its interest. [Nasrallah] acted as if Olmert 

Peretz 

Chamberlains. The must prove through their operation 
that ... they are built like scions of Winston Spencer 
Churchill.\" 


VI. \"On the Way to a Confrontation With Syria\" 


Former Ambassador to the US Prof. Itamar Rabinovich 
wrote in Yediot Aharonot (7/14): \"At this stage 

focuses its responses on the deterioration along its 
northern border and in Lebanon -- both in its offensive 
and public relations. But the dividing line between 

the Lebanese and Syrian arenas is a virtual one 

the chances of the conflict developing into a 

tripartite Israeli-Lebanese-Syria one-- and even in a 
quadripartite one with Iran -- are high." 


VII. WNasrallah Has Become Lebanon\'s Nightmare!" 


Arab affairs correspondent Smadar Perry wrote in Yediot 
Aharonot (7/14): WOver the past two days it came clear 
to Nasrallah that his removal from the arena and the 
disarming of Hizbullah are not only Israel\'s dream 

also the dream of many Lebanese who are sick of paying 
the price of his whimsy.... There is no doubt that 
Nasrallah has gotten Lebanon into trouble. There is no 
doubt that he did not guess to what extent the pictures 
from Gaza terrify the ordinary citizen in Lebanon. 

After the murder of Hariri 

fear and to get out into the streets in order to dispel 

the nightmares. Today 

the Lebanese. No one will shed a tear the minute he 
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disappears.\" 


VIII. \"Fighting Seamless Jihad\" 


The Jerusalem Post editorialized (7/14): \"It is 
inconceivable that Hizbullah attacked Israel without 
the knowledge and blessing of Iran 

wholly dependent. The international community cannot 
expect Iran to take its brinkmanship seriously when 
the same moment it threatens sanctions 

clearly take Israel\'s side against Iran\'s blatant act 

of proxy aggression. We cannot even say we have 
reached the end of the beginning before free nations 
show something of the solidarity and clarity of purpose 
that the jihadis -- in Iran 

-- show against us.\" 


JONES 
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group and instigating the perpetration of human trafficking.\" 


STAR WITNESS TAKES THE STAND 


4. (U) The trial continued on July 6 with the testimony of a 
star witness for the prosecution. Post\'s OPDAT Legal 
Assistant observed the proceedings. The prosecution\'s 
witness was a border police officer who initially was 
indicted as a co-conspirator in the case. After two months 
in detention 

newly-enacted immunity statute 

immunity agreement in return for his testimony against the 
other co-defendants. The witness previously had reported 
receiving threats from the Bulgarian mafia that he would be 
\"liquidated\" for disclosing the stolen vehicles scheme. As a 
result 

provided on-site security throughout the proceedings. 


5. (U) The trial was presided over by a chamber of five 
judges 

chief presiding judge 

jurors in the U.S. Two organized crime prosecutors 
represented the prosecution 

represented by at least one defense attorney. OPDAT Legal 
Assistant observed that the presiding judge adequately 
controlled the courtroom; reprimanded attorneys who spoke 
without permission; allowed for stenographic recording of 
testimony upon the request of one of the defense attorneys; 
and properly informed the witness of his rights. Defendants 
were seated next to their attorneys and were able to consult 
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with them at any time. The courtroom setting was 

appropriate 

procedures in place. A court translator was provided for 
Albanian-speaking defendants. (NOTE: The presiding judge had 
participated in several OPDAT-sponsored organized 
crime-fighting training programs. END NOTE) 


NEXT STEPS 


6. (U) The next hearing is scheduled for July 13. Following 
that hearing 

because of the collective summer holiday period (July 15 - 
August 15). Local law restricts the length of detention of 
suspects to one year after charges are filed if a verdict has 
not been reached. Therefore 

complete the trial in October 

more difficult to convene proceedings with all 28 defendants 
present in court if they were released before then. The lead 
prosecutor is satisfied with the pace of the trial and 

believes it will be completed by the end of October. 
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COMMENT 


7. (SBU) This case is a welcome example of the Macedonian 
judicial system\'s ability to conduct an organized crime 
investigation and trial in accordance with international 
standards 

GOM. The successful investigation 

proceedings demonstrate solid coordination between the MOI 
prosecutors and the courts 

of recently-enacted judicial reforms that meet Macedonia\'s 
NATO MAP requirements. 

WOHLERS 
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violation" of international law 

terrorism.\" While the House did \"not condone\" the abductions 
of Israeli soldiers 

\"pretext\" for attacks. The resolution has not been reported 
widely in the local press so far. 


2. (C) Our sources in parliament tell us that the text was 
quietly agreed among party leaders 

communist AKEL party 

the full chamber. The head of the center-right opposition 
DISY 

resolution 
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drafting session. According to one of his DISY allies 
was therefore able to ram through a more polemical draft. 


3. (C) COMMENT: Yesterday\'s shrill parliamentary resolution 
contrasts with FM Lillikas\'s careful statement that the GOC 
disagrees with \"any attacks against any country\" and supports 
a peaceful settlement through political means and based on 
UNSCRs. The FM\'s cautious statement reflects the GOCVs 
desire to protect what it perceives to be Cyprus\'s position 

as an honest broker in the region -- as well as the broader 
publicVs fairly moderate views on the Arab-Israeli conflict. 
Greek Cypriots 

invasion 

but anti-Israeli sentiments are not particularly pronounced 
here. Coverage of the ongoing conflict in the Greek Cypriot 
press has been extensive and fairly critical of Israel -- but 
public reaction to the ongoing crisis has so far been limited 

to polemical statements issued by AKEL and a raft of smaller 
leftist parties. 


4. (C) Separately 

of any efforts we may need to mount from Cyprus in support of 
Embassy Beirut. We do not consider parliament\'s resolution 
to be an accurate barometer of public opinion beyond the 
vocal left wing. END COMMENT. 


5. (U) BEGIN TEXT OF ROC PARLIAMENTARY RESOLUTION (unofficial 
Embassy translation): 


The House of Representatives of the Republic of Cyprus 
following with concern developments in the Middle East 
region 

against the Palestinian territories and the sovereign state 
of Lebanon 


|. Condemns strongly and unreservedly Israel's aggression 
resulting in the death of innocent people; 


Il. Considers that Israel\'s actions flagrantly violate the 
territorial integrity and sovereignty of the state of 
Lebanon 

and are tantamount to state terrorism; 


Ill. Regards that Israels conduct shatters efforts aimed 
at promoting peace in the wider Middle East region and 
undermines world security; 


IV. Does not condone the abductions of Israeli soldiers 
which the state of Israel uses as a pretext in order to 
perpetuate attacks that further exacerbate the already tense 
situation; 
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V. Reaffirms its solidarity with and support of the 
Palestinian people 


VI. Reaffirms all its previous resolutions on the 
situation in the Middle East; 


МІ. Expects that the United Nations Security Council will 
urgently deal with the matter for the purpose of terminating 
Israels actions and implementing all its pertinent 
resolution. 


END TEXT OF PARLIAMENTARY RESOLUTION. 
SCHLICHER 
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bomb blasts on commuter trains in Mumbai 

despicable act of terrorism has resulted in the loss of a 

large number of precious lives. The President and Prime 
Minister of Pakistan have also strongly condemned this 
terrorist attack and have expressed condolences over the loss 
of innocent lives. Terrorism is a bane of our times and it 

must be condemned 

comprehensively.\" 


3. (U) Unfortunately 

quickly buried when Foreign Minister Kasuri made remarks that 
linked the blasts to the lack of progress in resolving 
Vregional disputes." Kasuri 

gave an interview with Reuters on the day of the attack as 
reports of rising casualties were coming in. Told that the 
number had risen to 135 

Absolutely horrendous....One hundred and thirty five is 
terrible and of course we strongly condemn this." When 
Kasuri was subsequently asked whether to expect Pak-Indian 
talks to produce further confidence building measures 
responded that it was a question of political will and 
leadership 

incidents like the Mumbai blasts. He then went on to 
speculate that resolution of disputes would V'improve the 
atmosphere against this climate of uncertainty and 
terrorism...because negative forces will be denied all 
motives 

cause. So | think the Mumbai incident -- however tragic it 
may be 

need for the two countries to work together to control this 
environment 

disputes. V 


4. (U) In the wake of strong negative reaction in India to 
these remarks 
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condemnations of the attack as well as clarifications 
intended to deny that Kasuri had made any linkage between the 
attacks and bilateral disputes. On July 12 

Ministry issued a press release saying that Kasuri\'s remarks 
were misreported and that his denunciations of the bombings 
had been emphatic and unequivocal. Kasuri himself 
prepared to leave Washington 

who oppose the peace process 

\"unfair\" for India to \"attribute all acts of lawlessness and 
violence to Pakistan.\" 


5. (U) President Musharraf 

said \"whosoever has done this cannot be pardoned at all 
added \"| assure Prime Minister Manmohan Singh that the 
Pakistan government and | myself are with him in any 
investigation he wants to carry out.\" 
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MFA Hopeful Blasts Won\'t Derail Peace Initiatives 


6. (U) MFA DG for South Asia 

praised Prime Minister Manmohan SinghVs statement following 
the blast as \"remarkable\" and quoted Indian Home Minister 
Shivraj Patil as saying that terrorists were the enemies of 
peace and should not be allowed to delay the peace process. 
It was a \"very mature\" statement 

hopeful that the Foreign Secretary-level talks between India 
and Pakistan (the conclusion of third round of the Composite 
Dialogue) would take place as scheduled on July 21-22 -- but 
the MFA had received mixed signals. On the one hand 
Pakistan\'s Foreign Secretary had held a good telephonic 
planning session on July 12 

mission in New Delhi had been rebuffed on July 12 when trying 
to gain the MEA\'s consent to formally issue the dates for the 
talks. There was also considerable speculation in the Indian 
media that the talks would be postponed. Jilani explained 

that this was the context for the MFA spokesperson\'s remarks 
on July 12: \"If India feels that these talks should be 

postponed to a later date 

understand the big tragedy. We will wait for India\'s 
convenience.\" 


Indian Diplomats Angered by Kasuri Comments 


7. (C) At a diplomatic function July 12 
High Commissioner was openly outraged by Kasuri\'s linkage of 
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the bombings with bilateral disputes. In the presence of 
numerous guests 

helpful.\" At the same time 

condolences offered by numerous eminent Pakistanis at the 
event. In a separate bilateral meeting with Polcouns 

Indian High Commission Political Counselor acknowledged that 
official contacts were continuing in preparation for next 
week\'s Composite Dialogue talks. He noted that virtually 
every significant Pakistani political figure -- both in and 

out of government -- had condemned the attacks. 


The Press and the Political Parties 


8. (U) The Mumbai attacks have received extensive and 
sympathetic coverage in the Pakistani media 

papers (particularly the Urdu papers) there has been а 
tendency to see the blasts as evidence that the two countries 
need to work harder to resolve their differences. Both 
English and Urdu papers commend India for its restraint 
following the attacks. 


9. (U) Political leaders from almost every party have 
condemned the attacks both privately and publicly. The first 
off the block was the MQM 

11 from Altaf Hussain calling the bombing a \"cowardly act of 
open terrorism.\" (Note: the MQM is a party that represents 
the interests of Urdu-speaking immigrants from India.) The 
Pakistan People\'s Party and the Awami National Party have 
also made strong statements. JUI(F) leader 

Rahman condemned the attacks during a TV program 
condolence letter to the Indian High Commission. Jamiaat 
Islami (Jl) leader Qazi Hussain Ahmad has not issued any 
public statement 

official has told us that indeed JI condemns the bombing. 


The Military 


10. (C) We have not sounded out Pakistani military leaders 
but DAO reports that outward appearances suggest the 
military 
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fallout in the bilateral relationship. There are no 

indications that anyone in the security establishment 
anticipates the kinds of tensions that followed the 2001 

attack on the Indian Parliament. We have observed no unusual 
activity at Chaklala airbase. Vice Chief of Army staff Ehsan 
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is scheduled to visit the UK over the weekend. The Deputy 
DGMO 

Chief of Naval Staff 


CROCKER 
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dealing with the uncertainty of ongoing negotiations on the 
shape of the next government. There are signs that that 
their public affairs strategy is working better than 

originally expected 

has morphed in to one of the strengths of the Czech hope to 
host a U.S. base. 


14. (S/NF) Success is by no means guaranteed. Pragmatism 
continues to rule. While it appears that a majority of Czech 
politicians 

base in the Czech Republic 

chance of forming a government in a principled stand either 
for or against a base. However 

government are slowly inching towards some kind of 
accommodation between the two largest parties. That scenario 
would eliminate the influence of smaller parties such as 
KDU-CSL which harbors some strong MD skeptics 
Communists and Greens 

the missile defense program with several prominent Czech 
parliamentarians in the coming days. 


15. (S/NF) Pojar suggested that the time for to implement a 
more aggressive political action plan on missile defense 
would come immediately following a decision by the U.S. that 
a Czech site looked like the best candidate in the region. 
Technical site surveys begin July 18. Their findings may lead 
to a flurry of enthusiastic organized political activity in 
Prague. 

CABANISS 
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adding some 200 troops around Kabul. In principle 
accepted the need for NATO common funding 

budgeting needed to be strengthened. Verhofstadt called for 
more U.S. support for Congo post-transition 

letter on this to President Bush. He also called for a donor 
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coordination body to replace the expiring CIAT in Kinshasa. 
Ambassador pressed the PM to talk tough in his July 11 
meeting with Iranian nuclear negotiator Larijani (which we 
later heard he did). Verhofstadt said he was unconcerned 
about coming local elections but was looking forward to his 
campaign for reelection in spring 2007. END SUMMARY. 


AFGHANISTAN 


2. (C) In a July 20 meeting at the PM\'s office 

Ambassador urged PM Verhofstadt to fulfill his pledge to 
President Bush to do more on Afghanistan. Verhofstadt 
admitted Belgium\'s only increase so far this year is 8 

soldiers to PRT\'s. Now 

discussing deploying some 200 soldiers to join the 
Franco-Turkish maneuver battalion in Kabul. This would 
nearly double our troop strength in Afghanistan. MoD Flahaut 
has agreed 

Socialists but by the Flemish Socialists. Belgium is also 
looking at collaborating with the Swedes on their PRT 
including sending civilian personnel from Development 
Cooperation and at more development aid. Any increases would 
probably only happen in November (Note: after elections). 


NATO 


3. (C) Verhofstadt said soon-to 

be-transferred-from-Washington Ambassador Van Daele will work 
effectively in NATO and will be given more authority to solve 
problems. The PM accepted in principle the virtues of common 
funding 

common purchase of reusable equipment. PM said Belgium found 
NATO budgeting sloppy 

Scheffer to more carefully delineate common funding 

guidelines 

transparent. He has gained agreement from Defense Minister 
Flahaut 

a supplemental 

balanced budget. In fact 

on more robust economic growth. 


4. (C) The PM spoke proudly of Belgium\'s military 
modernization. He said the newly-acquired armored trucks 
would be in the military parade the following week 

July 2007 they will parade the whole panoply of new equipment 
for the army including armored vehicles purchased from 
US-affiliated MOWAG 

This practical transformation underscores Belgium\'s 
commitment to the new NATO and its missions. 
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5. (C) PM said he would try to keep control of the matter by 
referring it to the College (like an interministerial 

Deputies Committee) on Intelligence and Security 

headed by his personal Security Adviser Brice De Ruyver 
(note: an academic and part-time adviser). He would strive 
to keep the case out of the hands of the Federal Prosecutor 
who would not be subject to &political guidance8. He hoped 
conclusion of College would be that no laws were broken. In 
any event 

politically manageable and that much of the furor has already 
died down. 


6. (C) PM said he thought Congolese elections would go off as 
scheduled and turn out reasonably well. He was concerned 
however 

called \"Congolites.\" These were not any members of the 
current coalition 

the parties\' dependence on foreign sponsors. 


7. (C) Verhofstadt believed that it was important to preserve 
international coordination post-election among the donors and 
a framework through which donor views could be communicated 
to the Congolese government. He thought an \"evolved CIAT\" 
was needed on the economy 

Congolese to do the right thing with the aid we give them. 

So much assistance is now wasted in duplication or 
corruption. Kabila has accepted such an advisory body 
without the formal power of the current CIAT. One 

alternative is to create a \"peace-building\" commission 

second alternative is an EU aid coordination body convened 
under the Coutnou agreement. Political coordination among 
key friends of Congo 

important 

with the Congolese 

diminish after transition. Verhofstadt ventured that this 

could be more informal than the current CIAT or his proposed 
donor structure. 


8. (C) Verhofstadt mentioned he had sent a letter to 

President Bush calling for the mobilization of additional 
resources to help the new government after elections. He had 
also sent this letter to 29 other heads of government 

including the EU 

letter has been forwarded to Department.) 
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DOMESTIC POLITICS 


9. (C) PM said he was more focused on preparing the 2007 
budget than on October 8 local elections 

to national elections which he would not schedule to be held 
until June or late May of next year. He said he would be 
judged on the performance of his government and the economy 
which because of its modest (0.3%) budget surplus would be 
among the fastest-growing in Western Europe at 3% per year. 
(Note: We are analyzing his economic predictions 

optimistic. End note.) Belgium\'s obligatory vote increases 
unpredictability 

election day 

if the weather is bad. He acknowledged that after two full 
terms 

tough election fight ahead. 


IRAN 


10. (C) Verhofstadt said he would see Iranian nuclear 
negotiator Larijani July 11 

purpose was to underscore Solana\'s message on the P5 plus 1 
offer. He said he was embarrassed by recent press reports 
that the Belgian lead of the IAEA investigative team in Iran 

had been moved to a desk job 

was pursuing the bomb. In direct contact 

inspector was not as critical of El Baradei as one might 

think from the press. The Ambassador pressed the PM to hew 
to the customary tough Belgian line on Iran and not offer any 
daylight from the international community\'s generous offer. 


11. (C) (Note: A Verhofstadt staffer got back to Embassy July 
13 to report the meeting with Larijani largely reflected the 
Iranians disappointing session earlier in the day with 

Solana. Verhofstadt 

Solana\'s staff between the meetings 

must immediately accept the P5 1 package 

and return to implementing the Aditional Protocol. The 
Iranian said he had two points. First 

international community\'s offer 

The second point was that Iran wanted to negotiate the terms 
of package 

would not suspend enrichment and was prevented by going back 
to the Additional Protocol by its own Pariament. Larijani 

said he would be back to neotiate more with Solana 

in two weeks (the Belgians had not heard this from the EU). 
The PM\'s staffer said his impression was that Iran was just 
\"playing for time.\" End note.) 
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12. (C) COMMENT: Verhofstadt seemed buoyant as he looked 
toward some important moves before summer recess next week 
including possible enhancement in Afghanistan. He was more 
confident than one might predict given his party\'s weak 
standing in the polls 

between his likely opponent and the key Francophone coalition 
partner. End Comment. 

ROBL 
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who is charged with educating UN civilian personnel and 
forces in Cyprus about sexual harassment 

and trafficking. Until six months ago 

UNFICYP\'s Sexual Exploitation and Abuse (SEA) focal point 
but now this responsibility has been delegated to a second 
staff member. Corcoran leads mandatory training sessions for 
all new personnel and chairs regular meetings among the UN 
agencies present here to discuss gender and exploitation 
issues. She reports that UNFICYP maintains the SYGVs V'no 
tolerance" policy in Cyprus with regard to local 
establishments that sponsor prostitution. Cabarets 
nightclubs and pubs where sex is available for purchase are 
off limits to all UN personnel 

circular (#56 

these establishments will immediately be expelled from the 
country. Thus far 

UNFICYP military and civilian supervisors appear very serious 
about discouraging SEA within their own ranks. They have 
also shown an active interest in combating TIP and SEA within 
the local community by offering their facilities to NGOs 
wishing to meet bicommunally on TIP. 


3. (U) Both the GOC and wider public appear to believe that 
UN forces in Cyprus are not involved with trafficking and 
sexual exploitation here. This stands in stark contrast to 
wide-spread observations that Turkish forces stationed in the 
area administered by Turkish Cypriots are the primary 
clientele of nightclubs there. 


4. (U) Post has not observed any mention of UN abuses in 
the local media. The GOC\'s Ministry of Interior (as 
coordinator of CyprusVs National Action Plan to combat 
trafficking) indicated that it is unaware of any problem with 

UN troops related to TIP or SEA. Rather 

been in contact with UNFICYP regarding the possible sharing 
of resources for a national information campaign. Local 
Greek Cypriot NGOs contacted include migrant support group 
KISA (Action for Support 

Mediterranean Institute for Gender Studies (MIGS) 
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anti-trafficking Stigma organization. KISA and MIGS said 
they were unaware of any problem relating to the UN. The 
Turkish Cypriot group \"Prologue Consulting\" (the most active 
civil society actor on trafficking in the north 

conducting a research project on the scale and detail of the 
problem) said that it had not heard any negative reference to 
UN personnel. 


5. (SBU) The Stigma organization 

believed UN personnel frequented cabarets. Stigma is unique 
among the NGOs because it runs the only shelter for victims 
of trafficking in Cyprus. It said that privately 

described UN personnel (including officers) as clients who 
\"treated them much better than their other clients 

more 

Corcoran told us that UNFICYP is aware of rumors that its 
personnel frequent cabarets. She said the UN is 
investigating 

prove any single incident or corroborate these reports. 
SCHLICHER 
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will form the core of the next government. VMRO-DPMNE 
expects the constitutive session of the new parliament to be 
held on or about July 26 

Crvenkovski to give Gruevski the mandate to form a new 
government. Gruevski then would have 20 days to form a 
government and present it and his program for approval. In 
the event that he could not form a government 

believe is unlikely 

would then be passed to another party 

government coalition leader 


4. (C) Gruevski needs at least 61 seats in the 120-seat 
unicameral parliament to form a government. The electoral 
coalition headed by his party currently holds 44 seats. 

Having completed preliminary talks over the July 8-9 weekend 
with ethnic Albanian DPA (leading eAlbanian opposition party 
11 seats) 

from the governing SDSM 

parties (DOM and PEI) 

parliamentary majority of 64 MPs. That would have given him 
an adequate but fragile majority 

seats) 

nationalist VMRO-NP (6 seats) as a strong opposition. 


WANTED: A BROADER INTER-ETHNIC COALITION THAT PRESERVES 
STABILITY 


5. (C) On July 9 
discuss a broader coalition 
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would give a VMRO-DPMNE-led government 82 seats 
majority in the parliament. Gruevski told us during meetings 
on July 11 and 12 that he wanted a stronger coalition that 
would guarantee stability in the country to allow him to 
focus on implementing his economic reform plan (tax cuts 
continued privatization and liberalization 

corruption). He did not want VMRO-NP 

mentor and now bitter rival Цирсо Georgievski 

coalition. He acknowledged that Georgievski still retains 
influence within VMRO-DPMNE 

larger coalition would help dilute that influence. 


6. (C) Gruevski said he initially offered both DPA and DUI a 
place in the coalition 

traditional governing partner) had rejected the offer. DPA 
Vice President Thaci had insisted that DPA could not work 
with DUI. He pledged that 

DUI 

minority partner 

votes. 


SKOPJE 00000669 002 OF 003 


7. (С) However 

support 

pressure to weaken Macedonia\'s money-laundering laws and to 
give amnesty to former VMRO-NP members accused of financial 
malfeasance. He had tried to persuade DPA to reconsider 

joint participation with DUI 

necessary to have DUI inside the government for at least a 

year to guarantee stability. A coalition with DUI and DPA 

also would make it more difficult for VMRO-NP to \"blackmail\" 
the government 

any legislative purposes. 


8. (C) With both parties in the government 

his government could focus on building the economy 

of dealing with security issues. He could also focus on 
implementing NATO and EU-related reforms. Furthermore 
combination would guarantee stability on Kosovo\'s southern 
flank during the final status process. However 

was playing hard to get. 


POWER-SHARING FORMULA 


9. (C) Gruevski said DUI had been willing to work in 

coalition with DPA 

own ministerial posts to DPA 

for DUI. Gruevski had counterproposed with a power-sharing 
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formula of five ministerial posts for DUI and DPA together 
with DUI getting three ministries and DPA getting two. He 
also would offer DUI one of the Deputy Prime Minister slots 
and would offer DPA one of the two Deputy Speaker of 
Parliament positions. In the meantime 

three to five additional MPs from some of the smaller parties 
to bolster support for his incipient coalition. 


GRUEVSKI\'S QUANDARY: BIGAMY OR A SINGLE BRIDE? 


10. (C) Gruevski acknowledged the political risk inherent in 
courting DUI and DPA for a future government. He conceded 
that his political support base would strongly resist the 

sole inclusion of DUI -- which he consistently had criticized 

as unreformed rebels and criminals during their four years in 
government -- despite the fact that he believed DUI was \"an 
easier negotiating partner.\" 


11. (C) It would be equally difficult for his supporters to 
swallow the exclusion of DPA 

traditional partner 

VMRO-NP would organize protests from within his party if he 
ended up with only DUI as his eAlbanian partner. In the end 
Gruevski concluded that he would favor a coalition with only 
DPA if he could not persuade both parties to join. He was 
confident DPA was prepared to offer qualified candidates with 
solid credentials for ministerial slots. 


DPA AND DUI WEIGH IN -- NEITHER SIDE READY TO TAKE THE PLUNGE 


12. (C) The Charge met with DPA leaders Xhaferi and Thaci 
and separately with DUI leader Ahmeti 

to convey to them the USG position (also delivered to 
Gruevski) that: 1.) the Embassy would not press for inclusion 
or exclusion from a future coalition government any party 

and would work with any government constituted under proper 
constitutional and parliamentary procedures; 2.) the next 
government should focus on implementing NATO and EU-related 
reforms and on strengthening rule of law in order to more 
effectively combat crime and corruption; and 3.) the next 
government must not include anyone with a record of 
corruption 

criminal activities. 


13. (C) Both parties agreed with the USG position. DPAVs 
Thaci argued against inclusion of DUI in the government. He 
claimed that DPA was VMRO-DPMNE\'s natural negotiating 
partner 

alleged abuses of power over the last four years 

there was no easy way to divide ministerial and other 
high-level government positions among the two eAlbanian 
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parties. He also said the planned return of ICTY war crimes 
cases to Macedonian jurisdiction 

end of this year 

of the suspects in those cases were DUI members. 
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14. (C) DUI leader Ahmeti told the Charge he felt obliged to 
pursue a place in the governing coalition 

had won the majority of the eAlbanian vote. He said talks 
with Gruevski were going well 

legislation governing the use of language and state symbols 
as well as other FWA-related matters. He claimed the issue 
of how to divide ministries in a future government would only 
be discussed at a later date 

both DUI and DPA in a governing coalition had not been 
seriously raised by Gruevski. 


PERSONAL AND PRACTICAL OBSTACLES TO A COALITION WITH BOTH [ 
AND DPA 


15. (C) Should Gruevski find himself in a governing coalition 
with both DUI and DPA 

obstacles to effective coalition management. Gruevski has a 
reputation as a prickly leader who can be stubborn and who is 
not easily disposed toward compromise. Additionally 

political base strongly favors a coalition with DPA and will 

not take easily to inclusion of DUI 

by many VMRO-DPMNE supporters as unreformed rebels from the 
2001 conflict. Gruevski also would face the prospect of 
persuading his DUI partners to accept the return of the ICTY 
cases to Macedonian jurisdiction 

long called for and which DUI has fiercely opposed. 


16. (C) Gruevski also is aware of the strong potential for 
intra-coalition tension and strife as DPA and DUI jockey for 
position after an initial government coalition honeymoon. 
There is no small amount of personal animosity between Thaci 
and Ahmeti 

the other in terms of ministerial posts obtained 

patronage those portfolios would afford. 


17. (C) In the end 

practical challenges inherent in a joint coalition with DUI 

and DPA against the mathematical advantage of holding 82 
seats in parliament through a broad-based partnership. 
Keeping DPA alone as a coalition partner may prove to be the 
less demanding option in terms of coalition management. It 
would assuage VMRO-DPMNE\'s political base of support 
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the party more ministerial posts to distribute internally 

and require less time and effort devoted to coalition 
maintenance. At the same time 

Gruevski dependent from time to time on rival VMRO-NP for 
support 


COMMENT 


18. (C) Gruevski so far has shown more impressive diplomatic 
and leadership skills in the ongoing coalition negotiations 
than he has demonstrated previously. His broad-based 
approach to building the coalition 

\"DPA only\" option first to put pressure on DUI 

keen negotiating sense and a shrewdness that eluded him in 
earlier political endeavors while VMRO-DPMNE was in the 
opposition. Of continuing concern 

will manage to hold a broad-based coalition together if it 
includes both DUI and DPA 

the next several days. 
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critical of Israeli actions without recognizing Palestine\'s 
role in the conflict or Israel\'s right of self defense. End 
summary. 


2. (SBU) Poloff met July 13 with the new Director of the 
Czech MFA\'s CFSP Department Vaclav Balek 
17 GAERC and deliver ref A talking points. 


3. (C) On the Israel/Palestine conflict 

Czechs support the U.S. position. The Czechs are concerned 
that the EU\'s draft resolution 

recent actions 

resolution with language that recognizes Israel\'s right to 
defend itself 

consequences 

the conflict. Balek expects FM Cyril Svoboda to take a tough 
stand at the GAERC in support of amending the resolution. 


4. (С) On Iraq 

security and reconstruction efforts. Balek said there seems 
to be EU consensus on this point. The only question is how 
the EU should engage with Iraq. 
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The Balkans 


5. (C) Balek said the Czechs generally support the USG 
position on Macedonia 

Macedonia 

dialogue on possible EU accession. 


6. (C) On Serbia 

important 

facing Serbia (ref B). The Czechs will urge the EU to view 
Serbia in a \"comprehensive\" way 

support and encouragement. 


7. (С) On Kosovo 
status will need to be imposed on Kosovo(ref B). 


8. (C) Balek said Africa is not a high priority for the 
Czechs 

Therefore 

On Sudan 

mission. However 

controversial issue that can be resolved only at the highest 
levels. 


9. (C) On Congo 
serve as election monitors with the EU mission. 


10. (C/NF) Balek 

participant 

Department. In his last assignment 

pragmatic 

We expect continued excellent cooperation with the Czechs in 
the future on CFSP issues. 

CABANISS 
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objects\" narrowly to ensure that \"objects\" such as buildings 
household goods 

\"cultural objects\" for which a claim for restitution can be 
made. 

CABANISS 
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Former Brazilian President Jose Sarney wrote in liberal 

national circulation daily Folha de S. Paulo (7/14): \"South America 
is the most peaceful continent. We have not had a war for over one 
hundred years. Democracy is consolidated throughout the region. We 
have never permitted an arms race.... [But] now [Venezuelan 
President Hugo] Chavez\'s plan to spend USD 60 billion in arms 
thereby transforming Venezuela into a military power is a threat 
against the continent. He has said he will remain in power until 
2031 and that he is an Vintegrationist.Y But who knows whether the 
president of Venezuela thinks that he should occupy the Amazon to 
avoid its internationalization? With the new military equipment - 

14 SU-25 fighters 

sophisticated 3-D radar stations 

and 150 supersonic jets - our sovereignty can turn to dust. No one 
ever imagined that such a situation could occur in the South 
American continent. What\'s the reason for all this? To face the 
United States? This does not mean anything for the superpower 
for us it is a frightening force. Either Brazil enters the arms race 

to ensure its defense 

or it will have to look for protection under the NATO\'s umbrella.\" 


McMullen 
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We observed that Aysu recorded our response to his question 
about why the U.S. does not solve the Israel-Palestine 
problem when it \"could have done so іп 24 hoursA" When 
asked 

undertake within 24 hours to resolve the situation. 


5. (C) A traditional view of women prevails. In Haymana 
sub-governor said that the majority of children who are not 
sent to school are girls. In Balcikhisar 

village man if he had any children 

four sons. The Balcikhisar mayor pointed out that the man 
also has two daughters 

critically responded that there are still people who 
subscribe to the saying 
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place before the woman.\" Another villager said most village 
girls are married when they are 15 to 16 years-old and have 
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on average four children. At a local wedding celebration 
observed that the bride was a teenage girl who did not appear 
very happy when dancing with her young groom. A villager 
told us that she was brought by her family from Germany to be 
married to her first cousin. 


6. (C) Villagers strongly rely on the state for assistance 
and have little confidence in elected officials. For 

example 

state administration 

him with an odd request to remove the village administrator 
aka \"muhtar 

ultimate bastion of control 

Balcikhisar mayor claimed he does not receive state help 
because his party is not in government. 


Visit Ankara\'s Classified Web Site at 
http://www .state.sgov.gov/p/eur/ankara/ 
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provide proof of their security clearance by front 


channel cable. 
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5. (C) Lajolo said he saw no point to calling in the Israeli 
ambassador. He noted that the Lebanese ambassador had come in 
to see him 

totally cut off from information from home. Lajolo added that 

the Holy See had been unable to reach the papal nuncio by land 

line or cell phone. He did not have any information on whether 
Church members had been among the casualties. 
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6. (U) 


--Dichiarazione dellVEm.Mo Card. Angelo Sodano 
Stato 


-- Le notizie che ci giungono dal Medio Oriente sono certamente 
preoccupanti. Il Santo Padre Benedetto XVI e tutti i Suoi 
Collaboratori seguono con particolare attenzione gli ultimi 
drammatici episodi che rischiano di degenerare in un conflitto 
con ripercussioni internazionali. 


-- Come in passato 

attacchi terroristici degli uni sia le rappresaglie militari 
degli altri. Infatti 

Stato non esime dal rispetto delle norme del diritto 
internazionale 

delle popolazioni civili. 


-- In particolare 

Libano 

vicinanza a quelle popolazioni 

la difesa della propria indipendenza. Ancora una volta appare 
evidente come I\'unica via degna della nostra civilta sia quella 
del dialogo sincero fra le Parti in causa. 


(post translation) 
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--Тһе news coming out of the Middle East is certainly worrying. 
The Holy Father 

following closely the most recent events that risk deteriorating 
into a conflict with international repercussions. 


--Ав in the past 

terrorist attacks and military reprisals on the other. In fact 
the right to self defense by a State does not exonerate it from 
respecting the norms of international law 

safety of civilian populations is concerned. Once again 

clear that the only way worthy of our civilization is that of 
sincere dialogue between the Parties in disagreement. 


Comment 
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7. (С) Feelings аге running high here; charge was also 
buttonholed at the French national day reception by ambassadors 
concerned about the situation 

grave concern about the US veto of a resolution calling on 
Israel to withdraw. The Israeli ambassador here is capable and 
well regarded; that Lajolo would not even bother to call him 

and that Lajolo would consider that the Holy See \"has no 
influence\" on Israel 

mind of the Holy See toward Israel. We also note Lajolo\'s 
emphasis on the image of the United States 

eyes of Palestinians 

interference. Unless there is notable progress in the next day 
or so 

strong call for peace on Sunday 

direct reference to Israeli withdrawal. 

SANDROLINI 
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a speech he delivered in a June 16 cultural event in Cizre. 
Within the scope of the investigation 

to the police station weekly to prove that he is not absent. 


HURRIYET ONLINE: A catastrophe has been barely evaded when a 
truck transporting fuel from Hatay\'s Iskenderun district to Iraq 

had a rollover accident in Sanliurfa. No casualties have been 

reported. 


OZGUR GUNDEM: A father 

December 2005 roll-over accident in Hakkari\'s Semdinli district 
as he was serving his military term 

Erdogan during the funeral ceremony of his son. The court 
action brought against the father for his alleged insults 
sentenced him to 11 months and 25 days in prison. 


HURRIYET ONLINE: Jandarma Command Teams in Sanliurfa seized 
seven million hemp roots in a field in one of the hamlets of 
Sanliurfa. 


RADIKAL / EVRENSEL / OZGUR GUNDEM / YENI SAFAK: European Court 
of Human Rights admitted the case filed by Volunteers for 

Hasankeyf Association against the llisu Dam envisaged to be 

built in Batman. The dam waters will submerge the ancient city. 


OZUR GUNDEM: DTP Kars Provincial Chairperson criticized 
local AKP 

staying indifferent to the meeting that will be held to demand 
reopening of the border gate at Dogukapi of Kars province. 


OZUR GUNDEM: Five people 
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in Diyarbakir\'s Bismil district of a person who died іп Maxmur 
Refugee Camp in Iraq 

for shouting slogans in support of Abdullah Ocalan and the PKK. 


BOLGE: Several non-governmental organizations held a march 
in Adana to protest Israel\'s offensive against Palestinian 
people. 


BOLGE / EKSPRES: Court action brought against BTC 
(Baku-Tibilisi-Ceyhan Pipeline Project) by local fishermen has 
been postponed to October 5 in yesterday\'s hearing. 


BOLGE: Fire that broke out in a landfill area in Hatay\'s 
Belen district spread to a near-by forest area. 


EVRENSEL: Six members of the 2006 Newruz committee of Adana 
have been released by the Adana 6th Heavy Penalty court in 
yesterday\'s hearing following a three-month imprisonment (see 

press summary 07/11). 


EVRENSEL: Tunceli Securiy Directorate delivered brochures in 
the province carrying the motto \"Tunceli police are your police\" 
and requesting from people to inform police about suspicious 
people \"wearing clothes incongruent with the season!" or 
\"displaying nervous behaviour\" 


EVRENSEL: EMEP (Party of Labor) local party organization held 
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a solidarity dinner event in Tunceli which was also attended by 
Tunceli Mayor Songul Erol Abdil. EMEP provincial chairperson 
said that people should unite against AKP\'s fundamentalist and 
CHP\'s chauvinist policies. 
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SENSITIVE 
SIPDIS 


DEPT FOR EUR/SCE (BENEDICT 
(FERGUSON) 

(ROBINSON) 

PATRICK CHRISTIAN) 


Е.О. 12958: М/А 

TAGS: MARR 

SUBJECT: DELAYS IN THE ALBANIAN CHEMICAL WEAPONS 
ELIMINATION PROGRAM 
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REF: TIRANA 00376 


1. (SBU) SUMMARY: Preparations for the Albanian Chemical 
Weapons Elimination Program have been delayed due to damage 
sustained during testing of the destruction equipment and 
required modifications to the system. The delays have 

resulted in the postponement of the start of operations at 

the destruction facility until October 2006. Full completion 

of the destruction of the chemical agents by April 29 

is still predicted. END SUMMARY. 


2. (SBU) The proposed start of operations for the 

destruction of Albania\'s stockpile of chemical weapons 
scheduled to have begun in July 2006 

to delays in the delivery of the Eisenmann Thermal Treatment 
System (ETTS). During tests of the ETTS in Stuttgart 
Germany 

the Albanian CW destruction was damaged. The damage was 
caused by excess heat and pressure buildup encountered due to 
operator error 

the combustion gas quench system. Modifications to the ETTS 
are being made at the Eisenmann facility to minimize the 
possibility of a repeat occurrence. 


3. (SBU) Albania\'s MOD 

Defense 

make up for lost time and avoid increased funding costs with 
further testing in the Eisenmann facility in Germany 

been decided to proceed with the delivery of the ETTS to 
Albania starting late June 2006. Further modification and 
testing will take place once the destruction equipment has 
been set up at the site. 


4. (SBU) The Technical Secretariat (TS) 

Prohibition of Chemical Weapons 

by the Albanian MOD for the postponement and rescheduling of 
the treaty milestones required under the Chemical Weapons 
Convention (CWC). The most significant is the rescheduling of 
the Final Engineering Review (FER) 

confirm the adequacy of planned verification measures. The 
FER was originally set for late June 2006 

expected to occur at the end of September 2006. Destruction 
operations are expected to begin in mid-October 2006. 


5. (SBU) COMMENT: Even with the delay of the start-up of 
destruction operations at the facility 

that the CWC deadline of April 29 

destruction of the chemical agents will be met. 

RIES 
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rapidly escalating hostilities. In his view 

loss of life and stability will produce a severe backlash in 
Christian 

Aoun\'s Free Patriotic Movement 

as a Hizballah ally. Kanaan suggested 

current crisis may offer an opportunity for Aoun and PM 
Siniora to form a pro-reform \"partnership.\" Senior Aoun 
advisor Gebran Bassil 

Hizballah\'s actions and said Siniora\'s government was merely 
reaping the whirlwind created by its passivity and refusal to 
share power. Moderate Aounist MP Farid el-Khazen 

split the difference: strongly criticizing Hizballah\'s 

duplicity and recklessness 

the star-crossed Siniora government. Perhaps reflecting his 
party\'s divisions over the current crisis 

a confused performance in a British television interview on 
July 13. End summary. 


A CRITICAL MOMENT 


2. (C) In a July 13 discussion with poloff 

Kanaan 

spokesperson by Free Patriotic Movement (FPM) leader Michel 
Aoun 

mistake. Declaring that Michel Aoun did not have the 

slightest idea that Hizballah was planning such a provocative 
act 

effectively steering the ship of state. When asked if he 

thought Hassan Nasrallah was acting like a Minister of 
Defense 


3. (C) Kanaan half-heartedly defended the troublesome 
February 6 compact between the FPM and Hizballah 

originally held the promise of bringing Hizballah into 

Lebanon\'s political mainstream. But he conceded that the 
previous day\'s \"reckless\" ambush in Israeli territory is 
threatening to completely undo Lebanon\'s struggling democracy 
and threatens to deliver the country back into the tender 

mercies of Syria. 


4. (C) Expressing fear that events were rapidly spiraling 
beyond the control of the participants 

only a radical change in the political dynamic could hope to 
forestall the demise of Lebanon\'s democratic experiment. 
Although Kanaan said he did not have authorization from Aoun 
he felt even Aoun now realized the criticality of the moment 
and would be amenable to a \"partnership\" with embattled PM 
Siniora. According to Kanaan 

Aoun of the benefits of such an arrangement 


Column 3 

of unity government 
alliance 

executed by Hizballah. 


5. (С) Kanaan remarked despondently that strong anti-Aoun 
elements in the March 14 alliance (mostly Maronite 
competitors for the presidency) would try to scuttle such an 
attempt 

no other way to curtail Hizballah\'s attempt to establish 

itself as the pre-eminent authority in Lebanon -- and in the 
process 

Iran. 


THE OTHER VOICE OF AOUN 


6. (C) Arguably the most senior advisor to Aoun 

Bassil 

the past 24 hours in a meeting with poloff late on July 13. 
Although he maintained that neither he nor Michel Aoun had 
any prior notice of Hizballah\'s July 12 operation 

contended that Hassan Nasrallah had clearly warned his fellow 
participants in the National Dialogue process more than a 
month ago that he was going to \"solve\" the issue of Lebanese 
prisoners held in Israeli jails. \"No one should be surprised 

at yesterday\'s events 
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unilateral and dangerous action by a non-state player would 
affect Lebanon\'s nascent democracy 

that the Siniora government was the real problem blocking 
Lebanon\'s progress 


7. (C) Bassil went into his oft-repeated litany of 

complaints about the \"passivity and incompetence\" of the 
Siniora government 

Hariri-led parliamentary majority was only trying to create a 
system dominated by the country\'s Sunni elite. He argued 
that Siniora and Hariri had their chance last summer 

the General wanted to become a part of the government 

now they were simply reaping the results of poor performance 
and self-centered interests. 


8. (C) Concerning how he felt the current situation would 
resolve itself 

the international community 

enter into rapid negotiations on the overarching prisoner 
issue. Bassil was noticeably nonchalant about the 
possibility that events were fast approaching a dangerous 
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level for the region. 


A MODERATE ADRIFT 


9. (C) Aounist MP Farid el-Khazen 

reasoned defense of FPM positions 

telephone conversation on July 13 that by its actions the 
previous day Hizballah had deliberately cast aside its 
responsibilities to Lebanon and had forced a unnecessary 
crisis with regional implications -- and complications. 

While still attempting to defend FPM\'s previous position that 
Siniora\'s government was a failed institution 

admitted that Hizballah had exercised powers that should be 
strictly reserved to the state -- and had greatly endangered 
Lebanon\'s security. 


10. (C) El-Khazen was somewhat at a loss as to where things 
were heading and how Lebanon\'s political leadership should 
respond 

majority when 

was adamant that the cycle of escalation had to be broken -- 
and broken soon -- before the country suffered any more 
damage. But as to how that could actually be accomplished 
he could not say. 


AN OPAQUE PERFORMANCE 


11. (C) Late in the afternoon of July 13 

his arguments in a British television interview that was 
quickly re-broadcast on several Lebanese stations. Perhaps 
reflecting the conflicting advice he is apparently receiving 
from his closest advisors 

had no prior knowledge of the attack by Hizballah and that he 
had offered his support to the Siniora government. But he 
then launched into an inconsistent condemnation of Israeli 
culpability and an odd defense of Hizballah\'s perogatives. 


12. (C) Aoun did call for an immediate cessation of 
hostilities by both sides 

Israel for hitting \"Lebanon\'s infrastructure.\" His tone was 
conciliatory and he was clearly striving to appear the 
statesman 

and difficult to follow. 


13. (C) Comment: The deep crisis in which Lebanon finds 
itself because of Hizballah\'s outrageous provocation may well 
have some useful side effects. If Michel Aoun is forced 
because of public opinion to reconsider his ill-considered 
alliance with Hizballah 
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possibility of realigning Aoun\'s affections 

already took the initiative to call the General twice during 
this crisis 

support. How delightful if 

faced with two options: either stick with Hizballah -- and 
lose Christian support -- or shift alliances to the March 14 
majority 

FELTMAN 
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motivated\" and stated that he wanted to testify in Kozulin\'s 
behalf. According to independent media reports 

claimed that he was refused entry. 


5. (C) Inside the courtroom 

officers. After a few minutes 

radio-television media out of the court. As the judge 
Aleksey Rybakov 

guards put Kozulin into a metal cage in the courtroom 
normal feature of Belarusian criminal proceedings. (Note: 
Rybakov was the judge wh sentenced opposition activist 
Nikolai Statkevic to two years restricted freedom.) At that 
moment 

wearing T-shirts with Kozulin\'s image). The udge complained 
about the number of family membes and other persons not 
directly connected with he case and threatened to clear the 
courtroom. 


6. (C) The French Ambassador believed that the judge 
expelled foreign diplomats from the courtroom. (Note: Only a 
few diplomats remained at that time as most of the other EU 
Ambassadors had already left for another meeting.) The 
French Ambassador informed the German Ambassador 
local head of the EU Presidency 

protest. However 

judgesY remarks as an order to leave. Neither Poloff nor 
OSCE were asked to leave. Moreover 

and Poloff left and re-entered the courtroom repeatedly 
during recesses. 


7. (C) During the days that followed 

enhanced security despite much smaller crowds at the 
courthouse. These measures included additional OMON officers 
guarding the entrances to the courthouse and what appeared to 
be several two-man teams of plain-clothes police or soldiers 
checking identities and conducting foot patrols inside and 
outside the courthouse. 


8. (C) On July 13 
issue his verdict. Before the judge could do so 
immediately began shouting at the judge that the court was a 
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\"farce.\" Kozulin supporters began chanting everything 
Kozulin said. A few minutes later 

entered the courtroom and ordered certain individuals to 
leave. The judge then ordered the entire court cleared. The 
international observers and Poloff slowly exited the 
courtroom. Several minutes later 

permission to Poloff and an OSCE representative to observe 
the verdict. 


The Government\'s Case 


9. (C) The Belarusian government attempted to substantiate 
its case with testimony from witnesses including the 
administration of the Belarusian National Press Center and 
several officers from Belarusian security forces. Five 
members of the Special Forces of the Belarusian Interior 
Ministry 

claimed to have received serious head injuries as the result 
of Kozulin\'s alleged coordination and participation in the 
violence. OSCE observers expressed skepticism to Poloff 
about the Almaz soldier\'s testimony since his account of 
where on his head he had been struck seemed to change each 
time he retold it. 


Kozulin\'s Defense 


10. (C) Kozulin\'s team argued that on point of law 
Kozulin\'s conduct on February 17 and March 2 did not meet the 
definition of hooliganism under Belarusian statute 

requires malicious intent against Belarusian society 

that the administration of the National Press Center 

illegally ordered security personnel to prevent Kozulin\'s 
entry. On point of fact 

the peace charge from March 25 by citing video played the 
previous day that purportedly showed Kozulin could not have 
disrupted traffic and endangered bystanders. Kozulin 
peppered the judge with a wide array of legal motions 
including requests to play a second video presentation 

allow Kozulin\'s daughter 

іп Kozulin\'s defense team 

Bortnik from the case. The judge refused all of Kozulin\'s 
legal motions. 


11. (C) The judge permitted Kozulin to make a long defiant 
statement in which Kozulin questioned the legitimacy of the 
proceedings and refuted the charges against him 

the hooliganism charges. Kozulin insisted that these charges 
were politically motivated and that the government targeted 
him because of his election campaign against President 
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Lukashenko. The judge also permitted Kozulin\'s defense team 
to cross-examine prosecution witnesses and to call several 
defense witnesses 

from \"Radio Svoboda 


Kozulin\'s Wife on Strategy and Media 


12. (C) During a recess on July 7 

Kozulin\'s wife 

flurry of procedural motions was part of their defense 
strategy to draw out the trial into the week of the G-8 
Summit in St. Petersburg so as to bring international 
attention to Kozulin\'s case. She hoped the presence of 
Western diplomats at the trial would elevate media attention. 
(Note: Poloff noticed several independent Belarusian 
journalists in the courtroom and subsequently saw extensive 
coverage of Kozulin\'s trial in independent Belarusian press.) 


Kozulin\'s Condition 


13. (C) Kozulin appeared thinner than he was during the 
election but did not appear to be unhealthy. Although 
reporters quoted (or misquoted) Kozulina as saying that 
Belarusian authorities had denied Kozulin food and water 
separately told Poloff the authorities had offered Kozulin 
only food and he refused to accept the food without water. 
Kozulina added that one of the guards told Kozulin to drink 
water from the toilet. During the last days of the trial 
Kozulin appeared increasingly irritable 

suggested that he suffered from dizziness. 


Comment 


14. (C) Belarusian authorities attempted to give this trial 

a veneer of transparency and rule of law. During the first 

half of the proceedings days 

his defense team considerable latitude to make statements and 
question witnesses. However 

curtailed the witness list in favor of the prosecution. The 
prosecution\'s witnesses 

the National Press Center administrators 

during cross-examination. The sentence sends clear messages 
to Kozulin that he will not have another opportunity to 

challenge Lukashenko in the next presidential elections and 

to the international community on the eve of the G-8 Summit 
that Lukashenko defiantly ignores Western calls for political 
reform. 

Krol 
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in preparation for the adoption of the Acquis chapters 
dealing with human rights and the judiciary will begin in 
September 

technical rather than political (ref C). She said it would 
be a long 

CroatiaWs negotiating team 

Minister Snjezana Bagic. 

BRADTKE 
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reportedly described by Commissioner Roy as a SIMI \"old timer\" 
who once ran a travel agency in Mumbai and has some expertise at 
passport forgery. In addition to these primary suspects 

have detained over 350 residents of Malad 

in an effort to apprehend and question SIMI operatives. Papers 
report that most of those detained are petty thieves and local 

goons 


Police Views on LeT Activities in Western India 


5. (C) An LeT connection is consistent with what the Mumbai 
police have told us in the past. In a discussion prior to the 

July 11 bombings (see ref C) 

Anti-Terrorism Squad (ATS) told us that the modus operandi of 
the Aurangabad weapons seizure pointed towards a Pakistan or 
Kashmir connection 

conclusive evidence of a link. Some of the young men arrested 
in Aurangabad 

knowledge of the larger operation 

Pakistan or Kashmir 

contended that terror groups from outside the Indian heartland 
were the true perpetrators of terror attacks in western India. 

For example 

operatives killed in the failed attack on RSS headquarters 
earlier this year were probably foreigners. 


6. (C) Other observers of terror trends in the region have told 
us that they believe that Pakistan\'s Directorate for 
Inter-Services Intelligence (ISI) is helping Kashmiri groups 
develop the capacity to launch strikes deep inside India. 
Sundeep Waslekar 

Mumbai think tank 

attacks had a Pakistan connection. Ali Asgar Engineer 
respected Sunni Muslim human rights activist and writer 
after the bombings that he is convinced of ISI backing for the 
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LeT\'s efforts to establish a foothold in the city\'s Muslim 
community. 


Explosives May Provide Link to Aurangabad Seizures 


7. (C) In addition to whatever evidence the police may possess 
linking the three accused to prior bombing attempts 

believe that the 43 kilograms of RDX explosives recovered in the 
May Aurangabad smuggling bust was only part of a larger shipment 
(ref A). The RDX that was not discovered was used in the July 

11 bombings 

believe that RDX was used on July 11 

whether police have matched it forensically to the RDX recovered 
in May. 


The LeT/SIMI Nexus 


8. (C) If the police do suspect that both LeT and SIMI were 
behind the attacks 

by both police and the Muslim community before the bombings 
that outside terror groups plan and execute attacks in western 
India and use local Muslim communities for support and 
logistical purposes. According to this scenario 

and carried out the attack and used SIMI for local support and 
organization. SIMI is a shady organization that was banned in 
India in the year 2000. It had a strong presence in Mumbai and 
after the ban even kept an unmanned office in Mumbai that was 
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raided by police on July 13. Singh of the Maharashtra ATS told 
us earlier that SIMI had no formal organizational structure. 
Rather 

educated and dissatisfied young Muslim men who were prone to 
extremist thinking and action. Membership or proximity to SIMI 
was constantly shifting among young Muslims in Mumbai 

said. The amorphous nature of the SIMI made it difficult for 

the police to assess the group's true strength and size 

said. 


Is Terrorism Growing Roots in Mumbai? 


9. (C) According to most reports 
three main suspects now on the run played a key role in the 
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bombings. It would be noteworthy if the police in fact now 
believe that local Muslims played a key role in the planning and 
execution of a terrorist attack. Terrorism has no roots in 
western India\'s large and diverse Muslim community 

hear from both police sources and from the region\'s Muslims 
themselves. Our interlocutors say that outside extremist and 
terror groups have 

establishing sleeper cells of young men who serve as couriers or 
provide 


10. (C) Prior to the July 11 Mumbai train bombings the police 
told us that they had no reason to assume the existence of 
home-grown terror groups that were capable of planning and 
executing a terrorist attack of any significant magnitude. 

Roy 

us in the days after the July 11 train bombings 

statements attributed to them in the local media are an 
indication of their thinking then the police may be reexamining 
their views on the presence of Islamic terrorism in Mumbai and 
western India. 


Comment 


11. (C) The linkage of the Mumbai 

events 

which we repeatedly hear from both police and local Muslim 
contacts 

courier and logistical support to launch terror attacks in 
western India. If 

masterminds of the July 11 bombings 

worrisome sign that home-grown terrorist capabilities may be 
emerging in western India\'s large and diverse Muslim community. 
End comment. 

OWEN 
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prisoners following the operation in Southern Lebanon simply because 
Israel knows well the potentials of Hezbullah.\" End summary. 


2. Headlines in the main Arabic dailies read: 


- Sharjah-based Pan-Arab daily \"Al-Khaleej\" (cir. 90.000): 

\"Tens of Martyrs among them children and families and Bush 
unilaterally legitimatizes the aggression and calls for making Syria 
accountable.\" \"Israel invades Lebanon.\" \"The resistance targets 
settlements and military sites 

deep іп Israel." \"The Security Council meets today.\" 


- Dubai-based daily \"Al-Bayan\" (cir. 85.000): 
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\"Israel terrorism spreads destruction in Lebanon.\" \"52 martyrs fell 
among them three (entire) families 

and other vital installations.\" V'Hezbullah missiles kill three and 

hit 91 settlers and Bush threatens Syria.\" 


- Abu Dhabi-based semi-official Arabic daily \"Al-Ittihad\" (cir. 
65.000): 

\"100 missiles push half a million Israelis to shelters.\" \"War is 
knocking at the gates of Beirut.\" \"55 martyrs fell in shelling of 
civilian installations.\" \"A missile hits Haifa.\" 


- Dubai-based Arabic tabloid \"Emarat El-Youm\" (cir. 35.000): 
\"Hizbullah shells an air base in Safed and threatens Haifa.\" \"An 
Israeli massacre in Lebanon.\" 


3. Unsigned editorial in Abu Dhabi-based Arabic daily \"Akhbar 
Al-Arab\" (cir. 25.000): 


\"One of the advantages of the \"Operation Fulfilled Promise 

was carried out by Hizbullah and captured two Israeli soldiers 

that it has awakened the world after a long time of indifference to 
the Israeli military actions and ugly massacres in Gaza and the West 
Bank. It also revealed the illogical manner in which the world 
community 

with major Middle Eastern issues. Despite continuous Israeli 
aggression against the Palestinians 

massacres 

talked about human catastrophes that might impact the Palestinian 
people as a result of the aggression 

the aggression... The Security Council must be aware that Arab 
issues are inter-related. The issue of Palestinian prisoners is not 
separated from the Lebanese prisoners 

Palestinian issue is not isolated from other Middle Eastern issues. 
The U.S. tried hard to separate the Palestinian issue from other 
Arab and Islamic ones 

from one another has failed 

that the road towards peace is stalemated...\" 


4. Under the headline \"Unity is the Weapon of Lebanese\" 
editorializes: 


\"... The Lebanese are capable of overcoming the economic damages 
but what is more important is their strength to unify their internal 

ranks 

The Israeli aggression does not only target Hizbullah and the 

Shiites of Lebanon. Israeli missiles and war planes reach the 

Shiites 

a unified position that will overcome narrow political differences. 

If Israel aims to impose a fait a compli on Lebanon and the region 

it is the duty of the Lebanese and Arabs to confront this plan and 
resist it through solidarity 
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Lebanon alone.\" 


5. Under the headline \"Negotiation by Force\" 
in \"Al-Khaleej\": 


\"It seems that aggression is not the best option to bring back the 
prisoners 

confined to Gaza. It is totally different when it comes to 
Hizbullah and Israel knows well its strength 

experienced for twenty years. Israel also is well aware that any 
aggression on Lebanon will be met with attacks that will hit deep 
inside Israel 

missiles that are capable of reaching to major cities. Therefore 
the action and reaction are relatively balanced 

prevailing situation in Gaza...negotiations and prisoners\' exchange 
will be imposed by force on the occupation forces.\" 


6. Dubai-based English daily \"Gulf News\" (cir. 100.000) 
editorialized: 

\"The bullying reaction of Israel in Lebanon in retaliation to a 
brazen operation by the Hezbollah fighters shows the Hebrew state 
still thinks in the same old way: flexing its mighty muscles to 
spread more destruction and casualties to squash resistance. 
Enjoying its supremacy of power 

by forcing people to forget their rights 

against its objectives....With the US and the European Union 
supporting Israel\'s barbaric acts against Lebanon and Palestinians 
it will not help achieve an end to the problems of the region. The 
US and the EU should tell the Israeli government that the only 
solution to its growing problems is very simple: Stop the use of 
force and think of restoring peace based on equality with 
neighbors. \" 


SISON 


71402 
better cooperation between the West and the Muslim world. 


4. (U) Iraq Compact: The GOF welcomes the July 20 Baghdad 
meeting as the first of hopefully many opportunities 

for discussion of Iraq\'s political future. Finnish 

Ambassador Aapo Polho will attend. However 

removed from the GAERC agenda because of the expected time 
necessary to discuss Israel-Palestine-Lebanon. 


5. (U) North Korea: Jaaskelainen agreed with our points on 
North Korea but noted that it is not on the GAERC agenda. 


6. (SBU) Serbia and ICTY: Jaaskelainen noted that Finland 
has long agreed with US demands regarding Serbia\'s 
cooperation with ICTY 
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cooperation is best proven by \"delivering Mladic to the 
Hague without delay.\" Speaking for Finland 

it is very important for the US to maintain this tough 

stance 

certainly Serbia) would like to see the ICTY 

conditionalities softened for both EU perspectives and 
eventual NATO/PfP participation. If \"mixed messages\" were 
to emerge from Washington 

undermine Finland\'s efforts to hold as tough line and would 
certainly offer Serbia an opportunity to begin manipulating 
member states\' resolve. We assured Jaaskelainen that our 
point 
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the EU that continue to push for more ambitious offers. At 
the same time 

U.S. agricultural subsidies and the ability of USG 

negotiators to win U.S. Congressional approval of its WTO 
offer. Dutch senior trade officials are still hopeful for a 
successful outcome and suggest that the time has come for 
serious negotiations between the U.S. and EU on what each 
side seeks in specific improvements and respective V'margins 
for maneuvering.\" END SUMMARY/COMMENT. 


2. (U) In a July 7 letter to the Dutch parliament 

van Gennip 

views on the July 28 - July 1 gathering of high-level trade 
officials at WTO in Geneva (ref A). Van Gennip described the 
European Commission\'s proposals in the ongoing Doha 
negotiations as constructive 

stalemate to a U.S. unwillingness to look for an agreement. 

In statements to the press 

agricultural farm subsidies was largely cosmetic 

the U.S. proposal would not reduce actual spending and would 
leave key subsidy programs intact. 


3. (SBU) On July 11 

Economic Affairs officials Tjerk Opmeer 
Advisor 

Advisor 

Westerhuis 

Affairs Department 
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Dutch views from the Geneva meetings. (NOTE: Opmeer drafted 
van Gennip\'s letter to parliament 

representative to the EU 133 Trade Committee 

the Dutch delegation in Geneva. END NOTE.) 


4. (SBU) Opmeer said EU Trade Ministers had met June 29 to 
discuss the potential for moving on an EU WTO offer. As a 
result 

Non-Agricultural Market Access (NAMA) and sensitive product 
lists 

percent on agricultural market access. Opmeer clarified 

that the “ЕО was willing to move on agricultural market 
access 

He said the EU had been disappointed by the USG negotiating 
team\'s unwillingness to \"improve\" its agricultural offer and 
said it was a \"pity\" that USTR had taken such a rigid stance. 


5. (SBU) Opmeer said the U.S. offer did not include real 
cuts in agricultural subsidies and was too ambitious in 
market access. According to GONL calculations 
agricultural support would remain unchanged at $20 billion 
under the U.S. proposal. He suggested that a reduction 
closer to $12 billion might \"induce the G20 into compliance\" 
in other areas of the negotiations. \"Real cuts for real 
market access\" should remain the basis for negotiations. 
Opmeer said the EU was also concerned that the U.S. $6 
billion counter-cyclical payments program would remain 
\"untouched.\" Meanwhile 
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part of a final deal \"or there would be no African support 
nor would we achieve Doha\'s development objectives 
added. Opmeer noted that the EU intended to change all 
trade-distorting agricultural subsidy programs to non-trade 
distorting by 2013. 


6. (SBU) Simonis shared his concern that USTR\'s position on 
agricultural subsidies was unrealistic. Getting Congress to 
pass reductions and a Trade Promotion Authority extension as 
elections approached \"would be difficult 

with a 2.5 percent cap 

the amber to the blue box.\" The EU was seeking greater 
discipline in the use of the blue box 


7.(SBU) Econoff countered that our agricultural proposal 
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would require real cuts to U.S. farm subsidy programs 
including a reduction to $12.6 billion 

figures. However 

contingent on receiving ambitious responses from others 
something that had not yet occurred. 


8. (SBU) Despite these differences 

still saw opportunities for a successful outcome and 

continued progress 

margins of upcoming G8 meetings in Russia. He proposed that 
the U.S. and EU \"lay their cards on the table\" and share the 
specific improvements they sought and their respective 
\"margins for maneuvering.\" Van Gennip\'s recent statements 
he argued 

Dutch continue to be \"one of the few in the EU that are 
pushing for more ambitious proposals and for WTO Director 
General Pascal Lamy to go forward.\" However 

statements were a signal that the Dutch also have limits. 
Other EU countries had \"reached their limit earlier 
BLAKEMAN 


71404 

(U.S.)\") by Elektrobit Ltd. Finland 

end use 

Research and Development phases and later on in 
manufacturing phase of Electronic Defense System(s) (EDS) 
by Elektrobit Ltd. Finland 


the Ultimate and sole End-User for the above mentioned 
Electronic Defense System(s) is Finnish Defense Forces 
(FDF) 

of the following 

devices 

biochemical weapons. 


And that under any circumstances they will not be re- 
exported 
regulations of any related country of origin. 


Signed by 


Signature: Auvo Viita-aho 
division 


(Finnish Defense Force Seal) 
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3. Related to why these components were ordered through 
consignee Richardson Electronics in the UK 

Elektrobit Ltd. provided the following response which they 
received from Kim Shattock (Tyco Electronics UK Ltd M/A-COM 
Division): 


\"Richardson Electronics are our sole franchised distributor 
for Finland 

| have continued to handle the matter through them as no 
one has asked me to do otherwise. There is absolutely 
nothing unusual in this approach as Richardsons are 
consindered a business partner by M/A-COM and are a 
worldwide distribution outlet for us.\" (SIC) 


4. Econoff is satisfied that these components will be 
utilized as procured by the Finnish Defense Force in 
accordance with the terms of the End User Statement above. 
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Foreign Minister Kasuri linking the Mumbai attacks and the 
slowing pace of Indo-Pak rapprochement. The spokesman told 
journalists V'His remarks appear to suggest that Pakistan will 
cooperate with India against the scourge of cross-border 
terrorism and terrorist violence only if such so-called 

disputes are resolved. By Thursday the official rhetoric 

had escalated 

condemning the attacks and stating that terrorism would not 
be allowed to stand in the way of India's economic growth and 
prosperity -- a marked break from official statements after 
other attacks over the past year 

terrorism would not be allowed to derail the peace process. 


3. (C) Indian media reported that Congress Party sources 
said the leadership is disappointed with Prime Minister 
Manmohan Singh 

which he did not mention Pakistan by name. Minister of State 
for External Affairs Anand Sharma was equally cautious in a 
July 13 televised statement. By July 14 the line had 

hardened. Sharma 

the GOI resolve to continue pressing on terrorism 

used a speech in Mumbai to cast blame V'across the border." 


4. (C) The public faces of India\'s security services have 
been drumming a hard line. Home secretary VK Duggal 
asked if Pakistan was behind the terrorist strikes 

that such attacks were evidence of sound organizational 
backing 

that they had state backing. National Security Adviser MK 
Narayanan reportedly briefed senior cabinet ministers on the 
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probe 
Karachi and Dubai just before and after the blasts. 


....And What They\'re Saying Inside Their Own Corridors 


5. (C) Indian media reports that Indian intelligence 
agencies believe that the Mumbai blasts were likely 
perpetrated by the Pakistan-based terrorist group 
Lashkar-e-Toiba 

Inter-Services Intelligence Agency (ISI). They are also 
widely reporting that the Student Islamic Movement of India 
(SIMI) had its members acting as footsoldiers in the attacks. 
Just last week 
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infiltration from Pakistan had gone up again 
consistent with what we heard from NSA Narayanan and J&K 
Police. 


6. (C) An Indian press outlet reported prior to the attacks 
that on May 9 

police intercepted a vehicle on a highway not far from 
Mumbai 

operatives. The men reportedly had large quantities of 
high-explosive (RDX) and weapons 

interrogators that they had been trained in Pakistan. The 
ATS seized three more explosive and weapons caches in that 
region in the following 2 days 

which is more than the estimated 37 kilos of RDX used in the 
1993 terrorist bombings in Mumbai that killed 257 people. 


Kasuri Throwing Gasoline on the Fire 


7. (SBU) Foreign Minister Kasuri\'s Reuters quote on 
Wednesday -- \"I think the Mumbai incident 

may be 

need for the two countries to work together to control this 
environment 

disputes\" -- was poorly received by Indian press and pundits. 
Islamabad\'s damage control on Wednesday 

\"misreported\" Kasuri\'s remarks -- has done little to mollify 
the sentiment on this side of the border. Foreign Secretary 
Saran raised the comments pointedly in a July 14 meeting with 
visiting UnderSecretary of Defense Krieg. 


Anti-Pakistan Reportage Snowballing 
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8. (C) After every significant terrorist attack in India 

press reportage of police intercepting/killing terrorists and 
uncovering weapons caches spikes. The magnitude of the 
Mumbai attacks resulted in a greater groundswell of such 
reporting than usual. We present these reports but cannot 
corroborate them or comment on their authenticity. Indian 
police are normally reticent about discussing ongoing cases 
and the more sensitive the case 


-- Indian police say they recovered Pakistani passports from 
some of the suspects swept up in the post-attack dragnets and 
also tracked mobile phone calls from the suspects to 

Pakistan. One call reportedly made immediately after the 
blasts was to a number in Karachi said to be on police watch 
lists. Another call was made to Dubai. 


-- During a July 13 meeting with Poloffs 

Sahni unequivocally stated that Pakistan was directly behind 
the terrorist attacks on Indian soil 

sponsored terrorist groups 

(NOTE: A reported LeT spokesman denied responsibility for the 
Mumbai attacks. END NOTE) In a July 13 editorial 

elaborated: \"The needle of suspicion points to two 
organizations as the probable architects of the latest 

carnage in Mumbai 


Expect Indo-Pak Deep Freeze 


9. (C) Even if the Indian and Pakistani July 20-21 Composite 
Dialogue were to go ahead (Reftel B) -- which we consider 
unlikely -- the attacks in Srinagar and Mumbai are bound to 
lower expectations on both sides to nearly zero. As our 
contacts note 
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attacks 
has \"failed 
Composite Dialogue to move ahead. 


Comment 


10. (C) Even before the Mumbai attacks 
and Islamabad was a rare commodity. India has grown tired of 
Pakistan\'s refrain that CBMs only delay addressing the \"core 
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issue\" of Kashmir\'s status. Post-July 11 

India are viewing a direct cause-and-effect in Pakistan\'s 
posturing and the attacks. Pakistan voicing dissatisfaction 
with the Indo-Pak talks 

and Foreign Minister Kasuri\'s reported comments in the 
aftermath 

agnostic Indians that the terrorists did not benefit from a 
blind Pakistani eye 

Indians are being asked to choose between one of two 
explanations -- that Musharraf was fully aware of the 
terrorists\' plans 

controlling Pakistan-based jihadis. Neither choice is an 
attractive one 

which scenario will guide India\'s response. 

PYATT 
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calling for restraint from Israel as well as Hizballah and 

Hamas. He noted that the proposed statements were \"harder on 
Israel" than the U.S. talking points 

Israel\'s \"extrajudicial killings\" of Palestinians. 

KELLY 


71408 

to link the Gaza and Lebanon kidnappings. In contrast 
public statements explicitly connected the two issues. The 
US veto in the UN Security Council received prominent 
coverage in the Palestinian media. The Karni Crossing was 
open for several hours on July 14; the Rafah 

and Sufa Crossings were closed. 


2. (SBU) July 13-14 were less violent than previous days 
in Gaza. A Palestinian man 

near Khan Younis on July 13 when the truck he was driving 
exploded. IAF planes fired rockets into a building used by 
Hamas in Gaza City on July 13 

injuries. The IAF struck a bridge in central Gaza. Israeli 
press reports say that IDF forces have withdrawn from the 
central and northern Gaza strip. 


3. (SBU) Hamas ала РІМ called for marches after Friday 
prayers on July 14 

and to express solidarity with Lebanon. At least five Qassam 
rockets were launched toward Israel from the northern Gaza 
strip; press reports say eight people were treated for shock 
and several buildings were damaged. 
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4. (С) At the Rafah border crossing with Egypt 

60 gunmen and dozens of activists attempted to enter the 
Egyptian terminal from the Palestinian side in an effort to 
open the crossing to enable stranded Palestinians on the 
Egyptian side to enter Gaza. Palestinian Presidential Guard 
forces prevented the group from entering the terminal area 
and convinced them to leave. 


5. (SBU) According to a UNHCR/WFP assessment 
three groups of Palestinians at the border with Egypt: 


-- Approximately 4-5 
is described as staying in local hotels and not in need of 
immediate assistance; 


-- Approximately 400 in two large tents adjacent to the 

border. This group is described as including \"a lot\" of 
medical cases 

treatment in Egypt and were on their way home to Gaza. They 
are described as the group in most need of assistance. 


-- Approximately 900 in the Rafah terminal building 
(including 170 in transit who lack visas for Egypt). 
Conditions are described as crowded 

to be new with working air conditioning. 


6. (C)President Mahmud Abbas (Abu Mazen) held an 

emergency meeting with members of the PLO Executive Committee 
and PA figures in Ramallah the evening of July 13. The 

leadership meeting concluded with a public statement 

expressing Palestinian solidarity with Lebanon 

against turning the current crisis into a regional conflict 

urging Palestinians in Lebanon to abide by decisions taken by 

the Government of Lebanon 

end the crisis in Gaza. 


7. (SBU) After meeting with the visiting Japanese Prime 
Minister on July 13 

of the Israeli soldier in Gaza should be resolved \"in a 
Palestinian context 

issue with Hizballah\'s kidnapping of two IDF soldiers іп 
Lebanon. By contrast 

to coordinate any prisoner exchanges and urged Hizballah to 
negotiate a comprehensive deal that would release all 


prisoners in Israeli jails in exchange for all three abducted 
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Israeli soldiers. 


8. (SBU) Palestinian press gave prominent coverage to the 
July 13 US veto in the UN Security Council 

vetoed text as calling for an end to IDF operations in Gaza 
and for the release of the kidnapped IDF soldier. 


9. (SBU) A group representing Palestinians deported by 
Israel from the West Bank to Gaza and to some European 
countries in 2002 held a press conference in Gaza on July 13. 
Fahmi KanVan 

the Hizballah operation and asked that Hizballah keep the 
Palestinian deportees in mind when negotiating the release of 
the Israeli soldiers. 


10. (SBU) Crossings: The Kerem Shalom and Sufa crossings 
remain closed. The Rafah passenger crossing remains closed. 
The Karni/al-Mintar commercial crossing was reported open as 
of 1130 local 

During operational hours on July 14 

delivered 

processed 170 inbound truckloads of mainly food 

Gaza-based Paltrade staff member Mohammed Skaik. According 
to USAID Gaza-based field staff 

carrying food 

Erez crossing July 13 

Palestinian Red Crescent Society. The Nahal Oz fuel transfer 
station is operational on July 14. 


11. (SBU) Electricity: According to USAID Gaza-based field 
staff 
Gaza are operational. 


12. (SBU) Health: The World Health Organization (WHO) 
reported July 13 that the European Commission 
Temporary International Mechanism (TIM) 

liters of diesel for generators to Gaza European Hospital in 
Khan Younis and Dar al-Shifa and al-Nasser Pediatric 
Hospitals 

June 25 

through the Erez Crossing for medical treatment. 
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shall not be permitted unless otherwise stipulated by a 
court decision.\" Article 26 states that \"No one may be 
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deprived of his property unless otherwise stipulated by a 
court decision. Forcible alienation of property for the 

public use in extraordinary cases stipulated by law may be 
exercised on condition of its equivalent compensation.\" The 
Law on Housing Relations stipulates the conditions for the 
seizure of homes in the case of debt repayment 
compensation 

domain for government use. No compensation is required in 
cases of seizure pursuant to a court order 

be the case with at least 29 of the homes in Bakay. 


9. (U) Political activists who are trying to assist the 
residents of Bakay and Shanyrak claim that the Almaty 
authorities plan to carry out similar evictions and 
demolitions in other Almaty neighborhoods such as Aigirin 
Ulzhan 


10. (SBU) Comment: The legal situation surrounding the 
demolitions is far from clear. It is not yet known whether 
the Almaty authorities were acting in accordance with valid 
court orders in all cases 

some observers who sympathize with the plight of those 
evicted acknowledge the need for government action 

the illegal nature of the construction and the lack of order 
in the squatter neighborhoods. What is clear is that using 
massive force to evict families and destroy their 
possessions is a politically unwise move in a country where 
most citizens still hold the Soviet belief that shelter is 

an inalienable right. Housing is the only issue in recent 
memory to have provoked violent protests in Kazakhstan: the 
Bakay and Shanyrak conflicts 

last October (reftel). End comment. 
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with Greece\'s upgraded Tier Two position 

encouraged by Greece\'s continual efforts to combat human 
trafficking. We will be interested to see how well these 
actions translate into increased victim protection and 
prosecution of traffickers. END SUMMARY. 


NEW TIP POINT OF CONTACT AT MFA 

2. (U) Ambassador met with Haralambos Rocanas 

of the Interministerial Committee (IC) on Trafficking in 
Persons and MFA Secretary General on July 10 to formally 
deliver the TIP action plan (Ref A) and congratulate him on 

his new TIP role. FM Bakoyannis\' appointment of Rocanas to 
the TIP portfolio is a signal of her close attention to the 

issue. Rocanas takes over the MFA seat on the IC from 
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more-junior Ambassador Frangisko Verros 

the MFA\'s UN Directorate. Rocanas was previously Ambassador 
to both China and Kuwait 

also served in Genoa 

MFA. Also present at the July 10 meeting was Hercules 
Moskoff 

the MFA\'s assistance arm. Moskoff continues to play a key 
advisory role to the IC on TIP 

the EURP \"Foreign Policy Challenges\" International Visitor 
program in October. 


SPOKESMAN OUTLINES CONTINUAL TIP PROGRESS 

3. (U) Rocanas 

flawlessly detailed some of the latest GoG TIP efforts in a 
30-minute \"monologue.\" His main points were the following: 


--the GoG decided to formalize the IC though a presidential 
decree in the spring 

committee. The formal status and bi-monthly meetings are 
unique in the Greek administration 

\"takes the issue seriously.\" (Comment: We concur 
considering that even cabinet-level meetings are not 
regularly scheduled 

End Comment.) 


--under the direction of Deputy Foreign Minister Stylianidis 
Hellenic Aid will increase funding to NGOs. Rocanas added 
cheerily 


--200 public prosecutors (half of the country's DAs) were 
trained in May at a two-day TIP conference sponsored by MFA 
and IOM. 


--the IC is identifying educators for ongoing training of law 
enforcement 
trainers V" programs. 


--the IC is working to (re)establish a TIP hotline (Note: 
This is an encouraging point 

that the Health Ministry\'s \"197\" Hotline is no longer 
operating on a 24-hour basis due to labor disputes. End 
Note.) 


--the IC is redrafting Greek legislation to apply the 
Vreflection period" to TIP victims only 

means it could theoretically be applied to traffickers as 
well. 


--the new ІС rep from the Ministry of Public Order (MPO) 
Secretary General Konstantinos Ailianos 
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SIPDIS 

diplomat who was Greek Ambassador to Poland 

India 

Rocanas expressed satisfaction that there is another diplomat 
on the IC who understands the diplomatic equities of the TIP 
issue. 


--the MPO will undertake the operational law enforcement 
project \"ILAEIRA 

cross-border effort to bring together police task forces 
prosecutors 

training on victim identification and vigorous investigation 
and prosecution. 


ALLEGATIONS THAT DIPLOMATS FACILITATE TIP ARE \"NOT TRUE\" 
4. (SBU) Having seen an advance copy of the Action Plan 
Rocanas was eager to allay our concern that \"some Greek 
diplomats abroad facilitated trafficking.\" Rocanas assured 
Ambassador that where cases of corruption exist 

root them out.\" He went on to discuss the allegation against 
the Greek Embassy in Moscow in a case exposed by the Greek 
Helsinki Monitor (GHM) and reported in the Greek press in 
January. GHM learned that several recognized TIP victims 
were granted Greek visas in Moscow with completely fabricated 
information on their visa applications and no interview. 
Rocanas detailed the process by which the prosecutors office 
opened a \'sworn administrative investigation\' of three 
diplomats in Moscow 

involvement in corruption; he said the allegations were \"not 
true." (Comment: We recognize there is confusion here 
between incompetent visa adjudication 

outright corruption. The GoG has pursued some corruption 
cases -- a former Greek MFA employee was jailed in 2005 for 
selling Schengen visas in 2001-2 while stationed a the Greek 
embassy in Kiev (Ref В). Given Greece\'s desire to join the 
VWP 

visa issues within the Schengen framework. End Comment.) 


GREECE \"VERY HAPPY\" WITH IMPROVED TIER RANKING 


5. (U) Referring to our 2006 TIP report 

is very happy\" that Greece was moved up to Tier Two 
believes that Greece should continue to move \"up and up.\" 
Ambassador congratulated the progress 

cooperation on the issue 

constructive 


6. (SBU) COMMENT: With more frequent IC meetings 
appointments of higher-ranking officials on TIP 
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anti-TIP initiatives underway without USG input or even 
knowledge 

boost we were hoping it would. Our conversations on TIP no 
longer have an antagonistic air -- we are able to cooperate 

as partners. The appointment of Rocanas gives the issue more 
prominence and also empowers his working-level TIP staff. He 
has already learned the TIP script and we are pleased to have 
another good interlocutor with whom to discuss this key MPP 
goal. We are still keen to measure how well these plans are 
implemented 

COMMENT. 


7. (U) Text of Action Plan provided as passed. We made 
non-substantive revisions to references to the Greek law in 
points 1 and 2. After Rocanas\' strong objection to our 
putting in writing allegations of complicity by Greek 
diplomats without providing supporting information 
changed the original text of point 4 from \"Greek diplomats 
abroad\" to \"Greek officials\" at his request. 


The following are recommended measures for combating 
Trafficking in Persons during the coming year: 


PROSECUTION 


1. Increase arrests and prosecutions of traffickers under 
trafficking-specific articles (323A 

law 3064/2002. Collect and publish complete data on arrests 
and prosecutions under these articles of the law. 


2. Increase convictions under trafficking-specific articles 

of anti-trafficking law 3064/2002 and incarcerations of 
traffickers. Collect and publish complete data on 

convictions and incarcerations under trafficking-specific 
articles of the 2002 anti-trafficking law. Sentences imposed 
and time served should adequately reflect the heinous nature 
of the crime and serve to deter trafficking in Greece. 


3. Ensure anti-trafficking task forces 

law enforcement officials receive training on victim 
identification 

importance of victim confidentiality. Provide task forces 
with contact information for NGO signatories to the 
Memorandum of Cooperation. 


4. Investigate allegation that some Greek officials have 
facilitated trafficking. Demonstrate vigorous investigation 
and prosecution of all trafficking-related corruption. 
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PROTECTION 


5. Increased numbers of victims protected 

--Increased numbers of victims granted the reflection period. 
--Increased numbers of victims granted residence permits. 
--Increased numbers of victims sheltered. 

--Increased numbers of victims formally entered into a 
witness protection program. 


6. Increased integration of NGOs in identification and 
referral process. 

--Continue momentum gained by signing MOU with NGOs to 
involve them directly in identification processes 

after police raids 

detention centers. 


--Proactive screening of possible trafficking victims 
shown by an increase in the number of victims referred from 
police to NGOs. 


--Sustain the level of funding for NGO shelters 
PREVENTION 


7. Creation/operation of an effective 

TIP-focused hotline 

--Train all hotline personnel to develop specific trafficking 
expertise 

protection 


--Provide measurable hotline results 
victims referred to all forms of protection. 


--Run regular television 
government hotline and the NGO-run TIP hotline. 


8. Continue and expand public awareness campaign started in 
2006 into a large-scale comprehensive campaign 

demand reduction. Create effective public awareness campaigns 
which educate consumers of prostitution of the existence of 
trafficking and the exploitative conditions to which victims 

are subjected. This campaign should also address other forms 
of trafficking 

about exploitation as it relates to forced begging/stealing. 


--Development of different types of media exposure (i.e. live 
events 


information for a functional 


9. Continue regional networking; distribute prevention 
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materials at Greek embassies and airports in source 
countries; train Greek consular officials on trafficking 
awareness and victim identification. 


--Establish or enhance existing mechanisms for exchanging 
information between Greek authorities and their counterparts 
in transit and source countries on trafficking cases and to 
facilitate the transparent and humane repatriation of victims. 


ADDITIONAL ACTIONS TO MEET THE MINIMUM STANDARDS 


1. Take steps to ensure that nationals deployed abroad for 
peacekeeping or similar missions do not engage in/facilitate 
or exploit victims of trafficking. 


2. Take steps to prevent the use of forced labor or child 
labor in violation of international standards. 


3. Take steps to prevent Greek nationals from participating 
in sex tourism. 


4. Amend the existing legal framework to exclude trafficking 
victims from punishment for unlawful acts that are a result 
of their trafficking (i.e. illegal entry 

documents 
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Program.\" Framan is the local representative of IsraelVs 
Agricultural Development (Agridev) Company (International) 
which has agricultural projects worldwide. 


Project Is Ambitious in Its Extent 


3. The anti-desertification project would start big 

launching in northern Nigeria\'s 11 \"frontline\" states -- its 
two northernmost tiers -- and the Federal Capital Territory. 
Mba explained this was for \"balance and political reasons.\" 
Framan would expand the project to eight additional states 
two to three years later 

belt of trees would total 1 

Agridev assessed that about 35 million people in northern 
Nigeria suffer from the effects of desertification. 


4. Once an area is stabilized environmentally by trees 
including those producing commercial fruit and nuts 
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Government of Nigeria (GON) would seek to bring back people 
driven out by desertification and establish sustainable 
agriculture. The GON intends to resettle 200 families in 

each local government area (LGA) -- about 1 

state eventually creating at least 250 

would pay resettlers to build houses and then farm. 


The government will give settlers everything needed 


5. Each family would farm 25 hectares (61.75 acres) and 
would receive the income from this produce. Produce from 
outside the 25 hectares would be owned by various levels of 
government 

seeds and seedlings 

schools 

plants 

expected to do well in Nigeria. For the first five or six 

years of the project 

agriculture 

Framan plans to use solar power exclusively to avoid relying 
on the electric grid. 


6. Mba envisioned 4 

graduates -- per state who would work outside the 25-hectare 
plots. Agridev would supply 100 expatriates nationally to 
supervise the project and Framan would manage the areas 
inside and outside the 25-hectare plots. Mba later upped 

his projected employment figures and said after two years 
the project would employ 1.5 million to 2 million people. 


7. Mba said President Obasanjo endorsed the anti- 
desertification project and authorized 300 billion naira 
($2.34 billion) for it in 2006 with further federal money to 
follow -- in part because Obasanjo believed the project 
would burnish his legacy. The GON would commit its own 
funds first. Funding sources for the project would be 50% 
from the federal government 

from LGAs 

GON would sign the contract on behalf of the states 

state governments must provide all employees that the 
project required. This would be a federal project with 
private-sector management. Framan would manage the project 
for 15 years and help procure donor aid. After 15 years 
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the GON could choose to renew the project or to privatize it 


completely. Framan was seeking soft loans from the World 
Bank that the GON could guarantee. 
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Conference is to seek donor assistance 


8. Framan planne to hold a \"major international conference\" 
for ECOWAS heads of state 

Nigeria. Vice President Atiku supported the project and 
\"may have a role\" in the conference 

Shimon Peres 

for the development of the Negev 

economy 

foreign donors would be invited to help launch the project. 


9. Mba volunteered no information about how Framan would 
address the logistical challenges presented by bad roads and 
fuel shortages. When pressed 

these difficulties 

nonfunctioning railroads. Mba did not anticipate Muslim 
Nigerians having any concern about the Israeli company\'s 
involvement as long as the project provided jobs and 
prosperity. 


Comment 


10. The project is almost certainly too ambitious. The anti- 
desertification plan appears to be driven by political 

motives 

economic basis. It is unlikely that the GON 

states 

almost all necessary tools and infrastructure 

government now fails to provide most northern Nigerians with 
the most basic infrastructure and services. 


11. Framan does not appear to have addressed in detail how 
the project\'s agricultural output will be transported and 
marketed. Nigeria\'s patchy road network is already 
overburdened. High-cost and unreliable transport undermine 
commercial agriculture in Nigeria 

rail network to transport bulk commodities in a cost- 

efficient manner. This very large 

would require sustained budget funding assumes a high degree 
of efficient cooperation between multiple levels of 

Nigeria\'s governments -- cooperation that is rarely 

achieved. The large amounts of money and materiel to be 
purchased would require consistent monitoring. Would-be 
donors to the project may express similar concerns after 
being approached for their financial assistance. 

FUREY 
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Commission\'s 139 million Euro assistance program for the 
Turkish Cypriot Community. At the July 3 PHARE meeting 
negative votes from Cyprus and Greece and abstentions from 
seven others prevented the European Commission from receiving 
the qualified majority needed to proceed with tenders for 
38.5 million Euro in programs. Before the meeting 

lobbied hard to postpone approval 

been adequately consulted and needed more details 

on how the aid might affect property belonging to Greek 
Cypriots displaced in 1974. Commission officials reported 
that they had consulted with the GoC 

to be holding out for co-decision authority rather than just 
consultation. The Commission plans to go ahead with the 
formal opening of an office in the north and has already 
started hiring staff. Some small programs that did not 
require PHARE approval will be able to begin immediately. 
The bulk of the programs 

approval at the next PHARE meeting currently scheduled for 
October 20. EC officials warn that failure to approve the 

aid in October will effectively kill the program 

aid must be obligated by the end of the year and it will take 
at least two months to put out tenders and award contracts. 
End summary. 


PHARE Committee Fails to Approve Aid 

3. (SBU) On February 27 

Regulation 389/2006 making 139 million Euro available to 
support economic development in the Turkish Cypriot 
Community. According to the regulation 

5 million Euro or that might affect property of displaced 

Greek Cypriots must be approved by the Member States 
Management Committee 

1989 to advise the Commission on assistance to Poland and 
Hungary. The PHARE Committee consists of one member from 
each EU Member State 

qualified majority. Іп April 

the PHARE Committee plans for the first phase of the programs 
valued at 38.5 million Euro (see reftel) Specifically the 
Commission proposed spending: 


-- 21.2 million Euro for a solid-waste sector program 
including the creation of a waste-management plant 
installation of a medical-waste treatment facility and 
rehabilitation of garbage dumps 

which has become an ecological disaster. 


-- 900 

of the Lefke mining area. (Note: The Lefke Copper Mine 
which belonged to the U.S. Cyprus Mining Corporation 
forcibly expropriated by the Turkish military in 1974 and 
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subsequently \"leased\" to European mining interests 
conducted activities virtually without oversight or 
regulation. End note.) 


-- 5 million Euro for upgrading the management of the energy 
sector. This will include installation of metering systems 
reactive energy-compensation devices 

Control and Data Acquisition System (SCADA). 


-- 1.5 million Euro for dissemination of information on the 
European Union political and legal order. 


-- the remaining 9.5 million is for promoting economic and 
social development through the UNDP-Partnership for the 
Future program. 


4. (C) Commission officials and EU Ambassadors reported that 
the July 3 PHARE Management Committee 

approve this first phase of programs 

at least two months. The GoC had lobbied aggressively to 


have the meeting postponed 

properly consulted 

affect property owned by Greek Cypriots displaced in 1974. 
In response the European Commission argued that they had 
consulted the GoC fully and would only be able to answer the 
GoC\'s property concerns once feasibility studies 

the first stage in all the proposed projects 

completed. One senior DG Enlargement official suggested that 
a significant problem is that the GoC appears to have chosen 
to interpret the CommissionYs commitment to consult with it 
as being the same as giving the GoC co-decision authority. 


Seven Abstentions Prevent Qualified Majority 

5. (C) According to DG Enlargement official Miriam Ryan 
attended the meeting 

immediate vote to postpone discussion of the Turkish Cypriot 
aid until the October meeting. This proposal was defeated 
and DG Enlargement formally presented the proposed projects. 
Only the Greek and the Latvian representatives spoke up in 
favor of the GoC position. In the end 

Greece voted against formal approval of the projects. Seven 
countries (Latvia 

Spain and Portugal) 

the Commission the qualified majority needed for approval of 
the projects. (Each EU Member State gets a set number of 
votes loosely connected to its population. 232 votes -- out 

of 321 -- are needed for a qualified majority. Because of 
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the abstentions 
favor). 


6. (C) Ryan attributed the abstentions to both a sense of 
solidarity among new member states and the fact that the 
representatives of several countries had not received any 
firm instructions on the issue 

act. DG Enlargement official Alessandra Viezzer went 
further 

parallels between north Cyprus and Gibraltar 

Portugal abstained because Spain did. Latvia 

Malta had abstained out of solidarity with another small 
member state. She was puzzled 

Republic and Hungarian abstentions 

relative inexperience of their representatives 

not to understand that an abstention had the same effect as a 
\"no\" vote. Two local EU Member State Ambassadors 
blamed the setback partly on the Commission 

had mismanaged the meeting and had not adequately taken stock 
of Member State positions before calling a vote. 


Effect on Assistance 

7. (SBU) The vote has put the first phase of EU programs on 
hold pending the next meeting of the PHARE Committee 
currently scheduled for October 20. At that meeting 

PHARE Committee will also be asked to approve the second 
phase of programs worth over 90 million Euro. Under EU 
rules 

of the year or lost. Since it will take a minimum of two 
months to put out tenders and sign contracts 

officials warn that failure to gain PHARE approval at that 
meeting would significantly cripple the EU assistance 
program. To ensure adequate time 

are exploring ways to possibly expedite PHARE approval 

as calling an extraordinary PHARE meeting or enabling 
approval to occur through a written procedure. 


8. (SBU) According to Ryan and local DG Enlargement 
representative Andrea Batista 

following the vote is that 

phase of projects beginning in January and a larger second 
phase of projects beginning in spring 

will now start together in April or May 2007. Nevertheless 

some small projects will be able to begin immediately. For 
instance 

offered by DG Enlargement\'s TAIEX (Technical Assistance and 
Information Exchange) Office do not require PHARE approval as 
their budget is under 5 million Euro. A TAIEX official is 

already on the ground and TAIEX programs will start soon. 
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The vote will also not affect the opening of the European 
Commission\'s office in the north and the hiring of new staff. 
While the Commission\'s \"main\" office will be in the EU 
Representation\'s building in the Greek Cypriot south -- where 
two or three DG Enlargement officials will sit -- the 
Commission will house as many as 20 DG Enlargement employees 
in a satellite office in north Nicosia. The formal opening 

of this office 

September. DG Enlargement is also finding it difficult to 

hire professional Turkish Cypriot staff due to existing EU 
hiring procedures and practices. 


Turkish Cypriot Response: Further Proof EU Can\'t Deliver 
9.(C) The vote has intensified doubts within the Turkish 
Cypriot Community on whether the EU will ever be able to 
deliver on its \"promises.\" It has also increased fears that 
any aid that does emerge will come with \"unacceptable\" Greek 
Cypriot strings attached. Turkish Cypriot \"President\" 
Talat\'s public response was typical. On July 5 

press that the vote was: \"not a surprise for me. The Greek 
Cypriots are doing everything to prevent aid to the Turkish 
Cypriots. It has been proven once again that it is not 
possible to do something good for the Turkish Cypriots in a 
mechanism (such as the EU) to which the Greek Cypriots 
belong. V 


Comment and Action Request 

10. (C) GoC officials have told us that they are unhappy 

with the Commission's consultations over the EU aid program 
which they unfavorably compare to our consultations with them 
on USG assistance to the Turkish Cypriot Community. While 
the GoC may have some legitimate concerns over the design of 
some of the projects 

a power play for control over the EU\'s assistance program 
something DG Enlargement is loathe to give up. It also 
appears the GoC would shed no tears if EU assistance 
continued to be blocked by the PHARE Committee 

the GoC was not regarded as the villain of the piece. No 
matter how the DG Enlargement-GoC power struggle unfolds 
is likely to have consequences over GoC expectations for 
influence over our own assistance. The delay in the EUVs 
program has also further undermined the EU\'s reputation 
within the Turkish Cypriot north. This is especially the 

case at the moment 

parallel promise to establish some sort of direct- trade 

outlet for the Turkish Cypriots. Post recommends that the 
Department ask the Embassies in the seven abstaining 
countries to lobby for approval of the EU assistance at the 
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next PHARE Committee meeting. End comment. 
SCHLICHER 
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the elections. Remember 

money) to him? He took the money and lost the elections.\" 
Cerani later explains that he knows though what Simeon wants 
-- either a plane or assistance in selling a piece of his 
restituted property worth some 100 million Euro. From the 
tapes it is also clear that Cerani paid for the travel of 

different ministers from the National Movement for Simeon the 
Second (NMSS) and for Simeon 

іп Cerani\'s personal plane to Milan to attend an opera. In 

an apparent effort to protect Simeon\'s credibility 

now claiming the conversations in the tape concerning Simeon 
are all a lie and that he invented the information in an 

effort to please Emmanuel. 


4. (SBU) The project in Bulgaria that Cerani and Emmanuel 
lobbied the most intensely for was the construction of a 
children\'s hospital. Simeon and a majority of NMSS 
parliamentary deputies during his government (2001-2005) 
vigorously pushed to conclude the project despite claims from 
the opposition that the deal was economically unsound and 
corrupt. As happened with the infamously opaque Trakiya 
highway project 

decided in February 2004 to award the hospital contract to an 
Austrian firm (Cerani holds an Austrian passport) 
Engineering 

hospital was spectacularly expensive )) 42.7 million Euro 

)) which was seven times more expensive than similar 
hospital projects in other countries 

the deal. Eventually NMSSY efforts to gain approval for the 
hospital were blocked by parliament 
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special commission to investigate the project. From the 
wiretapped conversations it is clear that Cerani and Emmanuel 
thought Simeon could assist them in winning new projects 
under the current government. 


5. (С) Adding to Simeon\'s woes 

committee charged with looking into the legality of the 
restitution of his family\'s royal property -- reportedly 

worth some 300-400 million dollars -- leaked a draft report 
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this week saying that parliament must approve new legislation 
to validate the restitution. The BSP rank-and-file have long 
resented the restoration of royal property 

campaigned on a platform of reviewing the legality of the 
transaction. However 

us as the government was being formed last year that holding 
onto his property was a condition for the NMSSY participation 
in the government. The NMSS argues that a 2001 
Constitutional Court decision invalidating the 1947 law on 
confiscation of royal property is sufficient basis for 

restitution. According to deputy NMSS leader and former 
Finance Minister Milen Velchev 

among the coalition partners at the time the committee was 
formed that it would uphold this interpretation. In fact 

holding onto his property was reportedly a condition for 
Simeon\'s entry into the coalition last year. 


6. (C) This arrangement has been upset by the head of the 
commission 

chairman\'s report and then circulated it to the full 
committee before getting the approval of the other two 
coalition partners. The report said that 

Constitutional Court decision did indeed nullify the 1947 
law 

legal basis under which to restitute the property. If this 
view holds 

to reopen the entire question. Not surprisingly 

opposition immediately leaked the report to the press. 
Velchev said he personally called Simeon to give him the bad 
news 


7. (C) The Italian scandal seems to have further diminished 
the NMSS\' already anemic standing in polls. The party\'s 
popularity already has been declining monthly from 20 percent 
last summer during the elections to around four percent (the 
threshold to enter parliament) now. This fading support is 

the result in part of NMSSY alliance with the Socialists 

which has muddied its centrist identity and estranged former 
supporters. Many of the talented technocrats within the ММ55 
are growing increasingly frustrated with Simeon\'s weak 
leadership and continuing tendency to take all important 
decisions himself. The upcoming presidential elections 
represent an opportunity for NMSS to distinguish itself from 
the Socialists and raise its own profile 

NMSS leader Velchev. Simeon himself would have little hope 
of winning the election and is unlikely to risk his already 
tattered personal prestige in a long-shot race against 
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incumbent President Parvanov. Velchev confirmed 

that the ММ55 will likely nominate a candidate іп an attempt 
to restore its identify. Former Foreign Minister Solomon 
Passy told us the party leadership is leaning toward either 
Education Minister Daniel Vulchev or former Defense Minister 
Nikolai Svinarov. 


8. (C) The Italian scandal 

involving NMSS 

tale affair with its former King. When Simeon reemerged on 
the political scene in Bulgaria five years ago 

portrayed as the last moral authority in politics. His 
\"immense wealth\" supposedly made him incorruptible 

was seen as a fresh alternative to the parties and 

politicians of post-communist Bulgaria who appeared 
interested only enriching themselves. Despite some very real 
successes by Simeon\'s government 

dissolved amid accusations of corruption. For many 
Bulgarians 

Simeon fought to recover large tracts of the most valuable 
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real estate in Bulgaria 

Simeon was never any different from the generation of 
Bulgarian politicians who came before him 

return to Bulgaria was principally to serve his own 
interests. He is 


9. (C) Speculation abounds that the NMSS will pull out of the 
ruling coalition after the government accomplishes its stated 
raison dVetre of EU accession. NMSS MP and former deputy 
Defense Minister Ilko Dimitrov told us recently that the 

current crop of NMSS deputy ministers are \"tired of doing all 
the work and getting none of the credit." Socialist MPs with 
whom we have spoken dismiss the prospect that the NMSS will 
bolt the coalition 

electorally and has no alternative -- other than political 

oblivion -- to the current government. 


10. (C) Indeed 

circumstances 

making it over the four percent threshold into parliament. 
Deputy NMSS leader Velchev 

seriously considering leaving the coalition next year 
calculating that the government would survive as a two-party 
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coalition by scrapping together a few additional votes (BSP 
and MRF together have 116 votes in the 240-member 
parliament). This would give the NMSS time to rejuvenate 
itself outside of the Socialist\'s shadow 

goes. Velchev added that there is a \"natural affinity\" 
between the NMSS and Sofia Mayor Boiko Borissov\'s GERB 
movement 

electable members. 


11. (С) Political scandals tend to һауе a short life cycle іп 

the Bulgarian press 

legs because it comes from outside and is therefore harder to 
control. The effect of the scandal on the coalition 

ultimately will depend on the strength of the evidence 

against Simeon and the willingness of coalition members to 
act on the evidence if Simeon is implicated in wrongdoing. 
The coalition would be hard-pressed to ignore blatant abuses 
of power if they came to light 

to shield Simeon for the sake of stability. The issue of the 
King\'s property 

the NMSS 

than the Italian scandal if it pushes Simeon toward the door 
of his own accord. END COMMENT 

Levine 
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the coalition partners should be called to set out a plan to 
coordinate the missions with the needs of the lraqis.\" The 
Ambassador emphasized the need for Slovakia to stay engaged 
and expressed appreciation for Gasparovic\'s public comments 
in support of Slovakia\'s participation. 


New Coalition: Nationalists Are Good 


4. (C) The Ambassador stated that we would judge the new 
government on its actions rather than its past statements 

but also emphasized that protection of minority rights and 
Roma integration are priorities for the U.S. We would speak 
out to counter improper statements by coalition partners when 
appropriate. Gasparovic insisted that the Slovak Nationalist 
Party was not extremist and posed no threat to Slovak 
democracy. He called SNS Chair Jan Slota \"nothing more than 
a big mouth.\" He said the SMK was as radical as the SNS 
claiming that Bugar had threatened that Hungarians would 

flood the streets if SMK were not included in the government. 
Gasparovic complained that Hungarians in south Slovakia 
discriminated against Slovaks who could not speak Hungarian 
for example in employment. He further railed against 
ethnic-Hungarian Slovak members of the European Parliament as 
\"traitors\" for their alleged mobilization of MEPs against 
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Fico. He was critical of his pick Kubis for making his first 

trip to Hungary and appearing as a supplicant. (Comment: We 
have long known that Gasparovic was close to the 
nationalists; SNS supported his presidential bid. However 

we did not expect the force with which he expressed his 
anti-Hungarian sentiments. End comment.) 


5. (C) The Ambassador asked about rumors that Fico had been 
working on a Smer-HZDS-SMK coalition 

decided to go with SNS rather than SMK. (Comment: We had 
heard that Gasparovic weighed in on behalf of SNS. End 
comment.) Gasparovic said the decision was due to the 
majority in Smer 

with Hungarian nationalists. He defended Fico\'s choice of 
coalition partners and the speed at which the deal had been 
done 

that in the Czech Republic. 


6. (C) Comment: Gasparovic obviously wanted to reassure the 
Ambassador on foreign policy issues 

explain that he would personally be assuming a larger role in 
policy-making. He is also trying to reassure the 

international community 

choice of coalition partners 

have not yet had a chance to test Gasparovic\'s influence over 
foreign policy. We are withholding judgment on the new 
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governmentVs less savory partners until we see how its 
ministers and MPs behave over time. 
VALLEE 
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01/90 and 01/84\" 


ROBL 
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Romania now expects Ukraine to consult Romania according to 
the Espoo Convention before proceeding with any further 
dredging in Bystroe Canal. Dinescu mentioned that the ruling 
would also now force Ukraine to consult its own public 
according to the Aarhus Convention. These views were shared 
by MFA Director General for Global Affairs and International 
Organizations Stelian Stoian 

UN findings will make it easier for the Ukrainian government 
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to end the domestic debate over the canal 

in Ukraine have continued to push for the project\'s 
completion. Stoian reiterated Romania\'s position that the 
project should be terminated 


3. (U) The UNECE Inquiry Commission\'s finding in favor of 
Romania on Ukraine\'s dredging of the Bystroe Canal represents 
the first time the Convention on Environmental Impact 
Assessment in a Transboundary Context has been ruled to apply 
since countries signed it in Espoo 

Inquiry Commission formed as a result of Romania\'s 2004 
complaint to the UNECE that Ukraine had failed to abide by 
the Espoo Convention before beginning to dredge Bystroe 
Canal; Ukraine claimed that the Espoo Convention did not 
apply since the work was being performed on Ukrainian 
territory. The Inquiry Commission 

Romanian 

the Espoo Convention applies since there is \"likely 
significant adverse trans-boundary impact\" from the dredging 
of Bystroe Canal. Specific significant environmental effects 
cited included the loss of floodplain habitats important for 

fish spawning and bird nesting 

from the increased concentration of suspended sediment 

the muddier waters resulting from dumping sediment in the 
Black Sea. The full report of the Commission can be found at 
www.unece.org/env/eia/documents/inquiry.htm. 


4. (SBU) Both Stoian and Dinescu believed Ukraine would 
comply with the finding and pointed to Ukrainian Foreign 
Minister TarasyukVs July 4 meeting with FM Ungureanu in 
Odessa 

good faith the conclusions of the International Inquiry 
Commission.V Neither Stoian nor Dinescu saw any way that 
Ukraine could fail to abide by the Commission\'s findings 

after both Foreign Ministers committed in public to abide by 

the Inquiry CommissionVs findings. The meeting of the two 
Foreign Ministers took place pursuant to an agreement 
Presidents Basescu and Yushchenko reached during a bilateral 
meeting held on the margins of the June 5 Black Sea Summit in 
Bucharest. The Foreign Ministers discussed other sensitive 
bilateral issues 

shelf and Snake Island 

Romanian ethnic minorities in their respective countries 
according to the official protocol of the meeting as posted 

on the Ukrainian MFA\'s website. 


5. (SBU) Ukraine has almost completed the first stage of 
dredging the canal 

sediments from recent flooding have set back Ukrainian 
efforts to about the same point they were when the project 
began. Now that the UNECE Inquiry Commission ruled there 
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were \"likely significant adverse trans-boundary effects 

Romania awaits Ukraine\'s environmental impact assessment and 
opportunity for public consultation that it did not receive 

before the dredging began. The Ukrainian Embassy in 

Bucharest told PolOff that it was waiting for the 
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Commission\'s report to be translated into Ukrainian before 
commenting on it 

available on the internet. Both the Ukrainian Embassy and 
Dinescu explained that little interaction goes through the 
Ukrainian Embassy on this subject 

Embassy in Kiev deals directly with the Ukrainian Ministry of 
Transport and the state-owned company Delta Prospect. 


6. (U) The three mouths of the Danube River form the second 
largest river delta in Europe 

Caspian Sea. The Danube Delta was designated an 
Internationally Important Wetland and World Heritage Site in 
1991 

importance to millions of migratory birds. Only the Danube\'s 
Sulena arm 

larger ships. Romania does not charge any taxes for shipping 
up the Danube according to the Belgrade Convention of 1948 
but does charge pilotage fees and non-discriminatory 
navigability fees for regular dredging. Dinescu said the 

pilots receiving the pilotage fees for managing the river\'s 
more difficult navigation were currently all Romanian 

that they could be from any nationality. Besides shortening 
routes to the Ukrainian ports of Izmayil and Reni 

discounted any economic importance or viability of opening up 
a second shipping lane in the Danube Delta through Ukraine\'s 
Bystroe Channel. 


7. (SBU) Comment: The joint statement issued by the Romanian 
and Ukrainian foreign ministers in Odessa and attempts to 
find mutually agreeable solutions to bilateral problems 

if through UN and ICJ arbitration 

means for the two states to work out their differences on at 
least some of these sensitive questions. How the two now 
cooperate on assessing and mitigating the environmental 
impact of Bystroe Canal will be an indicator of whether the 
two Black Sea states can begin to constructively resolve such 
sensitive issues. We wonder now also to what extent the 
ongoing changes in Kiev\'s political complexion will moot 
these recent gains in the Ukrainian-Romanian dialogue. One 
way or the other 

clear win for the Romanian side that they believe will lead 

to an end to the Bystroe Canal project once and for all. End 


Column 3 
Comment. 


8. (U) Amembassy BucharestVs reporting telegrams are 
available on the Bucharest SIPRNet website: 
www.state.sgov.gov/p/eur/bucharest 

TAUBMAN 
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will not work. However 

suggested they might have to reconfigure the constitution to 
ensure it can be ratified. While he was vague on this topic 
other government contacts have suggested this might mean 
focusing on the fundamental rights and institutional 
arrangements discussed in the first two sections of the 
constitution 

longest and most detailed list of required institutional 
changes. 

TIMKEN JR 
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was all Afghanistan--I thought | was in Kabul 

asked Italy what its commitment was in Afghanistan 

it would be on the table. Prodi assured Annan Italy would 
continue its engagement in Afghanistan 

staying 

Carnelos said 

asked Italy to do more in Afghanistan. To the press 
called the presence of NATO and Italian troops in Afghanistan 
\"fundamental.\" 


3. (С) Prodi and Annan tried to reach Israeli PM Ehud Olmert 
twice during their meeting 

over the situation in the Middle East 

through. They agreed 

best to help defuse the situation. The conversation on Iran 
focused primarily on Prodi\'s report of his conversation with 
Iranian Negotiator Ali Larijani two days before (ref). 


4. (С) Carnelos reported Prodi and Annan had a tete-a-tete on 
UNSC reform 
was not clear to the GOI. The proposal 
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for new semi-permanent seats 

like permanent seats disguised as \"semi-permanent 

to Carnelos. He noted that Italy would not object to real 
semi-permanent regional rotation 

this would be the outcome of the UNSYG\'s proposal. 


5. (C) On Darfur 

the possibility that the rebel factions who had not yet 

signed on to the Darfur Peace Agreement would eventually do 
so. Annan also expressed concern about China\'s large-scale 
importation of raw materials from Africa. According to 
Carnelos 

to good use 

possibility of a U.S.-European initiative with Africa and 

China to try to promote better investment of Chinese cash. 
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6. (U) In comments to the press after lunch 

Iran to give a signal of its position on the P5 1 proposal 

and international solidarity and cooperation in Afghanistan. 
He also praised both Italy\'s involvement in Afghanistan 

its presence within the UN in general 

country\" for its heavy involvement. Prodi reinforced and 
confirmed Italy\'s support of the UN and multilateralism. Не 
also affirmed Italy\'s commitment to the struggle against 
terrorism 

SPOGLI 


2. (C) The National Assembly (AN) proposed in June the 
enactment of a new law that would place restrictions on the 
operations of Venezuelan NGOs 

their acceptance of international funding. (Reftels (B) and 
(D)). The proposed law would impose a tighter grip on yet 
another sector of Venezuelan society 
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restrictions on the media 

the judicial system for political revenge. Citing the danger 
of \"imperialistic\" (read: US) influence on Venezuelan society 
and sabotage of the Bolivarian government (Deputy Saul 
Ortega 

even went so far as to imply that some NGOs might act as 
fronts for illicit activities such as drug trafficking and 
terrorism) 

support for democracy and human rights initiatives. It would 
also result in greater restrictions on the formation and 
functions of national NGOs. The AN approved the first draft 
of this law on June 13 

legislature will arrive at a decision by mid-August. 


3. (C) With or without the law 

Venezuelan NGOs. NGO representatives report specific 
incidents of harassment directly related to the activities of 
their respective organizations. Examples of such incidents: 


-- The director of the Universidad Central de Venezuela\'s 
Human Rights Center told Emboffs he learned recently from a 
contact within DISIP (Venezuela\'s security and intelligence 
police) that he is on a government list of targets of planned 
\"accidents.\" 


-- A human rights defender іп Aragua State was assaulted by 
armed thugs and told to drop a case she had brought on behalf 
of a local girl who was repeatedly raped by members of her 
community. 


-- Alexandra Belandia 

(С)) 

role іп placing paper skeletons throughout the city of 
Caracas in protest of the killings of three students who were 
fleeing from a suspicious police checkpoint. 


-- A human rights defender in Anzoategui State won a case 
against five local police officers on charges of murder. 
Subsequently 

and has received numerous threatening phone calls. 
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-- In May 

Paz Activa and posted BRV propaganda. This was shortly 
before a USAID-funded NGO forum to discuss the impending law 
in which Paz Activa was one of two NGO organizers. 


-- As noted in the 2005 Human Rights Report 
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Prison Observatory Director Humberto Prado received telephone 
threats after he announced his solidarity with prisoners 

engaged in a national hunger strike. 


-- Last year 

Inter-American Court of Human Rights (IACHR)-ordered 
bodyguards it had provided for COFAVIC director 

Ortega. The IACHR passed a resolution directing the 
government to reinstitute Ortega\'s police protection 

was only restored after she defended the IACHR order before a 
local court. 


-- Subsequent to Chavez\' public accusations against Sumate 
(see reftel (A)) 

Endowment for Democracy)-funded NGOs 

Servicio de Accion Popular) and Accion Campesina (a rural 
development organization) 

of the National Assembly of treason for having accepted NED 
funding. The accusations were referred to the judicial 

system 


-- Late last year 

the names of NED grantees for the second half of 2005. Two 

of the NGOs 

Consorcio Justicia (social and legal reform) 

subsequently grilled by DISIP; Kape-Kape\'s interrogation 

lasted 12 hours. More organizations might have been summoned 
were it not for the long Christmas break. 


-- DISIP extensively questioned the director of Una Ventana a 
la Libertad 

education project. They were particularly interested in his 
collaboration with the USG and made sure he understood that 
he and his family were being watched. He continues to 
receive threatening phone calls and receives IACHR-ordered 
guard visits only twice a week to monitor his safety. 


-- Members of the state government accused the Colegio de 
Abogados de Lara State of being part of a scheme to finance 
the opposition. This was due to their ongoing participation 

in an Embassy program promoting workshops on topics such as 
freedom of expression and international commerce 

hosting the local American corner. 


-- The director of a preschool in Vargas State 

los Ninos 

project 

meeting with the national director of SENIFA 

the Ministry of Health that supports day care centers. 
Although SENIFA threatened to cut off all future government 
support 
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did not happen. 


-- During a recent USAID meeting with a group of NGOs to 
discuss programs related to social responsibility 

groups (which has been working in low-income neighborhoods 
for years) pointed out that USG funding has become much more 
problematic as of late. Members of the community have become 
afraid to work with these NGOs for fear of possible 

retaliation. 


-- A series of workshops to promote the role of students as 
facilitators of dialogue (organized by FUNDEP (Fundacion 
Educando Pais) at the Universidad Central de Venezuela) was 
subjected to a leafletting campaign. The leaflets included a 
threat that \"participants in the USAID-funded program would 
be identified and judged by the university community.\" The 
students reported that attendance at the workshops was light 
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but that subsequent follow-up activities in a nearby 
low-income neighborhood - which had active participation by 
many members of the community 

identify workshop participants - was heavily attended. 


4. (C) In recognition of these and other ongoing incidents of 
harassment 

International Cooperation Law presents 

Center of Universidad Central de Venezuela hosted a June 30 
meeting of local NGOs to denounce the proposed law. Father 
Luis Ugalde 

challenged the hypocrisy of Chavista rhetoric in regards to 

the BRV\'s attitude towards NGOs. He aptly pointed out that 
efforts to hamper the work of human rights and democracy 
organizations run contrary to the Constitution and its 
Bolivarian vision of solidarity and social responsibility. 

Host and Director of the Human Rights Center 

Faundez 

regulated 

money for purposes of funding opposition campaigns. Measures 
of control already provided for in separate legislation (such 

as audits and declarations of income) would render such 
questionable investments rather unlikely. 


5. (C) Emboffs were pleasantly surprised by the extensive 
representation present at this event 
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concerns that involvement would be limited to only a few of 

the more vocal NGOs. The event organizers expressed 
appreciation to several other foreign Embassies for their 
support for the event (which in actuality was discreetly 

funded by USAID) but made a tactical omission of any mention 
of the USG. 


6. (C) In separate meetings 

Libertad 

distressed about the effects of government pressure 

there was also no indication of any NGOs significantly 
backing down. Rather 

would simply become more \"clandestino\" in nature if the law 
were to be passed (which 

happen). The coordinator for NGO Foro Penal mentioned to 
poloff that she assumes the proposed law will be enacted 
making the next step for NGOs to be to register (as would be 
required) and then challenge the law under the BRV 
constitution. 


7. (C) The significance of the International Cooperation Law 
which may or may not be passed mid-August 

representation of the BRV\'s continuing efforts to lay a heavy 
hand on the NGO sector. Passage would create even more hoops 
through which NGOs would need to jump and would allow for 
more incursions into those organizations\' activities. It 

would likely make direct USAID funding of NGOs impossible - a 
serious problem in a country where USAID 

budget 

While consensus says that the myriad Venezuelan NGOs will 
continue to fight for their right to carry out business as 

usual 

occurring even now and will increase if the law is approved. 
However 

law as merely a threat or as a tenable piece of legislation - 

they do not need codification of harassment in order to 
effectively intimidate civil society. 

BROWNFIELD 
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Palestinian and Lebanese civilians\" through \"harshly 
disproportionate military action. The statement concluded 
that Israel should V'end its blockade on Lebanon 
destruction of civilian infrastructure in Lebanon and Gaza 
and act urgently to avoid a humanitarian crisis in the 
Occupied Territories. V 
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3. (C) More generally 

had precipitated the crisis 

in Gaza and Lebanon threatened to spiral out of control 
particularly with political engagement now in abeyance. He 
added that international efforts were urgently needed to 
convince all sides to step back from violence and to avoid 
further civilian casualties. Kelly added that EU Foreign 
Policy Chief Solana would travel to the region over the 
weekend 

engage with principals in the conflict. 


4. (C) Kelly said that Foreign Minister Ahern would brief 

the GAERC on his July 2-5 visit to Khartoum and Darfur 

first visit to Sudan by an EU Foreign Minister since the 
signing of the Darfur Peace Agreement (DPA). In his meeting 
with Sudanese Foreign Minister Lam Akol 

strong EU and international support for a transition from the 
AMIS force to a UN peacekeeping operation. Lam Akol\'s 
response was \"not as negative as might have been expected 
according to Kelly 

Foreign Minister was from southern Sudan and that views on 
the UN force within Sudan\'s coalition government were still 
fluid. He added that Ireland would make a pledge at the July 
18 Donors\' Conference in Brussels to bolster AMIS for its 
extended mandate through year\'s end 

exact pledge amount. 


5. (C) In his talks with Foreign Minister Akol 

Special Representative Jan Pronk 

need to remove impediments to humanitarian assistance in 
Darfur 

assurances from the Sudanese government in that regard. 
Kelly noted that Irish NGOs active in Darfur 
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Trocaire and Concern 

humanitarian access in the lead-up to the visit. Kelly cited 
comments from DFA Political Director Rory Montgomery 
accompanied Ahern to Sudan 

in Darfur remained troubling 

earlier in the year. When emboffs asked for Ahern\'s general 
views on the viability of the DPA 

challenge lay in signing all parties up to the agreement 
including factions whose leaders resided outside the region 
and thus were removed from the tragedy on the ground. 
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Balkans 


6. (C) Kelly expected GAERC discussions on the Balkans to 
focus on Kosovo 

EU Foreign Policy Chief Javier Solana 

Commissioner for Enlargement Olli Rehn to brief ministers on 
progress in the final status process. Kelly said that Solana 
and Rehn would likely concentrate on the major role to be 
played by the EU in post-status Kosovo 

would strongly support. Kelly also pointed out the challenge 
of helping Serbia to play a more constructive role in the 

final status talks 

Belgrade show full cooperation with ICTY. He added that the 
Irish Government was pleased with the successful Macedonian 
elections 

that marked the event. He also noted that the GAERC would 
likely not discuss Bosnia 

East concerns. 


7. Like the United States 

the DRC\'s July 30 presidential and parliamentary elections as 
a monumental step toward resolving a conflict that has 
destabilized central Africa 

Irish Government was generally optimistic about the 
elections\' prospects 

had marked previous optimistic phases in the conflict. Kelly 
pointed out that the EU and Ireland had contributed euro 235 
million and euro 1 million 

electoral process. Ireland also planned to assign two 
persons to the EU\'s election monitoring team. 


North Korea 


8. Kelly said that DFA points on North Korea remained those 
conveyed to Post in ref D 

solidarity in pressing for a return to the 6-Party diplomatic 
approach. Kelly also commented on the difficulty of reading 

Kim Jong ІК6 motives with the recent missile tests 

the \"loopy\" communication that North Korea\'s Foreign Ministry 
had had with some EU Member States\' diplomats in recent years. 


Transnistria 


9. The Irish Government agreed with ref C demarche points on 
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the need for diplomatic efforts 

prevent the planned September 17 referendum on Transnistria\'s 
independence 

development.V He also recounted a discussion on the margins 
of the informal EU Political Directors meeting in Helsinki 

the week of July 3 

Transnistrian Supreme Soviet\'s announcement on the referendum 
was partly a response to a recent car bomb in Tiraspol that 

killed nine ethnic Russians. 

KENNY 
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Kosovo 

Ahtisaari\'s efforts 

political talks on the final settlement. GoG emphasizes the 
need to encourage Kosovo Serbs to participate in Kosovar 
institutions. Kafopoulos indicated that the General Affairs 
Council will welcome a joint report on Kosovo by Enlargement 
Commissioner Rehn and EU High Commissioner for Common Foreign 
Security Policy (CFSP) Javier Solana. The report 

to Kafopoulos 

coordinate the EU\'s future role in Kosovo. Concerning 
Montenegro 

level dialogue as a first step of opening normal diplomatic 
relations. A next step will be to align CFSP demarches. 


4. (C) On Sudan 

implementation of the Darfur Peace Agreement (DPA) and will 
discuss the future of AMISII and the donors conference 
although Kafopolous stated that this topic will not be one of 
the main July 17 GAERC priorities. On Democratic Republic of 
Congo 

points in the U.S. demarche. 


5. (C) Conclusions will be adopted 

mutual concessions. These will be sent to the Commission and 
the WTO 

end of July 
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MIGRATION POLICY 

6. (C) Kafopolous said that the General Affairs Council of 
the GAERC will discuss the nexus of migration policy and 
external EU policy. Discussion will focus on Europe\'s 
vulnerable sea borders (including Greece and Turkey) 
increasing cooperation with other EU states through joint sea 
patrols and the formation of a \"European Coast Guard 
upcoming EU/African Ministerial conference on migration and 
development 

months. Kafopolous explained that this meeting (and a 
similar one held in Rabat on July 10) are part of a 
Mediterranean initiative on migration pushed by Malta 

and Greece. 

RIES 
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rebel New Forces (FN) are also complaining about some aspects 
of the process but have given no indication that they will 

stand in the way. End Summary. 


2. (SBU) The communique issued after the July 5 Cote 
d\'Ivoire \"mini-summit\" chaired by UN Secretary General Kofi 
Annan (Reftel) called for mobile courts (known in French as 
&audiences foraines8) 

million unregistered people born in Cote d 

deployed around the country by July 15. Since then 

Ministry of Justice has been scrambling to overcome a myriad 
of administrative problems to get the first 50 of these teams 
out into the field before the deadline. By July 14 

had been deployed. 


3. (U) Compounding the administrative problems 
Secretary General Affi N 


SIPDIS 

July 13 at which he accused Justice Minister Mamadou Kone of 
conspiring with the FN to fraudulently register foreigners as 
Ivoirian citizens 

means necessary to prevent the audiences foraines from taking 
place. When a journalist asked if violence might be used 

N 


4. (U) The morning of July 14 

Young Patriots militia reportedly assembled near the highway 
leading north out of Abidjan to block any audiences foraines 
teams from going north into rebel-held territory. Justice 
Minister Kone then decided to postpone the departure of the 
magistrates until the security environment improves. 


5. (C) The NF are also unhappy with some aspects of the 
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identification process. In particular 

plans to hold separate hearings at each location for 
Ivoirians and foreigners 

(Ivoirians are being asked to come during the first four 

days 

Alain Lobognon 

that the FN are concerned that asking foreigners to show up 
on separate days makes them vulnerable to attacks by the 
Young Patriots. Furthermore 

has been no awareness campaign informing the population of 
the nationality code 

self-selecting whether they are Ivoirian or foreign. 


6. (C) Justice Minister Kone told us July 14 that it was 
President Gbagbo who insisted on the separation of foreigners 
and lvoirians. In his view this is unnecessary because the 
nationality of Ivoirians and foreigners will be adjudicated 

and registered by the same team. 


7. (C) Prime Minister Banny has called a meeting July 15 with 
the political parties and the FN to discuss roadblocks in the 
identification process. The first item on the agenda at that 
meeting is to be the separation of foreigners and lvoirians 

at the audiences foraines. Lobognon told us the FN will not 
attend this meeting because they have nothing to add to the 
discussion. However 

he remains hopeful that the parties will resolve their 
problems during this meeting and that he will be able to send 
out the rest of the teams on July 17. 


8. (C) Comment. We are particularly concerned by N\'Guessan\'s 
statements inciting Gbagbo\'s followers to block the audiences 
foraines. If the FPI and the Young Patriots do indeed start 
blocking and interfering with this critical element of the 

peace process 

may well need to consider possible responses 

sanctions against N\'Guessan and perhaps others. However 
while NYGuessanVs remarks were disturbing and unhelpful to 
the peace process 

until we see how the rhetoric translates into action. The 

FN 

to stand in the way of these hearings despite their 

misgivings about the separation of Ivoirians and foreigners. 
End Comment. 
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Hooks 


Column 3 


71432 

Kosovo 

Ahtisaari\'s efforts 

political talks on the final settlement. GoG emphasizes the 
need to encourage Kosovo Serbs to participate in Kosovar 
institutions. Kafopoulos indicated that the General Affairs 
Council will welcome a joint report on Kosovo by Enlargement 
Commissioner Rehn and EU High Commissioner for Common Foreign 
Security Policy (CFSP) Javier Solana. The report 

to Kafopoulos 

coordinate the EU\'s future role in Kosovo. Concerning 
Montenegro 

level dialogue as a first step of opening normal diplomatic 
relations. A next step will be to align CFSP demarches. 


4. (C) On Sudan 

implementation of the Darfur Peace Agreement (DPA) and will 
discuss the future of AMISII and the donors conference 
although Kafopolous stated that this topic will not be one of 
the main July 17 GAERC priorities. On Democratic Republic of 
Congo 

points in the U.S. demarche. 


5. (C) Conclusions will be adopted 

mutual concessions. These will be sent to the Commission and 
the WTO 

end of July 


6. (C) Kafopolous said that the General Affairs Council of 
the GAERC will discuss the nexus of migration policy and 
external EU policy. Discussion will focus on Europe\'s 
vulnerable sea borders (including Greece and Turkey) 
increasing cooperation with other EU states through joint sea 
patrols and the formation of a \"European Coast Guard 
upcoming EU/African Ministerial conference on migration and 
development 

months. Kafopolous explained that this meeting (and a 
similar one held in Rabat on July 10) are part of a 
Mediterranean initiative on migration pushed by Malta 

and Greece. 

RIES 


Column 3 


71433 
71434 
71435 
71436 


3. (0) Econoff and Econ Specialist met with telecom 
consultant 

and academic from the Mexican Autonomous Technological 
Institute (ITAM) 

telecom-related political events as well as what is on the 
horizon for industry and government. 


4. (U) Piedras stated that Televisa 

pressured PRI and PAN congressmen to quickly approve the 
Radio and Television law in order to give them some 
protection in the case of a Partido de la Revolucion 
Democratica (PRD) Andres Manuel Lopez Obrador victory. 
Despite some colleagues\' strong criticism of the law 

feels it is the first positive step towards modernizing the 
sector and moving forward with convergence. By staggering 
the commissionersV terms 

given to COFETEL\'s projects. 


5. (SBU) Piedras admitted that the law has some holes but 
believes that COFETEL could approve regulations to close the 
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gap but warns such a process should be open and include input 
from industry 

and academics. Although 

years 

could share them with industry. Piedras claims most of the 
opposition to the law came from communitarian radio station 
owners who argued that it promotes unfair competition. 

Piedras alleged some of these stations in Guerrero and 
Chiapas are being utilized by radical leftist groups in 

Bolivia 


6. (U) Forty-seven Mexican Senators and several 
communitarian radio operators filed a Constitutional 

challenge to the new law citing that it violates the 

Constitution. Piedras can\'t find any sufficient legal 

grounds for this challenge to proceed and believes it is 

unlikely that the Supreme Court would reverse the law because 
that would mean nullifying the COFETEL board and the sector 
can\'t continue to fall behind while waiting for a new 
Commission to be named. 
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7. (SBU) Piedras says the sector supports the new COFETEL 
but understands that it will have to work closely with it to 
accomplish its goals. He admits that there is some fear 
among companies that COFETEL will be partial and favor 
dominant players like Telmex 

especially with two politicians on the Commission. Piedras 
pointed out that one Senator lacks telecommunications 
experience and that the Commission has a lawyer and an 
engineer 

he was informed that Telmex requested his name be removed 
from the President\'s list of potential nominees. Piedras 
suggests the Commission create a Consultation Council made up 
of industry 

follow-up on key projects. Currently 

to participate in the regulatory process. 


8. (SBU) Piedras noted that industry has been divided on 
many issues and they must start a healing process to unite to 
work on common objectives. He also urged the President and 
the Secretariat of Communications and Transport (SCT) to 
construct а Telecommunications Policy Plan to prepare for 
convergence and \"new generation\" technologies. However 
according to Piedras 

and consistent convergence policy. The convergence agreement 
is conflicting. The agreement fails to give autonomy to 

cable TV companies to provide telephone services directly 

yet a modified version of the agreement will give Telmex 

video services immediately. Telmex 

Nextel\'s concession doesn't allow it to provide mobile phone 
services. Piedras says Mexico\'s convergence policy does not 
encompass all services 

because it doesn\'t include mobile phone services. 


9. (SBU) Piedras believes COFETEL and the SCT have to focus 
on constructing regulations to prepare for these changes. He 
believes that COFETEL 

time stuck on past regulatory decisions. Since some Mexican 
officials believe Voice over Internet Protocol (VoIP) 

businesses are free-riders 

them and the technology they market. In addition 

commissions have not made the decision to use electrical wire 
for telecom services even though the Federal Electricity 
Commission is ready to install it. 
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10. (SBU) While noting that Mexico prefers an independent 
approach 

the government for change. By sharing best practices 

foreign industry and governments can also show the GOM what 
they can do to help Mexico stay competitive. In addition 
Piedras hopes that regional frameworks such as the Security 
and Prosperity Partnership (SPP) can help to strengthen and 
standardize Mexican regulations. Piedras promotes using 
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conferences to educate the public 

must be from a credible source. Although Piedras believes 

the work of IMCO 

good because it provides basic 

statistical analysis 

on resources from the private sector and special interests 

and that their results could be skewed. Piedras stressed 

that Mexico cannot move forward without somehow including the 
voice of the consumer. \"If they participate more 

demand more competition and cheaper prices\" 


11. (SBU) Piedras is one of Mexico\'s most well-respected 
experts on telecommunications and technology. Econoff was 
surprised that he was so active in supporting passage of the 
Radio and Television Law. His support placed him against 
other experts like Javier Lozano 

Communications 

next Secretary of Communications and Transport in a Calderon 
Government. Lozano has claimed that the new law would 
violate the Constitution and merely increase the powers of 
established monopolies. As is widely known 

monopoly influence in Mexican telecommunications remains 
central to liberalization in this sector 

issues such as how will spectrum freed up under 
digitalization will be recognized and utilized. 


12. (SBU) Piedras is correct when he says industry groups 
(including the monopolies) must unite to work on common 
objectives. Without industry pressure 

to move on any new measures. That said 
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conversations with the COFETEL President\'s office and press 
reports indicate the Commission has a steep learning curve 
and will likely proceed quite cautiously. For the moment 
continue to expect few changes in the near-term and little 
movement towards implementing new generation technologies. 


Visit Mexico City\'s Classified Web Site at 
http://www.state.sgov.gov/p/wha/mexicocity 
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had claimed 

morning hours on election night 

assist the district council by recording results being 
dictated for a second 
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district council 

political parties 

official tally sheets and that there had been no power outage 
during the evening. 


5. (SBU) Finally 

had improperly opened ballot boxes being stored under 
military guard in Tabasco 

that the electoral law did not preclude its reopening of 
these ballot boxes 

resealed) in the presence of the IFE district council and 
party representatives 

opened because the PRD (and in some cases 

requested copies of tally sheets and incident reports therein 
so as to be able to prepare its electoral challenge. She 
emphasized that in no case did the district councils open the 
sealed envelopes containing the executed ballots. (Note: 
Former IFE President Jose Woldenberg told poloff that 
although he believed IFE acted in good faith in opening the 
ballot boxes 


Column 3 

without a court order 

climate. In fact 

not open additional further ballot boxes pending a TEPJF 
order. End note.) 


Allegations of Fraud May Undermine Electoral System 


6. (C) Lapati told poloffs that her greatest concern was 
that the recent allegations of electoral fraud risked 
undermining citizen management of elections 

very foundation of the Mexican electoral system. She 
reminded us that each voting precinct is staffed by four 
randomly selected and trained citizens 

not only for checking voters\' credentials and administering 
the voting process but also for counting the votes. Because 
the electoral framework was based on the principle that the 
votes should be counted by citizens 

servants 

inconsistency or apparent error. She feared that the recent 
allegations of electoral fraud would undermine public trust 
in this citizen-based system 

electoral workers could be harassed in their communities 
making it difficult to recruit volunteers in the future. She 
also noted that PRD demands that IFE district councils 
recount the votes in every ballot box were inconsistent with 
TEPJF jurisprudence. The TEPJF has previously annulled lower 
level elections where numerous ballot boxes had been 
recounted without the legal criteria being met; in order to 
avoid risking the annulment of this election 

strict instructions to recount votes only where the statutory 
criteria were met. 


Woldenberg Sees No Evidence of Widespread Fraud 


7. (C) Former IFE head and well-respected commentator Jose 
Woldenberg told us that while errors undoubtedly had been 
made in the vote count 

organized plan to commit election fraud. Indeed 

a widespread conspiracy to commit fraud would be impossible 
given IFEYs numerous safeguards. He characterized as 
\"fantasy\" the PRD\'s allegation that the IFE\'s preliminary 
count (PREP) software contained an algorithm that deducted 
votes from AMLO 

into the PREP could be corroborated against vote totals on 
the tally sheets. He thought that overall 

the elections very well and that in fact 

differences between the way it conducted this year\'s election 
and the way it conducted the 2000 election. The only 
significant differences were that this year 


Column 3 

stricter standards for incorporating vote totals into the 

PREP 

for closer examination by the district councils 

2000 IFE had decided it would release the results of its 

quick count on election night no matter how narrow the margin 
between the candidates. 


8. (C) Woldenberg\'s biggest concern over the present 
situation is the damage unnecessarily being done to IFE\'s 
reputation by what he considers unfounded allegations of 
fraud. He noted that it had taken years for Mexico to 
establish a credible electoral system and that no matter how 
the TEPJF resolves the present dispute 

believers -- he called them a \"community of faith\" -- will 
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always be convinced that IFE orchestrated or abetted fraud. 


What\'s Next??? 


9. (C) Woldenberg sees the present situation playing out in 
one of three possible scenarios. The most likely is that the 
TEPJF -- perhaps after ordering a partial recount -- will 
confirm Calderon as the winner; he doubts the TEPJF would 
order a complete 

which he considers highly improbable 

total recount would reverse the election results 

in AMLO\'s election. The third scenario 

considers highly improbable 

the entire election. (Note: As we have previously reported 
(ref B) 

the election that they would be very reluctant to annul the 
entire election. End note.) 


10. (С) Woldenberg believes that however the ТЕРУҒ rules 
its decision would soon end the stand-off. Assuming the 
TEPJF confirms Calderon as President 

would quickly dwindle 

one or two post-TEPJF demonstrations. He argued that the PRD 
was essentially a party of \"institutionality\" with a great 

deal invested in the system 

emerged as the second force in Congress. He concluded that 
it had a great deal to lose if it continued to press its case 
extra-institutionally 

retains in the party hierarchy would melt away as senior PRD 
office holders sought to protect their own interests. 


Comment: AMLO Playing the Wrong Card? 
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11. (C) Frankly 

likely exists 

credible political institutions 

the small chance he has of reversing the electoral results. 
While we have seen no credible evidence of fraud 

some evidence that the incidence of human error was greater 
in his strongholds 

in those regions tends to be lower: among the more than 2.5 
million votes excluded from the PREP but included in the 
final results (ref A) 

Calderon by some 150 

recount would find enough errors to overcome Calderon\'s 
current 243 

significant errors than significant fraud. For over 10 

years 

knowing how to take political advantage of situations in 
which he has been wronged. In the present case 

tendency to consider himself the victim of a conspiracy may 
turn out to be his Achilles heel. 


Visit Mexico City\'s Classified Web Site at 
http://www.state.sgov.gov/p/wha/mexicocity 


GARZA 


71438 

71439 

71440 

of members of each state\'s uniformed (\"military\") police 
reinforce a state during an emergency. The Force would send a 
battalion of 280 police 

147 

the GOB had offered to send the Brazilian military 

he would accept if the situation greatly deteriorated. He noted he 
would receive Justice Minister Thomaz Bastos the following day to 
discuss cooperation. (Note: Lembo and President Lula and other GOB 
figures continue to trade barbs 

refusal to accept federal help 

Sao Paulo\'s violence for electoral ends. End Note). 


-- On the Bus Problems: Lembo asserted that some bus companies did 
not provide service on July 13 as a tactic to force an increase in 

bus fares. In addition 

to pay protection money to the PCC 

Lembo alleged that PT official Jilmar Tatto 

transportation secretary under the previous PT mayorship of Sao 

Paulo 

burnings. (Comment: Lembo offered no real proof of these 
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accusations. PSDB presidential candidate Geraldo Alckmin and 
gubernatorial candidate Jose Serra also publicly questioned the ties 
between the PT and PCC-influenced microbuses 

denied by President Lula himself. End Comment). 
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-- On Human Rights Accusations: Lembo denied that police committed 
human rights abuses during the May violence when a number of 
suspected criminals were killed 

fully investigated. Regarding precarious overcrowding in several 
prisons 

facilities and still lived in their cells without doors 

the state is moving to improve the situation. 


Until the Next Time 


3. Comment: This latest round of violence seems to be winding 
down 

deaths 

targets; however 

violence 

forces 

simultaneous riots in 82 prisons. The underlying factors causing 
these outbreaks of violence by the PCC are far from being resolved 
and many feel it is simply a matter of time before the current truce 
is broken again. End Comment. 


MCMULLEN 
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for Elections" before the СОН recesses on August 1 (reftel). 
This would require that the draft law be read on the floor of 

the CoR for the first time no later then July 24 (due to a 

six-day period necessary to complete three readings and a 
final vote). Jaboori told PolOffs that the committee was 
conscious of the need to act quickly to end the political 
deadlock and stem the public exchange of accusations of 
improprieties between the current commissioners and the chief 
electoral officer (CEO). Failure to pass the new law 

quickly 

the proposed timeline proved impossible to follow 

said the Legal Committee will recommend the IECI be extended 
a second time upon the expiration of its current mandate in 
August. 


2. (C) According to Jaboori 
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electoral commission will be created by combining elements of 
proposals from the ІЕСІ Board of Commissioners 

Tawafug. Jaboori said the significant differences between 

the competing drafts focus on how new commissioners would be 
selected and replaced and the relationship between them and 
the electoral administration. 


3. (C) Jaboori said that the Legal Committee is leaning 

toward working from the draft submitted by the IECI Board of 
Commissioners 

authority over the CEO. This version would keep the current 
nine-commissioner structure intact. When asked how the new 
commissioners would be selected 

would be to allow one commissioner to be nominated by each of 
the six major political blocs. The three remaining 
commissioner slots would be reserved for a minority 
appointment 

nonvoting commissioners. 


4. (C) COMMENT: The Legal Committee will be hard pressed to 
get a law to the CoR floor by July 24 

the floor debate may take longer then six days for such a 
politically significant bill. The Legal Committee has 

formally asked UNAMI for assistance in developing the draft 
law. UNAMI staff advise they believe the draft law needs 
significant revision to ensure the new commission\'s 
independence and transparency. They plan to meet with Legal 
Committee drafters in the coming days. 

SATTERFIELD 
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see\" approach. When asked how Telmex is proceeding (AT&T has 
a 10 percent share in Telmex and Resnick\'s office is located 

in the Telmex office building) 

should become more active on the issue. 


5. (U) Resnick insisted that the GOM needs to ensure that 
rates are cost-constructed and that COFETEL creates a clearly 
defined and transparent plan for industry. If they lack 

this 

Voice over Internet Protocol (VoIP) to communicate. 


6. (U) AT&T plans to meet with the new COFETEL President and 
its new set of commissioners later this month or in August. 
Resnick said they are concerned that some of the new 
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commissioners are not well-informed of the COFETEL agenda. 
McCormick added that by adding two Senators to the COFETEL 
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mix 

outcomes and policy changes could be difficult to predict. 

Both stated that AT&T is open to teaming up with U.S. Embassy 
to meet with COFETEL on the CPP issue and will continue to 
keep Econoff abreast of its meetings with COFETEL. 


7. (SBU) Prior to the resolution\'s publication 

State 

copy of the model COFETEL will use to determine termination 
rates. So far this request has not been answered. The good 
news is that the new COFETEL board met the week of July 3 and 
briefly discussed CPP. However 

yet set a clear agenda meaning that it could get hijacked by 
post-election special interest cases such as the much debated 
topic of Telmex\'s adoption of video services. Also 

a previous COFETEL ruling that Telcel must interconnect its 
line with Nextel\'s Short Messaging Service 

Telcel will appeal the ruling with the new COFETEL board. 
These types of cases will only side-track the COFETEL board 
from drafting a well thought-out national plan to prepare for 
\"new generation\" technologies and convergence. 


Visit Mexico City\'s Classified Web Site at 
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domestic and wild bird populations. In addition 

countries are reporting H5N1 in other wild and domestic 
animal populations. A small number of confirmed cases of 
H5N1 among humans have been reported 

resulted in death. More information is available on the 
World Health Organization (WHO) website 
http://www.who.int/csr/disease/avian_influenz a/country/en/ 
. Please refer to this website for the most up to date 
information on the countries affected by H5N1 and the 
number of deaths. 


The vast majority of the reported human cases have 
resulted from direct contact with H5N1-infected poultry. 
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Although there is evidence to suggest very limited 
to-human transmission in family groups involving close 
exposure to a critically ill member 

that the virus can be easily or sustainably transmitted 
from human-to-human. The U.S. Department of Health and 
Human Services 

(DHHS/CDC) 

nonetheless concerned about the potential for the virus to 
adapt or mutate into a strain that can be easily 
transmitted in a sustained manner among humans 
characteristic that could result in a human influenza 


STATE 00115971 002.2 OF 005 


pandemic 

prepare for the possibility of pandemic influenza. 
Information on the U.S. Government\'s overall response and 
efforts is available at http://www.pandemicflu.gov. 


Travel and Avian Influenza A 


The Department of State 

issued any health precautions 

for H5N1 infected areas. However 

travelers to H5N1 affected countries to avoid poultry 
farms 

surfaces that appear to be contaminated with feces or 
fluids from poultry or other animals 

thoroughly cooked poultry products. American citizens 
traveling to or living in H5N1 affected countries should 
consider the potential risks and keep informed of the 
latest medical guidance and information in order to make 
appropriate plans. Specific DHHS/CDC travel information 
relating to H5N1 

available at http://www.cdc.gov/flu/avian/index.htm and 
http://www.cdc.gov/travel. WHO guidance related to avian 
influenza is available at 
http://www.who.int/csr/disease/avian_influenz a/en/. 


Additional general country information can be obtained 

from the Department of State\'s Consular Information Sheets 
at http://travel.state.gov and embassy and consulate 
websites at 

http://www.travel.state.gov/travel/tips/embas sies/embassie 
s_1214.html. You may also call the Department of State\'s 
toll-free number 

overseas 


Prevention 
Plans 
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A vaccine for humans that is effective in preventing 
infection with the avian influenza A (H5N1) virus is not 
yet available. Based upon limited data 

suggested that the anti-viral medication Oseltamivir 
(brand name- Tamiflu) may be effective in treating avian 
influenza A. U.S. embassies and consulates do not have 
supplies of this drug for use by private American citizens 
abroad. The Department of State has pre-positioned 
supplies of the drug Tamiflu at its embassies and 
consulates worldwide 

employees and their families serving abroad. Americans 
should also be aware of the potential health risk posed by 
counterfeit drugs 

by scam artists who sell products on the internet or in 
countries with lax regulations governing the production 
and distribution of pharmaceuticals. For more information 
on counterfeit drugs please visit the Food and Drug 
Administrations (FDA) questions and answers for 
counterfeit drugs at 
http://www.fda.gov/oc/initiatives/counterfeit /qa.html 


In addition 

embassies and consulates to consider preparedness measures 
that take into consideration the fact that travel into or 

out of a country may not be possible 

advisable during a pandemic. Guidance on how private 
citizens can prepare to shelter in place 

stocking food 

at the www.pandemicflu.gov website. Embassy stocks cannot 
be made available to private American citizens abroad and 

we encourage people living in an area with outbreaks of 

H5N1 to prepare appropriately. 


It is also likely that governments will respond to a 
pandemic by imposing public health measures that restrict 
domestic and international movement 

U.S. governments ability to assist Americans in these 
countries. These measures can be implemented very 
quickly. Areas of known H5N1 outbreaks in poultry have 
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been quarantined by governments within 24 hours 
restricting (if not preventing) movement into and out of 
the affected area. 


Americans who are planning travel to a country that has 
reported the virus or who are concerned about avian 
influenza are advised to monitor the DHHS/CDC and the WHO 
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websites for the latest information. 


CDC Contact Information 


Public Inquiries: 

English (888) 246-2675 
Spanish (888) 246-2857 
TTY (866) 874-2646 
Mon-Fri 8am-11pm EST 
Sat-Sun 10am-8pm EST 


Address: 

Centers for Disease Control and Prevention 
1600 Clifton Rd. 

Atlanta 

USA (404) 639-3311 


Traveler's Website 
http://www.cdc.gov/travel 
WHO Liaison Office in Washington 


Contact Information: 
Telephone: (202) 974-3787 
Facsimile: (202) 974-3789 


Address: 

WHO Liaison Office 
1889 F Street 
Washington 


July 2006 


Frequently Asked Questions about Avian Influenza A (H5N1) 
and Pandemic Influenza 


Where can | find up-to-date medical and planning 
information on avian influenza A (H5N1) and pandemic 
influenza? 


Why is the U.S. government not providing Tamiflu) to 
private Americans overseas? 


What if | get sick when | am in another country? | have a 
pre-existing medical condition 

different | should do? How do | locate a doctor in the 
country | am traveling to? 


Will the U.S. government evacuate Americans in a foreign 
country in the event of a pandemic? 
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As a private American citizen living overseas 
do today to help prepare myself and my family for possible 
bird flu pandemic? 


What precautions should | take if | live in or visit an 
area affected by H5N1 \"bird flu\"? 


Can my domestic animals get H5N1 \"bird flu\"? 


Where can | find up-to-date medical and planning 
information on avian influenza A (H5N1) and pandemic 
influenza? 


Current information about avian influenza A (H5N1) and 
pandemic influenza can be found at: 
http://www.cdc.gov/flu/avian/gen-info/qa.htm 
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http://www.cdc.gov/travel 
http://www.who.int 
http://www .pandemicflu.gov 
http://www.travel.state.gov 


Why isn\'t the U. 5. Government providing Tamiflu) to 
private Americans overseas? 


The Department of State lacks the legal authority to 

provide any type of medication 

private American citizens. State Department physicians and 
medical staff have authorization to treat only those 

official employees 

Chief of Mission (the principal officer in charge of a 
diplomatic facility of the United States) authority. 


What if | get sick when | am outside the U.S.? If | have 
a pre existing medical condition 

different | should do? How do | locate a local doctor 
when | am in another country? 


Please see the Department\'s travel tips brochure on health 
issues 

medical insurance to cover overseas medical emergencies: 
http://www.travel.state.gov/travel/tips/healt h/health 1185 
.html 
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If you have preexisting medical problems you should carry 
a letter from your physician 

condition and any prescription medications 

generic name of prescribed drugs. 


For a current list of doctors/hospitals in the country to 
which you are traveling 

consulate website 

http://usembassy.state.gov/. The list is generally found 
under the Embassy or ConsulateVs link for Consular 
Services or American citizen services. 


Will the U. S. government evacuate Americans from a 
foreign country in the event of a pandemic? 


Current medical thinking suggests that sheltering in place 
may be the appropriate response to the start of an 
influenza pandemic in certain countries or regions. In 

this scenario 

distancing\" and avoid any form of public gathering where 
transmission of the disease could occur. Mass transit 
including air travel 

transmission of viral infections due to the proximity of 
travelers to each other. 


Whether the U.S. government evacuates anyone will depend 
on a variety of country-specific factors. Each U.S. 

embassy and consulate has been asked to develop a 
contingency plan in the event of a pandemic 

identify events that might prompt them to send employees 
and/or their dependents out of the country 

travel is possible. Should this decision be made 

Department of State will communicate this to the private 
American community so that people can plan accordingly. As 
in any other crisis 

the availability of commercial transportation 

of people to travel to the United States or a third 

country 

appropriate actions to assist official and private 

Americans. 


As a private American citizen living overseas 
do today to help prepare myself and my family for a 
possible influenza pandemic? 


Several simple measures can be taken now that will put you 
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and your family in a better state of readiness should such 
a pandemic occur. These measures are outlined at 
http://www.pandemicflu.gov/planguide/. If you are living 
overseas for work or education 

find out what plans they have regarding repatriation or 
evacuation; they may also have advice for you about 
obtaining an influenza vaccination (if and when a vaccine 
becomes available) 

other suggested preventive measures as the need arises. 


What precautions should | take if | live in or visit an 

area affected by H5N1 \"bird flu\"? 

Avoid contact with live birds 

and geese and their feces 

possible. Children 

precautions 

for their protection. Do not purchase or agree to adopt 
new pet birds from an area in which H5N1 influenza has 
been reported. Avoid poultry products from areas with 
H5N1-infected birds. Do not transport live or dead poultry 
even if it appears to be healthy. 


All foods from poultry 

should be cooked thoroughly. Egg yolks should not be runny 
or liquid. Because influenza viruses are destroyed by 

heat 

74 C (165 F). 


Avoid cross contamination of other foods by use of 
separate kitchen utensils and surfaces exposed to raw 
poultry. Wash hands with soap and water after any poultry 
contact. For more information on food handling and safety 
please visit the United States Department of Agriculture 
(USDA) website at 

http://www fsis.usda.gov/Fact_Sheets/index.as p 


Sanitary professionals 

must travel to H5N1-infected areas and work directly with 
infected birds 

precautions for reducing the risk for infection with H5N1 
virus. See DHHS/CDC guidance at 
http://cdc.gov/flu/avian/professional. 


Can my domestic animals get bird flu? 


There have been reports of H5N1 infection in domestic 
cats 

The domestic cats are believed to have been infected by 
eating raw 

of avian influenza A have been associated with contact 
with infected cats 
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there has been a verified outbreak of H5N1 in your area. 
In addition 

your local veterinarian if your cat becomes sick after 
having had contact with birds. You should always follow 
strict hygiene rules when disposing of animal waste or 
caring for your pets. 


At this time 

if dogs can become infected with H5N1 virus. For more 
information about H5N1 infection in domestic animals 

the DHHS/CDC website at http://www.cdc.gov/flu/avian/gen- 
info/qa.htm 


5. Minimized Considered. 
RICE 
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publication 

customer identificationW attached to the Basel Committee\'s 
publication No. 95 of February 9 

diligence for banks") 

recommendation (the Recommendation of the Customs Cooperation 
Council on the need to develop and strengthen the role of 

customs administrations in tackling money laundering and in 
recovering the proceeds of crime 


4. Attempting to get China to accept any CTC endorsement of 
the FATF standards in addition to the reference in the CTCVs 
directory of best practices could be counterproductive. In 
practice 

Directorate (CTED) already refer to the FATF standards (even 
if not by name) in discussions with states. China has never 
opposed those references. Once the CTC has adopted the 
directory 

heighten statesV awareness of the importance of the FATF 
standards. The United States has pushed hard for the CTC to 
develop information concerning best practices 

directory offers a useful resource. Mission believes the 

United States should not introduce new issues that could 
delay the CTC from adopting the directory and making it 
available to states. End comment. 

BOLTON 
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from Juigalpa to San Carlos is a potholed disaster -- a bus 
ride to Managua takes six to eight hours. The San Carlos 
airstrip is a dirt track with no security features 
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а fence. (The daily flight from Managua must often circle 

the runway to check for grazing livestock.) A ferry from 
Granada arrives in San Carlos two days a week 

journey across the lake to central Nicaragua also requires 
several hours. El Almendro mayor Ufredo Arguello explained 
that Rio San Juan producers are not competitive with others 
in Nicaragua because of the small scale of their holdings and 
high transportation costs. 


LUMBER INDUSTRY: \"DAMAGE ALREADY DONE\" 


4. (SBU) According to Father Pablo Alexis 

important economic activity in the municipality of El 

Castillo; however 

30-50 cordobas (US$1.70-$2.85) per tree for lumber that is 
worth hundreds of dollars when processed. Ufredo Arguello 
complained that the heavy trucks used to remove the timber 
have further degraded roads in the Department. He stated 
that the current GON prohibition on lumber exports was 
instated \"too late\" -- \"the damage has already been done.\" 


FISHING EMPLOYS LARGE PERCENTAGE OF WORKFORCE 


5. (U) Martin Aguilar Bendana 

Fisherman\'s Association 

has a \"great potential for export of fish\" but lacks the 
necessary infrastructure to develop the industry. The 
Association represents three cooperatives and is trying to 
obtain legal recognition (\"personeria juridica\") 

pay for a lawyer in Managua to process the paperwork. 


6. (U) According to Bendana 

3 

methods\" to fish. The fishermen are trained to only take 
adult fish of a certain size to preserve the stocks. 
Apprentices are at least 16 years old (though Bendana 
admitted that the law specifies a minimum age of 18 years). 
The average fisherman can earn 600-700 cordobas per day 
(US$34-$40) gross 

week due to lack of supplies. The catch is shipped to 
Managua and points abroad via ice-packed coolers. 


7. (SBU) Despite the importance of the fishing industry 
Bendana complained that neither the GON nor the international 
community has provided assistance to improve conditions. 
Apparently the Italian Association for Rural Cooperation in 
Africa and Latin America (ACRA) allocated 300 

build a modern processing plant in the Department 

project was never completed. 
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MANY IN RIO SAN JUAN DEPEND ON COSTA RICA FOR JOBS 


8. (SBU) Migration from and through Rio San Juan to Costa 
Rica is considerable. Father Alexis noted that many 
Nicaraguans leave the Department during the Costa Rican 
harvest season from November to March. He claimed that the 
Costa Ricans have instituted a policy of deporting 
Nicaraguans far from their zone of entry to try to avoid 
immediate returns (for example 

through the Department of Rivas in western Nicaragua would be 
deported to Rio San Juan). Father Zavala stated that 

families use remittances from the migrant workers \"to 

survive 

\"the best workers go to Costa Rica\" for wages three to four 
times greater than what they could expect in Nicaragua. 


9. (U) The residents living in the remote area of Rio San 

Juan lying south of Lake Nicaragua between the Rio Frio and 
the border of Rivas department must depend on Costa Rica for 
basic services. The common currency in this area is the 

Costa Rican colon 

and the citizens receive medical care from Costa Rican 

clinics. San Miguel mayor Carlos Fletes told us that the 
children in this area know the Costa Rican anthem by heart 

but are ignorant of Nicaragua -- \"it is a disgrace 

lamented. 


SOLENTINAME: A UNIQUE LOCALE 


10. (U) The archipelago of Solentiname 
Department of Rio San Juan 

of Lake Nicaragua 

of San Carlos. The population of approximately 1 
primarily on the three largest islands: Mancarron 
Fernando 

economy is based on fishing 

handicrafts 

sources of food and income 

fishing and another to painting 

age population is served by several primary schools and a 
secondary school on Mancarron. 


11. (U) Like the rest of Rio San Juan 

industries on Solentiname is hampered by a lack of 
infrastructure and transportation links. All electricity 

comes from solar or diesel powered generators. Those who can 
afford the service use Costa Rican cell phones (Nicaraguan 
service providers only have a signal at the highest points of 
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San Fernando and Mancarron) and must pay international 
charges to communicate with clients in Managua. A public 
ferry services the islands only three days a week from San 
Carlos 

visit to the islands. 


12. (SBU) Unlike most of the rural population in Rio San 
Juan 

people of Solentiname sympathize with the FSLN and regard 
priest 

their patron saint. Island native and owner of the 
Solentiname Guesthouse Maria Guevara Silva spoke reverently 
of Cardenal 

pre-Ernesto (before 1975) and post-Ernesto. According to 
Guevara 

awareness campaigns in the islands. He taught people how to 
paint their surroundings in the now-famous \"primitivist\" 
style. Cardenal gave the islanders a \"reason to live\" and a 
\"sense of community 

Cardenal still visits Solentiname frequently 

witnessed on Mancarron a village constructed to house 
pilgrims visiting Cardenal. The village contains a giant 
incongruous red and black iron monument to the FSLN 

as а \"library\" displaying indigenous artifacts 

awards given to Cardenal 

leaders 

Harry Potter series translated into Spanish. The Hotel 
Mancarron 

is currently closed due to a legal dispute between German 
investors and local Cardenal supporters. 


13. (U) International groups have supported the construction 
of two artists cooperatives in Solentiname -- one in 

Mancarron and the other in San Fernando. The San Fernando 
cooperative 

\"Massachusetts Friends of Solentiname\" and takes a 20 percent 
commission on all artwork sold to sustain itself. The best 
\"primitivist\" artists are able to charge several hundred 

dollars for their work -- a fortune in the islands. ACRA has 
constructed a museum on San Fernando that illustrates the 
islands\' history and natural resources. 

TRIVELLI 


71451 

71452 

AN END 

REF: A. MONTEVIDEO 00567 


B. MONTEVIDEO 00616 
C. MONTEVIDEO 00640 


Column 3 
Classified By: AMBASSADOR LINO GUTIERREZ FOR REASON 1.4(D) 


1. (C) Summary: As Argentina\'s pro temp Mercosur presidency 
comes to an end 

bringing Venezuela into the Mercosur fold 

make much progress on any other fronts. An MFA official 
characterized the Argentine presidency as \"so-so.\" Argentina 
will announce an expansion and deepening of Mercosur\'s trade 
ties with Cuba at the upcoming Mercosur summit; it is not yet 
known whether Castro will attend. If Uruguay seeks a waiver 

to Mercosur regulations prohibiting unilateral FTA 

negotiations with the U.S. 

predicted that Argentina would deny the request. End Summary. 


2. (C) Econoff called on Counselor Ernesto de la Guardia of 
the MFA\'s Mercosur office July 13 for a GOA self-assessment 
of Argentina\'s pro temp Mercosur presidency 

to an end with the July 20-21 Mercosur summit in Cordoba. De 
la Guardia admitted that Argentina\'s presidency had been only 
“50-50 

objectives set by Trade Secretary Chiaradia in February 2006. 
He characterized the Argentine presidency\'s biggest success 
as Venezuela\'s accelerated entry into full membership. 


3. (C) De la Guardia said that a GOA goal going into its 
presidency was to make solid progress toward harmonizing 
Mercosur\'s Common External Tariff (CET). Not only was that 
goal not realized (Reftel A) 

even arrange a substantive meeting to discuss the subject. 
Another area in which the GOA failed to make progress 
involved clarifying the rules regarding investment within 
Mercosur. De la Guardia pointed out that Argentina has 
bilateral investment treaties (BITs) with fifty-six 

countries 

BIT with Bulgaria 

Likewise 

common ground on the touchy issues of member country 
incentives and subsidies. 
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4. (C) The \"most important\" challenge for the GOA during its 
presidency was effecting Venezuela\'s entry into full Mercosur 
membership (Reftel B) 

didn\'t happen exactly as the GOA planned 

Guardia. He said that the GOA envisioned a measured 
\"EU-like\" entry for Venezuela 

it happened quickly.\" De la Guardia also noted that the GOA 
had been counting on announcing Venezuela\'s full membership 
during the upcoming summit 

the announcement (and celebration) take place specifically on 
July 4 in Caracas. 


5. (C) Venezuela\'s special status as a member with voice and 
vote but no real obligations has already begun to change the 
texture of Mercosur\'s internal discussions 

said. As an example 

intervention during a recent intra-Mercosur debate over 
ongoing negotiations toward a commercial agreement with 
Israel. Citing its close relationship with Hamas 

pushed for a cessation of negotiations with Israel 


that was rejected by other Mercosur members 
la Guardia. 


6. (C) De la Guardia raised the subject of a possible 
U.S.-Uruguay FTA 

the possibility within Mercosur 

any discussion of the subject during the summit. He said 
Uruguay would have to apply within Mercosur for a waiver of 
Mercosur\'s decision 32/00 

Uruguay from negotiating an FTA independently with the U.S. 
De la Guardia stressed that he could not pretend to know what 
President Kirchner would say if pressed on the issue 

that the timing is especially poor for Uruguay at the moment. 
Argentina\'s recent setback at the International Court of 
Justice in its case against Uruguay regarding Uruguay\'s 
construction of pulp mills (Reftel C) would ensure an 
Argentine rejection of any Uruguayan waiver request 

Guardia opined. (President Kirchner has repeatedly said that 
Uruguay should be free to negotiate an FTA with the U.S. if 

it wished to do so.) 
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7. (C) Argentina plans to announce two new Mercosur accords 
during the Cordoba summit: a fixed-preference agreement with 
Pakistan 

Mercosur\'s ties with Cuba. De la Guardia characterized both 
agreements as of \"marginal\" economic significance 

the GOA hopes -- as a creditor to Cuba -- that increased 

trade will bring Cuba an increased ability to repay its 

debts. Argentina is still unsure whether Cuban leader Castro 
will decide to attend the summit 

visa had already been issued to Cuba\'s foreign minister. 


8. (С) The Argentine presidency\'s inability to make progress 
in anything but Venezuelan accession was a disappointment to 
career Mercosur hands at the MFA 

What he said was more disturbing 

for Argentina\'s ineffectiveness: the growing number and 
influence within the MFA of ideologically-driven political 
appointees at all levels. De la Guardia said that the past 
months 

within his office 

years as a diplomat that he had to \"watch what he said" in 
internal discussions. De la Guardia is only one working 

level official 

veracity therefore difficult to judge 

watching to see if it is repeated by other MFA contacts. 
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FOCUS ON THE BIG PICTURE\" 


Classified By: Ambassador Janet A. Sanderson 


1.(С) Summary and comment. | met with President Preval 
early morning July 11 to discuss the current security 
environment 
priorities. | also pressed him on HaitiVs position regarding 
Venezuela\'s bid for the UNSC seat (reported septel.) Preval 
contends Haiti\'s security problems are criminal 
political 
any detail 
Prime Ministers job. The PresidentVs job is to keep his 
eyes firmly fixed on the big picture 
police and judicial reform 
He downplayed the threat of violent demonstrations by FL job 
seekers 
they тау have а case for unjust dismissal or at very least 
financial compensation. The president\'s immediate development 
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priority is roads. He reiterated the importance that he 
attaches to the passage of the HOPE trade bill. Preval\'s big 
picture comment notwithstanding 

engagement on current security issues is notable 

do know that behind the scenes he has been active 

envoys to Martissant and meeting with Organizations 
Populaires (OPs) who are calling for demonstrations. We do 
hope that his fixation on roads and his personal engagement 
in the GOH\'s Donors Meeting preparations do not presage a 
late attempt to skew Haiti\'s priorities in a new direction 
before the July 25 meeting here. End summary and comment. 


2. (C) | met with President Preval early morning July 11 to 
discuss the current security environment 

priorities 

previous weekend\'s violence in Martissant 

believed that the government would get a handle on security 
in the capital. Preval said that the government will bring 

the situation under control 

claimed that the violence was criminal rather than political 

in nature 

through appropriate police and MINUSTAH action. He is more 
\"focused on the big picture\": reforming the police 

the judiciary and giving Haitians a better life. If the 
underlying problems are not addressed 

kidnappers in Martissant or elsewhere won\'t matter 

His immediate work plan to solve those so-called underlying 
problems: building roads 

businesses 

discipline 


3. (C) Central to any improvement in the security 
environment is profesionalization of the police. Preval 
pointed to his decision to keep Mario Andresol as HNP 
Director General as a major step forward. Andresol will 
reform the HNP and get rid of those in the police who have 
been involved in violence 

police officers will start shortly. Preval commended Andresol 
for his work with MINUSTAH 

long run. But police work isn\'t effective without a strong 
judiciary which will end criminal impunity. The new Minister 
of Justice 

international community for immediate support to rationalize 
the legal system. It is time to get rid of judges who let 
criminals go 

Luc h Eucher Joseph 

Secretary of State for Public Security to coordinate the 


SIPDIS 
GOHVs response to the violence. (Note. That nomination was 
indeed announced on July 12. End note.) | underscored my 
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concern about the recent up-tick in violence 

the spate of kidnapping which has directly affected the Amcit 
community here. | added that whatever the new government 
hopes to do to bring in investment and tourism will be 
undermined 

swiftly to deal with the kidnapping issue. 


4. (C) Although he agreed that there are some fears that 

there will be violent demonstrations for Aristide\'s birthday 

July 15 

get out of hand. He claims that the FL currently has little 

ability to mobilize the masses. Peaceful demonstrations are 
certainly welcome. He expects that frustrated FL party 

members seeking re-employment may join demonstrations on July 
15. These individuals 

when they press for re-employment rights. Although some of 
these individuals are party militants who did little 


anything 

were had been at their jobs for some time 

education 

Government 

their severance pay 

government to make appropriate restitution. The GOH would not 
be blackmailed 

employees their benefits. GOH officials estimate that the 
amount owed in back salaries is approximately 280 million 
gourdes 

matter quickly 

country forward. 


5. (C) Preval believes that the government\'s social 
appeasement program (SAP) is key to Haiti\'s future. He looks 
forward to having the opportunity to discuss it in detail 

with the donors at the July 25 session and is spending his 
time at the Presidency prepping for the Donors Meeting. 
Roads loom large in Preval\'s vision of the SAP (and 

for the Donors Meeting.) Waving a map of Haiti with a 
partially completed coastal route outlined in yellow 

said that economist Jeffrey Sachs has convinced him that 
improving Haiti\'s miserable road system is essential to rural 
and agricultural development. Without better roads 

will shy away from the tourism sector. Preval said that the 
French have agreed to finish a leg of the national road out 

of Hinche. He intends to press other donors for similar 
commitments. | observed that the USG has important programs 
which contribute both directly and indirectly to rural 
development and we support other key SAP priorities 
including education and health. We will leave roads to the 
donors whose programs are better suited to them. 
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6. (C) Aid programs aside 

USG support for HOPE trade legislation. He noted that trade 
packages for Oman and Peru are going forward on the Hill. 
Neither 

rather\" 

if | could have HOPE." Preval said that he believes HOPE 
would create 15 

create more than 100 

These figures are exaggerated 

sources tell us. End note.) 


7.(C) Preval was vocal and energetic during the meeting 
although he did say that he was pleased his traveling days 
were over for a while. He shared little detail of of his 

visit to Europe or CARICOM 

commitment to roadbuilding at length and note that the 
meeting with French President Chirac was a very warm one. He 
has agreed to attend the Francophonie Organization meeting 
later in the year. Preval fussed at having moved back into 

the presidential palace two days previously 

assoicates with unhappy times during his first 

administration. He claims he will return to Ashton House 
within the month. | asked about his concerns about personal 
security which had heretofore kept him up the hill at Ashton 
House. Preval said that many of the palace security detail 
had been replaced and his own security team is in place. Not 
much else is: his office was bare and when | arrived at 8 am 
there was not a staffer or a secretary to be found. 
SANDERSON 
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proposes compensation to affected landowners. Embassy will 
keep trying for a copy 

forward to the Department. We will also report any 
developments as they occur 

behalf. 


4. For background 
relevant events 


-- McBride purchases 116 
on December 12 
of improvements and water scarcity. 


-- The sellers of the parcels were not resident on the land 
and McBride quickly settled with the few persons resident on 
the land 


-- A number of local politicians saw possibilities in 
McBride\'s purchase. Some coveted the land 
foreign ownership of the land a possibility of gaining 
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political advantage. 


-- As a result 

action (non-violent to date) 

Embassy in August 2005. McBride has also been in contact 
with the office of Senator Kay Bailey Hutchison. 
GUTIERREZ 
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Tarija Threatens to Strike 

5. (SBU) The Civic Committee of Tarija 

department which contains 85 percent of Bolivia\'s natural 
gas 

protest the GOB\'s plan to retain hydrocarbons revenues that 
Tarija argues should be shared with the departments. (Note: 
The strike was not held. End note.) Santa Cruz departmental 


officials and the Santa Cruz Civic Committee came out in 
support of the strike and demanded that the GOB share the 
revenues. The GOB responded to the departments\' complaints 
by pointing out that the departments already have IDH 
resources that they are not investing 

not need this extra money which would be better spent by YPFB 
on gas industrialization projects. This latest source of 

friction has increased the already heightened tension between 
the GOB and the East. 


6. (SBU) Comment: Thus far 

obstacles in the hasty implementation of its hydrocarbons 
policy 

company shares and negotiating a gas sale price increase with 
Brazil (which the GOB has now postponed until after Brazil\'s 
presidential election). The most recent problems 

the loss of financing for GOB-supported projects and 
increasing tension with the East 

last. End comment. 

GREENLEE 
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and hopes to travel to Lebanon next week (July 19-20) to 
present its contents to senior Lebanese officials. The 
Secretary-General has not approved the trip yet 


SIPDIS 

Michel gets approval he expects to meet with senior leaders 
including the President 

Justice 

stressed he would not go to Beirut to initial or sign the 
agreement and that the agreement is \"not ripe for signature.\" 
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Instead 

and political leaders. Michel said the UN\'s next steps would 
depend on any comments the Lebanese provide but did not 
expect any significant additional input. Michel added that 
OLA has provided Syria with a short summary of the text -- at 
the SARG\'s request -- but stressed that OLA is not 
negotiating the text with Syria. 


4. (SBU) After the Lebanese assent to the draft agreement 
and statute -- which he said could take anywhere from a few 
days to two to three weeks 

Secretary-General\'s report to the Council. That report will 


SIPDIS 

attach the draft agreement and statute for the Council\'s 
consideration. To ensure a successful result 

was willing to share the draft text with key Council members 
before submitting it formally. He asked P-3 experts to 
consider how best OLA could approach the Council tactically 
to ensure the agreement is received favorably. 


5. (SBU) Once the Council has concluded its considerations 
it would authorize the Secretary-General to sign and conclude 
the agreement 

necessarily need a resolution to do so. Michel doubted the 
Russian delegation would support a Chapter VII resolution to 
compel the cooperation of third states at this stage. Beyond 
compelling the cooperation of third parties 

that a Chapter VII resolution might also be necessary to 
establish the primacy of the UN-GOL agreement over Lebanese 
law 

the agreement 

that such a Chapter VII resolution would be essential at some 
stage 
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before presenting that resolution to the Council. 


6. (SBU) Michel said OLA and the Lebanese judges agreed that 
the tribunal would have jurisdiction over the Hariri case 

well as similar attacks of the V'same nature and gravity\" 
committed between October 1 

tribunal would have jurisdiction over acts of terrorism under 
Lebanese criminal law -- which Michel cautioned should be 

seen іп the light of Lebanon\'s adherence to the Arab 
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Convention on the Suppression of Terrorism -- as well as 
crimes against humanity. Should the investigation determine 
that the Hariri assassination and the other 14 attacks 
represented crimes that occurred on a massive scale 

said the judges could try perpetrators for crimes against 
humanity. The French political officer raised several 
questions and concerns about adding language on crimes 
against humanity 

the Chinese an excuse to object in order to delay 
establishment of the tribunal. In response 

Legal Officer Daphna Shraga argued that without that element 
the tribunal would not have an international character. 

Michel said it would be a \"significant omission\" to leave 
crimes against humanity out of the tribunal\'s jurisdiction. 


7. (SBU) USUN asked whether the language in the statute 
concerning the 14 other attacks would create an inconsistency 
between the tribunal\'s jurisdiction and UNIIIC\'s mandate and 
whether the Secretary-General would therefore recommend that 
the Council expand UNIIIC\'s mandate to include the other 
attacks before the UNSC authorizes the Secretary-General to 
sign the agreement establishing the tribunal. Michel said 

the question was \"difficult\" and he would discuss it with 

UNIIIC Commissioner Serge Brammertz. He said any 
recommendations the Secretary-General would make about 
extending UNIIIC\'s mandate would depend on what Brammertz 
concludes and thought Brammertz\'s next report to the Council 
due September 15 

present recommendations about expanding the UNIIIC\'s mandate. 


8. (SBU) Michel then discussed the questions of amnesty and 
trials in absentia 

would preclude amnesties for war crimes 

against humanity. Michel admitted that in doing so 
\"pushed the envelope 

the text would survive constitutional challenge. The statute 
permits trials in absentia 

a retrial if the accused had a counsel of his or her choosing 
or was not present at the first trial and did not instruct 

the defense counsel appointed by the tribunal during that 
trial. 


9. (SBU) The statute also provides creative solutions to 
incorporate elements of Lebanese civil law with aspects of 
common law 

other international tribunals the UN has established 

said. The tribunal will have a prosecutor 

a defense office 

The pretrial judge will have an important role. The 
tribunal\'s statute also includes measures to permit fair but 
speedy trials and to protect the rights both of the accused 
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and of victims. The statute also describes rules of 
procedure and evidence. 


10. (SBU) At the end of the meeting 

the Secretary-General would reappoint Serge Brammertz by July 
14 and commented on how best to achieve the transition 
between the UNIIIC\'s investigation and the work of the 

tribunal. Michel said Bruno Stagno 

Assembly of States Parties (and Costa Rican Foreign 

Minister) 

object to Brammertz\'s reappointment had passed. Even so 
Secretariat of the ICC Assembly of States Parties wanted to 


SIPDIS 

discuss the issue with the ICC Bureau when they meet this 
week so the ICC Bureau could make the final decision. 
(Comment: The French legal adviser then expressed some 
frustration at Stagno\'s proposal 

Party had objected to Brammertz\'s reappointment and that the 
members of the ICC Bureau are also ICC States Parties. End 
comment.) 
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11. (SBU) Michel said OLA and the Lebanese had yet to 
resolve questions about the tribunal\'s location or its 

financing. He said the UN had heard objections from \"various 
actors\" to using Cyprus as a location for the tribunal 

he did not specify other options. On funding 

the Secretariat would present options to the UNSC for its 
consideration. He noted Lebanese assurances that funding 
would not be a problem \"even if the cost of a tribunal 

exceeded USD 100 millionW but wondered how the GOL would be 
able to pay this bill without any funding from the Hariri 

family (which he emphasized must be a redline for the 
international community). Even if the GOL can come up with 
significant funds for the tribunal without help from the 

Hariris 

recommend that Lebanon contribute no more than 49 percent of 
the total cost -- lest it appear that the GOL could exert 

undue influence over the tribunal. 
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in provincial governments.\" These guidelines have had little 
effect 

leverage with provincial leaders. Provincial leaders and 
members of Congress have called for reforms 

unlikely in the coming months. 


8. (U) The GOA passed the Fiscal Responsibility Law (FRL) in 
2004. In theory 

governments more accountable for their spending. The law 
went into effect in the beginning of 2005 for provinces only 

as the GOA exempted itself from the FRL in the 2005 and 2006 
budgets. The FRL requires 

increase no faster than the rate of nominal GDP growth. One 
year later 

meet this requirement. A provision in the FRL for a program 

to bring non-complying provinces into compliance has not been 
implemented. 


9. (SBU) The Education Financing Law 

this January 

education funding to a level of six percent of GDP in the 
next five years. Many provinces say that the Education Law 
by mandating increases in provincial spending 

direct conflict with the FRL. The GOA transferred 
responsibility for education and health funding to the 
provinces in the 1990s 

co-participation revenues to adjust for this transfer 

because the co-participation system is extremely difficult to 
change. Instead 

Treasury Contributions (ATN) funds and annual bilateral 
provincial-GOA pacts in which the GOA agrees to transfer 
federal resources to selected provinces. Both of these have 
been sources of federal fiscal leverage over provincial 
governments. 


10. (C) Revenues in Argentina are strongly pro-cyclical. GDP 
growth remains strong -- estimated at 7-8 percent for 2006 by 
the Central Bank of Argentina -- but it is decelerating. If 
collections drop 
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national or provincial governments to compensate by reducing 
expenditures. Both national and provincial spending tend to 
rise in election years 

2007 are unlike to deviate from that trend. Four years of 
provincial and federal fiscal surpluses in the provinces is 

an unprecedented achievement 

shrinking. 


11. (C) President Kirchner is often lauded for his fiscal 
management 

very good politician 

powers very well to exert political control over governors 
and provincial parties. President Kirchner 

governor 

increase he approved for federal employees would create 
financial problems for many provinces to follow. In most 
provinces 

expenditures. But in a political sense 

gain from provincial fiscal weakness. Kirchner has held up 
federal transfers promised under bilateral pacts when 
governors do things he does not like (e.g. 

to La Rioja governor Maza in 2003 after Maza appeared at a 
public event with former president Menem 

to make his payroll; shortly thereafter 

Kirchner 

provincial indebtedness to the GOA and delays in ATN 
transfers to remind governors who controls the money that 
they need. This has played in some cases in convincing 
Radical Party governors to cross party lines and support 
Kirchner. It is no surprise that the major provincial 
opposition figures all come from provinces (Neuquen 

San Luis) that have oil or other revenue sources that are 
independent of GOA discretionary transfers. 


12. (C) In an institutional sense 

Co-Participation revenue system 

all revenues and returns a portion of them to the provinces 
through a set formula 

effect of divorcing provincial politics from taxation. It 

also magnifies the power of the President 

Co-Participation formulas have not been adjusted since 1988 
and most provinces therefore depend on additional transfers 
from the GOA to balance their books. The 1994 constitution 
calls for the Co-Participation formulas to be amended 

this has proven politically impossible for successive 
administrations. Reftel A provides a detailed explanation of 
the process of reforming the Co-Participation law 

requires absolute majorities in both houses of Congress and 
ratification by the legislatures every province. While 
Kirchner may be the first president since 1994 who has the 
political power to push through changes to the 
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Co-Participation formula 

incentive to do so 

removed the only external pressure for change. 


12. To see more Buenos Aires reporting visit our classified 
website at: http://www.state.sgov.gov/p/wha/buenosaires.< /a> 
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customer\" rules 
\"non-face-to-face\" credit card issuance. END SUMMARY/INTRODUCTION 


3. (U) BACKGROUND: Toronto was recently selected to host the 
secretariat of the Egmont Group 


SIPDIS 

anti-money-laundering (AML) and anti-terrorist-financing activities. 
The GOC will provide C$5 million to fund the secretariat\'s initial 
establishment in Toronto. This month 

native and former senior official responsible for financial 

services sector policy in the GOC\'s finance ministry 

presidency of the international Financial Action Task Force (FATF). 
Also 

on Money Laundering 


4. (U) FINTRAC: The GOC\'s financial transactions monitoring agency 
known as FINTRAC 

institutions and intermediaries. FINTRAC identifies suspicious 
transactions and passes on its intelligence to law enforcement 
agencies 

other countries. These flows of information are somewhat 

constrained by Canada\'s privacy laws and policies. 


5. (U) NEW LEGISLATION: The GOC\'s Finance Ministry confirmed on 
July 7 that it Vis planning to introduce legislation at the earliest 
opportunity that will improve monitoring and enforcement and 
strengthen FINTRAC\'s intelligence efforts." While such legislation 

has been in the works since before the election of the present 
Conservative Party government in January 

bring a bill forward is when Parliament resumes on September 18. 


6. (SBU) "KNOW YOUR CUSTOMER": Embassy has heard in recent months 
from U.S.-based financial services firms whose business includes 
\"non-face-to-face\" issuance of credit cards by mail 

online. These firms are concerned that the GOC\'s new legislation 

will include rules requiring greater verification of customer 

identity 

raised these concerns with the GOC 

have abundant direct access to the Finance Ministry and 

Parliamentarians 

their complaints 


Column 3 
otherwise appears to be a laudable legislative initiative. 


7. (SBU) OTHER MEASURES: Information gleaned from contacts and 
various reports suggest that the GOC\'s bill could include measures 
in the following areas: 


-- REPORTING ENTITIES: A wider range of entities (i.e. outside the 
financial services 

required to report certain transactions to FINTRAC. Contacts say 
that players in the gem 

likely targets. FINTRAC tells us that it would eventually like to 
Qlikely targets. FINTRAC tells us that it would eventually like to 

cast the net still more widely (e.g. to dealers in works of art and 
motor vehicles) 

more quickly than its resources. 


-- FINTRAC DISCLOSURE RULES: The list of data items that FINTRAC 
may disclose to law enforcement and international partners could be 
expanded somewhat. While this list is identical for Canadian law 
enforcement and for international counterparts 

currently covers a wide range of data about each suspicious 

financial transaction 

information such as the players\' telephone numbers. FINTRAC 
contacts note that 

open sources anyhow 


-- CHARITIESY REVENUE DATA: A GOC consultation paper on this issue 
also suggests that Canada\'s income tax law be changed in order to 

allow Canada Revenue Agency to share data on registered charities 

with law enforcement officials. 
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other perceived failings. A notable absence from the 
gathering was St. Lucia Prime Minister Kenny Anthony 
receiving medical care in Cuba. End summary. 


2. (U) Ambassador Kramer and Poloff attended events marking 
the twenty-fifth anniversary of the OECS in St. Kitts on June 

21 

conference 

the signing of the Declaration of Intent to Form an Economic 
Union 

of the OECS 

signing of the Revised Treaty of Basseterre on July 1 

(ref D). 


3. (U) Representatives from the nine OECS member states 
(independent nations Antigua and Barbuda 
St. Lucia 
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Grenadines 

Anguilla 

St. Kitts June 21-23 for what could have been a 
forward-looking and celebratory event 

characterized by excessive complaining. With the notable 
exception of a trade fair that demonstrated the 
entrepreneurial potential of the Eastern Caribbean 

that should have highlighted the progress made since the 1981 
founding of the OECS 

unified monetary system 

to the poor economic position in which the region finds 
itself. The blame was laid firmly at the feet of more 
developed countries and international donors. 


Opening Ceremony - Would You Like Whine With That? 


4. (U) In her opening remarks 

General of the OECS 

Caribbean political and economic integration should be 

carried out by the current regional leaders who 

their similar social and educational backgrounds 

common Caribbean culture. In contrast 

concerned that the next generation of regional leaders will 
have been influenced more by a globalized culture 

making them less likely to have a deep commitment to regional 
integration. Ishmael 

them\" mentality common within the Eastern Caribbean 
sub-region when she referred to CARICOM as another regulatory 
group with which OECS states have bilateral and cooperative 
relations. 


5. (U) Typical of sentiments expressed during the OECS 
meeting were the remarks of St. Kitts and Nevis Prime 
Minister Denzil Douglas 

suffering from the \"fallout of international incidents\" such 

as the termination of sugar and banana subsidies and 
preferential trade agreements. The PM said that the next 
step for the OECS was to sign its new economic union treaty 
that would forge closer trade ties; for this effort to 

succeed the region would need the support of its development 
partners (i.e. 


Trade Fair 


6. (U) The Trade Fair was the only event which showcased the 
potential of the region to move beyond its historical 
dependency on agriculture and tourism. Approximately sixty 
business ventures from various islands were present 

from entertainment to textiles 
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foods and beverages 

participate in the Trade Fair the companies had to have a 
business plan 

quality controls. The diversity of products 

promotional materials and packaging 

similar products from different islands showed the 
entrepreneurial promise of the region. 


Comrade Ralph on a Roll 


7. (U) An audible groan arose from various quarters as the 
garrulous outgoing OECS Chairman and PM of St. Vincent and 
the Grenadines 

tossing out his prepared speech because \"others had already 
touched on those topics.\" Speaking extemporaneously 
Gonsalves exhorted participants to remember 1981 

original Treaty of Basseterre brought the OECS to life 

look at the progress made since then. 


8. (U) Gonsalves echoed a refrain commonly heard in the 
Caribbean when he lambasted the U.S. for displaying \"arrogant 
triumphalism\" since the end of the Cold War for having the 
attitude that small island people are insignificant 

know what they are doing 

politically and economically. He also condemned the British 

for having amnesia with regard to the region 

only reason these small states entered the sugar and banana 
business was to support the British Empire. Now these 
staunch supporters of the UK and U.S. have been tossed aside. 


9. (U) \"Comrade Ralph 

in St. Vincent 

and the U.S. in particular for being selfish and arrogant in 
implementing disaster assistance for hurricane damage. He 
blamed the same countries who provide meager assistance to 
counteract the effects of global warming for making climate 
change so much more devastating to small island states. Ona 
roll 

principle against power and blasted the U.S. for increasing 
criminal behavior in the Caribbean 

criminals but by exporting \"ghetto culture\" through music 
movies 


A Rational Voice Is Heard 


10. (U) Incoming Chairman of the OECS and Prime Minister of 
Antigua and Barbuda Baldwin Spencer was more statesmanlike 
and conciliatory in his remarks than the other speakers 
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although he refrained from rebutting even their most 

outrageous claims. The PM noted that political and economic 
integration would affect the relationships of OECS member 
states that were moving from inter-governmental to 
supranational relations. Spencer attempted to allay the 

potential concerns of CARICOM counterparts present that OECS 
economic union might undermine the CARICOM Single Market and 
Economy (CSME) 

the Eastern Caribbean to participate fully in Caribbean-wide 
integration. 


Where is PM Anthony? 


11. (U) The absence of St. Lucia PM Kenny Anthony was noted 
considering the significance of the OECSVs twenty-fifth 
anniversary. The PM was with his wife in Cuba where they 
both reportedly received medical treatment. The PM 

due to call an election later this year 

his medical treatment a secret until rumors began circulating 

in St. Lucia and the Government had to release an official 
statement. 


Comment 


12. (C) Sadly 

to be a missed opportunity: rather than sharing a positive 
vision for the future 

intent on holding a pity party. Although they represent the 
smallest states in CARICOM 

integrated than CARICOM as a whole. OECS integration is 
proceeding 

CARICOM group 

personality conflicts among leaders 

among the island states will likely continue to slow the 
process. 
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funds made available by this Act may be provided to any unit 
of the security forces of a foreign country if the Secretary 

of State has credible evidence that such unit has committed 
gross violations of human rights 

determines and reports to the Committees on Appropriations 
that the government of such country is taking effective 
measures to bring the responsible members of the security 
forces to justice.\" 


4. (U) In order to comply with the Leahy Amendment 
has issued policy guidelines that require Posts to perform 
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human rights vetting for all units and individual members 
receiving FOAA-funded training or assistance. Participating 
in GPOI activities requires such human rights vetting as 
well. The Department encourages Post to consult \"A Guide to 
the Vetting Process\" located on the SIPRNet at 
http://aces.state.sgov.gov and reftels B and C for detailed 
guidance on Leahy vetting procedures and information. The 
human rights vetting process may be summarized under the 
following steps which are detailed more fully in reftels B 

and D: 


(a) U.S. Embassy investigates unit/individual for human 
rights violations by reviewing files and databases 
the Abuse Case Evaluation System (ACES) database. 


(b) If derogatory information is found оп an individual 

presented for vetting 

vetting will enter that information into the ACES database 
(please see ACES user manual for complete instructions on how 
to use ACES located on the SIPRNet at 
http://aces.state.sgov.gov). 


(c) The U.S. Embassy cables the regional bureau at the State 
Department with search results and requests a similar review 
of the Departments files/databases. 


(d) Information on the unit/individual is circulated to 
appropriate personnel in the State Department 
Bureaus of Democracy 

Intelligence and Research (INR); and Political-Military 
Affairs (PM) for review. 


(e) If no credible derogatory information is found 

regional bureau sends a reply cable to Post indicating that 
no credible derogatory information has been found and the 
individual/unit may participate in training/assistance. 


(f) If credible derogatory information is found 

bureau sends a reply cable to Post indicating that credible 
derogatory information has been found and the individual/unit 
may not participate in training/assistance. Any ongoing 
training/assistance will be terminated immediately. 


5. (U) The Department points of contact for GPOI are: 
PM/PPA Rachel Featherstone (202-647-7092) 
(202-647-3034) 

Department point of contact for Leahy vetting is: PM/PPA 
Nicole Porreca (202-647-4998). 


End text. 
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SINCEREST CONGRATULATIONS ON THE DAY OF THE DECLARATION O 
INDEPENDENCE OF THE UNITED STATES 

FOR PROSPERITY AND WELFARE TO YOUR GREAT NATION." 


3. Post responded to both Fernandez and Troncoso with a 
thank you letter from the Ambassador. 
HERTELL 
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2. Koruma Lenex does not appear to be selling ammunition to 
Armeria Rex. Questioned about the unusually large quantity 
of ammunition recently imported 

single transaction for the Ministry of Public Security. With 
some effort (records at Koruma Lenex are stored haphazardly 
in boxes in a closet) Aguilar was able to produce a file 

related to the transaction which included a receipt from then 
GDAE Director Erik Karolicki. The transaction consisted of 
800 

caliber ammunition. 


3. Koruma Lenex is not a traditional arms dealer in that it 
does not sell weapons to the general public even though it 
has all the necessary permits to do so. Weapons sales are a 
side business conducted by lots purchased in advance by the 
Costa Rican government (GOCR) 

Armeria Rex. Koruma Lenex\'s primary business remains the 
sale of uniforms 

equipment. The business has grown significantly since our 
last visit in October of 2004. A recent purchase of gas 

masks from the U.S. for the national bank was lucrative 
according to Aguilar. Also growing rapidly is the demand 

from security firms for cheap shotguns which Aguilar is 
importing from Turkey. The business has outgrown its current 
facility and will soon have to move to a larger one. 

Security arrangements which seemed adequate when handguns 
were occasionally stored on the premises have not been 
upgraded and are not sufficient for the number of shotguns 

(at least 300) that Aguilar intends to sell before moving to 

a new facility. Per question reftel 

possession of the 20 Marlin rifles 

directly from the customs clearance warehouse to Armeria Rex. 


3. Aguilar denies attempting to circumvent U.S. export 
controls and suggested that the GDAE should change the format 
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of its import license paperwork which currently allows only 
two categories: importation for the GOCR or for commercial 
resale. The commercial resale category is overly broad and 
most dealers automatically use it 

for government contracts 

documentary requirements. Aguilar also stated that the U.S. 
exporter 

Rican dealers to reduce the quantities of arms requested and 
to use the \"for resale to consumers in Costa Rica\" 
declaration as the least restrictive and most probable way to 
obtain an export permit from the State Department. 


4. In Post\'s assessment 

recipient of US weapons if and when it is purchasing those 
weapons on behalf of the GOCR. Since Koruma Lenex only sells 
weapons by lots 

satisfaction the end user of every lot of weapons he imports 

from the U.S. Post believes we can rapidly and independently 
verify any GOCR weapons contracts Koruma Lenex may claim. 
FRISBIE 
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\"Most of our problems with Israel involve borders and land. As for 
Israels problems with us 

and its existence as a Jewish entity next to Arab Muslims. The best 
evidence for this is the Camp David Accords. Israel pressed for 
normalization of relations in return for giving back land. An 
objective look at Israel reveals that it is an economically and 
scientifically advanced country. It wants to become a regional 
hegemon through its human and natural resources. After that 
would use its commercial and public relations expertise along with 
its scientific advances to establish a strong economy and state." 


-- Liberal writer Mr. Abdul Latif Al-Duaij stated in progressive 
Arabic daily Al-Qabas under the title "Take Your Hands off of 
Lebanon!" (7/15): 


\"We salute the Saudi position that has shown a courage missing in 
most Arabs since the days of Sadat. We call for Arab condemnation 
not only of Hezbollah but of the dark powers hiding behind it. The 
Lebanese have suffered greatly and lost everything 

they are Israel\'s neighbors and not because they were chosen to 
sacrifice their land 

lost everything because they were a model for Arab social and 
political development and advancement. The things feared most by 
the bats of darkness and the powers of repression 

Israel" 


-- Al-Qabas staff editorialized on the progressive Arabic daily\'s 
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front page under the title \"Lebanon is Our Collective 
Responsibility\" (7/15): 


\"It is time to regain Lebanon and for independent decision-making to 
take hold. Arab countries should protect this return with support 

for the Lebanese government and a refusal of any transgressions 
against it or any interference 

Lebanon alone would pay the price. What is needed is for this not 

to be repeated and for Lebanon not to be used for others\' purposes 
to fight Israel to the last Lebanese.\" 


-- Under the title \"Allah 
Khalifa remarked in moderate Arabic daily Al-Rai Al-Aam (7/15): 


\"With the taking of two Zionist soldiers and the killing and 

injuring of dozens of others 

achievement to its portfolio. It sits high on Arab dignity and 
Islamic pride. It has tipped the scales in Palestine 

Zionists to run out hysterically randomly bombing everywhere in an 
attempt to restore morale among its soldiers. Hezbollah did not 
leave the Palestinians alone to suffer and sends a message today 
that the time for Zionist arrogance is long gone.\" 


-- Qassim Hussein Awad argued in moderate Arabic daily Al-Rai Al-Aam 
under the title \"Heroes of the Lebanese South\" (7/15): 

\"We all stand today with respect and admiration for Mr. Hassan 
Nasrallah and the heroes of the Islamic resistance in Southern 

Lebanon for their steadfastness. The heroes of the south have 

proven that they have a right to work towards a single goal and that 

is not to live repressed and disgraced.\" 


-- Mohamed Gharib Hatem inquired in moderate Arabic daily Al-Watan 
under the title \"Lebanon is Bleeding 


\"Lebanon of all sects and religions screams Arabs 

nation 

Conference 

is the United Nations from this barbaric invasion of Lebanese 
soil?\" 


-- Political Science Professor at Kuwait University 

Khalifa Al-Shaijy noted in a piece in moderate Arabic daily Al-Watan 
titled \"The Expansion of the Crisis: It is War... The Middle East on 
Hot Tin\" (7/15): 


\"The only consistent aspect in Israel\'s policy of being on the edge 
is the transgression against Lebanese sovereignty. This is all 
taking place before our eyes on the television screens. It is live 
coverage of the humiliation of all Arabs who stand unable to move 
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and divided. These Arab divisions and weaknesses are met on the 
other side by international acquiescence of Israeli arrogance.\" 


-- Editor-in-chief of pro-government Arabic-language daily 
Al-Seyassah Ahmed Al-Jarallah penned on the front page of the 
newspaper 

(7/15): 


\"Under the name of resistance against Israel 

overstated 

Palestinians and Lebanese. Arab governments have been put in an 
awkward spot between political reality and popular views 

results of which will only be more political and economic 
destruction.\" 


-- Professor of Political Science at Kuwait University 
Yousef Al-lssa commented in pro-government Arabic daily Al-Seyassah 
in an article titled \"Mass Punishment\" (7/15): 


\"What is needed today after the Israeli assaults on Beirut and Gaza 
is a review of the peace process in the Middle East. The two 
possibilities are either a real peace that guarantees the rights of 

the Palestinians 

Palestinian state 

and terrorism forever. The latter means the return of the entire 
region to the cycle of violence.\" 
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was still not prepared to allow a UN peacekeeping force 
instead urging that both Sudan and the United States \"move to 
the middle and find a common position\" to bring peace to the 
region. A meeting between President Bashir and his top 
advisors -- scheduled later on the afternoon of July 15 -- 

could open a way forward 

looks forward to preparing its own plan 

with A/S Frazer in Brussels. End Summary. 


0.5. 
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2. (C) CDA Hume recounted for Magzoub a July 13 meeting 
between AU Special Advisor Sam Ірок and key donor 
representatives (Ref A). The AU was doing nothing to 
implement the DPA 

support the agreement. The CFC had done nothing to 
investigate fighting between the SLA\'s Minawi and Abdulwahid 
factions near Korma 

his deputy had even attended the July 12 CFC meeting. Most 
recently 

forces several times near Muzbat within the past 24 hours 
and AMIS had done nothing to respond. (Post will report on 
the most recent attacks septel). The AU peacekeeping force 
was collapsing 

force was no longer tenable. 


3. (C) Magzoub \"fully agreed\" that the AU was not meeting its 
responsibilities 

tough meeting\" with Ibok. Magzoub had pressed Ірок to 
clarify the membership of the CFC 

hold a second Joint Commission meeting. He had pushed the AU 
to launch the Darfur-Darfur Dialogue 

for the wealth and power sharing provisions of the DPA. 
Sudan had even offered money to support the AU\'s efforts 
Magzoub revealed 

intentionally was dragging its feet because Nigerian 

President Obasango wanted to wait for an AU/UN transition 
believed. But even if Sudan were to agree to a transition in 

six months 

not maintain peace in the interim 


4. (C) President Omer al-Bashir had called a meeting of his 
top advisors for the afternoon of July 15 

make a full evaluation of the situation in the field. 

Mazgoub hoped it would point a way forward. Sudan and the 
United States must push the AU to start moving 

the Joint Commission. But the Joint Commission also includes 
the UN 

position towards the UN. \"Let us speak about the AU Plus 
only for the sake of the Government 

have to strike a balance to avoid political problems.\" 


Preparing for Brussels 


5. (C) The Government was looking forward to talks in 
Brussels with A/S Frazer 

its plan on empowering AMIS to implement the DPA 
wanted to leave the door open to dialogue 

the need for UN forces 
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evaluation down the road. In the meantime 

United States had to agree on a new formula to overcome 
weaknesses in AMIS 

team. 


6. (C) But Hume reminded Magzoub that AMIS needed more than 
just incremental changes. A few foreign verifiers or NATO 

staff officers would not help; neither would new commanders 

or new battalions. President Bush had already asked African 
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leaders to send more troops 

muster 8800 troops 

help support its operations -- compared to the 4000 civilians 
the UN envisages for force just twice the size. AMIS was 
failing 

expanding it. Sudan 

outright. The United States was not a party to the 
International Criminal Court; unlike some of its allies 

favors a UN mandate in Darfur that focuses solely on 
peacekeeping. UN troops could not come without Sudan\'s 
approval 

current position 

the situation deteriorates 

Hume asked pointedly. 


7. (С) Sudan\'s position would be better defined by Monday 
afternoon\'s meetings with A/S Frazer 

and the United States must find a way forward together and 
not go forth in confrontation 

should move to the middle and find a common position 
urged. 


Comment 


8. (C) Magzoub focused less on sovereignty 

and popular opposition to UN forces -- and more on seeking 
middle ground -- than in previous meetings (Refs B 

D). The Government understands that AMIS is collapsing 

it is not yet intellectually or politically ready to agree to 

a UN deployment. Bashir\'s July 15 meeting with his advisors 
may help 

the Sudanese a way out of their self-made dilemma. 

HUME 


71469 
71470 
71471 


Column 3 

71472 

The Liberian CDA complained that she was being unfairly 
recalled 

contacts. The Liberian diplomat claimed that she herself 

was a loyal supporter of President Johnson-Sirleaf and her 
\"one China \" policy and had not been involved in the exchange 
of messages between Snowe and Chang. CDA Thomas-Camara 
asserted that 

other officer 

as the conduit for the Snowe-Chang exchanges. 


COMMENT 


3. (C) Chang 

we view him as an exceptionally energetic diplomat who is 
committed to countering PRC influence in West Africa -- all 
the more so following Senegal\'s 2005 establishment of ties 
with the PRC. We would not rule out further efforts by Chang 
to advance the Taiwanese presence in the sub-region 

in Liberia or elsewhere. END COMMENT. 

STAFFORD 
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developments made am already complicated region much more 
precarious. He said he was under instructions from the Amir 

to ask the U.S. to place more effort on encouraging Israel to 
cease all military operations in Lebanon 

Gaza. 


2. (C/NF) Al-Jarallah continued that the escalation of 

violence hurt civilians most and commented that the Israeli 
response \"puts your (U.S.) friends in the region in a 

difficult situation. He said the GOK was aware of U.S. 
statements and hoped the effort would continue and succeed in 
getting Israel to stop the attacks. Referring to the July 14 
statement by Saudi Arabia 

Minister Shaykh Dr. Mohammed also condemned Hizbollah\'s 
actions before departing for the Arab League meeting in 
Cairo. The FM will press AL members to issue a balanced 
statement similar to Saudi text. Al-Jarallah was hopeful 

that Vsomething positive\" would be issued the evening of July 
15. 


3. (C/NF) The CDA appreciated GOK concern and its 
constructive approach 

self-defense. He offered condolences on the deaths of two 
Kuwaitis killed during an attack in Tyre and reconfirmed U.S. 
engagement 

the region 
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to her counterparts 

and advising him of the increase in U.S. assistance to the 
Palestinian people. He also welcomed an AL statement along 
the lines of the Saudi statement and encouraged the GOK to 
make AL members aware of the destructive influence of Iran 
and Syria. Al-Jarallah agreed that Iran and Syria fueled the 
escalation of violence and Syria\'s role only encouraged 
Hizbollah supporters who sought to control all of Lebanon on 
behalf of Syria. He continued that Iran and Syria must 
immediately stop their provocation and said Egypt had 
delivered a strong message to both governments. He was 
confident Shaykh Dr. Mohammed would speak to Syrian FM 
MuVallim while in Cairo and expected Saudi FM Prince Saud 
Al-Faisal to do the same. 
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understands.\" While the Sunni Bahraini leadership will 
approach the issue in lock-step with such key allies as Saudi 
Arabia 

tricky domestic situation 

arouses strong passions in the country\'s majority Shia 
population. End summary. 


2. (U) King Hamad met with Jordan\'s King Abdullah during a 
brief stop in Manama the evening of July 14 to consult on the 
escalation of events in Lebanon 

statement released July 15 

to resolve disputes through diplomatic means 

self-restraint and warned of the danger of escalating 
violence. 


3. (U) Earlier July 14 

Egyptian-Jordanian statements issued July 13 

called publicly for an immediate halt to the escalation of 
military actions between Lebanon and Israel. He urged \"key 
international parties to use their influence to encourage 
negotiations and the adoption of an Arab peace initiative as 
a solution 
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Bahrain Wopposes any acts that endanger Lebanon and its 
sovereignty\" and denounces any use of force targeting 
civilians or civil establishments. The King urged a return to 
rationality to avoid miscalculated risks and actions that 
affect Lebanon\'s sovereignty. 


4. (U) In a statement to Bahrain television 

Minister Shaikh Khalid Bin Ahmed Al Khalifa said that the 
instability in the region has caused severe damage to 
Lebanon\'s infrastructure and has resulted in the death of 
innocent civilians. King Hamad and FM Shaikh Khalid had met 
to discuss actions being taken to facilitate the return of 
Bahrainis from Lebanon. 


5. (U) The press reported that First Deputy Chairman of the 
Council of Representatives (COR) Abdulhadi Marhoon will call 
for an urgent meeting of the COR to discuss means of support 
to Lebanon. He called on other Arab parliaments to use their 
influence to put international pressure on Israel to cease 

their actions. 


6. (U) According to pro-Shia newspaper Al-Wasat and 
pro-Baathist Akhbar Al Khaleej 

political societies that boycotted the 2002 elections issued 

a joint statement hailing the capture of Israeli soldiers in 
Palestine and Lebanon. lt said that there was happiness in 
the Gaza Strip 

worlds after the killing of an Israeli soldier and the 

capture of two others. \"Due to American aid to some Arab 
regimes that signed peace agreements with the Zionist entity 
these regimes have pulled themselves from the struggle 
weakened the resistance 

and democracy for their peoples. The statement also 
demanded that Arab governments allocate financial support for 
the Palestinians and Lebanese. 


7. (U) Sunni Shaikh Juma Tawfiq said July 14 that even 
though Arab and Islamic nations condemn Israel\'s actions 
action is being taken to protect Lebanon as its 
infrastructure is destroyed 

of the world. He criticized the Arab League saying there is 
really no need for its representatives to meet since their 
reaction is predictable and there will be no concrete action. 
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He finished his address saying that the weapons of the 
state have rusted and its ammunition has become ineffective.\" 


8. (U) Shia Shaikh Mohamed Al Mahfoodh 

Shirazi branch of Shiism 

hesitancy to use the armies and weapons at their disposal to 
challenge Israel. He claimed that Arab publics are out in 

front of their governments in terms of confronting Israel. 

He questioned how much Arab governments value their citizens 
compared to the apparent value of Israeli citizens to the 
\"Zionist entity.\" 


9. (U) Sunni Shaikh Salah Al Jowder criticized Israel over 
the aggression against innocent people in Lebanon and 
Palestine. \"Isn\'t it Israel who is the sponsor of 
international terrorism? Isn\'t Israel the sponsor of 
destruction and sabotage in the world?\" He called on 
international 

halt the Israeli actions against Lebanon and to lift the 
siege on the Palestinians. 


10. (U) Shia clerics led demonstrations following Friday 
prayers July 14 in Manama and Diraz 

leading Shia cleric Shaikh Isa Qassim delivers his messages 
to express their solidarity with the Palestinian and Lebanese 
peoples. Leading cleric and Al Wefaq political society 
General Secretary Shaikh Ali Salman 

clerics 

between 700 and 3 

reportedly called for continuing protests. 


11. (U) Akhbar Al Khaleej columnist Mohamed Al Shehabi wrote 
July 14 that Hezbollah leader Sayed Hasan Nasrallah\'s 
\"Sincere Promise\" has been achieved and that it is just a 
matter of time before victory over the \"Zionist enemy\" will 

be realized. He anticipates that Israel will attempt to 

launch further attacks on Southern Lebanon in an attempt to 
raise the morale of Israel\'s soldiers and portray its 

strength 

VSincere Promise\" will have a major effect on the regionVs 
politics and will reach to Washington. 


12. (U) Fellow Akhbar Al Khaleej writer Hafedh Al Shaikh 
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July 13 described Hezbollah\'s capture of the Israeli soldiers 
as a heroic operation. Israel's anger will be doubled now 
with soldiers captive in both the Gaza Strip and in Lebanon. 
Al Shaikh calls Hezbollah\'s capture of the soldiers a \"gift 
to Hamas and all the Palestinian people\" because it will 
necessitate negotiations leading to the release of 10 

Arab captives in the hands of Israel 

children. 


13. Embassy contacts from the Shia community stated that 
Bahrain\'s Shias were glued to their television sets yesterday 
watching Nasrallah\'s speech. While a small minority believe 
taking Israeli soldiers hostage was a mistake 

our contacts 

people 

only language Israel understands.\" They understand the 
consequences will be detrimental to Lebanon and the region 
but many believe \"Arab resistance\" must be supported 
regardless of the price to be paid. They distinguished 
between Nasrallah as a leader and the Hezbollah movement 
noting that Nasrallah\'s enhanced stature did not necessarily 
translate into greater support for Hezbollah\'s political 
ascendance. Positive popular reaction 

reminiscent of the atmosphere when the Israelis left southern 
Lebanon in May 2000. 


14. (C) Although there has been extensive local media 
coverage and attention to the fighting between Hezbollah and 
the Israelis and the ongoing actions in the Gaza Strip 
protests and commentaries have 

anti-American. On a policy level 

lock-step with key allies such as Saudi Arabia 

Egypt in reacting to developments in Lebanon. But the Sunni 
Bahraini leadership faces a tricky domestic terrain. In the 
politically volatile run-up to this fall\'s parliamentary 

elections 

could potentially arouse strong Shia passions. With the 
election date still not formally set 

could add more uncertainty into the mix. 
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safeguarding the security of the Lebanese people and ending 
the Israeli aggression.\" 


2. (SBU) Khalifa 

support to Lebanon and condemnation of \"the Israeli 
aggression on the sovereignty 

infrastructure of Lebanon.\" The official news agency WAM 
said that Khalifa called on the international community \"to 
redouble efforts\" to "immediately and urgently end the 
current aggression on Lebanon\" and that \"the President 
underlined the need to implement the relevant Arab and 
international resolutions on Lebanon 

Khartoum Summit resolutions in addition to UN Security 
Council resolutions 1559 and 1680.\" 


3. (C) U/S for Political Affairs Tariq Haidan told 

Ambassador July 15 that the UAE had made no further promises 
of aid to Lebanon during Hariri\'s visit and was \"waiting to 

see\" what might be required when the situation stabilized. 

The UAE already provides aid to Lebanon in the areas of 

police 

refugees. 


4. (SBU) Suggesting the importance the UAE\'s rulers place on 
solidarity with Lebanon at this juncture 

meeting was attended by Abu Dhabi were Crown Prince Mohammed 
bin Zayed Al-Nahyan 

(the Ruler\'s Representative in Abu Dhabi and the Eastern 
Region) 

Zayed Al-Nahyan 

Al-Nahyan 

agency also reported on a July 15 meeting chaired by Prime 
Minister Mohammed bin Rashid at which the UAEG reiterated the 
essence of President Khalifa\'s statements regarding 

solidarity with Lebanon 

calling for the implementation of relevant UN resolutions. 

SISON 
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Sulaymaniyah 

Fattah Khalil 

Mohamed-Amin.. END INTRODUCTION AND SUMMARY. 
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(C) HISTORY AND STRUCTURE OF THE REFERENDUM MOVEMENT 


2. (C) IPAO on 3 July 2006 met with KRM leaders to discuss their 
organization\'s history and structure 

future 

goals. The movement developed following Operation Iraqi Freedom 
from 

Kurdish concerns about Coalition plans for the Middle East as a 
whole 

and for the Kurds in particular. A group of Iraqi Kurdish 
intellectuals 

met in Sulaymaniyah in July 2003 to establish a plan for Iraqi 
Kurds to 

determine their own destiny 

several 

cities in Kurdistan as well as to Kirkuk 

The 

KRM held its first conference in Arbil in December 2003 

which the 

KRM collected over 2 million signatures to present to the lraqi 
Transitional Government 

Forces to 

demand that Iraqi Kurds be given the right to hold a referendum 
to 

decide their future political status in Iraq. With the second 
conference 

Non-Government Organization. A third conference is being 
organized to 

meet in Arbil in late July or early August 2006 

members 

will meet to chart the future course of the organization. 

Currently 

the KRM is organized around 8-member \"high committees\" located in 
Kirkuk 

Beneath the 

high committees are local \"coordination committees\" for each of 
which at 

least one member must also be a member of the high committee. 
The 

coordination committee is responsible for mobilizing the Kurdish 
people 

for demonstrations or any referendum action. The KRM leaders 
claim to 

have coordination committees in nearly every village and town of 
the 

Kurdish areas in Iraq. 


Column 3 
(С) INDEPENDENT -- BUT TO WHAT DEGREE? 


3. (C) The representatives asserted the KRM has no plans to 
become a 

legitimate political party to run against the Kurdistan 

Democratic Party 

(KDP) and Patriotic Union of Kurdistan (PUK) and has no formal 
connection with the two main Kurdish parties. The members also 
claim 
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that the KRM maintains its independence and that the 
organization is not 

associated with any specific party 

from many 

political parties to include the KDP and PUK. This independence 
permits 

the KRM to move across political sectors and garner wide public 
support. 

The leaders noted 

Kurdistan 

Regional Government (KRG) 

much of 

its security 

January. (Note: according to anecdotal reports 

created 

with the consent of the two main Kurdish parties 

assist 

Kurdish leaders during negotiations with Baghdad by permitting 
them to 

point to Kurdish popular sentiment in favor of secession and 
independence. End note.) The members also cited several 
parties whose 

goals are closely aligned with those of the KRM 

Kurdistan 

Toilers Party 

Kurdistan 

Islamic Union. 


(C) PLATFORM OF ANTI-CORRUPTION 


4. (C) The KRM leaders staunchly support recent KDP and PUK 
efforts at 

political reform and ending corruption in the Kurdish region. 

Asa 

popular movement 


Column 3 

mobilize a 

groundswell of public sentiment to achieve genuine party reforms. 
According to the representatives 

PUK 

establishing an Office of Questions 

investigating any reports of corruption or abuse on the part of 
PUK 

officials. The KRM is also behind efforts to campaign against 
suppression of free press and maintains close ties with the 
regional 

media. 


(C) SIGNATURES 


5. (C) The KRM members said their organization would address 
several 

issues immediately. Currently 

internationally to recognize Kurdistan\'s right to hold a 
referendum on 

independence. The KRM will now begin collecting signatures in 
Kurdistan 

to legitimize this right to the new Iraqi government. Like other 
Kurdish groups 

implementation of Article 140 

disputed 

areas 

The 

KRM leaders stated that so-called \"new Arabs\" or \"settlers\" have 
committed human rights violations and must return to their 
places of 

origin as part of implementing Article 140. None of the KRM 
members 

present indicated any faith in the new prime minister 

that like 

Jafari 

and 

make unilateral decisions from Baghdad that are designed to 
distract 

from normalization of Kirkuk. The KRM representatives also 
noted that 

the federal constitution does not protect the rights of Kurds. 
The new 

KRG constitution is supposed to protect Kurdish rights but does 
not 

enshrine KurdistanVs right to self-determination 

claims 

is one reason the draft has not yet been ratified. The members 
alleged 

the KRM mobilized popular support to amend the KRG constitution 


Column 3 
to 
include language on self-determination. 
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(U) COMMENT 


6. (C) If effective in mobilizing public support for a 
referendum on 

independence 

regional media 

could 

constitute a potential recipe to radically alter the current 
more 

moderate 

Although the 

KRM apparently lacks the necessary resources to launch a 
large-scale 

campaign to challenge the two main parties 

backing one 

of the alternative Kurdish parties 

transform 

Kurdish politics and bring the independence issue to the fore 
during the 

referendum on Kirkuk and upcoming provincial elections. 
JBIGUS 
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agreement" to prevent internal insurgents from attacking each 
other\'s 

border areas. The PUK also had a formal relationship with 
leaders from 

three lranian Kurdish cities. However 

national 

government had nothing in common 

language 

national goals 

Iranians 

actively worked against Iraq. For example 

given safe 

haven to 600 Sunni members of the Ansar al-Islam terrorist group 
before 

returning them to the southern areas of Iraq. 


(C) Article 140: Control of Kirkuk Protects KRG 


3. (C) Mustafa insisted the Kirkuk referendum take place on time 
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in 2007 

because the KRG needed the increase in national budget pie that 
co-opting Kirkuk province brought. The KRG could then spend 
more on the 

poverty-stricken IDP areas of Kirkuk 

categorized 

KRG funding as akin to strategies used by the Jews in Palestine. 
Controlling Kirkuk was also key to the KRGVs strategic position 
for 

protecting Sulaymaniyah and Erbil from insurgents. The KRG 
could take 

over the management and protection of sensitive sectors 
including the 

oil facilities and pipelines. 


(SBU) Changes Within the PUK 


4. (SBU) The two-month process of re-electing PUK leaders in 
villages 

districts 

began 

July 1st. Mustafa said the bottom-up shake-up of party 
leadership was 

intended to invigorate the party 

younger 

members 

Central 

Committee and Politburo\'s monopoly on decision-making. 


5. (SBU) Mustafa said the minimum age to run for election to the 
party 

leadership was lowered from 30 to 16 years old. Minimum 
membership was 

also lowered from 15 years to 6 months and the requirement for a 
university degree was eliminated. They hoped more women would 
run for 

office however it was difficult at the village level. In 

theory 

central organization (district) would have one woman. 


6. (C) The PUK also adopted Mustafa\'s initiative to establish a 
bureau 

of inquiry to combat corruption within the party. The bureau 
could 

investigate any member or rumor and had free reign to ask about 
any 
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matter. It was not meant to address historical crimes 

corruption - 

e.g. to examine the source of new wealth. The internal 
committee would 

include three members: a judge 

member of the 

PUK leadership. The bureau could revoke party membership and 
decisions 

could not be appealed. 


(C) COMMENT: 


7. (С) Mustafa\'s effort to distance the KRG from the Iranian 
government 

comes after a local paper leaked a secret meeting between the 
Iranian 

Intelligence and the PUK and KDP politburos. Many of the changes 
in the 

PUK are Mustafa\'s 

attempt 

to include a younger audience. He is a strong advocate for party 
adaptation to the new Iraq for the sake of survival and an 
important PUK 

supporter of KRG Prime Minister Barzani. End Comment. 
JBIGUS 
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\"weak.\" Initial press reports show that Saudi clerics seem 

to have avoided the issue during their weekly Friday sermons. 
ConGenOffs will be following up with religious scholars in 
Jeddah to further assess the views of the religious 
community. END SUMMARY. 


THE INTERNET 


2. (SBU) Although Saudi Arabian press has remained in step 
with the July 14 official Saudi Press Agency statement 
regarding the situation between Israel and Lebanon 
grassroots reactions are showing broad differences of 
opinion. Several websites in the Kingdom 

fundamentalist \"Al Saha\" and more moderate \"AlQuma\" pages 
have become outlets for a wide range of opinions 

whom conflict with the official Saudi position. Hits on 

those websites have sky-rocketed 

listed on the webpages 

in the first 24 hours after the release of the statement. 


Column 3 

3. (U) Grassroots anger toward the government has been 
fueled by what many are calling a surprisingly weak 
government position vis a vis Israel and Lebanon. The 
official statement 

begins by noting that the Kingdom supports \"the right of 
people under occupation to fight this occupation in all its 
forms\" and maintains support for \"legitimate Palestinian 
resistance which aims at resisting military occupation and 
avoiding harming the innocent.\" However 

the official missive said that with respect to \"the bloody 
painful events currently taking place in Palestine and 
Lebanon 

difference should be drawn between legitimate resistance and 
miscalculated adventures carried out by elements inside the 
state and those behind them without consulatation with the 
legimate authority in their state and without consultation or 
coordination with Arab countries 

dangerous situation exposing all Arab countries and their 
achievements to destruction with those countries having no 
say.\" 


4. (U) The website posters who support the government\'s 
statement have voiced strong anti-Hizballah views 

the Saudi government and noting that \"Hizballah made a 
mistake and Lebanon is paying for it.\" Others seem to be 
using self-preservation and anti-Shia views as the basis for 
their opinions. For example 

writer 

well-being;\" adding that the government has finally \"learned 
from our old mistakes and (is) aiming for the future.\" 
Another poster criticized Hizballah saying it \"was planted by 
the Iranian revolution\" and \"If we don\'t stop them now 

will spread all over our region.\" 


5. (U) Much stronger views have emerged from those who see 

poor leadership at the root of the Kingdom\'s official 

position. Many posters have described the government 

statement as \"cowardly\" and \"weak\" 

calling it a \"scandal on all aspects\" and daring to suggestthat \"we should pros 
this statement at this critical time. Aother annymous 

poster added that \"the statementclearly indicates how weak 

our leaders are. Ourleaders are obviously following 

instructions fro the West.\" 


6. (U) Some website postings have addressed what they view 
as inappropriate changes in Saudi Arabia\'s foreign policy. 

For instance 

language\" to address regional connections and claimed that 
because \"it came out so quickly and prematurely condemned 
Hizballah more than the Israelis\" the statement was really 
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\"more of an American position supporting Jews than an Arabic 
position.\" 


CLERICS 


7. (C) As an interesting counterpoint to the internet 

activity 

political views regarding the Lebanon crisis during this 
week\'s Friday mosque sermons. Initial press reports of the 
sermons from clerics in Mecca and Medina reflect no mention 
of the hostilities in Lebanon or of Israel. That omission 

has also been a target for internet posters 

criticized the religious community for overlooking such an 
important issue. NOTE: ConGenOffs plan to meet with several 
religious scholars in Jeddah during the next few days and 

will report on their views 


8. (C) COMMENT: Although internet criticism is not uncommon 
in Saudi Arabia because of the anonymity it offers 

postings are examples of the continuing divide between the 
government and the views of the general Saudi populace. END 
COMMENT. 
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goes on 
inside it.\" 


8. (C) Mustafa said succession of the KRG presidency was not an 
issue. 

Unlike in the U.S. 

responsibilities with the Vice President. The secession order 
went from 

President 

Minister. In reality 

obviously 

more powerful than Parliament Speaker Adnan Mufti. 


(C) COMMENT: 


9. (C) The joint meeting of the party politburos is a very 
positive 

sign 

fundamentals. The 

decision to not appoint deputy ministers is probably more out of 
a 

disagreement over who to appoint 


Column 3 

and Omar 

Fattah make work more efficiently. Party stalwarts are all 

saying the 

right things 

cooperation is 

firmly upon us. In this regard 

benefit from 

increased U.S. support - both moral and technical. End Comment. 
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Ministry of Finance 


4. (C) Barzani said the KRG Ministry of Finance should have a 
budget by 

2007. Ten committees had been established to unite the financial 
regulations 

currently funds were limited and there was no sense of the 
budget. 


Education System in Dire Need of Assistance 


5. (SBU) Barzani said the KRG badly needed assistance in 
developing the 

education system. They needed new schools 

anda 

revised curriculum. Barzani asked for teacher training not only 
in 

their subjects but to develop tolerance of diversity and 
knowledge about 

democracy and the principles of a civil society. 


6. (SBU) Many schools had three shifts a day because there were 
not 

enough classrooms for children to attend at the same time. 

After 2003 

expectations for the future rose and many wanted to resume their 
education. Every year 

returned to 

school. Eight hundred new schools were needed throughout Erbil 
Dohuk 

and Sulaymaniyah. He said the South Koreans were doing an 
excellent job 


monitoring construction of the 52 schools they were building. 
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7. (С) Barzani said the national education curriculum was 
inappropriate 

for schools in the Kurdistan Region. The sciences were not a 
problem 

however the history of Iraq tended towards an Arab-centric 
version 

describing the region as the \"Arab homeland\" and the Tigris and 
Euphrates rivers as the \"source of the Arab world.\" There was 
also too 

much focus on Islam and a differing view on Palestine. He said 
the KRG 

did not want violence and intolerance taught in the KRG schools. 


8. (C) Barzani said that five years ago he had closed an Islamic 
college 

in Dohuk because of its strict religious curriculum. He refused 
calls 

to reopen it despite partial funding by Saudis and private 
offers to 

help. 

He said that since closing the school 

been 

easier 

to deal with. 


COMMENT: 


9. (C) The quick passage of the Investment Promotion Law was 
expected. 

The KRGVs next step will be to coordinate with the central 
government 

on large investment projects and implement much needed banking 
and 

legal frameworks. Education in the Kurdistan Region is as dire 
as 

the Prime Minister represents it. Providing additional U.S. 
assistance 

in education is an opportunity to affect the population in real 
terms. 

End comment. 
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flagrant aggressions\" perpetrated by Israeli military forces 
against Palestine and Lebanon 

bring Israel \"to withdraw its forces 


Column 3 

against the Palestinian people and Lebanese territory 

liberate Palestinians and Arabs detained in Israeli jails.\" 

The statement also stated that Algeria had never ceased to 
support the establishment of a Palestinian state with 
Jerusalem as its capital. The press reported July 15 that 

that Algeria\'s UN Mission had called for the Security Council 
to take action to halt Israel\'s attack on Lebanon. Earlier 

in the week (July 12) while on an official visit to London 
President Bouteflika refrained from pointed criticisms in an 
address before the Arab ambassadors to the United Kingdom. 
He reaffirmed Algerian support for the peace plan adopted by 
the Arab League at its 2002 summit in Beirut 

roadmap 

a Palestinian state with Jerusalem as its capital 

recovery of Israeli-occupied areas in Syria and Lebanon. 


HEAVY GOA HAND IN SERMONS AT FRIDAY PRAYERS 


2. (U) The imams in Algerian mosques joined the chorus July 
14 

U.S. troops were entering Baghdad 

guidance for Friday sermons sharply critical of U.S. policy 

in the region. The guidance 

country widely adhered 

the American veto in the UNSC of the resolution proposed by 
Qatar; Israel's \"inhuman and cowardly\" aggression; the 
silence of the Arab nation \"which fails to stand as one 

single person\"; and the Saudi position on Hizballah\'s actions 
against Israel. Based on a copy of the text circulated to 

all imams by the Ministry of Religious Affairs 

portions of which were orally briefed to post by an imam 
contact 

the American double standard policy!\" in conjunction with 
references to the Qatari UNSC resolution. In reference to 
Saudi Arabia\'s criticism of Hizballah actions 

declare 

directed to note that Palestinians endured wars for ages and 
hoped one day to see Jerusalem \"as the capital of their 
state. May Allah grant them victory!\" 


COMMENT: STRONG RHETORIC LIKELY TO CONTINUE UNTIL 
IT IS IN BOUTEFLIKA\'S INTEREST TO SOFTEN IT 


3. (SBU) Post contacts noted that had classes been in 
session 

demonstrated\" against Israeli actions and the U.S. veto of 
the Qatari proposal in the UNSC. Such demonstrations 
they occurred in Algiers 

existing ban on demonstrations in the capital under the 
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continuing state of emergency originally issued to combat 
support for Islamist terrorists. Since university classes 

are not in session 

anger will occur in what is expected to be a carefully 
controlled rally organized in coming days by the parties of 
the presidential coalition and the far-left Labor Party 
according to Embassy sources. There are no indications at 
present to suggest that street demonstrations will be allowed 
anywhere in the capital. Whatever plans the government is 
formulating to vent popular anger 

government will not seek to soften official rhetoric in the 
mosques or government media anytime soon. By having remained 
thus far above the fray 

strategically positioned himself to temper Algerian reaction 
at an appropriate time of his choosing. 
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(reftel). Abaychi nonetheless expressed appreciation for the 
role the Embassy played in arranging a meeting with then 
Minister of Interior Bayan Jabr on May 3. During that 

meeting 

plight and expressed willingness to follow up on the issue 

and push for the ability of members of IraqVs Bahai community 
to obtain jensiyyas. 


2. (C) Ina June 26 meeting 

Travel Yasseen al-Yassiri explained to Poloffs that prior to 
leaving the Ministry 

production of an action plan on re-instituting the Bahai 
category on the jensiyya. Al-Yassiri explained that under 
Saddam Hussein\'s regime 

systematically erased from all Mol documents in compliance 
with law 105 of 1970 and regulation 358 of 1975 (ref). 
Al-Yassiri told PolOff that the plight of the Bahai was a 
serious one and that he was generally in favor of reinstating 
the Bahai in all the documents ) and his report reflected 
this recommendation. 


3. (C) However 

release this report beyond his directorate because he was 
fearful of the repercussions 

Bahai have received in Egypt and other countries. PolOff 
urged that he move forward with issuing Iraqi Bahai their 
national identity cards 

children in schools and receive passports if so desired. 
Poloff noted that this would be consistent with the religious 
freedom provision in IraqVs constitution. 


4. (C) Comment: Post will continue to engage the Mol about 


Column 3 

this issue and has recommended to Abaychi that he lobby the 
new Minister of Interior as well. 
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Paraguay\'s prospects for adopting the necessary legislation. 
Post shares Ruperez\' assessment that prospects for adoption 
are better now than ever. Key Congressmen are engaged and a 
media campaign on the ills of money laundering is in full 

swing. Ruperez delivered a clear message regarding 
Paraguay\'s obligations and key Paraguayan interlocutors 
committed themselves to action. At the end 

will be follow-up. We have heard these promises before. It 

is essential that the UNCTC remain engaged reminding Paraguay 
of its commitments and the need for prompt action. End 
Summary. 


2. In the course of his visit to Paraguay 7/10-7/14 

Executive Director Ruperez met with a wide range of officials 
from Vice President Castiglioni and several Ministers 
including FM Rachid and Minister of Industry and Commerce 
Raul Vera 

Congressmen 

leaders of several of the political parties. He also met 

with members of the private sector 

leaders and representatives of the Banking Association 
society 

consistently delivered the same message: Paraguay has assumed 
certain obligations to counter terrorism and it is past time 

for it to meet those obligations by adopting and implementing 
the necessary legislation. 


3. All of the governmental interlocutors with whom Ruperez 
met assured him of ParaguayYs commitment to meet those 
obligations. Many also appealed for assistance particularly 
in the form of training to implement legislation. Sen. Bader 
Rachid 

explained that he had agreed to incorporate language 
addressing money laundering and terrorism in the bills his 
commission is preparing for Congressional review later this 
year. Ruperez expressed satisfaction with the draft bill 

that Rachid shared with him. Ruperez also met with the Sen. 
Gonzalez Quintana 
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several of the leaders of other political parties 

similarly expressed support for adopting necessary 

legislation. Supreme Court President Torres Kirmser and 

Fiscal General Ruben Candia expressed concern about a nascent 
violent leftist movement in the interior and tied this to the 

need to adopt proper legislation to meet this threat. The 

business community took on board the need for the AML and CT 
legislation. Recalling abuses under Stroessner 

NGOs with whom he met expressed some concern about prospects 
the government would abuse the authorities it would acquire 

by virtue of this legislation. Ruperez\' activities were 

covered by the press. 


4. In his closing meeting with A/DCM 

may be at the beginning of the end in terms of Paraguay\'s 
efforts to meet its obligations. Rachid is looking to wrap 

of the work of the Penal Commission in the coming weeks. 
This Commission is about to conclude its work drafting a bill 
that establishes money laundering and terrorism as crimes and 
cites the penalties that apply. The work of the Procedural 
Commission 

It will include the procedures investigators and prosecutors 
can embrace in investigating these serious crimes. 
Separately 

of efforts to combat money laundering and terrorist financing 
will also have to be adopted. Rachid and his counterpart on 


the Penal Code Reform Commission have pledged to support 
these last bills. Ruperez said that he would be prepared to 
consider providing training once these bills are adopted. 


5. Comment. We share Ruperez\' optimism with a healthy dose 
of caution. Prospects are better now than ever 

work remains and several potential obstacles could still 
emerge. While two key Senators are pushing bills that 
contain provisions to meet Paraguay\'s counter terror 
obligations 

lengthy debate. Also 

are not adopted by then 

next year 

budget discussions at that point. Ruperez visit was 
important on both a substantive and symbolic level for 
reminding Paraguay of its international obligations. To 
reach closure on this issue 

of the UNCTC will be essential either in the form of a follow 
up visit and/or the requirement that Paraguay deliver a 
report on its efforts by a certain date -- i.e. September 30. 


Column 3 
End Comment. 


6. Post thanks Department\'s Caroline Croft (WHA/BSC) 
Fitzgerald (IO/PSC) and Eric Rosand (S/CT) and USUN\'s Carolyn 
Wilson and Elizabeth Wilcox for making this visit happen. 

This well timed 

post\'s own efforts to get this legislation adopted advancing 

in the process a major USG counterterror objective. 


CASON 
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now stumbles 

that it shares values with America 


(3) US deputy assistant trade representative urges Japan to 
compromise in Doha Round 


(4) Prime Minister Koizumi meets secretly with Yasuo Fukuda at 
Japanese restaurant 


(5) Takeo Hiranuma starts consultations with Chief Cabinet Secretary 
Abe to rejoin LDP 


(6) Vice Minister Takemasa Moriya to be retained in post: Unusual 
case 


(7) Successors are also blindly following US 
-- There will be no Daily Summary on July 17 - a Japanese holiday. 


ARTICLES: 
(1) Editorial: Time to aim at a unified UNSC resolution on North 
Korea 


ASAHI (Page 3) (Abridged) 
July 14 


China and Russia 

resolution against North Korea 

their own draft resolution to the United Nations Security Council 
(UNSC) critical of North Korea. Although they have drawn the line at 
imposing sanctions 

the point of expressing the will of the international community in 

the form of a resolution. 


A number of other countries including Britain and France have added 


Column 3 

their names to the joint sponsors of the UNSC resolution drafted by 
Japan and the United States. In response 

proposed a non-binding statement by the chair of the Council 

the Chinese ambassador was so fiercely opposed 

China\'s veto power against it. 


Deep divisions seem to have opened up in the UNSC. A rumor of a 
compromise then spread 

first issue a moderate statement 

the situation 

welcome China and Russia\'s willingness to compromise and to provide 
a new opportunity for the Council to come together. 


The reality in the UNSC is that permanent members have a powerful 
weapon in their possession 

action from moving forward. Even if a resolution moves forward to a 
vote 

in the international community. Indeed 

Korea had wanted. 


At this point 
exaggerate its differences. Both China and Russia historically have 
had close relations with North Korea. China in particular even now 
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(1) Editorial: Time to aim at a unified UNSC resolution on North 
Korea 


continues to assist the North with oil 

would have great significance if China itself drafts a resolution 
denouncing by name that country 

ties. That is why it has appeared to take the recent missile 
launches very seriously. 


The recognition of that fact in itself can form the basis for 

bringing together the views of the Council. There is no major 
difference between the two draft resolutions on the two points of 
asking North Korea not to launch any more missiles and to return to 
the six-party talks. Japan and other concerned countries should 
strengthen their efforts to unify the two resolutions into one. 


The biggest difference in view is the mention in the Japan-US 
version of Chapter 7 of the UN Charter that opens the way for the 
use of military and non-military sanctions. This contents gives 
additional forceful pressure on North Korea. Such wording is 
missing in the China-Russia draft 

North Korea is weak. 
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The focus next should be on how to coordinate between the two sides. 
As long as China and Russia are not on board 

is in the draft resolution 

day. Japan\'s hard-line stance has had an aspect of getting China 

and Russia to move. China even sent a vice minister to North Korea 

to try to persuade Pyongyang. Both Japan and the USY strong contents 
and China and Russia\'s moderately worded draft likely had an impact 
on talks between Beijing and Pyongyang. If North Korea will take a 
flexible stance 


In that sense 

resolution 

of. In order to issue as quickly as possible a unified message from 
the international community 

flexibly and constructively. 


(2) World Click column by Yoichi Kato: America\'s \"values\" diplomacy 
now stumbles 
that it shares values with America 


ASAHI (Page 13) (Abridged) 
July 13 


By Yoichi Kato 


Superman Returns 

conversation due to a slight change in the film made from the 
version shown to the domestic audience to the version shown to an 
international audience. 


Superman or the Man of Steel stands for \"justice 
American way.\" Of these three ideas 
\"all that stuff\" in the film released abroad. 


This change was made in consideration of box-office profits in other 
countries 

the lraq war and its immigration policy. In terms of business 
calculations 

may be only natural. But the change also gives the impression that 
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the United States has somewhat lost confidence in its sense of 
values. 
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The US media have briskly reported recently that America\'s \"values 
diplomacy\" -- focusing on such themes as freedom 

human rights 

has not been doing well. 


The major flaw in promoting values diplomacy is the slow progress in 
democratizing Iraq. In addition 

Palestinian parliamentary election in January by the radical Islamic 
group Hamas 

as a great shock to Washington. 


The US is also being criticized severely for a double standard in 

its foreign policy 

countries 

democratization and human rights in those countries. The fact that 
the US tortured war prisoners during its war on terror is rocking 

the very foundation of its values diplomacy 

question of whether the US is really qualified to soeak about human 
rights. 


The non-profit organization Freedom House\'s Executive Director 
Windsor writes in a recent essay 

president planned to leave the future generation as a legacy could 
retreat or lose credibility 

deal with such possible cases. 


As if to respond to this call 

senior director for Asia on the National Security Council until the 
end of last year 

values diplomacy in Asia. 


The proposals will come out in an essay he has written for the 
September issue of a journal. Green points out an emergence of a 
\"balance of thought\" emerging in Asia as a new framework for 
competition in addition to the usual balance of power. He stresses 
the need to have America\'s agenda that centers on spreading 
democracy take root in the region as its own agenda. 


But 

America\'s values diplomacy as somewhat annoying. One Asian diplomat 
complained: \"We receive a lot of requests (from the US). This is a 

big problem between the US and our country.\" 


The Bush administration greatly welcomed Prime Minister Koizumi\'s 
visit to the US in June. This is in part because the prime minister 
declared that Japan shares with the US basic values and common 
interests. His declaration lent a helping hand to the Bush 
administration\'s well-battered values diplomacy. 


In dealing with North Korea\'s recent missile launches 
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White House has stated 

made Japan aware of the differing interests between Japan and the 
US. Japan has stated it shares values with the US 

could lead to such questions as: What can Japan do to protect 
democracy in Taiwan in the event that a crisis occurs there? 


TOKYO 00003955 004 OF 007 


SUBJECT: DAILY SUMMARY OF JAPANESE PRESS 07/14/06 
Part-1 

INDEX: 

(1) Editorial: Time to aim at a unified UNSC resolution on North 
Korea 


Is it all right to so easily declare that Japan shares values and 
interests (with the US)? | wondered about that when | watched TV 
news showing the prime minister imitating Presley. As time goes by 
skepticism and concerns have been growing in my mind. 


(3) US deputy assistant trade representative urges Japan to 
compromise in Doha Round 


YOMIURI (Page 2) (Full) 
Evening 


By Eiji Hirose in Washington 


Deputy Assistant Trade Representative Jason Hafemeister 
responsible for agricultural trade negotiations at the Office of the 
United States Trade Representative (USTR) 

segment of the Japanese press corps in Washington. Referring to the 
stalemated agricultural talks under the World Trade Organization\'s 
multilateral trade negotiations (Doha Round) 

cannot reach agreement as long as there is insufficient market 
opening in other countries. We are asking other countries to 
negotiate seriously.\" He expressed his view that it was 
indispensable for Japan and other food importing countries to reach 
a compromise with food exporting countries by making large cuts in 
tariffs and the like. 


(4) Prime Minister Koizumi meets secretly with Yasuo Fukuda at 
Japanese restaurant 


SENTAKU (Page 44) (Full) 
July 2006 


A rumor got around the capital district of Nagatacho that Prime 
Minister Junichiro Koizumi met secretly with former Chief Cabinet 
Secretary Yasuo Fukuda on the night of June 21. The name of a 
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SIPDIS 

Japanese restaurant at which Koizumi and Fukuda were believed to 
have met is \"Fukuda-ya.\" It\'s well known that Koizumi dined that day 
with the chairman of Mitsui Fudosan Co. At that time Fukuda met with 
business leaders in a different room in the restaurant Fukuda-ya 
according to persons close to Koizumi and Fukuda. Nobody believes 
such an explanation that the two came together by accident. Since 
Koizumi is not on friendly terms with the chairman of Mitsui 

Fudosan 

than two hours at the restaurant 

member. 


It is a classical method for politicians to hold a secret meeting 

under cover of a meeting with a business leader. Opinion is widely 
divided on the question of what was discussed between Koizumi and 
Fukuda: one is that Koizumi met with Fukuda to confirm a rumor that 
Fukuda had told his close friend that he would not run in the 

Liberal Democratic Party presidential election; and another is 
Koizumi urged Fukuda to run in the race in order to boost the LDP 
presidential election campaign. The truth remains hidden from sight 
however. 


(5) Takeo Hiranuma starts consultations with Chief Cabinet Secretary 
Abe to rejoin LDP 
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Chief Cabinet Secretary Shinzo Abe held a secret meeting with Takeo 
Hiranuma 

appear to have begun negotiations on the possibility of Hiranuma\'s 
return to the Liberal Democratic Party. 


The meeting reportedly was held at the request of Hiranuma. If 
Hiranuma successfully rejoins the LDP 

mid-level lawmakers supporting Abe win veteran lawmakers over to 
their side. That is just the boost those supporters need. 


Reportedly 
Hiranumavs return to the LDP 
bringing up a plan to form a new party. 


Column 3 
(6) Vice Minister Takemasa Moriya to be retained in post: Unusual 
case 


Bungei Shunju August 


Transfers of senior Defense Agency (JDA) officials have been 
finalized. Public attention had been riveted to which post 
Administrative Vice Minister Takemasa Moriya (entered the JDA in 
1971) will be transferred to. However 

remain in his present office and serve his fourth term. This is an 
unusual case. He accompanied Prime Minister Koizumi on his visit to 
the US for the late June bilateral summit 

minister has deep trust in him. The incident made audiences both in 
Japan and abroad realize that the prime minister distrusts Vice 
Foreign Minister Shotaro Yachi (entered in the Ministry of Foreign 
Affairs in 1969) and North American Affairs Bureau Director General 
Chikao Kawai. Moriya will continue to spearhead efforts to upgrade 
the JDA to ministry status and deal with the USFJ realignment 
issue. 


Who will succeed Moriya is not clear at all. lwao Kitahara 
general of the Defense Facilities Administration Agency (DFAA) 
(entered DFAA in 1947) will most likely resign due to the recent 
bid-rigging scandal involving the agency. Chief of Secretariat 
Tetsuo Nishikawa (entered the National Police Agency in 1972) is 
expected to be picked to succeed Kitahara. As a result 
(entered the JDA in 1973) 

Bureau 

vice minister. However 

and the ability to make Diet replies 

His success would be far from certain. 


A plan has been floated for Kohei Masuda (entered in the DFAA in 
1975) 

From the beginning 

candidate for that position. However 

post because he is close to Kyoji Yanagisawa 

cabinet secretary 

the recent bid-rigging scandal. There is now a possibility of his 

being picked as administrative vice minister 

corrected his previous anti-Moriya stance. Rumor has it that this 
summer he might be appointed secretary general of the Secretariat of 
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the Minister of State for Defense 
Operations Bureau 

Equipment. 


Deputy Chief Cabinet Secretary Masahiro Futahashi (entered the 
former Home Affairs Ministry in 1964) 

dislike of Moriya 

the USFJ realignment issue by siding with Okinawa along with MOFA. 
Following the retention of Moriya in office 

have secretly started considering when to replace Futahashi with 
Cabinet Office Administrative Vice Minister Tsuyoshi Erikawa 
(entered the former Ministry of Health and Welfare in 1970). 


(7) Successors are also blindly following US 
Bungei Shunju 


Prime Minister Koizumi had fun at the Graceland in Memphis 
Tennessee with President Bush. An inclination to emulate US values 
is seen not only in Koizumi but also among the children of Japanese 
politicians. 


The second son of Koizumi joined the Center for Strategic 
International Studies (CSIS) this spring as a researcher 

graduating from Columbia University. Michael Green 

director for Asian affairs at the National Security Council 

the Japan program at CSIS. The second son of Koizumi is expected to 
inherit his father\'s constituency in Yokosuka when Koizumi retires. 
Green 

to be the next prime minister 

political world be indebted to him again. 


A son of Hirofumi Nakasone and a grand son of Yasuhiro Nakasone 
has now retired from politics 

in the previous Lower House election by Koizumi 

Columbia University. Yasuhiro Nakasone has three courses that carry 
his name at the Johns Hopkins University School of Advanced 
International Studies (SAIS) in Washington DC 

entered one of the Ivy League universities. There is a reason why 

both KoizumiVs second son and Nakasone\'s grandson chose Columbia 
University. Gerald Curtis 

professor there. 


The eldest son of Yasuo Fukuda 

be the next prime minister along with Abe 

He traveled with his father when he visited the US shortly after the 
Golden Week Holiday in May. He is expected to succeed to his 
father\'s constituency. Kent Calder 

professor at SAIS. In the US 

and bureaucratic worlds are low due in part to political appointee 
system. Struggles of competing interests are fierce in the small 
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academic circle of Japan specialists. Competition by academic 
institutions to capture children of influential politicians is part 

of such struggles. 


Grandsons and great-grandsons of influential politicians will 
continue to study at prominent universities or think-tanks and 
contribute to strengthening the Japan-US alliance in the future. 
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implementation of the national reconciliation process; 
claimed not very convincingly there had been no/no increase 
in terrorist attacks 

contrary; and argued that President Bouteflika had 
overwhelming support for a third term from the Algerian 
people and the political class and that amending the 
constitution was a practical way to accommodate this new 
situation and permit a further consolidation of the reform 
process. Zerhouni also claimed Islamist forces in Algeria 
were now accepting republican values and that for most people 
released under the National Reconciliation Charter 
respecting the prohibition from engaging in political 

activity was not simply a tactical retreat. In an extended 
exchange on visas for NDI personnel 

predictably hard line 

in an ongoing internal debate over the NDI program in 
Algeria. 


ZERHOUNI: FASTER REFORM PACE 
RISKS SETTING THE PROCESS BACK 


2. (С) During Ambassador\'s July 10 farewell call 

Minister Yazid Zerhouni thanked Ambassador for his work in 
expanding U.S.-Algerian relations and asked if his views on 
Algeria were different from when he arrived 

years in-country. Ambassador 

Pol/Econ chief 

Algeria was on a good path toward democracy and open markets 
but there was still much that needed to be done to complete 

this journey. At the same time 
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frankly hoped Algeria would have accelerated the pace of 
reform. Faster progress was essential to growing the 
economy 

Zerhouni 

absorb and adapt to economic and political change. Algeria 
was actually going \"a bit fast\" on the reform front 

argued unconvincingly 

instability and setbacks for the reform process. The most 
important thing was that Algerians had the \"spirit of reform\" 
and supported reform efforts 

within the limits of their society. Algeria knew from the 
Eastern European experience that undertaking reforms too fast 
could be a big mistake. 


ZERHOUNI CLAIMS REFORMS MAY BE 
SLOW BUT ARE NOT BEING BLOCKED 


3. (C) Acknowledging that it was up to each country to decide 
its reform pace 

reforms and addressing economic and social grievances and 
pointedly asked about blockages in the reform process. 
Zerhouni responded with a straight face that while there was 
hesitation and even slowness in the reform process 

not any \"blockage.\" Ambassador replied that that had not 
been his personal experience. Four days before a planned 
announcement of a $1.7 humanitarian community center project 
financed by the U.S. government and several U.S firms present 
in Algeria in collaboration with the Wali of Ouargla 

Wali had informed us 

had encountered \"resistance\" to the project and it thus could 
not go forward. The problem had been resolved in the 
meantime 

of concern to President Bouteflika in their farewell meeting 

but it was an example of certain groups were able to block 
projects of benefit to the community and the country. 


ZERHOUNI "MORE OR LESS\" SATISFIED 
WITH NATIONAL RECONCILIATION PROCESS 


4. (C) Ambassador asked Zerhouni for his assessment of the 
security situation in the context of the national 

reconciliation process 

seemed to be a a significant ирис in terrorist activity 

(outside Algiers and major cities) in recent weeks. Zerhouni 
claimed the national reconciliation process was going well in 
terms of disarming and reintegrating former terrorists and he 
was \"more or less\" satisfied with the process. To date 

had turned themselves in and the number was considerably 
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higher if one included family members (that were not 
terrorist themselves 

There continued to be much suspicion and mistrust of the 
armed Islamists and the government 

had created a lot of dissension among the terrorists 
themselves. Asked how many terrorists were active 

only a few hundred remained -- which was significantly down 
from the 27 

1996. 


NO UPTIC IN TERRORIST ATTACKS 
ZERHOUNI CLAIMS UNCONVINCINGLY 


5. (C) Notably without providing any details 

dismissed outright but not very convincingly the suggestion 
that there had been an increase in terrorist attacks 

in number or audacity. Despite recent attacks involving the 
killing of five civilians on a beach two hours west of 

Algiers 

and several attacks in Tizi Ouzou and Jijel Wilayas 
dismissed this as misreporting by the press. He contended 
that there had been no increase in the number of attacks or 
victims compared to the previous year 

that cell-phone detonated explosives attacks in Boumerdes 
were a new phenomenon and that there had been explosives 
attacks against military units. Downplaying these attacks 

he said some of the attacks had been \"diversionary\" moves to 
draw troops away from areas where they were moving in on 
terrorist hide-outs. Zerhouni also argued that the resort to 
bomb attacks was in fact a sign of the increasing weakness of 
the terrorists; it was much easier to seta car bomb ona 
timer than to undertake an armed attack on security forces. 
Ambassador said that regardless of what was actually 
happening on the ground 

believed there had been an increase in terrorist violence 
recently and were very concerned. Zerhouni did not disagree 
but blamed it on misleading press reports (without of course 
acknowledging that greater government transparency in 
providing accurate information would help address this 
problem.) 


POLITICAL CLASS AS WELL AS PEOPLE 
SUPPORT THIRD TERM FOR BOUTEFLIKA 


6. (C) Asked about the constitutional revision process 
Zerhouni said that the most important issue to be decided was 
presidential term limits. There was broad support for a 

third term for Bouteflika from both the political class and 

from the Algerian people. The situation had improved 
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significantly during BouteflikaVs first two terms and the 

people wanted this improvement to continue under Bouteflika. 
In addition 

presidential contender from the political class was ready to 
take him on. It therefore suited their needs for Bouteflika 

to have a third term 

eventual presidential contest with someone other than 
Bouteflika as the candidate to beat. A third term would also 
give more time for political and economic reforms to be 
consolidated. A \"point of no return\" on reform was first 
needed. Amending the constitution to permit a third term was 
a practical response to this situation 


ISLAMISTS ARE NOW ACCEPTING 
REPUBLICAN/DEMOCRATIC VALUES 


7. (C) Asked if Islamist tendencies were on the rise and 
whether the Algerian people had been \"vaccinated\" against а 
return to armed Islamic violence 

were now accepting \"republican Islamism\" and understood they 
had to accept republican ideas and express their views in a 
democratic system. Ambassador noted that the release of 
Islamist extremists under the National Reconciliation Charter 
some months ago had initially led to some former terrorists 


and radical leaders making public 

violation of the terms of the Charter. 

suddenly ceased making such statements 

found very worrisome. Ambassador asked if the Islamists\' 
change of heart was a tactical retreat or a genuine change of 
heart. Zerhouni said there might be \"some\" for whom it was a 
tactical retreat. But for most 

to return to the hard life of the \"maquis\" (terrorist network 

in rural and mountainous regions.) The Charter 

to be implemented as a whole; it was not divisible. Zerhouni 
felt it would take time for fighters from the maquis to 

digest their new 

though 


ZERHOUNI ACKNOWLEDGES HIS SKEPTICISM NDI PROGRAMS 
IN ALGERIA 


8. (C) Ambassador raised our concerns about the difficulties 
NDI was having in obtaining visas for its own personnel as 
well as for visiting experts and speakers. This was sending 

a very confusing and negative signal regarding Algeria\'s 
commitment to democratic development. The NDI program in 
Algeria functioned completely a-politically. It worked with 
almost all the parties and their deputies on practical ways 
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to strengthen parties 

participation in the political process 

praise from all of them as well as from Council of the Nation 
(Senate) President Bensalah. We viewed the NDI program as 
being in direct support of President Bouteflika\'s publicly 
declared policy of working to build real democracy in 

Algeria. The recurring problems over obtaining visas and 
visa renewals every three months thus sent a very confusing 
and negative signal to Washington 

development in the region was a very high priority. 
Ambassador said a senior official (NEA DAS Gray) had raised 
the visa issue with MFA SYG Lamamra during a recent visit and 
had been told that an internal debate was underway within the 
Algerian executive over this program. Ambassador suggested 
to Zerhouni (as he had to the MFA) that instead of sending 
repeated negative signals while the debate was under way 
since the NDI program and its director (Julie Denham) had 
been working in the country for over four years now 

simply routinely grant the requested visas and visa renewals. 


9. (C) Zerhouni confirmed there was an internal debate on 
NDI\'s presence under way within the Administration 

effort to hide that he was among the skeptics as to whether 
NDI should operate in Algeria. He claimed that he did not 
know what NDI was really doing in Algeria. What were its 
programs 

programs in Latin American and East Europe some years ago and 
that if that was what NDI was doing 

In any case 

need \"lessons\" from anyone in Europe or elsewhere 

when it came to organizing elections. Ambassador said he was 
personally not familiar with NDI programs in Latin America in 
years past 

completely transparent and worked out jointly with the 
political parties and local organizations. Ambassador said 
we would be happy to share a list of planned NDI programs. 
While Algeria had made progress toward democracy 

had a long way to go and could benefit from programs like 
NDI\'s. Zerhouni acknowledged that Algeria had suffered 
greatly from colonization and did in fact need to develop its 
legal and democratic foundations. But 

was different from other countries where NDI had experience 
and NDI programmers in Washington did not have sufficient 
expertise 

including Algeria. Following an additional exchange about 
sending negative signals about Algeria\'s commitment to 
democracy 

Albright 

signal intentionally being sent to Washington on Algeria\'s 
part concerning the NDI visa issue. 
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MoO and the lack of investment by foreign oil companies. SOC 
used \"scrap\" materials 15-20 years old to build four gas drying 
stations 

scfpd 

oil and gas production is only a fraction of the potential. He 
noted that the oil fields of Basrah are capable of producing 45 
million bpd 

flared. 


SECURITY AND SMUGGLING 


4. (C) The SOC president observed that the current climate of 
instability in Basrah has not hampered SOC operations because 
the company maintains balanced relations with all the political 
factions in the city. He added that tribes in the province 
provide a measure of protection for SOC installations but the 
relationship is not reliable. Nonetheless 

uncertainty and turmoil causes chronic pressure and he did not 
know how long this could be endured. For example 

the outflow of educated people from Basrah 

SOC to retain qualified staff. Addressing the issue of oil 
smuggling 

limited and what is transported illegally out of the country is 
benzene 


5. (C) Al-Ueibi expressed hope that the new Iraqi investment 
law 

provide incentives for foreign oil companies to enter Iraq. He 
revealed that SOC maintains good relations and regular contacts 
with Chevron 

others 

that of the 74 known oil fields in lraq 

developed at present 


6. (С) Comment: Al-Ueibi is known for having put the oil 
industry in southern Iraq back on its feet almost 
single-handedly after it was shattered in the most recent war. 
He is a strong critic of the bureaucratic obstacles thrown up by 
the MoO and contends that there was greater cooperation from 
Baghdad during the former regime. Nevertheless 

optimistic about the long-term future of Basrah after stability 

is established and the bureaucracy becomes manageable. End 
comment. 


MARRANO 
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admitted that if a defendant is cooperative 

take that into consideration at trial. Mousa did state that 
on occasion GID and PSD 

subject 

works directly with the security services 

him to the prosecutor. 


Workload Pressure and Security 


7. (SBU) Colonel Mousa provided the following statistics for 
the State Security CourtYs recent caseload; the numbers іп 
parenthesis refer to security and terrorism cases. 

2000: 1 

2001: 
2002: 
2003: 
2004: 
2005: 
2006 (up to 6 June 2006): 992 (12) 


N — — — — 


8. (C) The figures above show that the workload of the court 
is steadily increasing 

drug-related cases. Notably 

panels have and will continue to handle the growth in cases 
in the last six years 

prosecutorial staff. The court hears cases in an old 

facility close to Marka airport in Amman 

offices for the judges 

for word processing 

defense counsels--separate and cramped offices are available 
for prosecutorial staff. Mousa states that the court hears 
50-70 cases a day for all three panels. As reported by Mousa 
and witnessed by poloff 

transcripts in longhand. 


9. (С) Threats to the court\'s proceedings have recently 
complicated the trials themselves. In March 2006 
associates of defendant Azmi Jayousi (later sentenced to 
death for a failed chemical attack) attempted to free him 
enroute to his trial at court (Ref A). GID was able to 
identify the threat and arrested those involved two hours 
before the planned transfer. The nine are now on trial 
themselves at the State Security Court. This specific threat 
has caused the court to hold high security hearings in the 
prisons 

handle such trials and six of the country\'s prisons hold 
security prisoners. Mousa stated that generally speaking 
the court has a conviction rate of 60 percent in drug cases 
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and 80 percent in terrorism-related cases. 


10. (C) Chief Judge of the Cassation Court and Head of the 
Judicial Council Mohammad Famed al-Rawgad remarked to а 
visiting Department of Justice representative that defendants 
challenge State Security Court cases on procedural grounds in 
the higher court. He noted that the panel judges in the 

State Security Court do not thoroughly investigate reports of 
torture and abuse as required under Jordanian law. According 
to Rawgad 

State Security Court was not meeting the higher court\'s 
standard for inquiries into mistreatment allegations. 


Visit AmmanVs Classified Web Site at 
http://www. state.sgov.gov/p/nea/amman/ 
Hale 
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while 

role of Hamas leader Khaled MishaVal. On Iraq 

said the GOE was devising a strategy to jump-start relations 
with Baghdad 

Baghdad.\" Aboul Gheit warned against allowing Iran to play a 
role in \"regional security arrangements 

P5/Germany nuclear talks. Aboul Gheit also criticized 
Washington\'s decision to \"keep the Arabs out of the picture\" 
on Somalia 

VII in a UNSC mandate for Darfur. 


2. (C) With Amre Moussa (just after hearing of a Hizballah 
attack on northern Israel and kidnappings of two Israeli 
soldiers) 

the League criticizing the attack and calling for the 

immediate return of the hostages 

of Syrian complicity. Moussa sought clarity on the attacks 
before committing 

regional crisis. Moussa 

MishaVal in Damascus and just returned from a meeting of 
Iraq\'s neighbors in Tehran 

basics\" on the regional peace process. The current \"vicious 
circle\" won\'t be broken by additional violence 

With a group of six Egyptian civil society activists 

and Abrams heard recommendations on how the U.S. could best 
support reformers without tarring them in Egyptian public 
opinion or having U.S. criticism become the main issue. The 
group urged the USG to support democratic \"principles\" and 
not to get pulled into debates over specific cases. End 
summary. 


Foreign Minister Aboul Gheit 
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3. (С) Тһе meeting between A/S Welch 

Ambassador 

Hizballah attack on northern Israel and the kidnapping of two 
Israeli soldiers. Aboul Gheit said Egypt is concerned with 
the humanitarian impact of the Israeli incursion into Gaza 
the need to target Hamas rather than the general population 
and the opening of the Rafah border crossing. He 
characterized the situation at the Egyptian border with Gaza 
as desperate and claimed there were \"no more than 800\" 
Palestinians stranded there (UN reps claim the number is in 
the thousands within the wider border region). A/S Welch 
noted USG concerns over the border crossings situation 
said he and Abrams would discuss the situation in Israel and 
Ramallah with Israeli and Palestinian leaders. The U.S. 

said 

for humanitarian needs. 


4. (C) Turning to Qatar\'s draft UN Security Council 

resolution on the Gaza situation 

press the Arab Group in NY to stand down on the unhelpful and 
unbalanced text. Aboul Gheit said Egypt and other Arab 
regimes had to be seen as \"doing something\" to respond to 
Israeli transgressions toward Palestinian civilians. Welch 
asked for EgyptVs advice on dealing with Syria on the ongoing 
Gaza crisis. Aboul Gheit recommended multiple-channel 
pressure on Damascus 

the Turks and Saudis. Aboul Gheit pointed out that the Turks 
had credibility and influence in Damascus 

\"manouvered\" by the Syrians into allowing Hamas to demand 
\"international guarantees" for protection if it releases the 
Israeli soldier in Gaza -- a direct snub at Egyptian 

mediation efforts. Similarly 

his idea of bringing Arab foreign ministers together 

Hamas and Fatah leaders 

compromise to move beyond their current stale-mate. Aboul 
Gheit suggested Israel \"forget for a while\" its kidnapped 
soldier in Gaza 

Hamas influence.\" 


5. (C) Responding to a question on his Tehran visit with 
foreign ministers of Iraq and its neighbors 

he was pleased that the discussion was limited only to Iraq 
and that Tehran was not permitted to use the \"Iraq сага\" in 
its ongoing negotiations with the P-5/Germany on nuclear 
issues. Aboul Gheit said the U.S. \"did not play\" in the 
debate over whether or not to permit Tehran to host the 
meeting. Welch noted the difficulty in preventing the Tehran 
venue 

attend. Asked about Egypt\'s willingness to support the Iraqi 
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government 

devising an engagement strategy 

to Baghdad. The murder of Egypt\'s Charge in Baghdad in June 
of 2005 

situation he will not repeat. Pointing to the present 
security situation in lraq 

not put itself under U.S. protection within the Green Zone. 
Aboul Gheit also eschewed the possibility of allowing the 
Iraqi expat community in Egypt to play a stronger 

visible political role 

violence spreading to Egypt. 


6. (C) In a brief discussion of Egyptian behavior in 
multilateral fora 

Egypt to show its independence and ability to speak its mind 
in international fora. This approach enabled Egypt to 
balance Iranian influence. \"We cannot allow Iran to emerge 
as the region\'s leader 


7. (С) On Sudan and Somalia 

Washington for \"seeking to keep the Arabs out of the picture\" 
by excluding Egypt 

Contact Group. After revealing a \"weak position in Somalia 
he stated 

Arab states who have the necessary experience 

interests there. On Sudan he warned against references to 
Chapter VII in a Darfur UNSC resolution 

opposition 

Darfur PKO under a Chapter VII mandate. 


8. (С) Welch and DNSA Abrams\' July 12 meeting with Arab 
League Secretary General Amre Moussa focused on the breaking 
events surrounding the Hizballah attack on IDF positions 

along the Lebanon-Israel border 

soldiers. Moussa said he planned to call Lebanese FM Siniora 
to inquire about the events 

out to Damascus nor would the Arab League make a statement 
until he knew all the facts surrounding the attack. Moussa 
agreed that the hostage-taking was a serious escalation 
cautioned the U.S. not to draw immediate conclusions about 
Syrian complicity in the attack. 


9. (C) Welch informed Moussa of details related to a July 12 
morning attack by Hizballah on Israeli forces along the 
western part of the Lebanon border 

and 2 Israeli hostages. A visibly disturbed Moussa 
acknowledged the seriousness of the developments 
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need to control escalation and to secure the release of the 
soldiers. Welch and DNSA Abrams pressed Moussa on what the 
AL would say and do about the attacks. Moussa said he would 
contact Lebanese PM Siniora 

out \"energetically\" against the Hizbollah action. Welch 

stressed that if Hizbollah -- a member of the Lebanese 
government -- was responsible for the attacks 

could legitimately be viewed as a government-to-government 
action 


10. (C) Turning to Syria 

was a Damascus link -- hoped not 

attacks 

conclusions on Syrian complicity. Welch emphasized that 
Damascus bears responsibility due to its complicity in the 
continual re-supply of Hizballah from Iran that in turn 
destabilized the region. Welch strongly urged the AL to 
discuss with the Syrians the seriousness of not only these 
developments 


11. (C) Moussa said he viewed the \"chaos\" in Gaza as a 
repercussion of the \"wrong approaches\" taken by Israel and 
the U.S. following Hamas! parliamentary victory. Moussa said 
there was a possibility to give Hamas a chance to change its 
policies 

minute\" which \"created chaos.\" Moussa said the AL had been 
pressing Hamas to \"be responsible 

headed in that direction slowly-but-steadily 

acts and U.S. pressure had \"closed doors.\" Abrams pushed 
back 

rocket attacks from Gaza into Israel following the September 
pull-out from Gaza. These attacks 

Israeli confidence in a peaceful approach to the situation. 

12. (C) Moussa said the internal chaos within the PA is 
unacceptable 

worked with PM Olmert on a common approach that would show 
some benefit to the Palestinians. Moussa added that this 
\"vicious circle\" of attack and reprisal cannot be broken by 
Israeli force alone. Moussa said he met with MeshaVal \"for 
two hours\" recently in Damascus. He said it was a useful 
meeting as MeshaVal explained the situation from a Hamas 
perspective 

among the Palestinian people toward Israel. Moussa said the 
logic of MeshaVal and Hamas was strong 

widespread sympathy in the region and beyond. MeshaVal had 
described Turkish and Egyptian interventions for the release 

of the Israeli soldier in Gaza 

Israeli promises of prisoner releases sowed doubt on any 
similar offers now. Mesha\‘al reportedly said that prisoner 
releases by PM Sharon consisted only of those already on the 
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verge of release 
shaking his faith in future releases. 


13. (C) During a July 12 roundtable discussion at the 
Ambassador\'s residence with a group of Egyptian civil society 
representatives 

the process and substance of GOE-backed reforms to date 
questioning of ruling National Democratic Party \"reformers\\" 
capabilities of implementing their proposed agenda. The 
attendees were generally disappointed by recently-passed 
press and judiciary laws 

should the GOE demonstrate a similar disregard for the 
consultative process when the upcoming constitutional 
amendments package and Anti-Terror Law come before 
Parliament. Participants urged the USG not to send \"mixed 
messages\" regarding democratization in Egypt 

differing suggestions for how the U.S. might best encourage 
reform over the coming months 

the U.S. provide \"unwavering public support" through \"focused 
criticism of Egypt\'s human rights record and and slow pace of 
democratization 

have \"a dialogue with its own people.\" One attendee noted 
that since national elections will not be held for several 

years 

building of an \"infrastructure of democracy 

liberalization of the political party registration process 
increased flexibility for the judiciary and press 

consultative process as the Anti-Terror Law and new 
constitutional amendments move forward. 


14. (U) NEA Assistant Secretary Welch and DNSA Abrams did 
not have an opportunity to review this message before 
departing post. 
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BDG has not issued a formal statement. 


2. Media reporting is largely drawn from the major wire 
services. Although most Bangladeshi newspapers have not yet 
commented on the hostilities 

the U.S. for failing to condemn Israel. (Media reaction 

reported septel.) 


3. Sources reported a few small protests following Friday 
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prayers (July 14) 

1500 participants. By contrast 

workers calling for implementation of recent labor agreements 
drew 3 

Movement held a small protest on July 15 and burned an 
Israeli flag. They have announced another protest for July 

17. Of the six public rallies announced for July 16 

was organized to protest the Israeli actions in Lebanon. 
BUTENIS 
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accorded to Minni Minawi is further undermining the DPA and 
exacerbating tensions on the ground. END SUMMARY. 


2. (SBU) Active Response Corps (ARC) officers met July 9 with UNMIS 
Civil Affairs officers Amin Bakhsh and Insaf Idris to discuss the 
Darfur-Darfur Dialogue and Consultation (DDDC) process and UN 
efforts to promote it in North Darfur. Bakhsh offered that the best 
prospects for encouraging the DDDC were through the local \"elites 

to include sheiks 

UNMIS is attempting to meet with this group on a regular basis to 

hear its views on the Darfur Peace Agreement (DPA) and political 
humanitarian 

the common view that with renewed fighting in North Darfur and a 
perceived lack of clarity regarding key provisions of the DPA - 

namely on compensation - implementation of the document will be 
difficult. Darfurians\' skepticism of the DPA compensation mechanism 
is compounded by the utter inefficacy and lack of follow-through 
demonstrated by the GNU National Compensation Committee that visited 
Darfur in 2005. 


3. (SBU) Responding to ARC officer\'s query on UNMIS thinking about 
promoting the DDDC 

further along than in the North. He reiterated Darfurians\' concerns 
that the process 

the widely criticized DPA 

opined that the success of the DDDC would be largely dependent on 
the Preparatory Committee and the extent of its consultations with 
Darfurian stakeholders. Some key open questions that have yet to be 
answered 

findings made by the DDDC have 

He underscored the preference of many of his interlocutors that the 
DDDC\'s recommendations be incorporated as additional provisions to 
the DPA (or included as a separate addendum to the agreement). 


4. (SBU) Bakhsh further noted that there was effectively no 
coordination between the African Union (AU) and the UN on 
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DPA-related activities 

Darfurians as a credible partner in DPA implementation. (Note: 

This contradicts reports from South Darfur that the AU and UNMIS 
have agreed to a joint plan on preparatory meetings for the DDDC and 
have already held joint workshops on DPA implementation. End note.) 
Nonetheless 

North Darfur 

workshops. The first venue will be a UNDP-sponsored Sufi conference 
on July 21-22 

DDDC. Bakhsh further explained that his office has received funding 
to support a series of future symposiums (dates TBD) on 
\"reconciliation and dialogue\" organized by the Darfur Forum. Bakhsh 
invited ARC officers to attend these events. 


5. (SBU) ARC officers later attended the UN Office of the 
Coordinator for Humanitarian Affairs (ОСНА)-гип interagency 
coordination meeting. On security 

attended by ARC officers and as widely reported in the press 
focused on recent fighting around Korma 

villages 

of the meeting 

animatedly conveyed to ARC field officer her opinion that the DPA is 
having a detrimental effect on the security of civilians on the 
ground. Nonplussed by arguments that killings and attacks ona 
wider and more violent scale have decreased since the DPA 
contended that the international community\'s \"blind support for 
Minni Minawi\" is misplaced 

throughout Darfur (based on her information from local NGOs and 
contacts) and is Was big a criminal" as the other faction leaders. 


6. (SBU) Steains added that recent reports of joint GNU-SLA-Minawi 
attacks in Birmaza only hardened most DarfuriansV views against 
Minawi and the DPA 

justification to carry out military operations. Steins acknowledged 
that she viewed the security issue primarily through a \"protection\" 
lens 

views on a viable solution to the current situation 

the international community must work with the signatories to the 
DPA 
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factions and seeking their inclusion. Finally 


that many Darfurians\' distrust of the DPA has been augmented by G-19 
claims that AMIS was involved in the Birmaza attacks 


Column 3 

because of unconfirmed reports (NFI) that a white helicopter was 
viewed circling the area. (NOTE: The SAF has been observed and 
photographed using white 

occasions in violation of agreed livery differentiation. The rumor 

of AMIS involvement in Birmaza was repeated in a separate 
conversation ARC field officer had with Sudan Social Development 
Organization (SUDO) head Khalil Dukran on July 10. END NOTE.) 


7. (SBU) SteainsY views - colored by the imperative she places on 
neutrality in providing protection to the civilian population - have 
not been as stridently expressed by other UNMIS staff. Her 
opinions 

likely influence the outlook in Khartoum. She made a direct appeal 
for the United States and other international actors take a more 
\"balanced\" view on Minawi 

SLA-Abdel Wahid and the broader Darfurian population 

not viable. 
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launched into a lengthy political speech blasting the Kampala 

regime. He described Uganda as suffering from disunity 

democracy 

the \"hallmark of political greed and personal ambitionW and said the 
GOU had sought to scapegoat those who objected to GOU misrule. He 
predicted that the Great Lakes region was headed for a catastrophe 

if the political equation in Uganda was not addressed. 


5. (SBU) Olweny declared that the LRA was negotiating from a 
position of strength rather than weakness 

in for a shock if it thought that it could resolve the issue with 

military force. He cited the three options facing Kampala. First 

there was the dead-end option of military force; secondly 

the attempt to indict LRA leaders. He said that they could not be 
apprehended and accused the UN of being unfair and pre-judging the 
guilt of the LRA leadership. He accused the UN of ignoring the 
depredations of the UPDF against the Ugandan population and 
concluded that the third option was negotiation. The ceremony ended 
with an awkward handshake between Kiir and the heads of delegation. 


6. (SBU) The mediation effort is off to a poor start. While the 
GoSS attempted to dignify the LRA by rechristening them the \"Lord\'s 
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Resistance Movement/Lord\'s Resistance Army 

disguise the fact that there is little love lost between the two 

Ugandan parties. The GOU delegation was reportedly so incensed by 
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the LRA harangue that they refused to attend the closed door session 
scheduled for July 15. This was not a propitious beginning. 
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\"Sadly 

the international community 

is benefiting from this struggle; not the Arabs 

not the Palestinians. Tehran and Damascus are using these fields to 
settle their differences with the international community. They do 

not care for the blood of the innocent who are slaughtered. Nor do 
they care about the destruction that has set these two countries 

back a few decades.\" 


-- Talal Abdul Karim Al-Arab inquired in progressive Arabic daily 
Al-Qabas under the title WA Roaring South and a Sleeping Golan\" 
(7/16): 


\"Why is the south insanely roaring and the Syrian Golan fast asleep? 
Many are also asking why did Iran not plant Hezbollah on Syrian 

soil 

south 

relations 

close and powerful to an extent that has made it and still makes it 
threaten Arab interests.\" 


-- In progressive Arabic daily Al-Qabas 

Al-Duaij penned \"Time to Free Lebanon\" (7/16): 

\"We agree entirely with the Saudi statement on the situation in 
Lebanon.... Hezbollah fighters hide amongst civilians so they can 
cry before the world when a child is killed whom they have hidden 
behind or an old woman whom they have used for a shield; enough 
misinformation and claims of bravery and Jihad.\" 


-- Moderate Arabic daily Al-Rai Al-Aam\'s columnist Salah Al-Fadly 
commented in \"Praise Your Hands\" (7/16): 


\"Despite the heroic role played by the Hezbollah fighters 
strange to hear some dissonance that will denounce or have 
reservations against this honorable stance of Hezbollah. These 
voices will claim that the balance of power is not in our favor and 
that the timing is not right and that this operation will affect the 
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tourism season and that Israel will destroy the infrastructure.\" 


-- Ali Mohamed Al-Fairouz stated in moderate Arabic daily Al-Rai 
Al-Aam under the title \"An Unwarranted War on Palestine and 
Lebanon\"(7/16): 


\"There cannot be a peaceful settlement between the two sides with 
Israel\'s avidity for Palestinian land. Israel takes a savage path 
towards achieving peace. As it cries over its soldier 

government should realize that the Palestinian people have the right 
to live on their soil. Amid such conditions 

decides to renew its hostile attacks against Lebanon targeting its 
people and destroying their land.\" 


-- In moderate Arabic daily Al-Watan 
editorialized in \"What Has Hezbollah Achieved?\" (7/16): 


VI write about Lebanon to criticize what is called VThe Hezbollah 
Republic.\’ This republic has acted foolishly during these already 
hard times revealing that its leadership did not comprehend the 
Israeli lesson well. This also demonstrates their willingness to 
bury all of Lebanon and the Lebanese for them to parade their 
muscles before the media.\" 


-- Abdul Mohsen Mohamed Al-Hussainy noted in moderate Arabic daily 
Al-Watan under the title \"Who is Responsible for Events іп Lebanon?\" 
(7/16): 


\"Today 

irresponsible actions. It is incomprehensible 

for a single entity to pull the Lebanese government without its 
agreement or any coordination with the Arab countries to declare war 
on Israel.\" 


-- Kuwait University political science professor 
Al-Issa observed in his pro-government Arabic daily Al-Seyassah 
piece titled \"Farewell to Moderation\" (7/16): 
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\"It is not fair to blame HAMAS 

examining all aspects of the problem. Laying blame is not enough 
today. What is needed is a mechanism to guarantee the rights of the 
Palestinian and Lebanese peoples. The ZionistsY war on Lebanon has 
created a new problem. It has convinced the Arab and Islamic public 
to support Hezbollah and Palestinian resistance 

them legitimate and a basis for Arab pride.\" 
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For more reporting from Embassy Kuwait 
http://www.state.sgov.gov/p/nea/kuwait/?cable s 


Visit Kuwait\'s Classified Website: 
http://www.state.sgov.gov/p/nea/kuwait/ 
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UAE.\" He noted 
left Dubai. 


2. (S) Although al-Kitbi said he was not knowledgeable on the 
Atlinx case 

UAE\'s counterproliferation task force to investigate. 

Al-Kitbi observed that \"it is not good for the UAE to let 

items such as these transit our country...we want to stop all 
companies that are dealing with illegal technology.\" (Note: 
We have confirmed that al-Kitbi informed DubaiVs General 
Directorate of State Security (GDSS) of the Atlinx demarche 
within hours. End note.) 


3. (S) Comment: GDSS Director al-Qemzi\'s July 4 letter to 
Ambassador made clear that we have captured the UAE\'s 
attention (ref B) 

quick communication between federal and Dubai authorities on 
a counterproliferation case. End comment. 
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resistance fighters had set fire to an Israeli warship off the 

coast of Beirut. You want an open war. We are going to open war. 
We are ready for it" Nasrallah said 

telephone. Nasrallah warned: \"You have chosen war against people 
who have brains 

surprises that | have promised you will start now;\" \"Look to the 
middle of the sea 

pounded the infrastructure 

atit burning. It will sink and with it scores of Israeli Zionist 
soldiers.\" \"This is just the beginning 

also warned of additional attacks in Israel 

say that we will bomb Haifa only; we will go beyond and beyond 
Haifa.\" 

Papers also reported a phone conversation between President Asad 
and President Lahoud focusing on developments in the Israeli 
aggression against Lebanon. President Asad expressed Syria\'s 
solidarity with the Lebanese people 

the disposal of the Lebanese state to help it. 

Papers also reported the Arab Foreign MinistersY emergency 
meeting in Cairo with the participation of Syrian foreign 
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Minister Walid al-Muallim 

onslaught against Lebanon and its dangerous consequences 
as the deteriorating situation in the occupied territories. Arab 
Foreign Ministers condemned the Israeli aggression against 
Lebanon and the Palestinian territories 

with the Palestinian and Lebanese people and supported their 
struggle against the aggression. They called on the international 
community and the UN Security Council to shoulder their 
responsibility by urging Israel to end its military aggression 

and lift the siege imposed on the Palestinian and Lebanese 
people. On Lebanon 

people to resist the occupation and aggression 

Lebanese people\'s solidarity and national unity 

main factor in facing the aggression. The Ministers warned 
against dangerous repercussions of expansion of the Israeli 
aggression against the Palestinian territories and the 
neighboring Arab countries. They also demanded the release of 
Palestinian Ministers and Legislators and the detainees in 
Israeli jails and the exchange of prisoners in the framework of 
the UN or through a third party. The Ministers called on the UN 
Security Council to convene on a high level to discuss the Arab- 
Israeli conflict in a radical and comprehensive way after 

Israels thwarting of all efforts towards the resumption of the 
comprehensive peace process in the region. 


The Secretary General of the Organization of the Islamic 
Conference 

Israeli aggression against Lebanon 

violates all human laws. In an urgent message sent to the UN 
Secretary General 


SIPDIS 

dangerous escalation in Lebanese territory. He called on Kofi 
Annan to consider the Israeli raids on Lebanese civilians as a 
factor that would undermine all the efforts that have been made 
to find a solution to the Arab-Israeli conflict and to the 
Palestinian tragedy. He called on Annan to intervene and put an 
end to the current escalation of Israeli killing 

shedding the blood of Lebanese civilians. 


Spanish Premier Jose Luis Rodriguez Zapatero has called on Israel 
to halt immediately its aggressive acts in Lebanon and Gaza. In a 
broadcast interview on Friday 

difference between a full counter-offensive against Lebanon and 
legitimate defense 

escalation that is setting us back scores of years. He expressed 
the belief that Israel is wrong in its full response on Gaza and 
Lebanon 

East. Zapatero called for a return to the spirit of the Madrid 
Conference on the Middle East 

be firm toward Israel. 
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Headlines reported that President Asad received a telephone call 
from Italian Prime Minister Romano Prodi which also focused on 
the Israeli aggression against Lebanon. 


coast of Beirut. \"You want an open war. We are going to open war. 
We are ready for it\" Nasrallah said 

telephone. Nasrallah warned: \"You have chosen war against people 
who have brains 

surprises that | have promised you will start now;\" \"Look to the 
middle of the sea 

pounded the infrastructure 

at it burning. It will sink and with it scores of Israeli Zionist 
soldiers.\" \"This is just the beginning 

also warned of additional attacks in Israel 

say that we will bomb Haifa only; we will go beyond and beyond 
Haifa.\" 

Papers also reported a phone conversation between President Asad 
and President Lahoud focusing on developments in the Israeli 
aggression against Lebanon. President Asad expressed Syria\'s 
solidarity with the Lebanese people 

the disposal of the Lebanese state to help it. 

Papers also reported the Arab Foreign MinistersY emergency 
meeting in Cairo with the participation of Syrian foreign 

Minister Walid al-Muallim 

onslaught against Lebanon and its dangerous consequences 
as the deteriorating situation in the occupied territories. Arab 
Foreign Ministers condemned the Israeli aggression against 
Lebanon and the Palestinian territories 

with the Palestinian and Lebanese people and supported their 
struggle against the aggression. They called on the international 
community and the UN Security Council to shoulder their 
responsibility by urging Israel to end its military aggression 

and lift the siege imposed on the Palestinian and Lebanese 
people. On Lebanon 

people to resist the occupation and aggression 

Lebanese people\'s solidarity and national unity 

main factor in facing the aggression. The Ministers warned 
against dangerous repercussions of expansion of the Israeli 
aggression against the Palestinian territories and the 
neighboring Arab countries. They also demanded the release of 
Palestinian Ministers and Legislators and the detainees in 
Israeli jails and the exchange of prisoners in the framework of 
the UN or through a third party. The Ministers called on the UN 
Security Council to convene on a high level to discuss the Arab- 
Israeli conflict in a radical and comprehensive way after 
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Israel\'s thwarting of all efforts towards the resumption of the 
comprehensive peace process in the region. 


End of summary. 
2. Selected Headlines: 


\"A new Qana massacre іп Marwahin. Israel\'s terrorist war-machine 
perpetrates hideous massacres in South Lebanon. Israel shells 
ports and the southern suburbs. The national resistance strikes 
deep in Israel. AL SecGen Mousa announces death of the peace 
process\" (Government-owned Tishreen 


\"President Asad confirms to President Lahoud Syria\'s solidarity 
with Lebanon and that Syria places its capabilities at LebanonVs 
disposal\" (Government-owned Tishreen 


\"A Syrian official source denies that any Syrian military posts 
have been exposed to any Israeli shelling or attack\" (Government- 
owned Tishreen 


\"The People\'s Assembly denounces the Israeli aggression 
full solidarity with Lebanon and the resistance 

adoption of deterrent Arab and international measures against 
Israel" (Government-owned Tishreen 


\"Foreign Minister al-Mouallem warns against any Arab statements 
that might serve Israel in its aggression: We proved to the world 
that Israel is rejecting and evading peace requirements. 

Arab Foreign Ministers call on the international community to 


coast of Beirut. \"You want an open war. We are going to open war. 
We are ready for it" Nasrallah said 

telephone. Nasrallah warned: “You have chosen war against people 
who have brains 

surprises that | have promised you will start now;\" \"Look to the 
middle of the sea 

pounded the infrastructure 

at it burning. It will sink and with it scores of Israeli Zionist 

soldiers." \"This is just the beginning 

also warned of additional attacks in Israel 

say that we will bomb Haifa only; we will go beyond and beyond 
Haifa.\" 

Papers also reported a phone conversation between President Asad 
and President Lahoud focusing on developments in the Israeli 
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aggression against Lebanon. President Asad expressed Syria\'s 
solidarity with the Lebanese people 

the disposal of the Lebanese state to help it. 

Papers also reported the Arab Foreign Ministers\' emergency 
meeting in Cairo with the participation of Syrian foreign 

Minister Walid al-Muallim 

onslaught against Lebanon and its dangerous consequences 
as the deteriorating situation in the occupied territories. Arab 
Foreign Ministers condemned the Israeli aggression against 
Lebanon and the Palestinian territories 

with the Palestinian and Lebanese people and supported their 
struggle against the aggression. They called on the international 
community and the UN Security Council to shoulder their 
responsibility by urging Israel to end its military aggression 

and lift the siege imposed on the Palestinian and Lebanese 
people. On Lebanon 

people to resist the occupation and aggression 

Lebanese people\'s solidarity and national unity 

main factor in facing the aggression. The Ministers warned 
against dangerous repercussions of expansion of the Israeli 
aggression against the Palestinian territories and the 
neighboring Arab countries. They also demanded the release of 
Palestinian Ministers and Legislators and the detainees in 
Israeli jails and the exchange of prisoners in the framework of 
the UN or through a third party. The Ministers called on the UN 
Security Council to convene on a high level to discuss the Arab- 
Israeli conflict in a radical and comprehensive way after 

Israel\'s thwarting of all efforts towards the resumption of the 
comprehensive peace process in the region. 


shoulder responsibilities\" (Government-owned Tishreen 


\"The Pentagon plans to strengthen the Israeli strategic fuel 
storage for warplanes\" (Government-owned Tishreeen 


\"Angry reactions to the Israeli aggression on Lebanon; Spanish PM 
Zapatero: Let\'s stop this madness immediately" (Government-owned 
Tishreen 


\"Germany stresses Syria\'s important role and warns against the 
dangers of a regional war\" (Government-owned Tishreen 


\"Islamic Scholars Assembly denounces targeting of mosques in 
Iraq. Two American soldiers killed in al-Sader city. Clashes 
continue in Baghdad\" (Government-owned Tishreen 


\"An Open War; Nasrallah: Victory is coming.... An Israeli warship 
is sinking. The Lebanese Resistance repels attacks; Israel 
escalates aggression against civilians and public facilities in 
Beirut 

the only ones to pay the price. HaVaretz refutes the Israeli 
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army\'s report: The Israeli warship sustained immense damage\" 
(Government-owned Tishreen 


\"President Asad receives a phone call from Italian PM Prodi; 
Talks focus on the Israeli attack against Lebanon" (Government- 
owned Tishreen 


coast of Beirut. \"You want an open war. We are going to open war. 
We are ready for it\" Nasrallah said 

telephone. Nasrallah warned: \"You have chosen war against people 
who have brains 

surprises that | have promised you will start now;\" \"Look to the 
middle of the sea 

pounded the infrastructure 

at it burning. It will sink and with it scores of Israeli Zionist 
soldiers.\" \"This is just the beginning 

also warned of additional attacks in Israel 

say that we will bomb Haifa only; we will go beyond and beyond 
Haifa.\" 

Papers also reported a phone conversation between President Asad 
and President Lahoud focusing on developments in the Israeli 
aggression against Lebanon. President Asad expressed Syria\'s 
solidarity with the Lebanese people 

the disposal of the Lebanese state to help it. 

Papers also reported the Arab Foreign MinistersY emergency 
meeting in Cairo with the participation of Syrian foreign 

Minister Walid al-Muallim 

onslaught against Lebanon and its dangerous consequences 

as the deteriorating situation in the occupied territories. Arab 
Foreign Ministers condemned the Israeli aggression against 
Lebanon and the Palestinian territories 

with the Palestinian and Lebanese people and supported their 
struggle against the aggression. They called on the international 
community and the UN Security Council to shoulder their 
responsibility by urging Israel to end its military aggression 

and lift the siege imposed on the Palestinian and Lebanese 
people. On Lebanon 

people to resist the occupation and aggression 

Lebanese people\'s solidarity and national unity 

main factor in facing the aggression. The Ministers warned 
against dangerous repercussions of expansion of the Israeli 
aggression against the Palestinian territories and the 
neighboring Arab countries. They also demanded the release of 
Palestinian Ministers and Legislators and the detainees in 
Israeli jails and the exchange of prisoners in the framework of 
the UN or through a third party. The Ministers called on the UN 
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Security Council to convene on a high level to discuss the Arab- 
Israeli conflict in a radical and comprehensive way after 

Israel\'s thwarting of all efforts towards the resumption of the 
comprehensive peace process in the region. 


\"President Asad discusses the situation in Palestine and Lebanon 
in a phone call with Ahmedinejad. Ahmedinejad: We stand by Syria 
and support her in the face of all campaigns of pressurel" 
(Government-owned Al-Thawra 


“Тһе US vetoes а UNSC resolution denouncing Israeli offenses. 
48 Lebanese martyred by Israeli aggression 

family; Hizbollah targets military sites 

settlements. Extensive denunciation of the Israeli aggression and 
Annan seeks a cool-down\" (Government-owned Al-Thawra 


3. Editorial Block Quotes: 


Isam Dari 

editorialized (7/15): \"This is not the first time in history that 
horrendous massacres have been committed against civilians in our 
region under the political cover of the superpowers which claim 
to be defending human rights 

the world... 

\"The pictures of the dismembered bodies of children 

the Lebanese soil with their chaste blood 

sentiments and consciences of the free world. On the contrary 
the US President blessed the criminal killers and announced that 
Israel has the right to defend itself and blamed Syria for the 
continuing Israeli crimes in Gaza and Lebanon.... 


coast of Beirut. \"You want an open war. We are going to open war. 
We are ready for it\" Nasrallah said 

telephone. Nasrallah warned: \"You have chosen war against people 
who have brains 

surprises that | have promised you will start now;\" \"Look to the 
middle of the sea 

pounded the infrastructure 

at it burning. It will sink and with it scores of Israeli Zionist 
soldiers.\" \"This is just the beginning 

also warned of additional attacks in Israel 

say that we will bomb Haifa only; we will go beyond and beyond 
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Haifa.\" 

Papers also reported a phone conversation between President Asad 
and President Lahoud focusing on developments in the Israeli 
aggression against Lebanon. President Asad expressed Syria\'s 
solidarity with the Lebanese people 

the disposal of the Lebanese state to help it. 

Papers also reported the Arab Foreign MinistersY emergency 
meeting in Cairo with the participation of Syrian foreign 

Minister Walid al-Muallim 

onslaught against Lebanon and its dangerous consequences 
as the deteriorating situation in the occupied territories. Arab 
Foreign Ministers condemned the Israeli aggression against 
Lebanon and the Palestinian territories 

with the Palestinian and Lebanese people and supported their 
struggle against the aggression. They called on the international 
community and the UN Security Council to shoulder their 
responsibility by urging Israel to end its military aggression 

and lift the siege imposed on the Palestinian and Lebanese 
people. On Lebanon 

people to resist the occupation and aggression 

Lebanese people\'s solidarity and national unity 

main factor in facing the aggression. The Ministers warned 
against dangerous repercussions of expansion of the Israeli 
aggression against the Palestinian territories and the 
neighboring Arab countries. They also demanded the release of 
Palestinian Ministers and Legislators and the detainees in 
Israeli jails and the exchange of prisoners in the framework of 
the UN or through a third party. The Ministers called on the UN 
Security Council to convene on a high level to discuss the Arab- 
Israeli conflict in a radical and comprehensive way after 

Israel\'s thwarting of all efforts towards the resumption of the 
comprehensive peace process in the region. 


\"Killers of children 

Hadithah and who provided protection for those who massacred a 
family after raping one of its members 

killers of children in Palestine. The two are strategic allies in 

evil and aggression and are committing the same deeds....\" 


Dr. Nadiya Khost 

commented (7/15): \"Eighteen Palestinians and 47 Lebanese 
civilians 

Nonetheless 

exercise self-restraint.... 

\"In this bloody carnival 

allies 

achievements.... This carnival is intended to make us accept the 
systematic massacres in Iraq 


Column 3 

thank the war criminals who have become heads of state 

the racist Bolton 

that Arab martyrs are terrorists and that the Israeli Apaches are 
peaceful pigeons and the F-16 war jets are only toys to entertain 
children....\" 


coast of Beirut. \"You want an open war. We are going to open war. 
We are ready for it\" Nasrallah said 

telephone. Nasrallah warned: \"You have chosen war against people 
who have brains 

surprises that | have promised you will start now;\" \"Look to the 
middle of the sea 

pounded the infrastructure 

at it burning. It will sink and with it scores of Israeli Zionist 
soldiers.\" \"This is just the beginning 

also warned of additional attacks in Israel 

say that we will bomb Haifa only; we will go beyond and beyond 
Haifa.\" 

Papers also reported a phone conversation between President Asad 
and President Lahoud focusing on developments in the Israeli 
aggression against Lebanon. President Asad expressed Syria\'s 
solidarity with the Lebanese people 

the disposal of the Lebanese state to help it. 

Papers also reported the Arab Foreign MinistersY emergency 
meeting in Cairo with the participation of Syrian foreign 

Minister Walid al-Muallim 

onslaught against Lebanon and its dangerous consequences 

as the deteriorating situation in the occupied territories. Arab 
Foreign Ministers condemned the Israeli aggression against 
Lebanon and the Palestinian territories 

with the Palestinian and Lebanese people and supported their 
struggle against the aggression. They called on the international 
community and the UN Security Council to shoulder their 
responsibility by urging Israel to end its military aggression 

and lift the siege imposed on the Palestinian and Lebanese 
people. On Lebanon 

people to resist the occupation and aggression 

Lebanese people\'s solidarity and national unity 

main factor in facing the aggression. The Ministers warned 
against dangerous repercussions of expansion of the Israeli 
aggression against the Palestinian territories and the 
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neighboring Arab countries. They also demanded the release of 
Palestinian Ministers and Legislators and the detainees in 
Israeli jails and the exchange of prisoners in the framework of 
the UN or through a third party. The Ministers called on the UN 
Security Council to convene on a high level to discuss the Arab- 
Israeli conflict in a radical and comprehensive way after 

Israel\'s thwarting of all efforts towards the resumption of the 
comprehensive peace process in the region. 


Ahmad Hamadeh 

commented (7/14): \"The identical positions by Washington 
blatantly and unreservedly supports Israel and promotes its 
aggression against Lebanese and Palestinians 

is supposed to be just 

international law 

the international organization in achieving world peace and 
security... 


\"What prompted this comment was a statement made by UN SecGen 
Kofi Annan on the capture of the two Israeli soldiers by 

Hizbollah. As soon as news agencies and world TV stations 

reported the news 

the operation and demanding their immediate release. Likewise 

soon as the White House spokesman finished his remarks 

Kofi Annan hastened to take the same stand 

Lebanese resistance immediately release the two captured 

soldiers. The EU followed suit 


\"The UN has failed to issue a statement demanding the release of 
thousands of Palestinian 

in Israeli jails. Likewise 

issue a statement demanding a halt to Israel\'s barbaric attacks 
against innocent civilians in Gaza and southern Lebanon 

the international organization has turned into a mere hostage to 
US stands 


coast of Beirut. \"You want an open war. We are going to open war. 
We are ready for it\" Nasrallah said 

telephone. Nasrallah warned: \"You have chosen war against people 
who have brains 

surprises that | have promised you will start now;\" \"Look to the 
middle of the sea 

pounded the infrastructure 

at it burning. It will sink and with it scores of Israeli Zionist 
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soldiers.\" \"This is just the beginning 

also warned of additional attacks in Israel 

say that we will bomb Haifa only; we will go beyond and beyond 
Haifa.\" 

Papers also reported a phone conversation between President Asad 
and President Lahoud focusing on developments in the Israeli 
aggression against Lebanon. President Asad expressed Syria\'s 
solidarity with the Lebanese people 

the disposal of the Lebanese state to help it. 

Papers also reported the Arab Foreign Ministers\' emergency 
meeting in Cairo with the participation of Syrian foreign 

Minister Walid al-Muallim 

onslaught against Lebanon and its dangerous consequences 
as the deteriorating situation in the occupied territories. Arab 
Foreign Ministers condemned the Israeli aggression against 
Lebanon and the Palestinian territories 

with the Palestinian and Lebanese people and supported their 
struggle against the aggression. They called on the international 
community and the UN Security Council to shoulder their 
responsibility by urging Israel to end its military aggression 

and lift the siege imposed on the Palestinian and Lebanese 
people. On Lebanon 

people to resist the occupation and aggression 

Lebanese people\'s solidarity and national unity 

main factor in facing the aggression. The Ministers warned 
against dangerous repercussions of expansion of the Israeli 
aggression against the Palestinian territories and the 
neighboring Arab countries. They also demanded the release of 
Palestinian Ministers and Legislators and the detainees in 
Israeli jails and the exchange of prisoners in the framework of 
the UN or through a third party. The Ministers called on the UN 
Security Council to convene on a high level to discuss the Arab- 
Israeli conflict in a radical and comprehensive way after 

Israels thwarting of all efforts towards the resumption of the 
comprehensive peace process in the region. 


V How long will the world continue to turn a blind eye to Israeli 
crimes...?\" 


\"Aggression against Gaza 
to Abort the National Palestinian Plan\" 


Adil Sawahah 

(7/14): \"The governing Israeli elites have never abandoned their 
opposition to any permanent peaceful settlement with 
Palestinians 
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The successive Israeli governing elites have always remained 
hostage to the Zionist enterprise 

Palestinian territories 

energies 

incessant pressure on these people to evict and displace them 
and by robbing them of their nationalist leaders who seek to 
achieve Palestinian national goals and aspirations. 


\"As appears in Zionist documents and archives 
Palestinian people without leaders or elites that seek to realize 
the Palestinian dream 


\"This has been evident since the signing of the Oslo accords and 


coast of Beirut. \"You want an open war. We are going to open war. 
We are ready for it\" Nasrallah said 

telephone. Nasrallah warned: \"You have chosen war against people 
who have brains 

surprises that | have promised you will start now;\" \"Look to the 
middle of the sea 

pounded the infrastructure 

at it burning. It will sink and with it scores of Israeli Zionist 
soldiers.\" \"This is just the beginning 

also warned of additional attacks in Israel 

say that we will bomb Haifa only; we will go beyond and beyond 
Haifa.\" 

Papers also reported a phone conversation between President Asad 
and President Lahoud focusing on developments in the Israeli 
aggression against Lebanon. President Asad expressed Syria\'s 
solidarity with the Lebanese people 

the disposal of the Lebanese state to help it. 

Papers also reported the Arab Foreign MinistersY emergency 
meeting in Cairo with the participation of Syrian foreign 

Minister Walid al-Muallim 

onslaught against Lebanon and its dangerous consequences 
as the deteriorating situation in the occupied territories. Arab 
Foreign Ministers condemned the Israeli aggression against 
Lebanon and the Palestinian territories 

with the Palestinian and Lebanese people and supported their 
struggle against the aggression. They called on the international 
community and the UN Security Council to shoulder their 
responsibility by urging Israel to end its military aggression 

and lift the siege imposed on the Palestinian and Lebanese 
people. On Lebanon 

people to resist the occupation and aggression 

Lebanese people\'s solidarity and national unity 
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main factor in facing the aggression. The Ministers warned 
against dangerous repercussions of expansion of the Israeli 
aggression against the Palestinian territories and the 
neighboring Arab countries. They also demanded the release of 
Palestinian Ministers and Legislators and the detainees in 
Israeli jails and the exchange of prisoners in the framework of 
the UN or through a third party. The Ministers called on the UN 
Security Council to convene on a high level to discuss the Arab- 
Israeli conflict in a radical and comprehensive way after 

Israel\'s thwarting of all efforts towards the resumption of the 
comprehensive peace process in the region. 


the death of the late Palestinian President Yasir Arafat. The 

same is now happening to the Palestinian Government following the 
arrest of some of its members. This explains the Israeli attacks 

on the Palestinian infrastructure. 


\"The Zionist plan targets the Palestinian Government to prevent 
it from forging ahead toward the achievement of an independent 
state and to eliminate the Palestinian people\'s national plan.\" 
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In addition to the student protesters were some elected 
officials including Municipal Council member Dr. Fadhel Safar 
who used the protest to denounce the continued detention of 
Kuwaiti citizens at Guantanamo and to criticize renditions. 
While the demonstration received front page coverage in the 
English press 

photo on the front page with more detailed reporting in other 
sections. 


2. (U) The Ministry of Interior (MOI) responded swiftly to 

the call for the protest and worked closely with post on 
arrangements to secure the embassy and allow the protest to 
proceed. 


3. (C/NF) Comment: Public protests in Kuwait are still 
somewhat of a novelty and this demonstration 

organized and largely peaceful 

pro-Hizballah rhetoric and burning of American flags. The 
protest 

Iran-leaning MPs Ahmad Lari (who was Safar\'s campaign 
manager) and Adnan Abdul Samad 

efforts to exert greater influence on KuwaitVs minority ShiVa 
population. Indeed 

was as much an effort to monitor ShiVa groups and Iran 
sympathizers as to protect USG facilities which in this case 
were not in danger. 
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For more reporting from Embassy Kuwait 
http://www.state.sgov.gov/p/nea/kuwait/?cable 5 


Visit KuwaitVs Classified Website: 
http://www.state.sgov.gov/p/nea/kuwait/ 
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take; and whether or not they can get across the border. ACS 
is advising them to bring water 
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much money in dollars as possible and a cell phone 

decide to cross. ACS is informing Amcits that they should be 
allowed to enter Syria but does not advise them whether to do 
so. The consular section is asking Amcits to telephone ACS 
from the border if they have problems getting in and to call 

to confirm entry into Syria. Many AmCits reported crossing 
July 15 with no difficulty; they paid $15-20 at the border 

for Syrian visas. Almost all families have a significant 
quantity of cash with them. Our repat limit has been raised 
to $4000/person with a max of $16 

prior authorization from State. To date 

repats but has had one family who requested subsistence 
funds. Our last warden message was 07/13/2006. 


5. (SBU) Almost all hotels and shelters in Damascus are 
reported to be full. Only two hotels had confirmed 
availability for last night. ACS got a number of Amcits into 
one of them. Consular section is checking again on 
availability July 16. 


ECONOMIC/COMMERCIAL 


6. (SBU) British Air has switched its Beirut-London flight 

to Damascus 

Damascus each day. Air France changed its 07/19 flight to a 
larger plane. Austrian Air July 15 switched to flying in a 
larger aircraft (the Airbus 321 as opposed to the 319) so as 
to have 60 additional seats to offer per flight 

its local representative. Gulf Air is taking similar action. 
Almost no confirmed seats are available on any airline 
before 07/19 

Most people are waitlisted or told by the airlines to try 

their luck at the airport. 

SECHE 
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\"Sadly 

the international community 

is benefiting from this struggle; not the Arabs 

not the Palestinians. Tehran and Damascus are using these fields to 
settle their differences with the international community. They do 

not care for the blood of the innocent who are slaughtered. Nor do 
they care about the destruction that has set these two countries 

back a few decades." 


-- Talal Abdul Karim Al-Arab inquired in progressive Arabic daily 
Al-Qabas under the title VA Roaring South and a Sleeping Golan\" 
(7/16): 


\"Why is the south insanely roaring and the Syrian Golan fast asleep? 
Many are also asking why did Iran not plant Hezbollah on Syrian 

soil 

south 

relations 

close and powerful to an extent that has made it and still makes it 
threaten Arab interests.\" 


-- In progressive Arabic daily Al-Qabas 

Al-Duaij penned \"Time to Free Lebanon\" (7/16): 

\"We agree entirely with the Saudi statement on the situation in 
Lebanon.... Hezbollah fighters hide amongst civilians so they can 
cry before the world when a child is killed whom they have hidden 
behind or an old woman whom they have used for a shield; enough 
misinformation and claims of bravery and Jihad.\" 


-- Moderate Arabic daily Al-Rai Al-Aam\'s columnist Salah Al-Fadly 
commented in \"Praise Your Hands\" (7/16): 


\"Despite the heroic role played by the Hezbollah fighters 
strange to hear some dissonance that will denounce or have 
reservations against this honorable stance of Hezbollah. These 
voices will claim that the balance of power is not in our favor and 
that the timing is not right and that this operation will affect the 
tourism season and that Israel will destroy the infrastructure.\" 


-- Ali Mohamed Al-Fairouz stated in moderate Arabic daily Al-Rai 
Al-Aam under the title \"An Unwarranted War on Palestine and 
Lebanon\"(7/16): 


\"There cannot be a peaceful settlement between the two sides with 
Israel\'s avidity for Palestinian land. Israel takes a savage path 
towards achieving peace. As it cries over its soldier 

government should realize that the Palestinian people have the right 
to live on their soil. Amid such conditions 


Column 3 
decides to renew its hostile attacks against Lebanon targeting its 
people and destroying their land.\" 


-- In moderate Arabic daily Al-Watan 
editorialized in \"What Has Hezbollah Achieved?\" (7/16): 


VI write about Lebanon to criticize what is called VThe Hezbollah 
Republic.\’ This republic has acted foolishly during these already 
hard times revealing that its leadership did not comprehend the 
Israeli lesson well. This also demonstrates their willingness to 
bury all of Lebanon and the Lebanese for them to parade their 
muscles before the media. V 


-- Abdul Mohsen Mohamed Al-Hussainy noted in moderate Arabic daily 
Al-Watan under the title Who is Responsible for Events in Lebanon?" 
(7/16): 


\"Today 

irresponsible actions. It is incomprehensible 

for a single entity to pull the Lebanese government without its 
agreement or any coordination with the Arab countries to declare war 
on Israel.\" 


-- Kuwait University political science professor 
Al-Issa observed in his pro-government Arabic daily Al-Seyassah 
piece titled \"Farewell to Moderation\" (7/16): 
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\"It is not fair to blame HAMAS 

examining all aspects of the problem. Laying blame is not enough 
today. What is needed is a mechanism to guarantee the rights of the 
Palestinian and Lebanese peoples. The ZionistsY war on Lebanon has 
created a new problem. It has convinced the Arab and Islamic public 
to support Hezbollah and Palestinian resistance 

them legitimate and a basis for Arab pride.\" 
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For more reporting from Embassy Kuwait 
http://www.state.sgov.gov/p/nea/kuwait/?cable 5 
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\"Sadly 

the international community 

is benefiting from this struggle; not the Arabs 

not the Palestinians. Tehran and Damascus are using these fields to 
settle their differences with the international community. They do 

not care for the blood of the innocent who are slaughtered. Nor do 
they care about the destruction that has set these two countries 

back a few decades.\" 


-- Talal Abdul Karim Al-Arab inquired in progressive Arabic daily 
Al-Qabas under the title VA Roaring South and a Sleeping Golan\" 
(7/16): 


\"Why is the south insanely roaring and the Syrian Golan fast asleep? 
Many are also asking why did Iran not plant Hezbollah on Syrian 

soil 

south 

relations 

close and powerful to an extent that has made it and still makes it 
threaten Arab interests.\" 


-- In progressive Arabic daily Al-Qabas 

Al-Duaij penned \"Time to Free Lebanon\" (7/16): 

\"We agree entirely with the Saudi statement on the situation in 
Lebanon.... Hezbollah fighters hide amongst civilians so they can 
cry before the world when a child is killed whom they have hidden 
behind or an old woman whom they have used for a shield; enough 
misinformation and claims of bravery and Jihad.\" 


-- Moderate Arabic daily Al-Rai Al-Aam\'s columnist Salah Al-Fadly 
commented in \"Praise Your Hands\" (7/16): 


\"Despite the heroic role played by the Hezbollah fighters 
strange to hear some dissonance that will denounce or have 
reservations against this honorable stance of Hezbollah. These 
voices will claim that the balance of power is not in our favor and 
that the timing is not right and that this operation will affect the 
tourism season and that Israel will destroy the infrastructure.\" 


-- Ali Mohamed Al-Fairouz stated in moderate Arabic daily Al-Rai 
Al-Aam under the title \"An Unwarranted War on Palestine and 
Lebanon\"(7/16): 


\"There cannot be a peaceful settlement between the two sides with 
Israel\'s avidity for Palestinian land. Israel takes a savage path 
towards achieving peace. As it cries over its soldier 

government should realize that the Palestinian people have the right 
to live on their soil. Amid such conditions 

decides to renew its hostile attacks against Lebanon targeting its 
people and destroying their land.\" 


Column 3 
-- In moderate Arabic daily Al-Watan 
editorialized in \"What Has Hezbollah Achieved?\" (7/16): 


VI write about Lebanon to criticize what is called VThe Hezbollah 
Republic.\’ This republic has acted foolishly during these already 
hard times revealing that its leadership did not comprehend the 
Israeli lesson well. This also demonstrates their willingness to 
bury all of Lebanon and the Lebanese for them to parade their 
muscles before the media.\" 


-- Abdul Mohsen Mohamed Al-Hussainy noted in moderate Arabic daily 
Al-Watan under the title \"Who is Responsible for Events іп Lebanon?\" 
(7/16): 


\"Today 

irresponsible actions. It is incomprehensible 

for a single entity to pull the Lebanese government without its 
agreement or any coordination with the Arab countries to declare war 
on Israel.\" 


-- Kuwait University political science professor 
Al-Issa observed in his pro-government Arabic daily Al-Seyassah 
piece titled \"Farewell to Moderation\" (7/16): 
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\"It is not fair to blame HAMAS 

examining all aspects of the problem. Laying blame is not enough 
today. What is needed is a mechanism to guarantee the rights of the 
Palestinian and Lebanese peoples. The ZionistsY war on Lebanon has 
created a new problem. It has convinced the Arab and Islamic public 
to support Hezbollah and Palestinian resistance 

them legitimate and a basis for Arab pride.\" 
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For more reporting from Embassy Kuwait 
http://www.state.sgov.gov/p/nea/kuwait/?cable 5 
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countries that condemned Hezbollah would be condemned by the end of 
the present conflict 

Hezbollah\'s military capacity but also the charitable and public 

services it provides. Two female Emirati columnists in \"Al-Bayan\" 
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question how Arab countries could dare condemn Hezbollah in such an 
obvious case of Israeli aggression. Another article in \"Al-Bayan\" 
compares Israel to the Nazis 

embrace a cease fire. \"Al-Bayan\" criticizes the United States\' 
apparent cooperation with Israel 

condemnation of Israeli aggression in the UN Security Council. 
English-language Khaleej Times editorial asks \'Where is the honest 
broker?\' End Summary. 


2. On 07/16 under the headline \"Nazis destroy Lebanon\" 
editorial in the Dubai-based Arabic-language daily \"Al-Bayan\" 
(circulation 90 


\"... They desire the destruction of this precious Arab country 
that has yet to recover from a dire civil war. As we are living in 
an era of submission 

Israel is a truce and cease fire.\" 


3. On 07/16 under the headline \"Lebanon you are not alone\" 
Emirati columnist Aishe Sultan wrote the following in her daily 
column in the Dubai-based Arabic-language daily \"Al-Bayan\" 
(circulation 90 


V... Lebanon is assembling behind the resistance 

Minister 

say. But those tacitly supporting the American Zionist agenda in 
Lebanon by condemning the resistance have interests quite different 
from the Lebanese. The conflict is a Lebanese issue that should 
only be discussed and judged amongst themselves. We 

Lebanon and believers in its strength 

support Lebanon morally and materially in any decision it may make. 
Arab Lebanon is part of us. Lebanon 

of Arab hearts pray for your victory 

have lost our trust. V" 


4. On 07/16 under the headline V'OlmertVs stupidity 
columnist Basil Rafayh wrote the following in an editorial in the 
Dubai-based pan-Arab daily \"Emaratalyoum\" (circulation 15 


V... Those Arab countries that have condemned Hezbollah will 
eventually find themselves on the losing side of public opinion. 
OlmertVs war will not end with the destruction of HezbollahVs 
military capacity 

destruction of its charitable and public services. The Arab people 
do not buy the lie that Hezbollah has started this conflict by 
imprisoning or killing Israeli soldiers. Israel has never required 
an excuse to kill children 

bloodshed. Arab people know very well the recklessness of Israeli 
policy 

against the Palestinian people 

beyond meaningless phrases like \'controlling oneself 


Column 3 
the Vinternational community" and pledges of “Агар support WW" 


5. On 07/15 under the headline \"Beirut burns while the nation 
watches\" 

in her daily column in the Dubai-based Arabic-language daily 
\"Al-Bayan\" (circulation 90 


Y... What could possibly justify the type of destruction levied at 
Lebanon by land 

expected answer 

and its citizens 

laid full blame at Hezbollah\'s feet 

Whoever comes to you bleeding 

neighbor 

restored 

threat! This is the logic of death over life 

and excessive power paired with limitless insanity. Lebanon alone 
is paying the price for such logic 

itself abandoned by its Arab neighbors. Long live both Arab nations 
and American democracy 


6. On 07/15 under the headline \"American conspiracy and 
international impotence\" 

editorial in the Dubai-based Arabic-language daily \"Al-Bayan\" 
(circulation 90 


\"What happened yesterday in the UN Security Council demonstrates 
America\'s efforts to ensure international impotence. Israeli 
aggression is quite clear to the international community 

action was able to come forth to deter conflict or even condemn 
Israel. The Qatari resolution 

Arab states 

the floor 

or condemn Israel for anything! ...Now 

disaster 

would condemn what is happening there now. British journalist 
Robert Fisk watched the full horror of Israel raids from his house 

in Beirut 

Israeli planes threw a bomb on a house in which a Muslim Imam lives. 
He was immediately killed along with his wife and eight children. 
The head of one of the children was severed 

battered child\'s body. Then the planes went to another house in 
Al-Dewair village and killed another family of seven. These 

Israeli actions in Lebanon echo Israeli actions in Palestine. And 

of course 

Council and asking them to mandate a cease fire. But it is 

difficult to say whether even the Security Council could effectively 
stop this aggression. The United States\' actions yesterday in 
obstructing a resolution on Israeli aggression in Gaza demonstrates 
the limits of that body 

supporters.\" 
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7. English language Dubai-based Khaleej Times (circulation 80 
editorial asks 

huge price for failure by Bush\'s America to resolve Mideast 
conflict.\" The editorial is also re-printed on official UAE News 
Agency (WAM) English website. 


\"...But what is more regrettable is the USY role in this whole 
business. Under Bush 

have befitting its stature as the reigning superpower 

player in the region and an ally of both Israelis and Arabs. For 
the first time in years 

end to this conflict and rein in the aggressor. In fact 

have come to such a dangerous pass 

Despite Bush\'s promise to resolve the Middle East conflict by 
creating a Palestinian state by 2005 

bad to worse. And we are all paying a heavy price for that 
failure.\" 
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and | did not realize that it meant a transformation 

regional interests that we paid the price for in the past 

from what we had understood to be constants; and it seems 
that it is the destiny of reformers to continue to pay the 

bills forever! 


And here І am in prison hearing again news about the return 
of the \"Strategic Dialogue\" and a visit by three officials in 

the next few hours. And | realize that history repeats 

itself. For when the last of the Egyptian peoples 
demonstrations revolts were happening in 1919 
demonstrators were chanting for the spiritual and 

intellectual leader of the revolution Saad Zaghloul 

chanting at the same time for Mr. Wilson who said the same 
thing you said in January 2005 when he declared the Twelve 
Principles 

Egyptians to determine their destiny. But my forefathers 
were stunned by Mr. Wilson 

British Protection of Egypt 

\"transformational diplomacy\" which the young Secretary Rice 
declared upon reaching her position ) and maybe even before 
that - they were shocked and their chants for Wilson were 
turned against him. 


Dear Mr. President 
| have endured since January 2005 until July 2006 the brunt 


of presenting a young and promising reformist project 
lonesome except for the people 
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the face of those who have everything: money 

jail 

its sacred right in the rotation of power and my faith that | 
am a one-hundred percent Egyptian project that came out of 
the womb of this nation and for it. | did not hesitate one 
moment to break the monopoly and the lie that the only 
alternative to \"them\" (the Egyptian government) is terrorism. 
| tolerated the President announcing ) after your State of 
the Union speech of Jan 2005 - in a public interview with 
writers and journalists that | had received $70 million to 
compete with him! | tolerated being stigmatized by that 
which | have not committed and having my reputation and 
dignity assassinated 

propagate ) even until now - that | ат an American product 
financed and endorsed by America 

and that not one court hearing in my trial which the media 
broadcasted was bereft of an insinuation or a declaration of 
this accusation. | had imagined that running in the 
presidential elections without money or support from the 
state and without the ability to spend one-percent of what 
\"they\" spent and coming in second ) despite everything that 
happened - is a testimony of innocence insofar as my 
financial status 

which the President personally propagated 

where from he came up with it 

and severely nave 

says something 

and the monopolized media. 


And you can imagine that the raiding of my house and my 
arrest was basically aimed at finding the sum in my paperwork 
after they failed to find it in banks 

to them ) because the President was the one who said - that 

it was a big lie. 


And now 

and for believing that we cannot go from bad to worse 
because the truth is that it can. A \"tailored\" court issued a 
sentence imprisoning me for five years and depriving me of 
all my political rights for 11 years(!) and back then 

said: You have a Cassation Court to go to. And on May 18 
the court hearing was a new farce 

and prevention of my lawyers. A judge was selected to try 
the judges and myself on the same day 

uphold the ruling against me. And now the only hope is for 
the President to issue a Presidential Pardon in accordance 
with Article 149 of the Egyptian Constitution 

him that right. 


Albeit 
this position seemed very clear when 110 members of 
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Parliament submitted to him a request last month asking that 
a Presidential Pardon be issued 

And now 

and which deprive me of all my rights as a prisoner - such as 
writing 

to 13 hours! - | lose every day part of my life and feel 

like a clear and specific target especially since | am 

diabetic and hypertensive 


Today \"they\" pressure my party 

Gamal \"the son\" can usurp power. They besiege our newspaper 
our only gateway 

premises a few weeks ago and arrested a group of my 
supporters and so far continue the retaliation series which 

even amounted to depriving me of medical treatment 

had to perform surgery on myself without anesthesia! 


Maybe all these things seem small 

trivial 

endure them and more 

reform and a freedom that we as a great nation deserve. 
Unfortunately 

to me 

did. What is happening to me impounds hope 

the future. 


Unfortunately 

| believe in your ability ) after God 

| am asking you to maintain the hope for coming generations 
that | dream will not have to see what | am seeing now. 


Dr Ayman Nour 
July 12 


End text. 
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meeting to put an end to the criminal Israeli aggressions\" 
and \"assure the protection of the Lebanese and Palestinian 
peoples.\" In the statement 

urgent UNSC meeting largely tracked with the MFA statement 
described reftel 

perpetrated by Israeli military forces against Palestine and 
Lebanon. It reiterated Algeria\'s V'great concern about the 
situation in the region 

stop the daily cycle of violence carried out by Israel\" and 
repeated Algeria\'s call on Israel \"to withdraw its forces 

lift the blockade imposed on the Palestinian people and the 
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whole of Lebanese territory 
prisoners detained in Israeli prisons.\" 


2. The statement called for Arab unity against \"Israeli 
aggression\" and said Israeli military operations served to 
\"exacerbate the situation 

complicate matters in this sensitive region of the world 

of which could result in deplorable consequences.\" The 
statement concluded by stating that Algeria \"would spare no 
effort to support initiatives in favor of stopping aggression 
and occupation and establishing peace and security in this 
vital region of the world.\" 
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Adad. Adad 

for losing his police vehicle to Mahdi Militia members who beat 
him and drove off with his official car. He had served as Babil 
Police Chief for three months in 2004 and was quickly demoted 
due to overall incompetence. 


4. (5) Qais and several of his senior commanders asked again if 
they and their families would be welcomed onto the REO compound 
or other US facilities in Hillah in the event of an immediate 

threat to their lives (reftel). Qais stated that he hoped to 

take his family abroad 

alone and continue working in Babil. 

COMMENT: U.S. military representatives present at the meeting 
noted with shock that the head of Hillah SWAT 

the \"hard man\" behind Qais 

memory 

Egypt. END COMMENT 


5. (S) COMMENT: Moderate politicians and contacts in all five 
South Central provinces have repeatedly told us that General 
Qais has always been viewed by SCIRI as the final obstacle to 
SCIRI infiltration and control of regional security units. 

General Qais continues to be highly popular with both Sunni and 
ShiVa provincial residents 

independent 

ShiVa and Sunni communities. When asked 

attribute Hillah\'s relative calmness and lack of terrorist 
incidents to Qais\' strong presence. Hillah Mayor Lafta recently 
noted that the province is again receiving displaced families 
both Sunni and Shi'a 

reputation as an oasis from intersectarian violence. If General 
Qais is removed 

groups will quickly launch an assassination campaign against 
potential secular candidates for the coming election 


Column 3 
ex-Baathists 
into SCIRI\'s plans for the region as a whole. 


6. (5) REO staff and military representatives in Babil continue 
to believe that General Qais is the key to not just provincial 
security 

as a whole during the months ahead. Given local voter 
dissatisfaction with SCIRI provincial leaders and growing 
support for Sadrists 

prove to be a destabilizing factor when serious electoral 
campaigning begins. REO contacts throughout South Central 
believe that the positive example of General Qais in Babil 
Province acts as a restraint on assassinations 

and other acts of terror in the region as a whole. REO Hillah 
requests that Embassy and Washington raise this issue at the 
highest levels and urge Minister al-Bulani not to issue the 
order. 
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funds from a NGO. He noted that he had no ability to do 
wireless transfers; for example 

overseas lraqi workers. In fact 

Internet access and no e-mail. 


5.(C) Mehdi stated that loans were less than a fifth of 

deposits 

interest payments. Most loans were for terms of two to five 
years with interest rates from 14% to 16% depending on whether 
the borrower had an account with deposits at the bank. 
Collateral was primarily property and loans could be made up to 
half the market value of a house. 


6. (C) \"We spend most of our day making salary payments for the 
Army 

economic activity 

evaluate loan applications and lend to entrepreneurs. He noted 
that the micro-finance loans had been quite popular given low 
interest 

utility of the loans for farmers buying agricultural inputs. 

However 


7.(С) Mehdi said he saw retailing reviving with over 30% more 
shop fronts open in the city this year. However 

of these stall owners and small retailers were operating from 
money kept under the bed and brought out when the security 
situation seemed to be improving. He wondered whether many of 
those shops would close down again given that the number of 
shops on the street was directly dependent on how secure people 
felt in Diwaniyah. Currently 
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economic activity occurred in the government 
noted 


8. (SBU) COMMENT: The lack of business sophistication in 
Diwaniyah is striking 

neighborhood 

probably attributable to the ргоміпсеу5 tense and unstable 
security situation. Few in Diwaniyah believe that lraqi 

Security Forces can reliably keep the city calm. The resulting 
negative impact on business is tangible. To underscore the lack 
of activity 

agricultural cooperative 

decision reportedly came from Baghdad after the home office had 
discovered that the Diwaniyah branch had not actually booked any 
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balancing act. However 

Compact 

succession - one is struck by his energy level and natural 
political ability. And at least so far 

ready to extend his support. 


12. (SBU) Your trips are very significant. In addition to 

raising policy issues that will help to increase foreign 

trade and investment opportunities 

important public outreach dimension. The new government has 
made a brave start 

continuing security situation. However 

up to the commitments that need to be made as part of the 
International Compact. 


13. (SBU) You should compliment the GOI for its first steps 
to create a more liberal investment regime and to fight 
corruption. The latter problem is endemic and is 

the more general problem of weak governance 

significant problem holding back foreign investment. In your 
private comments 

rapid action on economic reform and anti-corruption. 
Moreover 

regarding fuel import liberalization 

that all can be encouraged. Nevertheless 
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fundamental argument should be that Iraq must create the 
conditions to attract investment in a very competitive 
environment. 

SATTERFIELD 
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stories. Critical editorials and graphic pictures remain 
however 

Sablah Internet forum. End Summary. 


2. (U) Each of Oman\'s three main Arabic/English daily 
publications 

crisis as a result of \"Israeli aggression.\" The Arabic daily 
Oman 

offered the most balanced reporting of the three 

July 14 editorial proclaimed Hezbollah\'s response to Israel\'s 
airstrikes as \"legitimate resistance.\" English dailies 
exercising a lesser degree of self-censorship 

publish more graphic photos of civilian casualties than their 
Arabic counterparts. 


3. (U) Two of Oman\'s three main daily publishing houses have 
since tempered their front-page headlines with \"good news\" 
stories. The \"Times of Oman 

15 headline comments made by the National Economy Minister 
that Oman\'s GDP grew 24% in 2005. The paper also ran a 
complementary piece on employment gains. The \"Observer\" also 
ran a July 15 headline on Omanvs traditional irrigation 

systems being added to the UN\'s World Heritage list. 


4. (U) Popular Arabic daily V'al-Watan 

English daily "Oman Tribune 

highlight Israeli actions throughout the past three days and 
were the most critical of U.S. foreign policy. Citing the 

U.S. veto of the July 13 Qatari-sponsored Security Council 
resolution 

V'The Israelis now have a license to kill." The paper 

complete with a front-page inset of Ambassador Bolton vetoing 
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the UNSC resolution against a photograph of Beirut 
that the U.S. action sent a clear message to Israel to 
\"continue the offensive without any restraint against the 
Palestinians 

all facilities that will be of use to them.\" 


5. (U) The \"Times of Oman 

publication \"al-Shabiba 

policy. The paper\'s July 16 front-page featured a graphic 
picture of a severely injured child 

by the publisher 

commented 

the U.S. has been pumping funds and arms into Israel so it 
can pulverize the Arabs at will.\" 


6. (U) Internet chat site Sablah continues to buzz with 
viewpoints critical of U.S. policy. In response to the 

posted question 

84% of the respondents replied yes 

no. On the question of whether the Omani government should 
condemn Israeli aggression 

government to make a formal statement condemning Israel. 
Others further voiced concern that U.S. support of Israel 

does not facilitate peace in the region. 


7. (SBU) No peaceful demonstrations have been called for 
however 

police detention and interrogation. 

GRAPPO 
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for State President 

and approval of nine cabinet members 

ministers 

in past years 

vocal requests from many delegates for multiple candidates per 
position. Despite the lack of competition 

minister candidates were approved by unusually low majorities of 
only 58 per cent 

Trong 

the Office of the National Assembly (ONA) 

vote counts indicate that delegates have \"become more difficult to 
deal with\" when it comes to approving the CPV\'s vetted candidates. 
This can be seen as V'a sign of improved democracy in terms of the 
National Assembly\'s activities 

senior ONA staffer and former Editor-in-Chief of the ONA-affiliated 
Legislative Journal 

deputies\' public request for more candidates to be considered for 
ranking State and GVN positions 

distrust of some new cabinet members 

for more democracy\" in the system of nominating and approval of GVN 


Column 3 
ranking personnel. 


3. (SBU) A new feature in the \"election process\" during this 
post-Congress session were speeches made before the National 
Assembly by the three candidates for the offices of State President 
Prime Minister and National Assembly Chairman prior to their actual 
election. These addresses 

speeches 

the candidates before the election took place 

Chairman Dzung. He also revealed that the National Assembly 
Standing Committee (NASC) 

NA 

themselves to the Assembly before votes on their candidacy 

to moderate this plan when the CPV Politburo decided that it did not 
want to set the precedent that Party-nominated candidates may be 
scrutinized by NA deputies. Nevertheless 

to make some allowance for the examination of candidates in the face 
of the deputies\' continued insistence 

three speeches. One of our contacts noted with pleasure that this 
gesture placed the three top GVN leaders on a level with common NA 
deputies for the very first time 

Secretary (who is theoretically at the apex of power in Vietnam) is 


SIPDIS 
still above any NA or even GVN scrutiny. 


4. (SBU) In an interview with local newspapers 

affirmed that the three new leaders are all supportive of the 
renovation (Doi Moi) process. He expressed hope that new State 
President Nguyen Minh Triet 

provincial and municipal administrations 

to speed up judicial reform for the sake of common people. In the 
interview 

\"meets the necessary criteria to deal with national economic 
issues.\" He hinted 

former PM Phan Van Khai 

the promotion of economic reform and yet is still loyal to 
Marxist-Leninism.\" In an private conversation with Pol Assistant 
Vice Chairman Dzung explained that PM Dzung tends to be more open to 
new ideas and concepts 
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owing to his \"tolerant background 

firm with his ideas 

those around him\" 

Editor-in-Chief of the Supreme People\'s Court Judicial Journal 
informed Pol Assistant that PM Dzung\'s police background would 
likely make him focus more on security-related issues rather than 
economic ones. 


Column 3 


5. (SBU) According to Assembly staffer Chi Dzung 

was the standing Deputy Prime Minister in the previous government 
he has never been seen as a decisive leader. Chi Dzung theorized 
that the low vote counts for some of the new Cabinet members 
reflected the level of trust in PM Dzung himself among deputies 

which may account for the fact that almost half the NA Deputies did 
not vote with the PM on a vote tied to the PMU-18 scandal (REF B) on 
his first day in office. Only 56.8 percent of delegates voted to 

approve a combined resolution to discharge eight cabinet members 
tainted by the scandal 

Minister Dao Dinh Binh retire without punishment despite his 
Ministry\'s central role in the affair. During the debate 

claimed that the GVN has developed a consensus approach to resolving 
the scandal 

whether the GVN has actually conducted any formal meetings to 
investigate the case or to issue a formal conclusion 

asserted. (Note: In early June 

reprimand against Binh 

cause of the mismanagement of ODA projects. End Note.) 


Grilled Cabinet Members Turn to Party for Help 


6. (SBU) The PMU-18 corruption scandal 

significant corruption-related issues 

deputies\' hit list during the summer session\'s televised 
question-and-answer session 

deputies and State ministers that has featured increasingly 
acrimonious and un-scripted exchanges in recent years. In response 
to one question 

Investment 

hinted that the scandal may continue to implicate other government 
figures as his Ministry is not the only agency responsible for ODA 
allocation 

(illegally) siphoned off and by whom.\" Challenged on the same 
subject 

been roundly criticized for his handling of the scandal 

obtusely that \"the situation might have been different if we had 
strictly dealt with the issue of public property usage.\" (Note: 

Hung was ultimately promoted to Deputy Prime Minister at the end of 
the NA session as planned by the CPV 

58 percent majority noted above 

communist Vietnam\'s history. End Note.) 


7. (SBU) In another unusual development 

grilled by delegates during the Q-and-A session over their failure 

to take action against subordinates with respect to misconduct or 

poor performance used the CPV as justification 

GVN regulations. Both Minister-Chairman of the Office of the 
Government (OOG) Doan Manh Giao and Politburo member-Minister of 
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Public Security (MPS) Le Hong Anh quoted Party and GVN internal 
policies to rationalize their actions in the case of OOG Vice 
Chairman Nguyen Van Lam 

kickbacks from various government offices in the south following a 
business trip there. (Note: The incident actually took place in 

2002 

public pressure that a formal investigation be conducted in this 
matter 

fund for the poor and to return the remainder to the originating 
offices. End Note). Anh said the MPS did not conduct further 
investigations against Lam because \"the OOG did not request it\" and 
cited a formal document issued by the Party\'s Control Commission 
regarding the case. \"The MPS will not deal with the case unless the 
OOG has conducted their own investigation 

corruption case and requested us to work on it 


8. (SBU) Questioned about another well-publicized case 

MPS\'s decision not to prosecute ranking officials from PetroVietnam 
who were allegedly involved in corruption in a multi-billion dollar 
Russian investment deal. He told delegates that \"the investigative 
office has the right not to initiate formal investigations against 

them\" despite laws to the contrary. But 

provisions are not good enough regarding specific cases 

to exercise Vflexibility 

State and Government regulations when dealing with (ranking) 
officials.\" 


9. (SBU) According to both Sy Dzung and Chi Dzung 
responses\" prompted noisy disagreement from NA deputies. Delegate 
Nguyen Minh Nhi 
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Committee 

to the Party\'s Central Committee 

necessary changes to CPV or GVN regulations so as to ensure strict 
implementation of laws and regulations. For his part 

Chairman Nguyen Van An bluntly advised Anh not to mention \"the 
Party\'s internal issues\" in front of the National Assembly 

that CPV policies should not be considered a higher source of 
authority than government laws as \"the Party\'s VguidelinesY are 
enacted and ultimately the source of those laws.\" An added that the 
conduct of investigative offices \"should follow the law.\" 


COMMENT 


10. (SBU) This latest NA session underscores that deputies have had 
some success in carving out space for the NA as a real organ of 
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government 

even the most sensitive aspects of the country\'s political life. We 
should not expect 

translate into real power for the NA any time soon. Nonetheless 
is interesting to note that the question of the CPV\'s position in 
Vietnam\'s society and 

power by State ministries 

political issues debated in this session. This is a popular 
development that will likely continue despite inevitable CPV and GVN 
attempts to rein in the NA in the coming term of government. 


MARINE 
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licensed work\" in cases where there is technical need for a certain 
period. Users are also entitled to make copies of licensed software 
without asking for permission of the rightholder or paying royalty 
for the purpose of making backups. (Note: Current regulations on 
information technology are scattered in different legal documents 
and generally refer to technological application but do not address 
such issues as information safety 

protection of users. According to contacts 

create a \"legal corridor\" for IT applications and development of the 
information industry. The IT law regulates applications 

settlements and sanctions applicable violations in the IT sector. 
The MPT will be responsible for taking the lead to coordinate with 
other relevant ministries in the state management of information 
technology. End Note.) 


6. (SBU) The revised Civil Aviation Law stipulates that the GVN will 
\"create favorable conditions\" for Vietnamese carriers who are 
obligated to provide air services \"to remote and poor mountainous 
areas.\" During the session 

carriers should be allowed to operate within Vietnam\'s domestic 
market as well 

Vietnam 

domestic markets only to domestic carriers. The deputies who 
proposed that foreign carriers should be allowed to operate within 
Vietnam\'s domestic markets were reportedly not aware of the Chicago 
Convention. The NA voted their amendments down after the NA 
discussed the implications of the convention. End Note.) 


7. (SBU) The new draft Securities Law states that the State 

Securities Commission (SSC) should remain under the control of the 
Ministry of Finance (MOF) due to Vietnam\'s limited experience with 
stock markets. This proposal was hotly debated by NA deputies. 
Deputy Chairman Tao Huu Phung of the NA\'s Economic and Budgetary 
Committee and the Vietnam Association of Financial Investors (VAFI) 
reportedly defended the idea because the MOF is a powerful ministry 
and \"makes policies on stock market development 

Enterprise (SOE) reform 
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regulations.\" He also noted that since the SSC was put under MOF in 
2004 

concluded that SSC should not be moved at present for fear that it 
would unsettle the market. 


8. (SBU) Other delegates argued that since the MOF already controls 
the Tax Department 

Committee 

oversight is retained. Some deputies noted that the recent 

corruption scandals relating to ODA management indicate that the MOF 
does not have a sufficient capability to monitor closely all areas 

falling under their management. Others observed that the MOF is the 
issuing agency of Government bonds 

purview of the SSC. If the SSC is kept under MOF 

will be both \"the player and the referee\" on the issuance of 
Government debt 

NA deputy also questioned the accuracy of the Government proposal 
which mentioned that in most countries 

by а commission whose chairman is the minister of finance. The 
deputy cited that in five countries of the G-8 

commission is an independent agency. Phung reportedly replied that 
after several more years of stable development 

could be created. 


Less State Intervention in Associations Expected 


9. (SBU) The NA discussion of the GVNVs draft Law on Associations 
(REF C) focused on whether the law should cover all associations 
including the so-called \"legacy associations\" which form part of the 
CPV\'s apparatus to control Vietnam\'s political system. At present 
these organizations operate under separate state laws and include 
the Vietnam Fatherland Front (the GVN\'s umbrella watchdog for 
popular organizations) 

(the Trade Union) 

Association) 

Association and the Vietnam Women\'s Union. Religious organizations 
are also excluded from the scope of the draft and already operate 
under the 2005 Ordinance on Religion. Nguyen Chi Dzung 

Office of the National Assembly (ONA) staffer and former 
Editor-in-Chief of the ONA-affiliated Legislative Journal 

that many deputies think the law on associations should regulate all 
associations 

operating under the party\'s auspices. 


10. (SBU) For his part 
told Pol Assistant that there have been more and more voices 
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questioning the scope of \"the Party\'s decisions and intervention in 
Vietnam\'s political life 

under the law and subject to law 

Constitution vaguely provides that \"the CPV exercise its leadership 
over the State and the whole society.\" In an interview with local 
newspapers preceding the Party Congress 

National Assembly Foreign Relations Committee and a member of the 
previous CPV Central Committee 

a law on the Party. This interview ignited an unprecedented debate 

in the media in the lead-up to the Congress and the NA post-Congress 
session. REF A. End Note.) 


11. (SBU) Many deputies also criticized the GVN\'s proposed 
procedures for establishing associations as overly complicated. 

Most deputies also expressed their belief that the State should not 
intervene too much in associations\' activities 

system of line-ministries managing associations should be abolished. 
Some deputies proposed that only the Ministry of Home Affairs 
(MOHA) should manage associations at the central level 

provincial people\'s committees should manage associations formed at 
the local level. GVN drafters from MOHA succeeded in retaining 
language outlining line-ministry direct supervision of associations 

in their sector 

NASC voted the provision down 


Delegates Support Right to Choose Residence 


12. (SBU) The GVNVs draft law on residence also attracted 
considerable attention from delegates over a proposal to retain the 
current requirement for citizens to maintain household registration 
books. Drafters from the Ministry of Public Security (MPS) stressed 
that the books are vital in the fight against crime 

big cities. NA deputies 

household registration books as a pretext to deny services to 
hamper the legitimate business of 

in their jurisdiction 

jurisdiction in which they are officially registered as residents. 


13. (SBU) Delegate Le Thi Nga from Thanh Hoa Province cited a report 
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from the MPS that there are at least 380 separate regulations 
relating to residential registration 

regulation limits citizenship rights.\" Nga proposed folding 
personal information currently maintained in household registration 
books and identity cards into a new form of national identity cards 
which would be granted right after a person is born. (Note: 
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Current regulations provide that only those who are officially 
registered as residents in a province or city are eligible for 
certain benefits and allowances available in that province or city 
and are allowed to formally register their property with local 
authorities. In-migrants are required to register their temporary 
residence and their travel from place of temporary residence with 
local authorities. End Note.) 


14. (SBU) Most delegates supported Nga\'s viewpoints. Some argued 
however 

used only in tracking residency 

other rights of citizens should be forbidden. Delegate Nguyen Dinh 
Loc 

draft law. According to him 

draft law relate to the right to residency 

articles cover various aspects of State management of residency by 
common citizens. \"Is this a law on citizens\' right to residency or a 
law on State management over citizens\' residence?\" he demanded. 
Some delegates observed that provisions in the draft law are just 
too strict. For example 

the age of 14 who travel from their place of residence for three 

days need to register their travel plans with their place of 

residency and with officials in the place to which they intend to 
travel. (Note: Prominent religious and dissident figures 

including UBCV Patriarch Thich Huyen Quang and political dissident 
Nguyen Khac Toan 

has been used by the GVN to prevent them from traveling freely 
within Vietnam 


Labor Code Reforms 


15. (SBU) Тһе NA also discussed a proposed amendment to Chapter 14 
of the Labor Code relating to worker strikes. This amendment was 
submitted in the wake of hundreds of nationwide strikes at foreign 
and domestically owned firms earlier in 2006 related to wages and 
conditions. The amendment aims to streamline the procedures for 
calling legal strikes 

criticized as notoriously complex. Almost none of the 1000-odd 
strikes in the last decade have proceeded legally. During the 
debate 

Code should avoid limiting the right to strike and that striking is 

often \"workers\' last weapon\" to protect their legitimate rights and 
benefits. The deputies also proposed that the code not divide 
collective labor disputes into two types -- rights and interests -- 

as currently defined 

between rights and interests. (Note: Recent and strong criticism 

of the amendment in newspapers and on radio has asserted that the 
amendment fails to simplify the procedure. GVN officials have also 
complained to Econoff privately that the amendment attempts to 
create an administrative solution to a larger labor problem 
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involving Vietnam\'s lack of independent and capable unions and 
collective bargaining mechanisms amid the country\'s transition to a 
market economy. End Note.) 


COMMENT 


16. (SBU) This latest NA session underscores that Vietnamese 
legislators are increasingly outspoken and willing to take on 

sensitive issues related to the Party and State authority. However 
policy expertise remains a premium within the National Assembly (Ref 
B) 

airlines to fly domestically. Until the legislature is able to 

develop homegrown policy expertise 

to Vietnam\'s line ministries and unable to play a preeminent role in 
Vietnam\'s lawmaking process. 


MARINE 


71520 

but the PRC objected to discussions with TAAT because its 
Chinese name uses the \"Republic of China\" nomenclature 
(zhonghua minguo). The PRC formed a special organization 
called the Cross-Strait Travel Exchange Association to 
discuss tourism with Taiwan 

the same with similar neutral nomenclature. According to 
Yao 

organization Taiwan Cross-Strait Tourism Association 
(taiwan haixia liangan guanguang xiehui). The PRC rejected 
the name because it included \"Taiwan.\" Yao said that MAC 
had since proposed the name \"Cross-Strait Tourism 
Association\" but had not yet received a reply from the PRC. 
(Note: MAC Chairman Wu in a July 6 speech to the American 
Chamber of Commerce in Taipei said that the PRC had 
accepted the new name. However 

about Wu\'s speech 

AIT/T that in fact the PRC had not yet accepted the new 
name. End note.) 


Discussions Ongoing 


3. (C) Yao pointed out that even as the two sides discuss 
the nomenclature issue 

Yao indicated that issues such as entry permits for PRC 
tourists and mechanisms to return visitors who overstay 
would not be problematic. He explained that because only 
well-to-do PRC nationals would be able to afford the trip 

to Taiwan 

believes establishing a mechanism to resolve commercial 
disputes between travel agents will be more difficult to 
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resolve and will require formal consultations. 


No Agreement Soon 


4. (C) Despite continuing progress in informal discussions 
Yao is pessimistic that the two sides will be able to reach 
an agreement in the near term. Yao acknowledged that 
October would be a particularly opportune time to further 
open tourism because of Chinese national holidays early in 
the month 

then. Even though MAC\'s Wu indicated in April that Taiwan 
would consider unilateral opening to PRC tourists after six 
months and repeated the pledge in June 

the PRC and Taiwan authorities will not agree to further 
opening without successful consultations. Yao would not 
say how soon he thought the two sides would be able to 
conclude consultations 

October was not a possibility. 


Industry Association Frustrated with MAC 


5. (C) Yao was clearly frustrated with MAC\'s handling of 

the tourism issues. He was particularly disappointed by 

its decision to propose the name \"Taiwan Cross-Strait 
Tourism Association\" for the new organization that would 
lead cross-Strait discussions. According to Yao 

the name would be rejected by the PRC but wasted time 
suggesting it anyway. He also showed econoff a background 
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paper prepared by MAC with assistance from the Ministry of 
Economic Affairs for Taiwan\'s Sustainable Economic 
Development Conference titled \"Globalization and Cross- 
Strait Economic and Trade Relations.\" He complained that 
it was wrong for MAC to take the lead in what is primarily 
an economic issue 

Affairs should draft this kind of document. Opening 

tourism would have an immediate positive effect on Taiwan\'s 
economy 

the island 

authorities hadn\'t moved more quickly to make it happen. 


Comment - Testing Business Community\'s Patience 


6. (С) Yao\'s complaint that the Chen administration doesn\'t 
put economic priorities first when it comes to cross-Strait 
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policy has long been a common lament among Taiwan\'s 
business community. The administration appears committed 
to making progress on the tourism initiative. However 
prolonged discussions will delay the economic benefit for 
Taiwan\'s businesses and workers and provide fresh 
opportunities for the opposition to criticize the DPP 
administration. End comment. 
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Central Leaders and the People\'s Liberation Army (PLA)\" 
through dissident activities in connection with the 

Tiananmen democracy protests. The activities in question 
included \"organizing young teachers for illegal 
demonstrations\" and \"writing 

and slogans that humiliate the Communist Party and State 
leaders.\" Zheng said more specifically that his dissident 
activities included writing disparaging remarks about Deng 
Xiaoping in a prominent location at his school 

distributing 200 copies of a pamphlet he had written 

entitled \"Revolutionary Family Bible\" 

protests and briefings about the latest events occurring at 
Tiananmen. Zheng 

America and Radio Free Asia 

Tiananmen Square events through these and other sources and 
wanted to share his knowledge with his town. Zheng and the 
other two men were put in the Lingling Labor Reform camp in 
Hunan province for two years. Zheng said that during his 
prison sentence 

psychological ill-treatment including forced 

beatings and ideological reporting on a regular basis. 
Because of Zheng\'s good behavior 

shortened by 275 days and he was released on June 9 


After Prison - Continued Harassment 


5. (C) Since being released from prison 

has not been left alone. Similar to tactics used by the 
Communist Party Discipline Committee 

required to follow \"shuanggui\" (\"double rules\": announcing 
time and place). In other words 

during important anniversaries such as June 4 and July 1 
(the birthdate of the Chinese Communist Party) 

he is required to report his location to the local Public 
Security Bureau (PSB) and is \"not allowed to go outside.\" 
Typically 

they will find a designated individual from the dissident\'s 
\"danwei\" (work unit) to be responsible for the dissident\'s 
actions. In Zheng\'s case this was boss 
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his middle school. Zheng complained of \"endless 
instruction\" from the principal of his middle school and by 
the Educational Bureau director. Zheng described how the 
principal and director were told by the local PSB to keep 
close control over him. He also said that if he causes 
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trouble 
well. 


6. (C) In May 2004 

of the Tiananmen incident 

called him and asked him to stay at home. On June 1 
however 

\"tourism\" (Comment: Given the sensitive time period around 
his planned \"tourism\" 

sort of protest or political element to it. End comment). 
The principal of Zheng\'s middle school 

about his plan and personally detained him in a hotel run 
by the local Education Bureau. In June 2006 

attempted some limited political activity. On June 4 

Zheng sent a mobile phone text message to the director of 
the Education Bureau and principal of his school 

on his condolences for those who suffered during the 
Tiananmen incident. Consequently 

decided to personally detain Zheng for one day in the 
principal\'s home. 


7. (C) Zheng described some of the professional setbacks 
he has suffered since 1989. Before his arrest 

he was a highly respected teacher 

school in Yanzhou. After his arrest he lost his position 

at the school as well as his professional title (which are 
important for advancement). Over the past 15 years he has 
worked his way back up to a municipal-level school. 

Despite his many years of experience 

increased and he has been disqualified from any further 
professional titles. Zheng also claims that his mobile 

phone is tapped during sensitive national holidays. He 
explained that he knows this because of the background 
static he can hear on the phone and comments made by the 
school principal that reflect an awareness of Zheng\'s phone 
conversations. 


Fate of Other Tiananmen Protestors 


8. (C) Zheng said he personally knows of 12 other men from 
Hunan who were active during the Tiananmen period. He said 


Column 3 

that of them 

significant problems with the Government. Six others 

said 

successfully integrate into society. Zheng did not explain 
the details of each of the individuals 

suffered professional setbacks similar to his own. Two 
others are \"mentally unstable 

from Government pressure along the same lines as what he 
himself has experienced over the years. Some of the men 
recently reunited to attend a wedding. At the wedding the 
former protestors made a vow that if any one of the 12 were 
detained again in the future 

Beijing and inform foreign embassies or the \"Tiananmen 
Mothers\" group of the situation. 


Current Political Activities - Hunan Democracy Party 


9. (C) Because of the police surveillance around him 
Zheng said he is currently not very politically active. He 
admitted that he occasionally uses the Chinese language 
courses he teaches at the middle school as a platform for 
expressing his political views to China\'s next generation. 
Zheng also briefly mentioned knowledge of a \"Democratic 
Party\" in Hunan and Hubei 

as members 

vague. According to Zheng 

being detained because they use \"one-way contact\" 

the leaders only contact the followers. The Democracy 
Party has tried to contact Beijing lawyer Gao Zhisheng 
was unsuccessful. Zheng was unaware of the \"Rights 
Protection Movement\" (weiquan yundong) 

(reftel). The group also tried to join a one day hunger 
strike for Gao 

they learned about it through the internet 

Zheng. 


Seeking U.S. Help 


10. (C) Zheng\'s primary reasons for approaching the 
Consulate were both psychological and professional. 
Because of the harassment he has received over the years 
he was looking for people with whom he could share his 
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help him secure a job with a U.S. company 
more sympathetic to a democratically-minded Chinese 
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national. 


Comment 


11. (C) Zheng\'s experiences are consistent with those of 
dissidents nationwide whose activities are monitored and 
whose movements are limited around sensitive anniversaries. 
Nonetheless 

uncommon for a generation of Tiananmen-era idealists 

of whom went to prison for their beliefs 

middle age. They are finding it as difficult as ever to 

voice their views in a system that considers vocal dissent 

a threat to social stability -- and to Party rule. 


MARTIN 
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formally sent by the SGH to the President for review. 
This final editing can take a full working week. Once 
the President receives a bill 

to consider vetoing the law in full or part. 


TAX CUT BILLS WELCOMED; IMPACT ON GOM FINANCES TBD 


3. Preliminarily 

The tax reform bills -- which lowered rates and 
introduced provisions allowing for deductions of 
business expenses 

-- have generally been welcomed by domestic and foreign 
businesses. However 

on budget finances of lower tax rates given proposed 
social expenditures increases. The fall SGH session 
set to begin in October 

levies and employment taxes 

complete tax reform. 


MINING FIRMS LIKE TAX CUTS; MINERALS LAW MIXED PICTURE 


4. Foreign mining companies have joined in the praise 
for the tax reform measures 

world standards. However 

critical of the windfall profits tax on gold and copper 
passed by the SGH on May 12 (reftel) 

the tax itself and the opaque and abrupt way the 
legislation was passed. Regarding the minerals law 
amendments 
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that the final version likely was \"not as bad as it 

could have been 

allowing for the state to take an equity stake in 
\"strategic\" mining deposits under certain conditions. 
Royalties for corporate miners were doubled under the 

bill 

(mostly Mongolians) were reduced to 5% from 7.5%. 
Canada\'s Ivanhoe Mines put out an upbeat press release 
(www. ivanhoe- 
mines.com/s/NewsReleases.asp?ReportID=1 43713) asserting 
that the tax reform and minerals bills V'set the stage\" 

for the company to conclude its long quest for a 

stability agreement for its proposed copper mine at Oyu 
Tolgoi. 


ANTI-CORRUPTION 


5. An anti-corruption law has been under consideration 
since 1999 

last three years. The State Great Hural\'s passage of 
these two bills is a significant milestone in 

Mongolia\'s efforts against both problems. However 
details of the measures as passed remain murky 

prior to passage the SGH apparently removed conflict of 
interest provisions from the anti-corruption law as 
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being \"too complicated\" in Mongolia\'s small and 
interwoven polity. Even without that excision 
anti-corruption law would only have made a good 
beginning at bringing Mongolia into compliance with its 
obligations under the UN Convention Against Corruption 
with additional legislation required. Moreover 
Mongolia will require political will 

and technical skills to implement the anti-corruption 
and anti-money laundering laws; concerns exist as to 
whether it has any of these. Mongolia will also have 
to craft anti-terrorism finance laws to complement its 
new AML. (NOTE: Treasury had earlier offered to 
assist Mongolia once an AML had passed with training 
for its soon-to-be-created Financial Intelligence Unit. 
Following an analysis of the AML itself and after 
consulting with the Bank of Mongolia and Ministry of 
Finance 

technical assistance needs.) 


Slutz 
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If the topic comes up 

support for the International Compact on Iraq. 


3. (C) On Lebanon/Hizballah 

that the Finnish characterization of the Israeli action in 
Lebanon as \"disproportionate\" was a Presidency statement -- 
that is 

The wide difference of views within the EU on the Middle East 
made it very difficult to produce common language 

Riecken and Famira noted that the Finns tended to be 
\"outspoken.\" 


4. (C) On Gaza 
the flow of assistance this week. This \"might be difficult 
now 


5. (С) Iran is also on the agenda. The EU plans to finalize 
language for council conclusions on Monday 

the G-8 meeting. It is clear that the council conclusions 
will include a call for a dialogue on human rights 

poined out. 


6. (C) North Korea was not on the agenda 

no papers in the Foreign Minister's briefing book on this 
issue. Riecken and Famira expressed gratitude for our 
points 

in hand. 

Phillips 
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The department existed prior to the Taliban without 
much public opposition but the Taliban Government 
elevated it to Ministry level and gave it harsh 
enforcement powers. There is little information on 
what its reincarnation might look like. KarzaiVs 
Chief of Staff has stated flatly that Karzai will not 
approve any such entity 

decision has been made and some V'middle ground" must 
be found. Some believe if this department does get 
established in some form 

different from Taliban times. We will work with the 
GOA to prevent any re-establishment of this hated 
vestige of the Taliban era. END SUMMARY. 


TIMELINE 
2. (C) The proposed reinstatement of the Department 


of the Prevention of Vice and Promotion of Virtue 
under the Ministry of Religious Affairs and the Hajj 
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has been in the works for the past two months. Below 
is the timeline of its genesis. 


- PRE-TALIBAN: The Department for the Prevention of 
Vice and the Promotion of Virtue was created prior to 
the Taliban takeover. Most did not object to its 

original mission and the government felt that it was a 
necessary office for an Islamic country. 


- DURING THE TALIBAN: The department was converted to 
Ministry level and given the power to enforce Taliban 

moral codes. The Ministry was loosely affiliated with 

the Supreme Court. Men were required to have beards 

of a certain length 

without a male relative 

prayer times to ensure attendance. Religious police 
employed by the Ministry patrolled the streets and 

routinely arrested violators or simply beat them in 

the streets. 


- AFTER THE TALIBAN: The Ministry was closed and has 
remained inactive since. 


- In May 2006 

including Acting Supreme Court Chief Justice and head 
of the Council Shinwari 

of the Department of the Prevention of Vice and 
Promotion of Virtue as part of the Ministry of 

Religious Affairs and the Hajj. The Council was 
insistent that the department was a basic requirement 
for an Islamic Country. 


- According to the Deputy Minister for Religious 

Affairs and the Hajj 

consider the proposal and responded by convening a 
small group to review the proposal and present him a 
recommendation. This group was composed of Acting 
Chief Justice Shinwari; Ex-Deputy Minister for 
Religious Affairs and the Hajj and new member of the 
Supreme Court Mr. Qasimi; Chief Justice nominee Mr. 
Azimi; and Minister for Religious Affairs and the Hajj 
Shahrani. 
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- A month ago the group presented its findings to the 
Palace. It is unclear who exactly received the 
information. It has been said separately that the 
President 
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approval. 


- According to the Deputy Minister for Religious 
Affairs and the Hajj 

the Cabinet on at least two occasions when he was 
present. Minister Shahrani has been in Saudi Arabia 
and unavailable for comment. 


- President Kazai\'s Chief of Staff told the Charge on 
July 11 that reports concerning the establishment of a 
Vice and Virtue Department were false and that Karzai 
would approve no such institution. However 

Minister told PolOff on July 13 that the proposal had 
been accepted by the Cabinet and will go before 
Parliament when it comes back into session on July 23. 
No information has been released on the Department\'s 
name 

yet. According to the Afghan Independent Human Rights 
Commission 

the Office of Administrative Affairs in the Office of 

the President. 


- National Security Advisor Rassoul told A/DCM on July 
16 that no decision had been made but that the GOA 
would have to hew a \"middle ground\" on this issue. 


PUBLIC SENTIMENT 


3. (C) PolOff spoke to several Afghans in the media 
and NGO communities. All were against a Taliban-style 
department and most were against an office of any 
kind. The media community is especially concerned 
with the department\'s potential impact on media 
freedom. Human rights contacts were also concerned 
about the comeback of the department 

for more information to be circulated before they act 
formally. 


4. (C) Most of our interlocutors 

were confident that public outrage over the office 
would sink this ship before it sailed. However 

several well-educated Afghans told PolOff this could 
be a very helpful department and actually wanted it to 
be created. They said that more could be done to curb 
consumption of alcohol by Afghans and the presence of 
prostitution and pornography in the country. Some 
also suggested that this would be an opportunity for 
the GoA to fight allegations by the Taliban that the 
government was not sufficiently Islamic and had failed 
to protect the State\'s religious character. 

Parliament\'s response to such a proposal remains 
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unclear. Based on previous debates on related issues 
this proposal could be approved. 


5. (C) Chief of Staff Jawed Ludin\'s statement to the 
Charge flatly denying that the GOA had made any 
decision to do this indicated that the GOA is aware of 
the sensitivities 

end of the story. MP and journalist Shukria Barkhzai 
(protect) told A/DCM that she had heard nothing to 
suggest that the GOA was planning to move forward with 
this and said it \"would never happen.\" However 
added that if the matter came to Parliament 
Parliamentarians would feel compelled to support it 
publicly 

prominent member of a civil society NGO (protect) told 
A/DCM that he thought the Ministry of Religious 

Affairs and the Hajj might open an office of limited 

size which would not be very powerful. 
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SHINWARIVS POWER PLAY 


6. (C) Many Afghans believe that Shinwari is trying 

to secure more power for himself after losing his 
position as Chief Justice 

his nomination (KABUL 2468). Although he does not 
lead the Ministry of Religious Affairs he is head of 

the National Ulema Council and would potentially have 
a say in the department\'s function. The timing and 
actions fit 

much he could gain from the establishment of such a 
department. Moreover 

relations with Minister Shirani 

proposed office would reside. In the past 

has spoken publicly about his conservative beliefs and 
raised the conservative standard 

be banned from performing on television 

the death of Christian convert Abdul Rahman 

the imprisonment of women\'s magazine editor 
Nasab. 


COMMENT 


7. (C) Many agree that reinstatement of a Department 
of Vice and Virtue would be a mistake 

to its extremely negative history. A different name 
would need to be proposed 

the public on board 
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circumscribed. However 

perception 

that something must be done to defend Afghanistan 
against promulgation of the seamier side of \"Western\" 
culture 

an \"Anti-Moral Corruption Office\" in the MOI that 
routinely deports prostitutes and confiscates alcohol. 
NSA Rassoul\'s comments reflect political pressure on 
Karzai to deny the Taliban a propaganda victory by 
squelching the idea altogether. The international 
community will need to engage strongly behind the 
scenes with the GOA to prevent the re-establishment of 
an entity that could harm Afghanistan\'s image abroad 
or reinstate practices that undermine human rights and 
human dignity. END COMMENT. 

NORLAND 
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\"With Pro-independence Heavyweights\' Strong Support 

Rectify Taiwan\'s Name and Write New Constitution; Bian: No 
Intention to Step Down.\" The mass-circulation \"Apple Daily\" also 
ran a front-page banner headline July 17 that read \"Bian Considers 
Quitting DPP to Quell Public Outrage.\" Taiwan\'s biggest daily 
pro-independence \"Liberty Times 

page three July 17 that said \"President Chen: Will Seriously Check 
on Cross-Strait Trade and Economics.\" 


2. The Chinese-language papers continued to editorialize on the 
pro-Green scholars\' call for Chen\'s resignation. A \"Liberty Times\" 
editorial suggests that Chen listen to the majority of Taiwan 
people\'s opinion and not to resign. An editorial in the 
limited-circulation 

News\" also urged Chen to respect the pro-Green scholarsY call for 
clean politics 

resign now. An opinion piece in the limited-circulation 
pro-independence 

States has faith in TaiwanYs democracy and will continue to express 
concern about Taiwan. Editorials in the \"China Times\" and 
pro-unification \"United Daily News 

and the DPP to listen to and positively respond to the pro-Green 
scholars\' declaration. Only one English-language paper 
editorialized on the conflict in the Middle East; a \"Taipei Times\" 
editorial criticized the United States for playing down Israel\'s 
bombing of Lebanon and rationalizing the latter\'s acts of \"excessive 
aggression.\" An editorial in the limited-circulation 

pro-unification 

criticized Beijing for dancing to Pyongyang\'s tune. A separate 
\"China Post\" editorial discussed U.S. President Bush\'s attitude 
toward Pyongyang\'s recent test-firing of missiles 

learned the hard way that brutal force and unilateralism do not 

work 
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3. Aftermath of Presidential Recall Attempt 


A) VListening to Public Opinion Is Essential for Governing a 
Country\" 


The pro-independence \"Liberty Times\" [circulation: 600 
editorialized (7/17): 


Y"... Six years ago 

nativist 

become а normal country after it held the reins. But the fact that 
many of the DPP\'s policies have deviated from the nativist line 
indicates that even the party\'s pledge to Taiwan-centered values has 
begun to flag. In the end 

DPP is no different from the KMT. The Taiwan people at first hoped 
that the DPP could help to reform the KMT 

Several years later 

to strictly review itself. 


\"The pro-Green scholarsY pathological analysis of Taiwan\'s democracy 
is their freedom of speech 

few people and cannot represent the wishes of a majority of the 

Taiwan people. These scholars expected President Chen to seriously 
consider resigning from the presidency on his own accord. But Chen 
was elected by a majority of the Taiwan people 

governments various policies 

people\'s views 


B) \"How to Realize Our Responsibility\" 


The pro-independence 
20 


V... The push for Chen\'s resignation from within the broad pro-DPP 
camp has cast another shadow over the president\'s fragile leadership 
in the wake of a recently failed recall drive by the Vpan-blueV 

alliance of the former ruling Kuomintang and the People First Party. 
We share the activists\' sense of disappointment with President 
Chen\'s failure to exercise stricter discipline on his family and 

staff 

to adopt clear measures to reform and cleanse the governing party 
and our society as a whole. ... 


\"We also hope that their initiative will be treated with respect in 
the pan-green camp and also not be twisted into simply a demand for 


President Chen\'s resignation 

inappropriate. ... We urge Chen and the DPP to respond positively 
to the issues raised by the pan-green signatory scholars with 

actions to reinforce the soundness of democratic and justice systems 
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with \'sunshine\' laws and other measures as well as by launching 
through internal party reform to rebuild the DPP\'s own integrity and 
re-establish its commitment to democratic values. ...\" 


C) \"The US Has Faith in Our Democracy and Society\" 


Huang Yung-jui 
the pro-independence 
30 


V... The aforementioned remarks made by various US government 
officials show that Taiwan is improving its democratic system and 
that Taiwan as a stable society 

of speech and other elements that constitute a strong civil society. 
This means that US confidence concerning Taiwan is not based on 
particular individuals but on Taiwan\'s system. ... | also believe 
that US government officials will continue to express concern about 
Taiwan and pin their hopes on the Taiwanese. Moreover 
displeased with the pan-blue camp and the pro-China media outlets\' 
constant opposition to the arms procurement budget in the 
legislature 


D) \"Pro-Green Scholars\' Statement Will Be DPP\'s Final Trial\" 


The pro-status quo \"China Times\" [circulation: 400 
editorial (7/17): 


V... When compared with all the previous criticisms against 
President Chen and the DPP 

the scholars and social activists was in reality very gentle. It 

can hardly be viewed as a criticism. The language they used to call 
on Chen and the DPP did not at all cover up their identification 
with 

directly 

and an attempt to save the party from its eventual collapse by 
addressing Chen\'s morality and emotions 

to oust Bian or criticize the DPP. ... In the next few days 

will monitor whether the DPP remains a political party in which we 
can put our hopes! ...\" 


E) V VIdentification with Democracy" Is \'Identification with Taiwan": 
Support and Supplement for July 15 Declaration" 


The pro-unification V'United Daily News\" [circulation: 400 
editorialized (7/15): 


V... To sum up 

belittle itself or look down on itself as Vthe imperial guards that 
defend Chen Shui-bian\'s corrupt family. Instead 

upon themselves as guardians of VTaiwan identity" and Vdemocracy.V 
If Chen can resign on his own accord and grasp the last chance of 
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political proactiveness 

survive. By the same token 

on his own accord 

on the high ground of political morality. ...V 


4. Middle East 
\"Washington Fiddles 


The pro-independence 
30 


V... Israel has been subjected to horrific and despicable attacks by 
people who have lost all sense of humanity such that they would 
dismember the bodies of civilians of all faiths. But Israel has 

also perpetrated unjust treatment against Palestinians for which it 
is rarely held to account. Perhaps it is only ever a matter of time 
before this kind of situation so degrades the morality of nations - 
even a region - that the unthinkable becomes the best option. It is 
critical that a powerful mediator be firm but fair to both sides. 

The US 

effectively rebuking all Palestinians - and now all Lebanese - for 
the actions of extremist minorities. 


VIf the US continues to rationalize acts of excessive aggression 
perhaps Taiwan\'s military may take some comfort from the possibility 
that strikes against major Chinese infrastructure such as the Three 
Gorges Dam and residential areas can be put on the table. Actually 
there is no comfort to be had whatsoever 

more to lose if such atrocities become feasible. As long as the US 
plays down Israel\'s maverick behavior 

Beijing\'s militant governments aping Tel Aviv grows ever larger.\" 


5. North Korea 
A) VDancing to KimYs Tune\" 


The conservative 
[circulation: 30 


V... It is irresponsible for Beijing to prop up a notorious rogue 

state that poses a threat to its neighbors with nuclear weapons and 
ballistic missiles. A nuclear North Korea in Beijing\'s backyard is 

not in the mainlandVs interests. It is unwise for Beijing to 

encourage Kim to make provocations and destabilize the region. 
Beijing\'s support for Pyongyang has already tarnished its 

international image as a responsible power. But that\'s nothing 
compared with the dire consequences such connivance would produce. 


\"So far 
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crisis. Beijing should feel embarrassed by Pyongyang\'s defiance. 
As a regional power 

the initiative to work out a diplomatic settlement. Reconvening the 
six-party talks by twisting Kim Jong-il\'s arm is an urgent task for 
Beijing. Failing to do that could result not only in a nuclear 

North Korea 


B) \"The Mellowing of Bush\" 


The conservative 
[circulation: 30 


\"It goes without saying that Kim Jong-il\'s test firing is a surprise 
for the world. Perhaps more so is the mild reaction to the outrage 
from U.S. President George W. Bush. ... Nowadays 

talks less about the use of force as a means to settle international 
disputes than the employment of diplomacy and multilateral 
negotiations to defuse crises 

Iran\'s nuclear program. Apparently 

that brutal force and unilateralism do not work 

world\'s sole superpower.\" 


YOUNG 
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with Women\" Global Action Plan. End Note.) As a result of 
the first forum event in March 

of increasing the percentage of women on political party 
rolls from 15 percent to 25 percent. Sanassarian said 17 
political parties have signed on to this goal 

is discussion of using it to launch legislative changes. 


3. (U) At the July 11 forum 

and non-judgmental play in the press 

Officer Blanka Hancilova discussed the need for more creative 
participation of women in the political sphere. She 

suggested there was a need for institutionalized gender 
education in high schools and universities 

consideration of gender issues in state policies. Hancilova 
mentioned OSCE would be seeking NGO funding proposals for 
gender-oriented programs this fall. IDEA Resident 
Representative Armineh Arakelian discussed her IDEA\'s 
two-year training program for electoral administrators. IDEA 
signed a cooperation agreement with the Central Election 
Commission in May regarding the program 


Column 3 

electoral education 

building professionalism of electoral administrators. UNDP 
Gender and Politics Program Coordinator Nune Harutyunyan said 
UNDP planned to offer programmatic assistance to women in 
politics across the Caucasus 

cooperation on women\'s issues. 


4. (SBU) During the question and answer period 

primarily wanted to know what more the international 
organizations could do for them 

entitled. One stood up and said something in Armenian to the 
effect of 

actually doing for us?\" While there was very little 
constructive or creative discussion 

the frustration expressed by the suggest that the women party 
members are eager to play a greater role in Armenian politics. 
EVANS 
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time to put more money into Euros.\" He noted that the 
Governor made the statements to the Financial Times in London 
on the margins of the Bank for International Settlements 
conference and that \"the Governor often makes these sorts of 
statements to placate the Europeans.\" 


2. (C) In the article 

was no need for the UAE to change its dollar peg 

some complaints that the drop in the dollar is causing 
inflationary pressure. Malki told EconChief that UAE was not 
likely to revaluate the currency as Kuwait had done. He 
explained that revaluation would require GCC agreement 
noting that when Kuwait agreed to peg to the dollar 
preparation to creating a common GCC currency in 2010 
maintained a margin for adjustment 

did not. Malki also noted that around 2/3 of the UAE\'s 
imports and nearly all of its exports come from countries 
pegged to the dollar 

not a priority. The Governor did tell the Financial Times 
that he believed that after the GCC moved to a common 
currency in 2010 

exchange rate 

privately to USG officials. 


3. (C) Comment: In the past 
belief that the dollar peg has served the UAE well and his 
general disinclination to rebalance reserves into Euros 
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(reftel). Given the UAE\'s trade and investment flows 
likely that it would maintain large dollar reserves in any 
case. In March 

Bank would shift 10 percent of its reserves into Euros 

has not yet acted. It does not appear that his latest 
statement indicates any rapid move 

interest groups and maintains the Central Bank\'s flexibility 
to act in the future. End Comment. 

SISON 
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screeching halt\" due to the alleged incident and trial 

how his family is \"praying for the day that I tell them I\'m 
cleared of all these allegations. LCpl Smith said he \"just 
can\'t understand why she (the complainant) would do this to 
me. When | met her she seemed like a really nice person." 
He also said that 

now 

family was \"stressed beyond belief\" but that family members 
are being Was good as they can be 

accused in a foreign country.\" LCpl Smith also noted that he 
has said \'no\' several times to his family coming to the 
Philippines to visit him because he knows \"it would be even 
harder for them to leave те." LCpl Smith did not answer 
questions about the case or give his own version of what 
happened on November 1 


2. After a courtroom encounter with a journalist 

he agreed to answer some written questions. One of LCpl 
Smith\'s attorneys 

interview by delivering questions from the AP and from the 
Philippine Star 

the questions together 

written responses back to the AP and the Star. 


3. Embassy personnel and ΙΙΙ MEF handlers were unaware that 
LCpl Smith intended to give this interview and did not know 

that the interview even took place until the local media 
coverage broke on July 17. We are re-doubling our efforts to 
ensure that all four marines are aware of the procedures to 

be followed should they wish to deal with the media. 

Kenney 
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REF: A. CPP20051228501005 
B. CPP2006051051501 1 


Classified By: E/P Chief Simon Schuchat. Reasons: 1.4(b 
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1.(C) Summary: According to Consulate contacts 

term \"wei quan\" is being used with increasing frequency to 
describe a broad range of protests occurring in China 

well as the work of a group of mainland lawyers and 
citizens/activists involved in these protests. 

While there is no direct English translation 

variously described as \"defense of rights 

rights movement 

rights (\"ren quan\"). One contact contended that as Chinese 
citizens had become more aware of their rights 

become more willing to speak out and protest against 
perceived violations of those rights. While some contacts 
felt that \"wei quan\" was a lawyer-led movement 

\"wei quan\" as a more organic movement 

at the moment. According to one journalist 

quan\" lawyers have been harassed or detained 

whole 

of the term \"wei quan.\" The Hong Kong-based \"Wei Quan\" 
Lawyers and Movement Concern Group recently issued a 
communique that called for an end to the harassment of \"wei 
quan\" lawyers and called for the implementation of the basic 
rights of the citizens as stated in the PRC constitution. 

End Summary. 


\"Wei Quan\" -- What Does It Mean? 


2. (C) In recent weeks 

contacts and journalists to discuss \"wei quan 

Chinese term used with increasing frequency to describe the 
work of a group of mainland lawyers and citizens/activists 
involved in protests against a variety of alleged injustices 
including unpaid wages 

environmental abuses 

translation 

of rights\" or even a \"civil rights movement.\" No two 
contacts agreed on a definition 

rights situation 

movement; however 

of Chinese citizens 

lawyers 

overall a positive development. 


3. (C) In recent years 

admission 

thousands of protests against a variety of injustices. 
Although the origins of these protests are unique and 
different 

collectively as \"wei quan.\" During a June 16 meeting 
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Director of Research & Communications Robin Munro of China 
Labour Bulletin portrayed \"wei quan\" as an indigenous 
movement and an important development in China\'s human rights 
field. He contended that as ordinary citizens had became 

more aware of their constitutional rights and had those 

rights violated by corrupt local officials or \"local power 

holders 

protest against perceived injustices. 


A Code Word for Human Rights? 


4. (С) Most contacts who defined \"wei quan\" in human rights 
terms believed it had some advantages over \"ren quan 

is the usual Chinese term for human rights. Historically 
said Munro 

never fully developed because of accusations that it had 
foreign origins. Unfairly or not 

as an external term which had been forced into the Chinese 
lexicon. The origin of \"wei quan 

indigenous and clearly Chinese. Liu Baopu 

Ziyang\'s aide Bao Tong 

\"wei quan\" was an abbreviation for \"wei hu ren quan\" or 
\"uphold/defend human rights.\" According to Liu 

term \"wei quan\" had \"a few nice features: 1) If \"wei hu ren 
quan\" (uphold/protect human rights) was politically 
sensitive 

so sensitive 

was not 

internet police. Ironically 

for Amnesty International during a July 12 meeting with 
poloffs 
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guaranteed by the constitution 

unfortunately 

although perhaps a euphemism for human rights 
tolerated by the mainland authorities for now. 


Lawyers Leading the \"Wei Quan\" Phenomena ... 


5. (C) Several mainland lawyers have played an important role 

in the \"wei quan\" movement and have been credited with 

leading the movement. For example 

candlelight vigil in Hong Kong 

Tiananmen Square leader Wang Dan was broadcast to the crowd. 
Wang paid tribute to the lawyers by saying 

the wei quan\" movement 
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developed on a spectacular scale.\" 


6. (C) James Wang 

Kong-based Chinese-language political affairs weekly 
magazine) also sees the \"wei quan\" lawyers as a crucial 
component of the movement. The magazine\'s December 25 
issue named China\'s \"wei quan\" lawyers the \"person of the 
year\" (a summary of the article is located at ref A). Wang 
told poloff on July 3 that most of the lawyers he interviewed 
had not intended to be part of a cause or even get involved 

in human rights work -- some would never even think of 
referring to themselves as \"wei quan\" lawyers. Instead 

of them 

by helping an individual file a lawsuit to recover lost 

wages 

of a bigger picture 

the rule of law or an individual\'s constitutionally 

guaranteed rights assumed greater meaning. Many of the \"wei 
quan\" lawyers pursue their cases at great personal risk and 
come under official scrutiny 

rely on other \"wei quan\" lawyers for moral support. 


7. (С) Wang said that most of the lawyers he spoke with were 
extremely \"rational\" and moved forward with their cases 
cautiously. Wang said he considered Gao Zhisheng to be a 
little reckless in his actions (i.e. submitting an open 

letter to President Hu Jintao criticizing abuse of Falun Gong 
adherents). While Gao has attracted attention from the 
international media for cases that he has litigated 

also been the target of official harassment. Wang speculated 
that Gao was purposefully being provocative towards the 
Chinese authorities in order to be arrested and become a 
\"martyr.\" It appeared to Wang that Gao sought greater 
publicity 

detention. Wang has heard from sources that mainland 
authorities are trying their best to refrain from arresting 

Gao 

authority. 


8. (C) Separately 

lawyers had to be very careful about the cases they pursued. 
Perhaps aware that more mainland lawyers were taking on civil 
cases to test the legal limits of the system 

association had issued a new directive restricting the number 
of clients a lawyer could accept in a single case. Allison 
speculated that this essentially would prevent \"wei quan\" 
lawyers from pursuing class action suits. 


... of Capitalizing on \"Wei Quan\" Cases? 


Column 3 

9. (C) Not all of our contacts were convinced that lawyers 
were at the forefront of the \"wei quan\" movement. Roseann 
Rife 

(HRIC) 

understanding about how Chinese citizens defined \"wei quan 
and she did not believe lawyers necessarily were leading the 
movement. She opined that the \"wei quan\" protests were a 
healthy way for ordinary citizens to vent their frustrations 

but was concerned that if Chinese citizens began to rely 
solely on court judgments for justice 

caught up in an endless cycle of lawsuits against corrupt 
officials or landlords. Even a court ruling in a citizen\'s 

favor would not guarantee payment of a settlement 

might lead to an increase in people\'s overall frustration 
levels. Simply focusing on the legal angle of \"wei quan\" 
protests was not sufficient; it also was important to truly 
understand the phenomenon itself before labeling it a 
lawyer-led movement 

planning to survey \"wei quan\" blogs and publish a report on 
the issue. (Note: Poloff conducted an informal survey of 
\"wei quan\" websites on \"google.cn\" and got results for over 7 
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million websites. End Note.) 


10. (C) Journalist and veteran China analyst Johnny Lau took 

a more cynical view of the emerging \"wei quan\" movement in a 
June 12 conversation with poloff. While acknowledging the 
positive aspects of ordinary citizens demanding protection of 
their life 

that the Central Government might see the \"wei quan\" movement 
as \"rebellious 

organize on a broader scale. Lau also offered a more 
supply-sided explanation to the proliferation of the V'wei 

quan\" term: mainland lawyers were educating more citizens 
about their rights 

these same lawyers. As individuals better understood their 
rights 

if they believed those rights had been violated. Moreover 

some lawyers might reason that if they took on high profile 

\"wei quan\" cases 

and foreign media might help generate more business for their 
law practices 

possible arrest. 


Is \"Wei Quan\" a Movement? 


11. (C) Han Dongfang 
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adamant іп a recent newspaper column that the disparate \"wei 
quan\" protests were part of a broader movement forming in 
China and described it as \"China\'s emerging civil rights 
movement." In a May 10 \"South China Morning Post" article 
Han wrote that \"Chinese citizens are starting to stand up for 
their rights and they are doing so collectively\" (ref B). 

\"This loose but broad-based social movement\" is a significant 
development in the field of Chinese human rights 

\"These have been prompted by a wide range of issues 

related to the growing problems of social injustice 

inequality and poor governance that have come in the wake of 
two decades of economic reform.\" \"The new movement\'s 
strength lies in its avoidance of political rhetoric and 

focus on issues of social justice 

governance...A wide range of social actors -- rights lawyers 
social scientists and academics 

and even some local legislators -- have begun supporting the 
local citizensV groups involved." Not all of our contacts 
agreed with Han\'s assessment that \"wei quan\" was an emerging 
civil rights movement. Roseanne Rife said she wanted to 
reserve judgment on the impact and significance of the 
numerous \"wei quan\" protests for now 

\"wei quan\" phenomena was much more organic and less organized 
than described by Han. 


Beijing Tolerant of \"Wei Quan 


12. (C) Beijing had not initiated a broad crackdown on the 
use of the term \"wei quan\" so far 

worrying 

power holders\" of hiring thugs to intimidate and threaten 
local protestors. In June 2005 

individuals launched a raid in Dingzhou 

against protestors camped out on land requisitioned without 
proper compensation by a power plant 

A court later found that the Dingzhou party secretary had 
ordered the raid. Han worried that the use of thugs and 
violence to disperse \"wei quan\" protestors pointed to a trend 
toward lawlessness. 


Hong Kong Support for "Wei Quan\" Movement 


13. (C) On June 28 

Chairman Albert Ho and several Hong Kong academics convened a 
press conference to issue a communique 

for the "Wei QuanY Movement and Wei QuanY Lawyers Who 
Struggle on the Chinese People\'s Behalf for Their Right of 
Existence and the Development of Their Rights." The 
communique criticized the PRC government for protecting the 
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interests of local officials and businessmen and for 

neglecting the rights of the peasants and workers. The 
communique called upon the Chinese government to stop 
persecution of \"wei quan\" leaders and lawyers and made the 
following appeals: 1) release blind activist Chen Guangcheng; 
2) stop the harassment of \"wei quan\" lawyers; 3) investigate 
incidents in Shanwei and Panyu Taishi village as well as the 
planned torture of Falun Gong \"wei quan\" activists; and 4) 
implement the basic rights of the citizens as stated in the 
PRC constitution. The communique was signed by 
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representatives of the "Wei Quan\" Lawyers and \"Wei Quan\" 
Movement Concern Group. (Comment: The majority of Hong Kong 
democrats have been selective of the human rights issues they 
comment on for fear of retaliation from the PRC Government 

who views mainland human rights issues as politically 

sensitive. End Comment.) 


14. (C) Law Yuk-kai 

Monitor 

Kong had been invited to attend the event 

media outlet to send a reporter was \"Epoch Times\" (a Falun 
Gong owned newspaper). Law speculated that the press 
conference and communique were not reported in the following 
day\'s newspapers because most Hong Kong editors would be 
reluctant to report on Chinese human rights issues 

especially if it included mention of Falun Gong. Law said it 
was not at all surprising that the Hong Kong media did not 
cover the \"wei quan\" press conference. Besides 

would likely use the excuse that their reporters were busy 
covering Chinese People\'s Political Consultative Conference 
Chairman Jia Qinglin\'s visit to Hong Kong. 

Sakaue 
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progressive Arabic daily Al-Qabas (7/17): 


\"Israel uses its security as an attempt to move the resistance away 
from the Lebanese south. These excuses are fundamentally wrong 
because the Israeli occupation is the reason for the existence of 
the resistance. What has proven to be more of a danger is that 
Israel is now attempting to threaten the sense of nationalism and 
resistance among the residents of the south.\" 


-- Kais Al-Osta inquired in \"Beirut and the Taxi Driver\" in 
progressive Arabic daily Al-Qabas (7/17): 


\"Did it ever occur to Mr. Hassan Nasrallah 
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Hezbollah 

borders and abducting two soldiers? | am not referring to the Prime 
Minister or any Members of Parliament; | speak of one of the taxi 
drivers who parks in front of one of BeirutVs hotels 

university student working at one of the hotels during the summer to 
save up for the rest of the year. | speak of the owner of a small 
restaurant; | speak of hundreds of thousands of Lebanese who 
promised themselves a tourism season so they can make up for losses 
incurred after the assassination of Rafiq Al-Hariri.\" 


-- Under the title \"The Disease Hezbollah\" Saoud Al-Samaka 
editorialized in progressive Arabic daily Al-Qabas (7/17): 


\"Hezbollah is not a resistance movement. It is a phenomenon that 
appeared in the absence of the Lebanese government during a period 
of chaos from 1975-1990 with Iranian care and support. It became a 
state inside a state. In its beginnings Tehran allocated 300 

million dollars annually.... This phenomenon grew over the years 

with Iranian funding to the point of being more capable financially 

and militarily than the Lebanese government.\" 


-- Lawyer and columnist 
moderate Arabic daily Al-Rai Al-Aam article titled \"Zionist 
Aggression...and Arab Silence\" (7/17): 


\"Every one of us should ask ourselves 

defending our dignity on our behalf? Now and before it is too late 
the trader should give his zakat (charity required of Muslims) 

writer should write 

issue statements to raise the morale of our brothers. He who does 
not have anything to give should pray. The Kuwaiti government did 
well when it declared its complete support for Lebanon; it was not a 
compliment to Lebanon. It is the result of Kuwait\'s Arabic and 
Islamic principles.\" 


-- In the piece titled \"Hezbollah\" in moderate daily Al-Rai Al-Aam 
Dr. Saad Al-Anzi held that (7/17): 


\"The Lebanese resistance is in dire need of the support of the 
Islamic peoples-financial 

support that can be offered--to be victorious over the Israeli 
enemy. When we say Islamic peoples 

inability of the Arab regimes to support a popular resistance. 
Arabs are constantly questioning the agreements signed by Arab 
states. The agreement of mutual Arab defense obligates all Arab 
countries to declare war on any foreign state that goes to war 
against a member country of the Arab League.\" 


-- In moderate Arabic daily Al-Watan Yousef Ahmed Al-Mandil inquired 
in \"Rafiq Al-Hariri Built and Hezbollah Demolishes\" (7/17): 
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\"After the abduction of the Jewish soldiers 

his burrow and no one knows where he is. The Jews clamped down on 
Lebanon and established a land 

brought catastrophes to Lebanon and the Lebanese government. If 
[Lebanon] wants stability then it must dismantle the party of 

children and disarm it. Did Hezbollah expect the world to be 
sympathetic to it after the abduction?\" 


-- In VArabs of Denouncement\" Secretary General of the JournalistsV 
Association Faisal Al-Qanai\'s piece in pro-government daily 
Al-Seyassah he observed (7/17): 


\"Whether we agree or differ with Hezbollah 
Lebanon is unacceptable by any Arab Muslim. Israeli operations 
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reflect the painful Arab reality and the amount of humiliation and 
abjectness that Arabs experience today.... Arabs are but a sound 
phenomenon 

ago to this nation whose only victory is on the soccer fields.\" 
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For more reporting from Embassy Kuwait 
http://www.state.sgov.gov/p/nea/kuwait/?cable 5 


Visit Kuwait\'s Classified Website: 
http://www state.sgov.gov/p/nea/kuwait/ 
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the GRP and the NDF as soon as possible 

military campaign against the NPA as one that will \"further economic 
ruin.\" NDF leaders based in the Netherlands flew to Oslo in early 
July for four days of consultations with Norwegian mediators in the 
peace process. During the meeting 

Norwegians again actively to encourage the GRP to return to peace 
negotiations. 


4. (U) Opposition Senator Jamby Madrigal met with NDF officials in 
the Netherlands June 26 - 27 and signed a joint communiqu that 
criticized the GRP\'s military campaign against the NPA and urged the 
GRP to resume peace talks with the communist insurgents. 


5. (U) The NDF continues to set preconditions for resumption of 
talks 

of Foreign Terrorist Organizations (FTO). It has also called for 

the GRP to conduct investigations and prosecutions of GRP officials 
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allegedly involved in human rights abuses. Jalandoni recently again 
also urged the GRP to review and adopt a \"10-point Concise Agreement 
for an Immediate Just Peace\" that the NDF had initially submitted on 
August 29 

Filipino people against any foreign domination; empowerment of 
workers and peasants; economic sovereignty; repudiation of foreign 
debts; promotion of a patriotic 

autonomy of national minorities 

officials who are liable for treason 

violations; the adoption of independent foreign policy with normal 
trade and diplomatic relations with all countries; and finally the 
cessation of armed hostilities.\" 


6. (U) GRP officials have informed Norway that the talks are 
\"stalled\" and that progress can only be made if the NDF/CPP/NPA 
abandons its preconditions. GRP officials have nonetheless 
indicated that the GRP might pursue peace negotiations at the local 
level. From his exile in the Netherlands 

Sison rejected local peace talks as a \"scheme\" to divide the 
revolutionary movement 

negotiate with the NDF negotiating panel. 
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7. (U) On July 14 

(EO) mandating that even local government units devote resources to 
the fight against the NPA. The EO allows governors and mayors to 
draw additional funds from the central government to support 
security efforts 

The EO also delineates the specific roles of local executives 

police 

and specifically tasks the Philippine National Police (PNP) with 
supporting the AFP in combat operations in the countryside. 
Department of the Interior and Local Governments (DILG) Secretary 
Ronaldo Puno stated that the \"insurgency is a continuing and 
sustained struggle 

\"local government units and institutions down to the barangay 
level.\" 


8. (SBU) Nothing dramatic has changed in the status quo in the 
long-running saga of the CPP/NPA 
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of defeating the NPA within two years and its allocation of 
additional resources. The struggle is apt to remain deadly and 
long. 

KENNEY 
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explosives used in the Mumbai blasts were brought from 
Bangladesh. He suggested the news reports might be a 
counterpoint to similar news reports in Bangladesh alleging 
Indian links to the bombs used in the August 17 

blasts in Bangladesh. Officials pointed out that Bangladesh 
does not have facilities for manufacturing explosives 

rather imports them. 


2. DGFI has also told us they have no information to 
support Indian press reports claiming Bangladeshis were 
involved in the planning or execution of the blasts 

the perpetrators entered India through Bangladesh. 


3. Officials at the Indian High Commission in Bangladesh 
told PolOff they were aware of the press reports. Noting it 
was still early in the investigation 

unaware of any specific leads pointing to Bangladesh. At 
this point 

Bangladesh for assistance 
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REF: STATE 114722 


1. On July 14 

Affairs issued a statement on the situation in 

Lebanon which condemns the use of V'disproportionate 
force intended solely to collectively punish 

civilians...\" Full text of the statement below: 


2. Begin text of Armenian Foreign Ministry 
Statement: 


Armenia is extremely concerned about the military 
actions in Lebanon and their escalation 

the great loss of civilian life. Armenia condemns 
any violence whether it be abduction or use of 
force. We particularly denounce the use of such 
disproportionate force intended solely to 
collectively punish civilians and damage 
infrastructure. This kind of reaction by Israel is 
particularly difficult to understand given the fact 
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that the Lebanese government has clearly distanced 
itself from the abduction incident. We hope that 
there will be restraint in the region and also hope 
there will be an immediate ceasefire so that the 
issues can be addressed by peaceful means. 


End text. 


3. Armenian print media widely covered the 
statement 

by the Foreign Ministry. The press also cited 
Armenian Defense Minister Serzh Sargsian as saying 
that events in Lebanon were extremely dangerous for 
the region 

was \"close to zero.\" 


EVANS 
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wants Lebanon\'s death?\" The editorial by Jacques Esperandieu laments 
that the international community worries over the \"disproportionate\" 
Israeli riposte instead of focusing on the fact that the \"Middle 

East is on the edge of chaos.\" Right-of-center Le Figaro\'s editorial 
condemns the West for being more preoccupied with getting its 

citizens out of Lebanon than with trying to find a solution to end 

the conflict. The statement issued by the G8 members on the 
Israeli-Lebanese conflict is seen as \"harsh in form and vague in 
content\" by regional editorialist Jean-Claude Kiefer. (See Part C) 


Left-of-center Le Monde carries an op-ed entitled \"Defending the 
G8.\" (See Part C) 


Right-of-center Le Figaro reports that bilateral meetings between 
the U.S. and Russia made it possible to come to an agreement 
concerning the reprocessing of spent nuclear fuel. \"The two great 
Cold War superpowers opened the ball at the G8 with a bilateral 
meeting which gave a flavor of G2 +6 to the rest of the Summit.\" 


Right-of-center Le Figaro reports that the UN is condemning North 

Korea \"After eleven days of equivocation... A compromise was found 
between Washington\'s hard line approach and the moderation advocated 
by China and Russia.\" 


In left-of-center Le Monde 
writes discusses the \"Condistas 
Secretary of State Rice has a chance at the nomination to be the 


SIPDIS 

Party\'s Presidential candidate in 2008. \"The Secretary tirelessly 
repeats that she is not a candidate... but for the Republicans she 
is the symbol of redemption... and even if she has not made any 
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major breakthroughs on the Iranian or North Korean nuclear issues 
she has succeeded in terms of her image. According to a Washington 
Post poll 

in front of the President himself by 20 points... As Secretary of 

State she finds favor in the eyes of moderate Democrats... In 17 
months she has spearheaded an impressive transformation of American 
diplomacy. Washington has given more to its allies or adversaries 
than it has ever done before. India was assured of a nuclear 
cooperation that it had been seeking for over thirty years... Iran 

has been lured by the promise of direct talks... Contrary to her 
predecessor Colin Powell... she has the Presidents ear... When she 
left the White House she took a certain number of advisors with her 
including Jim Wilkinson... who has set up a media campaign to boost 
her image... which surprisingly has been unaffected by the failure 

in Iraq.V' 


(C) SUPPORTING TEXT/BLOCK QUOTES: 
Middle East 


\"Urgency\" 

The editorial by Jacques Esperandieu in right-of-center Sunday paper 
Le Journal du Dimanche (07/16): \"There are plenty of good reasons to 
mobilize the international community to react faced with the 

situation in the Middle East and yet division and inefficiency 

prevail. Without surprise 

right to defend itself. Most Europeans 

see the scope of Israeli retaliation as disproportionate... The UN 
meets but decides nothing... Yet there is an urgency to act. Iraq is 

in the throes of a full-scale civil war 

crusade toward acquiring the bomb and the region as a whole is on 
the verge of explosion.\" 

\"Irresponsibility\" 

Left-of-center Le Monde\'s unsigned editorial notes that (07/16/17): 
\"The international community seems to be more powerless than ever. 
It is paying the price for years of indifference and passivity with 
regard to the deterioration of the Israeli Palestinian conflict... 

In the Middle East the Bush Administration has invented a sort of 
empty shell called the Quartet that is supposed to provide a 
framework for negotiations... and whose aim it is to pretend to 

favor a dialogue between Israeli and Palestinians. The Quartet 
serves no purpose whatsoever. Who even knows when it met for the 
last time? All of its members have chosen to remain powerless for 
various reasons. Since George Bush took office 

its role as the Vhonest brokerV sticking to Israel\'s position no 

matter what that may be. Russia has no particular strategy 

to be a thorn in America\'s side. Europeans have a hard time being 
heard since politically they do not exist. And as we saw in last 
Friday\'s pathetic demonstration at the Security Council 

impotent and a reflection of the unwillingness of the rest of the 
world.\" 
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\"G8 - Out of the Game\" 

Gerard Dupuy comments in left-of-center Liberation (07/17): \"The G8 
leaders 

on to the conflict between Israel and Lebanon only to demonstrate 
once again 

in this region... through the conflict with Israel 

seeking to destabilize the West that aside from sending life rafts 

to its citizens and approving Israel\'s retaliation while condemning 

its harshness 

the Middle East.\" 


\"Getting Involved\" 

Francois Ernewein in Catholic La Croix (07/17): \"In the last few 

days what ambitious proposals has the international community made 
to promote peace? No need to rack your brain 

key to the international community\'s powerlessness lies in the 
age-old acceptance of the situation in the Middle East... This 
disorganized diplomacy has only served to give legitimacy to the 
various parties in their headlong rush towards violence... instead 

of telling them once and for all \'enough!\'\" 


\"Powerless\" 

The editorial by Francois-Xavier Pietri in centrist economic La 

Tribune (07/17): \"We were expecting a G8 that would focus on energy 
security 

and the possible consequences on Western economies... The 80 dollar 
barrel is just a heartbeat away... And world diplomacy seems 
completely at a loss... the great powers of the G8 are in fact 

powerless and the Summit appears to be a forum for settling old 
scores between Russia 

the aid of staggering Arab diplomacy.\" 


\"Too Powerful\" 

For Jean-Pierre Bel in regional daily La Nouvelle Republique du 
Centre (07/17): \"The G8 is not powerless 

become a symbol of an excess of power that destabilizes the world. 
The members of the club of 8 are too entangled in protecting their 
own national interests to be able to act rapidly and decisively in 

the Middle East.\" 


\"Lebanon : The Wager of Weapons\" 

Pierre Rousselin editorializes in right-of-center Le Figaro (07/17): 
\"The evacuation of the citizens of the Western countries is intended 
as a way to empty Lebanon of all of the potential hostages that 
pro-lranian Hezbollah could be tempted to take when things 
inevitably 

of our citizens does not go hand-in-hand with a diplomatic 

initiative 

them... The U.S. 

region 
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G8 Summit 


\"Defending the Idea of the G8\" 

Eric Le Boucher writes in left-of-center Le Monde (07/16-17): \"The 
G8 has a bad image mainly because it is seen at once as being too 
big and too small 

today. Bad because the final statement 

Sherpas... is the archetype of stonewalling... Do these types of 
Summits still serve a purpose? If one looks at the four priorities 

set out by President Chirac in Les Echos on July 13 the question 
appears particularly relevant. Discussing energy policy without any 
of the Gulf countries present and when President Putin himself is 
one of the principal troublemakers seems absurd. And what of the 
Kyoto Protocol that the U.S. did not ratify and that no country 
respects? How can global warming be discussed when big CO2 producers 
such as China and India are absent? Africa? No leader from the 
continent is present. Ігап? This тау be the only topic that will be 
usefully discussed... Reforming existing informal (G8) or formal 
(UN 

idea of the G8 is good... multilateralism may not look like a 
French-style garden 

fruit." STAPLETON 
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PRC 
other means of resistance employed in support of Hizbollah. 


7. (SBU) Abu Mazen told reporters on July 16 that the time is 
approaching to form a National Unity Government 

such a government would be formed after the current crisis is 
over. Abu Mazen also said the two envoys who had been sent 
to Damascus returned empty-handed (septel). 


8. (SBU) Hamas PLC member Mushier al-Masri publicly 
criticized the outcome of the Arab League Foreign MinistersV 
meeting 

Rabbo as the head of the Palestinian delegation. Masri took 
issue with Abed Rabbo\'s selection 

sent someone \"with no support to represent the Palestinian 
people\" and had not instead chosen elected officials. 


9. (C) Post continues its efforts to facilitate the departure 

of approximately 160 American citizens from Gaza. GOI liaison 
indicates that the departure may occur on Wednesday 

via the Erez checkpoint. 
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10. (SBU) Crossings: The Kerem Shalom and Sufa crossings 
remain closed. The Rafah passenger crossing remains closed. 
PLO Chief Negotiator SaVeb Erekat told the media that the 
Rafah border crossing will be open on Tuesday 

between 0800 and 1600 to allow Palestinians stranded on the 
Egyptian side of the border to return to Gaza. Erekat said 

the arrangement will only be for those coming to Gaza 

said it would be a first step toward allowing crossing in 

both directions. 


11. (SBU) The Karni/al-Mintar commercial crossing opened as 
of 1000 on July 17 

local 

processed 164 inbound truckloads of mainly food 

USAID Gaza-based field staff 

-- 8 truckloads of wheat (307 tons); 

-- 6 truckloads of flour (140 tons); 

-- 6 truckloads of rice (160 tons); 

-- 9 truckloads of sugar (329 tons); 

-- 7 truckloads of cooking oil (119 tons); 

-- 33 truckloads of fruits and vegetables; 

-- 11 truckloads of dairy products; 

-- 6 truckloads of medical supplies; 

-- 10 truckloads of frozen food; 

-- 29 truckloads of carious products; 

-- 9 truckloads of livestock; 

-- 23 truckloads of animal feed (506 tons); 

-- 15 containers for the WFP (86 tons of flour) and UNRWA (44 
tons of flour 

of cooking oil). 


The International Committee of the Red Cross (ICRC) 
reportedly received 35 

Karni/al-Mintar crossing July 16 and plans to receive an 
additional 35 


12. (SBU) The Nahal Oz fuel transfer station is operational 
on July 17 and was open July 16. The following fuel products 
were imported July 16: 

-- 600 

-- 100 

-- 168 tons of cooking gas. 


13. (SBU) Electricity: According to USAID Gaza-based field 
staff 
Gaza are operational 
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of electricity 
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said the opposition was pushing for \"democracy\" because it 
was politically expedient 

different from the current government 
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COMMENT 


6. (C) Harutyunyan was already well established as the 
president\'s man and did a creditable job as rector of the 
Academy of Public Administration before assuming the position 
of human rights defender in February. He did not inspire 
much confidence during his first few months in office 
focusing too much 

diplomatic missions and international organizations 

than concrete action. He has grown in the job 

successfully argued an expropriation case against the 
government in April. His comments during the lunch were far 
more free-thinking and candid than in the past. He also 
discussed specific actions his office is taking 

upcoming trip to Goris in southern Armenia to look into 
allegations of prison violence. The proof of the pudding 

will be in the eating 

increased activity as a positive sign 

the upcoming elections will be a critical test of his 

abilities 

EVANS 
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who is charged with educating UN civilian personnel and 
forces in Cyprus about sexual harassment 

and trafficking. Until six months ago 

UNFICYP\'s Sexual Exploitation and Abuse (SEA) focal point 
but now this responsibility has been delegated to a second 
staff member. Corcoran leads mandatory training sessions for 
all new personnel and chairs regular meetings among the UN 
agencies present here to discuss gender and exploitation 
issues. She reports that UNFICYP maintains the SYGVs Vno 
tolerance\" policy in Cyprus with regard to local 
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establishments that sponsor prostitution. Cabarets 
nightclubs and pubs where sex is available for purchase are 
off limits to all UN personnel 

circular (#56 

these establishments will immediately be expelled from the 
country. Thus far 

UNFICYP military and civilian supervisors appear very serious 
about discouraging SEA within their own ranks. They have 
also shown an active interest in combating TIP and SEA within 
the local community by offering their facilities to NGOs 
wishing to meet bicommunally on TIP. 


3. (U) Both the GOC and wider public appear to believe that 
UN forces in Cyprus are not involved with trafficking and 
sexual exploitation here. This stands in stark contrast to 
wide-spread observations that Turkish forces stationed in the 
area administered by Turkish Cypriots are the primary 
clientele of nightclubs there. 


4. (U) Post has not observed any mention of UN abuses in 
the local media. The GOC\'s Ministry of Interior (as 
coordinator of Cyprus\'s National Action Plan to combat 
trafficking) indicated that it is unaware of any problem with 

UN troops related to TIP or SEA. Rather 

been in contact with UNFICYP regarding the possible sharing 
of resources for a national information campaign. Local 
Greek Cypriot NGOs contacted include migrant support group 
KISA (Action for Support 

Mediterranean Institute for Gender Studies (MIGS) 
anti-trafficking Stigma organization. KISA and MIGS said 
they were unaware of any problem relating to the UN. The 
Turkish Cypriot group \"Prologue Consulting\" (the most active 
civil society actor on trafficking in the north 

conducting a research project on the scale and detail of the 
problem) said that it had not heard any negative reference to 
UN personnel. 


5. (SBU) The Stigma organization 

believed UN personnel frequented cabarets. Stigma is unique 
among the NGOs because it runs the only shelter for victims 
of trafficking in Cyprus. It said that privately 

described UN personnel (including officers) as clients who 
\"treated them much better than their other clients 

more 

Corcoran told us that UNFICYP is aware of rumors that its 
personnel frequent cabarets. She said the UN is 
investigating 

prove any single incident or corroborate these reports. 
SCHLICHER 
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favor of universal solutions\" to regional conflicts. He 
believed the EU would view the referendum negatively and 
would likely issue a statement to that effect. Cyprus would 
support this 

support the maintenance of Moldova\'s territorial integrity. 


SCHLICHER 
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full of lies 

a fair assessment based оп Omanvs lack of anti-TIP 
legislation 

prosecutions. 


3. The Ambassador underscored the TIP report\'s importance and 
suggested several steps that Oman could take to improve its 
ranking 

creating an anti-trafficking intra-agency committee 

launching an aggressive public awareness campaign 
supporting shelters already operating in an informal 
capacity. To support these efforts 

Embassy assistance in facilitating a visit by Omani officials 
to the United States to learn more about international 
techniques in screening for possible victims of human 
trafficking. Such a program would also include visits to 
shelters and the offices of non-governmental organizations 
and other support services that aid victims of trafficking 
(reftels В and С). 


4. Given the considerable size of the expatriate labor 
population in Oman 

should proactively address the alleged withholding of 
passports by employers. Although there is widespread belief 
that this practice is illegal based on Article 18 of the 

Basic Law 

within the limits of the law 

the books prohibiting the withholding of passports. (Note: 
The practice of withholding passports 

interpreted as illegal by the courts. End Note.) Admittedly 
left open for broad interpretation 

that the respective ministries must provide the implementing 
legislation of the Basic Law. He hinted that the Ministry of 
Manpower is likely to issue ministerial decrees on this issue 
shortly 

A). 
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5. The Under Secretary responded positively to the 
suggestions and agreed that outreach and public awareness 
campaigns are vital components in educating the public 
regarding their rights and responsibilities. He said that 

the government wants to ensure Oman complies with its 
international commitments and will review the suggestions for 
possible areas of improvement. 

GRAPPO 
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Israeli soldier in exchange for a \"promise\" to release 
Palestinians at a later date. 


ENVOYS MEET WITH SYRIAN VICE PRESIDENT 
HAMAS AND OTHER OFFICIALS 


3. (SBU) According to media reports 

Bureau Chief Mousa Abu Marzouk met with the two envoys the 
evening of July 11. According to the media 

with them ways to end the crisis in Gaza 

HAMASY position is to release the soldier only in exchange 

for Palestinian prisoners. Abu Marzouk told the media the 

two envoys did not meet with Khaled Mishal (Note: Mishal 
reportedly refused to meet with them. End note). 


4. (C) After their meeting with Abu Marzouk 

met with Nayef Hawatmeh 

the Liberation of Palestine (DFLP) 

officials and Ahmad Jibril 

the Liberation of Palestine- General Command (PFLP GC). 


5. (C) The envoys met with Syrian Vice President Farouq 
al-SharaaY the evening of July 12. Contacts told ConGen 
Political Specialist that the meeting failed to reach an 
understanding on ways to end the crisis of the kidnapped 
Israeli soldier. Al-Sharaa reportedly told the two envoys 

that Syria will not mediate or pressure Hamas on the matter. 


6. (C) The envoys departed Damascus the evening of July 14. 
On July 16 

envoys failed to reach any agreement with HAMAS leaders on 
the issue of the kidnapped Israeli soldiers and ways to 

resolve the standoff. 


Column 3 
ҒАТАН OFFICIALS DOWNPLAY EXPECTATIONS 
OF DAMASCUS MEETINGS 


7. (C) From the start 

chances of success for this mission. PA Presidential Advisor 
Ahmad Abdelrahman told ConGen Political Specialist on July 11 
that the envoys left for Damascus without a specific 

proposal 

leadership 

strong enough to change the Syrian regime\'s strategic support 
for Hamas. 


8. (C) Fatah leader Hussein al-Sheikh told ConGen POL FSN 
Specialist on July 11 that even PA President Mahmoud Abbas 
(Abu Mazen) had very little hope that the envoys would 
succeed. According to al-Sheikh 

departure to Jordan 

envoys in response to pressure from Abdullah Hourani -- one 
of the two envoys. 


WALLES 
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the fighting 

north of the Blue Line 

deploy into the buffer zone 

the SYG and UNSC stating that the GOL 
reservations 

until agreements are made. 


Element Two: The UNSC passes a resolution with the following 
attributes: a) condemns Hizballah\'s violation of the Blue 
Line 

Israeli soldiers 

implementing UNSC 1559 

infrastructure 

Israel of its responsibility to protect civilians 

deplores the disproportionate use of force by Israel 

calls for immediate cessation of military operations and the 
full implementation of UNSC 1559 

states of their obligation not to interfere in Lebanon\'s 
affairs. 


Mechanisms: The models under consideration include three 
options: a) a council of Egypt 
France 
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addition of pro-Syria states like Iran and Qatar 
council of neutral countries like Switzerland 
and Norway. Ideally 

council 


Comprehensive Deal: Israel ceases all military operations 

and withdraws all its forces from Lebanese territory. The 

GOL deploys the LAF to southern Lebanon and ensures that no 
\"armed elements\" attack Israel. The LAF deployment to the 
south must have enough forces to \"maintain respect along the 
Blue Line.\" UNIFIL would verify compliance. 


Follow-up: The GOL 

organize а Taif Il conference. Тһе Arab League announces 
that it sanctions a Taif Il. Israel returns to the 

conditions of the 1949 armistice agreement with Lebanon. 


3 

with Speaker of Parliament Nabih Berri and Prime Minister 
Fouad Siniora on July 16 and received a positive response 
from Siniora and a non-negative response from Berri for the 
basic concepts. He interpreted BerriVs lack of negativity as 
quiet interest restrained by the need to keep his 

constituency happy. Larsen said that he knew that Berri was 
planning to meet with Hizballah Secretary General Hassan 
Nasrallah on the night of July 16. Berri was focused on 
\"grabbing the opportunity" now or else the situation will 
spiral out of control 

had an excellent brainstorming session with Siniora regarding 
his draft proposal. Larsen said that his mediation will 

focus only on Siniora and Berri in order to avoid confusing 
the matter by including the \"naive-ists\" Michel Aoun and Saad 
Hariri. Larsen planned to meet with Berri and Siniora on 

July 17. 


4. (C/NF) Larsen continued that he was working to derail 
Javier Solona\'s efforts. \"Solona is an embarrassment.\" 
Larsen explained that Berri had told him that Solona had 
brought a German Ambassador with him with the intention of 
hostage negotiations like those that freed Elhian Tannebaum 
and the bodies of three Israeli soldiers in 2004 in exchange 
for hundreds of Arab prisoners. Siniora was equally 
skeptical. The Ambassador called Adviser to the Prime 
Minister Mohammad Chattah 

told Solona that his initiative was dead in the water. 


SETTING A TRAP FOR HIZBALLAH; 
JUMBLATT AND HAMADEH AGREE 
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5. (C/NF) Larsen agreed that Hizballah would most likely 
reject his plan. This would be not be a problem because then 
the Arab countries 

pressured to come on board. Hizballah would look like the 
party that is denying an opportunity for a cease-fire. 


6. (C/NF) Mid-way through the meeting three visitors 
arrived at Larsen\'s room unannounced. Druze leader Walid 
Jumblatt 

Minister of Information Ghazi Aridi entered the room in good 
humor and indulged in generous orders to room service with 
the others present. The three Lebanese politicians reacted 
positively to Larsen\'s proposal to call for a transfer of the 
Israeli soldiers to the GOL. They said it would be best for 
Larsen to hold his press conference at 1500 hrs. local on 
July 17 before the cabinet is scheduled to meet at 1700 hrs. 
local. This would give momentum to the proposal and an 
opportunity for the cabinet to endorse it. Hamadeh assessed 
that Hizballah would be a loser either way. If Hizballah 
rejected the Larsen proposal 

continued destruction of Lebanon. If Hizballah accepted 
then March 14 could say what did Hizballah bring all this 
destruction to Lebanon for 

soldiers. 


INVADE MY COUNTRY 


7. (C/NF) Over a glass of red wine 

(the quality of which sparked a long exchange between 
Jumblatt and the startled room service waiter) 

bottles of Corona beer 

thinking of the March 14 coalition which had met that 
evening. Jumblatt noted the heavy destruction of Lebanese 
infrastructure but bemoaned the irony that Hizballah\'s 
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military infrastructure had not been seriously touched. 
Jumblatt explained that although March 14 must call for a 
cease-fire in public 

military operations until it destroys Hizballah\'s military 
capabilities. \"If there is a cease-fire now 

wins 

chimed in. Hizballah has been stockpiling arms for years and 
its arsenal is well-hidden and protected somewhere in the 
Біда Valley. Jumblatt marveled at the cleverness of the 
Iranians in supplying Hizballah with the anti-ship missile 
that hit an Israeli gunboat. 
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8. (C/NF) Responding to Jumblatt\'s complain that Israel is 
hitting targets that hurt the GOL while leaving Hizballah 
strategically strong 

Israel should do to cause serious damage to Hizballah. 
Jumblatt replied that Israel is still in the mindset of 

fighting classic battles with Arab armies. \"You can\'t win 
this kind of war with zero dead 

said what he meant; Israel will have to invade southern 
Lebanon. Israel must be careful to avoid massacres 
should clear Hizballah out of southern Lebanon. Then the LAF 
can replace the IDF once a cease-fire is reached. A defeat 
of Hizballah by Israel would be a defeat of Syrian and 
Iranian influence in Lebanon 

Jumblatt said that the only two outcomes are total defeat or 
total success for Hizballah. 


9. (C/NF) Hamadeh said that an Israeli invasion would give 
Siniora more ammunition to deal with Hizballah\'s arms. 
Jumblatt thought the crisis could end in an armistice 
agreement like after the 1973 war. A buffer zone in the 
south could then be created. However 

should not bomb Syria because it would simply bring Syria 
back into the Arab fold without damaging the regime in 
Damascus. Weaken Syria by weakening Hizballah 

don\'t make Syria a hero of the Arab world. Jumblatt made it 
clear he approved with Israel\'s scrupulous avoidance of 
direct military action against Syria. 


INVASION ON THE TABLE 


10. (C/NF) After finishing their room service 

company departed. Pederson 

thought Israel might launch a ground incursion into southern 
Lebanon. Larsen agreed 

if Israel invades southern Lebanon. \"No one wants the status 
quo ante 

getting nervous. \"They called me several times today; they 
seem desperate 


COMMENT 


11. (C/NF) Jumblatt\'s comments echoed those of other March 
14 contacts. Like the Israelis 

as not an appealing destination. Thus 

share their belief that a cease-fire now would leave 

Hizballah\'s capabilities largely intact 

stronger and March 14 even weaker. But they fret that 

Israel's stated aims of weakening Hizballah 
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theoretically attractive 

Hamadeh commented bitterly that al-Manar television is still 
broadcasting 

like the fixed telephone network 

FELTMAN 


71557 
explosion\" 


Columnist Fahd Khitan writes on the inside page of independent 
mass-appeal Arabic daily Al-Arab Al-Yawm (07/17): \"As far as the 
Jordanian officials are concerned 

expected 

between Hizbollah and Israel апа not between Washington and Ігап.... 
The aggression against Lebanon has become comprehensive and 
destructive with Israeli bombs falling on Syria\'s borders. Syria 
threatens to retaliate without limits and Israel is ready for all 
solutions and is not planning to pass on the opportunity to settle 

all the issues. After all 

while Hamas is left a thorn in its side. The moment to impose 
Olmert\'s plan without any care or concern for the interests of 
neighbors or treaties might be at hand. What does that mean for 
Jordan? It means that priorities need to be revisited. The ongoing 
explosion in the region cannot be faced with proposals 

predisposed ideas. Trusting too much Washington\'s stand and the 
intimate treaty with Olmert are not going to do us any good on the 
day of the raid. Parties like Israel and America think only of 

their interests in cold blood and do not any care for the fate of 
others. There must now be a movement to create an Arab front that 
would be completely independent from the American-Israeli alliance 
in order to protect Jordan from the Israeli monster and to protect 
Syria from aggression and Lebanon and Iraq from division." 


-- \"Not Iranian\" 


Columnist Nahed Hattar writes on the back-page of independent 
mass-appeal Arabic daily Al-Arab Al-Yawm (07/17): \"Linking between 
Hizbollah\'s conflict with Israel on the one hand and easing 
pressures on Iran over the nuclear issue on the other might 

theory 

about whether Tehran wants to hurry up the American war against it. 
The answer to that is no. The Iranian ruling regime seeks to strike 

a deal with the United States and believes that it has some strong 
ace cards to play 

neither an ace card nor a tool if it starts the attack itself... 
Hizbollah\'s initiative to attack actually stems from a non-lran 

related motive 

of the Arab ShiVaism which was detrimentally harmed as a result of 
Iran\'s pragmatic connections since 2001 

understanding between the Iranian regime and the United States in 
Afghanistan 
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in cahoots with the Americans turned the Iraqi ShiVa from people 
qualified to lead the country into a \'base\' for the American 
project. This greatly harmed the reputation 

role of Arab ShiVaism at the Arab level 

phenomenon of Sunni-ShiVa division that is almost turning into a 
civil war in Iraq. The biggest loser from the Iranian policy іп 

Iraq was Hizbollah.... The inertness 

Arab level 

America 

followed by the heavy Israeli strike against the Hamas government in 
the context of the Israeli project to liquidate the Palestinian 
cause; all of that was bothering Hizbollah and warning it of the 
possibility of strategic exposure and the decay of its position and 
role in Lebanon." 


-- \"Priority is for supporting the Lebanese government and 
protecting the Lebanese people\" 


Columnist Batir Wardam writes on the op-ed page of center-left 
influential Arabic daily Al-Dustour (07/17): \"The regional formula 

is quite clear. Lebanon is the only one that is going to pay the 

price. The lranian President allies with the American imperialism 

in Iraq and opposes in theory in Lebanon 

ready to defend Syria if it is attacked by Israel ... but he does 

not defend Lebanon 

crisis and cheer it on are going to defend the Lebanese people. The 
Arab stand must be stronger and more severe and must be directed at 
supporting the Lebanese government. Otherwise 

game will end up in the hands of Hizbollah and the aggressive Israel 
and anyone else planning an escalation in the region. The Arabs 
must work hard against the Israeli aggression and the American 
foolishness in order to protect the Lebanese people from turning 

into fuel for a new war in the Middle East.\" 

-- \"The war has what is beyond\" 


Columnist Abu Yazan writes on the op-ed page of center-left 
influential Arabic daily Al-Dustour (07/17): \"We are before a war 
that is happening in Lebanon but its parties 

will affect the entire region 

terms of results and affects on the balance of power in each 
country 

Sunni and ShiVa.... We are willing risk saying that the dust of 

this battle 

the Arab Islamic trend 

were never good at 

Vpeace battleV.... As for Arab citizens 

Screens watching the scenes of the great crime unfold in Lebanon 
Palestine and Iraq 

their longing and thirst for pride 

longer quenched except by the images of Hassan Nasrallah and the 
Palestinian and Iraqi resistance. Whoever listens to the bitter 
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sarcasm by which Arab citizens comment about current events would 
realize all too well the widening gap between the citizen and the 
ruler.... | wonder now whether the question \"why do they hate us\" 
will be asked by the Arab leaders 

following the 9/11 attacks? 


-- \"Inside the box\" 


Centrist 

\"Not only the Lebanese and Arabs but any educated 

person equipped with the necessary tools that do not allow him to 
succumb to the mighty propaganda machine have 

days 

networks of the tragedy unfolding in Lebanon.... Taking the notion 
of bias to new extremes 

censoring Israeli officials\' declarations 

reports those passages that betrayed the brutality and disproportion 
of Israel\'s military retaliation. Utmost effort is being exerted to 
present Israel\'s attacks as specifically targeted against Hizbollah 
even when bridges and airports are bombed.... All means 

overt 

Israeli suffering 

not treated in the same way. On one American news channel 
correspondent from Israel sported a thick bulletproof vest 

his colleague from Beirut was wearing only his shirt. It is 
immediately known when there are women and children amongst the 
Israeli dead. But the Lebanese dead are just numbers.... Yeah 
American media are free. Free to parrot Israeli propaganda.\" 


\"How do the Arabs deal with Hizbollah\'s \adventure\"\" 


Columnist Fahd Khitan writes on the inside page of independent 
mass-appeal Arabic daily Al-Arab Al-Yawm (07/16): \"Hints of a 
comprehensive confrontation are looming in the region. People see 
in it a way out of the state of humiliation that has afflicted the 

Arab body 

official Arab leaderships are almost outside the picture. There is 
talk 

But where is the counter Arab interest in all of this? In the 

current status quo and in light of the official Arab stand 

is the only beneficiary. What | want to say is that rallying public 
opinion around a stance that is skeptical and doubtful of 
Hizbollah\'s motives and objectives of starting a confrontation does 
the Arabs no good 

alternative for the people in the face of the American and Israeli 
arrogance. The game of just and comprehensive peace ended up 
far as Israel is concerned 

the state 

in Iraq after the elimination of the \'tyrant\' 

state 

Iraqis and the Arabs. In this scene 
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looking for a way out? True 

adventure 

may see difficult days. All the players are egging for a 

confrontation that would be similar to the World Cup Soccer final. 

But can the Arabs do anything other than condemn Hizbollah and then 
Iran? If their action is limited to that condemnation 

will be very happy with them indeed." 


-- "The absence of an Arab solution is disastrous\" 


Chief Editor Taher Odwan writes on the back-page of independent 
mass-appeal Arabic daily Al-Arab Al-Yawm (07/16): \"We have reached 
the stage of sorting stances and alliances 

military initiative and the comprehensive war it started with Israel 
has put the Arab regimes before two options: either support 
Hizbollah and practically stand in the Iranian camp 

Israel and of course America. It is something that Saudi Arabia 
Egypt and Jordan tried not to be dragged into 

adopt a completely different stand 

condemning the Israeli aggression on Lebanon 

international community to intervene 

Hizbollah for the VadventureV 

scenario that does not serve Lebanese and Arab interests. Such an 
Arab political stand 

vis- -vis Israeli aggressions 

political stand when faced with the heat of battles and the sorting 

of alliances.... Such an Arab stand that refuses to choose between 
the camp of Tel Aviv and Washington on one hand and the camp of 
Hizbollah-Damascus-Tehran on the other will ultimately serve the 
American-Israeli camp.... What is required is ап Arab solution that 
convinces the Arab people first and foremost that their countries 
are capable of protecting them from American-Israeli-Iranian 
aggressions.... What is happening in Lebanon 

the result of the vacuum in the region that was created by the Arab 
absence when all the eggs were placed in the American basket.\" 
HALE 
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were no obvious anti-U.S. sentiments evident. The 
demonstration 

break up at 1045 local time 

gradually. Syrian police effectively prevented a small group 
of protesters from approaching the Embassy. 


-- The Syrian MFA\'s Director of Protocol 

summoned the Charge to his office July 17 to protest what he 
termed a lack of security July 16 during a demonstration in 
front of \"the Syrian Chancery\" in New York. (Note: We 
presume he was referring to a publicized protest by the 
Coalition for Jewish Concerns that was scheduled to take 
place in front of the Syrian Mission to the UN in Manhattan 
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according to a IsraelNationalNews.com report.) This was the 
second time in two weeks that the MFA has raised the issue of 
inadequate security at Syrian diplomatic missions with the 
Charge 

Syrian assertion that Syrian protection for the U.S. Embassy 
in Damascus depended on reciprocal U.S. security for Syrian 
facilities. Charge promised to look into the matter. Smadi 
repeated a previous promise that the SARG would issue visas 
to all Americans crossing from Lebanon into Syria (and 
lengthen the duration of validity to seven to ten days) 
including to three TDY consular officers from Embassy Cairo 
whose services may be required in the event of a large influx 
of Amcits into Syria. 


-- Syria Information Minister Bilal Mohsen said July 16 that 
the SARG would retaliate immediately to any Israeli attack on 
Syrian territory \"with a firm and direct response whose 
timing and methods are unlimited 


-- The Emir of Qatar 

Asad on July 16 to discuss the Israel-Lebanon conflict and 
the weekend\'s meeting of Arab Foreign Ministers in Cairo 
according to the Syrian Arab News Agency (SANA). 


-- Syrian Ambassador to the U.S. Imad Mustapha gave an July 
16 interview to CNNVs Wolf Blitzer 

Syria provided military training or equipment to Hizballah. 

He avoided Blitzer\'s question about the trans-shipment of 
materiel from Iran into Lebanon 

for the military intelligence to decide.\" Mustapha promised 
that all American citizens without exception could go into 

Syria regardless of their visa status. 


-- Italian PM Romano Prodi spoke with Asad on Saturday 
15 in the first such high-level contact between the Syrian 
leader and a Western official since the February 2005 
assassination of former Lebanese PM Rafik Hariri. 


-- бугіау5 BaVath Party (in its typical ossified boilerplate 
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language) published a communique that stated that \"the Syrian 
people were ready to extend full support to the Lebanese 
people and their heroic resistance to remain steadfast and 
confront the barbaric Israeli aggression for its crimes.\" 


-- Syria\'s Ambassador to London Sami Khiyami said July 14 
that Syria wanted to stay out of the conflict between Israel 
and Lebanon and that it was trying to restrain Hizballah from 
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firing missiles into northern Israel 

report. Khiyami added that while Hizballah was a \"completely 
independent movement\" 

the AP reported. 


-- In conversations over the weekend 

of his Syrian contacts blamed Israel and the U.S. for the 
destruction in Lebanon. A few people blamed Hizballah and 
its leader 

this represented a minority view among intellectuals and 
ordinary citizens. 


-- The DAO reported that Syrians are defensively dispersing 
in and out of garrison areas as precautionary measures 
against an increase in tensions with Israel. Observed 
activity did not appear offensive in nature. 


CONSULAR 
3. (U) The following are consular updates: 


-- Embassy Damascus was closed to the public the morning of 
July 17 

staffed and functioning. On July 16 

120 Americans through walk-in service 

service. 


-- A U.S. family reported that they had successfully departed 
Lebanon July 15 by road via the Syria crossing of Masna 
paying USD 80 in bribes and visa fees. From the Syria-Jordan 
border 

noted that others were reportedly paying up to USD 150. 


-- Norwegian 

reported July 16 that they were bringing their nationals out 
of Lebanon overland via the Lebanese city of Tripoli to the 
Syrian city of Homs 

to five hours 


ECON/COMMERCIAL 

4. (U) The following are Econ/Commercial updates: 
-- Most airlines in Damascus are fully booked at least 
through July 26 

flights through early August are filling up quickly. 

-- Several regional airlines 


the Emirates 
respond to a flood of demands from those fleeing Lebanon. 
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-- Contrary to a rumor that British Airways would temporarily 
stop service to Syria 

continue flights. In contrast to normal BA service 

the July 17 flight was only scheduled to service Syria\'s 
northern city of Aleppo 

up on Syria Air to catch the BA flight. A BA official 
suggested that the change was for security reasons 

not elaborate. 

SECHE 
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diplomatic outreach through a call with Prime Minister 

Siniora and a visit by MP Saad Hariri. A joint parliamentary 
statement condemned Israel\'s actions and the silence of Arab 
governments and the international community. Various groups 
have scheduled demonstrations over the next several days. 
End summary. 


2. (U) The Prime Minister\'s Cabinet released a statement 
July 16 calling on \"Arab and Islamic nations and the 
international community to immediately interfere (sic) to 
halt Israel\'s military operations in Palestine and Lebanon 
and to exert their utmost to avert a devastating war in the 
region.\" The Cabinet urged all parties to exercise 
self-control and work to resolve the conflict through 
dialogue \"far from the use of force and miscalculated 
escalation\" that will lead to a war that goes against Arab 
and Islamic interests. The statement condemned the use of 
force that targeted civilians and destroyed infrastructure 
and affirmed Bahrain\'s \"full solidarity with Lebanon in 
protecting its interests.\" 


3. (U) King Hamad spoke with Lebanese Prime Minister Fuad 
Siniora by phone July 16 affirming \"Bahrain\'s solidarity with 
Lebanon to protect its sovereignty and independence.\" 
Meeting July 15 with MP Saad Hariri 

the King stated Bahrain would stand against anyone that puts 
the safety and sovereignty of Lebanon at risk. Meanwhile 
press reported that FM Shaikh Khalid discussed recent 
developments with his Saudi counterpart. 


Column 3 

4. (C) Council of Representatives (COR) Chairman Khalifa Al 
Dhahrani (Shia) presented a formal statement July 16 on 
behalf of the COR membership and the Shura (Consultative) 
Council in support of Lebanon and Palestine 

Israel\'s actions and the silence of both the international 
community and Arab governments. It expressed regret over a 
negative attitude of the UN Security Council and the European 
Union and the \"double-standard policies of the U.S.\" (Note: 
In contrast to King Hamad\'s initial statement (reftel) 

COR statement notably leaves out \"miscalculated risks and 
adventures\" from the King\'s statement 

responsibility to Hezbollah for igniting the current 

hostilities. End note.) In solidarity with Lebanon and 
Palestine 

current month\'s salary to the Lebanese and Palestinians. The 
donation could reach a sum of over $250 

only passed when it was made non-binding. 


5. (U) Hundreds of residents of Karzakan and neighboring 
villages (Shia) demonstrated July 16 against the Israeli 
actions in Gaza and Lebanon. Demonstrators shouted 
anti-American slogans and one of the protest organizers said 
that the protest was in support of the Islamic resistance 
personified in Hamas and Hezbollah. The organizer 
congratulated the Islamic resistance for their \"heroic 
victories\" which exploited the weaknesses of the Zionist 
military. Thirteen (of a total of 15) political societies 

have scheduled a rally to take place July 17 outside the UN 
House to express their solidarity with the Lebanese and 
Palestinian peoples. The Islamic Council of Shia clerics in 
conjunction with leading Shia political society Al Wefaq has 
called for a demonstration July 18 near downtown Manama. 
Press commentary continues to be critical of Israeli actions 
and Lebanese/Palestinian civilian casualties. Post is 
hearing rumors of additional demonstrations after Friday 
prayers and will report as warranted. 

Visit Embassy Manamavs Classified Website: 
http://www.state.sgov.gov/p/nea/manama/ 
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party more liberal 

Fretilin has not scheduled an extraordinary congress to re-do 
the leadership election 


Column 3 

this and has reportedly filed its case arguing that the current 
leadership was illegally elected. Current party leadership has 
indicated that they would agree to another congress only if the 
courts rule against them. End note.) 


4. (U) Ramos-Horta will remain Minister of Defense while also 
serving as Prime Minister. There were rumors earlier in the 
week that the portfolio might be shifted to the commander of the 
armed forces 

Ramos-Horta had made his desire to retain the defense portfolio 
clear over recent weeks and does not appear to have been 
challenged on this. 


New ministers fill vacancies due to recent resignations 
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5. (SBU) Three ministries remained vacant at the top in the wake 
of the various recent resignations 

Natural Resources Petroleum and Energy Policy 

Education and Culture 

Communications. The Natural resources portfolio was previously 
held by Alkatiri 

effective simultaneously with his resignation as Prime Minister. 
The education and transportation ministers both resigned 

shortly before Alkatiri stepped down and Ramos-Horta decided not 
to ask either of them to return 

ministers. 


6. (SBU) Taking Alkatiri\'s place as the Minister of Natural 
Resources is Jose Teixeira 

Minister position. Teixeira 

has been a strong Alkatiri ally and had previously stated in 
conversations with Emboffs his intent to resign immediately if 
Alkatiri was pushed out. Teixeira was educated in Australia and 
holds dual Australian and Timorese citizenship. The new 
Minister of Education is Rosalia Corte-Real 

elevated from Vice Minister. Corte-Real is the former Vice 
Minister of Education for Primary and Secondary Education and 
one of 15 members of Fretilin\'s National Political Committee. 
Filling the position of Minister of Transportation is Inacio 
Moreira. Moreira 

position in the Ministry of Education 

as the Director of the Faculty of Engineering at the National 
University of Timor-Leste to take up his new position. 


Vacancies remain 


7. (SBU) Several vacancies remain in the cabinet at the vice 
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minister level. Some of these vacancies were inherited from the 
previous cabinet 

justice ministries respectively remain unfilled despite 
Ramos-Horta presenting candidates he strongly supports. He put 
forward Olandina Alves 

Commission for Reception 

currently an alternate on the bilateral Truth and Friendship 
Commission (TFC) as Vice Minister of Interior 

that she would serve as a strong advocate on human rights issues 
within the ministry. However 

that Fretilin argued against her claiming that she does not show 
up at meetings 

(Note: Ramos-Horta is well aware that the national police 

fall under the Ministry of Interior 

prominent source of human rights violations reported in the 
annual Human Rights Report and other public reports. End note.) 
For the position of Vice Minister of Justice 

wanted to bring on Isabela Feireira 

served as Alkatiri\'s advisor on human rights but was apparently 
blocked by Fretilin on this appointment as well. 


List of members of the Ramos-Horta\'s cabinet 


8. (U) Below is a complete list of the new cabinet: 


MINISTERS 

-- Minister for Foreign Affairs and Cooperation 
Guterres (replacing Jose Ramos-Horta) 

-- Minister for Planning and Finances 
(incumbent) 

-- Minister for State Administration 

-- Minister for Defence 

Roque Rodrigues in June) 

-- Minister for the Interior 

Rogerio Lobato in June) 

-- Minister for the Presidency of the Council of Ministers 
Antoninho Bianco (incumbent) 

-- Minister for Transport and Communications 
(replacing Ovidio Amaral) 

-- Minister for Agriculture 

da Silva (incumbent) 

-- Minister for Education and Culture 
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(elevated from Vice Minister 

-- Minister for Health 

-- Minister Labour and Community Reinsertion 
Bano (incumbent) 

-- Minister for Justice 
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-- Minister for Development 

replaced Abel Ximenes in June) 

-- Minister for Public Works 

-- Minister for Natural Resources 

Josi Teixeira (elevated from Vice Minister 
Alkatiri) 


VICE MINISTERS 

-- VM for Foreign Affairs and Cooperation 
(incumbent) 

-- VM for Planning and Finances 

-- VM for State Administration 

-- VM for State Administration 

Ilda Conceicao) 

-- VM for Interior 

now Minister) 

-- VM for Transport and Communications 
cabinet) 

-- VM for Agriculture 

Benevides (incumbent) 

-- VM for Education for Technical and Superior Education 
(vacant in previous cabinet) 

-- VM for Primary and Secondary Education 
(moved from State Administration 

now Minister) 

-- VM for Health 

-- VM for Justice 

-- VM for Public Works 

-- VM for Development 

Silva who is now Minister) 


SECRETARIES OF STATE 


SIPDIS 

-- Sec. of State for the Council of Ministers 

(incumbent) 

-- Sec. of State for the Environmental 

Territory Coordination 

-- Sec.of State for Youth and Sport 

(incumbent) 

-- Sec. of State for Culture 

-- Sec. of State for Veterans\'and Former Combatants Affairs 
David Ximenes (incumbent) 


SECRETARIES OF STATE FOR THE REGIONS 


SIPDIS 

Sec. of State for the Coordination of Region | 
(incumbent) 

Sec. of State for the Coordination of Region II 
Corte-Real (replacing Virgilio Simith) 
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Sec. of State for the Coordination of Region Ill 
(previously held by Egidio de Jesus) 

Sec. of State for the Coordination of Region IV 
(replacing Cesar da Cruz) 

Sec. of State resident in Oe-Cusse 


Comment 

9. (SBU) This new cabinet reveals some of the power dynamics 
occurring behind the scenes between Ramos-Horta and Fretilin. 
In his recent conversation with Ambassador Rees Ramos-Horta 
stated that if it had been up to him 

changes 

appointments. However 

bring Guterres on board as Minister of Foreign Affairs 
demonstrates that he can get his way on key issues as long as he 
chooses his battles carefully. It is likely that he did not 

push hard on the issue of the vacant vice minister positions in 
favor of focusing on the foreign affairs portfolio. Another 
interesting aspect of the new cabinet is the fact that all the 

key Alkatiri allies have remained on board (e.g. Estanislau da 
Silva and Anna Pessoa) despite statements in previous 
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conversations that they would resign from their positions if 
Alkatiri were pushed out. Whether this indicates the extent to 
which Alkatiri is still wielding power through party mechanisms 
or the extent to which Ramos-Horta has begun to co-opt them 
remains to be seen. End comment. 

DICKEY 
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by retaining much of the same cabinet. 


3. The major opposition parties had the previous day 

demonstrated their objection to the approach of President Xanana 
Gusmao and Ramos-Horta in forming the new government by refusing 
to attend a meeting of opposition parties with Gusmao. Absent 

from that meeting were the heads of the Democratic Party (PD) 

the Social Democratic Party (PSD) 

Democratic Association (ASDT) 

(UDT). The opposition parties\' primary complaint is that they 

have not been consulted as mandated by the Constitution in the 
formation of the new government. 


Prosecutor General sworn in for second four-year term 


4. President Gusmao today swore in Longinhos Monteiro for a 
second four-year term as Prosecutor General. Monteiro\'s first 
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term ended several months ago and there has been ongoing 
speculation that he would be replaced. Several candidates had 
been discussed 

Aniceto Guterres most often mentioned as having the support of 
both Gusmao and the ruling Fretilin party. However 

also been urging Monteiro to move forward on the criminal cases 
against former Interior Minister Rogerio Lobato and former Prime 
Minister Mari Alkatiri and has been reported to be using the 
threat of not reappointing him as pressure. The decision to go 
ahead and reappoint him possibly reflects Gusmao\'s satisfaction 
with the progress of these cases. 


Rai Los hands over his weapons 

5. In a widely covered and well-attended ceremony on July 11 
\"Rai Los\" the head of the group in Liquica district that claims 

to have been armed by former Interior Minister Rogerio Lobato 
handed over his group\'s weapons as evidence to the Prosecutor 
General. Emboffs and other observers in attendance counted 
fewer weapons than previously seen in his possession. However 
Railos explained to local media that several weapons had already 
been passed to one of the military dissidents who had given the 
weapons to Australian forces in a separate handover. Notably 
however 

visible in his pocket. 


6. Observers at the ceremony remarked on the varied and somewhat 
confusing cast of characters in attendance. In addition to 

Railos 

Ramos-Horta who arrived in the company of Bishop Nacimento and 
the head of a visiting European Commission delegation 

attendance were several members of the National Police (PNTL) 
including the National Commissioner of Police and the head of 

the Police Reserve Unit (URP). 


Parliament back to work on electoral law and Alkatiri case 
7. The National Parliament appeared to be genuinely back to work 
this last week 
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Parliament\'s recess 

until August 15 and will be delayed again \"if necessary." Early 
in the week 

Minister Alkatiri in which he stated his intent to cooperate 

with the judicial process based on allegations that he was 
involved in arms distribution. In addition he asked to \"hold 
back\" his position as a Member of Parliament until the case is 
completed. 
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8. The electoral law drafted by the Alkatiri government was 
resubmitted to Parliament last week by the Ramos-Horta 
government and has been admitted to the Parliamentary Committee 
for Constitutional Affairs for review. 


Plans for additional demonstrations called off 


dominance of Fretilin in the new government and with perceived 
lack of progress on the criminal case against former Prime 
Minister Mari Alkatiri 

(FNJP) has informed Emboffs and announced publicly that it will 
not be organizing additional demonstrations in the near future. 
The FNJP 

primary force behind the anti-Alkatiri demonstrations that took 
place in Dili in June. Instead 

energies on campaigning for the swift prosecution of the 

Alkatiri criminal case. 


Internally Displaced People (IDPs) beginning to return~slowly 

10. Security throughout Dili has improved to the point where 
many IDPs have begun to make forays back to their homes. 
However 

significantly. One of the reasons for this is that large 

numbers of IDPs are retaining their camp registration even if 

they are spending the majority of their time back in their 
neighborhoods. Several phenomenon appear to be at work here. 
Probably the most important is that there is still a widespread 
perception that security is tenuous and will require a greater 
police presence in the neighborhoods to overcome. Other factors 
at work include continued community tensions especially in the 
hardest hit neighborhoods; lack of housing for those whose homes 
were destroyed or damaged; and a desire or need to maintain 
access to the resources provided in the camps. The various 
organizations and agencies providing aid to the IDPs have formed 
a working group to address the long-term challenge of getting 
people back to their homes. 
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\"Al-Watan\" daily laments \"Arab silence.\" The state-owned \"Oman\" 
deems Hezbollah to be conducting \"legitimate resistance.\" In 

online discussion 

even if \"American pressure\" is behind it 

officials for more transparency. END SUMMARY. 
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2. As noted in reftel 

Israel 

graphic images of bloodied civilians and destroyed 

infrastructure 

July 15. However 

Lebanon has meant a concomitant renewal of prominent coverage of 
the violence. A steady stream of editorials critical of the U.S. 

and Israel has appeared. Excerpts from some of these are below 
including more extensive block quotes from the editorials cited 

in reftel. 


3. VAI Watan\" (privately owned daily 
VSelf Defense or Terrorism?" in a July 12 article by Omani writer 
Khamis Habib Attoubi: 


\"If the capture of a murderous soldier justifies the devastation 
of complete towns 

most basic human rights under the pretext of self defense - 

as the White House and its disciples allege - would it also be 
lawful for Russia to launch its intercontinental missiles against 
Iraqi towns in retaliation for the killing of four of its 

diplomats in Iraq by a group of terrorists? Would Russian 
fighters violate American sovereignty as Israeli fighters 

violated that of Syria? Just as the Russian President ordered 
his intelligence units to pursue the criminals 

entity should have found means other than organized terrorism to 
free its soldier 

captors set for the soldier\'s release are easy and within the 
reach of the Israelis. However 

than the release of a soldier. In fact 

reoccupy the Gaza Strip and topple the Hamas government... 
Meanwhile 

threw the ball in Israel\'s court when he announced that the 
release of the Israeli soldier should coincide with the release 

of Palestinian prisoners from Israeli jails 

the captured soldier should be preserved. This is the touchstone 
for divining Israel's intentions toward the Palestinians: will 

they accept or reject the initiative? The union of Palestinian 
groups in the face of Israeli terrorism is a good sign 

it is accompanied by Arab silence and international collusion. 
These groups must put away the differences between them 
threaten to undermine the Palestinian cause and remove it from 
the international agenda.\" 


\"LEGITIMATE RESISTANCE\" 
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4. Government-owned \"Oman\" (circulation 38 
14 editorial entitled \"The Legitimate Resistance and the All- 
Encompassing War": 


V'The Israeli aggression against Lebanon continues with the 
concentration of the air and artillery bombardment on the 
civilian infrastructure 

and power and water stations and the killing of civilians in the 
framework of tyrannical aggression. The Israeli entity is 
accustomed to this and carries it out with U.S. support 
expected. The Lebanese resistance is legally legitmate in 
defense of a part of Lebanese territory 

international resolutions that consider it a part of Lebanon that 
remains occupied. U.S. remarks against Syria might lead to a 
widening of the confrontation 

happen in the Middle East... The U.N. should fulfill its special 
role and make clear that the aggression against Lebanon is not 
justified 

negotiated politically instead of bombing Lebanese villages and 
cities 

Palestinian people... Indeed 

framework of U.S. support. There is no justification for this 
support under the shadow of the rising tension in Iraq and 
Afghanistan 

climate of peace in the Middle East. V 


5. On July 14 
Threatens to Ignite the Region": 


V'The grave Israeli escalation that appears in the sea 

land siege imposed on Lebanon and the devastation of the 
infrastructure by the continuous air raids 

airport 

of the barbaric aggression in the Gaza Strip and the West Bank. 
The clear and confirmed goal of this aggression is to subject the 
whole area to a settlement tailored to Israeli standards and 
specifications... This latest escalation indicates the 

deterioration of the situation in the region 

and drag other parties into the conflict 

East peace process and global peace as well. The possibility of 
this explosion is especially strong given Israel\'s mistaken 
understanding of the concept of security... What increases the 
possibility of the situations explosion is the international 
powers stance towards this issue 

United States of America as IsraelVs Vlegitimate self-defense.V 
By adopting this stand 

in international relations that supports the killing of civilians 
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and the destruction of infrastructure in the name of self- 
defense. This is in addition to the stand of the United Nations 
Security Council 

that calls for the disarmament of the Palestinian and Lebanese 
militants 

victims who have lost their lands and their rights... For the 
reasons above 

towards this risky escalation.\" 


6. The English-language 

(circulation 8 

KIIN": 

\"The Israelis now have the licesse [sic] to kill. The US veto of 

the resolution in the United Nations Security Council urging 

Israel to end its attacks in Gaza sends a clear message to 

Israel: Continue the offensive without any restraint against the 
Palestinians 

facilities that will be of use to them. And the Israelis are 

doing just that without any qualms 

whole world will not go any farther than condemning them and 
appealing for restraint. The American position is beyond logic. 

It is true that they are bankrolling Israel 

mean that they should countenance Israel\'s murderous acts 

in Gaza and now in Lebanon on which President George W. Bush 
said: \Israel has the right to defend itself. The question now 

is 

Americans and other western powers recognise the fact that Israel 
is the aggressor?\" 


6. On July 16 

Oman\" (circulation 25 

chief Essa bin Mohammed Al Zedjali entitled \"Zionist State an 
Epidemic in the Heart of Arab Nation\": 


\"Ever since the Jewish state came into being in 1948 

engaged in merciless killings and wanton destruction. No sooner 
does one campaign of massacres stop than another starts. It 
appears that Israel cannot survive unless it commits massacres 
and sees the blood of innocents splattered around. Israel is 
without doubt 

basis 

community and support of the US administration... A close reading 
of history reveals that Israel has a criminal record 

worst for any country. Israel 
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criminal in the history of humankind. The victims in Palestine 

and Lebanon are clear evidence that it continues to perpetrate 

its crimes in cold blood... In a clear show of positive support 

to Israel 

it can pulverise the Arabs at will... The world must either put 

an end to the savage practices of Israel or provide the 

Palestinians with advanced weapons similar to those possessed by 
Israel. Furthermore 

for a balanced confrontation.\" 


7. On July 16 

forum 

labor laws 

soon pulled the topic. Before they did so 

responded; approximately 70 percent supported the changes 
they believed these had resulted from \"American pressure.\" Most 
responses criticized the Omani governmentVs alleged lack of 
transparency and responsiveness regarding labor laws. One 
respondent wrote that \"all of us have been very optimistic about 
the Royal Decree that amends the Labor Law 

unions and strikes. Though all of us hope that these changes are 
originating from the Omani will 

pressure has been behind them. Even so 

these reforms when they concern us as Omani citizens 

us positively. Rejecting any American proposals regarding reform 
just because they are initiated by America is irrational... We 

have frequently asked the officials and the Omani Government 
through Al-Sablah to allow unions and free speech 

requests have been futile. Therefore 

is the only one that gets through to officials 

this voice... Suppression of freedom of speech continues to 
prevail 

participation in decision-making is still prohibited 

applicable laws continue to fluctuate between implementation and 
suspension.\" 


8. Another Al-Sablah participant wrote that \"when the Minister 

of Commerce and Industry announces to [a local paper] that the 
Sultanate of Oman is looking forward to signing a free trade 
agreement with the U.S. 

Congressmen will vote in favor of this agreement 

Sultanate of Oman has already answered all the American inquiries 
regarding its labor policies. Though His Excellency the Minister 
has answered the American questions 

answer our questions as well 

importance than the Congress? ... Would the government also allow 
the formation of other unions for journalists 

lawyers? Would the government permit freedom of speech 
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allow members of the Shura Council to express their opinions 
freely? These questions are posed by the Omani Congress (Omani 
public opinion) and require answers from His Excellency the 
Minister.\" 
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will be asked by the Arab leaders 
have done following the 9/11 attacks?? 


-- ?Inside the box? 


Centrist 

editorializes: ?Not only the Lebanese and Arabs but 
any educated 

necessary tools that do not allow him to succumb to 
the mighty propaganda machine have 

days 

major US networks of the tragedy unfolding in 
Lebanon?. Taking the notion of bias to new extremes 
some newscasters have gone to the extent of censoring 
Israeli officials? declarations 

reports those passages that betrayed the brutality and 
disproportion of Israel?s military retaliation. 

Utmost effort is being exerted to present Israel?s 
attacks as specifically targeted against Hizbollah 

even when bridges and airports are bombed?. All 
means 

magnitude of Hizbollah attacks and Israeli suffering 
but Lebanese suffering and Israeli attacks are not 
treated in the same way. On one American news 
channel 

bulletproof vest 

wearing only his shirt. It is immediately known when 
there are women and children amongst the Israeli dead. 
But the Lebanese dead are just numbers?. Yeah 
American media are free. Free to parrot Israeli 
propaganda. ? 


?How do the Arabs deal with Hizbollah\'s \adventure\'? 


Columnist Fahd Khitan writes on the inside page of 
independent 

(07/16): ?Hints of a comprehensive confrontation are 
looming in the region. People see in it a way out of 
the state of humiliation that has afflicted the Arab 
body 

The official Arab leaderships are almost outside the 
picture. There is talk 

Iranian interest in what is going on. But where is 


Column 3 

the counter Arab interest in all of this? In the 
current status quo and in light of the official Arab 
stand 

say is that rallying public opinion around a stance 
that is skeptical and doubtful of Hizbollah\'s motives 
and objectives of starting a confrontation does the 
Arabs no good 

convincing alternative for the people in the face of 
the American and Israeli arrogance. The game of just 
and comprehensive peace ended up 

concerned 

state 

and freedom in Iraq after the elimination of the 
VtyrantV 

is nearing a tragic conclusion for the Iraqis and the 
Arabs. In this scene 

looking for a way out? True 

is an adventure 

that. The next weeks may see difficult days. All the 
players are egging for a confrontation that would be 
similar to the World Cup Soccer final. But can the 
Arabs do anything other than condemn Hizbollah and 
then Iran? If their action is limited to that 
condemnation 

indeed.? 


-- ?The absence of an Arab solution is disastrous? 


Chief Editor Taher Odwan writes on the back-page of 
independent 

(07/16): ?We have reached the stage of sorting 
stances and alliances 

initiative and the comprehensive war it started with 
Israel has put the Arab regimes before two options: 
either support Hizbollah and practically stand in the 
Iranian camp 

America. It is something that Saudi Arabia 

Jordan tried not to be dragged into 

adopt a completely different stand 

namely condemning the Israeli aggression on Lebanon 
calling on the international community to intervene 
and at the same time blaming Hizbollah for the 
VadventureV 

scenario that does not serve Lebanese and Arab 
interests. Such an Arab political stand 

completely different to previous ones vis--vis 

Israeli aggressions 

weak political stand when faced with the heat of 
battles and the sorting of alliances?. Such an Arab 
stand that refuses to choose between the camp of Tel 
Aviv and Washington on one hand and the camp of 


Column 3 

Hizbollah-Damascus-Tehran on the other will ultimately 
serve the American-Israeli camp?. What is required is 
an Arab solution that convinces the Arab people first 
and foremost that their countries are capable of 
protecting them from American-Israeli-Iranian 
aggressions?. What is happening in Lebanon 

and lraq is the result of the vacuum in the region 

that was created by the Arab absence when all the eggs 
were placed in the American basket.? 
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commitments to the Council of Europe 

Union and NATO. Deputy Foreign Minister Armen 
Baiburtian told us July 14 that the Commission does not 
signal a change in Armenian priorities 

the importance of the Armenian-European relationship 
and signals an effort by President Kocharian to get his 
hands around obligations Armenia is making to various 
European structures. End Summary. 


2. (U) The new Presidential Commission on Armenian- 
European relations held its first meeting on July 13. 

The Commission is tasked with establishing a timeline 
and list of implementation actions needed to fulfill 
Armenia\'s commitments to European institutions and 
promote closer ties. The high-level Commission 
includes National Assembly Speaker Tigran Torosian 
Defense Minister Serzh Sargsian 

Vartan Oskanian and Trade and Economic Development 
Minister Karen Chshmaritian. 


3. (U) The presidential press service said that at the 
first meeting of the Commission Torosian raised the 
need to adopt new legislation required by the recently 
enacted amendments to Armenia\'s constitution. (Note: 
The amendments were strongly endorsed by both the 
Council of Europe and the EU. End note.) The 
Commission also discussed Armenia\'s participation in 
the EUVs European Neighborhood Policy (ENP) program and 
NATO\'s Individual Partnership Action Plan (IPAP) 
launched at the end of 2005. MOD Sarkisian and FM 
Oskanian also briefed the President on their recent 

visit to Brussels and discussions with senior NATO 
officials about IPAP implementation. 
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4. (SBU) When asked about the new Commission 
Presidential Adviser on National Security Garnik 
Isagulian told us that European integration remained a 
priority in Armenia\'s foreign policy agenda; and that 
the formation of this Commission did not represent a 
change in policy. He said the Commission\'s primary 
role would be to coordinate Armenia\'s efforts towards 
improved integration with Europe. 


5. (SBU) This initiative seems to have caught many 
officials and Armenia\'s European counterparts by 

surprise. The Office of the Special Representative of 

the Council of Europe told us that the formation of the 
Commission was unexpected. Head of the NA Foreign 
Relations Committee Armen Rustamian told us that he was 
also surprised to learn about the Commission and that 

his committee was not involved in preparations for the 
meeting. 


6. (SBU) Deputy Foreign Minister Armen Baiburtian told 
us July 14 that President Kocharian sought to 
understand more clearly Armenia\'s growing obligations 
to European institutions. The Foreign Ministry had 
been required to prepare a matrix with deadlines to all 
of the various organizations -- including to the EU\'s 
European Neighborhood Policy -- in time for the 
Council's first meeting. Baiburtian told us that the 
Council was expected to meet quarterly 

at any time. 


7. (SBU) While the first meeting of this Commission 
seems to have caught some by surprise 

decision to form such a Commission is a positive one 
which highlights the high priority Armenia places on 
its relationship with Europe and the need to 
successfully fulfill its commitments to its European 
counterparts. It is also an acknowledgement that it 
can be tough to track all of ArmeniaVs obligations. 
EVANS 
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Russian gas from the Blue Stream pipeline can be the filler 


Column 3 

gas in the Turkey-Greece pipeline. Azerbaijan feels its gas 
can also fill this pipeline. Sharifov told the Ambassador 

that Greece is currently obtaining its gas from 

Gazprom and that the existing Gazprom-Greece gas sale 
purchase agreement is valid until 2016 

Greece at USD 125 per thousand cubic meters. Greece is 
concerned about the pressure Russia can bring to bear as a 
result. 


5. (C) According to Sharifov 
Turkey on the Azerbaijani gas transit agreement issue. He 
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noted that Greece-Azerbaijan relations have been damaged with 
the recognition of northern Cyprus and the commercial flight 
from Baku to the island in 2005 

this is not a factor in the gas discussions. Sharifov 

thought that the EU should play a more active role in the gas 
issue as part of its overall efforts to diversify its energy 
supplies and use its position to influence Turkey to accept a 
transit agreement with Azerbaijan. To gain EU support 
Sharifov explained to the Ambassador 

Brussels to convince the European Commission on the 
importance of supporting efforts to provide Azerbaijani gas 
to all European countries. 


6. (C) Sharifov was confident that with a gas transit 

agreement with Turkey 

joining the venture and providing more gas volumes. He added 
that if Turkey hesitates on finalizing a gas transit 

agreement 

Europe 

European countries. Sharifov believed that Turkey should not 
let its stated desire to become an \"energy hub\" country 
preclude finalization of a gas transit agreement with 

Azerbaijan. Sharifov told the Ambassador that the proposal 

to create a four-party (Turkey 

energy working group was not a productive idea and most 
likely a delaying tactic by the Turks. He felt that a 
Turkey-Azerbaijan bilateral energy working group led by each 
country\'s special energy ambassadors (Ambassador Balcan from 
Turkey 

counterpart) would be more productive. 


7. (С) According to Sharifov 

is dynamic and the Turkey-Russia relationship is complex. 
Turkey is courting Russia for Russian oil to put in a new 
Samsun-Ceyhan pipeline. Sharifov told the Ambassador that 
Turkey wants Russian oil. Azerbaijan believes that the gas 
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issue is part of a larger regional \"game\" involving oil and 
pipeline supply and control. The Samsun-Ceyhan pipeline idea 
could fail if Turkey does not lock in Russian oil supplies. 


8. (C) Finally 

Azerbaijani gas initiative will not succeed without U.S. 
support. He noted that the discussion between President 
Aliyev and President Bush on energy issues had been 
productive and that as a follow-on the U.S. and Azerbaijan 
needed to work together and consult regularly. 

He stressed that Azerbaijan is open to U.S. views and ideas 
and that Azerbaijan will remain active on the gas to Europe 
issue. The Ambassador agreed and stated that she would brief 
Sharifov on her energy discussions upon her return from 
Istanbul and Athens. 


U.S.-AZERBAIJAN ECONOMIC RELATIONS 


9. (C) Turning to financial affairs 

Shariov that the U.S.-Azerbaijan economic relationship as 
maturing and becoming more multifaceted. TheAmbassador 
stressed that accelerated economic refrm would support 
democratic and social reform. he Ambassador told Sharifov 
that the U.S. was inerested in raising the level of the 
economic diaogue to a higher level like that the USG pursueswith other more d 
that Azerbaijan appreciated the U.S. assistance and was 
interested in raising the level of economic dialogue (septel 
reports President Aliyev and Sharifov\'s agreement in Istanbul 
to move forward with a new economic dialogue). The 
Ambassador praised Azerbaijan\'s active role in the Extractive 
Industries Transparency Initiative (EITI) and stressed the 
importance of transparency for combating corruption. 
Sharifov recognized that Azerbaijan suffers from many 
problems and said that it cannot resolve them overnight. He 
added that Azerbaijan was moving in the right direction. 


10. (С) Sharifov briefed the Ambassador on the GOAJVs 
strategy to invest in physical and social infrastructure 

noting that during the past 20 years little investment had 

been made in the non-oil sectors of the economy. 

Consequently 

severely underdeveloped. He recognized the economic dangers 
of spending too much money too fast 

GOAJ would combat inflation 
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increase in inflation was \"normal\" for a fast developing 
country like Azerbaijan. Sharifov noted the imbalance 
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between the supply base and domestic demand 

GOAJ needed to spend more to relieve the supply constraints. 
The Minister told the Ambassador that Azerbaijan was 
committed to reform and would accelerate 

reform 

improve the business climate. 


11. (C) The Ambassador stressed to Sharifov the value of 
joining the WTO for improving legal 

institutional infrastructure reforms. Sharifov cautioned 

that Azerbaijan was still a developing country with respect 

to sectors other than energy and could not fully open its 

markets before these sectors were more mature. He added that 
that economic base of the country was too narrow and not 
prepared for an influx of imports. Sharifov agreed that WTO 
membership was important but argued that the GOAJ needed to 
ensure there was a proper economic balance before moving too 
quickly in order to not damage emerging sectors. The 
Ambassador told Sharifov that the U.S. would be willing to 
engage іп a dialogue with the GOAJ on how to advance its WTO 
accession while ensuring that critical economic sectors were 

not hurt. 


12. (C) At the end of the meeting 

briefly outlined several U.S. assistance programs at the 
Ministry of Finance. Minister Sharifov indicated that he was 
aware of the projects and grateful for the U.S. support. 
USAID Country Coordinator emphasized that the GOAJVs interest 
in accelerated investment in physical and social 
infrastructure 

rigorous implementation of U.S. assistance activities on 
revenue management 

tracking. He also stated that these projects are \"poised\" to 
help the GOAJ move ahead rapidly with these programs as 
government revenues and spending increase. The Ambassador 
and AID Country Coordinator explained to Sharifov that the 
future of U.S. assistance to Azerbaijan included 
\"co-financing\" of projects. Sharifov told the Ambassador 
that he is prepared to work with the USG to move towards 
Vburden sharing\" on assistance. Sharifov noted the 
timeliness of this issue and suggested that developing a 
co-financing strategy (Embassy side referenced the recent 
agreement between the U.S. and Kazahkstan as a possible 
model) be taken up as a major focus of the next 
U.S.-Azerbaijan Joint Economic Task Force meeting 
tentatively scheduled for October 2006. 
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price agreements makes it very likely that observed inflation as 
measured by the INDEC 
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from actual inflation. This could result in lower inflation 

expectations in the short run. However 

to counteract economic policies that fuel aggregate demand in order 
to achieve high GDP growth rates. 


2. The official Consumer Price Index (CPI) was 0.5 percent higher 
in June 2006 than in May 2006 

the Central Bank\'s (BCRA) consensus forecast. June inflation 
brought 12-month inflation to 11 percent. Prices of Goods increased 
0.4 percent and Prices of Services increased 0.6 percent in June. 
Prices of seasonal goods increased by 0.4 percent 

increased 0.2 percent 

inflation\" but also includes prices that are controlled or 
agreed-upon with the GOA 

inflation was 12.2 percent between June 2005 and June 2006. The 
official CPI measures inflation only in the Greater Buenos Aires 
urban area. 


3. Housing and Basic Housing Services 

Equipment 

the highest monthly price rises in June 

percent and 0.5 percent 

component that increased the most between June 2005 and June 2006 
posting a 16.9 percent increase. Education was followed by 

Clothing 

increased 13 percent. 


TABLE | 
CONSUMER PRICE INDEX (1999 = 100) 


CPI PCT CHG CORE INFLATION 
YEAR PREVYR PCT CH PREV YR 


2001 -1.5 п.а. 
2002 41.0 п.а. 


2003 3.7 п.а. 
2004 6.1 6.4 
2005 12.3 14.2 


СРІРСТ CHG CORE INFLATION 
PREV MO PCT CH PREV MO 


2005 

JAN 1.5 1.1 
FEB 1.0 13 
MAR 1.5 22 


APR 0.5 08 


Соштп 3 

МАҮ 0.6 0.6 
JUN 0.9 1.1 
JUL 1.0 1.0 
AUG 0.4 0.9 
SEP 1.2 0.9 
OCT 0.8 0.7 
NOV 1.2 1.4 
DEC 1.1 1.4 


2006 

JAN 1.3 0.7 
FEB 0.4 0.7 

MAR 1.2 1.7 

APR 1.0 0.9 

MAY 0.5 0.7 

JUN 0.5 0.6 


Source: National Bureau of Statistics and Census (INDEC). 


4. INDEC publishes a monthly estimate of the value of a \"total 
consumption basket" and a \"food consumption basket" These baskets 
are based on estimates of the minimum nutritional requirements and 
other consumption habits of people of different ages. These 

estimates determine the official poverty line and the official 

destitution line 

poverty line was ARP 856.86 (USD 278) and the destitution line was 
ARP 391.26 (USD 127). A family of four is defined as aman anda 
woman in their thirties 

boy. 


5. The peso value of the poverty line increased 0.5 percent in 
June 

The peso value of the destitution line did not change in June 
rose 10.6 percent in the June 2005-June 2006 period. 


6. The percentage of people living below the poverty line was 33.8 
percent in the 28 most important urban areas of Argentina in the 
second half of 2005. The percentage of the poor was 38.5 in the 
first half of 2005 

The percentage of people living below the destitution line was 12.2 
percent in the 28 most important urban areas in the second half of 
2005. The percentage of the destitute was 13.8 percent in the first 
half of 2005 


AVERAGE NOMINAL SALARIES 
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7. INDEC estimated that average nominal salaries increased 1.53 
percent in May 2006 over April 2006. Inflation was 0.5 percent 
during that period. The average nominal salary increase in May was 
due to increases of 1.6 

sector 

respectively. Public sector salaries include salaries of both 

federal and provincial employees. 


8. Average nominal salaries grew by 17.3 percent between May 2005 
and May 2006. This growth was due to increases of 21.2 

8.4 percent in formal private sector 

public sector salaries 

was 11.5 percent. Therefore 

the average salaried worker in May 2006 was 5.2 percent higher than 
it was in May 2005. Both formal and informal private sector 

salaries had significant gains in purchasing power of 8.6 and 4.8 
percent 

a 2.7 percent decline. 


9. The Wholesale Price Index (IPIM) increased 0.8 percent during 
June 2006 

percent. This index measures the price changes of national products 
(including Primary Products and Manufactured Goods and Electric 
Power) and imports sold in the domestic market. The IPIM also 
includes taxes. The 0.8 percent increase in June was due to a 0.3 
percent decline in Primary Product prices and a 1.0 percent increase 
in Manufactured Goods. The decline in Primary Products was largely 
the result of a 7.6 percent decline in Fish Products prices 

2.2 percent decline in Agricultural prices. Electric Power and 

Import prices increased 2.5 and 2.4 percent 


10. The Wholesale Basic Prices Index (IPIB) has the same coverage 
as the IPIM 

percent in June 

12.4 percent. The 0.8 percent increase in June was due to a 0.4 
percent decline in Primary Product prices and a 1.1 percent increase 
in Manufactured Goods. Electric Power prices increased 2.5 percent. 
Import prices increased 2.4 percent. 


11. The prices for the sectors measured in the IPIM and IPIB are 
weighted using the corresponding value of product net of exports. 
INDEC has devised another index 

(IPP) 

internal market as much as sales to the external market and 
excluding imports and taxes. The IPP increased 0.6 percent in June 
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2006 

percent. Primary Products decreased 0.4 percent and Manufactured 
Goods increased 1 percent. Electric Power prices increased 2.5 
percent. 


12. The INDEC index measuring private housing construction costs in 
Greater Buenos Aires increased 1.6 percent in June. These costs 
were 21.2 percent higher than in June 2005. The June increase is 

the result of a 1.0 percent increase in materials 

rise in labor costs 

construction costs. Wages of salaried employees working for the 
sector increased 2.6 percent and payments to the self-employed grew 
1.6 percent. Professional fees are not included among the labor 
costs considered by INDEC in the construction sector. 


13. The GOA\'s national budget includes a 9.1 percent inflation 

forecast for 2006. The BCRA monetary program for 2006 announced on 
December 29 

percent for 2006. According to the BCRAVs last survey of market 
expectations published on June 

be 0.9 percent in July 


14. The Hugo Haime survey of inflation expectations of people older 
than 18 years old 

inflation expectations in June 2006 over the previous month. Only 

11 percent of the sample anticipates further price increases for 

June. This survey also shows that Food and Beverages 

are the two CPI components whose prices are expected to grow most. 


15. Macrovision Consulting showed that some 58 percent of the goods 
and services included in the INDEC\'s CPI were somehow controlled 
agreed-upon or regulated by the GOA. This firm forecasts a 16.2 
percent inflation in 2006 for the group of prices that are not 

affected by GOA actions or agreements. 


16. The large and growing number of goods and services that are 
subject to GOA controls or \"voluntary\" price agreements makes it 
likely that observed inflation as measured by INDEC\'s CPI diverges 
from real inflation. A lower-than-real observed inflation could 
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explain lower inflation expectations in the short run. However 
lower expectations will not be sufficient to counteract economic 
policies that stimulate aggregate demand through fiscal 

and income measures in order to obtain high GDP growth rates. 


17. To see more Buenos Aires reporting 
website at: http://www.state.sgov.gov/p/wha/buenosaires 


GUTIERREZ 


71572 

country manager told Econoff that he had heard rumors 
Sonatrach was reserving some 60 exploration blocks for its 
own exploitation. 


4. (U) Embassy contacts in the U.S. business community note 
that the new amendment is also expected to change the tax 
structure for foreign firms 

so is far from clear. Prior to the 2005 legislation 

paid to the state were included in the 51 percent share 
accorded to Sonatrach. Meanwhile 

calculate foreign firms\' tax liabilities was locked іп at USD 

19 per barrel. In a press conference July 15 

Energy and Mines Chakib Khelil said that taxes for foreign 
firms would increase as long as the price of oil exceeded USD 
30 per barrel. The official government daily El Moudjahid 
reported July 16 that this would translate into a 40 percent 

tax hike for foreign firms (30 percent paid to the GoA and 10 
percent paid to their country of origin) 

for these figures is still not clear. Contacts in the U.S. 
business community were equally perplexed. One country 
manager for a U.S. energy company told Econoff that he and 
his colleagues had no idea how the taxation structure would 
change 

Sonatrach\'s 51 percent (as before) or come out of the foreign 
partner\'s 49 percent. He noted 

colleagues were less anxious about the sanctity of current 
contracts than the impact of the amendments on future 
projects. 


5. (U) Advocates of the amendments insist that they do not 
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invalidate the main thrusts of the 2005 law and that they are 
simply a recalibration in light of record-high energy prices. 
Specifically 

impact the role of Algeria\'s newly established energy 

regulatory agencies (ALNAFT and ARH) and the end of 
SonatrachYs monopoly ownership and management of pipelines. 
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(Under the amendments 

hold 51 percent of rents derived from pipeline projects.) In 
his July 15 press conference 

stressed that \"the state supports a fiscal system that 
anticipates fees 

much as it maintains an institutional system that supports 
the separation of the role of the state from the commercial 
activities of Sonatrach and the transfer of the public powers 
to the hydrocarbon (regulatory) agencies.\" 


POLITICAL PARTIES AND UNIONS BACK AMENDMENTS 


6. (U) Algeria\'s main political parties and trade union 
federation expressed strong support for the proposed changes 
to the hydrocarbons law. In a communique issued July 11 
three party presidential coalition backed the changes 

that they would \"ensure a more important rationalization of 
the country\'s wealth and give better chances to profit from 
oil and gas revenues.\" Louisa Hanoune 

far-left Workers\' Party and the most strident critic of the 
2005 law 

orientation towards the re-nationalization of the country\'s 
natural resources.\" Likewise 

trade union federation 

satisfaction\" with the amendments. 


SETBACK FOR ENERGY MINISTER KHELIL 


7. (SBU) Such amendments come as a setback to Energy Minister 
Khelil 

come to be known in the Algerian press as \"Khelil\'s law.\" It 
is probably not by accident that the recent amendments to the 
hydrocarbon law were submitted for the President\'s review by 
Finance Minister Medelci while Khelil was traveling in China. 
Aiming to downplay the modifications 

Algerian parliament prior to its recess that \"the law has not 
been changed 

U.S. energy company told Econoff that he and his colleagues 
fully expected Khelil to be replaced. 


COMMENT 


8. (SBU) Louisa Hanoune\'s comments notwithstanding 
proposed amendments to Algeria\'s hydrocarbon law seem less 
inspired by Venezuela and Bolivia than by Norway and Kuwait 
countries that strategically guarded their energy assets for 

the benefit of future generations. That being said 

Minister of Energy Khelil\'s spin aside 
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obligatory 51 percent share of new projects as envisioned by 
the amendments is unquestionably a step back from the spirit 
of the 2005 law 

completely independent commercial entity that must compete 
for Algerian energy projects as any other company. 


9. (SBU) For his part 

lukewarm about the increased share given to foreign oil 
companies under the 2005 law. Record-high energy prices and 
basic arithmetic are probably the driving forces behind the 
recent changes. Foreign firms operating in Algeria earned USD 
4.4 billion in 2005 and they are slated to earn between USD 5 
and USD 6 billion this year under the same formulas. Lowering 
the Sonatrach share to a maximum of 30 percent 

maintaining such a low reference price for the sake of 

taxation 

even higher revenues for foreign companies at the expense of 
the Algerian treasury. Bouteflika\'s recognition of the slow 
pace of economic reform (reftel) is another likely impetus 

for amending the law. In a June 25 meeting with the nationVs 
walis (presidentially-appointed regional governors) 

Bouteflika announced that \"today it is our duty to establish 

the right of future generations to benefit from natural 

riches. We have come to the conclusion that our generation is 
not in a position to create an alternative economy from that 

of hydrocarbons.\" Establishing a strategic energy reserve 
would serve as an important hedge against slow (or even 
bungled) economic reform. 
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10. (SBU) The proposed amendments 

Sonatrach executive as imparting a negative image of Algeria 
to potential investors 

relief to elements of the Algerian public which were highly 
critical of the share accorded to foreign investors under the 
2005 law and consistently sensitive about the autonomy of 
foreign energy companies in Algeria. (The Algerian press 
regularly refers to the oil-producing areas of the south as 
being like U.S. \"states\" that are off-limits to Algerians not 
working for Sonatrach or a foreign oil company.) The 
Sonatrach executive expressed a degree of shock that the 
President would so \"blindly grope\" with such a strategic 
pillar of the Algerian economy. Foreign oil companies 

their part 

implementation of the amendments and their impact on the next 
round of tenders 


SIEVERS 
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officials say that they will make a good faith effort to find a 
settlement unless it becomes clear that they are wasting their time. 
Community of Sant\'Egidio officials have engaged with the LRA 
delegation. End summary. 


2. (SBU) On July 17 

Ndinyenka 

and Chief of Military Intelligence and Security Col. Leopold Kyanda. 
Okello said that talks with the LRA were still in their incipient 
stages. The two sides for several hours on July 16 and agreed to 
basic ground rules 

confrontational language. They had also exchanged position papers 
which Okello described as \"miles apart.\" The only point of 
convergence was agreement that it was important to negotiate a 
peaceful end to the conflict. Busho added that the GOU side was 
waiting for a communication from chief GoSS mediator Vice President 
Riek Machar to meet again and discuss the agenda for the talks. 


3. (SBU) Okello stressed that the Ugandans were in Juba for the long 
haul and would not abandon the talks unless it became clear that 
\"(we) are wasting our time.\" He observed that the LRA delegation 
was not of sufficient stature to make binding commitments on the LRA 
leadership. The Ugandan side would thus insist that eventually 

points of agreement could be reached 

LRA leadership to participate directly in the talks at the level of 

LRA Deputy Commander Vincent Otti 

press reports that claimed the Ugandan delegation was set to travel 

to Garamba to meet Joseph Kony at his headquarters. 


4. (SBU) A Ugandan consular official who participated in the July 16 
session said that the LRA delegates had talked at length but with 
little focus. He characterized their input as \"nonsense 

that the GOU had extended its deadline for reaching an agreement 
from July 31 to September 12. In a number of one-on-one asides 
various Ugandan participants continued to express skepticism about 
the prospects for a negotiated settlement. 
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5. (SBU) We have picked up no second-hand reports on the LRA 
delegation\'s perspective 

evening with a representative of the Community of Sant\'Egidio that 
has been in contact with the LRA delegation and has participated in 
the opening sessions. The Sant\'Egidio representative confirmed that 
talks are scheduled to resume July 17 at 1430 hours. 
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joining the existing Parliament 

Bahadur Mahara said on Nepali television that the Maoists 
were a parallel government to the GON and would not join an 
existing GON body. 


DISCUSSION FORESHADOWS LARGER TALKS 


3. (C) The two sides opted to let negotiators at the next 
round of high-level talks flesh out the details of an interim 
Parliament. Poudel told us that the informal meeting had set 
July 21 for the next high-level talks between the Seven-Party 
Alliance and the Maoists. The CPN-UML\'s Jhalanath Khanal 
separately told Emboff that no concrete decisions had been 
made about any issue 

July 21 peace talks. 


4. (C) Poudel informed Emboff that political party leaders 

had raised the issue of Maoists not showing commitment to the 
November 12-point understanding or the June 8-point 
agreement. The party leaders had urged the Maoists to return 
seized property to the people and create an environment for 
all political workers to operate in their districts and 

villages without fear. Poudel stated that the all attendees 

had agreed to constitute central- and district-level 

committees of Seven-Party Alliance members and Maoists to 
address these problems. Poudel also said that the issue of 
weapons management had come up during the meeting. He 
speculated that the talks teams would work to determine the 
terms of UN arms management supervision. 


GON LEFT OUT OF THE LOOP? 


5. (SBU) Prime Minister and NC President GP Koirala and 
Speaker of the House Subash Nemwang both claimed not to have 
had prior knowledge of the July 14 meeting 

a Kathmandu-area resort. Nemwang told journalists that he 


had learned of the event through newspapers and was surprised 
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when PM Koirala claimed ignorance about the meeting and its 
outcome. Nemwang criticized the participants for making 
decisions without consulting others in the government. 
Subsequently 

Parliament was not an option. Sushil Koirala and Poudel 
denied that they had agreed to such a thing during the 
meeting. Madhav Kumar Nepal 

CPN-UML Kathmandu District Committee meeting that the 
existing Parliament could be replaced through a political 
decision because 

constituting a new institution of people\'s representatives 
through fresh elections at present.\" МК Nepal clarified that 
the Parliament should not be dissolved in haste 

should it be prolonged for an indefinite period. 


NEGOTIATION TEAMS APPOINT COMMITTEE MEMBERS 
ROUND OF TALKS 


6. (SBU) In a July 15 meeting at the Peace Secretariat 

GON and Maoist negotiation teams agreed to add ten members to 
the Interim Constitution Drafting Committee (ICDC) 

committee to return property seized by Maoists 

set the next round of high-level talks for July 21. The 
negotiation teams named nine of the 10 new members for the 
ICDC 

party that was not represented in the original six-member 
committee) 

the underrepresented Dalit (untouchable) community. The 
negotiation teams extended the duration of the ICDC until the 
end of July. The meeting also decided to form a six-member 
committee to focus on the issue of returning property 
confiscated by Maoists. This committee includes two members 
each from the NC 


MAOISTS UP TO THEIR OLD TRICKS 


7. (SBU) According to press reports 

southeastern district of Siraha prevented prospective 
contractors from competing for District Development Committee 
(DDC) contracts worth 12.5 million rupees (approximately USD 
169 

had bid for the contracts 

DDC office and barred other interested parties from entering 
DDC premises. Additionally 

work on all infrastructure development projects in the 

district 

education 

claimed that they were going to institute similar bans in 

other districts in order to pressure the GON before the July 
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21 talks. 


COMMENT 


8. (C) The July 14 meeting between a few political party and 
Maoist leaders is representative of Nepal\'s peace process as 
a whole: players left out of the loop 

made without consensus 

transpired. Complaints by party leaders of lack of inclusion 

in the peace process that followed the June 16 eight-point 
agreement continue to multiply. Politicians continue to 
maneuver for advantage 

differences among party leaders to gain the upper hand. The 
July 21 talks have value in sustaining the peace process 

will probably have limited formal 

constitution drafting committee 

wrestling with the shape of NepalVs interim constitution and 
government. 
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Lease and Development Agreement" of June 15 applied with the 
extension to October 20 

letter dated October 20 from TECOM to Capital Partners stating that 
TECOM \"hereby gives you notice of termination of the Development 
Agreement as your failure to make payment under the terms of the 
Lease is a breach of Clause 23.9 of the Development Agreement which 
states that "TECOM may terminate this Agreement on immediate written 
notice to the Developer where the Developer has failed to pay any 
installment of the Rent due under any of the leases. V 


4. (SBU) Bin Byat explained that Capital Partners 

Enterprise 

TECOM 

make its payments. Although TECOM had lost trust in Capital 
Partners 

willing to work with the U.S. investors backing the project. In 

fact 

investment locations and offered the investors a substantial 
discount on any future investment 

Partners claimed to have invested in Dubai. He acknowledged that 
these negotiations subsequently broke down. In a subsequent Telcon 
with Econoff 

these alternative plots offered were not comparable to the Riverwalk 
site. Despite that fact 

in two tower blocks that had been presented as opportunities 
withdrew them from consideration. (Note: McKinley Reserve/Capital 
Partners has engaged Dubai Attorney -- and former U.S. Consul 
General -- David Stockwell as a local legal representative). 
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5. (SBU) Bin Byat acknowledged that there was an archeological site 
on the original site Capital Partners was planning to develop 

argued that the issue was one of non-payment rather than ownership 
of an archeological site 

not land and that TECOM compensated Capital Partners for land with a 
greater built up area. Stockwell later explained that this was a 

major issue 

agreement from the day of its signature. TECOM 

have ownership of the land that it was providing to Capital 

Partners 

made an additional payment until this issue had been resolved. 
(Note: In Charles Mulcahy\'s October 19 e-mail to CG Dubai 
requesting assistance in securing an extension of the payment date 
for 30-60 days after October 20 

archeological site noting that \"The Capital Partners project in 

Dubai is moving ahead on a positive basis. Several sales have 
occurred concerning the property 

company have experienced difficulty raising the necessary project 
financing 

the type of securitization of investment interest customary for U.S. 
investors. Capital Partners has a major $25 million payment due to 
TECOM on Thursday 

customary financing vehicles 

resources of Capital Partners and various sales involving the 
property. Capital Partners will need an extension of the payment 
date beyond October 20 

on to write that \"Capital Partners has fulfilled all of its 

obligations concerning the TECOM agreement 

various parts of the property require some additional time to 

provide the necessary cash flow.\" End Note.) 


6. (SBU) Bin Byat also said that TECOM had \"no interest in working 
with this group any more 

gone. He suggested that 

wish to pursue this matter further 

action. 


7. (SBU) On July 16 

Reserve 

dispute without resorting to legal action 

by August 7. The substance of the proposal is that: 

-- After the title (ownership) problems have been resolved with the 
various government entities in Dubai 

be sold by the Government of Dubai/TECOM and MKR/CP at a mutually 
agreeable price and terms. 


-- The proceeds of the sale would be distributed 50/50 between the 
Government of Dubai/TECOM and MKR/CP. MKR/CP is willing to consider 
any reasonable proposal of the Government of Dubai/TECOM 

including a payment below the above referenced 50/50 split. 
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-- This proposed solution would end the dispute; and 
of Dubai/TECOM and MKR/CP would both move on to other matters. 


8. (SBU) Comment: Congen and Embassy will continue to monitor the 
dispute and will remain in contact with the U.S. firm. In an effort 

to increase foreign investment in the local property market 

recently announced plans to set up an escrow account 

investors\' deposits would be placed in escrow and only turned over 

to developers when contractual conditions were met. It is not clear 
whether this would extend to investors who are also developers 

as Capital Partners. End Comment. 
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democratic movement. Milinkevich and Kulei also raised a 
host of other issues 

assistance to victims of political repression 

assistance needs of the opposition 

possible plans to name his son Viktor as his successor. 
End Summary. 


2. (C) On July 14 

Forces leader and former opposition candidate Aleksandr 
Milinkevich and his wife Inna Kulei. A visiting official 

from USAID Kiev and Pol/Econ Chief also attended the 
meeting. After presenting Kulei with a photo of her and VP 
Cheney during the latter\'s May trip to Vilnius 

engaged the couple on a wide range of issues. 


Milinkevich Acknowledges Problems 


3. (C) Milinkevich said he does not plan to embark on any 
more foreign trips in the near future 

energy on building up the coalition and attracting more 
democratic-minded Belarusians to the movement. Ambassador 
noted that many of the students and youth who participated 

in the demonstrations surrounding the March 19 presidential 
elections are deeply disappointed with the UDF for losing 

so much momentum amidst internal squabbles and leadership 
disputes. Milinkevich acknowledged these concerns 
explained that he has been consumed with the equally 

difficult tasks of keeping the fragile coalition together 

and attracting the unorganized but active youth. 

Milinkevich conceded that up until now he has focused most 
of his attention on the former task 
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has achieved some success in keeping the UDF together and 
is now encouraging all UDF members to start working. He 
hopes that the democratic youth will see the UDF as an 
organization of action and will renew their interests in 

the democratic movement. 


4. (C) Kulei 

Milinkevich has not completely neglected the task of 
attracting new members at the expense of keeping the 
coalition together. She explained that Milinkevich works 
closely with the Belarusian Assembly of Democratic 
Organizations 

and the Assembly has developed close relations with many 
new informal youth networks. 


Milinkevich Pushes Ahead Іп Spite Of Leadership Problems 


5. (C) Milinkevich noted that the Political Council of the 
UDF met on July 13 and agreed on a \"very concrete\" six- 
month action plan that includes preparing for the January 
2007 municipal elections. The Political Council also 
established a Secretariat 

executive arm of the Political Council. After repeated 
refusals by Kalyakin to accept the position 

asked BNF Deputy Viktor Ivashkevich to serve as temporary 
head of the Secretariat. Milinkevich acknowledged that 
Kalyakin 

from the meeting for various reasons 

stressed \"the UDF must stop planning and start doing.\" 
Milinkevich noted he had recently completed a series of 
trips in the regions and found that UDF headquarters in 
several oblasts remained intact from the presidential 
elections 

continue to support Milinkevich. 


6. (C) Milinkevich hesitated to call the leadership 
disputes in the coalition \"tragic.\" He did not believe 
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Lebedko would split from the UDF 

out separate initiatives. On Kalyakin 

repeated his earlier assessment that since Kalyakin 
returned from Moscow in June 

leftist wing of the UDF. Milinkevich asserted that the 
vast majority of parties and organizations in the UDF 
refused to back Kalyakin\'s initiative 

Kalyakin would remain in the coalition. Milinkevich added 
that Kalyakin is increasingly concerned that the GOB will 
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force strip Kalyakin\'s Communist party of its registration 

and force it into a union with the pro-government Communist 
party. (Note: On July 15 

held a unification conference with \"disappointed members\" 
of Kalyakin\'s party and declared the latter\'s party will 

lose its registration. Details reported in septel.) 


UDF Efforts to Help Politically Repressed 


7. (С) Kulei noted the UDFYs Committee for Defense (CDR) 
of the Repressed continued to make remarkable progress in 
encouraging foreign governments and local religious 
organizations to provide various types of assistance to the 
politically repressed. She noted her organization cuts 
across partisan and ideological lines and involves 

activists from all opposition groups and parties. Kulei 
explained CDR focuses on marshaling assistance for four 
particularly repressed groups: 1) expelled or harassed 
students; 2) workers who have been fired; 3) activists 
beaten by GOB security forces; and 4) families of the 
repressed. Kulei added that CDR recently launched a media 
campaign involving letter exchanges between families of 
repressed activists and families in Western countries. 

Kulei stressed such a committee was instrumental in 
bringing down the dictatorial regime in Poland. 


Donor Assistance Must Reflect Present Realities 


8. (C) Milinkevich encouraged all foreign donors to take 
note of two critical developments in Belarus. First 

unlike several years ago 

overwhelming majority of opposition activists is unemployed 
and is often unable to provide for their families. As a 

result 

difficult to attract new members. Second 

community is allocating a disproportionate amount of 
resources to holding conferences and seminars for the 
opposition outside of Belarus than on the realization of 
pro-democratic activities within Belarus. While expressing 
appreciation for Western support of the Belarusian 
democratic forces 

community should consider providing opposition leaders more 
resources to put into practice the knowledge gained at the 
conferences. 


9. (C) Milinkevich also informed Ambassador of his recent 
conversation with two European Parliament MPs about the 
possible creation of an information center for the UDF 

under the auspices of the European Parliament. The MPs 
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informed him the European Parliament could make a decision 
on the project in September. Ambassador added that the 
U.S. was interested in supporting opposition activist Olga 
Stuzhenskaya\'s information center in Brussels. Milinkevich 
was familiar with these plans and agreed that that 
Stuzhenskaya\'s center should represent all of Belarus\' 
democratic forces. 


Lukashenko\'s Possible Plans on Choosing A Successor 


10. (C) Milinkevich speculated that the possible GOB- 
imposed unification of Kalyakin\'s Communist party and the 
pro-Lukashenko Communist party could serve as a vehicle for 
Lukashenko\'s successor. Milinkevich has heard that the 
Belarusian president eventually plans to install his son 

Viktor as his successor. The UDF leader provided a (very) 
rough outline of the possible succession of events: the 
expanded pro-GOB Communist party picks Viktor as leader of 
the organization; Lukashenko directs National Assembly 
deputies to organize themselves into several (subservient) 
parties and makes the pro-GOB Communist Party the \"ruling 
party" Viktor runs for Congress in the 2008 Parliamentary 
elections and his pro-GOB Communist Party wins the most 
seats; Viktor is elected Speaker of Parliament; and 
Lukashenko formally transfers most of his governing power 

to the Parliament Speaker. 
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Implications of Kozulin Trial For G8 Summit 


11. (C) Given that Belarus would likely be raised during 

G8 discussions 

former opposition candidate Aleksandr Kozulin a harsh 
sentence of five and one-half years in imprisonment. 

(Note: Kozulin was convicted of \"hooliganism\" and 
disturbing the peace. See reftel for details.) 

Milinkevich noted that his contacts in the Belarusian 
security forces assured him Kozulin would not be sentenced 
to more than two years in prison. The UDF leader commented 
that the stiff sentence sends a clear message to the G8 
leaders and the international community that Lukashenko 
will not buckle to Western pressures for political reform. 


12. (C) When asked 
Democratic Forces (UDF) did nat plan to be in St. 
Petersburg during the upcoming G8 Summit to seek ad hoc 
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meetings with G8 leaders. Milinkevich noted that Russian 
democratic parties and NGOs intended to convene a 
conference in St. Petersburg during the G8 Summit and 
members of the UDF were invited to participate 

reasons unknown to Milinkevich the conference was called 
off. 


Comment 


13. (C) While admitting that serious problems continue to 
confront the United Democratic Forces 

Kulei went to great lengths to accentuate the positive. 
Milinkevich wanted to leave with Ambassador the clear 
impression that the UDF is forging ahead 

opposition leaders Lebedko and Kalyakin. While we have not 
yet seen the UDF\'s latest six-month plan of action 
Milinkevich claims it achieves what the coalition\'s earlier 
two-year and one-year plans have not been able to do thus 
far Q assign areas of responsibility to particular 

individuals and organizations. Milinkevich will likely 

find it difficult to implement his action plan at the 

national and local level without the strong backing of 
Lebedko and Kalyakin 

long as he preoccupies himself with coalition 
organizational issues 

campaign for democratic change remain extremely low. 
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He added that the PACE resolution will have no impact on 
Finnish policies and that the GOF will urge others to 
downplay the resolution. 
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to a diverse audience 

European embassies. The MpN introduced 28 proposals they 
propose that political parties incorporate into their 

presidential platforms to achieve greater transparency and 
civil society participation. Key reforms include: reducing 

the number of deputies in the National Assembly by more than 
half; limiting deputies to two terms in office; reducing the 
number of electoral magistrates to five; and reestablishing 

the 45% minimum required to elect a president and vice 
president in the first round of voting (from the current 

35%). END SUMMARY. 


MpN Openly Critical of Current Political System 
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2. (U) At a July 6 conference before a packed audience of 
students 

of the diplomatic corps 

decried the current political system in Nicaragua and urged 
candidates to incorporate a series of sweeping reforms into 
their presidential political platforms. Following the 

national anthem 

the tone of the meeting by reading a prepared statement that 
categorized the existing political system as \"undemocratic 
and corrupt\" 

themselves at the public\'s expense.\" With the atmosphere of 
a political rally 

denunciation. 


MpN Proposes Fundamental Reforms 


3. (U) Having captured the crowd\'s attention 

Cesar Castillo and Aurora Gurdian read a list of 28 diverse 
and sweeping reforms aimed 

transparency and civil participation in the democratic 
process 

officials and redeploying the nation\'s resources to fight 
poverty and improve education and health care. MpN leaders 
emphasized that the current political structure 

individual parties or alliances run the functions of 
government as fiefdoms 

proposed reforms 

of key reforms 


-- Placing the issuance of voter registration cards and 
national ID cards in the hands of an independent entity 
completely separate from the Supreme Electoral Council; 


-- Reducing the number of magistrates in the Supreme 
Electoral Council to five and implementing an electoral 
procedure that ensures broader multi-partisan representation; 


-- Cutting in half the number of National Assembly deputies 
limiting them to two terms in office 
their privileges and benefits; 


--Reducing the \"mega salaries\" and privileges of public 
functionaries and redirecting the money for education 
and food programs; 


-- Fortifying the control mechanisms on the use of national 
resources and applying sanctions and penalties in cases of 
misuse or corruption; and 
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-- Reestablishing the 45% minimum threshold required to elect 
a president and vice president in the first round of voting 

(from the current 35%). 


Room for Discussion 


4. (U) Following the formal presentation 

meeting to audience participation. In rapid succession 
microphone moved from person to person 

comments from a diverse array of audience members who 
identified themselves as university students 

party constituents 

was lively 

proposals was the exclusion of any proposal related to 
denying immunity for former military and government 
officials. (Note: Surprisingly 


participation portion 
the MpN and the audience or among the audience themselves on 
the issues raised. End note) 


Comment 


5. (SBU) MpNVs public announcement of its Basic Agenda for 
the Nation is a bold step. Not only is the MpN denouncing 

the corruption and collusion that define the existing 

political system 

on the parties to proactively adapt sound measures to 

increase civil participation and transparency. Whether or 

not anyone was listening to the MpN will play out over the 
coming days and weeks as the candidates announce and clarify 
their platforms and the public responds. 


6. (SBU) Much of the MpN\'s success in convincing parties to 
integrate these measures may depend on its abilities to work 
collaboratively with the parties and to further define and 
clarify how to implement their proposals. Interestingly 

after the presentation of the 28 proposed reforms 

virtually no further drill-down into any of the issues during 

the open discussion portion of the conference. This raises a 
question about how well the MpN has fleshed-out these 
proposals. 
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legal institutions 

society 

Greece. Bakoyannis pledged continued military equipment 
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bilateral assistance 

support. She also reiterated support for Iraqvs \"territorial 
integrity. According to an MFA lraq-watcher 

recognizes the urgency of reconstruction in lraq but is more 
skeptical about the likelihood of success than Bakoyannis\' 
public support would indicate. END SUMMARY. 


GREEK ASSURANCES OF SUPPORT FOR IRAQ 

2. (U) Iraqi FM Zebari had a \"positive 

Athens July 6 

Ambassador in their July 10 meeting. Zebari met separately 
with PM Karamanlis and FM Bakoyannis 

conference with Bakoyannis 

shared a working lunch. According to Rocanas 

assured Zebari of continued Greek bilateral support 
equipment (BMPs) 

of Iraq (Ref А). Rocanas told Ambassador no new forms of 
assistance were requested by Zebari or offered by the GoG. 
The FM stressed to Zebari that Greece wants to strengthen its 
business presence in Iraq to support reconstruction efforts 
and the two sides discussed possible cooperation in the 
tourism 

terrorist acts by insurgents 

and reconstruction.\" 


ZEBARI DISCUSSES POSSIBILITY OF BORDER VIOLATIONS 
3. (SBU) During the press conference 

border violations by Turkey and Iran. Stating he had no 
information that there have been border violations 
described his July 3-5 visit to Turkey (Ref B) as an effort 
to \"nurture\" the neighbors\' relationship based on the 
principles of \"mutual respect and non-intervention in the 
domestic affairs of each country." Bakoyannis confirmed 
both to Zebari and the press 

Iraq\'s V'independence 

integrity.\" 


KNOW ANY REALTORS IN BAGHDAD? 

4. (C) According to Rocanas 

Greek concerns over its for-sale embassy building in Baghdad. 
The owner is apparently seeking an V'exorbitantV price 

Rocanas told Ambassador Greece may seek Zebari\'s assistance 
on the matter \"rather than having to shut down our diplomatic 
presence in Iraq." 


MFA COUNSELOR NOT SO POSITIVE 


5. (C) Some expressions of doubt came from MFA Counselor for 
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Arab Countries and the Middle East George Ayfantis 

not in meetings with the PM and FM). Ayfantis reported to 
poloff July 11 that Greece will respond to Zebari\'s request 
for diplomatic support by further developing normal 
diplomatic relations and supporting the \'International 
Compact for Ігад\ in the EU. He wondered 

Compact\'s chances of success would be if Arab and other 
neighboring states (particularly Saudi Arabia) did not sign 
on. Ayfantis thought the FMs support of Iraqi unity and 
sovereignty was on a level of \"wishful thinking 

(particularly the PM) remains \"very concerned\" that security 
issues in the provinces around Baghdad could derail lraq\'s 
course toward democracy. Ayfantis reported doubts within the 
GoG as to whether Iraq would be able to maintain its unity 
without the Gol granting enlarged amnesty to many former 
Iraqi fighters. According to Ayfantis 

a Critical turning point; if the National Unity Government 
succeeds in creating stability 

countries will increase 

Greece might be unwilling to take the risk of contributing. 
Ayfantis thought that Greece would \"wait and see." 


PRESS FIELD TRIP TO IRAQ TO COUNTER NEGATIVE PUBLIC OPINION? 
6. (C) Ayfantis complained that politicians and the public in 

Greece are primarily influenced by the exclusively negative 

press reports of developments in Iraq. He thought the 

political will for more generous economic or military Greek 

contributions would be contingent on a shift in public 


ATHENS 00001851 002 OF 002 


perception and greater participation of neighboring Arab 
states in reconstruction. Ayfantis suggested that we invite 
Greek journalists to Iraq to give witness to the fact that 
allied efforts are benefiting and appreciated by Iraqis. 


7. (SBU) COMMENT: The visit by Zebari 

little to change prevailing Greek public opinion. It is 
encouraging that Greek response to concrete requests for 
assistance (as with the BMPs and training) have been largely 
positive 

challenge prevailing political sensitivities and make a 

public argument for greater Greek assistance to Iraq (Ref D). 
It remains an uphill battle to change the public perception 
and create more political will to give Greek assistance to 
Iraq. For politicians and the Оос 

Greek participation is still seen as too great. END COMMENT. 
RIES 
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it would not enter any candidates in the four northern races. 
Moi seized on the decision 

weakness - further to his point that KANU should go it alone 
out from under the ODM umbrella 

election. (NOTE: LDP\'s decision to back KANU in the north 
and the likely sympathy vote for the party of the dead MPs 
potentially tilts the balance in KANU\'s favor. However 
NARC-Kenya 

been accused of misusing government resources - such as 
vehicles and civil servants - to advance its campaign 

could bring some votes its way. END NOTE.) 


MIXED NAKURU 

4. (SBU) Although more mundane than the remote north 

is also a contest to watch. Capital of Rift Valley Province 

(and slowly losing its strong association with the Kalenjin 
populace) 

and a short drive from Nairobi 

community and will be hotly contested. All of the party 
figureheads have made their way through Nakuru campaigning 
hard for their parties\' candidates. Of the five 

race is where pro-government NARC-Kenya stands the best 
chance of a debut victory. In addition 

first post-ODM parliamentary vote in which KANU and LDP 
candidates will face off. During the Kasipul-Kabondo by 
election (ref B) an LDP stronghold constituency 

deferred to LDP and did not enter a candidate 

parties (mostly LDP) praised ODM cooperation. The three-way 
race and ethnic mix make Nakuru anyone\'s seat to take. The 
Kikuyu vote will be split between KANU and NARC-Kenya (a 
reincarnation of Kibaki\'s NARC 

committed to it). Those Kalenjin who support William Ruto 
(Kalenjin Ruto is the only KANU leader to adamantly support 
the ODM alliance) are likely to vote LDP 

stick with KANU. 


ANOTHER TOUGH JOB FOR THE ELECTORAL COMMISSION 


great respect in the 2002 general elections and the 2005 
constitutional referendum for its non-partisan 

performance and smooth logistical implementation 

work cut out for it organizing elections under the difficult 
conditions of northern Kenya. The ECK notes that it has 
hired aircraft to deliver election materials 

additional security throughout the constituencies 

even employ mobile polling stations locating voters in three 
of the four northern voting areas. Nonetheless 
characterized by insecurity and a highly mobile 
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population 

ECK Chairman Samuel Kivuitu expressed to members of donor 
missions his concerns of intimidation in all five 

constituencies. In north Kenya 

is heightened by the great number of arms in civilian hands 
particularly those of the chiefs. Kivuitu suspects chiefs 

aided by their weapons 


6. (С) COMMENT: LDPYs concession to KANU is less likely а 
move to keep the ODM alliance alive than it is rational 
political calculation. Stepping aside in the name of 
cooperation is a face-saving move 

anti-ODM tirade. The north is a tough first contest for the 
infant NARC-Kenya 

define itself as a national (not tribal/regional) party. 

Given the importance of this vote 

many observers as possible to a joint donor observer mission 
although we are limited by the very remote location of the 
four northern constituencies. END COMMENT. 
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one local observer of the oil trade 

shortly after the \"end of the war with Iraq" when local 
traders complained about being undercut by cheap Iraqi oil 
and products. One BP contact of Econchief said that he 
occasionally still received calls inquiring as to his 

interest in receiving Iraqi oil. He stressed 

BP was not interested in black or gray market oil as it could 
purchase oil directly from Iraqi oil companies and didn\'t 
need to take chances on possible oil scams. 


3. (C) Post does not have any information on companies 
involved in smuggling Iraqi oil. We note 

Oil Company 

the UAEG and the USG in 2001 for seizing its ships for 
smuggling Iraqi oil 

itself as the largest independent bunker operation in the 
Middle East. 
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responsible for the current crisis. He called on the UNSC to 
initiate a thorough discussion of \"all aspects\" of regional 
peace. Al-ShaVali did not see a direct Syrian role in the 
current crisis and preferred not to \"broaden the conflict" by 
pointing fingers at Damascus. He noted Iran\'s involvement in 
funding and arming Hezbollah 

Cairo Arab League foreign ministersY meeting 

chaired 


Column 3 
actions were unjustified. 


2. (SBU) Summary continued: President Khalifa bin Zayed 
Al-Nahyan\'s July 16 meeting with Egyptian President Mubarak 
in Cairo was cited in UAE news reports as calling for 

solidarity with Lebanon and an immediate cease-fire 

as UNSC intervention. UAE humanitarian responses to the 
crisis now include a commitment of $ 20 million 

and medical supplies 

nationals and residents 

Lebanese visiting the UAE. End summary. 


3. (C) UAE Minister of State for Foreign Affairs Mohammed 
Hussein Al-ShaVali convoked Ambassadors from the G-8 
countries July 17 to emphasize UAE views on the urgency of 
the \"continuing Israeli aggression against Lebanon.\" 
ShaVali 

15 ministerial in Cairo on the same topic 

position centered around three points. First 

\"thinks that Israeli targeting of civilians and Lebanese 
infrastructure is a flagrant violation of Lebanese 

sovereignty and should be stopped immediately.\" He said the 
UAE could see no justification for this level of military 

action and cited the importance of the international 
community helping support Lebanon to enhance its political 
stability. 


4. (C) The UAE\'s second point concerned Hezbollah. 
Al-ShaVali prefaced by stating that "all agree\" that 
Hezbollah is a threat to security and stability in the region 
and should be disarmed according to UNSCR 1559. 
Unfortunately 

\"Israeli aggression indirectly helping Hezbollah\" to gain 
strength within the region. Israel is \"creating a hero\" and 
a \"new Al-Qa\'ida\" more threatening than Osama bin Laden. 
Hezbollah is threatening for three reasons 

1) it is Wfighting a legitimate cause\" in the view of most 
Arabs 

and 3) it has a \"big country\" (Iran) supporting it. 

Al-ShaVali said Iran and Israel appeared to be working 
towards a similar goal -- \"driving a wedge between Arab 
governments and their peoples. He said popular support for 
Hezbollah\'s cause led to street-level condemnation of Arab 
governments for taking a balanced stance. He said Arab 
League \"differences\" about how to address the problem in 
Cairo revolved around the timing of any condemnation of 
Hezbollah -- when in fact \"all agreed\" that Hezbollah\'s 
actions were unjustified. 


5. (C) For his final point 
\"incidents\" were the result of a failed peace process. He 
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said the G-8 countries had \"special weight\" and should work 
toward the longer term goal of regional peace. He noted the 
Arab foreign ministers had called on the Security Council to 
\"deal with the peace process in all of its aspects.\" The 
2002 Beirut Summit had produced an Arab peace initiative 
which had not received due consideration internationally 
felt. He said the Arab League was not seeking a mere 
\"resolution\" from the Security Council 

of the conflict and a plan of action \"no matter how long it 
takes. Al-ShaVali appealed to the G-8 to \"do whatever it 
takes\" to bring a cease-fire to Lebanon immediately 

\"more distress 

peace. 


6. (C) Responding to Ambassadon\'s inquiry about Hezbollah 
and its supporters in Iran and Syria 

did not want to \"broaden the conflict\" by pointing fingers at 
Syria. He did not see a strong Syrian role in the current 
crisis. Syrian support to Hezbollah was \"only political 

noted 

He added that Iran \"chose this time\" to incite tensions to 
discredit Arab governments by showing the Arab peoples that 
their leaders had been unable to resolve the Palestinian 
issue. Ambassador also asked about FM Sheikh Abdullah\'s 
planned travel to Tehran; Al-ShaVali replied that the July 29 
trip had been postponed. 


7. (SBU) Press reports from Sheikh Khalifa\'s July 16 meeting 
with President Mubarak in Cairo highlight Khalifa\'s call for 
solidarity with Lebanon 

calls for a cease-fire and immediate intervention by the UN 
Security Council. The official UAE new agency WAM said the 
leaders \"renewed their support to the Palestinian people and 
their right for an independent state with Jerusalem as its 
capital" The WAM statement also noted discussions on Iraq 
the UAE islands occupied by Iran 

East of weapons of mass destruction. Khalifa travels to 

Paris and Rabat this week with FM Abdullah. 


8. (SBU) UAE contributions to Lebanon in the past few days 
include 20 million dollars committed by President Khalifa 
primarily for medical supplies 

the Lebanese people; 25 ambulances reportedly dispatched July 
16 (according to MFA); and emergency provisions (to be 
purchased locally in Lebanon) coordinated by the Red Crescent 
Society headed by Sheikh Hamdan bin Zayed. The UAE also 
extended the validity of visas for Lebanese passport holders 
visiting the UAE and waived fines for Lebanese who overstay 
their term of residence due to the current crisis. 


9. (SBU) The UAE\'s evacuation effort from Lebanon 
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reportedly assisted in the return to the UAE of over 3 

UAE nationals via an emergency air bridge from Damascus 
extends to Lebanese or other nationalities resident in the 
UAE. The MFA claims that over 6 

assisted in their return to the Emirates. (Note: We 
estimate the Lebanese population in the UAE at over 70 
End note.) 
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by the party caudillo). Although most rural people are still 
firmly pro-Aleman 

tired of the caudillos and may not bother to vote on election 
day. Also 

confusion in the Liberal ranks. They repeated 

Liberal dissident Eduardo Montealegre has little support in 
rural areas and only the PLC has the \"party machinery\" to 
confront the FSLN. 


4. (С) The mayors agreed with the Ambassador that Aleman must 
leave the PLC for the party to recover. They claimed that 22 

(out of 50 PLC mayors) agree that Aleman must go and are 
ready to make some sort of public statement to that regard. 

The mayors spoke of organizing a meeting with Jose Rizo 
Antonio Alvarado 

way to reunite the Liberals without the stain of Aleman 
involvement. They promised to develop a strategy and inform 

the Embassy. 


РІС MAYORS PUBLICLY DENOUNCE ALEMAN 


5. (C) A group of 15 mayors and councilors held a press 
conference in Managua on July 12 to insist that Arnoldo 
Aleman and his family leave the PLC for the good of the party 
and the good of the country. A large banner displayed behind 
the group read 

mayors expressed support for PLC presidential candidate Jose 
Rizo and vice presidential candidate Jose Antonio Alvarado. 


6. (C) The driving force behind the mayoral revolt is the 
president of the national municipal development organization 
(INIFOM) 

Montealegre\'s Nicaraguan Liberal Alliance (ALN) 

organize another set of press conferences with additional 
mayors unhappy with Aleman. His strategy is to emphasize the 
fact that Aleman 

risking an FSLN victory). Cuadra feels this strategy will 

gain him more mileage with more mayors for the time being 
with the eventual goal of pushing them to the ALN when Aleman 
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refuses to back down. 


7. (C) In response to the press conference 

that Aleman and PLC vice president Wilfredo Navarro are 
lobbying all of the PLC mayors to remain compliant and 
threatening some with trumped up legal charges from 
Arnoldista judges. (Comment: The completely politicized 
court system is commonly used by the PLC and FSLN to 
intimidate political opponents and extort money from the 
private sector. End Comment.) 

COMMENT: ALEMAN POLICY SINKING IN? 


8. (C) Cuadra reported that our regional visits 

especially the meeting with the mayors in Managua at the end 
of June 

statements that Aleman is the true obstacle to Liberal unity 
and must leave the PLC seem to finally resonate with some 
local officials. We will continue to support Cuadra\'s 

efforts with the PLC mayors. We believe that the mayors\' 
efforts will likely fail 

his grip on the PLC 

campaign. 

TRIVELLI 


71589 

hooliganism\" for attempting to participate in a July 16 protest 
near the Russian Embassy in Minsk. Authorities also charged 
activist Evgeny Askerko 

remaining detainees were released on July 16. 


2. (SBU) The July 16 attempted protest aimed to focus 

international attention on repression in Belarus as part of the 

\"Days of Solidarity\" protest and to urge Russia during the G-8 
Summit in St. Petersburg to cease its support of the Lukashenko 
regime. [Note: Opposition activists have commemorated the \"Day of 
Solidarity\" on the sixteenth day of every month since September 16 
2005 

activists Viktor Gonchar and Anatoly Krasovsky.] 


3. (SBU) Poloff observed that Belarusian police detained as many as 
40 people near the Russian Embassy 

Lebedko and opposition activist Zmitser Barodka. At the time of 

his arrest 

not observe police use violence against Lebedko 

party representatives informed the Embassy that Lebedko suffered 
\"no physical harm.\" 


4. (SBU) COMMENT: The GOB\'s virtual singling out of Lebedko for 
arrest during the G-8 Summit and so soon after the sentencing of 
opposition leader Aleksandr Kozulin to five and a half years in 
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prison would appear to be another 

defiance by the Lukashenko regime to Western pressure for political 
reform. 
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game in Lebanon. It will prevent any further implementation 
of UNSCR 1559 

peace with Israel being imposed on Lebanon. It could also 
diminish the importance currently given to the UNIIIC 
investigation. 


3. (C) DESTROYING SINIORA AND ENDING SYRIA\'S ISOLATION: 
Shueibi 

MuVallim 

that the crisis will end the government of Fouad Siniora and 
destroy any remaining effectiveness of the March 14 group. 
The conflict will also end the American governments policy 
of isolating and sanctioning Syria 

to become the address for envoys 

seeking to mediate an end to the conflict 

In his view 

work together to end the conflict. Moubayed pointed to the 
call that Asad took from Italy\'s PM Romano Prodi 

such call from a European head of state in 18 months 
indicator of how this end of isolation would play out. 


4. (C) UNDERMINING ISRAELVS STRATEGIC POSITIONS: Al-Taki 
told PolChief that the Hizballah operation and aftermath also 
undermines Israel\'s current convergence plan for unilateral 
withdrawal from the occupied territories without any peace 
agreement. In his view 

the repeated Qassam rocket shelling from Gaza) has made it 
highly unlikely that Israeli PM Olmert will be able to 
implement the plan for the West Bank or persuade Israelis it 
is safe. The analysts also noted separately that the 
Hizballah-Israeli fighting undercuts Israel\'s strategy of 
deterrence 

ongoing missile attacks. 


5. (C) RETURNING SITUATION TO \"ARABS VERSUS ISRAEL: Syria 
can also use the current conflict to return the regional 

situation to the familiar lines of the Arab-Israeli conflict 

\"a black and white terrain\" where the Syrian regime feels 

more comfortable and at an advantage 

(Note: In addition to expressing anger over the destruction 

Israel has wreaked on Lebanon 

quietly expressing relief that the regional situation has 

returned to the familiar Wwe Arabs against the Israelis 

away from various iterations of inter-Arab conflict 
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Sunni-Shia strife in Iraq.) 


6. (C) AND TAKING ADVANTAGE INTERNALLY: On the internal 
scene 

provoked by Hizballah 

lawyer Habib Issa. Al-Taki noted that despite the regime\'s 
repressive moves and show of force domestically over the past 
few months 

both inside and outside Syria 

civil society and the opposition. He mentioned as an example 
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the \"letter/declaration\" that Sunni sheikhs had sent to Asad 
few weeks ago 

education policies (see septel). Al-Taki described it as the 
first significant protest against the regime by the Sunni 
religious establishment in decades 

and his inner circle. Issa predicted that the regime would 
exploit the current crisis in Lebanon to increase repression 
in Syria 

for multi-party democracy and ending the state of emergency. 
(Comment: Issa recently withdrew a lead attorney defending 
activist Kamal Labwani 

attempts to mount a defense. See septel.) 


7. (С) BUT NO GUARANTEED BENEFITS: While concurring with 
the list of potential regime benefits 

noted that everything depends on how the current conflict 
with Israel ends. Moubayed in particular cautioned that 
Hizballah military capabilities are overrated and that the 
Arab street had a bad habit of forgetting the power that the 
IDF could bring to bear. In the view of these analysts 
Israel succeeds in destroying Hizballah 

benefits will accrue to Damascus. Instead 

confront its worst nightmares in Lebanon 

proxy 

definitive end of its influence in Lebanon. In addition 
conflict in Lebanon 

of Hizballah 

regime would likely be blamed 

supporting reckless adventurism by Hizballah that had led to 
untold destruction and humiliating defeat. Even if the Asad 
regime survived the defeat of its Lebanese ally and proxy 
would likely face increased diplomatic isolation and bleak 
prospects for long-term political survival. However 

three analysts expressed doubts about Israel\'s ability 

the current circumstances 

Hizballah. 
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8. (C) WERE THE SYRIANS SURPRISED BY THE HIZBALLAH GAMBIT?: 
There is disagreement among these analysts about whether the 
Hizballah coordinated its moves in advance with elements in 
the Syrian regime. Moubayed discounted the possibility 
pointing to Hizballah\'s relative strength and independence 
from Syria. (Note: Moubayed did not rule out that Hizballah 
\"cooked this up\" with Iran 

regime\'s sustained silence in the days just after the 

conflict erupted 

uncertainty and fear about being dragged into the conflict. 
Moubayed pointed out that Syria was not facing serious 
internal or external threats that would justify taking such 
enormous risks. In his view 

hostage-taking operation at some point 

the timing and 

overwhelming Israeli response. He termed the Hizballah 
assessment that Israel would react with relative restraint to 
the hostage-taking 

the second Intifada 

the ante by shelling Israel 

miscalculations. 


9. (C) OR WERE THINGS COORDINATED IN ADVANCE?: Both al-Taki 
and Shuebi took the opposite view. They told Polchief that 

in their view the Syrian regime 

circle including the President 

the Hizballah hostage-taking operation or the militia\'s 
escalating military response to expected Israeli retaliation. 

In the view of al-Taki 

President 

VP advisor Mohammed Nassif Khairbek 

Intelligence Asif Shawkat 

coordinated with Hizballah in advance and were well aware of 
the consequences. Using an Arab proverb 

the gambit as \"taking them (the Israelis) to lunch before 

they take us to dinner." The plan was also likely 
coordinated with the Iranians 

closed Syrian circle did not include the MFA or the PM\'s 
office 

how the crisis has developed 


10. (C) AND THERE IS NO SURPRISE OR MISCALCULATION: Shueibi 
also indicated that the Syrian regime was not surprised 

either by the initial operation or the aftermath 

Hizballah leader Sheikh Nasrallah and Asad meet regularly to 
\"coordinate their actions" Shueibi told Polchief that he 

himself knew five months ago that Hizballah was planning such 
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a hostage-taking operation 

officials. He described the initial Hizballah action as \"a 

trap\" set for the Israelis and noted that \"Israel has stepped 
into it." When asked if Syria and Iran had helped V'set this 
trap 

and noted V'God helped them. Shueibi also insisted that the 
aggressive Hizballah response did not come as a surprise or 
as the result of any Hizballah miscalculation that has left 

the SARG feeling uncomfortable. Shueibi called IsraelVs 
actions so far \"predictable\" and something Hizballah 
welcomed 

it prevailed. For Shueibi 

clear \"winners\" so far. He expressed doubt that Israel would 
try to drag Syria into the conflict 

a symbolic blow to \"ѕепа a message. V 


11. (C) POSSIBLE SARG INFLUENCE OVER EVENTS: Regarding 
possible Syrian influence over events 

ambivalence. They noted that Syria would likely be pleased 

to find itself at the center of any diplomatic effort to 

resolve the current crisis. Shueibi predicted that Syria 

\"would be a winner" regardless of how the situation played 
out 

crisis. Al-Taki expressed doubt that the SARG would take any 
immediate action to prevent the conflict from continuing 

noting that for Syria to obtain its benefits (he described 

them as \"objectives\") 

least a few months. Al-Shueibi dismissed out of hand any 
notion that Syria would ask Hizballah to return the two 
hostages 

expressed skepticism that the SARG had much ability to 
influence events 

the diplomatic attention likely to come its way in the coming 
weeks. 


12. (C) COMMENT: It remains unclear to us how much advance 
coordination 

and by extension 

somewhat dazed Syrian reaction to events -- both public and 
private -- would support the view that the Syrians were 
surprised by the hostage-taking operation and the rapid 
military escalation that ensued on both sides. On the other 
hand 

overly alarmed yet 

benefits that will accrue to it in Lebanon 

Hizballah survives a fight that it deliberately provoked with 
Israel. It should also be noted that there have been 
indications for months Syria was looking to destabilize 
Lebanon in ways that could not be laid at its doorstep. A 
military confrontation with Israel in Lebanon 

Hizballah 
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destroying any semblance of a Lebanon independent of Syrian 
influence. Given the limited window we have into the regime 
at present 

Internal developments and SARG statements and diplomatic 
moves in the coming days may shed more light on the degree to 
which the SARG has been caught unawares by the current 
crisis. While the Europeans 

to be courting Damascus with fevered intensity in the coming 
days 

the sidelines for now 

crocodile tears. 
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planning a second trip for those who did not participate 
likely to a destination outside France. 


3. THE PROGRAM: In addition to MEWA and the French-Afghan Chamber 
of Commerce 

laique\" were major contributors. For five days 

with high-level interlocutors at the French Regional Council 

National Assembly 

Douste-Blazy highlighted Franco-American cooperation in the 

project 

Mrs. Chirac. 


Ambassador Stapleton\'s reception in their honor was transformed into 
an on-the-lawn impromptu loya jirga (see Embassy Paris webpage for 
photos) 

meeting. Ambassador Steven E. Steiner 

Senior Coordinator for International Women\'s Issues 

remarks at the first day\'s conference 

conference audience an overview of the many U.S. programs for Afghan 
Women 

U.S.-Afghan Women\'s Council. 


At several venues 

the opportunity to follow with questions. They also met business 
leaders and a number of French NGOs 

micro-credit programs. NGO Vital Voices provided two days of 
training in coalition building to help bridge gaps among 
Afghanistan\'s factions (well-represented and well-exhibited by the 
visitors). 
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4. THE PARTICIPANTS AND THEIR MESSAGE: Visiting the city of light 
lunching with the President of the National Assembly 

in the gilded halls of the Foreign Ministry and Elysee Palace must 
have seemed like a moon landing to the Parliamentarians 

them watched carefully to see how one used a knife and fork. 

Instead of champagne 

women were anything but intimidated by the silk drapes. On a mission 
to tell their story 

representing diverse regions of Afghanistan 

most remote 

competing regional and ethnic factions in the process). They spoke 
of national and local circumstances in Afghanistan and of their 

needs in security and reconstruction 

still have a 5-hour walk each day to supply their families with 

water. 


At Ambassador Stapleton\'s reception 

chestnut tree 

district 

There was striking repetition in the key issues they raised: great 
poverty 

and clean water 

situation. Some of the women expressed concern that most of 
international aid stays in Kabul and never reaches the countryside 
or disappears in the budgets of contractors. They complained that 
since farmers receive inadequate support 

abandon poppy cultivation for alternate crops. 


5. MEDIA COVERAGE: The visit received wide television 

print coverage in France. All news LCI television repeatedly ran a 
story highlighting their sessions at the Regional Council and their 
visit to the National Assembly. France 2 television ran a brief 

story showing the Afghan women parliamentarians at the French 
National Assembly. Agence France Presse wire service covered the 
conference 

front page to \"Afghan Women Who Are Not Resigned.\" Finally 
International ran a story that aired several times on June 16 
highlighting the U.S. Embassy reception. 


6. RESULTS: The Afghan parliamentarians left with the satisfaction 
that they had been heard and with confirmation of the support of the 
U.S. and French governments and of French NGOs. Excellent media 
coverage provided a new image of Afghanistan\'s progress anda 
counterweight to the more frequent French press stories that focus 
on the return of the Taliban. The French National assembly has 
implemented a pairing of French women deputy and Afghan 
counterparts. Souvenir medals were printed for the Afghans 
carrying the name of the individual French deputy-partner 

French parliamentarians have announced a trip to Afghanistan. The 
Deauville Women\'s Conference in October will invite Afghan 
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parliamentarians to address the 800-strong international meeting 
likely leading to more engagement in Afghanistan\'s development. 
Other results 

laique 

heads of French businesses 

further training from U.S. and French NGOs are expected. 


This was a pilot project. MEWA will continue its outreach and 
training projects 

cooperation to aid Afghanistan\'s development. FYI to Brussels: 
Brussels may be the next destination 

Head 

part at Mission Paris 

prototype of continued triangulation projects with France in our 
transformation diplomacy goals. While initially more difficult 
similar projects to encourage French state and non-state support for 
Iraq 

Post wishes to convey its thanks to EUR 

their support in this project. 

Stapleton 


71594 

71595 

government 

completion of LabwaniVs statement 

family and Syrian activists burst into applause and were 
evicted from the courtroom. 


2. (SBU) Following LabwaniVs statement 

two-person defense team 

statement to protest actions by Syrian security and jail 
officials who are preventing Labwani from meeting privately 
with his lawyers to prepare the defense. (Note: A third 
member of the defense team 

Habib Issa 

frustration over his inability to prepare a defense for what 
he sees as a Clearly political trial 

seeking to present as an example of the regime\'s transparent 
legal system.) 


3. (SBU) The presiding judge adjourned the trial until July 
25 to give the court a chance to review the statements by 
Labwani and the lawyers 

Labwani\'s file. (Note: The judge still has not yet ruled on 
whether the Al-Hurra interview may be aired in courtroom.) 
After the case\'s adjournment 

voiced concerns that Syrian authorities would \"harm or do 
even worse\" to her brother in jail because of the strong July 
16 statement. 


4. (C) Several days before the trial 
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family 

USG statement on behalf of Labwani and other prominent Syrian 
political prisoners who are working for freedom and reforms 

to benefit the Syrian public. At the same time 

members expressed concern that Israeli actions in Lebanon 
(and the absence of USG condemnation of the actions) could 
make such a statement a liability. As an aside 

Labwani did not know why the SARG had officially banned her 
earlier this month from leaving the country. Sumer asserted 
that she is not involved in political issues 

advocate for her husband. (Note: According to another 
Labwani lawyer Khalil Matouk 

were also banned at the same time are: Suheir Atassi 
President of the Jamal Atassi Forum; Mohamad Walid al Bunni 
a Damascus Spring prisoner who was released last year; Habib 
Issa; and Fawaz Tello 

released last year.) 

SECHE 


71596 

herculean task of controlling Smer\'s coalition partners 
nationalist SNS and Vladimir Meciar\'s HZDS 

Kalinak\'s position is necessary to cover the governing 
coalition against the outrages of SNS party leader Jan Slota. 
Paska 

the unpredictable Meciar over Slota 

all-talk-no-action. 


ROMA PRESS CONFERENCE DRAWS A FULL HOUSE 

2. (U) Using an approach of active engagement 

pro-Roma NGOs is lobbying the new government to keep their 
constructive campaign promises to minorities and 
disadvantaged groups when drafting the government\'s program 
plan. The young Roma activists -- with assistance from 

trainers from the National Democratic Institute -- displayed 

a noteworthy level of political sophistication in their July 

13th press conference 

public not to prejudge the current government nor to idealize 
the former government\'s actions on Roma issues. The group 
spearheaded by the New Roma Generation and the Milan Simecka 
Foundation 

solve difficult problems within the Roma community. The 

event received widespread media attention. All Slovak TV 
stations 

covered the event. The Slovak all-news television station TA3 
conducted an in-studio interview with Romani activist and 
political candidate Peter Pollak later that day. 


3. (U) In a live phone interview with TA3 
Prime Minister for Human Rights and Minorities Dusan Caplovic 
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offered an open and inclusive relationship. He invited 

Romani NGOs to participate in finding solutions to the 
problems of the Roma communities. Caplovic is meeting with 
the Plenipotentiary for Roma Affairs 

week. He is tentatively scheduled to meet with the New Roma 
Generation and the Milan Simecka Foundation next week. 


MPYS SON LEADS SKINHEAD GROUP - BUT WHICH MP? 

4. (C) According to a contact at the Ministry of Interior 

the head of the skinhead movement in Slovakia is the son of a 
new Smer MP. The contact would not say which MP nor give the 
name of the son 

skinhead movement in Slovakia has consolidated. Smer 

largest party in the Slovak Parliament 

source says that the Ministry has penetrated the group 

based in Nitra about 55 miles east of Bratislava 

man on the inside.\" 


BENOVA: ANYONE WOULD HAVE BEEN BETTER THAN SNS 


5. (U) Tensions have been rising between PM Fico and Smer 
Deputy Chairwoman and representative to the European 
Parliament Monika Benova (her newly married name is 
Flasikova) as a result of the party\'s alliance with SNS. 

Since the formation of the coalition 

vehemently speaking out against Smer\'s decision to include 
SNS in the government. According to media reports 

she cannot overlook the presence of the anti-minority SNS in 
the government 

uncle had been in a concentration camp during World War Il. 
A possible candidate for Foreign Minister prior to the 

election 

ministership under the current government. She fears that 
Fico\'s choice of coalition will only create enemies abroad 
isolating Slovakia \"as severely as Meciar had back in 1994.\" 
Benova disclosed to the daily Sme that the majority of Smer 
had 

hers remains the sole voice of dissent within the party. 
Although other members of Smer 

argued that a coalition with HZDS and SNS was the best 
choice 

one of the parties from the former government\" would have 
been better. Since Fico and Flasik (Benova\'s husband) had a 
falling-out last year 

of Fico but has not left the party. 
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GOVT FAILED TO DISTRIBUTE PROMISED FUNDS TO NGOS 
6. (SBU) According to the NGO \"Citizen and Democracy 
former GOS failed to distribute large portions of previously 
allocated EU and Slovak government funds to local NGOs. The 
funding program in question requires the GOS to match the EU 
funds evenly (ref B) 

government inappropriately used a 70-30 formula in some 
cases. As little as 10 percent of the funds have been 
distributed 

distribute the money on a reimbursement basis. The NGO 
community believes that the reason the Ministry of Labor and 
Social Affairs has been throwing up bureaucratic obstacles -- 
e.g. 

even rejecting documents for incorrect punctuation -- was so 
that the government could keep the funds on the state budget 
books as long as possible. A number of approved projects 
have been in the implementation phase for over a year. The 
lack of reimbursement threatens the ability to maintain 

ongoing projects and has meant that some NGOs cannot pay 
their utility bills. A group of NGOs sent an open letter to 
several EU Commissioners to ask them to rectify the problem. 
The new government has not yet addressed the issue. 


NATVL MEMORY INST: LETYS COOPERATE BEFORE IT\'S TOO LATE 
7. (SBU) A July 13th visit by a U.S. Holocaust Memorial 
Museum (USHMM) representative to the Slovak Institute of 
National Memory (UPN) reinforced the deep level of 
cooperation between the two bodies 

signed last February. The high degree of organization of 
UPNVs archives and their willingness to share all their 
documents noticeably impressed the USHMM official. USHMM 
plans to supply a microfiche-ing camera and funds for 
technicians to UPN to enable digital document sharing. UPN 
staff feels a sense of urgency due to the unknown future of 
their organization. Because of the unexpected death last 
month of UPN Chairman Jan Langos 

need to nominate and approve a new Chairman. UPN staff is 
concerned that party politics and a desire to keep the pasts 

of some of the government\'s current players hidden will 
outweigh the organizations legal mandate to publish all 
formerly-secret government documents from the authoritarian 
governments during WWII and communism. The Parliament may 
debate a new UPN Chairman nomination in October. In the 
final words of one UPN official 

сап as soon as we сап." 


YOUTH ORGANIZATION HOUSES INTERNET SEX COMPANY 


8. (SBU) In what is perhaps a sign of the economic times 
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Slovak youth agencies\' building in downtown Bratislava is 
rumored to be renting space to an internet sex company. The 
building 

\"Young Pioneers\" mural 

like the Youth Council of Slovakia and Slovak Scouting. A 
steering committee of Slovak youth agencies still maintains 
control of the building and has approval rights over new 
tenants -- it is unknown whether they were aware of the true 
intentions of the new business tenant. With rents in 
Bratislava skyrocketing over the past few years 

non-profit workers fear their well-meaning organizations will 
be pushed into the far suburbs. 


THE NEW GOVERNMENTYS SUMMER SCHEDULE 


Jul 18: State Secretaries (Deputy Ministers) announced 
to have 13 


Estimated Jul 25/26: Presentation of government program to 
Parliament for approval 


Estimated Aug 4 - late Aug: VACATION 


Estimated late Aug/early Sep: Regular parliamentary session 
begins 
VALLEE 
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deter Iran by convincing it that the effectiveness of its 
offensive measures has been eroded. (Note: Raytheon has 
been trying for 10 years to get the UAE to purchase the 
Patriot without any traction. According to one Raytheon 
source 

help with debt relief after the fall of the Soviet Union and 
Russia is reportedly trying to satisfy the debt by developing 
and attempting to field the S-300 air defense system and its 
follow-on S-400 system in the UAE. End note.) 


7. (S/NF) At USCENTCOM 

Military Intelligence permission 

experts recently traveled to the UAE to conduct an air 
defense assessment. Previous potential Patriot emplacement 
locations in the UAE were focused against the lraqi threat. 
The new surveys 

Patriot Advanced Capability-3 emplacement locations to deter 
the Iranian missile threat. They would protect U.S. military 
interests at Al Dhafra Air Base 

Air Base 

Port 
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Fujairah 


8. (S/NF) Patriot 

issue to press home with the UAE is the need for strategic 
depth and a layered air defense. Multiple lines of defense 
in a strategic and sophisticated array 

chance of convincing Iran that it faces a capable adversary 
across the Arabian Gulf. The creation and maturation of the 
Gulf Air Warfare Center at Al Dhafra Air Base is also a huge 
step in the direction of strategic preparation for a 
contingency and carries inherent deterrent value; 
nonetheless 

scenarios and more strategic depth in the UAE\'s (and the 
GCC\'s) air defense posture would have a much greater 
deterrent effect on Tehran. 


Developing a Shared Assessment and Agenda on Iraq 


9. (S) Iraq is a natural focus of shared U.S.-UAE interests 
and the UAE has contributed both financially and politically 
to help stabilize that country. The July 3 visit of PM 

Malaki to Abu Dhabi 

defense 

was well received by both sides and led to the creation of 
three bilateral \"groupings\" to address security 

assistance 

telecommunications sectors where the UAE has sophisticated 
capabilities). At the GSD we may wish to inquire about the 
practical goals established by each of those groupings. We 
understand from GSD participant Yousef Al Otaiba that the 
military assistance portion of the UAEYs commitment should 
include a visit to Iraq by representatives of the UAE\'s 
military and defense sectors to examine materiel and funding 
needs 

manufacturers of military hardware (ref D). We might also 
encourage the UAE to accelerate the process of sending an 
Ambassador to Baghdad 

visit. 


10. (S/NF) The GSD will follow the July 22-23 visit of 
Deputy Secretary of Treasury Kimmitt and Department of State 
Counselor Zelikow to discuss the International Compact for 
Iraq 

foundation for the reconstruction of Iraq and put the country 
on a \"credible path to sustainable development." This visit 
follows a July 20 preparatory meeting in Baghdad and is 
designed to get UAEG \"buy in\" for the compact. The UAE 
previously agreed to host an energy sector conference for 
Iraqi participants 

reconstruction in Madrid in 2004 (of which it has disbursed 
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around $80 million. The UAE has committed to forgiving most 
of the $3.5 billion in Iraqi debt that it holds 

that it is bound by the GCC to adopt a common position on the 
debt. In commending the UAE for its substantial 

contributions 
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Ambassador Khalilzad has done 
to Iraq as a matter of regional stability. 


11. (S/NF) The UAE continues active engagement with Iraq. 
It has publicly supported the new Iraqi government and has 
provided extensive security assistance 

to influence Iraqi moderates to participate more in the 
political process. The UAE mission in Iraq faced recent 
terrorist attacks with the killing of two Iraqi employees in 
April and the kidnapping -- and subsequent release -- of the 
Deputy Charge d\' Affaires in May. Despite being directly 
targeted 

continue their humanitarian assistance to the Iraqi people 
and to contribute to rebuild Iraq. 


12. (C/NF) The UAE has also provided Iraq significant 
security assistance. Its joint training programs with 
Germany trained 431 Iraqi police and an engineering 
battalion. The UAE gave lraq engineering and military 
equipment (including 100 trucks 

aircraft 

$8 million toward the transfer of M-113 APCs from Jordan. 
The UAE is currently interested in establishing ties with 
Baghdad for its manufacturers of ballistic vests 

and the TIGER 

the Humvee) manufactured by the Bin Jabr Group of Abu Dhabi 
(ref D). 


13. (S/NF) The UAEG shares our concern regarding Iranian 
influence in Iraq and has reached out to moderate ShiVa to 
encourage them to engage in the political process independent 
of Iran. We understand that this effort includes visits to 

the UAE by senior ShiVa tribal leaders from southern Iraq to 
discuss ways to shed Iranian influence (according to State 
Security sources) 

lyad Allawi\'s efforts to reach out to moderate ShiVa (ref E). 
The ΠΑΕΙ intelligence service is also working 

coordination with five regional neighbors 

\"nationalists\" with significant funding (ref J). 


Regional Stability 
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14. (S/NF) IRAN: As MbZ told PDUSD for Policy Henry on May 
17 (ref J) 

ambitions and will have nuclear weapons in due time \"unless 
somebody stops them.\" We also know that the Emiratis are 
ramping up their own surveillance activities targeting Iran 

and Islamic extremists. (Their Directorate of Military 
Intelligence -- DMI -- reportedly beefed up its personnel 
conducting \"electronic surveillance\" from 60 to over 900 in 
the last four years.) State Security Director Sheikh Hazza 
bin Zayed Al-Nahyan told us last month that his organization 
was forming a special unit to counter Iranian and ShiVa 
influence in the UAE (ref E). Sheikh Hazza had earlier 
expressed his concern to S/CT (ref K) that Hizballah in 
Lebanon was serving as an important source of intelligence 
for Iran 

was \"more dangerous than Al-Qa\'ida\" (ref J). 


15. (S) In spite of that background of disdain for Iran 

UAE prefers not to be confrontational in its public 
statements and might speak of Iran\'s \"worrisome\" nuclear 
program (ref L) or portray its concerns in terms of 
environmental and ecological risks rather than as a military 
threat (ref H). In calibrating a cautious 

(non-confrontational) public posture on Iran 

consider the implications for stability in a nation with very 
close economic ties to Iran 

population in the UAE 

much larger power. The UAE therefore supports a strong U.S. 
stand on Iran 

on the front lines (and may hesitate to join as participants 

in exercises designed to send a clear message to Teheran). 


16. (S) While pressing the UAE to join us insomuch as 
possible in showing international solidarity against Iranian 
nuclear ambitions 

elaborate on measures to deter Iran from acquiring or using 
WMD by establishing a credible 

network 

cruiser 

Defense. We might also press the UAE to enhance bilateral 
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and multilateral training and exercises 

and consequence management training 

missile exercises 

(Note: USCENTCOM Commander has forwarded through USLO a 
formal invitation for the UAE to host Exercise EAGLE RESOLVE 
07 dealing with Theater Ballistic Missile Defense. We are 
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awaiting a reply. End note.) In spite of UAE hesitations 
we might also nudge them to consider participation in PSI 
exercises such as LEADING EDGE 07. 


17. (S) The July 9-11 DOVE PINE military intelligence 
exchange with DMI is one example of a program which helps put 
the lran threat 

and practical context. During that exchange 

Al-Mazrouie expressed his view that Iran would try to avoid 
escalation of the nuclear issue to the point of military 
conflict 

He felt Iran had too much to lose by provoking a U.S. Strike. 
His worst case scenario would be a unilateral Israeli strike 
against Iran -- endangering the entire region. (IIR 6 931 
0168 06) 


18. (C) LEBANON: The UAE is very concerned about the 
deteriorating situation in Lebanon. In convoking G-8 
ambassadors on July 17 (septel) 

Foreign Affairs Mohammed Hussein Al-ShaVali pressed for a 
concerted international effort 

Council 

greater UNSC efforts on Middle East peace in general. 
Al-ShaValiVs primary concerns were that Israel\'s actions 
recklessly violated Lebanese sovereignty 

strengihening Hezbollah and creating a new and more dangerous 
Al-QaVida 

on peace talks. He also cited Iran\'s hand in financing and 
arming Hezbollah and reported Arab League consensus that 
Hezbollah\'s actions were unjustified. 


19. (C) The UAE\'s interests in Lebanon are highlighted by a 
large local Lebanese community (over 70 

investments now at risk in Lebanon 

is a favored summer vacation point for UAE nationals (the UAE 
assisted in the repatriation of over 3 

UAE residents during the current crisis). President Khalifa 

has called for solidarity with Lebanon and an immediate 
ceasefire 

making significant humanitarian gestures to the Lebanese. 


Energy Infrastructure Security 


20. (S) President Khalifa 

took an interest in energy infrastructure security in 2004 

and set up an inter-ministerial committee to coordinate 
security of key oil 

Unfortunately 

resulted from this exercise and the UAE remains in a position 
of vulnerability 
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approaches to the problem by disparate government entities. 
For example 

securing the facilities and controlling access. The 

military 

measures to protect the facilities from attack. It is not 

clear that the two entities effectively coordinate or are 
working to install interoperable systems. 


21. (S/NF) The GSD takes place in the context of the UAE 
more firmly grasping the vulnerability of its offshore and 
beachside infrastructure (including oil 

desalination). MbZ told Assistant to the President for 
Homeland Security and Counterterrorism Townsend on 22 April 
that the UAE was \"absolutely\" worried about its oil 

facilities (ref N). He told Townsend that there are three 
international companies (two reportedly U.S. firms) 
conducting risk assessments of the oil infrastructure and 
maritime security for the UAEG. Ambassador delivered the 
Critical Energy Infrastructure Security Strategy demarche on 
July 5 to Al-Otaiba 

current security posture for critical sites and offering USG 
assistance to improve security at those sites (ref C). 


22. (S/NF) The UAE Navy for the first time ever included a 
maritime oil platform (OPLAT) defense scenario in an exercise 
with the US Fifth Fleet in February 2006. The Fifth Fleet is 
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also working with the UAE Navy now to establish an OPLAT 
defense Standard Operating Procedure 

UAE Navy representatives to Iraqi platforms to see how the 
coalition handles command and control for OPLAT defense. The 
Ministry of Interior is also enhancing security features at 

the major refineries and export terminals by adding sensors 

and CCTV systems. 


Counterproliferation 


23. (S) Given the enormous volume of goods shipped and 
traded through the UAE 

impress upon the UAEG the importance of tight controls on 
items of proliferation concern -- including dual use items. 
With Dubai being Iran\'s largest non-oil trading partner and 
often the last foreign stop for vessels bound for Iran 
commitment to countering proliferation is essential. To 
date 

has been mixed. The UAEG has interdicted shipments 
companies 
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cases. However 

related to Iran (particularly if the items are dual-use) 

UAE is more reluctant to respond out of concern about 
antagonizing its neighbor and jeopardizing a robust trading 
relationship. 


24. (S/NF) A case in point is the Mayrow example 

we strongly urged the closure of a group of Iranian front 
companies involved in acquiring IED components. The UAE 
promised full investigation and 

the quick closure of some of the related companies. However 
Mayrow continues to operate in spite of its suspect 

activities 

national and is more difficult to close down through 
\"extra-legal\" means (ref I). Additionally 

information that indicates one of the closed companies may 
have resumed operations. The USG requested on July 16 that 
the UAEG seize a suspect shipment related to this company 
(Atlinx Electronics) 

action on this request (ref A). 


25. (C) Despite considerable USG and international pressure 
the UAE has not enacted an export control system comparable 
with those of members of the international control regimes. 

In 2004 

Arabic) for an export control law 

enact legislation soon. However 

committee 

control list. We continue to press the UAE to pass an export 
control law 

In June 

stringent pre-licensing checks on controlled U.S. technology 
bound for the UAE. The USG asked the UAE to enact 
legislation 

consistently respond to U.S. requests for investigation 
information 

these measures by December 

more restrictive licensing category and/or require a license 
for all US-origin items transiting the UAE. 


26. (C) The bilateral Counterproliferation Task Force (CTF) 
initiated last February offers a good platform for 

coordination 

export control 

proliferation finance. We anticipate the second CTF meeting 
either in September or after Ramadan (which ends in late 
October). The UAE clearly has the capability to bolster its 
counterproliferation posture; it needs to put more attention 
into creating a strong legal framework and ensuring strict 
enforcement. We hope you will encourage the UAE during GSD 
discussions to assume a greater sense of urgency in pursuing 
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enforceable export control legislation. 


Counterterrorism 


27. (C) The UAE has an impressive array of technical 
capabilities to bring to bear on the fight against terror. 

The leadership generally understands the threat and seeks to 
counter it with a combination of police work and up-to-date 
technical tools. Difficulties arise 

nature of coordination between the various institutions which 
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need to fight a common threat with a common game plan. We 
need to encourage greater cohesion between relevant 
ministries and organizations to facilitate planning and 
acquisition programs that ensure that the UAEG\'s significant 
capabilities are indeed brought to bear in full force on 
extremist activities. We are aware 

impressive crisis management centers being created by the Abu 
Dhabi National Oil Company 

others. Likewise 

conduct a CT affiliation seminar for both Ministry of 

Interior and DMI personnel July 15-30. These efforts are 

not 

meaningful network. A robust counterterror effort must be 
better unified at a federal level to ensure strategic impact. 


28. (S) The UAE is cooperative in pursuing information 
offered by the USG and we enjoy good working relations on 
counterterrorism in general. However 

approach countering terrorism or extremism in a transnational 
context. When the UAE identifies an individual as a terror 
risk 

choosing to counsel and monitor UAE nationals. A more 
rigorous investigative posture might lead to more 
prosecutable cases and more effectively contribute to 
international efforts to shut down transnational terrorist 
networks. Recognizing that the USG is the only truly global 
player in the CT arena 

be to materially enhance its cooperation with the U.S. 


Participation 


29. (S/NF) The five participants on the UAE side have been 
identified for their experience and proximity to Abu Dhabi 
Crown Prince 

They represent a strong core of senior advisors in MbZ\'s 
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trusted inner circle. 


--- Major General Mohammed Sweidan Al-Qamzi 

Force and Air Defense. Born in Dubai 

the service in 1971 and has experience as a pilot and in the 

air defense field. He assumed his current command in January 
2006. He is one of the few senior military leaders from 

Dubai and was the Al-Minhad Air Base Commander (located in 
Dubai) for many years. As the former Deputy Commander of the 
Air Force 

Air Defense functions. He will be the primary GSD 

participant to provide military advice to the Chief of Staff 

and MbZ concerning the air defense portion of the discussions. 


--- Major General Saeed Al-Rumaithy 

Chief of Administration and Manpower. General Saeed rose 
through the Land Forces to ultimately serve as UAE Land 
Forces commander. His career encompassed significant 
training in the U.S. Now serving in a critical GHQ function 

with oversight of manpower and administration 

experience as MbZVs office manager for about eight years and 
is reportedly being groomed to take over as GHQ Chief of 
Staff in the future. 


--- Brigadier Eissa Al-Mazrouie 

Intelligence and Security. With years of experience as 
executive officer to MbZ when the latter was GHQ Chief of 
Staff 

leadership. He oversees a productive intelligence 
relationship with the U.S. military 

DOVE PINE program focused on the exchange of military 
intelligence with DIA 

Iraq. Among his many duties he oversees the protection of 
key infrastructure -- a critical aspect of the UAE defense 
strategy. 


--- Colonel Hamad Al-Shamsi 

State Security Directorate (SSD). Colonel Hamad brings to 
bear the experience and interests of State Security. Number 
three at SSD 

Hazza bin Zayed Al-Nahyan 

meetings between U.S. officials and UAEG leaders. 


--- Yousef Al-Otaiba 

of the Abu Dhabi Crown Prince (MbZ). As an MbZ confidant 
Al-Otaiba has proven to be one of the Embassy\'s best 
interlocutors on the full range of security and policy issues 
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of interest to the Crown Prince. Born into a wealthy 
merchant family (father was also the UAEVs first Minister of 
Petroleum from 1973-90) 

international relations from Georgetown University. He 
served in an executive position in the family automotive firm 
before his selection as an International Fellow at the 
Industrial College of the Armed Forces in Washington. 


A Robust Political-Military Relationship in Context 


30. (C) As a backdrop to the GSD 

perspective the very healthy overall U.S.-UAE bilateral 
political-military relationship. The UAE has continued its 
excellent support in the war on terror and it has cooperated 
with us in Afghanistan and in Iraq. This cooperation is 
described in detail in the 2005/2006 Report to Congress on 
Allied Contributions to the Common Defense (ref P). The UAE 
provides basing and overflight for U.S. reconnaissance and 
refueling assets 

F-16 Block 60 program is a showcase of cooperation between 
our nations. The UAE has taken delivery of 59 F-16 aircraft 
(one was lost in а mishap on January 9 

U.S. pilots and training professionals here that are core 
instructors for the program. Another example of our 
expanding military cooperation is the Gulf Air Warfare Center 
at Al Dhafra Air Base. Modeled on the U.S. Air Force Air 
Warfare Center at Nellis AFB 

Leadership Program at Florennes 

facility is intended to enhance military interoperability and 
cooperation between the U.S. and members of the GCC 
Jordan 

help the UAE develop a state-of-the-art tactical range 
incorporate USN and USMC assets as participants 

tankers (USAF and others) for air-to-air refueling. 


31. (C) We look forward to the GSD building upon a strong 
political-military relationship and sharpening the focus of 
cooperation in the face of very real threats in the region. 
SISON 
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part of the continued Syrian-Iranian consultations on 
bilateral 

Iran supported a sane end to the conflict 
establishment of a truce 

prisoners 

that the Islamic nation and international public opinion 
condemned Israeli actions 

contact Iran to reach a solution 
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3. (SBU) MottakiVs visit had not been previously announced 
and press sessions were tightly controlled 

telling us 

include a question-and-answer session. 

SECHE 
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parties. 


2. (C/NF) Comment: The passage of a five constituency bill 
only two months after the Amir dissolved Parliament over the 
same issue 

Coming shortly after the Government made another concession 
to reformers -- excluding Shyakh Ahmed Al-Fahd and Mohammed 
Sharar from the new Cabinet -- it demonstrates the growing 
power of political activism in Kuwait. Many Kuwaitis also 
interpret the failure of the Government to outline a clear 
consistent policy on this issue as evidence of the weakness 

of the country\'s current leadership and the divisions within 

the ruling Al-Sabah family. The challenge for pro-reformers 

will be in remaining united and outlining their own vision 

for Kuwait now that their primary demands have been met. End 
summary and comment. 


We Want Five 


3. (U) On July 17 

GovernmentVs draft bill to reduce the number of electoral 
constituencies from 25 to five. The vote follows months of 
contentious debate on the issue and is a major victory for 
pro-reformers. Pro-reform activists observing the session 
broke into loud applause and began singing the national 
anthem after the vote. Under the new electoral system 
MPs will be elected from each of the five constituencies. 
Each voter can vote for up to four separate candidates 
effectively doubling the total number of potential votes and 
significantly diminishing the potential for electoral 
corruption. In addition 

25 constituencies were included in the new five 
constituencies 

first national elections to be held under this new system are 
scheduled for 2010. 


4. (SBU) Although they voted for the bill 

expressed reservations about the geographic and demographic 
distribution of the Governments proposal (reftel) and 

pledged to introduce amendments to the legislation when 
Parliament reconvenes in October. ShiVa MP Saleh Ashour said 
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he would go even further and introduce a one constituency 
proposal 

electoral system. There were some rumors that pro-reform MPs 
would collectively resign after the vote to force new 
elections under the five constituency system 

highly unlikely. Parliament also unanimously approved a bill 
forgiving the interest on loans taken out by retirees against 
their pensions 

Government. Parliament is scheduled to meet twice more 
before breaking for summer recess until October 31. 


A Changing Relationship 


5. (C/NF) According to Ahmed Deyain 

political analyst 

legislation will have an immediate impact on political 

dynamics within Parliament. Specifically 

relationship between MPs and the Government. With so many 
more voters per constituency 

rely solely on their personal 

connections for political support 

Consequently 

issues and will no longer be as beholden to the Government to 
obtain favors for their constituents 

pro-Government V'service deputies\" might try to redefine 
themselves as nationalists or populists in order to broaden 
their appeal to voters. Ultimately 
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Government's ability to influence MPs 


The First Step 


6. (C/NF) Electoral reform is the first step towards broader 
political reform in Kuwait 

Islamist MP 

steps 

campaign finance law when it reconvened in October. He said 
another top priority was implementation of anti-corruption 
measures 

all MPs to disclose their personal finances and the creation 
of a parliamentary committee to investigate corruption 
specifically the notoriously corrupt allocation of land by 

the Municipal Council. He noted 

committee would run into a lot of opposition. Al-Sane said 
pro-reform MPs were also considering legislation permitting 
the establishment of \"political NGOs 
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as an intermediate step to political parties. He noted 
however 

consultation with the Government. 


7. (U) Bios on the new Members of Parliament are available 
on post\'s classified website. 
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For more reporting from Embassy Kuwait 
http://www.state.sgov.gov/p/nea/kuwait/?cable 5 


Visit Kuwait\'s Classified Website: 
http://www .state.sgov.gov/p/nea/kuwait/ 
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Strongyloidiasis\" as described in reftel. 


Post would appreciate a brief semiannual status report on 
this project and affiliated American citizens in country. 
Please email to both of the officers below. 


--Environment 
(currently Hal Howard: HowardHH@state.gov) 


--Chief of the USAID/Peru Office of Health (currently Susan 
Thollaug: sthollaug@usaid.gov) 


Post appreciates the NIH\'s assistance. 
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Iraq is forming in the region. End Summary. 


2.(U) Since Israel began its military action against Hizballah 
targets in Lebanon 

officials and clerics have issued public statements in state-run 
media (all of the statements below are from government media 
outlets unless otherwise noted) about the issue 

Supreme Leader Khamenei 

Mottaki 

Security head Larijani 

Rahim-Safavi 

leader Ayatollah Emami-Kashani 

spokesmen for various ministries. Six common themes run through 
their statements. 


Theme 1: Israel attacks with disproportionate force 
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3.(U) Iranian officials severely chastised \"the Zionist regime" 
as an unnatural 

brutal force to recover two captured soldiers. On July 16 
Ahmadinejad claimed 

of conspiracy in order to pose a permanent threat 

and cruelty. It is impossible for the regime to survive without 
oppression and conflict.\" The Zionists 

they are victims of Hitler 

worse than Genghis Khan.\" The same day Khamenei charged Israel 
with committing Wunprecedented crimes.\" He termed Israel 
\"satanic 

Muslims in the world.\" Mottaki called Israel a \"false regime\" 
teetering on the brink of internal decay. He said Israel commits 
\"atrocities\" -- killing defenseless people 

of Lebanese and Palestinians -- to keep itself alive. Similarly 
Larijani accused Israel of bombarding civilian areas 

hospitals 

insecurity in the Middle East. 


Theme 2: US behind Israeli actions 


4.(U) Iran blames the US for Israel\'s existence and sees 
American hands behind Israel\'s attacks on Lebanon. The US is 
thus equally culpable for Israel\'s \"crimes.\" On July 16 
announced on Iranian state radio that \"We strongly consider 
America as a collaborator in the extensive crimes of the Zionist 
regime. Without America\'s support 

lay the groundwork 

breach the air space of Muslim countries of the region 
including Syria and Lebanon 

common refrain 

Agency 

dominate the region\'s oil reserves and assure Israeli security. 


Theme 3: Hizballah actions justified 


5.(U) While chastising Israel 

their full weight behind Hizballah and Lebanon. In his Friday 
prayer sermon in Tehran July 14 

explained that Hizballah captured Israel\'s soldiers because 
Israel did not respond when Hizballah asked Israel to release 
Hizballah prisoners. Therefore 

Hizballah acted in self-defense and retaliated proportionately. 
\"Hizballah\'s action was absolutely moral 
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conscientious 

July 16 

Hizballah and regard it as their own army because it protects 
Lebanon from Zionist expansionism and fights in the name of 
Islam. The same day 

message 

hearts of Muslims and all free people around the world 
especially those of the innocent 

Palestine.\" On July 14 

spokesman Gholam-Hossein Elham and Larijani pledged Iran\'s 
legal 

Lebanese people. Larijani said Iran felt compelled to help a 
Muslim country rebuild from Israel\'s attacks. 


Theme 4: Iran threatens regional 
Israel not to attack Syria 


6.(U) Ahmadinejad repeatedly threatened Israel and the US with 
retaliation over the past week. He warned Israel it must 

apologize for current and past atrocities and allow Palestinians 

to have a free election. Otherwise 

horrible destiny.\" (Comment: The Palestinians had an election in 
January so it is unclear what Ahmadinejad was referring to -- 
perhaps Israel\'s arrest of elected Hamas leaders. End Comment). 
To the US 

supporters) do not revise their support for the regime (Israel) 

or fail to topple it 

turn into a huge outburst 

region alone.\" Feeding off his claim that the US created Israel 
Ahmadinejad warned the US to dismantle it or suffer the 
consequences. At the same time 

pose a threat to Iran. Regarding Syria 

regime attacks Syria 

response.\" Government spokesman Gholam-Hossein Elham and Najjar 
also stressed that an assault against Syria would be foolish 

and other officials hinted Iran would retaliate for Israel\'s 

actions in general. 


Theme 5: Criticism of equivocal Islamic 


7.(U) lranian officials criticized those Islamic and Arab 

countries which admonished Hizballah for provoking Israel 

despite their accompanying condemnations of the severity of 
Israel\'s response. According to Fars News 

Rahim-Safavi expressed regret that \"Many Arab and Islamic states 
have also displayed weakness in this respect. | hope that in the 
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near future different countries will adopt necessary measures 
for confronting the Zionist atrocities.\" Ayatollah Emami-Kashani 
suggested July 14 that the Islamic nation (ummah) should show 
its appreciation for Hizballah by supporting it in Friday prayer 
sermons. He also criticized Muslim writers for questioning why 
Hizballah took Israelis hostage. Mottaki called on the UN 
Security Council July 14 to force Israel to stop its attacks. 

The following day 

Islamic Human Rights Commission sent a letter to UNHCR Louise 
Arbour 

carrying out attacks in southern Lebanon and Palestine and 
killing \"dozens of innocent men 

pretext of the capture of a few of its soldiers.\" 


Theme 6: Denial of Accusations of Iranian Involvement 


8.(U) Fars News reported July 16 that Najjar denied reports Iran 
aided Hizballah militarily. An unnamed Iranian diplomat denied а 
plan exists to transfer the captured Israeli soldiers to Iran. 


The Iranian press reaction 


9.(U) The domestic Iranian press roundly condemned Israel for 
its attacks both against Gaza and Lebanon. A number of 
editorials and commentators argued Israel cannot afford a long 
war in Lebanon because it and the US are averse to military 
casualties. They predicted Israel will eventually be forced to 
retreat 

southern Lebanon in 2000 and Gaza in 2005. The pro-Khamenei 
daily Kayhan said Israel and the US\' policies will backfire 
because they are alienating the rest of the region. As a result 
\"If Iran was alone until yesterday 

Iran 
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this triangle to a square and after the establishment of the 
principle-ist government of Iraq it has turned to a pentagon. 
This pentagon is the new coordinates of the Middle East.\" 


10.(C) Comment: By distancing itself from other Islamic and Arab 
countries that have criticized Hizballah 

bolster its image as the leader of Islamic resistance against 
Israel and the US. It is unclear whether Iranian leaders\' verbal 
threats of retaliation constitute posturing or foreshadowing. 
Although it shrugs off any threat from Israel and the US 

appears to be genuinely concerned an Israeli attack on Syria 
could hurt its position there. Kayhan\'s editorial seems 
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reflective of Iran\'s grand regional strategy. 


11.(C) Comment continued: While we do not have a general sense 
of public reaction inside Iran to these hardline comments or the 
events in the region 

resent their government\'s expenditures on Hizballah and 
Palestinian terrorist groups while lranians are suffering 
economically. 

BURNS 
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force.\" On Iran 

Conclusions 

everyone was waiting for the G8 Conclusions. 


4. (SBU) On Sudan 

AMIS responsibilities to the UN. Estonia has also 
increased its own bilateral humanitarian aid to Sudan 
over the last three years 

800 

the Democratic Republic of Congo 

will support the EUVs election observation team by 
sending one long-term and two to three mid-term election 
monitors. 


Balkans 


2. (SBU) On Macedonia 

position 

Treaty on energy security. However 

GOE hopes that the Government of Macedonia will continue 
with its much needed reforms. On Kosovo 

continues to support UN Special Envoy Ahtisaari. As the 
EU will be expanding its role in Kosovo 

it is \"crucial for the Serbs and the Albanians to agree 

on the way forward." 


WTO 


5. (SBU) EU Trade Commissioner Peter Mandelson will give 
a \"state-of-play\" presentation to the Council. The GOE 
fully supports the Commission\'s position 

Estonia would support an extraordinary GAERC meeting on 
the matter if needed to ensure Doha\'s success. While 
Estonia still hopes for an agreement 

sense that failure is becoming likelier as time passes. 
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tight control of the message given to the media about a 
withdrawal 

coordination with the handover of power and responsibility to 
Iraq 


KASICKY\'S PRIORITIES 

2. (SBU) Kasicky enumerated his priorities for MoD as follows: 
- To work more closely with the Slovak President in his 
capacity as Commander of the Armed Forces; 

- To stabilize the personnel in the armed forces by providing 
better economic and social benefits 

and veterans; 

- To continue to reform the armed forces so they are better 
able to perform the tasks assigned to them; 

- To strengthen the capacity of the armed forces to respond 

to non-military threats; (Comment. We understood this to mean 
natural disasters such as floods or fires. End comment.) 

- To conduct an audit of the MoD to be sure financial assets 
are best used to meet the armaments and training needs of the 
armed forces; 

- To coordinate the activities of all Slovakia 

and defensive bodies; 

- To support the Slovak arms industry. Kasicky gave three 
reasons such support is important: a) to aid in modernization 
of Slovak forces; b) to create employment opportunities in 

the industry; and c) to promote Slovak arms on the world 
market. 


IRAQ 

3. (С) With respect to Slovakia\'s involvement in Iraq 
Kasicky described the pre-election promise to pull out of 
Iraq as \"a fact\" and a promise that needs to be kept. That 
said 

- It is important to continue supporting the Iraqi government. 
- The Slovak government will consult and coordinate all of 
their steps with all of the concerned parties. 

- Kasicky has ordered plans and calculations relating to a 
withdrawal 

to continue supporting Iraq. The goal of the MoD is to 

fulfill its promise while still remaining a \"trusted partner\" 
of the U.S. 


4. (C) Kasicky said \"When we talk about withdrawal we are not 
talking about a process of days. It will be gradual 
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purposeful 

only with you but also with the Iraqi government. The 
withdrawal will be coordinated with the handover of power and 
responsibility to Iraq 

careful when making this statement and he corrected his 
translator twice. End comment.) 


5. (C) Kasicky said that Slovakia would continue to support 
Iraq with training 
to be coordinated with U.S. 


6. (SBU) The Ambassador asked if the government program to be 
released in the coming weeks will be so detailed as to 
preclude further consultations on a range of options for 
Slovak forces in Iraq. Kasicky said that the issue of Slovak 
forces in Iraq would only be provisionally resolved in the 
government program. (Comment. Kasicky told his translator to 
repeat the word \"provisionally\" End comment.) He said there 
have not yet been any coalition discussions on this issue. 

The government program will discuss but not resolve the 
question of forces in Iraq. Time will be left to discuss 

other issues. 


7. (C) Kasicky said \"This will solve the situation in such a 
way as to provide help to the Iraqi people and maintain our 
partnership with you.\" V'We will not threaten the fulfillment 
of the tasks now assigned to our troops under difficult 
circumstances.\" 


8. (C) The Ambassador asked if the governments plans would be 
consistent with a calendar that foresees the handover of 
MND-CS territory to Iraqi control in January 2007 

training through March 2007 
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in late summer 2007. Kasicky responded that \"These schedules 
have been taken into account in our discussions and 
calculations.\" 


9. (C) The Ambassador noted that many countries have provided 
training for Iraqi 

from the Iraqis that they really need help at home. Тһе 
Ambassador expressed his hope that Slovakia will give weight 

to the idea of maintaining a presence in Iraq. Kasicky 

responded that: \"That is why we have accounted for a horizon 
of time as we prepare for withdrawing our troops.\" 


10. (C) Kasicky closed by saying that it will be very 
important for the new government to speak to the public in a 
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detailed and thoughtful way about Iraq 

collaboration of the U.S. Embassy will be useful. Kasicky 
said he expects his Defense Information School training to 
serve him well in this respect. Kasicky said specifically 

that the government will not go any further with details of 
their plans for Iraq when talking to the media without first 
consulting with the U.S. Kasicky said he does not want the 
withdrawal from Iraq to be connected in anyone\'s mind with 
anti-Americanism. Kasicky acknowledged that we may have felt 
anti-Americanism in the pre-election campaign. Kasicky said 
that his position as Minister of Defense is clear 

was glad to have met the U.S. Ambassador first 

forward to talking openly in the future. 


11. (б) Comment. Kasicky\'s past position as Spokesman for the 
Ministry of Defense came out clearly in this meeting. 

Although he stated a desire to speak openly 

guarded in his statements and he never strayed from his 
message. Kasicky\'s smiles 

impression that he personally favors maintaining a Slovak 
military presence for as long as possible 

Slovakia\'s \"gradual and purposeful\" withdrawal will far more 
resemble the Polish model than the Spanish one. End comment. 
VALLEE 
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pursue nuclear technology for peaceful purposes. Karamanlis\' 
firm response that Iran \"accept the package\" led Motaki to 
argue that Iran required more time to review the proposal 
but that in the meantime 

for \"all options.\" While in Greece 

15 Socialist International \"presidium 

attempt to flush out sympathizers among the socialist party 
leaders 

Motaki implied that the \"passive European attitude\" toward 
the Middle East concerning Iraq 

Israeli-Palestinian conflict 

between Israel and Hezbullah is partially to blame for 
continued regional instability 

the Oslo Accords. End Summary. 


PM TELLS MOTAKI TO ACCEPT THE PACKAGE 

2. (C) During a July 14 meeting with Deputy Foreign 
Minister Yiannis Valynakis 

DAS Bryza received a readout of PM KaramanlisY meeting 
earlier in the day with Iranian FM Manouchehr Motaki. 
According to Valynakis 

Motaki to accept the P5 plus one nuclear package of 
incentives and penalties delivered to Iran\'s nuclear 
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negotiator Ali Larijani in early June. Karamanlis emphasized 
the package had \"no hidden agendas 

help to build a productive relationship with the 

international community \"based on trust.\" According to 
Valynakis 

offer on the table; there is no additional time to be bought 
nor additional concessions to be made. Ultimately 

told Motaki 

response to the package 


3. (C) Valynakis reported that 

not have a concrete response for Karamanlis on the nuclear 
package 

response. Motaki emphasized that the Iranian government is 
prepared for \"all options 

ignore its people\'s \"right\" to produce nuclear energy for 
peaceful purposes. PM Karamanlis apparently retorted that he 
did in fact question that \"right.\" On timing 

repeatedly argued that it was not unreasonable for the Gol to 
take more than two months to review a proposal that took four 
months to prepare 

advance of the July 15 G-8 Summit in St. Petersburg was 
unreasonable. Ultimately 

to the impasse through negotiations that are not subject to 
preconditions or \"arbitrary\" time constraints. Continued 
demands for an immediate reply 

\"damaging atmosphere.\" 


SOCIALISTS REINFORCE MESSAGE OF THE INTERNATIONAL COMMUNI 
4. (C) Motaki visited Greece for a Socialist International 

\"presidium\" on July 15 (reftels) 

opposition PASOK leader George Papandreou 

Socialist International (SI). While we were told Motaki 

would only have a \"coffee\" with the SI delegates 

incidentally not aware Motaki would be joining them 

range of issues covered indicated a longer meeting. 

According to Paulina Lampsa 

Secretary of PASOK 


SIPDIS 

with Socialist Party leaders to \"help Iran save face.\" 
Additionally 

negotiate with Solana and lower level reps of the P5 1 
requested in his official meetings with the Greek PM. 


5. (С) To Motaki\'s reported chagrin 

confronted with the same \"tough\" message from SI as he heard 
from the GoG the day prior 

audience. For example 

Minister El-Yazghi told Motaki \"the Arab world 
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U.S. and EU 

Discussing the nuclear package 

and incentives were ambiguous. When pressed for specifics 
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he replied that it was not clear whether the economic 
incentives were a gesture \"from the EU to Iran 

to the EUA" Lampsa reported that as SI tried to push a 
formula to make some progress on the nuclear question 
accompanying officials around the minister 

Deputy FM 


ON ISRAEL 

6. (C) During his meeting with Karamanlis 

that the EU\'s passive attitude and the GoG\'s inactivity did 

not help situation in the Middle East. Motaki forewarned 

that continued pressure on Hamas would only drive them closer 
to the jihadist camp. Lampsa reported that Motaki tried to 
exploit the generally sympathetic feelings of SI toward 
Palestine to justify harsh words against Israel 

how Israel oppresses Arabs. Lampsa reported that when SI 
members criticized statements by President Anmedinejad 
regarding the destruction of Israel 

President Ahmedinejad has not made this statement -- it is an 
incorrect translation. During the SI meeting 

reportedly contended that \"you Europeans\" created the Israel 
problem with the Holocaust 

Israelis back. Motaki also suggested that regime change 
would be the best solution for the Israel question 

Jews in Israel to the whites \"expelled\" from South Africa 
after regime change there. 


ON ARMING HEZBULLAH 

7. (C) When speaking with Karamanlis 

that Motaki appeared incredulous on the current state of 
affairs in Lebanon 

to show restraint when under Israeli attack. Cooperation 
could only be considered 

compelled to stop its aggression. Iran\'s relationship with 
Hezbullah was also addressed during talks on the margins of 
the Sl weekend meeting. Although Motaki told the SI 
presidium that Iran is not interfering in the affairs of its 
neighbors 

whether Iran is arming Hezbullah Lampsa took his silence as 
a indication that the arming was true. 


ON IRAQ AND AFGHANISTAN 
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8. (С) On Iraq and Afghanistan 

characterized the EU role as \"passive.\" He explained to PM 
Karamanlis that Iran\'s geographic position affords it a 
unique vantage point to understand realities on the ground 
implying the EU should look toward Iran 

guidance in the region. Motaki characterized the state of 
affairs as \"at an impasse 

international community not continue on their current path. 


9. (C) Comment: Iranian FM Motaki\'s trip to Greece may have 
proved disappointing for the Gol. While hoping to identify a 
receptive 

party leaders attending the Socialist International meeting 

our contacts tell us that Motaki was repeatedly met with a 
stalwart and unified response reflecting the common 
international position. 

RIES 
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had \"no preconditions\" and saw no \"insurmountable obstacles\" 
to MD cooperation 

specificity\" in any U.S. proposal when it comes time to start 
formal negotiations on an MD site. In closing 

asked to meet DASD Brian Green before the regular session of 
the U.S.-Poland Joint MD Plenary scheduled for July 20 in 
Warsaw 


2. (C) In his role as chief of Poland\'s interagency working 
group on MD 

presented by his colleagues on July 10 at the MD Operations 
Sub-group meeting was actually an enumeration of \"concerns\" 
and \"areas of potential future military cooperation 

not represent preconditions. Noting that a misunderstanding 
had arisen out of last weeks discussions 

Va Polish MD site does not contain a price tag.\" He also 
sought to remove any doubts about Poland 

reiterating that an MD site in Poland would 

view 

States. In response to the Charge 

statements at last week 

categorically rejected the assertion that an MD site could 
represent a net negative for Poland 

such assertions did not reflect the GOP 

not our view 

there is an awareness among Polish policymakers that an MD 
site could provide coverage against an ICBM attack. 
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No Preconditions 
But Need Discretion 


3. (C) Kupiecki underscored that Poland brought no 
preconditions to MD negotiations and saw no insurmountable 
obstacles. He read an excerpt from a draft of the new Prime 
Minister 

a balanced and positive view of potential MD cooperation with 
the U.S. However 

clarify what a Missile Defense site entails as well as U.S. 
expectations about a site 

sovereignty-related issues are the area that will require 

that greatest care in managing. Looking ahead in the event 

of a positive USG decision to locate a site in Poland 

Kupiecki said a proposal on an MD site that is substantive 

and not vague would allow a more committed Polish response. 
He acknowledged the need for two documents: a general 
agreement and a technical protocol 

Poles would prefer a general agreement to have more substance 
than the USG 

insurmountable obstacles 

Kupiecki cautioned that the general agreement should make it 
clear that 

territory.\" Finally 

decision to move ahead on MD cooperation reach Poland before 
it hits the press. 


4. (C) Kupiecki said that he wanted to meet DASD Brian Green 
at 0900 on July 20 before the first executive session of the 
U.S.-Poland Joint MD Plenary. He underscored that nothing in 
the Polish position had changed. He speculated that if the 

MD project goes forward 

would take the lead in negotiations. Kupiecki\'s colleague 
Henryk Szlajfer 

enthusiastic about including Presidency reps in the Working 
Group session 

Embassy will discuss with the Presidential Chancellery. 
Charge informed Kupiecki that the US MD team would be holding 
discussions in Prague prior to its arrival in Warsaw. 


5. (C) COMMENT: Already aware of the concerns that arose out 
of the sub-group meeting last week 

convey a positive message on MD and remove U.S. concerns 
about linkages 
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negatively impacting on Polish security. He and Szlajfer 
went to great lengths to make clear the GOP understands the 
strategic significance of MD for advancing its security and 
its ties to the US; that there are no preconditions with 
regard to military assistance; and that there are no 
insurmountable problems that cannot be resolved 

the negotiation of two agreements - one general and one 
technical -- so that movement ahead is not held hostage to 
the conclusion of one omnibus agreement covering all 
technical details. END COMMENT. 

HILLAS 
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character\" of Israel\'s reactions 

acknowledging that Israel had been provoked. Chirac warned 
that the current crisis threatened the stability of the 

entire region. 


3. (C) Prime de Villepin and FM Douste-Blazy departed for 
Lebanon this afternoon after a meeting with Defense Minister 
Alliot-Marie. According to MFA officials 

their counterparts 

people 

Minister de Villepin will likely address the French community 
and meet with French evacuees as they depart Lebanon via a 
Greek ferry ship bound for Cyprus. 


4. (C) On July 17 

Middle East Affairs 

FM had contacted Israeli FM Livni late on the night of July 

16 

the situation and advise them of today\'s mission. He was 
also in contact with his German and Spanish counterparts 
about evacuation efforts and analysis of the crisis. Mr. 
Guilhou reiterated points made by Chirac at the G8 concerning 
immediate implementation of UNSCR 1559 and the protection of 
civilian populations. He was unsure what steps France would 
seek in the Security Council at the moment but mentioned the 
possibility for further UNSC action. Expressing a certain 
frustration at Israeli military actions 

destruction to civilian infrastructure was making French 
evacuation operations difficult. 


5. (C) France is moving quickly to evacuate all French 

nationals seeking assistance. Overnight 

the French have reinforced their Embassy personnel and sent a 
passenger ferry to Lebanon that should hold as many as 1 
people. They have activated helicopters 

and a Dock Landing Ship with capability of hosting up to 

1 

living in Lebanon 
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may be in need of evacuation. The French Joint Operations 
staff is estimating 6 

first ferry from Lebanon should arrive in Cyprus the evening 
of July 17. 


6. (U) The key messages delivered by most officials and 
commentators on the situation were mixed 

disproportionate use of force by the Israelis 

spread of violence into neighboring states 

Iran\'s influence on Hezbollah\'s actions 

destruction of years of rebuilding in Lebanon after the 

brutal civil war. Interior Minister Nicolas Sarkozy called 
Hezbollah the \"aggressor\" and supported Israel\'s right to 
defend itself. He went further than other French officials 

by publicly commenting on links between Hezbollah and Iran. 
Former Minister of Foreign Affairs under President Mitterand 
Roland Dumas 

blamed Israeli and US policies for the current crisis. He 
pressed for France to take a lead role in seeking an 

initiative with other "поп Anglo-Saxon\" countries like Italy 
Spain 

Charette called HezbollahVs actions deliberate and clearly a 
concerted effort with other actors in the region 

Syria and Iran. Israel\'s overreaction to Hezbollah\'s 
provocation 

as the aggressor. He called for the EU to take a more active 
role in the crisis 

policy in the region. UMP Parliamentarian 

also warned of the implications for further escalation. 

Israeli actions 

radicalize Hamas. Iran 

the events as a way to turn attention away from the Iranian 
nuclear question at the G8. 


Please visit Paris\' Classified Website at: 
http://www .state.sgov.gov/p/eur/paris/index.c fm 
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reaction to the abduction of Israeli Cpl. Gilad Shalit to the 
\"tactics employed by the Third Reich. On the bilateral 

front the GoF and Pakistan discussed enlarging their areas of 
cooperation and creating a strategic partnership. END 
SUMMARY. 


UN REFORM AND IRAN 


2. (C) PolOff met with French MFA Pakistan desk officer Cyril 
Gerardon on July 11 for readout of the Kasuri/Douste-Blazy 
meetings in Paris on July 5. On the subject of UN reform 
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Gerardon reported that Kasuri emphasized that the UN needed 
to become more \"egalitarian 

be achieved if Pakistan were not given a seat on the Security 
Council along with India. Switching to Iran 

inquired about Abdul Qader Khan 

Iran 

sensitive technologies 

information concerning technology transfers to Iran. Kasuri 
surprised by the question 

already been provided to the satisfaction of the United 
States. Given his respected position as the father of 
Pakistan\'s nuclear program 

his actions 


3. (C) Kasuri continued by saying that the recent dispute 
between the P5 1 and Iran over whether Iran should respond 
to the incentives package in mid-July or early August 
amounted to a difference of a \"couple of weeks 

Kasuri contended 

Iranian domestic component to the Iranian nuclear issue that 
the West should not ignore. Kasuri expressed regret that 
acrimony between the U.S. and Iran was preventing the two 
countries from better exploiting their many convergent 
interests. He said that the U.S. and Iran would both benefit 
from stable governments in Iraq and Afghanistan; he said that 
both countries were against the Taliban in Afghanistan and 
against the Baathist and Wahabi resistance in Iraq. Sadly 

he added 

other in pursuit of common goals. 


ISRAEL 

4. (C) While Douste-Blazy said that the Israeli reaction to 

the abduction of Israeli Cpl. Gilad Shalit was 

disproportionate 

likened it 

employed by the Third Reich.\" Kasuri claimed that Pakistan 
perhaps more than any other Muslim nation 

Jews 

with members of the American Jewish Committee. Kasuri said 
that Musharraf viewed contact with an \"enlightened Jewish 
community" -- that recognized the utility of compromising 
with the Palestinians -- as a means of progressing towards a 
peaceful solution to the conflict. He added that recent 

Israeli actions have dampened Pakistani optimism that such a 
solution is attainable with the current Israeli government. 
Kasuri opined that the U.S. 

concerns about Iraq 

improve the situation. 


RUSSIA 
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5. (C) Kasuri expressed shock and anger in response to 
Russian President Vladimir Putin 

killing of five Russian diplomats in Iraq. Kasuri 

showed little sympathy for the Russian president through the 
meetings 

risk of exacerbating tensions between the Muslim world and 
the West. Kasuri encouraged France to combat negative 
stereotypes of Islam and Muslims in France and in the EU 
saying that ordinary Pakistanis were very much concerned with 
Western portrayals of Islam 

prominent play in the Pakistani press. 


2007 ELECTIONS 


6. (C) Douste-Blazy pushed for democratic elections in 
Pakistan in 2007 in accordance with the expectations of the 
international community. Kasuri 

such elections would occur 

of a more democratic society were already in place in 
Pakistan 

press\") and a parliament that had been duly elected. 


BILATERAL 

7. (C) On the bilateral front 

enlarging their areas of cooperation and creating a strategic 
partnership (Gerardon explained that the term Strategic 
Partnership 

with the strategic partnership France already enjoys with 
India). France and Pakistan agreed to establish a technical 
university in Karachi 

assembly plant to be built in Karachi. The two parties also 
discussed the sale of armaments 

Douste-Blazy stressed the importance of controlling access to 
dual-use technologies. 

Please visit ParisW Classified Website at: 

http://www .state.sgov.gov/p/eur/paris/index.c fm 
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The United States remains firmly committed to working with 
others to establish the foundations for a lasting peace in 

the region -- a foundation that would have been undermined 
had this draft Resolution passed. 

End Statement. 
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3. Peru 

abstentions. Peru said that the draft did not adequately 
reflect the facts on the ground 

of the soldiers and the firing of Qassam rockets into Israel 
that precipitated the Israeli response. Nor did the 

resolution mention failure to comply with the Quartet 
principles by the PA. Peru called for the release of the 
Gilad Shalit as well as illegally detained Palestinians. 
Denmark also said it abstained because the draft resolution 
did not adequately reflect the facts on the ground. Denmark 
called for the release of Palestinian legislators and for the 
Palestinian leadership to bring an end to the violence and to 
immediately arrange the release of detained Israel soldier. 
Slovakia called for the release of all abducted persons 
noted the draft resolutions failure to call on Palestinians 

to adhere to Quartet principles as well as the absence of any 
reference to events occurring on the Blue Line. UK said that 
the text was not sufficiently balanced and did not reflect 

the facts on the ground. The UK also regretted that the 
sponsors of the draft resolution had not provided greater 
opportunity for discussion. UK called for the release of 

Cpl. Shalit 

and noted that Israel had the right to self-defense 

should be carried out in a measured way. 


Palestinian 


4. Palestine and Israel 

meeting 

Mansour\'s comments 

Palestinian infrastructure and suffering of the Palestinian 
people as a result of Israeli actions 

reference to any Palestinian actions -- the abduction of an 
Israeli soldier 


5. In his statement 

U.S. \"for its bold stand\" and for other Member States who 
abstained on the resolution. Gillerman said that a year ago 

Israel disengaged from Gaza and six years ago 

withdrawn from southern Lebanon. Neither were easy processes 
for Israel. And in each case 

Lebanese respectively had choices: either to care for their 
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people and improve the quality of life or allow their 

territory to be used as bases for terrorism. Tragically 

each case they had chosen the latter -- that the respective 
governments had chosen to make their own people hostage to 
terror. Israel had withdrawn from these territories 

would not permit these areas to be used as launching pads for 
terrorist action. 


6. Gillerman said that Israel had been under attack and had 
taken the necessary steps to defend it self only after all 
international efforts to mediate had failed. He said also 

that the world was witnessing the actions of Hamas and 
Hizbollah but they were simply the executioners of the Syria 
and Iran 

persistent Arab characterizations of Israel as \"the Occupying 
power 

Palestinian lives and that it is not Israel but Terror that 

is the \"occupying power\" of the Israeli 

Lebanese people. Finally asking 

colleagues would do if their own countries were under attack 
borders infiltrated 

that they would do exactly what Israel is doing now to 
protect its people. 

BOLTON 
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robbers.\" Post has no information on how these suspects 
died 


3. Arbitrary and Unlawful Deprivation of Life. Police 

policy requires that the police must issue a written report 
before a victim of a gunshot wound can be treated in 
hospital. This level of delay could have fatal consequences 
for the victim. Media reports speculate that sometimes 
reports are delayed due to police involvement in a shooting. 
Post cannot independently confirm any individual cases in 
which this has happened 

situation and report any new developments. 


4. Arbitrary and Unlawful Deprivation of Life. Media 

reports from Anambra State say that police conducted a major 
raid on MASSOB 

Sovereign State of Biafra. 69 people were arrested and 2 
were killed. Afterwards 

media he believed the earlier kidnappings of 4 of his 

officers were tied to MASSOB 

the raid was in revenge. 


5. Arbitrary and Unlawful Deprivation of Life. Media 
reports indicate Juth Akpowbo was arrested in Kano State 
after being accused of robbing the staff quarters of Bayero 
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University. Two weeks later 
apparently never having been released from custody. 


6. Arbitrary Arrest or Detention. A U.S. citizen 

photojournalist was arrested in Bayelsa State after taking 
pictures of an oil installation. Established government 

policy prohibits photographing official installations. The 
photographer was detained by State Security for 3 days before 
being released without charges. 


RESPECT FOR CIVIL LIBERTIES 


7. Freedom of Speech and Press. As post reported in septel 
(Ref A and B) 

raided the offices of Africa Independent Television (AIT) on 
June 14 and arrested presenter Gbenga Mike Aruleba. The 
previous day 

government. He was released the next day on bail 
re-arrested along with journalist Rotimi Durojaiye. The 
arrests were due to a story Aruleba aired and that Durojaiye 
wrote saying President Obasanjo had purchased a second hand 
airplane after having received funds to buy a new plane. 

Both journalists were released on bail June 29 

another hearing July 25. They are being charged with 
sedition. 


8. Freedom of Speech and Press. In late March 

Radio in Kano was restricted by the GON and not allowed to 
broadcast each day from 5 p.m. to 10 p.m.-- prime hours for 
revenue generation. While the ban only lasted a few days 
came in response to Freedom Radio\'s airing of live call-in 
shows where many people were openly critical of the 
government. 


9. Freedom of Peaceful Assembly and Association. The 
Nigerian legislature is currently considering an \"anti-gay 
marriage\" bill. However 

in Nigeria. Section 7 of the new bill would ban the 
\"registration of gay Clubs 

would penalize anyone who does not turn in other people 
involved in advocacy of gay issues. Post will continue to 
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monitor the progress of this legislation. 


10. Freedom of Peaceful Assembly and Association. Embassy 
contacts report that the Public Order Act has been used to 
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break up political gatherings critical of the government. 
One contact 

Representatives 

spring which was broken up under writ of this act. 


11. Freedom of Religion. An embassy contact in the 
Christian community from Kaduna state aired complaints 
against the implementation of sharia law in his state. The 
resources of the state are being used to administer justice 
in sharia courts 

from receiving employment or otherwise participating in these 
courts. This contact\'s problem with sharia law was not the 
severity of its punishments but that in sharia courts state 
resources are being used to the benefit of only one faith 
group. Authorities respond that traditional courts (distinct 
from the normal civil courts) could hear cases from other 
religious groups. While these courts might be helpful to 
traditional religious groups 

Nigeria\'s large Christian population. 


12. Freedom of Religion. In theory 

courts is only applied to Muslims who choose to participate 

in those courts. However 

that the cases of people who are not Muslim are being brought 
before Sharia courts. Additionally 

severe punishment against those who leave Islam 

limiting the ability of a Muslim to change his faith or for 
someone of another faith to practice outreach to Muslim 
communities. 


RESPECT FOR POLITICAL RIGHTS: THE RIGHT OF CITIZENS TO CHANGI 
THEIR GOVERNMENT 


13. Elections and Political Participation. IFES 

international democracy building NGO 

election conferences which concluded this month (Ref C). 
They pointed out many challenges Nigeria faces in preparing 
for next yearVs elections. One difficult issue is that the 
tribunals set up to hear election disputes do not have the 
power to implement their decisions. Another problem is a 
lack of trust among the polity which increases the likelihood 
someone will challenge the elections as unfair. The 
conference series also pointed to violence surrounding the 
2003 elections and said the problem would likely recur in 
2007 without important legal changes. 


14. Government Corruption and Transparency. Media reports 
indicate that on June 6 
the House of Representatives explaining why he withdrew 2.1 
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billion naira (16.4 million USD) from a petroleum account in 
support of the national census in March. Accusations 

persisted in the media for the rest of the month that proper 
channels were not followed for the withdrawal 

the money was poorly accounted for. His explanation was that 
the money was needed on an emergency basis when the census 
had to be extended. The investigation continues. 


GOVERNMENT ATTITUDES REGARDING INTERNATIONAL AND 
NONGOVERNMENTAL INVESTIGATION OF ALLEGED VIOLATIONS OF HU 
RIGHTS 


15. A representative of an international NGO concerned with 
democracy promotion had to leave the country on an emergency 
basis and return to the U.S. this month due to an issue with 

the registration of his group. The group continues to 

operate 

exactly what happened. 


DISCRIMINATION 


16. Women. An NGO contact says that Nigerians describe 
widowhood practices 

country 

inheritance laws vary from state to state and frequently 

limit women\'s ability to inherit property when their husbands 
die. This results in some widows having no means of 
financially supporting themselves. An embassy contact who is 
a member of the House of Representatives indicated he has 
introduced a bill trying to alleviate the problem 

it has been swamped underneath what legislative leaders 
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believe to be more pressing issues. 


17. Trafficking in Persons. The TIP report released this 
month says that the national anti-trafficking agency 

is making valiant efforts to combat trafficking in Nigeria. 
However 

efforts. Their headquarters was recently broken into by a 
group of between 20-40 men. The assailants tied up 2 guards. 
The embassy has received conflicting reports as to whether 
other staff were tied up 

injured. PolOffs saw two heavily damaged file cabinets which 
had been broken into. The director of NAPTIP says that 
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nothing was missing 

robbers did not find what they were looking for. 
Additionally 

Police have not developed any leads. 


18. National/Racial/Ethnic Minorities. Human Rights Watch 
issued a report this spring 

pointing out problems caused by discrimination against 
Nigerians not considered to be \"native\" to the region or city 
in which they reside. (Note: Nigerians are considered to be 
\"indigenes\" or natives of the home of their paternal 
relatives. End note.) As a result 

the country which are not their \"native\" lands frequently 
experience discrimination from civil authorities. 


WORKER RIGHTS 


19. The Right to Organize and Bargain Collectively. NITEL 
the national telephone company 

of June (Ref D and E). This caused all land line telephones 
in the country to stop working for several days. The strike 
began because workers had not been paid in several months. 
At least 4 representatives of the National Association of 
Telecommunications Employees were arrested 

are no charges known to be pending against anyone. The 
strike was eventually settled with no further reprisals. 


20. Acceptable Conditions of Work. As reported in the 
previous item 

February 2006. The money which was eventually released to 
them did not meet the entire amount of their back wages and 
benefits. 


TRENDS TO WATCH 


21. Preparations for next year\'s elections are a central 
concern of the Embassy and will remain a focus of our human 
rights reporting. We believe that other elements of human 
rights -- notably including press freedom -- are also an 
important indication of the government\'s plans for the 2007 
election. We will continue monitoring the legislative 

progress of the anti-gay marriage bill and the sedition case 
against Aruleba and Durojaiye. 

FUREY 
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take place in the Angolan province of Namibe at a 
yet-to-be-announced time. End Summary. 


Final Text Approved 


2. On July 15 

Administration 

Forum for DialogueVs (FCD) President 

approved and signed the final text of the Cabindan Peace 
Accord as a Memorandum of Understanding in Brazzaville 
Republic of the Congo. The GRA delegation 

Pereira 

President dos Santos\'s Head of Military Affairs 

Maria 

Correia \"Banza\" 

The FCD delegation 

of thirty individuals 

traditional leaders. 


3. The discussions in Brazzaville 

and African Union President 

Thursday 

Jornal de Angola 

accord has six main components: special political and 
economic status for the province 

cessation of hostilities 

reduction of FAA soldiers in Cabinda 

of FLEC into various governmental positions and the Cabindan 
community. The accord also creates a Joint GRA/FCD 
Commission to ensure that the six components are implemented. 


Special Status Still Undefined 


4. Although Cabinda\'s special political and economic status 
was one of the six components of the accord 

details of this status remain undefined. According to 
Minister Pereira 

conversations 

development of the region.\" A July 15 article in the Jornal 
de Angola noted that the specifics of the special status 
dominated the negotiations and that the GRA was concerned 
that certain of FCDVs requests were constitutionally 
unfeasible. 


Comment - \"Point of No Return\" 


5. Minister Pereira\'s statement that the negotiations had 
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reached the \"point of no return\" sums up the current state of 
the Cabindan Peace Accord. According to the Jornal de 
Anogla 

relations purposes 

Cabinda. The official signing of the Cabindan peace accord 
is slated to be signed in the Angolan province of Namibe 
province at a yet-to-be-announced date. End Comment. 
EFIRD 
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2.(С) In an earlier era this scenario could portend the 
imminent removal of Afghanistan 

an elected President and Parliament 

international security and reconstruction presence (including 
potentially pivotal military action currently underway in the 
south) 

becoming a &lame duck8 years before the end of his term 
the Presidential Palace needs to be galvanized into effective 
action to promote better decision making support for the 
President using the latest mechanisms developed in 
consultation between the GOA and the international community 
(reftel). Process alone will not suffice. We need to 

intensify pressure on Karzai to take concrete steps to 
demonstrate leadership and we need to back this up with 
development assistance. Otherwise 

continue to wane and our objectives here will become harder 
to attain. END SUMMARY. 


Security Concerns: The Talk of the Town 


3. (C) Typical conversations in Kabul almost always touch on 
the security situation 

this has been an over-riding issue among the Afghan populace 
since the collapse of the Taliban regime and in one way or 
another is a daily topic in the media. High ranking 

officials and their families (when their families are 

actually residing in Afghanistan) live in secure premises 

where uniformed and armed guards control access to the walled 
courtyards. The guards are generally from the same town 
and/or ethnic group as the principal whom they are 

protecting. High ranking officials travel with security 

guards at all times 

weapons. For the mass of the Kabul population 

these precautions are not an option. Normal Kabul residents 
do not feel safe traveling late in the evening 

and lanes empty out soon after nightfall. 


4.(C) Afghan friends readily admit that they have weapons 
at home for personal protection 
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automatics. They do so because they feel no confidence in the 
ability or willingness of local police to protect them 

come to their homes if called. As one Afghan pointed out in 
a recent conversation 

even answer the phone. If they eventually answer 

take several hours for a patrol car to arrive. If and when 
the police do arrive 

or protect the household 

the matter will depend on the social and political 
connections of the parties involved. One Kabul friend 
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related a recent incident of being involved in a routine car 
sale where the purchaser changed his mind a few days after 
the deal was concluded 

the National Directorate of Security to enforce his reneging 
on the deal. The car seller trumped him by calling on his 
own contacts from the Ministry of Interior 

left in a huff. The seller commented that if he had not had 
such MOI connections 

to personal injury 

to injury 

themselves are often responsible for crimes against private 
homeowners. 


5. (C) Overall 

security situation in Kabul today unfavorably to the way it 
was under the Taliban. Special pejorative comment is reserved 
for the newly appointed Kabul Police Chief 

a long history of crime in his resume. It is incomprehensible 
to many people in Kabul why he was appointed to his new 
position by President Karzai. In other countries 

perception that security is on a downward spiral might not 
reflect directly on the office of a president 

police and military appointments in Afghanistan directly 
involve the Palace 

Karzai himself. 


6. (C) The bottom line in this litany of complaints and 
general uneasiness is that President Karzai has been in 
office since 2001 

unsuccessful in dealing with local security issues 

his personal appointees to police positions are often 
directly responsible for the deteriorating situation. The 
Karzai record in this regard is judged a failure by many 

the fact that he himself rarely appears in a public venue in 
Kabul or in the provinces only adds to the public perception 
that he is cut off from reality on the street. 
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The Paradox of U.S. Support: Strategic Ally 


7.(С) Afghans іп Kabul seek constant reassurance that the 
U.S. and coalition forces will stay on 

preferred timetable for eventual withdrawal of the western 
security forces 

10 years8 or ¿until the security situation is guaranteed8. 

At the same time 

security measures taken by these same forces. &Reckless8 
driving by military convoys and IC vehicles 

blockades and detours that divert Afghan traffic from 
proximity to USG and other international facilities are a 
source of daily public irritation. The paradox extends to 

the way people regard President Karzai 

western governments 

Secretaries of State and Defense are appreciated by the 


SIPDIS 

public 

by Taliban propaganda) that President Karzai is an American 
&puppet8 who relies on a foreign army to stay in power. 


8. (C) The ability of the American Ambassador or the USG to 
call the shots in Afghanistan is a highly exaggerated part of 
local lore 

is both appreciated because it keeps the spigot of financial 
assistance open 

to be weak. For those Afghans who do not directly benefit 
from foreign aid largesse (and for those who have forgotten 
that they have benefited) 

that President Karzai is simply a puppet who does not have 
the ability or the power to make his own decisions. Very 
credible stories of his constantly changing mind and of undue 
influence exerted over him by his Palace advisors are 
repeated over and over 

not qualified to lead the country. 


9.(C) The additional paradox in this Afghan view of the 
U.S. role is that some deus ex machina figure 
USG support 
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name of former Interior Minister Jalali (a U.S. citizen 
currently teaching at NDU) is being widely circulated 

one version having it that Jalali is even now hidden in the 
U.S. Embassy until the time is right. Less widely circulated 
rumors are attached to former U.S. Ambassador Zalmay 
Khalilzad 
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Rector Ashraf Ghani Ahmadzai (now living in the U.S.) and 

even Mustapha Zaher 

current Administrator for Environmental Affairs) as possible 
presidential replacements. The rumor mill fails to take into 
account the need for an election if Karzai steps down 

seems to assume that one or another of these men would simply 
step in and take over with American or other foreign support 

just as was done with a long line of other Afghan leaders in 
times past. 


Everyone Else is Corrupt! 


10. (C) There is an inherent paradox in the perception of 
Karzai 

for Afghanistan 

leader. Afghans appreciate his ability to deal on the 
international stage 

he has obtained abroad is quickly forgotten when people start 
to complain about the lack of progress over the past four and 
a half years of his administration 

start to talk about the corruption and ineptitude of many of 
his appointees. There is a vague recognition that he must 
balance ethnic and religious appointments among governors 
ministers and police chiefs 

incompetent and corrupt appointees 

unfortunate histories of war crimes 

positions ) outweighs the political niceties of his 

balancing act. To continue the paradox 

politicians who inveigh against his selections want 
representatives from their own political/ethnic group with 

the very same lack of qualification to be appointed to top 
positions. Down at the popular level 

is that new police and political figures all too often simply 
revert to the bribery demands and ethnic games of their 
predecessors. Given the low salaries of government and 
police officials 

start to require gifts for services rendered 

popular view the demands have become exorbitant. 


11. (C) And bribery appears to be everywhere 

popular anecdote. One top MP recently described to Poloff 
how many gifts he routinely had to give to Cabinet Ministers 
and other officials in order to get import licenses for his 
business concerns. A Kabul resident who is trying to renovate 
his home described the expense encountered in order to get 
the necessary (and theoretically free) permits to do the 
work. Money is simply slipped directly to the inspectors. 
Stories about bribery and corruption throughout the official 
bureaucracy are endemic 

immediate family. In a discussion about drug trafficking 
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with a high school student in a remote province some months 
ago 

&Don 

his own brother (Ahmad Wali Karzai)8. 


12. (C) The bottom line on corruption: Once again 
President Karzai has been in office since late 2001 
corruption seems to have skyrocketed under his watch. A 
Kabul friend of Poloff commented wistfully that whatever 
their bad side was 

entirely true) 

official who was accused of demanding bribes for his 
services. Karzai is judged as unable to even keep his own 
house (because of widely believed stories about his brother 
and other family members) in order. 


Fanning the Flames of Rumor 
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13. (C) Stories that Karzai is leaving office are everywhere 
in Kabul and have spread to the provinces as well. 
Speculation goes on at the highest levels 

people who presumably have a stake in his staying in power. 
This week a Deputy Minister of Interior relayed concerns 
about the current perilous state of the Karzai administration 
to an Emboff 

Karzai 

ministry. A Poloff in Mazar-e-Sharif has relayed rumors 
current there that a coup is in the offing in Kabul 

Uzbek strongman Dostum mentioned plans (will he be personally 
involved?) for unrest and demonstrations against the Karzai 
presidency. Embassy FSNs at all levels relate street gossip 
that claims Karzai is en route out. A similar account of 
Karzai as almost finished comes from the ex-King 


What Does it All Mean? 


14. (C) If popular rumor du jour was the only criteria 

Karzai would already be out of office and the political 

funeral games would be going on in earnest. His departure 
would have been of his own accord and resulted in a hurried 
departure from the country with his family and a few top 
supporters 

Afghan method (as happened in recent memory to Presidents 
Daoud 

unmarked graves. Another scenario would be through a coup 
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that occurs when he is on a trip abroad (as happened to 
ex-King Zaher Shah). According to the Constitution 
removal or resignation of the President would see the First 
Vice President 

father-in-law 

until elections could take place 

time period. 


15. (C) But rumor and gossip are not the only criteria 
conditions are very different today than in the volatile 

1970s. The rumor mill - a deeply rooted tradition here - is 
taking on a life of its own 

proportion to reality 

has been over the last few years. There is a large military 
coalition presence which plays a vital role in maintaining 
overall security 

population would be opposed to any resurgence of violence. 
The powerful Hazara minority would support every attempt to 
maintain stability (just as it now supports the 

administration because it does not want to see a return to 
civil strife with its recent memories of harm to the Hazara 
community). Many of the once-violent commanders and 
ex-warlords are now deeply engaged in business and real 
estate speculation 

hurt their pockets. The international community plays a vital 
role in Afghanistan 

ex-warlord realizes that international support is a sine qua 
non for Afghanistan. There is 

the Afghan political horizon who could assume he had a green 
light from the foreign countries on which Afghanistan depends. 


16. (C) Perhaps most important 

Afghanistan which has both legitimacy and power 

has the constitutional mandate as well as the national voice 
to engage in any talk about the President 

Parliament re-opens on July 23 

Wolesi Jirga agenda is a discussion ) certain to be 

televised ) on security in the country 

confirming the remaining Supreme Court and Cabinet nominees. 
Individual MPs are fully seized with the question of the 

Karzai government 

directly involve many of the country 

leaders - is certain to both free wheeling and soul 

searching. At this point it is impossible to foresee where 

the debate will lead 

discussion that both Karzai and the government need in order 
to restore a sense of confidence and direction to themselves 
and the country. 
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What Can We Do? 


17. (C) Senior USG officials should 

opportunity presents itself 

but carefully considered decisions. We should sustain 
pressure to remove incompetent and corrupt officials 
especially governors and police chiefs and his brother Wali. 
Karzai has shown that he can and will do the right thing 

only when we and others in the international community lean 
on him. 


18. (C) We should support 

strategic communications and decision-making mechanisms 
outlined in reftel. These will strengthen the Presidency as 

an institution and facilitate the President 

his successors) ability to place himself above the fray of 
daily politics. 


19. (C) We should continue to show our support for 
Afghanistan 

for Karzai. Our VIP visitors should increasingly interact 
with MPs and representatives of other institutions of the 
country 


20. (C) We should manage the ISAF transition in a way that 
bolsters Karzai 


21. (C) We should continue to help Karzai ) through a mix 
of assistance and discussion ) to build truly national 
institutions 

address by law and regulation those conditions that enable 
malfeasance and corruption; and to develop the country\'s 
infrastructure 
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will likely continue to follow the EU\'s strategy and focus on 
ensuring safe evacuation for its citizens. End summary. 


Column 3 

2. (U) Both Portuguese President Cavaco Silva and Foreign 
Minister Amado have expressed concern about the violence and 
called for an international resolution to the crisis. (All 

quotes below are informal translations.) 


-- \"It is very dangerous for the world. The level of 

conflict that has been reached in the Middle East is truly 
worrying and | hope the international community quickly 
exerts the necessary pressure upon all parties involved to 
make them resume negotiations.\" - President Anibal Cavaco 
Silva 


-- \"We have been following with great concern the situation 

in the Middle East resulting from the conflict between the 
State of Israel and the Hezbollah movement and we repudiate 
the escalation of violence because it endangers innocent 
civilian lives." - Foreign Minister Luis Amado 


-- VNaturally we support the diplomatic efforts being 
developed by several sectors of the international community 
with a view to re-establishing dialogue and an agreement to 
put an end to this escalation. We have been following the 
efforts of the Finnish EU Presidency and we identify with the 
EU\'s diplomatic solution to this conflict. We are also 
concerned - and the Secretary of State for the (Portuguese) 
communities has been following throughout the day - with the 
situation of the Portuguese caught in the middle of this 
conflict 

July 17 


3. (U) Prime Minister Socrates and Finance Minister 
Teixeira\'s have focused on how events could affect Portugal\'s 
economy and citizens: 


-- \"Portuguese citizens currently in Lebanon are well aware 
of the situation. The contingency plans and conditions to 
have (Portuguese citizens) return to Portugal have been 
created" - PM Jose Socrates 


-- We regard the latest events and the consequent increase 
in fuel prices with concern 

that this could undermine the growth of the Portuguese 
economy. - Finance Minister Fernando Teixeira dos Santos 
July 15 


Leftist Politicians Criticize 


Column 3 


4. (U) While the GOP has refrained from passing judgment on 
either the Hezbollah or Israel 

have strongly condemned Israel\'s actions and the GOP\'s lack 
of censure. 


-- VThe PCP (Portuguese Communist Party) condemns the Zionist 
Government of Israel and demands the end of the criminal 
escalation of violence that is causing numerous victims (() 

and dragging all the Middle East into a conflict of even more 

vast and dangerous proportions.\" 

- Official PCP communique 


-- V| am sure we will not hear this Foreign Minister say 
anything because he will comply with whatever the U.S. has to 
say.\" - PCP Leader Jeronimo de Sousa 


-- \"The situation in Israel is crossed by rivers of 
Palestinian blood and for one single reason which is the 
richness of oil. That is why the U.S. wanted to occupy Iraq 
and that is why it now threatens Iran. 


\"The savagery that is now taking place in the frontiers of 
Israel with Palestine and Lebanon is authorized 
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and encouraged by the U.S. President George W. Bush. 


\"Europe 
defend those countries and to prevent war." - Left Bloc 
Leader Francisco Louca 


5. (SBU) We suspect that GOP leaders will continue to walk a 
fine line on this issue 

to the crisis in the Middle East and avoiding blaming either 
side for the current violence 

solidarity with the EU position. Criticism of Israel and the 
U.S. by the Portuguese Communist Party (PCP) and the Left 
Bloc will continue 

policy 

Portugal\'s population (the PCP holds 12 of Parliament\'s 230 
seats 

Portugal\'s two main political parties -- the left-of-center 

PS and the right of center PSD (who together control 196 
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Parliamentary seats) -- have said nothing about the crisis; 
their websites convey positions on a range of current events 
but do not mention the fighting in Israel and Lebanon. 
O\'Neal 
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wil" and an editorial published January 27 pronounced 
Hamas\'s victory the \"beginning of the Palestinian people\'s 
salvation.\" The French language daily 

(June 26) 

acknowledge the real political and economic risk that the 
election of Hamas presented to the Palestinian people\'s place 
in the international community. 


3. (U) According to the Center for the Study of Popular 
CultureVs online publication 

a November 2004 Attajdid editorial written by PJD member and 
editor-in-chief of Attajdid 

for common action and reconciliation between the regimes and 
people of the Arab and Islamic worlds in order to prepare for 
what he considered a \"very difficult stage\" after President 
Bush\'s reelection. The PJD has also been critical of 
America\'s policy on Iraq (Ref E). 


4. (U) The French language weekly 

reported that the PUD does not accept IsraelVs legitimacy and 
calls it the VZionist entity.\" It also reported that after 

the Israeli withdrawal from Gaza 

congratulated Palestine for recovering V'all stolen 

Palestinian territories." The PJD considers Hamas the 
\"democratically elected government of Palestine\" and the 
Movement for Reform and Unification (MUR) 

PJD 


5. (U) On May 6 

delegation attending the 17th Pan-Arab nationalist congress 

in Casablanca. Abou Marzouk and Oussama Hamadane 
influential Hamas members 

leaders. (Note: PJD Parliamentarians Mustapha Ramid and 
Mouqrie Abou Zeid regularly participate іп Pan-Arab 
conferences in Syria and Lebanon where they meet with members 
of Hamas 

Note.) According to the French language weekly 

Hebdomaire (July 7) 

the heads of the PUD and Hamas during the congress. The PUD 
tried to organize official meetings between the Government of 
Morocco (GOM) and Hamas but was not successful 
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press sources. Le Journal Hebdomaire also reported that 


during the visit a group of PJD parliamentarians decided to 
cede one month\'s salary to Hamas to provide humanitarian 
support to the Palestinian people. 


6. (U) Aujourd\'hui le Maroc (June 26) reported that during an 
open session at Parliament 

represented by Abouzid El MogriVe El Idrissi 

GOM that it was one of the few Arab states to continue 
contact with Israel and demanded the immediate 
discontinuation of any formal relationship. The group also 
called for the GOM to open itself to the Palestinian national 
government formed by Hamas. During the session 

deputies called for an extraordinary session for the two 
houses of Parliament to further discuss the Palestinian 
cause. Although the PJD has called on the GOM to support 
Hamas 

consistently pledges concern and support for the Palestinian 
people 


7. (U) The PJD denounces Israeli aggression in Palestine (Ref 
F) and helped organize a demonstration held July 8 in Rabat 
to show support for Hamas and Palestinians in the 
Israeli-Palestinian conflict. 


8. (U) According to Front Page Magazine (December 21) 
newsmagazine 

Muslim Brotherhood and that it follows a typical Islamist 

line. Front Page Magazine (April 20) also reported that 

noted Moroccan political analyst 

Aujourd\'hui le Maroc that the PJD and Hamas have \"the exact 
same ideologyW based on their communiques and are both 
branches of the Muslim Brotherhood 

to prove that an official network exists. 


9. (U) The Attajdid web site has a link to the web site of 

the \"Union of Good 

Hamas-funding charities established in October 2000 by Sheikh 
Yusuf Qaradawi 

of the Muslim Brotherhood. MUR is a member organization of 
the Union of Good and Dr. Abd Ziyad Al-Mughrabi al-Idrisi 
member of the PJD and the consultative council of the MUR 
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a trustee of the Union of Good 

Magazine (April 20). The Union of Good is constituted of at 
east five Specially Designated Terrorist entities SDGT) 
including Interpal 

Comite de Bienfaisance et de Secour aux Palestiniens (CBSP) 
Sanabil al-Aqsa 

(Switzerland). In adition 

to the eb site of Interpal 

pursuant to executive order 13224. 
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Visit Embassy Rabt\'s Classified Website; 
http://www.state.sgov.go/p/nea/rabat 
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Greene is sworn in as Acting Commisioner 

confirmation as permanent Commissioner is virutally cast in 
stone. Jagdeo told Ambassador July 11 there would be big 
changes in the post-electoral cabinet 

several Cabinet members 

Luncheon began his meeting with the Ambassador by announcing 
that he would retire after the election 

His displeasure with Jagdeo was clear throughout the meeting 
and highly atypical. Luncheon and Greene were schoolmates 
and remain close. Post has doubts as to whether Luncheon 
accurately conveyed the substance of Ambassadors warnings to 
Jagdeo. 


5. (S/NF) Jagdeo also called in UK High Commissioner Fraser 
Wheeler the afternoon of July 12 to preview the decision on 
Felix and Greene. Wheeler told Jagdeo \"we have problems" 
with Greene and asked if Felix could stay on through 
elections. However 

would not work with Greene. 


6. (C) The Police Commissioner topic came up again at July 13 
US 

reforms (septel). At that meeting 

be Acting Commissioner until October 
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to have a replacement named. Jagdeo added that he intends to 
consider a broad group of candidates 

non-policemen 

police force and its culture 

to lead this effort. Jagdeo has received a proposal from a 

firm associated with Bernard Kerik 

police commissioner and failed nominee for DHS Secretary. 

US 

their collective concern at the proposed elevation of Greene 
unaware that Dr. Luncheon was at that moment announcing the 
decision to the press. 


7. (S) Subsequent to these meetings 

Ambassador they have developed specific 

that documented continuing payoffs by narco-traffickers to 
Greene. The Consular Section is drafting a Request for 
Security Advisory Opinion (SAO) to Consular Affairs seeking 
concurrence to revoke GreeneVs visa. DEA has also provided 
language for Charge to use in informing President Jagdeo: 
\"U.S. law enforcement has reliable reports from multiple 
sources that Henry Greene has benefited from 

to benefit from 


8. (C) Jagdeo is in the U.S. and Canada on a fundraising 

trip 

inform him that we have received authorization to release 
additional information and provide the DEA cleared language. 
At the same time 

consequences for USG cooperation with the Guyanese police of 
having an Acting Commissioner who is known to be in the 
pocket of narco-traffickers. For example 

impossible for DEA to set up the long-awaited vetted 
anti-narcotics unit -- an initiative that Jagdeo has 

repeatedly said he supports. 


9. (C) When EmbOffs last spoke privately with Felix 
seemed resigned to early retirement 

prospect. The fallout from Guyana\'s spate of unsolved 
brazen crimes and the release of secret tapes of his 
conversations (reftels) -- constant calls in the media for 
his removal 

clearly diminished Felix\'s appetite to stay on until reaching 
mandatory retirement age in October. With the notable 
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exception of Home Affairs Minister Gail Teixeira 

inner circle lost trust in Felix. Greene is widely perceived 
among Guyanese police and society as corrupt and violent. 
How the GoG can have any greater faith in Greene is very 
puzzling. 


10. (S) Comment continued: Post\'s interactions Greene have 
been 

crooked 

Crime Chief. For example 

protect sensitive information or to fulfill straightforward 
extradition requests. Greene as Commissioner would be bad 
for Guyana\'s security and would compromise all international 
cooperation with the Guyana Police Force. Even if acting for 
only three months 

well as to Guyana\'s security. It will be embarrassing and 
difficult for the GoG to back-track on its public 
announcement of the plan to elevate Greene 


embarrassing as it would be if international donors\' views on 
Greene become public after he is sworn in as Acting 
Commissioner. We will continue interventions to make the GoG 
reconsider. END COMMENT. 
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a hand grenade (that fortunately did not detonate) into a 
local coffee shop for \"business reasons.\" He claimed that 
MUP could solve this and any other crimes committed in 
Leposavic \"within 24 hours\" but said they were not allowed 
to. Ristic could not allege even a single recent breach of 
the peace in Zubin Potok and rationalized his declaration as 
an effort to force compromise in the final status process. 


6. (SBU) Bojovic and Ristic agreed reluctantly to discuss 
security and changed the subject to possible USG financial 
assistance at every opportunity. Sports facilities 

and tourism development topped both their wish lists. 
Bojovic handed us a CD detailing possible Leposavic targets 
for USG assistance. 


BIRD FLU CIVIL PROTECTION COMMITTEES? 


7. (SBU) With what seemed like coordinated talking points 
the mayors downplayed the call for \"civilian protection 
committees\" in the declarations 

been widely misunderstood. Milovic and Ristic said 
sheepishly that these committees were originally created in 
response to requests from Belgrade and the PISG to plan for 
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bird flu outbreaks and said that their mandate has been 
expanded to include civil emergencies such as floods 
earthquakes and fires. He added that the committees will 
have a few employees to plan disaster response but for the 
most part they will have a civilian structure based on 
voluntary work. 


8. (SBU) Ristic said that since there are no natural 

disasters at present 

used to assist local police in crime prevention. Milovic 

said citizens will observe possible troublespots and assist 

the police by reporting suspicious activity. (NOTE. Nebojsa 
Jovic 

Council (SNC) and close associate of E.O.-Listed SNC leader 
Marko Jaksic made similar comments to PolOff on July 3 (Ref 
В). Jaksic is also a member of Belgrade\'s final status 
negotiating team and a member of the Zubin Potok assembly. 
END NOTE.). Milovic insisted that these are not \"defense\" 
organizations 

him as saying that 385 former members of the Yugoslav army 
will come to Kosovo from Serbia to defend Kosovo Serbs from 
Albanians \"nonsense.\" Ristic said that there has been 
\"false\" information that these committees are a military or 
security force. 


DISSATISFIED WITH CCK CHIEF RASKOVIC-IVIC 


9. (SBU) On July 13 

Kosovo Coordination Center (CCK) Sanda Raskovic-lvic visited 
Kosovo to attend the groundbreaking for a new sports complex 
in Zubin Potok. Bojovic complained bitterly that the CCK was 
building the complex in Zubin Potok and not Leposavic. He 
said that Zubin Potok and Zvecan always get more funding 
because they have Ristic 

head Momir Kasalovic. 


10. (SBU) Zvecan\'s Milovic even more pointedly criticized 
Raskovic-lvic 
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task over living conditions for Kosovo Serb internally 

displaced persons (IDPs) from Svinjare living in Zvecan. He 
said 35 of those families are living illegally in unfinished 
apartment buildings without sewage 

creating a health hazard for themselves and the surrounding 
community. He said the Zvecan assembly decided on July 12 to 
close the buildings to prevent a health epidemic. (NOTE. 

Acting SRSG Steven Schook told A/DPO on July 14 that 
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Raskovic-lvic had that day told him one of her primary 
missions is to prevent more IDPs from leaving Kosovo and 
moving to Serbia. Schook was encouraged in this regard by a 
Raskovic-Ivic statement to the press calling on Kosovo Serbs 
to stay in Kosovo and wait out the status negotiations 
process. END NOTE.) 


DONORS COORDINATING INCREASED ASSISTANCE TO THE NORTH 


11. (SBU) All three mayors readily admitted that the only 
practical effect of their anti-Pristina declarations is that 

PISG funds would no longer be accepted for municipal salaries 
and projects. International Community representatives 
including USOP/USAID 

to discuss security and wade through competing lists of 
proposals for quick impact projects in the north. 


12. (SBU) COMMENT. Pressure is building in the north (ref 
C) 

serious circumstance into short-term profit for their 
municipalities. The challenge for the international 
community is to coordinate assistance projects that stimulate 
economic and social development rather than merely finance 
the decision of these municipalities to reject PristinaVs 
outreach. The limited insight of the Leposavic and Zubin 
Potok mayors into their own declarations against the PISG 
suggest that a third party put them up to making them. The 
open disdain for CCKVs Raskovic-lvic displayed by Bojovic and 
Milovic suggests that CCK is not the primary actor in the 
north. We believe that Executive Order-listed Marco Jaksic 
-- president of the Association of Serb Municipalities and 

the Serbian National Council 

status negotiating team 

to visit the mayors 

events in the north. END COMMENT. 


13. (U) Post clears this message in its entirety for 
release to Special Envoy Martti Ahtisaari. 
MCBRIDE 
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that will arise if the industry collapses 

Unfortunately 

decline 

main market for Fiji sugar is the EU. However 

are scheduled to drop by 36% from 2005 levels by 2010 

phased out further in later years 

FijiVs current sugar production costs. Because EU subsidy cuts are 
modest in the first two years of the program (about 5% cumulatively) 
and accelerate in the 2008/9 and 2009/10 growing seasons 
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effectively has about two years to implement major efficiency 
improvements and/or restructuring. The EU will give Fiji FU$8.8 
million (about USD 5.1 million) this year to help FijiVs 

restructuring efforts. More funds will be granted in subsequent 
years. The government of Fiji has not yet announced how the funds 
will be used 

more efficient. The ADB reportedly is preparing plans to assist 
workers displaced from sugar find new livelihoods. 


Fiji's Sugar Farmers See 
the Writing on the Wall 


3. (SBU) Most sugar in Fiji is produced by small family farms of 

3-4 hectares. Most growers are Indo-Fijians who lease farmland from 
indigenous Fijian communal landowners. Farmers use traditional 
techniques; only a few own tractors. Traditionally 

planted and harvested sugar cane one year and used the ratoon (a new 
plant that grows from parts of the previous plant) one or two years 
further before replanting. They also let a portion of the land lay 

idle for a year so that the soils could replenish themselves. 

Officials at the Fiji Sugar Corporation (FSC) told Emboff that this 
traditional way of farming served Fiji well for many years. They 
complain 

leases have expired in recent years) and lack of confidence in the 
long-term future of the sugar industry 

in the land. Today 

many as 9 or more years to avoid the high costs of replanting 

don\'t let fields go fallow to recuperate. This results in cane 

harvests of poor quality and low volume - far too low for Fiji\'s 

four sugar mills to run efficiently. 


4. (SBU) Several employees at the Lautoka Sugar Mill (the largest 
in Fiji) told Emboff that many farmers are also choosing to leave 
the land long before their leases expire because of opportunities in 
the expanding tourism industry adjacent to the sugar belt. 
According to sugar mill employees 

have been abandoned. The exodus of farmers is accelerating the 
industry\'s decline 


One Proposed Solution - Make the 
Company the Landowner 


SUVA 00000287 002 OF 003 


5. (SBU) FSC officials told Emboff the only way to solve the 
supply problem and to overcome the exodus of small sugarcane farmers 
is for the company to lease small farms and combine them into 
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larger 

this will make the system much more efficient. When pressed about 
how the land will be managed and who will provide the farming 
expertise 


Will Refurbishing the Mills 
Make a Difference? 


6. (SBU) Charlie Walker 

government plans to refurbish Fiji's sugar mills will go a long way 

toward making Fiji's sugar industry globally competitive once again. 
A FJ$86 million (USD 49 m.) loan from India\'s Exim Bank will be 

used to retrofit three of the four mills. The fourth and smallest 

mill will be retrofitted with old equipment from the other three. 

This process will begin in December 2006 

said Walker 

however 

efforts to increase sugarcane supply and quality are successful. 


7. (SBU) Not everyone agrees that the loan from India will be of 
much help. All of the new equipment will be sourced from India 
under the deal 

consultantVs fees and added charges make the loan very expensive. 
A more open bidding process 

better deal - almost any Exim bank in the world would have come 
through with a better offer than Fiji received from India. The 

former official also argued that the small fourth mill will never to 

be efficient and should be shut down. Several of the engineers 
Emboff spoke to in Lautoka shared these views. They also questioned 
whether the scheduled refurbishment of mills would be completed 
before the 2007 crushing season. 


Transportation Is Another Challenge 


8. (SBU) Transportation of cane to the mills is another difficult 
problem. FSC officials told Emboff they consider transportation the 
most inefficient part of the production process. The tracks for the 
small-gauge farm trains that carry the cane from the fields to the 
mills are over 70 years old and are not well maintained. Delays 
cause tons of sugarcane to reach the mills much later than planned 
resulting in a lower quality sugar product. Rather than spend the 
FJ$22 million needed to fix the trains 

the system to use trucks only. FSC believes this will soeed up the 
transport time and increase the efficiency of cane transport. 
However 

have to pay for fuel and maintenance of the vehicles. (Currently 
the Fiji Electricity Authority (FEA) pays for the energy costs of 

the train system.) 


Column 3 
Alternative Strategies - Cogeneration 


9. (SBU) FSC Chairman Walker and other officials we talked to said 
expanded electricity cogeneration will be a big part of the 
restructuring. Currently 

cogeneration. The mill burns the crushed and dried sugarcane leaves 
and stalks left after the cane juice extraction to create steam. 

Large on-site turbines generate energy from the steam to power the 
mill. During the crushing season 

own operations and still sell six megawatts of power to the FEA 
national electrical utility. In the off-season 

energy from FEA. FSC anticipates that when the mill is upgraded 
will be able to operate its turbines year-round and double the 

mill's surplus energy output. Year-round cogeneration requires four 
million tons of sugarcane to be crushed 

Lautoka\'s current level. 


Biofuels - Much Talk 


10. (SBU) Officials we talked to also pointed to the potential 
benefits of sugar-based ethanol production for Fiji 

providing a lucrative market for sugar farmers 

costs 

concrete action has taken place to date. FSC and experts from 
India\'s Sugar Technology Mission (STM) plan to conduct a feasibility 
study of biofuels 

upgrades. Rumors have circulated saying that ethanol production 
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will begin at the inefficient fourth mill 
have been made. 


11. ( SBU) A Biofuels Development Unit was recently formed in 
the Prime Minister\'s Office (the PM is concurrently the Minister for 
Sugar and Investment). A plan for the development of a biofuels 
industry completed by a government-private sector committee calls 
for the creation of a Fiji Biofuels Corporation (FBC) capable of 
exporting ethanol by 2008. According to officials we talked to 
concrete steps have been taken to make FBC a reality. 


12. (SBU) The biofuels initiative was criticized by several 
stakeholders we spoke to. A high-ranking official in the Ministry 

for Energy and Natural Resources told Emboff that the Prime Minister 
has not held any meetings on the subject and has consequently not 
made many critical decisions 

plant 

enforce 
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that many organizations are frustrated and have proceeded on their 
own 

generators 

engines 

regulations. 


Comment 


13. (SBU) The leadership of Fiji insists that it is determined to 
make the sugar industry viable again. Politically 

short-term sense: over 200 

However 

elsewhere 

attempt to fix an industry that will very likely never be able to 
compete on the global sugar market. The only hope may be to serve 
Fiji's domestic energy market 

depends greatly on long-term costs of petroleum and other fuels. 


14. (U) This message was completed by Embassy Suva\'s summer 
intern. 


Mann 
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REF: AMBASSADOR JEFFREY D. FELTMAN FOR REASONS 1.4 


(B) AND (D) 


SUMMARY 


1. (C/NF) Lebanon\'s Speaker of Parliament Nabih Berri told 
the Ambassador today (7/17) that within another week 
continued Israeli strikes will solidify Lebanese popular 
opinion against Israel. For now 

most oblique manner that the potential for Israel\'s assault 

to weaken Hizballah militarily and undermine the organization 
politically is a positive development. V'ItVs like honey. А 

little bit is good 

sick.\" For the leader of a community that has by virtue of 

its physical location borne the brunt of the Israeli assault 
BerriVs spirits during the meeting were remarkably high. His 
condemnation of V'Israeli aggression\" against Lebanon was 
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perfunctory at best. Berri insisted that Hizballah 
miscalculated Israel\'s response to its kidnapping operation 
last week. He added that now a cease-fire must be conducted 
in а way to restore the Lebanese government\'s sovereignty 
over its territory 

the cease-fire to entrench its positions and rebuild. In 
another positive development 

Siniora immediately before his meeting with Ambassador 
explained that he and the Prime Minister are now meeting 
\"every day\" to coordinate their efforts to resolve the 
current crisis. Berri dismissed a UN sponsored plan for 
Hizballah to turn over its two IDF hostages to the GOL 
preferring instead an immediate cease-fire 

hostage exchange (which we judge is a non-starter). The 
speaker may have been playing coy with this issue 

as he studiously avoided suggesting any other proposals to 
induce Israel into accepting cease-fire. End summary. 


A SHIITE - SUNNI RECONCILIATION 


2. (C) On 7/17 

of Parliament Nabih Berri at his Ain el Tineh residence. 

Berri was in a jovial mood when he received the Ambassador 
having just finished a meeting with Lebanese Prime Minister 
Fouad Siniora and his chief of staff 

Chattah. The prime minister and Ambassador Chattah seemed 
up-beat as well 

during previous meetings this week. After teasing the 
Ambassador good-naturedly 

As the Ambassador and emboff sat down in Berri\'s office 

Berri explained of Siniora 

have an appointment. We are seeing each other every day now. 
We are having very good cooperation.\" (This 

stark contrast to a few weeks ago 

of backroom politics -- complained that Siniora was not 
consulting with him sufficiently.) 


WE NEED A CEASE-FIRE SOON... 


3. (С) As the meeting\'s content moved towards Israeli\'s 
ongoing military strikes in Lebanon 

complaints about Israeli aggression and civilian casualties 
especially in southern Lebanon 

destruction surpassed even that wrought by Israel in their 
1982 invasion. He described several Israeli attacks as 
\"massacres 

civilians in Tyre and Marwaheen. Overall 

seemed more focused on the need to achieve a cease-fire in 
the next \"four to five days 
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sure Hizballah does not use the opportunity of the cease-fire 
to claim a political or military victory. Berri emphasized 

that any cease-fire should result in full GOL responsibility 

for security in the south 

implementation of UNSCR 1559." \"This is what my national 
dialogue was about 

need complete implementation of 1559.\" 


4. (C) Berri said he believed that if a cease-fire were 
achieved today 

be politically and militarily emboldened by having forced an 
Israeli-cease fire without having turned over the two IDF 
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hostages they seized last Wednesday morning. But Berri also 
worried that a prolonged Israeli campaign would start to make 
Lebananese popular opinion sympathetic to Hizballah. ҮТһе 
Israelis have another four or five days; after that people 

will turn against them.\" 


BUT FIRST LET'S HAVE MORE HONEY 


5. (C) Berri said he thought Hizballah had miscalculated 
Israel's response when they executed their kidnapping 
operation last Wednesday 

by Nasrallah for misleading Lebanon with assurances of 
stability during the national dialogue. \"We can never sit 
down at the table with him again. We think he lied to us.\" 
Berri then condemned the ferocity of Israel\'s military 
response 

against Hizballah would be an excellent way to destroy 
Hizballah\'s military aspirations and to discredit their 
political ambitions. He warned only that Israel would have 
to complete its mission quickly 

campaign pushed Lebanon\'s popular sympathies into Hizballah\'s 
arms. Berri then suggested that Israel\'s strikes were \"like 
honey.\" \"l like a little bit of honey 

whole jar you get sick! 

head back in riotous laughter. 


6. (C) Unfortunately 

force shown by Israel in the past week 

limited success in weakening Hizballah militarily. V'In the 
past week 

he claimed 

that the IDF would have to markedly improve its targeting 
intelligence to make air strikes more effective. Either 
that 
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with a ground offensive. \"But they won\'t be able to sustain 
that for very long. They will have casualties 

opinion in Israel will turn against them.\" 


7. (C) Berri seemed convinced 

of a lasting peace 

its mission to neutralize Hizballah\'s military capabilities. 
He explained that over the past several years 
continuously built up its military capabilities in the south 
alongside UNIFIL observers and limited LAF deployments. He 
said that during any new cease-fire 

deploy across the south 

that Hizballah was completely destroyed first. Otherwise 
explained 

were supposed to be in charge of security 

actually 

current strength. 


INTERNATIONAL CEASE-FIRE INITIATIVES 


8. (C) The Ambassador suggested to Berri that he should play 
leading role in the government\'s efforts to secure the 
conditions that could lead to a cease-fire with Israel 

asked Berri what initiatives he had in mind. After avoiding 

the question several times 

proposal suggested by last night by Ambassador Veejay 
Nambiar\'s UN delegation. \"That was the only thing they 
talked about for three hours 

dismissed Nambiar\'s suggestion for GOL to demand custody of 
the kidnapped Israeli soldiers from Hizballah 

up with any other proposals himself 

should be an immediate cease-fire with Israel based on 
\"political agreements. 


9. (C) Regarding other international initiatives 

\"mostly\" impressed with last night's G8 summit statement 
saying 

it was very good." Berri dismissed outright 

visit from EU Envoy Javier Solana and any suggestion that the 
EU may have offered to broker direct talks between Israel and 
Hizballah. \"The EU had nothing 

came here and talked 


COMMENT 


10. (C) Berri 
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But 

a fully-owned subsidiary of the two 

inaccurate to see him simply as \"Hizballah-lite.\" If Berri 
can be weaned away from his Hizballah tactical alliance 
Hizballah would no longer be able to use Lebanon\'s strange 
confessional politics to veto any initiative not in its (or 
Syria\'s) interest. We are certain that Berri hates Hizballah 
as much 

all 

and those who blindly follow him) is drawn from the Shia who 
might otherwise be with Berri. If Israel succeeds in 
weakening Hizballah militarily 

willing to weaken them politically. He certainly hinted at 

that possibility in speaking favorably for the first time in 

our presence of UNSCR 1559. But 

was unexpected given the subject matter 

line between \"just enough\" Israeli action and too much. We 
suspect that Nabih Berri\'s sense of the location of that fine 
line is quite far from the location where Israeli will 

ultimately choose to draw it. Berri 

think that we are rapidly approaching the point where Israeli 
action becomes counterproductive to political goals. We 
doubt 

yet. 
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blood (reftel). WHO thereafter trained ethnic Serb and 

ethnic Albanian medical personnel to administer the lead 
abatement medication DSMA and an initial shipment of the drug 
has been imported by UNMIK from the U.S. 


3. (SBU) All ethnic Serb medical personnel in Kosovo аге 
accredited by the Serbian ministry of health 

UNMIKY's ostensibly exclusive jurisdiction. DSMA has not been 
approved for use by the Serbian ministry of health 

therefore Serbian health workers will not administer it. 

When UNMIK negotiated early this year a detailed agreement 
with ethnic Serb political leaders from Mitrovica for the use 

of Osterode 

to the Serbian ministry of health for permission to 

administer the drug. (NOTE: The Mitrovica-area Roma have 
generally tense relations with area Serbs but a history of 
serious violence with area Albanians 

ethnic Serbs to provide treatment the better of two 
problematic options. END NOTE.) 


4. (SBU) WHOwvs Pristina chief Gerry McWeeney reports that the 
ministry never formally answered WHO\'s application to use 
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DSMA. McWeeney told poloff July 13 that WHO Belgrade met 
with the Serbian minister of health on July 10 and maintained 
that Serbia 

of the Child 

to seriously at-risk Roma children. UNMIK sent a similar 
message in a letter to the ministry in the beginning of June 
and received no response. 


5. (SBU) One million USD in USG funds for medical treatment 
will arrive as soon as UNMIK\'s Acting SRSG Steven Schook 
signs a grant agreement sent to UNMIK on July 13. CDA 
reminded A/SRSG Steven Schook on July 14 that WHO had 
previously suggested that ethnic Albanian medical personnel 
treat the Roma if the Serb personnel cannot. Schook raised 
the matter that day with Kosovo Coordination Center head 
Sanda Raskovic-Ivic. According to Schook 

well-familiar with the situation but doubted the ministry 

would authorize the treatment. Schook said she promised to 
within one week come back to Schook after talking to the 
ministry. 


6. (SBU) COMMENT. WHO\'s evident plan to wait indefinitely 
for the Serbian ministry of health to authorize treatment is 
unacceptable given the acute health threat involved. Schook 
seems prepared to force the issue. After many months of 
effort by well-intentioned internationals 

and WHO 

Schook\'s no-nonsense approach may provide just the right 
prescription for eliminating the rest. END COMMENT. 
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Turkish as one of Kosovo\'s official languages) for the week 
of July 17 in the hopes of including it on the agenda for the 
July 27 plenary 

recess. (NOTE: Yagcilar told PolOff July 11 that he is not 
entirely happy with the population percentage requirements 
defining official languages and languages in use and would 
rather the law simply designate Turkish as an official 
language in four municipalities. The government\'s compromise 
was to require the municipality of Prizren to adopt Turkish 
as an official language. END NOTE). 


4. (SBU) Arifi noted that the Assembly would take up the law 
on religious freedom on July 13. Despite a walkout by 
members from opposition parties July 13 to protest the 
limiting of discussion on the performance of the Ceku 
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government in its first 100 days in office 

quorum of Assembly members approved the law by a vote of 57 
in favor and 5 against. The plenary rifled through the 28 
amendments to the draft law quickly 

debate and without even publicly reading them. The Assembly 
rejected an amendment offered by the Justice Party\'s 
representative 

little opposition 

amendment requiring a reference to Kosovo in the name of 
every religious community. 


5. (SBU) Arifi told the CG representatives that the law on 
cultural heritage has been harmonized with European 

legislation and sent the previous week to the Assembly for 
review by the appropriate committee. He added the government 
expects the Assembly to adopt the law at its final summer 
session July 27. (NOTE: The legislation would then be 
delivered to A/SRSG Steve Schook for promulgation. END 
NOTE). Discussion then ensued about the failure of the 

current draft to include language suggested by UN Kosovo 
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Envoy Martti Ahtisaari\'s team in Vienna allowing for changes 
to the law based on final status negotiations. (NOTE: There 
is some confusion about where the law stands; or more 
correctly 

Working Group meeting on Cultural Heritage 

for Culture 

that the draft law on cultural heritage is with the Assembly. 

On July 14 

chairman of the Kosovo Assembly\'s Committee on Education 
Culture and Youth 

other participants in the meeting that the draft law is not 
currently at the Assembly or with his committee and that the 
Assembly has been waiting for Ceku\'s office to send over the 
revised draft law since it was finished in April. Arifi 

quickly countered with his own e-mail response which 
contained a scanned copy of the transmittal memorandum used 
to send the draft law over to the Assembly on July 5. END 
NOTE). An EU lawyer assisting the Assembly on legislation 
told PolOff July 17 that the law will not likely be read in 
plenary before the August recess. 


6. (SBU) Arifi confirmed that 967 
transferred to the Kosovo Protection Corps to complete 
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reconstruction and repair work and assist in resolving other 
pending claims concerning homes in Svinjare damaged during 
the March 2004 riots. He added that an additional 1.1 

million euros had been transferred July 12 

total amount available to over 2.0 million euros. Arifi 

added that although a board established to discuss 
implementation of Svinjare 
reconstruction/repairs/compensation has been established and 
had its first meeting on July 11 

established a similar board for compensation and 
reconstruction claims outside Svinjare 

government have data on the extent of commercial property 
damaged in March 2004. 


7. (SBU) Arifi informed Contact Group representatives that 

the Ministry for Environmental and Spatial Planning has 
prepared a proposed rental scheme for residential properties 
abandoned by internally-displaced persons formerly under the 
administration of the Housing and Property Directorate (HPD) 
which it presented at the Property Rights Working Group on 
July 6. He noted general agreement between the PISG and the 
Kosovo Property Agency (KPA) 

housing rentals will not be paid out of public funds. 
(COMMENT: \"Agreement\" may be an overstatement -- the PISG has 
made clear it cannot offer to pay the rents and the KPA has 
scarcely considered the matter. END COMMENT.). Arifi told 
CG representatives that the PISG preferred that private real 
estate agents handle the rental scheme 

insistence of KPA Head Knut Rosandhaug that the KPA retain 
ultimate responsibility for it. He added that although 

UNMIK 

of the rental scheme 

northern Mitrovica and Pristina and Peja/Pec and the nearby 
ethnic Serb enclave of Gorazhedevac may begin in August. He 
told the CG representatives that the rental scheme will 

involve only 3 

because there are 1 

not been established conclusively or for which owners have 

not replied to HPD\'s notices. 


8. (SBU) Concerning the 2 

implementation 

have already been implemented and of the remaining 2 
cases occupants in 1 

the HPD\'s decisions. He added that in 200 cases the owners 
had not requested the eviction of the current occupants 
preferring instead to have the premises occupied. He noted 


Column 3 


PRISTINA 00000600 003.2 OF 004 


that representatives from the Ministry of Internal Affairs 

had met with the Kosovo Police Commissioner and Deputy 
Commissioner to discuss a joint monitoring system to improve 
effectiveness in deterring and reversing re-occupations. 


9. (SBU) Arifi said that the Ministry of Transport and 
Communication (MTC) has identified 13 bus lines for 
minorities in consultation with the Ministry of Communities 
and Returns (MCR) 

UNMIKVs Office for Communities 

has questioned how they were determined. Arifi said PM Ceku 
has asked the MTC to identify the criteria used to determine 
the proposed routes. PolOff reminded Arifi that PM Ceku 
promised to ensure that minority communities who will 
actually use the lines are fully consulted before the 
government completes the transportation strategy. 


10. (SBU) Arifi stated that Minister for Communities and 
Returns Slavisa Petkovic and OCM head Sandra Mitchell had 
reached agreement on June 30 on the allocation of the 
remaining 2006 PISG funding for returns (reftel). He added 
that of the 4.7 million euro budget allocation 

government had already transferred all but the 1.4 million 
euros destined for organized returns projects in 
Abdullah-Presevo (ethnic Roma returning to Gjilan) and Kucici 
(ethnic Serbs returning to Skenderaj/Srbica). 


11. (SBU) Arifi had little progress to report on completing 
investigations and pending prosecutions from the March 2004 
riots. He repeated PM Ceku\'s statement from two weeks before 
that work in seven high profile cases is continuing as a 

priority. Arifi added that the Ministry of Justice is 

working closely with UNMIK on these and other cases and that 

a draft regulation on witness protection is being prepared 

and should be adopted soon. 


12. (SBU) According to Arifi 

July 12 to hire an additional translator for each ministry 
and the office of the prime minister. He added that the 
Ministry of Public Services will organize training sessions 
for current as well as new translators. 


13. (SBU) Arifi was able to confirm that on July 11 all 
eleven recipients of the PISG minority media fund had 
received their 4 

Kosovo Serb 

media outlets representing vulnerable groups. This 
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allocation occurred well before the CG\'s July 31 deadline. 


14. (SBU) Arifi noted an increase in the number of court 
liaison offices and sub-municipal police stations. As of 
July 12 

offices which are currently operating. Minister of Justice 
Jonuz Salihaj participated in the opening ceremonies for 
offices in the Serb villages of Osojan/Osojane (Istog 
municipality) and Bablak/Babljak (Ferizaj municipality) on 
July 7. According to Arifi\'s report 

total of 15 sub-municipal police stations and two more are 
planned in Gusterica (Lipjan municipality) and Vrbovac (Viti 
municipality). 


15. (SBU) The CG had asked the PISG to appoint a director for 
the anti-corruption agency by July 1. The council of the 
anti-corruption agency met on June 7 to select candidates 
from the 30 who applied 

for the position of director. The government re-advertised 
the vacancy and June 30 was the closing date for 
applications. According to Arifi 

government sent the names of the two top candidates to the 
Kosovo Assembly for itto decide. A protracted discussion of 
the first 100 days of the Ceku government kept the Assembly 
from deciding between these two candidates until its July 17 
plenary 

in the Kosovo Protection Corps and former member of the 
Kosovo Liberation Army 

agency. 


16. (SBU) There was less to report on the selection of the 
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government\'s member of the Independent Media Commission 
(IMC). Arifi stated that the procedures for selection of the 
candidate are on the agenda for the current session of the 
Assembly. Once adopted 

chosen during the Assembly\'s last session before its summer 
recess on July 27. He noted that the IMC has been 
established and is currently working 

representing the government. 


17. (SBU) Arifi informed CG representatives that the Kosovo 
Assembly returned the revised draft law on public procurement 
to the office of the prime minister on June 29 and requested 
that it resubmit it as amendments to the existing law rather 
than as a new law. Arifi reported that the Ministry of 

Finance and Economy confirmed July 7 that it would comply 
with this request within a week. To date the amendments have 


Column 3 
not yet been submitted. 


18. (SBU) COMMENT: These bi-weekly updates from the PISG are 
helpful in keeping it focused on implementation of the CG\'s 

13 priorities for standards implementation. They are also 
informative on the relationship between PM CekuVs office and 

the Kosovo Assembly. Although the PISG has now completed 
three of the 13 priorities -- and one of those ahead of 

schedule -- we are concerned that the confusion over the 

draft law on cultural heritage suggests to us that progress 

will be harder to come by from here on out. END COMMENT. 


19. (U) U.S. Office Pristina clears this cable for release in 
its entirety to U.N. Special Envoy for Kosovo Martti 
Ahtisaari. 
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distributors\' books that they are legally unable to recover. 
Compounding this burden 

to power generators 

onto the state oil company. Distributors pay generators via 
trust funds 

order that changes on political whims several times yearly. 
In practice 

assign funds. Trust funds focus exclusively on current month 
billing only 

disregarded entirely. 


3. (U) Investment into the sector is minimal. Generators 

are unwilling to pour money into additional capacity when 
they are unpaid. Likewise 

favor investment in high-cost 

power generation because of fuel subsidies and transfer of 
accounts receivables to Petroecuador. The GOE also gives 
preferential treatment to power generation in either Colombia 
or Peru 

demand local generators cannot supply. 


4. (SBU) Ecuadorian state entities 

benefit from this dysfunctional system 

for electricity. GOE officials likely siphon off resources 

in the form of direct diversions of cash or commissions from 
those who receive contracts. State-owned companies control 
most of the distribution 

which is served by a municipal-owned distributor 

state-owned generators dominate the country's electricity 
generation (although private producers do generate energy at 
a much lower price). The cascading tradition of non-payment 
has technically bankrupted most state-owned companies 
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involved. Should Ecuadorian businesses suddenly be forced to 
pay 

industries would be directly threatened. In the end 

pays as much as $1.5 billion annually 

contracts and legal constraints leaves the true cost 

difficult to define. 


Electricity Sector Reform Legislation 


5. (U) President Palacio submitted to Congress July 10 
legislation to reform Ecuador\'s electricity sector that would 
represent a significant advance if passed and implemented as 
proposed. The bill was submitted as urgent and allows 
Congress only 30 days to revise and vote on it or it 
automatically becomes law. Legally 

debates and vote before August 6. The Economic Commission 
has committed to bringing the bill to the floor for the first 

debate by July 18. 


6. (U) The most important piece of the reform is the GOE\'s 
guarantee to cover the tariff deficit and that it 

specifically recognizes an accumulated deficit of up to $950 
million incurred between April 1 

The Ministry of Economy must calculate a revised deficit 
taking into account several complex rules outlined in the 
proposal within three months after the legislation is 
approved. It creates a Ministry of Economy fund to 
compensate distributors 

complete payment to electricity generators. However 
deficit guarantee is unlikely to cover all of the generators\' 
outstanding debt. 


7. (U) It also permits the Ministry of Economy to guarantee 
payment to power generators if the generator has participated 
in a public competition and entered into long-term power 
purchasing agreements (PPAs) to sell all of their production 
to Fondo de Solidaridad companies for at least five years 

a price below the predicted average annual market rate. 
(Comment: State-owned electricity and telephone companies 
belong to the Fondo de Solidaridad 

holding company whose subsidiaries are exempt from government 
procurement rules. End comment.) In order to qualify for the 
guarantee 

the Central Bank and Ministry of Economy as \"efficient\". 
Payments based on this guarantee would be made directly to 
the company owed 

hands. The legislation officially recognizes the outstanding 
debt owed to generators for electricity provided but not paid 
for in prior years; however 
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paying this debt and prohibits the payment of accrued 
interest on these debts. 


8. (U) The bill also requires a series of immediate steps to 

clean up and administer the Fondo\'s mismanaged accounts. The 
Fondo would be required to hire independent management 

select board members and administrative personnel based on 
relevant qualifications 

Ethics. Finally 

distributors to enter into PPAs for at least 75% of the power 

they purchase over the next five years. 


9. (U) The legislation codifies the common practice of 
routinely offsetting outstanding payments with Petroecuador 
fuel purchases. Power generators that purchase fuel from 
Petroecuador and sell power to distributors will be able to 
routinely offset these accounts against one another 

the need for a special Presidential Decree each year. 


10. (U) The bill allows the GOE to subsidize power 
consumers 

groups and the subsidy must be formally incorporated into the 
annual budget. Subsidies would be paid to the Fondo 

turn must credit the subsidies directly to Fondo companies. 


U.S. Firms in the Sector 


11. (U) Two U.S. companies sell electricity to the 
state-owned power distributors 

Energy) and Electroquil (Duke Energy); each is owed 
approximately $50 million to date and both have filed 
international arbitration proceedings to recover these 
losses. Machala 

expulsion 

$370 million in a natural gas platform 

an electricity generation plant (reftel). Eighty percent of 

the money owed to Machala is outstanding from previous 
months. Without a steady revenue stream 

Texas is unwilling to invest an additional $125 million to 
double the plant\'s output. The company told us it is hopeful 
the bill passes to help guarantee payment 

payment guarantee only for PPAs undercuts its attempts to 
sell electricity on the spot market. The interest payment 
exclusion also undermines Machala\'s international arbitration 
claim exceeding $200 million in interest and other damages. 


12. (U) Duke Energy 
transfer agreement between distributors and Petroecuador 
passed off much of its outstanding payments to Petroecuador 
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in exchange for fuel. It has been a big proponent of 
codifying this exchange agreement into law and would benefit 
from the inclusion of the provision in the final law. 


Comment 


13. (SBU) Four attempts over the last two years to reform 
Ecuador\'s power sector have failed. While the proposed law 
is an imaginative step forward 

present form 

congressional approval of such sweeping reforms in an 
election year is unlikely. Several Congressmen directly 
control local electricity distributors and electricity sector 
unions are extremely well organized 

opposed to changing the status quo. Should the law pass as 
proposed 

distributors 

debts to generators and non-payment by Fondo companies is 
likely to continue. The prospect of government guarantees 
could dramatically improve the performance of U.S. 
investments unless distributors collude to impose prices 
below generating cost. The value of government guarantees or 
of public recognition of debts is directly related to the 

price of oil and inversely to corruption in the sector. In 

the end 

unlikely to increase in any measurable way even under the 
best form of this legislation. 
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and lays out three pillars: development of democratic 
institutions 

protection. Espinosa and Golcher reaffirmed the GOP\'s 
continued commitment to partnering closely with the U.S. in 
ways that do not undermine the Panama Canal\'s neutrality. 
They hope to do both \"traditional\" military-type PANAMAX 
exercises 

cooperation among law enforcement and inte 

lligence agencies. The GOP offered reassuring words 
regarding continued close ties to the U.S. Given the 
apparent disconnect between recent GOP actions and the 
high-minded aims of its new national security plan regarding 
corruption and transparency 

GOP to match its words with deeds. End summary. 
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2. (S) Panamavs Deputy National Security Director Marcel 
Salamin briefed Ambassador and Emboffs on July 14 with a 
90-minute powerpoint presentation on the GOP\'s emerging new 
national security strategy. The plan is based on two 
fundamental assumptions. First 

the Panama Canal and its related assets 

withdrawal of U.S. forces 

responsibility for its own security. Moreover 

believes that it must ensure the Panama Canal\'s neutrality 
for the benefit of global commerce and regional development 
consistent with the neutrality provisions of the 1977 
Torrijos-Carter Treaty. 


3. (S) The plan\'s second underlying assumption is that 
Panama must now cope with the emergence of new types of 
\"asymmetric\" and \"unpredictable\" threats that demand 
multilateral responses. Although the GOP recognizes the 
continued threat of conventional military threats 

now emphasizes the civilian 

its response to these new threats 

Panama\'s constitutional demilitarization (following the 1989 
ouster of Manuel Noriega). 


4. (S) In presenting the plan 

Martin Torrijos\' personal involvement in its development. He 
said that the plan brings together more than a year\'s worth 

of inter-agency discussions and coordination and that it 
represents a \"new scenario\" for Panama and the international 
community. Salamin concluded 

we can dream 


5. (S) With \"human security\" as the foundation of the GOP\'s 
new national security plan 

development\" is the first of the plan\'s three main pillars. 
Salamin said that the Torrijos administration has developed 
the \"Panamanian Initiative for Democratizing the Public 
Space\" (\"IPDED\" is its Spanish acronym) as a conceptual 
framework to carry out this pillar. He said President 
Torrijos will not seek another term 

legacy of a stronger democracy by bolstering local 
governments 

freedoms 

institutionalizing Panama\'s multi-ethnic population and 
protecting minority groups. The GOP will implement IPDED 
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through various \"governing plans\" addressing a range of 
issues 

training and education 

technology 

increased market openings (e.g. 

mo 

dernization of institutions. 


Panamanian External Security 


6. (S) With this pillar 

make a \"unique contribution to international peace and 
security.\" He said President Torrijos has stressed Panama\'s 
need to ensure international commerce in ways consistent with 
the 1977 treaty 

that Panama effectively represents an \"internal border for 
many countries 

and Transportation Initiative" (PST&TI) as a non-military 

tool for multiple partners to use in securing trade flows 
through Panama. Under PST&TI 

annual conference of the programVs partners 

independent V'board of advisors\" for the President (akin to 
that used by the Panama Canal Authority) 

regime for non-intrusive container inspections 

dual use items 

of weapons of mass destruction. 


7. (S) Тһе GOP is also developing \"Biosecurity Programs!" 
under the leadership of its National Secretariat for Science 
Technology 

include the ministries of health and agricultural and the 
Gorgas Memorial Laboratory 

re-emergence of tropical diseases 

bio-partners 

bio-medicine 

radioactive disasters. 


8. (S) In addition 

for its merchant marine personnel and to develop security 
specialists for ports 

agencies. 


Democratic Citizen Protection 


9. (S) This pillar is aimed at ensuring public safety and 
restoring the credibility of Panama\'s Public Forces through 
implementation of programs for social development 
security 

issued several Presidential Directives aimed at 
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improved hiring and training of Public Forces personnel 

creating specialized units to address youth gangs 

crime 

Service\" that essentially merges traditional police and 

military functions in border areas. Salamin mentioned the 

need for Panama\'s security services to have their own 
academies since officers who have studied overseas come back 
with \"different ideas.\" 


10. (S) In addition 

Air services into a single Coast Guard 

Immigration Service 

Service. The GOP is also using a $22 million IDB loan to 
strengthen and modernize the National Police and to fully 
complete the transition of Panamavs former military forces 
into an effective police force. 


11. (S) Ambassador pressed Panamanian officials for clarity 
on whether Panama planned to pursue a new policy of 
\"strategic neutrality\" vs. Panama\'s more traditional 
\"strategic alliance\" with the U.S. National Security 

Director Espinosa апа MOGJ Golcher reaffirmed the GOP\'s 
continued commitment to partnering closely with the U.S. in 
ways that do not undermine the Panama Canal\'s neutrality. 


Military Training & PANAMAX 


12. (S) Espinosa and Golcher blamed GOP \"improvisation\" and 
\"internal miscommunication\" for Panama\'s late cancellation of 
recent training exercises programmed earlier with DoD. They 
acknowledged the financial and other problems this caused for 
the USG and stressed their intent to improve GOP coordination 
with the DoD. They also stressed that the GOP recognizes the 
importance of PANAMAX and remains committed to it 

that 

would like to also develop a second type of PANAMAX-like 
exercise focused on addressing emerging \"new threats\" (e.g. 
terrorism and organized crime). Their hope would be to do 
both \"traditional\" military-type PANAMAX exercises 

as this new type of exercise to boost cooperation among law 
enforcement and intelligence agencies. 


Planned SMN-SAN Merger and PTJ Changes 
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13. (5) The СОР has yet to set a date for its announced 
merger of the National Maritime Service (SMN) and the 
National Air Service (SAN) into a Coast Guard-like entity 
although President Torrijos told Ambassador June 9 that it 
would be sometime after October 22 

Canal referendum. The administration is developing a new 
\"maritime security doctrine\" that would reflect this new 

entity and appears to have just started drafting the new 
\"organic law\" required to effect the merger. Salamin said 
the GOP wants its new Coast Guard to function primarily as a 
police agency 

would likely warrant military training. The same can be said 
for the creation of a Special Border Service 

separate from the Panamanian National Police (PNP). This 
service would answer to the MOGJ and would have combined 
police/military-type functions. 


14. (5) As for planned changes to the \"Judicial Technical 
Police" (PTJ - Panama\'s FBI equivalent) 

that the GOP\'s plans to modernize the PTJ 

Panama\'s other law enforcement agencies 

\"undermine\" the USG\'s significant investment in training for 
PTJ personnel. Stressing that \"public safety is the top 
priority 

existence has \"clearly shown\" the need for changes in the 
organization\'s mission and human resources management 
that the decisions do not rest entirely with the executive 
branch. 


15. (S) The Ambassador had sought this meeting to seek 
clarification of GOP intentions 

mishaps involving planned USG-GOP military training 
exercises 

seek to distance itself from the U.S. for \"neutrality\" 
purposes. Although we don\'t discount the likelihood that 
old-guard PRD party types will continue to try and push 
Torrijos toward an \"arm\'s length\" relationship with the U.S. 
we were re-assured by Espinosa\'s and Golcher\'s recognition of 
Panama\'s historically close ties to the U.S. and their 
forward-leaning commitment to improving the GOP\'s 
coordination with us on military and law enforcement 

training. Given the ambitious scale and the heavy investment 
the GOP\'s new national security plan would likely require 
they will need considerable help to carry it out. When we 
begin planning for the next budget cycle 
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scrutinize closely the training we offer to see how it fits 
with their new plan 

izes military elements in favor of police work. 


16. (S) Nonetheless 

disconnect between the growing influence of Noriega-era 
holdovers and recent GOP backsliding on anti-corruption 
(reftels) and the high-minded aims set forth in Torrijos\' 
National Security Plan to 

institutions 

the press. Though mindful of what the GOP says on this 
score 

will press the GOP to match its words with deeds. End 
comment. 
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The Secretary General is committed to making sure all aspects 
of our reform effort are global best practice. UN has 

already accomplished this with our new whistle-blower 
protection policy called the \"gold standard\" for any 
intergovernmental body. Our new financial disclosure 
requirements exceed those of the U.S. Government 

worked closely with the U.S. Office of Government Ethics in 
developing this new policy. 


Regarding the CMP 

responsibility to ensure that our more than 50 years of 
maintenance neglect ends this year. We must now move swiftly 
to ensure that the men and women who labor here 

of New York City 

officers who would come to our aid in an emergency 

put at irresponsible risk by our negligence. 


| will let you know when the measures outlined above have 
been fully implemented. 


With warmest regards 

/8/ 

Christopher В. Burnham 

End text. 
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all States to contribute to the Trust Fund for Security of 


Staff Members of the United Nations System\". 


The Trust Fund for security of staff members of the United 


Column 3 

Nations system has been an indispensable tool that has 
allowed the Department of Safety and Security (DSS) to 
proactively implement essential programmes to promote the 
security of the UN community in the field when no regular 
funding was available. The Trust Fund was at the genesis of 
several successful projects that are now integral parts of 

the Department\'s programme of work 

have been possible without the generous contribution received 
from Member States through the Trust Fund. 


The budget of the United Nations and UN system agencies 

funds and programmes has provided the UN Department of Safety 
and Security with vital support that has allowed it to work 

toward the provision of staff safety in approximately 150 

countries in which the UN undertakes field operations. 
Nevertheless 

further ensure the security of United Nations personnel and 
associated humanitarian workers 

delivery of humanitarian assistance and the protection of 

civilians in armed conflict. 


The Secretariat wishes to express its most sincere 
appreciation to the Permanent Mission of the United States of 
America to the United Nations for any support that the 
Mission may be able to provide to the United Nations 
Department of Safety and Security. 


30 June 2006 
S.B. 

End text of letter. 
BOLTON 
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the Canada Border Services Agency\" that focused on 
\"Trans-border Data Flows.\" 


Reasons for the Audit 


4. (U) In her report 

Stoddart pointed to the importance of Canada\'s exchange of 
information with the United States as the basis for the audit 
of the Canada Border Services Agency (CBSA). The CBSA 
collects personal information about millions of travelers 
arriving in Canada that may include detailed financial 

family history 

identifiers such as social insurance and passport numbers. 
Much of this information is retained in an identifiable 
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format either in hard copy (physical files) or in electronic 
databases. 


5. (U) The Privacy Commissioner stated a number of reasons 
for her focus on the flow of information between Canada and 
the United States. First 

information raises serious inherent privacy risks relating to 
jurisdictional differences in practices affecting the 

protection of personal information 

data in transit 

the management of the personal information once it has been 
shared. Second 

Canadian public is concerned about the trans-border flow of 
their personal information to the United States. In a study 
commissioned by the Privacy Commissioner in 2004 
respondents believed that the Government of Canada transfers 
QcitizensV personal information to foreign governments for the 
purpose of protecting national security 

surveyed reporting a moderate or high level of concern about 
these transfers. In the same vein 

trans-border concerns about data mining 

direct access to Canadian databases by the foreign 
governments (notably the U.S.) and secondary uses of the 
information. And third 

security organizations around the world collect more 
information from more sources about more individuals 

they use that information to identify possible threats 

is a perceived risk of incomplete or inaccurate data leading 

to undesirable consequences such as unnecessary scrutiny of 
individuals. 
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Privacy Commissioner\'s Suggestions 


6. (U) The report found that CBSA has policies 

and systems in place for managing and sharing personal 
information with other countries. However 

to better manage the CBSA\'s privacy risks and achieve greater 
accountability and control over personal information that 

flows across Canada\'s borders 


-- While written requests for assistance from foreign 
governments seeking CBSA documents are processed in 
accordance with agency requirements 

shared between the CBSA and the United States at the regional 
level is verbal 

contravenes both CBSA policy requiring the creation of a 

record when customs information is disclosed and the 
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Canada-United States Customs Mutual Assistance Agreement 
(CMAA) of June 1984 that requires customs requests for 
information to be in writing except where pressing 
circumstances exist. 


-- The CBSA needs a coordinated method of identifying and 
tracking all flows of its trans-border data. The CBSA cannot 
with a reasonable degree of certainty 

extent to which it shares personal information with the 
United States 

information. By extension 

information-sharing activities are appropriately managed and 
that they comply with section 107 of the Customs Act 
provides for protection of customs information and permits 
the disclosure of customs information to foreign governments 
and institutions in accordance with a written agreement or 
arrangement 

addresses when personal information under the control of a 
government institution may be disclosed to 

foreign state. 


-- The information technology (IT) and management controls 
are sound for the Integrated Customs Enforcement System 
(ICES) and Passenger Information System (PAXIS). These 
systems contain sensitive personal information about millions 
of travelers. Notably 

direct access to these systems. Also 

information to the United States under the High Risk 
Travelers and Shared Lookout Initiatives of the CBSA are 
transmitted over secure communications channels. However 
opportunities exist to strengthen the controls to further 
reduce the risk that personal information could be improperly 
used or disclosed. 


-- The CBSA has not yet evaluated the effectiveness of the 
High Risk Travelers (HRTI) initiative with the United States 
because this project has not yet been fully implemented. The 
Privacy Commissioner recommends that the CBSA assess the 
extent to which inaccurate or incomplete data may affect 
individuals or the CBSA\'s ability to identify 

apprehend \"high-risk\" travelers. An evaluation would help 
the CBSA demonstrate that the HRTI initiative has achieved 
its enforcement and intelligence objectives and 

that its collection 

personal information about millions of travelers are 

justified. 


-- Since the CBSA is a new agency 

build and integrate a comprehensive privacy-management 
framework into its day-to-day information handling practices. 
In particular 
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CBSA work toward updating and strengthening the obligations 
QCBSA work toward updating and strengthening the obligations 
contained in its personal information sharing agreements with 
the United States. The CBSA should also consolidate its 
reporting of privacy incidents and look for ways to improve 

its mechanisms for monitoring cross-border disclosures of 
personal information to foreign law-enforcement agencies and 
other institutions. 


-- The Privacy Commissioner recommends that the activities 
associated with sharing data across borders should be as 
transparent as possible. A clear and complete picture is not 
readily available with respect to what information is shared 
with whom 

departments generally 

detail on the trans-border flows of personal information 
account in a meaningful way for these flows to Parliament and 
the Canadian public. 
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Business Concerns on Possible Changes to Canada\'s Anti-Money 
Laundering and Anti-Terrorist Financing Laws and on 
Trans-border Data Flows 


7. (SBU) On June 28 

called on the Ambassador to explain that MasterCard and other 
large 

MBNA 

to Canada\'s anti-money laundering and anti-terrorist 

financing laws. Finance Canada is looking at possible 

changes 

introduced to Parliament in the fall. 


8. (SBU) Changes under study include modifications to \"know 
your customer rules\" which would require Canadian banks and 
other financial services firms to better verify the 

customer\'s identity when opening a new account or issuing a 
credit card. According to Stanton 

considering changes that could make portions of MasterCard\'s 
current business model unviable in Canada. At present 
MasterCard largely issues its credit cards through 
non-traditional (non face-to-face) means - such as through 
phone 

through personal applications at bank branches. Such 
innovations have helped MasterCard to penetrate Canada 
effectively even though it entered the credit card market 
several years after its major competitor 
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its credit cards through major Canadian banks. Stanton told 
the Ambassador that if Canadian credit card applicants in non 
face-to-face transactions have to take an added step to 

verify their identity through personally providing officials 

with a certified copy of a passport 

other document 

due to the inconvenience. MasterCard believes that the GOC 
should allow the use of reliable third party databases to 

verify a customer\'s ID electronically 

such as is being done in the UK and the U.S. Stanton argued 
that this should be an adequate procedure since he did not 
think that acquiring a credit card presents the same money 
laundering or terrorist financing risk as opening a bank 
account 


9. (SBU) Moreover 

Affairs for Mastercard Canada 

Canadian Senate Banking Committee on June 21 that Mastercard 
already has robust anti-money laundering initiatives in place 
to deal with their customer financial institutions which 
subjects the institutions to due diligence reviews. The 
customer financial institutions must 

written anti-money laundering programs in place 
appropriate customer identification controls. Reed also 
wrote that the new legislation would stifle competition by 
shutting out new competitors and make it significantly more 
difficult for existing issuers without a branch network to 
attract new customers. 


10. (SBU) In his meeting with the Ambassador 

outlined his firm\'s concerns about possible tighter Canadian 
controls on trans-border data flows. This is a concern to 
MasterCard since virtually all its issuers process and store 
their credit card data outside Canada 

Stanton said that Canada\'s 2001 Personal Information 
Protection and Electronic Documents Act (PIPEDA) will be up 
QProtection and Electronic Documents Act (PIPEDA) will be up 
for review shortly 

an effort to place specific restrictions on data going to the 
U.S. 

Stanton noted that no one seems concerned about data being 
stored in other countries 

federal Privacy Commissioner is under strong pressure from 
the Canadian Senate to take a tougher line on U.S. data 
claims that she privately wants to resist this with U.S. help. 


11. (SBU) Post reported in refB public comments on the 
recent revelations in the U.S. press about the Terrorist 
Financing Tracking Program. 


Visit Canada\'s Classified Web Site at 
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http://www.state.sgov.gov/p/wha/ottawa 
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Paula Lugones 

(07/17) \"The war in the Middle East is dramatically escalating. 
Hezbollah showed that it can target key Israeli points and kill 
people at will. 


\"The Israeli response was of unthinkable proportions... and did not 
make any distinction between Hezbollah and civilians... 


\"Of course 

However 

its attempt to release them. Israel is seeking to execute an 
Vexemplary punishment\' and wants to annihilate Hezbollah 
devastating offensive will fuel more hatred in the Arab world. 
Meanwhile 


- VDisagreement at the UN on ceasefire\" 


Ana Baron 

comments (07/15) \"Yesterday 

Mahmoud accused Israel of violating all international law 
conventions by launching a Vbrutal attackY against his country. 


\"During a UN Security Council meeting 
establish a ceasefire and put an end to the air and maritime 
blockade imposed by Israel on Lebanon... 


\"While it is rare that the UN Security Council emergency meetings 
serve to find a solution to the conflicts all over the world... 

least they always reveal the political positions of each of its 

members. Yesterday\'s meeting was not an exception. A large majority 
condemned the Israeli attacks against Hamas militants in Gaza and 
against Lebanese targets. While others are sympathetic to Israel 

such as the US 

own defense. 


\"US Ambassador John Bolton reiterated that every country has the 
right to its own defense. However 

fragile Lebanese democracy and reiterated his call for the Lebanese 
government to disarm Hezbollah. This is a contradiction in itself 
because no weak government would be able to dissolve Hezbollah. 


\"Most attendees termed IsraelVs attacks as VexcessiveV and 
Vdisproportionate.V In this regard 

that the Council did not adopt any resolution to prevent the 
conflict from becoming a regional war.\" 
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- VThe Vlittle war\' of economic chaos!" 


Gustavo Sierra 

(07/16) “Тһе Israeli attack on Lebanon and Gaza is just the surface 
of the conflict. The deeper issue is the struggle for power in the 
Middle East between the US and Iran. And everything associated with 
this 


Y... In this framework 

without any prospect of normalization 

as a jungle of democracies after the Saddam\'s downfall is more 
unstable today than it has ever been in last 20 years. 


V'The key to putting a brake on Israel\'s counter-offensive and 
supporting the moderate governments of Egypt 

itself is in the hands of US President George W. Bush. But 
again 

has the right to defend itself.\' He is not aware of the fact that 
this Vlittle war\' is perfect for Iran to win time and continue with 
its nuclear program.\" 


- VFueling future bursts of hatred\" 


Leading \"Clarin\" carries an opinion by international analyst Oscar 
Raul Cardoso 

that there is no possible legal justification in international law 

for Israel to have started what it did in Lebanon - it started a 
non-declared war against a sovereign country which did not pose any 


danger to it 
it is clear that the death of civilians and the destruction of 
non-war infrastructure are against the Judeo-Christian tradition. 


\"... Israel needs is to stop in order to prevent further future 
damage against its own security. 


V'It is fueling future \'retro-explosions\' of hatred and resentment 
just like the US-UK coalition in Iraq...\" 


- VBig disagreement between Bush and Putin over the crisis in the 
Middle East\" 


Leading \"Clarin\" reports (07/16) \"The war in the Middle East is part 
of the G8 agenda in San Petersburg 

Russia. The beginning of the encounter was cold and there were some 
points of disagreement - US President George W. Bush blamed 
Hezbollah for violence while Putin shifted the blame to Israel. 


“Тһе two countries\' leaders also disagreed on issues like trade 
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democracy and geopolitics... 


\"Bush believes it is clear that Hezbollah is responsible for 
capturing soldiers and launching missiles into Israel 

ask to include a statement regarding this in the declaration... Bush 
also criticized the Palestinians and Syrians. Meanwhile 

criticized Israel for having bombed its Northern neighbor 

to make \'maximum efforts\' in order to achieve peace. 


\"The two leaders made mutual praising statements. However 
of the private encounters pointed out that there were many frictions 
between the two delegations.\" 


- The UN Security Council sanctions Northern Korea" 


Daily-of-record \"La Nacion\" reports (07/16) \"After eleven days of 
negotiations that ended up in intensifying China and Russia\'s 
resistance 

that imposed sanctions on Northern Korea for its missile tests. 


\"The resolution was adopted unanimously and bans every 
country-member from trading with Northern Korea any material that 
could be used for its nuclear and missile program 

transfer of funds for the same purposes. It also \‘condemned Northern 
Korea\'s multiple launchings of ballistic missiles on July 5 

and asked Pyongyang to \'suspend any activity related to its 

ballistic missile program.\' The resolution also urged Northern Korea 
to resume multilateral negotiations on its nuclear and missile 
program. 


\"After this decision 
should be ready for Pyongyang\'s eventual decision to dishonor the 
resolution.\" 


- VDisagreement hinders the UN Security Council\" 


Alberto Armendariz 

daily-of-record \"La Nacion 

disagreement among its members 

reach a deal over a call for ceasefire 

to put a brake in Israel\'s military incursions in its territory. 


\"... Israel's position was fully supported by the US 
previous day vetoed a UN Security Council resolution calling Israel 
to put an end to the occupation of the Gaza Strip. 


V... However 

Security Council criticized Israel\'s VexaggeratedW reaction to use 
Vexcessive military forceY in damaging infrastructure 

up killing and injuring civilians. V" 
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- "When hawks rule in the Middle East\" 


Oscar Raul Cardoso 

writes (07/15) \"... Today\'s reality in the region is an ascending 
spiral of chaos. The \'hawks\' of all aspects of the 
Arab-Palestinian-Israeli conflict have taken hold of the day. 


\"Hezbollah is profiting from chaos... Iran is taking advantage of it 
too. The current situation is allowing for a delay the WestVs 
political offensive against its nuclear program... 


VWhat about Israel? It is advisable to ask about the non-visible 
agenda of its escalation. French President Jacques Chirac asked 
whether (Israel had) the intention Vto destroy LebanonY behind 
formal reasons. 


\"In spite of its complex nature 

basic features. The US\'s stubbornness to privilege Israel at any 
price is the root of the VintangibleV nature of the Middle East 
peace. 


VJohn J. Mearsheimer and Stephen M. Walt 

Chicago and Harvard 

strategic partner as it was during the Cold War but a Vstrategic 
burden 

policy in the region. V" 


- VA tough internal dispute stalls confirmation of the US 
Ambassador" 


Hugo Alconada Mon 

daily-of-record V'La Nacion 

Ambassador to Argentina could be vacant until next September or 
October due to a dispute between the US Department of State and the 
US Cuban lobby. Meanwhile 

preparing to change three of the main U.S. spokespersons for Latin 
America. 


\"The Cuba lobby is also attempting to wield influence on two other 
positions seen as \'strategic\' 
and (US) Assistant Secretary for Latin America at the US Pentagon... 


\"Earl Anthony Wayne\'s nomination for US Ambassador to Argentina 
suffered a second setback at the UN Senate Foreign Relations 
Committee last June 29 when his was the only nomination not 
approved. 


VRepublican Senator for Nevada 
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due to the pressure of Cuban exiles... 


\"... The offensive against Wayne is based on a dispute in which he 
acted as Assistant Secretary for Economic and Business Affairs 
he objected to a budgetary assignment for TV Marti... 


\"Wayne expressed doubts about the need for the transmission... 
According to a source 
of Cuban exiles\' 


\"Now 
to unblock Wayne\'s nomination 
optimistic could happen by the end of this month.\" 


- VAn escalation that threatens to expand in the region!" 


Marcelo Cantelmi 

(07/15) \"There are two elements that are beginning to be seen 
clearly. This war scenario in the Middle East can be more 
catastrophic than it currently is. And secondly 

has created a gravestone for Israel\'s unilateral plan of withdrawal 
from Gaza and the West Bank... 


\"... Ehud Barak has just sustained that war could expand to 
Syria... 


\"Behind Syria 

power is standing. The more war expands 

is an example of this 

is an antecedent of only betting on a military solution as a means 
to solve a conflict that calls for another type of solution." 


- VAt 80 


Daily-of-record \"La Nacion\" (07/15) front-pages an opinion piece by 
writer Tomas Eloy Martinez 

have a superstitious view of their own death. They do not tolerate 
men they subdued to imagine a future in which they will no longer be 
present. Speculating about their eventual successors often cost them 
a fast fall in disgrace. Fidel Castro is an exception to this crazy 

rule. 


\"A long time ago 

last June Raul himself spoke about what may occur in Cuba after 
Fidel\'s death 

deserve. 


Y... Against some analysts\' assumptions 

over a more flexible and open government than that of his brother 
nor will the US show a better disposition to hold talks with him. 
Everything leads to the assumption that the blockade (one of the 
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major and stubborn mistakes of the US policy) will be maintained 


and just a few things will change.\" 
- VEnergy kills ideology\" 


Santiago OVDonnell 

(07/16) \"Hugo Chavez and Alvaro Uribe have little in common. One is 
BushVs VghostV and the other is his best ally... However 

day they were together when they announced the construction of a gas 
pipeline that will unite the Colombian coast on the Pacific Ocean 

with the main Venezuelan oil refinery. 


V... The idea is to use the gas pipeline to sell cheap oil to the 
impoverished Central American countries. 


V... Meanwhile 

programs at the Center for International Politics in Washington 
explained... VThe USG is not concerned about the construction of a 
new gas pipeline between Venezuela and Colombia... Simply because - 
the US does not live on gas imports. It only imports 15 per cent of 

the gas it uses...V 


V'The situation would be very different if instead of a gas pipeline 
Uribe and Chavez decided to build an oil pipeline in the same 
location... Isaacson explained VIf the plans to build an oil 
pipeline progress 

put an end to the project. In other words 

oil." 


3. EDITORIALS 
- VInternational conflicts and possible impact on the country" 


An editorial in business-financial V'EI Cronista V" (07/17) reads 
V'There has been an escalation of violence in some potentially 
dangerous points of conflict 


\"In the specific case of the confrontation between Israel and the 
Palestinians and between Israel and the Lebanese extremist 
forces... 

in the loss-loss game 

during the process. 


Y"... The significant implied danger is that domestic or foreign 
political circumstances limit the maneuvering room of leaders to put 
an end to the escalation of violence. 


V... Argentina\'s ability to face relatively short confrontations is 
relatively good. There are no signs that the country can enter 
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long-scale confrontations... Therefore 

political leaders can do is making progress on pending issues 
prevent current circumstances from becoming veils for disregarding 
our commitments.\" 


- \"International shock\" 


Conservative \"La Prensa\" carries an editorial (07/17) \"Once again 
the Middle East is on the verge of an open war between sovereign 
countries. With oil barrel at an unprecedented value and the US (the 
only superpower capable to put the planet in order) trapped in Iraq 
prospects are gloomy... 


\"... According to an expert 

intensifying violence 

conflicts with the US and Europe and will demonstrate that they are 
the ones who have the key to a solution of the confrontation between 
Israel and the Arabs.\' If this is the plan of the Syrian-Iranian 

axis 


\"No one wants to return to the nightmare of civil war 

is that today Hezbollah is operating with an intolerable impunity... 
Within this framework 

the problem of instability on its Northern border. However 
regional powers that are hostile to the West and promoters of 
Islamic extremism are on its way 

battlefield. A big-scale war is on the horizon.\" 


To see more Buenos Aires reporting 
at: 
http://www state.sqov.gov/p/wha/buenosaires 
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CIS peacekeepers had been the necessity of a cease-fire 
that had been achieved 14 years ago and since then all that 
had been witnessed were murders 

human rights." She charged that Russian citizenship had been 
given to Abkhaz \"purposefully 

military presence of Russian forces in the region.\" 
Continuing 

peacekeeping format the Abkhaz separatist government was 
being steadily armed and that nine percent of all crimes in 
Abkhazia were being perpetrated by the peacekeepers 
themselves. Burjanadze also said recent statements by Putin 
and the Russian foreign ministry implying a linkage between 
Kosovo and Abkhazia were merely \"an attempt to find a legal 
justification for the ongoing de-facto annexation undermining 
the sovereignty of Georgia." Russian Permanent 
Representative 
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reply 

up his hands after such a speech\". Churkin quoted Georgian 
President Sakaashvili as having said after his June 13 
meeting with President Putin in St. Petersburg that 
\"historically problems in the Caucasus have only been solved 
when Georgia stands with Russia. ' Churkin said that 
Sakaashvili\'s declaration had made Russia hopeful 
Burjanadze\'s blatant and ill-considered statement before the 
Security Council now called this into question. Churkin 
underscored that Russia was \"not a party to the conflict\" and 
averred that Burjanadze\'s statement could give \"the false 
impression that there was no problem between Sukhumi and 
Tblisi and that Russia alone was the problem.\" 


2. (C) The UNSC private meeting was followed by closed 
consultations of only the Security Council where SRSG Heidi 
Tagliavini reviewed her achievements as SRSG. Tagliavini 
said that much work lay ahead 

significant progress under her tenure traveling from a period 
four years ago when the peace process was at a complete 
standstill and there was a high level of tension in the zone 

of conflict. Council members then made national statements. 
End summary. 


Burjanadze Makes Strong Speech In UNSC Private Meeting 
3. (C) Speaking before the Security Council in a private 
meeting on UNOMIG on July 11 

Nino Burjanadze delivered from start to finish a strong 

political rebuke of the policies of the Russian Federation on 
practically every level. Burjanadze stated that Georgia had 
come a long way since the Rose Revolution to build democratic 
institutions 

than political will; these were problems related to its very 
political integrity. Georgia faced political refugees who 

still could not return to their homes and property and Abkhaz 
military exercises that had been on the rise in the past 

year. Burjanadze continued that the presence of the CIS 
peacekeepers in the zone of conflict was \"a problem\" and the 
existing peacekeeping operation was \"not impartial in 
carrying out its mandate.\" The original purpose for the CIS 
peacekeepers had been the necessity of a cease-fire 

\"that had been achieved 14 years ago and since then all we 
had been witnessing were murders 

of human rights." Burjanadze explicitly called for a new 
peacekeeping format that would be more neutral. She also 
noted that Russian citizenship had been given to Abkhaz 
\"purposefully\" and just to \"clarify the permanent military 
presence of Russian forces in the region." Burjanadze also 
charged that under the current peacekeeping format the 
separatist government was being steadily armed and that nine 
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percent of all crimes in Abkhazia were being perpetrated by 

the peacekeepers themselves. She also said recent statements 
by Putin and the Russian foreign ministry implying a linkage 
between Kosovo and Abkhazia were merely an attempt to find a 
legal justification for the ongoing de-facto annexation 
undermining the sovereignty of Georgia. \"In addition 

Russian influence in Abkhazia is constantly on the increase 

and no high-level appointment is made without Russian 
approval 


Russian Response to Burjanadze 
4. (C) Russian Permanent Representative 
exercising his right to reply 


do in response other than to \"throw up his hands after such a 
speech.\" Churkin quoted Georgian President Sakaashvili as 
having said after his June 13 meeting with President Putin in 
St. Petersburg that \"historically problems in the Caucasus 
have only been solved when Georgia stands with Russia.\" 
Churkin said that Sakaashvili\'s declaration had made Russia 
hopeful 

statement before the Security Council called that into 
question. Churkin underscored that Russia was \"not a party 
to the conflict" and averred that Burjanadze\'s statement 
could \"give the false impression that there was no problem 
between Sukhumi and Tblisi and that Russia alone was the 
problem for Abkhazia.\" 


Consultations 

5. (C) In closed UNSC consultations following the private 
meeting 

thought were her key achievements and delivered comments on 
UNOMIG and progress on key issues in Abkhazia. Tagliavini 
noted that when she had arrived at her post four years 

earlier there had been almost no dialogue between the two 
sides with the progress on resolving the conflict at a 

virtual standstill. The security situation in the zone of 

conflict was also fragile and tense 

helicopter had been shot down in the upper Kodori Valley in 
2002. She had sent a mission to Gali to assess the situation 
and make recommendations 

and some including economic rehabilitation were still 
underway. Some of these steps had prevented the conflict 
from flaring up again and increased confidence. She had also 
organized and led study visits to Kosovo and Bosnia in 

October 2003 and later to elsewhere including the multiethnic 
regions of the Swiss confederation. The Geneva process had 
started in 2003 under DPKO U/SYG Guehenno and in 2006 the 
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first resumed session of the Coordinating Council had met. 
We needed to continue along the same lines of increasing 
dialogue. In recent meetings the two sides had been to start 
discussing a road map for the conflict. Tagliavini also said 
she thought it would be useful if the Security Council made a 
visit to Georgia in the future. 


6. (C) Tagliavini then summarized her main achievements 
over four years as: 1) keeping stability in a volatile 
environment 2) creating an atmosphere of mutual confidence 
and respect on both sides that allowed for negotiations 3) 
there had been no causalities among UNOMIG mission members. 
Her briefing tracked largely with the contents of the latest 
quarterly Security Council report. Speaking one more time 

the very end of the day\'s Security Council session 

Tagliavini characterized her four years as UNOMIG SRSG as 
\"her most challenging and exhausting years ever 

concluded that she \"would not have traded the experience for 
anything.\" 


National Statements By Council Members 

7. (C) Limiting himself to prepared comments this time 
Russian Permrep Churkin commended Tagliavini for her 
accomplishments as SRSG. He said he shared the view on the 
need to complete the documents on non-use of force. Churkin 
also said he supported direct dialogue among the parties and 
the view that we ought to look at resolving any problems in 

the region only under existing formats. The work of the CIS 
peacekeepers was closely aligned with that of the UN Mission 
said Churkin. He called on the Georgians to understand the 
complexity of the peacekeepers\' work and also noted that SYG 
Annan had recently praised their performance. Churkin stated 
flatly that Russia rejected any change to the format of the 

CIS peacekeepers operations and believed that the Georgians 
should provide security so patrols could be resumed in the 
upper Kodori Valley. 


8. (C) Slovakia said we needed to support a lasting 
settlement within the context of Security Council resolutions 
and within the internationally-recognized borders of Georgia 
and that this ought to be unalterable. The UK echoed the 
sentiments of all present that Tagliavini had done an 
excellent job in her four years and also praised the recent 
resumption of the Coordinating Council as an important 
achievement. The UK also voiced support for a fact-finding 
mission to look at whether there was a policing gap and said 
the purpose should be technical and local. Speaking for the 
U.S. 

key goal should be maintaining the territorial integrity of 
Georgia. The U.S. also supported an assessment mission to 
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Gali and Zugdidi on policing. France also expressed support 
for an assessment mission and said the resumption of the 
Coordinating Council had been an important achievement 


urged completion of the documents soon. 


Tagliavini\'s Meeting With the Friends 

9. (C) The following day 

Georgia group for a more informal opportunity to discuss her 
assessment of her work over four years and to review the 
challenges that her successor would inherit. Her overall 
assessment tracked closely with the points she delivered the 
day before and were likely most beneficial to the Germans who 
were not in the closed consultations of the day before. 
However 

to move ahead on the fact-finding mission 

be done properly and she felt that practically speaking she 
ought to turn the fact-finding mission over to her successor. 
She allowed 

things too much the fact-finding mission could be pushed 
ahead. She said perhaps by August 1 

September 1 it should be possible to launch the mission. She 
noted that the mission should be for Zugdidi as well and 
stated that under her tenure such missions had always looked 
at both sides of the zone of conflict. Russian DPR Dolgov 
raised no objections to the fact-finding mission other than 

to say it should include Zugdidi and focus only on 

criminality. Tagliavini also noted (as she did the day 

before in the Council) that she thought it would be very 

helpful if the Security Council made a visit to Georgia 
sometime soon. She said that this was a region of the world 
where a Security Council visit would get real attention and 
could make a real impact 

BOLTON 
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nationwide recount of the results of the Mexican presidential 
election. Estimates of the attendance at the event ranged 
from 300 

for a campaign of peaceful civic disobedience -- the details 
of which will be decided later today -- to demonstrate the 
insistence of his supporters on a complete vote recount. He 
also called on his supporters to conduct vigils outside the 
300 district offices of the Federal Electoral Institute 

(IFE) 

being stored there. AMLO urged his supporters to attend in 
even greater numbers another march and rally scheduled for 
Sunday 


Column 3 

intention of standing down unless the electoral tribunal 
(TEPJF) conducts the nationwide recount he demands. End 
summary. 


A Million Man March? 


2. (U) On Sunday 

supporters down Paseo la Reforma 

thoroughfare 

Zocalo 

Department of Public Security estimated the crowd at 1.1 
million 

300 

President of the PRD). Although the actual turnout is likely 
to remain in dispute 

considerably heavier than at last week\'s event (ref A) 
was estimated at between 150 

reports 

history maintained a festive air 

violence were reported. A PRD contact characterized the 
event as a great success 

legal and peaceful 

inconvenience as possible in the city. 


AMLO Calls His Supporters to Action 


3. (U) In his half-hour long remarks 

supporters to \"defend the inalienable right of the people to 
freely elect their leaders.\" Reeling off a litany of alleged 
campaign violations and irregularities 

the TEPJF order a nationwide recount 

box by ballot box.\" He called on rival Felipe Calderon \"to 
act in a responsible manner and to accept 

pretexts\" a nationwide recount. He added: ҮІ recommend to 
you that for your own sake 

for the sake of your closest supporters 

realize that...the consummation of a fraudulent election 
cannot be erased....\" He warned that a complete recount was 
essential for the political economic and financial stability 

of the country. 


4. (U) In support of this demand 

three-pronged strategy. First 

to undertake continuous vigils outside IFE\'s 300 district 
offices 

being stored there. He added that these vigils would serve 
as centers of information and decision-making for his cause. 
Second 

peaceful civil disobedience 
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would form a citizens\' committee to decide on the nature of 
such acts of civil disobedience. Finally 

supporters to return to Mexico City on Sunday 

third mass march and \"informational meeting;\" he challenged 
his supporters to work to bring twice as many participants to 
the next rally. 


5. (U) According to a PRD contact 

with those civil society members who will form the so-called 
citizens\' committee that will decide on a strategy of 

peaceful civil disobedience 

conference. Our contact said AMLO would not be satisfied if 
the TEPJF decided only to recount the votes in the 
approximately 50 

contested. She said that he planned to continue the protests 
until the TEPJF undertook a complete 

adding that if the TEPJF failed to order such a recount 


country risked becoming ungovernable. 


Comment: AMLO Has Momentum...For Now 


6. (C) If any observers were beginning to wonder whether 
ΑΜΙ Ονς5 election protest was losing steam 

turnout should put those doubts to rest 

next rally. At this point 

next move will be once the TEPJF finally rules 

clear he will not be happy with any result that leaves 
Calderon the victor. There is no question that AMLO enjoys 
the loyalty of a hard core of true believers who will not 
desert him readily 

represent but a fraction of those present at Sunday's rally; 
they are probably too few in numbers and in resources to 
sustain AMLO\'s protest on their own. AMLO currently also 
enjoys the public support -- whether or not enthusiastic -- 
of the PRD\'s hierarchy and officeholders. Nevertheless 
the second force in Congress -- and as the party to have 
grown most in the recent elections -- the PRD has a 
considerable incentive to work within the system. 
Maintaining the support of the PRD hierarchy -- and the 
resources it has at its disposal -- in the face of an adverse 
TEPJF ruling will likely be AMLO\'s greatest challenge. 


Visit Mexico City\'s Classified Web Site at 
http://www. state.sgov.gov/p/wha/mexicocity 
GARZA 
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among Indonesians. As a guest speaker at a gathering of the 
conservative Islamic and pro- Shari\'a Crescent Star Party 
(PBB) a few days later 

Palestine to wage Jihad against Israel 

the heavy attention that recent events there have received in 
the Indonesian press. 


3. (SBU) BaVasyir has wasted no time promoting his views in 
other media as well. His release from prison was accompanied 
by the release of two new books and two cassette tapes. The 
tapes are entitled \"Knowing the Nature of the 
Munafik\"(unbeliever posing as a Muslim) and \"Knowing the 
Nature of the Infidel". The hardcover book \"I Was Slandered\" 
gives Ba\'asyir\'s version of the events leading up to his 

arrest and his time in prison 

by Hussein Umar 

for Islamic Propagation (DDII). \"Notes from Prison on the 
Application and Establishment of True Islam" appears to be 
more a statement of BaVasyirVs religious thought. The cover 
features a close-up of BaVasyir 

see the burning twin towers and an American flag being set 
afire. 


4. (SBU) Ba\asyir\'s public statements on terrorism constitute 
a tangled web of fabrications and contradictions. He states 
that Vjihad with weapons\" is not appropriate for Indonesia 
but still refers to the perpetrators of the 2002 Bali 

bombings as \"heroes\" who merely \"erred in their opinions 
about jinad\". In a July 7 interview with Al-Jazeera 

BaVasyir explained a convoluted theory of the 2002 attacks іп 
which the small bombs built by these errant Jihadists were 
\"attached to larger explosive charges\" under an 
\"arrangement...made by the CIA\" 

that was \"doubled in strength\". This theory forms the basis 
for his call for clemency for the three men sentenced to 
death for their role in those attacks 

American bomb\" 

202 deaths. Ba\‘asyir\'s request for Judicial Review of his 
own conviction is still pending before the Supreme Court. 


Fairly good press 


5. (SBU) Ba\'asyir\'s activities have drawn significant 
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attention in the mainstream press since his release 
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it positive 

show a smiling BaVasyir waving to large crowds. The 
Indonesian press refuses to describe BaVasyir as a member of 
Jl despite the court\'s finding to the contrary 

him only as MMI Amir and head of the Al-Mukmin Pesantren іп 
Ngruki 

Republika called him the \"scapegoat\" of the West 

the mainstream Kompas described his release as \"a homecoming 
long delayed\". Allegations of foreign meddling in the case 

are routinely cited in the media 

past comments by Indonesian terror expert Sidney Jones that 
BaVasyir was convicted on flimsy evidence. Others have 
raised Australian Prime Minister Howard\'s strong response to 
Ba\'asyir\'s release 

Indonesian press. 


Courted by Islamist parties 


6. (SBU) Ba\‘asyir\'s popularity has received the attention of 
conservative Islamist political parties seeking to capitalize 
on his current star power. Aside from his speech at the PBB 
(see above) 

Hamzah Haz 

conservative Islamic United Development Party (PPP) 
become a member 

National Mandate Party (PAN) as well. While BaVasyir has 
repeatedly stated that he is not a member of any party and is 
in fact opposed to electoral democracy in principle 

interest in him demonstrates that conservative Islamic 
parties view him as a public relations asset at the very 

least 

Ba\'asyir\'s more radical MMI organization. 


GOI reaction limited 


7. (С) Despite recent GOI attempts to promote more forcefully 
Pancasila as an ideological alternative to extremism (ref D) 
the GOI has neither responded publicly to Ba\asyir\'s rhetoric 
nor visibly tried to discourage other Islamist leaders from 
embracing him. Contacts at the Counterterrorism desk in the 
Coordinating Ministry for Security state that no such 
response is being planned. The GOI response to Ba\'asyir\'s 
designation as a terrorist under UNSCR 1267 similarly lacks 
coordination. While the Department of Foreign Relations 
stated that BaVasyirVs assets would be frozen in accordance 
with UN regulations 

publicly that this could not be done. President Yudhoyono 
has remained above the fray in public 

Ba\'asyir\'s release is in no way indicative of Indonesia\'s 
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ongoing commitment to eradicating terrorism. 


8. (C) The issue of to what extent BaVasyir will be monitored 
by police also remains unclear (see ref B). The GOI has been 
less ambiguous regarding the ban on foreign travel that UNSCR 
1267 requires 

enforced. However 

be planning a pilgrimage to Mecca later this year. If true 

this would constitute a severe test to GOlVs commitment to 
the travel ban 

to inhibit a prominent figure from participating in an event 

of such profound religious significance. 

PASCOE 
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Articles: 
1) TOP HEADLINES 


Asahi: 
UN considers sending international forces to Lebanon 


Mainichi: 
G-8 statement stipulates North Korean nuclear 


issues 


Yomiuri: 
G-8 calls for early resolution to North Korean abduction issue 


Nihon Keizai: 
Health 
older to be newly covered by unemployment insurance 


Sankei: 
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G-8 statement condemns North Korean missile launches 


Tokyo Shimbun: 
G-8 statement strongly calls for North Korea\'s complete abolition of 
nuclear weapons and giving up of nuclear programs 


2) EDITORIALS 


Asahi: 

(1) What G-8 should do is take action 

(2) Zidane\'s ejection: Racial discrimination should also be given a 
red card 
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Mainichi: 

(1) End of G-8: No ideas regarding oil dependence 

(2) Environment tax: Need for a new tax system that can change 
economy and society 


Yomiuri: 

(1) End of G-8: Make international cooperation on North Korea 
effective 

(2) Science Olympics: Support young people in intellectual pursuits 


Nihon Keizai: 
(1) G-8 must unite on Middle East crisis 


Sankei: 
(1) G-8 cooperation significant 
(2) Learning kanji spurs love of reading 


Tokyo Shimbun: 

(1) G-8 should show examples 

(2) Thought should not be litmus test for renewal of teaching 
license 


3) Prime Minister\'s Official Residence (Kantei) 
Prime Minister\'s schedule 


NIHON KEIZAI (Page 2) (Full) 
July 18 


Evening 
Working dinner with Summit participants at the Constantine Palace in 
a suburb of St. Petersburg. 


Prime Minister\'s schedule 


Morning 
Meetings with leaders of guest countries and delegates from 
international organizations at the palace. 


Noon 
Working lunch 


Afternoon 

Met with Indian Prime Minister Singh at the cottage allocated to 
Japan. Gave а press conference for domestic and foreign reporters at 
the International Media Center. 


4) Poll: Cabinet support rate inches up to 41% 
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TOKYO SHIMBUN (Page 2) (Abridged) 
July 15 


The approval rating for Prime Minister Junichiro Koizumi\'s cabinet 
was 41.6% 

yesterday for July. The figure was up 1.0 percentage points from the 
preceding month. The disapproval rating was 38.4% 

The government was questioned about its action in the wake of North 
Korea\'s recent firing of missiles 

the approval and disapproval ratings for the Koizumi cabinet. In the 
breakdown of public support for political parties 

opposition Democratic Party of Japan (Minshuto) was at 11.0% 

1.1 points. The DPJ sustained a drop in its popularity rating for 

the first time since DPJ President Ichiro Ozawa took the party helm 
in April. 


The survey was conducted July 7-10 across the nation ona 
fact-to-face basis 
males and females aged 20 and over. The retrieval rate was 69.0%. 


In the breakdown of public support for other political parties 

ruling Liberal Democratic Party stood at 23.9% 

last month. The DPJ dropped for the first time in three months. The 
New Komeito party 

0.1 points. The Japanese Communist Party was at 1.7% 

The Social Democratic Party (Shaminto) was at 1.2% and the People\'s 
New Party (Kokumin Shinto) at 0.1% 

last month. No respondents picked the New Party Nippon (Shinto 
Nippon). Those who have no party to support accounted for 57.1%. 


5) Poll: Abe leads Fukuda in post-Koizumi race 


TOKYO SHIMBUN (Page 2) (Abridged) 
July 16 


Chief Cabinet Secretary Shinzo Abe ranked top at 47.1% as a 
politician appropriate to be the next prime minister 

findings from a Jiji Press poll released yesterday. His popularity 

in July was down 1.4 percentage points from the preceding month. 
Yasuo Fukuda 

second at 17.0% 

27.4 points in the last poll to 30.1 points in the latest poll. 


The survey was conducted July 7-10 across the nation ona 
fact-to-face basis 
men and women aged 20 and over. The retrieval rate was 69.0%. 


Among other politicians 
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3.8% 

Senior Vice Justice Minister Taro Kono at 0.8%. Abe gained an 
advantage among all political party supporters. Among those 
supporting the ruling Liberal Democratic Party 

with Fukuda at 15.2. Among those supporting New Komeito 
coalition partner of the LDP 

Among those supporting the leading opposition Democratic Party of 
Japan (Minshuto) 


6) Prime Minister Koizumi calls on North Korea to return to 6-party 
talks 


YOMIURI (Page 2) (Excerpt) 
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By Nobusuke Tanaka in St. Petersburg 


Prime Minister Koizumi 

corps following the end of the G8 Summit on the evening of July 17 
(Same evening in Japan) 

recently passed resolution against North Korea by the United Nations 
Security Council: \"I think that North Korea did not imagine that it 
would be passed by unanimous agreement 

North Korea should take this message seriously.\" He also pointed 
out: \"The North should consider its own security and economic 
development in that context by returning as soon as possible to the 
six-party talks.\" He urged that country to quickly rejoin six-party 
talks. 


7) Prime Minister Koizumi displays leadership on North Korea issue 
in avoiding discussions from becoming concentrated only on Middle 
East; Ways for settlement remain unclear 
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St. Petersburg 


Prime Minister Junichiro Koizumi on July 17 completed his 6th and 
last G-8 Summit (St. Petersburg Summit) schedule. Amid the ongoing 
military action by Israel against Lebanon 

keen to discuss the Middle East issue. However 

displayed his presence as a regular participant 

discussions on the North Korea issue and secured the solidarity of 
the Summit members on Pyongyang\'s missile 

issues. 
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Discussions on the afternoon of the 16th and during the luncheon on 
the 17th were centered on the regional situations. According to a 
participant 

on Lebanon and how to reconstruct the Middle East peace process. The 
Middle East issue took up about three quarters of the session on the 
afternoon of the 16th. Some delegates who were not at the conference 
took a sober view of the development of the discussions 

\"The North Korea issue has ended with the adoption of a resolution 

at the UNSC.\" 


Under such circumstances 

of attracting the interest of leaders of participating countries by 
introducing messages from leaders of concerned Middle East 
countries 

forcibly guiding the topic of discussions to the North Korea issue. 
Once he attracted the attention of participants to his statement 
called for solidarity over the North Korea issue. 


8) North Korea 
Koizumi bows out at his sixth G-8 Summit in triumph 
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The St. Petersburg Summit is the last summit for Prime Minister 
Junichiro Koizumi 

have made his presence felt by reporting to the other leaders on the 
situation in the Middle East 

summit 
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Though his Asia diplomacy lacks luster 
discussions with other summit participants well 
close to his final summit. 


President Putin on July 15 started off the Japan-Russia talks with 
the remark 

visit to the Middle East.\" The prime minister responded: \"This is my 
last summit. | will cooperate so that this summit 

chairs for the first time 


He reported on his visit to the Middle East during a session on the 
international situation on the 16th. He revealed that his meeting 
with Israeli Prime Minister Enud Olmert was held in a tense 
atmosphere on the day when the abduction of Israeli soldiers by 
Hezbollah took place. He then introduced his own plan for a corridor 
of peace and prosperity 

the Middle East. 
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Regarding North Korea\'s missile launches 

expressed concern and called for international solidarity for a 
comprehensive settlement of issues related to that nation 
nuclear development 

leaders supported Koizumi\'s call 

the North Korea issue 

particular 


Winding up the day\'s long session 

the beach near his room to view the sunset over the Baltic Sea. He 
then bumped into Canadian Prime Minister Harper and his wife. He 
told them 

consideration to him 


Koizumi has participated in six G-8 summits 

any Japanese prime minister 

Nakasone. It is certain that he made his presence felt in the 
international community. 


9) Ozawa denies Japan took initiative in UNSC resolution on North 
Korea 
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Ichiro Ozawa 

of Japan (Minshuto) 

he denied that Japan played a leading role in the United Nations 
Security Council\'s adoption of a resolution denouncing North Korea 
in which there was no mention of the UN Charter\'s Chapter 7. \"Japan 
was made to play the role of a hardliner 

backroom wheeling and dealing between the United States and China 
and also between the Untied States and Russia was carried on 

said. \"Japan is unwilling to admit its own defeat (while saying the 
resolution is binding) in interpretation 

Japan only played a role 


\"In the end 
endorsement of sanctions against North Korea) 


10) GSDF completes pullout of troops from Iraq; Japan dispatched 
55 


YOMIURI (Page 1) (Excerpt) 
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Koichiro Takano 
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The last 220 Ground Self-Defense Force troops of a 600-member 
contingent dispatched to the southern Iraq city of Samawah arrived 
at 1:35 p.m. on July 17 at Ali Al Salem Air Base in Kuwait after 
leaving Taril Airport in Samawah on an Air Self-Defense Force C-130 
transport plane. All the 600 GSDF members have pulled out of Iraq 
safely and they will return to Japan by the end of this month. 


11) Moves for establishing a permanent SDF dispatch law likely to 

gain momentum; GSDF completes troop pullout from Iraq; ASDF troops 
to continue activities for a while 

activities 


MAINICHI (Page 2) (Excerpts) 
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Yoso Furumoto 


Ground Self-Defense Force (GSDF) troops deployed to Iraq were all 
withdrawn yesterday from Iraq after finishing two and a half years 

of reconstruction assistance to that country. The dispatch of GSDF 
troops was a symbol of Koizumi diplomacy that has focused on the 
strengthening of the alliance with the United States. Without having 
suffered a single casualty 

completed withdrawal. This success is likely to serve as a foothold 
for Japan to move on to the next stage of SDF cooperation with the 
US. On the other hand 

Air Self-Defense Forces (ASDF) troops to Kuwait for a while and 
widen their activity of transporting goods and personnel for the 
multinational forces and the United Nations (UN). Moves to establish 
a permanent law that will enable the SDF to dispatch its troops 
abroad on such missions as peacekeeping operations are likely to 
gain momentum in the next administration after Prime Minister 
Junichiro Koizumi steps down. 


\"Those who are unwilling to be dispatched must not be dispatched 
Koizumi reiterated. Lying behind this phrase was his concern that 
the loss of lives could happen. 


Japan therefore gave the top priority to safety in considering SDF 
activities. Iraq s southern city of Samawah is said to be relatively 
stable 

be dangerous 

supply 

activities were carried out without pointing a gun at residents; as 

a result 

community. They have also received a good evaluation from other 
countries as a model for reconstruction assistance carried out by 
troops. 


Japan dispatched GSDF troops in response to the US request. In order 
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to pull out the troops 

America\'s understanding and in return for the pullout to expand ASDF 
troops\' activities to cover Baghdad and the northern province 

Arbil. Japan\'s basic plan for reconstruction assistance under the 
special measures law on Iraq reconstruction assistance will expire 

in December. The government then will be forced to make a decision 
whether to continue the ASDF troop deployment. 
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When the plans for the realignment of US forces in Japan are 
implemented 

their activities. The New National Defense Program Guideline also 

has worked out the policy of expanding activities for international 
peace and cooperation. When the US deploys their troops abroad next 
time 

dispatch of its troops to Iraq. 


In anticipation of such a possible request 
Party has already begun discussing the question of establishing a 
permanent law relating to the overseas SDF dispatch. 


12) JDA chief Nukaga emphasizes need to establish a permanent law on 
overseas SDF dispatch 


MAINICHI (Page 2) (Full) 
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Kyodo News Service 


At a press conference yesterday afternoon (late at night on the same 
day 

Nukaga spoke of the question of whether to establish a permanent law 
that will enable the Self-Defense Forces (SDF) to dispatch its 

troops abroad as needed and emphasized the need to establish such a 
law 

established so that the SDF will take action swiftly and expand 

their activities.\" 


In addition 
ruling parties 
discussion on the matter in the ruling camp. 


19) Nukaga: GSDF\'s original objectives accomplished 
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Takashi Imai 
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Defense Agency Director-General Fukushiro Nukaga held a press 
conference at a hotel in Kuwait City on the evening of July 17 
(night of July 17 

Ground Self-Defense Force troops withdrew from Iraq 

chief said: \"The GSDF has assisted the reconstruction of Iraq by the 
Iraqi people. The GSDF has completed its original objectives." 
Nukaga also noted regarding conditions for a withdrawal of 
Kuwait-based Air Self-Defense Force troops 

an airlift mission: \"We will consider it by taking into account a 
broad range of factors 

management by the Iraqi government.\" 


Nukaga also met with Kuwaiti Defense Minister Sheikh Jaber Mubarak 
al-Hamad as-Sebah in Kuwait City on the night of July 16 (early July 
17 

Jaber said: \"We greatly appreciate Japan\'s assistance to Iraq. Japan 
is an important country for Kuwait 

assistance possible.\" 


14) Unstable security situation In Iraq forces government to review 
its private-sector strategy 
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Takashi Imai 


The Ground Self-Defense Force\'s reconstruction assistance in lraq 
that has lasted two years and a half has finally come to an end. The 
Iraq mission provided Japan with an opportunity for further 
international contributions and challenges. 


On July 13 
southern Iraqi city of Samawah to transfer security duties from the 
multinational force to the Iraqi government. 


The stadium\'s grounds 

troops 

with funds from Japan\'s official development assistance (ODA). The 
ceremony was an embodiment of Japan\'s successful combination of the 
SDF and the ODA. 


Unlike peacekeeping operations led by the United Nations 
independently arranged the Iraq mission 

its duration 

assistance in lraq 
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internationally. 


In some areas 


The government has hoped that private firms would continue with the 
GSDF\'s reconstruction assistance in Iraq in order to turn interests 
linked to energy in Japan\'s favor by establishing communication 
channels with them. But the unstable security situation in Iraq due 

to intensifying terrorism and sectarian conflicts is forcing Japan 

to review its strategy of sending private firms to Iraq. 


Private corporations remain unable to conduct advance surveys for 
ODA projects. In October 2003 

5 billion dollars (about 550 billion yen) to Iraq. Of its yen loans 
worth 3.5 billion dollars 

been determined. 


15) Japan will not carry out preemptive attack: Koizumi 


SANKEI (Page 1) (Full) 
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St. Petersburg-Prime Minister Junichiro Koizumi 

at the International Media Center in the city of St. Petersburg 

Russia 

the United Nations Security Council\'s adoption of a resolution 
denouncing North Korea 

six-party talks at an early date. \"It\'s extremely important that the 
Security Council unanimously adopted the resolution 

\"North Korea should take this message seriously and should return to 
the six-party talks as soon as possible 

time 

they can hold bilateral talks 

With this 

Korea to hold talks with the United States as desired by North Korea 
if North Korea returns to the six-party talks. 


In addition 
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attack against North Korea in connection with the rise of arguments 
over the advisability of striking enemy bases in the wake of North 
Korea\'s recent firing of missiles. \"We\'re exclusively 
defense-oriented 

preemptive attack against any country 


However 
Forces\' equipment 
capabilities so that they will not misunderstand and think that 
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Japan would not resist even if it is attacked.\" 


16) JDA chief Nukaga to visit Okinawa in late August 
advance plans for the realignment of US forces in Japan 
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Takashi Imai 


Defense Agency Director-General Nukaga late at night on July 16 
(early July 17 

Kuwait hotel that he would visit Okinawa in late August. He is 
scheduled to meet with Mayor Yoshikazu Shimabukuro of Nago City 
planned relocation site for the US Marine Corps\' Futenma Air Station 
currently in Ginowan City 

his eagerness to advance plans for the US force realignment 
including the relocation of MCAS Futenma 

progress. 


On the relocation of Futenma 

prefectural government agreed on May 11 that they would basically 
follow the government plan to relocate the base to a coastal area of 
Camp Schwab. 


On May 20 

force realignment in Japan that includes the establishment of a 
consultative organ among the central and prefectural governments 
and relevant municipalities. But the prefectural government has been 
opposed to the central government\'s attitude of going ahead with the 
government plan as a prearranged course. No prospects are in sight 
for such a consultative organ 

take place. 


The central government intends to map out a construction plan for an 
alternative facility by October. By making a tour of Okinawa 
apparently intends to pave the way for the relocation 

on Prime Minister KoizumiVs stepping down in September. 


According to a senior JDA official 

in the government: \"A preparatory organization for a consultative 
organ should be first established 

and other municipalities willing to talk with the central government 
should be held first 

government.\" 


17) Three Minshuto executives tour US bases in Okinawa to pave way 
for combining efforts of anti-LDP forces 


TOKYO SHIMBUN (Page 2) (Abridged slightly) 
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Minshuto (Democratic Party of Japan) President Ichiro Ozawa 
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president Naoto Kan 

toured US bases in Okinawa on July 15. The purpose was to play up 
the party\'s stance of placing high priority on Okinawa and its 

strong rivalry toward the ruling coalition with an eye on the 

Okinawa gubernatorial election this fall and the Upper House 
election next summer. But the party\'s stance remains elusive 
regarding the highly controversial plan to relocate Futenma Air 
Station. 


Ozawa visited Futenma Air Station in Ginowan and Kan and Hatoyama 
toured Camp Schwab in Nago 
Station. 


After the tour 

ruling coalition before reporters in Naha 
America\'s true ally 

is at America\'s beck and call 

issue.\" 


Ozawa is digging in his heels against the ruling coalition over the 

US force realignment issue apparently with the Okinawa gubernatorial 
election this fall and the Upper House election next summer in 

mind. 


Five opposition parties in Okinawa 
to field a single candidate for the gubernatorial race under the 
slogan of opposing US force realignment. 


To Ozawa 

Japan-US relations and a vital constituency for joining forces 
opposed to the LDP-New Котейо coalition. A victory by the 
opposition camp\'s candidate in the Okinawa gubernatorial election 
could pave the way for rallying anti-LDP forces together for next 
year\'s Upper House election. 


But Minshuto\'s stance remains unclear regarding the planned 
relocation of Futenma Air Station to Camp Schwab 
issue. 


Last August 

government to look for ways to relocate Futenma Air Station out of 
Okinawa first and then to aim for relocation abroad based on changes 
to the environment surrounding its strategy. The party also backed a 
candidate advocating a site outside Okinawa in the Nago mayoral race 
in January this year. 
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The circumstances have changed tremendously since last August 
evidenced by an agreement between Tokyo and Washington to relocate 
Futenma functions to the coastal area of Camp Schwab and the Nago 
mayor\'s approval of the plan. 


A senior Minshuto member said 
YnoV to the relocation plan." 


On July 15 
local residents 
relocation plan. 


18) Abe to publish book containing his political vision 


MAINICHI (Page 5) (Full) 
July 18 
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Chief Cabinet Secretary Shinzo Abe 

candidate to succeed Prime Minister Junichiro Koizumi 

a book on July 20 titled \"Toward a Beautiful Country.\" It will 

contain a draft of the political vision he will use in the September 
Liberal Democratic Party presidential election. Some LDP lawmakers 
assume that Abe may aim to use this book to further boost popular 
support even though he already has the edge over other possible 
candidates. 


Abe writes in the book his basic thinking about Asia diplomacy 
Constitution 


On Asia policy 

refusing to hold meetings a the summit level due to Prime Minister 
KoizumiVs visits to Yasukuni Shrine. The expectation is that he seek 
to improve Japan\'s relations with other Asian countries 

India and Australia. The book also likely contains measures to 
create a society in which those who once failed once can have 
another chance to try again 

the Koizumi reform drive for widening the income gap. 


Abe has put off the announcement of his candidacy for the LDP 
presidential race planned until sometime after the G-8 summit 
probably to late August. There was a view that the publication of 
his book might be delayed like his planned announcement of 
candidacy. But a person close to Abe said 

on July 20.\" 


SCHIEFFER 
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good support Mongolia has had from the United States 
both to increase the Mongolian Armed Forces\' 
peacekeeping capacity and to bolster defense reform. 


PM: GOM Grateful for US Support; Seeks MCC Compact 


4. (U) Prime Minister Enkhbold hosted Agriculture 
Secretary Johanns for a 70-minute breakfast on July 13. 


SIPDIS 

Minister for Agriculture and Food Terbishdagva 
attended 

a few asides to the PM. Secretary Johanns applauded 
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the Mongolian Parliament\'s recent passage of anti- 
corruption and anti-money-laundering legislation and 
encouraged their full and speedy implementation. 
Johanns noted USDA has several programs which have 
benefited MongoliaWs people and the USG remains 
committed to their continuation. 


5. (U) The PM responded that Mongolia was grateful to 
receive the President\'s delegation as well as the 

recent U.S. Congressional and UN resolutions 
congratulating Mongolia on its 800th anniversary. He 
reiterated the Government of MongoliaWs appreciation 
for President BushYs November 2005 visit and his 
affirmation of the U.S. as Mongolia\'s \"third neighbor\". 
He noted Mongolia had indeed benefited from U.S. 
assistance programs 

Mongolia was grateful. The PM said that Mongolia is 
eager to conclude a Millennium Challenge Account 
compact soon 

lengthy period needed to conclude the compact; the PM 
hoped this process might be accelerated. He noted the 
GOM seeks a Free Trade Agreement with the U.S. and 
hopes to increase agricultural cooperation as well. 
Secretary Johanns reviewed recent trends with regard to 


SIPDIS 

MCC compacts and implementation 

importance of making progress on corruption. Johanns 
added his own visit underscored the USGVs desire to 
increase economic and commercial ties as part of our 
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comprehensive partnership 

President about his visit to Mongolia upon returning to 
Washington. 


PM Lists His Administration\'s \"Greatest Achievements\" 


6. (U) The PM reviewed the \"social challenges\" his 
government has faced since assuming power in January. 
He ticked off a laundry list of his administration\'s 
achievements 

electoral campaign promises: 

-- a 30% increase in public sector salaries 

average monthly salaries from Tugruk 92 

129 

he described later as vital to anti-corruption efforts; 

-- a pilot program for 110 

children to begin having free school breakfasts 

plan to implement the program nation-wide later this 
year; 

-- mothers over 55 would receive stipends 

having more than five children receiving Tugruk 50 

per month and those having more than eight children 
receiving Tugruk 100 

-- newlyweds would receive Tugruk 500 

of newborn babies would receive Tugruk 100 

-- all children will receive Tugruk 3 

drawing upon the recently created stability fund 

created using funding gained through the law enacted in 
June covering windfall profits taxes on copper and 

gold 

-- closure on a long-languishing 2003 US$300 million 
loan agreement with China; 

-- a soft loan ($27 million) from Japan to help fund 

and promote small and medium enterprise development had 
been concluded during the PM\'s April visit to Tokyo; 

-- greater GOM-donor coordination in the form of 
regular six-month Technical Meetings with donors (Note: 
These were initiated by the World Bank; the first was 
held in February 2006 and the second is scheduled for 
early October); and 

-- Parliament had recently reduced corporate 

and value-added taxes 

revenue. 


Comment: A Rosy and Selective Summation from the PM 


7. (SBU) The PM\'s summation is evidently the 
presentation he used with the avalanche of visiting 
foreign dignitaries during Naadam. Exlm Bank Senior 
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Vice President McAdams heard largely the same list a 
few days before. The PM has put the rosiest possible 
spin on his governmentVs efforts 
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selective memory. The bulk of the domestic proposals 
were shared visions under the previous coalition 
government and are fiscally unsustainable. The China 
loan is largely destined to buy Chinese goods and 
services 

largely unnecessary 

but have difficulty finding worthy projects. Over $200 
million of the loan is to be used to construct -- with 
Chinese equipment and labor -- a hydroelectric project 
on the Eg River in Khuvsgol province 

previously proposed in 1998 by then PM (and now Deputy 
Prime Minister) Enkhsaikhan 

at the time for environmental and technical reasons. 
Paying mothers to have babies harkens back to the 
Soviet era 

Mongolians tend to scale back family size to two or 
three children as their wealth increases. End comment. 


8. (U) Secretary Johanns did not have an opportunity 
to clear this cable prior to departing. 


Slutz 
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Sejdiu spoke and listened to statements by some Security 
Council members. In the Private Meeting 

Minister Kostunica delivered a highly legalistic message 
pointing successively to UNSCR 1244 

and the UN Charter as legal arguments for why Kosovo could 
not be separated from Serbia. Kostunica also asserted that 
the Contact Group statement from London in January did not 
allow for a rushed and imposed solution and stated in a final 
comment at the end of the session that the Albanians had 
\"already gotten their state in the previous century 

do not deserve another one now.\" In consultations Ahtisaari 
read from prepared comments and noted that he planned to 
convene a session on the larger status issues later this 
month 

to come to an agreed solution. Russian PermRep Vitaly 
Churkin said the international community should \"get over 
Milosevic\" and stop blaming the current democratic government 
in Belgrade for his actions. Churkin also said the 
international community would have no right at all to impose 
a solution and that Kosovo was not a unique case and would 
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to the contrary 

afternoon Arria-formula meeting 

well-balanced and temperate speech. The U.S. 

Greece and Italy made comments. Russia was represented at 
the expert level and made no comments. End summary. 


Private Meeting 

2. (C) In the private meeting 

(statement also faxed to Washington) delivered a highly 
legalistic message focused on Serbia\'s territorial integrity 
saying that Kosovo was incontestably part of Serbia and 
nobody had managed to call into question this fundamental 
fact by means of legal arguments. Kostunica stated that 
Albanians who were the clear majority in Kosovo demanded to 
be given independence and full sovereignty of territory that 
belongs to Serbia and continued that these arguments for 
Kosovo\'s independence \"amounted to violence and persistent 
threats to use force.\" Kostunica further argued that the 
standards \"were really about fundamental human rights\" 
thinking had slipped from \"standards before status\" to a 
consecutive approach and finally to the current situation of 
\"almost forgetting about the standards all together.\" 
Kostunica concluded that \"the sovereignty and territorial 
integrity of democratic states should be sacrosanct.\" He 
further stated that \"the Parliament of Serbia would 

a shadow of a doubt 

it legally void 

territory of Kosovo as part of its sovereignty.\" 


3. (C) In national statements 

Pierce welcomed Kostunica\'s offer to move the process 
forward 

and Guiding Principles along with 1244 must be adhered to 
firmly. Pierce also stated that Kosovo was a very unique 

case because of the history of the region. Pierce 

Kostunica\'s willingness to engage Ahtisaari 

was concerned by \"attempts to undermine him.\" Countering an 
argument by Kostunica 

change the borders of the Balkans by force and with 7000 NATO 
troops there 

its neighbors.\" The fact was that Kosovars did not want to 

be ruled by Belgrade 

would have to take into account 

statement 

negotiated and Belgrade should encourage Serbs to participate 
in Kosovo institutions. There should be no inflexible 

deadlines 

Denmark underscored that Ahtisaari\'s approach was realistic 
and his process was \"the only game in town 

to support him.\" In addition 
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helpful. 


4. (C) Slovakia said its principal for the Kosovo Future 
Status Process was \"impartiality and transparency.\" It also 
argued that the international community should not \"give the 
impression that the outcome of the status talks had been 
prejudged.\" Slovakia also called on Belgrade to allow Serb 
participation in Kosovar institutions. The French Permrep 


said France fully supported Ahtisaari and that Serbs needed 
to be involved in Kosovo institutions. France hoped a 
negotiated settlement could be reached 

needed to be found within the timeline previously determined 
by the Contact Group. France supported the Guiding 
Principles and we could not accept a return to the status quo 
before 1999 

any another state. 


5. (C) Kostunica 

Private meeting 

had stated we should listen to the will of the majority 

had also addressed the need for compromise and \"negotiated 
settlement\" 

in borders. Kostunica also asserted that despite calls for 
self-determination in the Security Council meeting that day 
\"the Albanians had in fact already gotten their state in the 
early 20th Century and did not need another one now.\" 


Consultations With Ahtisaari 

6. (C) In consultations 

statement (same text as advance copy received by Washington). 
Delivering a strong statement 

Churkin said we should not over-dramatize the modest results 
achieved in status talks thus far. There should not be any 
imposed timelines or any prejudgment of the outcome and 
continued dialogue would be the only way we would come up 
with a solution. Some claimed that a solution to the problem 
of Kosovo\'s status could be reached without action by the 
Security Council 

said Churkin. The argument that the Kosovo case was is 
unique is false and could set a dangerous double standard in 
international relations. In reality in many unsettled regions 

of the world 

it could affect their actions. Churkin continued 

that we should \"get over Milosevic\" and stop blaming the 
current democratic government in Belgrade for his past sins. 
He also said the international community would have no right 
at all to impose a solution. In an open exchange at the end 
of the meeting Ahtisaari countered Churkin\'s argument 
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there had been considerable violence against Kosovars by the 
Milosevic regime and that the period from 1989 to 1999 could 
not simply be forgotten. Churkin rebutted that Ahtisaari had 
misunderstood his point 

of the Milosevic regime might be true it was to be sorted out 

in the Hague and not in the future status process for Kosovo. 
Ahtisaari responded that we could not just separate the 
status process from the actual history of the region. 


7. (C) In addition to the talking points in STATE 114589 
the U.S. also responded to Churkin\'s comment about the 
non-uniqueness of Kosovo pointing out that the events since 
1989 had indeed made it sui generis. Greece stated that 
standards implementation had come a long way in the past 
year 

to find an outcome that would ensure peaceful coexistence 
with the Serbs and stability in the region. China stated 

that it was important to respect sovereignty and 
international territory under international law and 
negotiations needed to take place within the framework of 
relevant Security Council resolutions. UK Deputy Permrep 
Karen Pierce stated that there was no alternative to 
Ahtisaari and we needed to offer him our full support. 
Pierce also argued that Ahtisaari had misinterpreted the 
Contact Group statement from January when he said that it 
dictated that a negotiated settlement was the only option. 
Slovakia stated that we needed a balanced and negotiated 
settlement and to lay the ground for a modern multi-ethnic 
society in Kosovo 

ground and 

is decided. 


Arria-formula Session With President Sejdiu 


8. (C) In the afternoon Arria-formula meeting 

Sejdiu delivered a well-balanced and temperate speech (text 
faxed to the Department). The U.S. 

Italy made comments. Тһе U.S. 

offered support for Sejdiu 

more to do to forge compromises and push standards 
implementation. Russia was represented at the expert level 
and did not exercise its right to make a statement. (Note: 
Russia had expressed reservations to this meeting format in 
the first place 

outside of the UN Secretariat building.) 


BOLTON 
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top-circulation 

V'It is fair to say that the international community has 
stepped up pressure on North Korea. The G-8 summit in St. 
Petersburg 

chairman\'s statement that condemned North Korea\'s recent 
missile launches 

intensify our deep concern over the DPRK\'s nuclear 
weapons programs.\' The statement urged North Korea to 
freeze its missile launches and return immediately and 
unconditionally to the six-party talks. 


2. VThe statement also clarified the need to quickly find 

a solution to the abduction issue and urged Pyongyang to 
respond to humanitarian concerns from the international 
community. The chairman\'s statement essentially follows 
the resolution adopted Saturday by the UN Security 
Council. It is 

Korea by the leaders of the eight major powers 

have great responsibility for maintaining the peace and 
stability of the international community. The North 
Koreans should take this latest warning from the 
international community seriously.\" 


3. \"Make G-8 Unity Genuine by Using Crises as Leverage\" 
An editorial in the business daily Nihon Keizai commented 
(7/18): \"The G-8 summit opened with the world being 
buffeted by four crises: North KoreaVs missile launches 
Iran\'s nuclear development 

and the sharp rise in the price of crude oil. Can the G-8 
leaders contain these crises that threaten the global 

order and economic stability? Although the international 
community had pinned considerable hopes on the G-8 
leaders 


4. \"North Korea\'s ballistic missiles present the greatest 
threat to the security of Japan. During talks prior to 

the summit 

President Putin 

leadership and take a firm stance toward North Korea. It 
was a given that North Korea would be on the summit 
agenda 

the missile launches and called on the DPRK to return 
unconditionally to the six-party talks.\" 


5. VA Grave Warning to North Korea!" The liberal Asahi 
wrote (7/17): \"The UNSC adopted a resolution condemning 
North Korea for its launches of ballistic missiles. 

Pyongyang must fully and sincerely accept the gravity of 
the UNSC resolution 

missile launches threatened regional peace and security 
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and the North Koreans must suspend all related 

activities. We urge all UN member states to avoid any 
involvement in North Korea\'s missile and WMD programs. We 
also urge Pyongyang to return to the six-party talks.... 


6. \"China has a major role to play in getting North Korea 

to return to the six-party talks. Beijing opposed a UNSC 
resolution that would have included sanctions out of 

concern that it would harden Pyongyang\'s stance and would 
not lead to a resolution of the issue. Although the UNSC 

did not go beyond a condemnation 

responsibility to get North Korea back to the talks. 

While North Korea must be open to the world 
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necessary for the US and Japan to keep their own doors 

open for dialogue with Pyongyang. We should not forget 

that a combination of dialogue and pressure is the way to 
resolve the matter.\" 


SCHIEFFER 
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but they also \"remembered their roots.\" Like the others with 
whom Poloff met 

names that are used depending upon with whom he is 
associating. 


5. (C) Among the thirteen associations 

- Hakka 

\"Wu-Shi Hui Guan 

the other various Chinese associations to plan disaster 
relief/charity events as well as cultural festivals. 
According to Fang Zhi Xiong 

Chinese Association 

government is V'very close 

businesses. 


SOUTHERN VIOLENCE: A BLEAK PICTURE FOR BUSINESSES? 


6. (C) Although Songkhla/Hat Yai has witnessed several 
bombings in the past two years -- including the April 3 
attack on Hat Yai International Airport -- it is still 
regarded to be relatively safe when compared with the 
almost-daily violence in the other three provinces of 
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Pattani 

ethnic-Chinese Thai from those three provinces have sent 
their families to Hat Yai/Songkhla and even Bangkok for 
refuge while the heads-of-households remained behind to tend 
to their businesses by themselves. A number of Hat Yai 
businessmen also professed that they are considering sending 
their families to Bangkok 

fears.\" As Mr. Li 

Commerce explained 

family can.\" 
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7. (C) With safety concerns rising 

industry has also plummeted. Zhou De Tao 

Canton Chinese Association and the owner of four hotels in 
the South 

percent\" in the past three years. But at the same time 
Chang Mu Fa 

Association 

affected 

lumbering 

the Tiewchow Chinese Association agreed 

in the rubber industry 

to make tires has caused prices to rise ten fold.\" (Note: 
Albeit still a sizable increase 

increased by over three-fold since 2001. Fang\'s exaggerated 
sentiments 

meetings. End note.) 


THE USUAL SUSPECTS? 


8. (C/NF) Suspicion for US interest and involvement in far 
southern Thailand were evident 

suspicion in meetings with various interlocutors. Two of the 
three individuals from the Songkhla Chamber of Commerce 
declined to provide Poloff with business cards. When asked 
how should they be referred 

be addressed as \"Mr. Li.\" The other refused to provide his 
last name 

here?\" The same occurred during Poloff\'s meeting with the 
various Chinese associations. Fang of the Tiewchow Chinese 
Association was originally very reluctant to speak to Poloff 
wondering of the \"real reason" for Poloff\'s visit to the 
South. He further declared that he was \"just a businessman 
and did not know very much about politics.\" 
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9. (C/NF) However 

interlocutors were vocal with their views once they began 
talking. The man who refused to be named offered his own 
theory on the southern unrest 

combination of \"corrupt local officials 

US.\" He suspected Singapore to be involved (i.e. funding the 
insurgency) because \"a chaotic South translates into more 
business opportunities (i.e 

also claimed \"since the US sees itself as the Үріп brother\' 
of the world 

later in order to enhance its international reputation. He 
then concluded that all this would not be possible unless 
there is a \"weak Thai government." The Songkhla businessman 
lamented that the local Thai government is too weak and 
corrupt 

\"as long as there is violence 

When asked about the local separatists 

the \"local Muslims are too scattered 

others for funding.\" He then asked rhetorically 

doesn't Malaysia have any bombs?V" 


MI CASA IS NOW SU CASA 


10. (C) In a courtesy call to the PRC Consulate General in 
Songkhla 

that their building housed the US Consulate General until 
1993. With minimal PRC business interests in the region 
(Note: China is mainly a rubber consumer and has very little 
investment in the South. End note.) 

focuses mainly on providing visas to Thai nationals and 
Malay-Chinese from across the border. They also furnish 
travel documents for those ethnic-Chinese who have yet to 
receive Thai citizenship. Chinese Consul Li Ru Zong 
explained that the Chinese Consulate does very little 
political monitoring in the region. (Comment: Despite this 
claim 

situation in the South and have a strong hold on the local 
socio-economic pulse. End comment.) 


11. (C) Wu commented that there is still a strong bond 
between the local ethnic-Chinese Thai and the PRC 

most of the ethnic-Chinese Thai are \"pro-China 

when it comes to V'the Taiwan issue" But Li reiterated that 
\"China\'s nature is passive 

interests. They see China\'s economic growth as a \"win-win\" 
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situation for both China and southern Thailand. Wu explained 
that a \"stronger Chinese economy translates into a stronger 
local economy 

importance on China.\" 


COMMENTS: MORE PD OUTREACH? 


12. (C/NF) While academic institutions were 

friendlier to Poloff than the local businessmen 

image in the South is clouded by suspicions over what role 
the USG may be playing in the southern disturbances. A 
general sense of antagonism toward US foreign policy was 
evident. Zhou De Tao of the Canton Chinese Association 
explained that though both of his children studied abroad in 
the US 

minding other people\'s business.\" Quite emotionally 
remarked 

listen to you (the US)?" 


13. (C) Though comments such as these are unsettling 

same people who made these comments also readily agreed to 
meet with representatives from the US Embassy (and insisted 
on taking her out to lunch). Whether it\'s cultural affinity 

or growing economic benefit 

refer to the PRC in more favorable terms. Misunderstanding 

of US foreign policy in the Songkhla/Hat Yai business 
community may be due to limited exposure to the broader range 
of US society 

might be ameliorated by greater public diplomacy outreach 
efforts in the South 

through the American Corners in Pattani and Yala. End 
Comment. 

ARVIZU 
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Subsidy Economy 

Nguyen Van Huy 

Mrs. Nguyen Thi Thu Huong. Located in the outskirts of Hanoi 
spacious and well-maintained museum houses the new exhibition in a 
large room alongside its permanent collection of traditional 
artifacts. In stark contrast to other State museums 

of both foreign and Vietnamese visitors crowd the VME 
multimedia displays and realistic reproductions. At the entrance of 
the exhibition 

for food 

period 

pretending to be in line to receive rations. 


Subtle Criticisms of Past Policies 


Column 3 


3. (SBU) With its collection of old photographs 

objects and a reproduction of an insalubrious neighborhood 

exhibit depicts the poor living conditions of Hanoi residents prior 

to the GVN\'s implementation of the \"Doi Moi\" (Renovation) policy in 
1986 by the GVN. Numerous signs throughout the showroom describe the 
difficulties common people faced to acquire basic necessities: 

\"Food was bought with coupons...Distribution of goods was dependant 
on the rank of the citizen...High-ranking officials were served at 

special shops.\" To illustrate these experiences 

displayed next to small stones with an individual\'s position in the 

line chalked on each rock. These served to ensure people\'s place 
should they need to leave temporarily. The concluding sentence of a 
caption describing a food stall summarizes the prevalent sentiment 

of the time: \"Queuing to buy rice was always a suffering.\" 


4. (SBU) Without openly blaming the Communist Party of Vietnam (CPV) 
or the GVN for these hardships 

Bao Cap policies as the source of economic failure. Signs and 
captions 

\"socio-economic mismanagement 

mechanisms of Bao Cap\" and blame the system\'s breakdown on 
\"production problems 

between trade staff.\" Exhibits also note that as a black market 
emerged 

of these economic problems 

censorship and dissent within the country during the period. 
Adjacent to a sign describing the GVNVs \"cultural management" 
policy 

local play of the bad character is the same as a local official 

play could be banned.\" Under another sign explaining the gradual 
path to Doi Moi 

articles 


5. (SBU) Despite these subtle criticisms 

as far as directly blaming the GVN for Bao Cap. Censorship of 
cultural expression is depicted as a \"strict and rigid management of 
all art forms 

opportunities for people to enjoy cultural experiences.\" The entire 
exhibit mitigates the responsibility of the GVN and defines Bao Cap 
as a time when \"the courage and the intelligence of millions of 
people were suppressed 

causes. While some video displays mention the debate during the mid 
1980s about economic reforms 

praises the GVN\'s Doi Moi reforms 

subsidence economy to global markets integration. Once the country 
instituted market reforms 

exploded 

photograph of the exhibit shows the signing of the U.S.-Vietnam 
Bilateral Access Agreement in May 2006 
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ahead 

\"later this year.\" One middle-aged Vietnamese visitor told Econ 
intern that the significance of the exhibition is that it depicts 

the contrast between today\'s prosperity and the hardships under Bao 
Cap 
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Exhibit Embraced by Vietnamese Public 


6. (SBU) During the meeting with Huy 

exhibition differs greatly from other State museums exhibits by 
offering a frank portrayal of Vietnam\'s history 

whether this initiative marks Vietnam\'s new willingness to honestly 
reexamine its past and Socialist policies. Without answering the 
question 

interest in the exhibition. Since its opening 

average of 800 to 900 visitors on Saturdays and Sundays 
\"surprised everyone at the museum.\" The VME was actually unable to 
accommodate all visitors during the first week 

tickets and parking spots. 


7. (SBU) Huy also pointed out that the exhibition attracts people 
from all levels of Vietnamese society. While older Vietnamese come 
with their own sentiments and experiences 

the museum \"to satisfy their curiosity. \"The newest Vietnamese 
generation does not know life under the Subsidy Economy апа it is 
difficult for them to grasp the living conditions of that era 

added. As a result 

grandchildren their past hardships. Lauding \"this 

inter-generational communication 

share their feelings and reconnect with each other through their 
common experiences. Conveying visitors\' reactions to the exhibit 
Huy passionately explained that \"people are truly happy to look back 
and witness the changes 


American Advisor Participates in the Exhibition Design. 


8. (SBU) Huy noted that the VME staff created the entire showing 

but a lengthy preparation time was necessary to collect daily-life 
objects and conduct interviews with older Hanoi residents for a 

direct account of their experiences. An American curator (NFI) from 
Alaska helped with the creation of a “community video 

allowed residents to freely recount their memories about the Bao Cap 
period. This first-ever media experience in Vietnam was included in 
the exhibition\'s section dealing with the early debate about 
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economic reforms. Although the community film only relayed soft 
criticisms against Bao Cap 

entirely carried out by the people and the museum performed minimum 
edits without modifying the substance of the videos.\" 


No GVN Censorship of the Exhibition 


9. (SBU) Pol intern speculated about possible GVN or CPV 
interference with the exhibit\'s contents and inquired whether the 
VME maintained its creative and intellectual freedom during the 
design process. Huy candidly replied: \"We were not censored.\" 
After the GVN approved the project last September 

the exhibit without any constraint. \"| decided the content myself 
and no governmental agency objected 

funding from the Vietnamese Academy of Social Sciences as part of 
its activities marking the 20th anniversary of Doi Moi. Although he 
acknowledged that he planned this project for the past four years 
Huy claimed that he did not have a clear vision for the exhibit 
other than V'leaving an open-ended conclusion for visitors by 
reflecting different views from different people." 


10. (SBU) Finally 

stemmed from his visit to the Smithsonian Institution\'s National 
Museum of American History exhibition depicting racial segregation 
and the history of the Jim Crow era in the South. Recollecting his 
sentiments after contemplating a display of a train with sections 
dividing white and black passengers 

American museums to objectively reexamine U.S. history and stated 
his belief that the VME could act in the same capacity for Vietnam. 
He noted that for this reason 

Vietnamese poem by the exit of the Bao Cap exhibition. Published 
shortly before the CPV\'s 6th Congress (which lead to the institution 
of Doi Moi) 

condemns the Party for restricting the peopleVs aspirations. While 
the GVN condemned the poem at the time 

exhibit displays the work to recapture the end of Bao Cap. Quoting 
one of the poems verses -- Who understands and who has to change!" 
-- he concluded that 

why Doi Moi came. V 


Comment 


11. (SBU) The VME\'s exhibition on Bao Cap provides an unprecedented 
critique of GVN socio-economic policies prior to Doi Moi. The 
exhibits implicit praise of Doi Moi policies is likely the main 
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reason the GVN tolerates these critiques. Although the Bao Cap 
exhibit does not reflect an overall trend towards cultural openness 
by the GVN 

criticism. End comment. 


MARINE 
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conference\" in Minsk 

merged per the \"will of most Communists in the country.\" The 
controversial conference resulted in the decision to re-register 

certain grassroots organizations of the BPC as CPB chapters. 

According to conference organizers 

over 70 BPC members attended the conference. BPC Chairman Sergey 
Kalyakin condemned the merger conference as a staged-managed effort 
by the government to liquidate the influential opposition party and 
insisted that the conference had been held in violation of Belarus\' 
Political Parties Law. He noted that only two BPC members had 
attended the merger conference and that both were expelled from the 
BPC. Many BPC members reportedly complained that authorities had 
attempted to coerce them to attend the conference. 


3. Former Opposition Candidate Sentenced to Five and a Half years 
in Prison 


On July 13 

former presidential candidate Aleksandr Kozulin to five and a 
half years in a medium-security prison. Kozulin was accused of 
two counts of hooliganism and one count of disturbing the 

public peace. The public prosecutor demanded a six-year prison 
sentence for the politician. On the final day of the trial 

the judge ordered the courtroom cleared before reading the 
verdict. 


4. Police Detain as Many as Forty People Near Russian Embassy 


On July 16 

people near the Russian Embassy (located next to the American 
Embassy). The demonstrators intended to focus attention on 
political repression in Belarus during the G-8 Summit in St. 
Petersburg and to urge Russia to cease its support for the 
Belarusian regime. Police reportedly detained and beat several 
demonstrators in buses. Authorities detained United Civic 

Party leader Anatoly Lebedko and opposition activist Zmitser 
Barodka. Lebedko could be charged with \"minor hooliganism\" 
under Article 156 of Belarus\' criminal code. 
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5. Imprisoned Politician Sends Letters Criticizing Parole Denial 
Prison Conditions 


Opposition politician Andrei Klimov 

freedom\" sentence in the Gomel region 

President Lukashenko 

Justice Minister Viktor Golovanov. Klimov suggests specific 
measures to improve conditions in barracks for those sentenced to 
\"restricted freedom 

refusal to parole him 

violated the law by charging him for living in the correctional 
institution\'s barracks. Klimov was sentenced in June 2005 to 18 
months of \"restricted freedom\" for staging an anti-government 
protest in Minsk. He may leave the barracks for work during 
daytime with an obligation to report at an appointed time. 


6. Nearly 400 Students Appeal for Support of Political Victims 


On July 9 

supporting the victims of political repression in Belarus 

the she has already accepted applications for assistance from about 
370 university students who have been expelled or are under threat 
of expulsion for their political activities. (Note: Most reliable 
Embassy contacts 

KuleiVs estimate 

lower.) According to Kulei 

not yet been expelled but complain about harassment and pressure by 
their schools\' administrations. She claims that up to five 

students appeal to the committee every day in connection with 
problems that they have at their schools because of their 

opposition political views. 
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7. Taxi Drivers Protest Company Closure 


On July 14 

company \"0-52\" and seize its dispatch frequency 

taxi drivers assembled their vehicles near the ONT television 
broadcasting building in Minsk and blocked all adjacent roads with 
their cars. Drivers demanded access to live television to voice 

their grievances. The GOB decided to close the company 

700 drivers unemployed. Authorities have held 0-52\'s manager in 
pre-trial detention for several months under charges of non-payment 
of taxes. 


International Relations 
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8. Пе! Міп Maltsev To Visit Cuba 


On July 18 

a three-day visit to discuss bilateral military cooperation with 

with Raul Castro 

Fidel Castro. According to the Belarusian defense ministry\'s press 
office 


9. Belarus 


On July 12 

Mashkovtsev 

agreement on trade 

cooperation following talks held in Minsk on July 10-12. 
Mashkovtsev said that the provincial administration and the 
Belarusian government are considering the creation of a joint 

fishing company that would supply Pacific Ocean fish to Belarus and 
that Kamchatka would purchase BelAZ dump trucks for coal extraction 
sites. He reportedly praised the Belarusian authorities for the 
establishment of an \"efficient state system\" that increased 
Belarus\' industrial and agricultural potential. 


10. Court Confiscates Lithuanian Stray Aircraft 
Fine on Pilot 


On July 11 

confiscation of a Lithuanian aircraft that intruded into Belarusian 
airspace last month and imposed an additional fine of USD 2 

the pilot 

illegally crossed the Belarusian border on June 6 in a German-made 
CTSW light sport plane. A Belarusian Su-25 Frogfoot forced the 
Lithuanian plane to make a landing at a military airfield 40 
kilometers inside Belarus 

Belarus. Both Blazevicius and his sister had already paid fines of 
USD 2 

the Belarusian border. They were expelled from Belarus on June 14. 


11. Belarusian Authorities Intend to Start Talks with Suppliers of 
Nuclear Plant Equipment 


Although the Belarusian authorities have not yet announced a 
decision on the construction of a nuclear power station 

have reportedly suggested locating a plant near Krasnopolye in the 
Bykhov district 

According to Acting Head of the Nuclear Safety Department of the 
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Belarusian Emergency Management Ministry Vasily Galkovsky 
suppliers of nuclear plant equipment 

are prepared to negotiate possible contracts with Belarusian 
authorities. On July 12 

and experts of Belarus\' Sosny power engineering and nuclear 
research facility met with the head of RussiaVs Federal Agency for 
Nuclear Energy (Rosatom) in Moscow to discuss the Belarusian 
nuclear plant project. 


12. Finance Ministry Unveils 2007 Draft budget 


On July 12 

the standing Committee on Budget 

House of Representatives that the Belarusian Finance Ministry has 
submitted the 2007 draft budget to the Council of Ministers. Under 
the draft budget 

enforcement and security 

the road industry 

maintenance organizations 

on healthcare will total 10.42 percent of total government 
expenditures 

the draft budget is still subject to amendments by the cabinet. 
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13. Rock Concert to Mark Sixteenth Anniversary of Belarusian 
Independence 


Belarusian writer Vladimir Orlov and activists Valentina Svyatskaya 

and Aleksandr Zhuchkov have applied to the Minsk City Executive 
Committee for permission to hold a rock concert in Bangalore Square 
in Minsk on July 27 

of Independence. The date had been observed as a national holiday 

in Belarus until 1996 when the government changed Independence Day 
to July 3 

to Orlov 

stars. Under municipal regulations 

concert as late as five days before July 27. 


14. Minivan Owners Hunger Strike in Brest 


Eleven people in Brest are on hunger strike against an import tax 
on minivans. Four private minivan owners began the fast on July 5. 
As of July 12 

spouses 
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for failing to pay the minivan tax. Economic courts in Brest and 
Minsk upheld the fines. One hunger striker 

told reporters 

incorrect interpretation. Certain persons want to turn our strike 
into a political issue. | would like to announce that there is no 
politics behind.\" Minivan owners previously held such a strike in 
September 2005. 


15. Almost 100 drown in Belarus 


According to Anatoly Golub 

patrol organization 

under the age of 18 

largest number 

ponds throughout the Minsk region. Meanwhile 

including one child 

highest number of drowning fatalities registered in one day in the 
region this year. According to OSVOD 

because of intoxication and swimming in unauthorized areas. 


16. After being sentenced to five and a half years of prison for 
\"hooliganism 
declared: 


\"Our country is turning into a penal colony. | have been opposing 
this system. Today we should aim at freedom for all Belarusian 
political prisoners 


KROL 
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Coretta Il 

Government and was on its way to Tripoli. He said he had 
been in communication with Greek Minister of Mercantile 
Marine Kefaloyannis as to whether the Coretta Il could make 
an additional trip as well. Kassimis also noted that the 
Hellenic Navy frigate Tsara was in Limassol today 

be departing for Tripoli on the 18th to evacuate 200 people. 
He further added that the port in Beirut was rapidly becoming 
unsafe 

from the northern Lebanese port of Tripoli 

port of Latakia. (Note: during the meeting 

given an unverified report that an Italian frigate had just 
been fired upon in Beirut 

further proof of the deteriorating security conditions there. 
End note.) 
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4. (U) Ambassador provided Kassimis with a copy of Military 
Sealift Command\'s contract call for passenger vessels 
(N000033-06-R-5523) 

in getting the message to any and all Greek ship owners and 
agencies that might have appropriate vessels available. 
Ambassador observed that there might be as many as 25 
Amcits in Lebanon 

appreciated if a general evacuation were to commence. 
Ambassador also noted that it might be especially risky for 
Amcits to travel safely overland to Tripoli or Latakia 

that Beirut might prove to be the only valid evacuation 

point. Kassimis noted that this was high tourist/travel 
season in Greece and that available vessels are scarce 

that he would do what he could to assist USG efforts. 


5. (C) Finally 

begun thinking of contingency U.S. facilities at NSA Souda 
Bay for evacuees 

overburdened. Souda Bay has barracks space for up to 650 
persons 

facilitate the onward transfer of up to 1000 evacuees a day. 
The main problem with Souda is its distance: almost 24-32 
hours from Limassol 

used. Ambassador said that should use of Souda be necessary 
the U.S. would want to work closely with Greek naval 
immigration 

quickly. 


6. (C) Kassimis seemed favorably inclined towards the 
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possible use of Souda Bay 

GoG assent. He observed that the GoG had \"suddenly become 
important" because of the situation 

every effort to be of assistance to its European and American 
allies. Kassimis did ask if the U.S. contemplated closing 
Embassy Beirut. Ambassador indicated that he was not aware 
of any such plan 

situation changed. Kassimis stressed that the Greek Embassy 
in Beirut would do whatever it could for any Amcits that 

found themselves in distress; Ambassador noted the reverse 
was also true. 


7. (C) Comment: Kassimis was clearly involved in and well 
informed of GoG efforts in assisting evacuations from Beirut 
and was obviously interested in being as helpful as possible. 
Although the discussion of the use of Souda Bay was only 
theoretical (and additional consultations would be needed 
should we wish to pursue it) 
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and quickly grasped the potential value of the Souda 

facilities for such a humanitarian mission. Post will remain 
engaged with Kassimis to secure Greek vessels to support any 
eventual evacuation efforts. End Comment. 
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force.\" On Iran 

Conclusions 

everyone was waiting for the G8 Conclusions. 


4. (SBU) On Sudan 

AMIS responsibilities to the UN. Estonia has also 
increased its own bilateral humanitarian aid to Sudan 
over the last three years 

800 

the Democratic Republic of Congo 

will support the EUVs election observation team by 
sending one long-term and two to three mid-term election 
monitors. 


Balkans 


2. (SBU) On Macedonia 

position 

Treaty on energy security. However 

GOE hopes that the Government of Macedonia will continue 
with its much needed reforms. On Kosovo 

continues to support UN Special Envoy Ahtisaari. As the 
EU will be expanding its role in Kosovo 

it is \"crucial for the Serbs and the Albanians to agree 

on the way forward." 


WTO 


5. (SBU) EU Trade Commissioner Peter Mandelson will give 
a \"state-of-play\" presentation to the Council. The GOE 
fully supports the Commission\'s position 

Estonia would support an extraordinary GAERC meeting on 
the matter if needed to ensure Doha\'s success. While 
Estonia still hopes for an agreement 

sense that failure is becoming likelier as time passes. 


WOS 
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Camillo Pirozzi 
Institutional Relations 
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the USG\'s policy concerns over Finmeccanica\'s bid for this 
contract 

contract that Finmeccanica can afford to pass up. Pirozzi 
promised to send us detailed technical specifications of the 
radios in question by July 21. 


3. (C) Finmeccanica\'s decision comes on the heels of a 
meeting July 7 between A/Ecmin 

Finmeccanica\'s Senior Vice President for Media Relations and 
International Affairs 

delivered Ref A talking points concerning the proposed sale 

of a TETRA radio system to two Iranian municipal police 
forces. A/Ecmin noted that while it is not clear if the 

TETRA technology is controlled by the Wassenaar Arrangement 
or 

Act 

She further noted that Iran is defying the international 
community\'s policies on non-proliferation 

human rights 

needs to be careful about technology transfers to Iran. 


4. (SBU) Comparing the TETRA technology to that found in a 
GSM cell phone 

absolutely not included in Wassenaar\" and cited consultations 
with the Ministry of Foreign Trade. Bemporad added that 
there are no U.S. components in the systems that Finmeccanica 
wants to export to Iran 

to military end-users 

standard for secure civilian radio systems. Pirozzi 

concluded by noting that the encryption of the TETRA radio 
system 

that is considered for military use. A/Ecmin requested model 
numbers and technical specifications for the TETRA systems 
from Finmeccanica. 


5. (C) A/Ecmin also contacted Trade Ministry Director 
General Amadeo Teti 

export controls. Teti was unaware of the proposed 
transaction 

said the he would contact Finmeccanica\'s Pirozzi immediately 
to (i) get the TETRA system\'s technical specifications to the 
Embassy for onward transmittal to Washington agencies; and 
(ii) underscore that this is not the time to be doing 

business with Iran. Teti said he would call A/Ecmin July 18 
with Finmeccanica\'s response. 


6. (C) Comment: Finmeccanica\'s decision to proceed with a 
bid on the contract in Iran is based on Finmeccanica\'s belief 
that the TETRA radios are not controlled by the Wassenaar 
Arrangement 

with little thought to the political ramifications the bid 
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will have or its possible impact on Finmeccanica\'s image in 
the United States. The decision to proceed with a bid for 
this contract 

contrast to Finmeccanica\'s decision 

pursue a 50 million euro contract for the sale of naval guns 
to the Venezuelan navy. It may be the case that 
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Finmeccanica\'s decision was influenced by the possibility of 
follow-on contracts in Iran or concern that not bidding on 
this contract will have an adverse effect on other contracts 
in Iran 

Finmeccanica is interested. 


7. (SBU) Comment continued: Post will transmit to the 
Department the technical specifications of the TETRA radio 
system upon receipt from Finmeccanica and advise whether the 
Ministry of Trade (Teti) has been successful in getting 
Finmeccanica to cease and desist from bidding on the TETRA 
contract. Depending on Finmeccanica\'s response to Teti on 
the firm\'s intentions to move forward with its bid 

Department may wish to raise the issue with Ambassador 
Castellaneta. End comment. 

SPOGLI 
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attention should be devoted to the role of development 
assistance. De Decker stated that 

the Taliban only with a military presence. We have to change 
the quality of life of the people to give them strength to 

fight the Taliban and to resist the urge to kick out the 
foreigners.\" The Minister\'s view is that more must be done 
to strengthen local leadership. According to De Decker 
without a perceptible improvement in basic services 
Afghans will be tempted to look back to the Taliban 

using narcotic money to invest in visible improvements 
particularly in the provinces 

supervision from the Karzai government. 


4. (C/NF) De Decker stated that the international community 
\"has lost time (in Afghanistan) as far as development is 
concerned.\" He called for development aid to be organized 
and implemented \"very 

where De Decker believes there is more chance of successful 
implementation. Southern Afghanistan 

minister 

consequently 

also noted that several Afghan officials asked for increased 
help in controlling that country\'s borders. 
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BELGIAN MINISTERS TO CONSIDER OPTIONS ON AFGHANISTAN 
5. (C/NF) De Decker told Ambassador that he would present 

several draft proposals to other Belgian federal ministers 

during an upcoming meeting of Council of Ministers (either 

July 14 or 20; July 21 is the Belgian National Day). 

However 

face resistance 

complained take an un-strategic view. The Minister discussed 

the following with Ambassador: 


-Organizing a conference in Brussels (date TBD) to bring 
together \"only multilateral organizations\" such as the World 
Bank 

to design coordinated development assistance strategies. 


-Speeding up the availability of a Belgian C-130 aircraft for 
use in Afghanistan. Currently the plane is scheduled to 
arrive for service in Afghanistan in September 

said he is going to press for the C-130 to arrive in early 
August. 


-Sending some F-16s \"like the Dutch\". 


-Sending \"development people 

in a Provincial Reconstruction Team (PRT) 

Swedes or the Germans. (Belgian soldiers are already part of 
a German-led PRT in Konduz.). 


-Naming Afghanistan as a priority partner for Belgian 
assistance for one 

facilitate committing Belgian assistance funds and human 
resources to Afghanistan. 


6. (SBU) De Decker said eventually Belgium could consider 
joining the French and Turks in securing Kabul 

before Belgian Federal elections next year. De Decker also 
expressed the hope that Belgium could eventually lead a PRT 
and noted that Luxembourg has already expressed interest in 
joining were that to become a reality. 


ANTI-POPPY CULTIVATION PROJECT UNDERWAY IN AFGHANISTAN 
7. (SBU) De Decker confirmed that the anti-poppy cultivation 

project is underway in Afghanistan (ref B paras 

7-8). After an initial fact-finding phase 

completed the second phase 

Afghan ministers to Thailand to see how a model program has 

worked there. He cautioned that it required 18 years to get 
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some success in Thailand. According to De Decker 
officials came up with proposals to substitute different 
crops for opium 

provide value added. 


FOLLOWUP ON AFGHANISTAN 

8. (SBU) On Friday 

Decker 

Afghanistan was discussed at some length at that day\'s 
Council of Ministers meeting 

settled. The Prime Minister 

Development Minister argued hard to get more for Afghanistan 
making some headway. A potential offer of 4 F-16s was 
discussed 

August. The last Council of Ministers before the summer 
break 

day 

things. In terms of Development Ministry resources 

they have committed in principle to 30 million Euros over a 
period of four years 

budget yet. Vaesen noted the designation of Afghanistan as a 
priority country has yet to be proposed formally but will be 

July 20. He expressed regret that a Belgium-owned PRT would 
not be possible in the current political climate 

promised he himself is working with the Germans 

others to determine where Belgian participation can have the 
best impact. Vaesen also confirmed he will represent the GOB 


at the first day of the July 20-21 PRT Effectiveness 
conference in Budapest (ref A) 

July 21. Econoff will follow up with Jonathan Biermann after 
this week\'s Council of Ministers and report any additional 
significant developments. 


9. (SBU) Separately 

responsible for food aid in the Belgian Federal Ministry of 
Cooperation and Development 

has given \"new money\" totaling 500 

Food Program (WFP). This latest donation is in response to 
an Vurgent call by the WFP and Belgian diplomatic reporting 
from Kabul that stated that hungry Afghans were \"eating 
grass Vermeir said that the proposal has been sent to 
Minister De Decker for his signature 

the Minister signing it within days. According to Vermeir 

the donation will be used to buy 

tons of wheat from Pakistan that should arrive in Afghanistan 
approximately two weeks later. 


10. (C/NF) COMMENT: On Afghanistan 
deliver on his promises. On one hand 
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items in the purview of the Defense Ministry while on the 
other hand 

his own ministry 

development assistance. This has infuriated Minister of 
Defense Flahaut 

foot-drag on military items. That said 

be inching the Council of Ministers in the right direction. 
Post will continue to press the issue; we have better 
leverage and potential for Belgian help in Afghanistan than 
in Iraq. END COMMENT 


IRAQ - BELGIUM WILL CONTINUE TRAINING 

11. (C/NF) In response to questioning from Ambassador what 
more Belgium might do in Iraq 

garnering support for Afghanistan is \"already difficult\" 

new initiatives on Iraq are unlikely for now. He highlighted 
existing commitments and several programs already completed. 
These include: training for Iraqi diplomats and police 

support of the constitutional process 

for border control management. De Decker said that the 
training programs would continue. Until the security 

situation in Iraq improves 

Belgian Ambassador to Baghdad. 


CORRECTING MISIMPRESSIONS ON U.S. ASSISTANCE 
12. (SBU) In a mid-June radio interview 

claimed that European development assistance was \"10-15 
times\" that of the U.S. Ambassador took the opportunity to 
clarify the figures for U.S. contributions 

with more details 

and the Congo. He also highlighted the importance of U.S. 
private donations 

economic growth and trade that will have an impact on 
development. While De Decker appeared to take the points on 
board 

media talkers) noted that U.S. aid levels are measured 
differently than other countries and therefore are not easily 
comparable. 


UPCOMING ELECTIONS IN FORMER BELGIAN CONGO 
13. (C/NF) Ahead of the July 30 presidential and 
parliamentary elections in the Democratic Republic of the 
Congo (DROC) 

Belgian media\'s exaggerated portrayals of spiraling violence 
and chaos in DROC. According to him 

take place normally\" and that the unrest is not as serious as 
has been portrayed in the Belgian media. De Decker said \"90 
percent of the Congolese want the elections to take place 
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July 30.\" He said he is confident 

and underscoring Belgium\'s contribution of $400 million for 
election support in DROC. De Decker also thinks that current 
DROC president Joseph Kabila will win 

sure if it would take one round of elections or two for 


Kabila to be elected. 


DE DECKER AFRICA TRAVELS 


14. (SBU) In the past few weeks 

the Great Lakes region and to Morocco for the EU summit with 
African nations on migration issues. He also mentioned a 
recent stop in Nairobi to meet with Somali leaders. This may 
have been in part to help his francophone liberal party (MR) 
compatriot 

for meetings on Somalia in Brussels the week of July 17. 


BIO NOTE 

15. (U) Note: De Decker is running for the mayor of the 
Brussels commune of Uccle in local elections to be held 
October 8. If elected 

January 2007. In Belgium 

municipal and Federal positions at the same time 

other multiple jobs: the only exception is for Federal 
Ministers. However 

loophole by naming his deputy mayor to act in his stead 
still keep the Mayor\'s title. Many national political 
figures 

also wear the Mayor\'s sash. End Note 

IMBRIE 
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Ababa-based weekly economic newspaper 

stated that the Cabinet would be reviewing the MFTR by the 
end of the summer. This is one of the few occasions that the 
Prime Minister has spoken publicly about WTO accession. The 
Prime Minister has also signaled his commitment to WTO 
accession in talks with the Charge. END NOTE.) 


4. (SBU) Speaking on the costs and benefits of WTO accession 
Girma highlighted capacity building support 

the areas of sanitary/phyto-sanitary standards (SPS) 

increased investor confidence as the principal benefits. 

Given the preferential access that Ethiopia currently enjoys 

to both the US and EU markets 

trade-related benefits from WTO membership. Rather 
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stated that Ethiopia wanted to be \"part of the club\" and had 
nothing to gain by not joining. Our message that WTO 
accession can support Ethiopian exports by providing 
protection for exporters did not seem to resonate as much as 
the prospect of greater trade capacity assistance. Girma 
expressed appreciation for USG technical assistance on WTO 
accession 

looking for broader support from donors. (NOTE: While the 
USG is the only donor currently reviewing existing laws and 
regulations 

accession. END NOTE.) According to Girma 

elements of the private sector 

Commerce 


AGOA FORUM BENEFICIAL 


5. (U) Girma spoke positively about the recent AGOA Forum in 
Washington 
businesses were not present at the various events. 


ADDIS ABAB 00001954 002 OF 002 


Recognizing that Ethiopia was not taking full advantage of 
AGOA 

broader range of products. To this end 

staff to study and identify products or sectors that have 
potential under AGOA. Cut-flower exports to the US market 
for example 

Increased air cargo exports from the US could serve to 
elevate this problem. Girma cited foreign exchange 
constraints due to higher oil imports as a significant 

challenge for businesses. Increasing power generation and 
attracting foreign direct investment were also named by Girma 
as key determinants for sustainable growth. He expressed his 
appreciation and satisfaction 

Minister 

that this type of program be replicated for the coffee 

sector. 


6. (SBU) COMMENT. Minister Girma\'s assurances about the 
GOE\'s commitment to WTO accession at the highest level 
combined with his confidence about the submission of the 
MFTR 

similar commitments about the submission of the MFTR in the 
past 

supportive of the process is a major step forward and gives 
Post confidence that the MFTR will in fact be submitted. Post 
is aware of private sector concerns about the impact of the 
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WTO accession on local business 

with the private sector 

educate them about the process and help create a more 
competitive commercial environment. Post has also begun to 
actively engage the Parliament: USAIDYs WTO Accession Project 
recently conducted a WTO training workshop with ruling party 
and opposition MPs in May. We will also continue to dialogue 
with high-level GOE officials to ensure that that they fully 
understand the trade benefits 

accession. END COMMENT. 

HUDDLESTON 
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has consulted at high levels on Darfur 


-- The AU Deputy Head of Mission said it is in consultation 

on a new Concept of Operations (CONOPS) for AMIS. The AU 
will decide on a way forward 

the DPA and introduce a new CONOPS. The AU plans to call a 
meeting for the international community to explain what it 

has been doing. She added that AMIS is doing a good job 
within its capacity constraints 

difficult time and had lost troops in the line of service; 


-- U.S.: Charge Hume reminded participants that the UNSC 
team that had visited Sudan recently offered the opinions of 

its representatives 

itself. Discussion on a Chapter VII mandate in Darfur needs 
much consideration; peacekeeping there must look like that in 
the South. Discussion of the ICC is a risky bet; what is 
important is to protect civilians. There are reports of 34 
vehicles entering Sudan from Chad to attack SLM/Minawi 
forces; this represents a violation of international borders 

and is against the law. AMIS does not have the capacity to 

do everything called for in the DPA; on the other hand 

can call a meeting of the CFC ) wherein the Force Commander 
and Deputy Force Commander attend ) and draw up maps 
reflecting rebel zones. AMIS can use armored personnel 
carriers to patrol 

and Nyala to cut the number of clashes. None of this 

however 

support this would generate in the absence of such 

activities. AU Special Representative Kingibe has said AMIS 
would end on September 30. What will happen if the DPA fails 
because Sudan will not allow the UN to give assistance? Who 
will be blamed? At least some in the GNU are thinking about 
this; many are aware that Sudan has painted itself in a 

corner and needs a way out; 


-- Norway: characterized the AU as weak 
for factual reporting; the circulation of rumors about the 
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security situation in Darfur is not assisting in 

implementation of the DPA. Also 

Darfur-Darfur Dialogue and Consultation (DDDC) process and to 
address intertribal tensions; 


-- Canada: agreed with the goal of re-hatting AMIS 
focused also on the next six months 

be strengthened. AMIS is in Darfur to monitor a ceasefire 
and is not a UN PKO with significant levels of financing and 
planning resources; and 


-- Italy: emphasized different levels of acceptance of the 
Darfur situation; few in the SPLM spoke out on Darfur-related 
issues 


Pronk: AMIS Weak 


7. (С) Pronk said that AMIS is weak 

itself. Two patrols were stopped recently 

personnel being held. An AMIS helicopter was nearly missed 
by a missed. AMIS has reached its limits; it is not making 
progress. The CFC is not investigating in the many 
violations taking place. An AU representative took offense 

at this characterization 

experienced problems on the ground 

UNMIS weekly 
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8. (C) Pronk closed the two-house session with a call for the 
international community to stay united and to continue 
listening to each other. Pronk also suggested a follow-on 
meeting after the Brussels conference. 

STEINFELD 
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from August to September. Further 

various organizations are addressing cassava 
mosaic disease (CMD) through the planting of 
resistant cuttings 

cuttings to mitigate the effects of CMD until 
2008 at the earliest 


11. Regional Instability: According to UNHCR 
more than 30 
Burundi 


will increase with the July elections in the 
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Democratic Republic of the Congo. Further 

recent months 

have arrived from Rwanda. Current caseloads are 
adequately managed by UNHCR and other partners 
but a large influx could prove problematic. 


-NGOs- 


12. NGOs are moving at different speeds in 
adjusting to the transition from relief to 
development. Strategy development meetings with 
several NGO headquarter staff indicate that 

there is acceptance of the changing trend at the 
headquarters level. Unfortunately 

development philosophy is not easy for all aid 
workers 

Burundi in a relief capacity for several years. 


13. NGOs and the СОВ are also at odds over who 
should control donor funding in Burundi. Some 
NGOs have voiced concerns about perceived GOB 
hostility toward NGOs 

not shared by all NGOs. At the same time 
members of the GOB worry that NGOs act without 
accountability 

that the now democratically-elected GOB should 
control relief programs and the donor funding 

that supports them. Currently 

donor funding goes to NGOs. In addition 

do not adequately share information with the 

GOB 

about how NGOs operate. 


14. U.N. transition efforts appear to be on 

target. ONUB is scheduled to depart from 
Burundi on December 31 

mission is scheduled to take its place. The 

U.N. Office for the Coordination of Humanitarian 
Affairs (OCHA) has begun to hand over leadership 
of the international response to the U.N. 
Development Program (UNDP). In a recent donor 
meeting with OCHA 

should remain in country through 2007 to 
continue coordination efforts and ensure a 
successful transition. 

-Donors- 


Column 3 

15. USAID and other major donors to Burundi 
have made significant pledges to bridge the gap 
from relief to development 

directed toward the GOB\'s Emergency Plan for 
2006 (see reftel). Relief and development 
donors agree on the need to prioritize capacity- 
building activities for the GOBVs National 
Committee for the Coordination of Aid to enable 
the GOB to coordinate the aid and development 
sectors. 


16. In FY 2006 

Development Services Office for East and 
Southern Africa (USAID/REDSO) obligated USD 9.3 
million for conflict mitigation 

governance 

programs 

FY 2007. For FY 2005 

9.8 million in health 

commodities 

sanitation activities. FY 2006 funding is not 
yet complete 

less 

development programs. 


17. The Belgian Development Cooperation (BDC) 
the U.K. Department for International 
Development (DFID) 

(EC) 


Cooperation 

Countries (HIPIC) Initiative have also pledged 
significant development assistance in support of 
the GOB. 


a. BDC has committed approximately Euro 15 
million to the GOB\'s Plan D\'Urgence 

million into a UNDP-held trust fund 

million Euros to U.N. organizations. The BDC 
expects to allocate approximately 60 million 
Euros over the next three years. 


b. DFID has pledged approximately 10 million 
pounds 

trust fund (and then to the Plan d\'Urgence) 
while the remainder will go to OVC programming 
(education 


c. The EC has pledged approximately 66.75 
million Euros toward a rural development program 
in five provinces over three years. The EC is 
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also committing 19.75 million Euros to good 
governance initiatives. The EC Humanitarian Aid 
Office (ECHO) funding levels will vary between 
12 and 17 million Euros 

to U.N. organizations. ECHO is ending all 
support for emergency health and nutrition 
programs. 


d. The Swiss Agency for Development and 
Cooperation has pledged approximately 17 million 
Euros 


e. The World Bank and IMF have approved the GOB 
for USD 60 million under the Heavily Indebted 

Poor Countries (HIPIC) Initiative. Upon 

finalization of the PRSP 

an estimated USD 115 million 

fund the development of infrastructure and 

services. 


18. The transition from relief to development 

is slow 

development assistance could emerge. The 
USAID/OFDA Disaster Operations Specialist 
recommends the following actions for USAID to 
support the transition: 


a. Improved coordination among donors. Relief 
and development donors should begin a dialogue 
to avoid gaps in services during the transition 
period. While it is important to support the 
GOB\'s efforts to coordinate donor activities 

is critical that an effective monitoring 

mechanism be set up rapidly to ensure that donor 
funds are used as effectively as possible. USAID 
should organize regular meetings that include 
relief and development donors 

representatives. 


b. The U.N. Country Team (UNCT) should be 
encouraged toward greater cooperation internally 

and externally. USAID should promote dialogue 
between and amongst UNCT members through hosting 
sectoral meetings or through supporting UNOCHA 

in hosting sectoral meetings. GOB 

representatives should be invited to attend 

these meetings. 
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c. Tensions between the NGO community and the 
GOB 

addressed immediately so that they do not 
impede the path forward. Transparency and 
information sharing is necessary so that trust 

can be developed. A facilitated dialogue 
convened by a neutral but respected party could 
assist in this. The USG can help to identify 

said person and promote said dialogue. 


MOLLER 
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Maguindanao Provincial Governor Andal Ampatuan and the MILF\'s 
Coordinating Committee for the Cessation of Hostilities 

(СССН) Chairman Von Al Haq signed a truce agreement on July 
11 

posts in the municipalities of Shariff Aguak 

Datu Saudi Ampatuan 

clashes between Ampatuan\'s militia and the MILF 105th Base 
Command. Also signing the agreement were Von Al Haq\'s 
GRP/CCCH counterpart 

Forces of the Philippines\' (AFP) 6th Infantry Division Chief 
Rodolfo Obaniana 

Soheimi Bin Abbas as a witness. 


3. (C) Although the GRP/CCCH had sought the establishment of 
a Vno firearms zone 

Instead 

conflict affected areas may still keep their firearms 

may not display them in public. However 

stipulated that any MILF forces who are not actual residents 

in these areas must leave (with their weapons). 


4. (U) Since the signing of the agreement 

and 20 

leave evacuation centers to return home. However 

two hundred houses were destroyed or damaged during the 
fighting. Many of the displaced now face the prospect of 
having to rebuild or to seek refuge with family or friends as 
their lives return to \"normal.\" IMT troops are now present 

in key areas to ensure that both sides respect the agreement. 
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5. (C) According to Executive Director of the GRP Peace 
Panel Secretariat Ryan Sullivan 

Pahlawan Soheimi Bin Abbas and his team were frustrated and 
disappointed over the following developments: 


--- the alleged failure of the Armed Forces of the 

Philippines (AFP) 6th Infantry Division to act decisively on 

joint IMT-CCCH recommendations quickly to diffuse the armed 
conflict that began on June 28; 


--- the inability of the IMT to gain entry into conflict 
affected areas until July 7; and 


--- deliveries of Autonomous Region of Muslim Mindanao (ARMM) 
Department of Social Welfare and Development relief 

assistance to organizations affiliated with Governor Ampatuan 
rather than directly to the general populace in conflict 

affected areas. 


6. (C) IMT and GRP officials have separately commented that 
the conflict underscored the need to strengthen the IMTVs 
mandate to address conflicts between the MILF and traditional 
elites such as the Ampatuans. The IMT Secretariat 

and MILF/CCCH intend to discuss this issue further. 


Partition of Maguindanao? 
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7. (C) According to one Malacanang contact 

creation of a Bangsamoro Juridical Entity in the wake of an 
eventual peace accord might threaten Governor Ampatuan\'s 
power base and economic interests 

district of Maguindanao 

petroleum and natural gas (ref B). While most of the current 
mayors within the second district are immediate family 
members/relatives of Governor Ampatuan 

legally recognized by the GRP are also in the area -- Camp 
Bader and Camp Omar. The latter of these camps houses the 
MILF 105th Base Command. 


8. (C) Governor Ampatuan has reportedly initiated a proposal 
to divide Maguindanao province into two 

Regional Assembly discussed a week before the June 23 bomb 
blast. Observers have predicted that 

GRP-MILF peace agreement 

would opt out of a Bangsamoro Juridical Entity in the 
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eventual plebiscite. 


9. (C) DCM and poloff will travel to the area on July 24 and 
meet with the IMT and local officials in Cotabato City to 
assess the current situation. Clearly 

rido (feud) between the Ampatuan clan and elements of the 
MILF is far from over 

GRP-MILF peace process moves forward 

ever more critical to have an IMT on-the-ground with a 
stronger mandate to address conflicts between the MILF and 
traditional ruling elite over land and natural resources. 


Visit Embassy Manila\'s Classified SIPRNET website: 
http://www.state.sgov.gov/p/eap/manila/index. cfm 


You can also access this site through the State DepartmentVs 
Classified SIPRNET website: 
http://www.state.sgov.gov/ 
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title of Walid Abdullah Al-Ghanem\'s piece in progressive Arabic 
daily Al-Qabas (7/18): 


\"The Saudi statement on Lebanon that described the unilateral 
adventurism without consulting with other was the exact truth. It 
seems that Arabs and Muslims have surrendered to these adventurers 
who come out of every corner to harm the nation with their actions 

and think they are doing us good.\" 


-- In \"The Hero...Who Pays the Bill for his Adventures?\" by Salim 
Al-Nashi penned in progressive Arabic daily Al-Qabas (7/18): 


\"Arabs are confused 

end? What will happen in the future? ...The statements made by 

Arab governments do not go beyond denunciation and in no way achieve 
finding a solution. Arabs will think of one thing only during their 

next set of meetings and that is who will pay the bill for the 

destruction in Lebanon.\" 


-- Nahar Amer Al-Mahfouz held in \"Catastrophes 
Ruin\" in moderate Arabic daily Al-Rai Al-Aam (7/18): 
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\"The policies of whim and emotion followers will always lead to 
failure and loss of the cause. Sadly 

following a harmful course. They conduct military exercises without 
gain for their just cause. These small operations delay and do not 
advance their struggle and are used by Israel as excuses against 
them and that is what makes theirs failures and Israel\'s a 
success.\" 


-- VHezbollah...Remnants of Pride in an Era of Servility\" is 
conservative political activist Dr. Sajed Al-Abdali\'s piece in 
moderate Arabic daily Al-Rai Al-Aam (7/18): 


\"Let the cowards of this nation do us good with their silence 

they have gotten us used to. Let those who are hired to write about 
their trifling subjects be gone. Those whose religion is of 

surrender and disgrace 

for Hezbollah and Mr. Hasan Nasrallah 

pride and dignity in an era of servility and they will not be harmed 
by those who oppose them.\" 


-- Columnist and member of the Kuwait Journalists Society Dr. Ayed 
Al-Manaa commented in moderate Arabic daily Al-Watan under the title 
\"Israel is the Reason and is Responsible\" (7/18): 


V'It is clear that Israel is the reason for the violence the region 

has suffered since 1948 and until present. It was born by force and 
without any right. Despite its international birth certificate 

will not stop its military insolence and the occupation of othersV 
land with force. Despite international recognition for its birth 

it will not respect international decisions 

growing hostility and hatred that is not limited to neighboring 
countries but includes millions of Arabs and Muslims. V" 


-- Editor-in-chief of pro-government Arabic-language daily 
Al-Seyassah Ahmed Al-Jarallah penned on the front page of the 
newspaper 


\"Hassan Nasrallah implicated Lebanon and the Arab world with his 
adventures and forced them into circumstances that do not serve 
their interests. He exposed the nation to danger in order to carry 
out external orders telling him what to do and what he should do to 
Serve policies that bear no relation to the interests of Lebanon or 
Arabs." 


-- VBetween Reality and Popular ViewsY' penned by Kuwait University 
Political Science Professor 
pro-government Arabic daily Al-Seyassah (7/18): 


\"There is not the least bit of doubt that Syria\'s entanglement in a 
losing battle against the American supported Zionist entity will 
lead to the destruction of the entire Syrian military apparatus. 
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The half-way solutions proposed at the G8 Summit do not solve the 
problem. Peace in the region will not be realized without the 
establishment of a Palestinian state. As for stalling and returning 
to half-way solutions 

of violence and terror.\" 
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For more reporting from Embassy Kuwait 
http://www.state.sgov.gov/p/nea/kuwait/?cable 5 


Visit Kuwait\'s Classified Website: 
http://www .state.sgov.gov/p/nea/kuwait/ 
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OF KOREAN WOMEN 


REF: A. 05 SEOUL 1058 


B. 05 SEOUL 3215 
C. 05 SEOUL 3368 


SUMMARY 


1. (U) Korean women are better educated then ever before and 
are working in greater numbers outside the home 
management 

The entry of women into the public arena suggests that the 
ROK is slowly breaking away from its Confucian male-centered 
culture. Persistent gender discrimination 

chauvinistic views on V'menVs workW and \"women\'s work 
however 

currently working on policies to address gender inequality 

and to better balance families and careers. Though deeply 
entrenched sexist attitudes will not likely disappear easily 

or completely 

categories and will likely continue to see their status rise. 

END SUMMARY. 


MORE WOMEN EDUCATED AND WORKING 
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2. (U) Women in Korea are enjoying historically high levels 

of education. According to the National Statistical Office 

(NSO) 

675 

compared to 15 percent in 1985. Korean women are graduating 
at the top of their classes in record numbers and passing the 
tough civil service exams. Last July 

Commission reported that women outperformed men for the first 
time on the foreign service exam. Out of 1 

ten of the 19 successful testers were women. The highest 
score went to a woman. Similar results were seen in the 

tests for senior civil and judicial officers. Even at 

secondary levels of education 

2005 Ministry of Education report stated that girls 

outperformed or were on a par with boys on the five basic 
subjects tested 

Academic Achievement Test administered to sixth- ninth- and 
tenth-graders. 


3. (U) In addition 

the home. The NSO released new numbers showing that almost 50 
percent (49.8 percent) 

workforce in May. This new record is part of the steady rise 
of working women since the NSO first began tallying female 
economic activity in 1963: 41.5 percent in 1973 

in 1990 

women in the work force has driven up the overall numbers of 
working women. In May 

working 

Korean households. Women in politics and management 
increased nearly 90 percent in the last five years 

represented 46.3 percent of the nationVs total doctors 
teachers 

employers in the ROK reached 353 

2005 

20.7 percent of all business owners in the country. 


WOMEN AND POLITICAL POWER 


4. (U) In addition to educational and economic gains 
women have been making their mark in the political arena. 
Today the National Assembly has 30 female lawmakers 
highest number in ROK history 

executive positions in government. The increase of female 
political power is best seen through three of Korea\'s most 
celebrated women politicians: Han Myung-sook 

and Park Geun-hye. 


5. (U) Han made history when she became the ROK\'s first 
female Prime Minister in April. A noted activist during the 
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ROK democracy movement in the 1970s and 1980s 

previous records by becoming the first female Minister of 

Gender Equality in 2001 and later Minister of Environment in 
2003. Twice elected to the National Assembly (2000 

she is known as the \"godmother\" of Korea\'s feminist movement 
and maintains strong ties to the progressive NGO community. 


6. (U) Kang 

overnight name recognition when she became the first female 
Justice Minister in 2003. She is respected for her 
determination to create a truly independent judicial system 
and to root out corruption during her 17-month tenure as 
Minister. She won the hearts of the Korean public through 
her logical 

ruling Uri Party tapped Kang to run for Seoul mayor in the 
May 31 local elections and dubbed her the \"Joan of Arc\" of 
the Uri 

help raise the party\'s dwindling popularity. Though she lost 
the race 

as a serious threat because of her immense public appeal. 


7. (U) The most well known female politician in Korea is 

Sisa Monthly\'s \"Woman of the Year" and the Monthly JoongAng\'s 
\"Most Influential Woman in Korea 

elected the GNP\'s Chairwoman in 2004 and is credited with 
having reversed the GNP\'s downward spiral in the weeks before 
the April 2004 general elections. She surprised skeptics 

with her leadership and charisma and ensured the party\'s 
emergence as a viable opposition 

National Assembly seats. She first joined the GNP in 1995 

and won a seat in the 15th National Assembly in the 1998 
by-election. She was re-elected by a wide margin in 2000 and 
2004. She stepped down as Chairwoman of the party in June 
which many believe signals her ambitions for the party\'s 
nomination for the 2007 Presidential Elections. The former 
GNP Chairwoman is a strong contender and 

enormous popularity 

Korea\'s first female president. 


PARADIGM SHIFTS AMONG WOMEN 


8. (U) The psychological changes Korean women have undergone 
are most evident in Korea\'s young women whose outlook on life 

is markedly different from their predecessors. Donduk 
University\'s 2005 nationwide survey on childbirth 

that 24.4 percent of women in their 20s and 30s viewed 

raising children as optional. The percentage was higher among 
double-income couples 

high-income earners. Other polls show as many as 50 percent 

of women preferred to stay single 
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men. Marrying shortly after high school or going to college 

to meet a spouse 

increasingly considered anachronistic. KoreaWs young women 
foresee a career after graduation 

children if time and money allow. 


9. (U) These changes in attitude have resulted in high 
employment among women in their twenties. The end of 2005 
saw almost 2.2 million young women employed 

male counterparts (1.9 million). In the first quarter of 

2006 

compared to 2.1 million. Recruiting companies such as Job 
Korea have found that young women are more aggressive then 
men in their studies and job search. They are better in 
languages and in job interviews 

the interview is steadily becoming more important than 
grades. Women are also more willing to adapt to today\'s 
tight job market -- more willing to relocate 

smaller companies 

expectations. 


KOREA BEHIND WORLD STANDARDS IN GENDER EQUALITY 


10. (U) Although Korean women are enjoying new levels of 
education 

continues to fall short by international standards. In 2005 

the World Economic Forum (WEF) published \"Women\'s 
Empowerment: Measuring the Global Gender Gap 

the gender gap by measuring the extent to which women in 58 
countries -- all 30 OECD countries and 28 emerging markets -- 
have achieved equality with men in five critical areas: 
economic participation 

empowerment 

well-being. Sweden took top honors; the ROK was ranked 54. 
Only four countries -- Jordan (55) 

Pakistan (57) 

equality. By comparison 

Japan 38. 


11. (U) In the WEF rankings 

in economic opportunity 

discrimination Korean women face. A 2005 Korea Labor 
Institute (KLI) research found that women in their 50s are 
most discriminated against in the job market. Personnel 
managers and CEOs from 1 

between two equally competent applicants 

women only had a 33.7 percent chance of getting hired. 
Married women in general stood a 36.9 percent chance 
women overall had a 37.1 percent chance. Companies view 
women as investment \"losses\" because some 60 percent of 


Column 3 

Korean women end up leaving the workforce after giving birth 
due to poor childcare support 

disadvantage. Prospective employers frequently ask single 
women when they plan to marry and if they will continue to 
work after marriage. 


12. (U) Attitudes on \"men\'s work\" and \"women\'s work\" 
persist 

A 2005 NSO report found Korean women spend on average 237 
minutes on housework per day. Korean men spend 32 minutes. 
By comparison 

minutes 


13. (U) Chang Jiyeun of the Korea Labor Institute (KLI) 
explained to poloff that Korean women had made significant 
gains over the years. However 

attained parity with men. Men\'s economic participation rate 
was 75 percent 

many women 

offset rising living costs or to supplement their husbands\' 

low retirement income 

they were concentrated in low-skilled and low-wage jobs 
creating an income gap between men and women. Double-income 
families in Korea earn only KRW 720 

more on average than single-income families. Chang further 
pointed out that while the National Assembly had more women 
representatives than ever before 

13 percent of the 299 parliamentarians 

average of 15.7 percent of female lawmakers. In some 
countries 

30 percent of parliament. Even in the education arena 

noted that 80 percent of Korean men go to college compared to 
51 percent of Korean women. 


OLD HABITS ARE HARD TO BREAK: VIOLENCE AND CHAUVINISM 


14. (U) Meanwhile 

Korean society 

evidence suggest a decline in frequency. According to a 2005 
report released by the Ministry of Gender Equality 

six married women has suffered domestic violence. The 
survey 

of husbands with a male authoritarian view of marriage used 
physical violence against their wives 

of husbands who said they viewed their wives as equals (9.9 
percent). Forty-two percent of the 6 

men 

another seven percent sexual assault. Almost half (44.3 
percent) of the respondents said reporting to the police 
would not be helpful. 
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15. (U) Traditionally 

violence a private matter. Old Korean proverbs 

\"samjongjido 

until marriage 

own death 

Other folkloric expressions such as \"women and dried pollack 
should be beaten every three days 

psychological acceptance of male dominance of women through 
violence in Korean culture. Though gender equality is 
promoted today 

women 

worldview is one reason the hojuje -- Korea\'s family registry 
system that only recognized men as legal heads of households 
-- took 50 years to abolish (REF A). 


16. (U) Other sexist views toward women persist 

highlighted by the case of a senior Korean politician 

Choi Yeon-hee. Choi 

sexual harassment for fondling a female reporter\'s breasts in 
February during a drinking session. Choi initially excused 
himself by saying that he thought he had grabbed the 
restaurant owner; later he apologized and claimed to be 
drunk. Other male legislatures came to ChoiVs defense 
explaining that Choi is a \"well-mannered\" man. Even 
opposition lawmakers like Rep. Hahn Kwang-won (Uri) explained 
on his web site that it was \"natural that everyone who sees a 
beautiful flower is tempted to enjoy its smell and touch it.\" 


17. (U) Outraged women legislators led the fight to censure 
Choi and demanded that he leave the Assembly. The measure 
passed 149 to 84 in April. However 

down 

The reporter filed a lawsuit against the legislator 

case went to court June 15 where Choi blamed alcohol for his 
behavior. Public opinion against Choi remains negative. His 
next court appearance is scheduled for July. Although some 
skeptics believe that Rep. Choi will \"get away\" with his 
sexual assault 

indicates the increasing level of influence women now hold in 
Korean politics and society and 

the changing attitudes toward gender relations and workplace 
behavior. 


LOW BIRTH RATE: A BLESSING IN DISGUISE FOR WOMEN 


18. (U) The ROK has one of the world\'s lowest total 
fertility rates (TFR). According to a preliminary 2005 NSO 
report 


Column 3 

woman (age 15 to 49) dropped to a new low of 1.08. One of 
the reasons women have consistently said they preferred not 
to have children was because of the discrimination they face 
in the job market if they wish to maintain both a career and 
family (REF B 

ROK\'s core labor force of 25- to 49-year-olds is expected to 
decrease by 200 

the growing need for labor could impel greater gender 
equality in the employment market as the nation will have to 
turn to women to supplement the shortage of workers 
according to Chang of KLI. 


19. (U) For example 

Ministry of Labor\'s Equal Employment Bureau explained how the 
Affirmative Employment Improvement Measure incentivizes 
public corporations and large private companies to improve 

their hiring practices and maintain a certain ratio of women 

in management. Companies with strong records of female 
employment would receive benefits such as tax breaks and 
financial support for its human resource departments. 
Women-friendly companies would also have an advantage when 
bidding for government contracts. Plans are also underway to 
double the number of state-run childcare centers to 2 

2010 

children or careers. Additionally 

insurance will cover 90 days of maternity leave for small and 
medium companies that only provide 30 days to further support 
women in the workplace. 


CONCLUSION: KOREA ON THE (SLOW) PATH TOWARD GENDER EQUAL 


20. (U) Older women 

tolerant of unhappy marriages 

\"twilight\" divorces -- marriages that end after 20 or more 
years. Most Koreans support female employment and more 
Koreans place greater emphasis on quality family time over 
long hours at the office and late night drinking sessions 

with the boss and co-workers. These changes bode well for 
gender equality. Although deeply embedded sexist \"norms\" in 
Korean culture are not likely to disappear quickly 

or completely 

gains toward social 

their male counterparts. 

VERSHBOW 
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banner headline on page two that read \"Bian Meets with DPP 
Heavyweights 

Party.\" The pro-status quo \"China Times 
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carried the results of its latest survey on page two 

that 44 percent of those polled supported a recent declaration by 
some pro-Green scholars calling for President Chen\'s resignation; 47 
percent said they believe such a move would have a positive impact 
on Taiwan\'s democratic development. The same poll also found that 
67 percent of respondents said they are displeased with the DPP\'s 
recent performance 

image 

the party. 


2. In terms of editorials and commentaries 

editorial criticized KMT Chairman Ma Ying-jeou\'s pro-China nature. 
A \"Сһіпа Times\" analysis discussed President Chen\'s crisis 
management and said the Presidential Office and Chen are both on the 
brink of losing control. An editorial in the limited-circulation 
pro-independence 

Chen\'s resignation would not solve anything and it would not be 
helpful to pro-localization forces in the long term. With regard to 

the North Korea issue 

pro-independence 

focus on expressing its concern for regional peace and opposition to 
any military action 

or any \"pre-emptive\" military action by the U.S. or Japan. End 
summary. 


3. KMT Chairman Ma Ying-jeou\'s Trip to Japan 
\"Ma Ying-jeou\'s Japan Tour Thoroughly Exposes His Pro-China Nature!" 


The pro-independence \"Liberty Times\" [circulation: 600 
editorialized (7/18): 


\"Ma Ying-jeou departed hurriedly for a trip to Japan before Typhoon 
Bilis hit Taiwan last week. He traveled in the name of observing 
Japan\'s municipal administration 

political party diplomacy. The real purpose of Mass trip was to 
remove Japan\'s doubts about his pro-China 

But Ma\'s behavior and remarks in Japan not only failed to clear up 
his pro-China 

pro-China and anti-Japan nature. ... 


\"During his trip to the United States in March 

to regard Taiwan independence as its major enemy and the ROC as its 
secondary enemy. Since Ma is interested in running for president 

he should at least acknowledge that Taiwan is a sovereign state. 

But on the contrary 

enemy 

sovereignty. This is the true essence of Ma\'s thinking 

in Japan 

acknowledge China. In our views 

more Japanese people would like to ask him: VYour position is 
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basically the same as Beijing\'s. Don\'t you feel uncomfortable about 
it?\\" 


4. Aftermath of the Presidential Recall Attempt 
A) \"Bian\'s Crisis Management on Brink of Losing Control\" 


Journalist Wu Tien-jung commented in the pro-status quo \"China 
Times\" [circulation: 400 


\"Despite President Chen\'s efforts to maintain the image that he is 
still in control 

evening but cancel it soon afterwards indicated that both the 
Presidential Office and Chen himself are on the brink of losing 
control. Let\'s just put the cases related to Wu Shu-chen aside; 
even on the political level 

be in a straitened circumstance. For example 

pro-independence heavyweights Sunday 

is willing to push for rectification of Taiwan\'s name and writing 
Taiwan a new constitution. Yet just a month ago when receiving AIT 
Chairman Raymond Burghardt 

Burghardt also responded in public that he was glad Chen would no 
longer push for constitutional reforms that are related to Taiwan 
sovereignty. How is Bian going to resolve such inconsistency? 


\"The answer is: He can\'t. In terms of Taiwan-U.S. relations 

the past two years 

adopted а way of \'publicly criticizing Bian\' to deal with Bian\'s 
repeated failures to keep his commitments. In addition to President 
Bush\'s public criticism 

the State Department\'s ruthless remarks early this year. ... 


VWhatVs worse than the U.S. criticism is that if Bian really starts 
to push for writing Taiwan a new constitution and rectifying 
Taiwan\'s name 

to replace Chen will disappear completely. This is because Bian\'s 
unpredictability is higher than that of Lu and he has stronger 
motives (i.e. 

extreme independence. ...\" 


B) \"DPP Must Swallow Its Pride\" 


The pro-independence 
30 


\"... But even then 

anything 

long term? The answer is a resound “Мол It would be an 
unmitigated disaster for the pro-localization movement and would 
leave a stain on the pan-green camp\'s reputation that would be hard 
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to erase. ... 


\"Some DPP members think the president has become a liability for the 
party. They believe it will be difficult for candidates to convince 

the electorate that what the president\'s close aides and family have 
allegedly been up to has no bearing on their ability to be a good 
councilor or mayor. In a highly partisan political climate this тау 

be true 

show of unity. The president may have been nave or even downright 
foolish 

him to step down will only prolong the agony for the DPP and present 
the public with the image of a party in disarray. ...\" 


5. North Korea 
\"Taiwan Should Focus on Peace in Korea\" 


The pro-independence 
20 


Y... North Korea\'s missile tests have delivered a stunning blow to 

the \'sunlight policy\' adopted by former South Korean president Kim 
Dae-jung and continued under current head-of-state Roh Moo-hyun and 
also aroused greater nationalistic tensions between South Korea and 
Japan and even with the U.S. that are rooted in the complex history 

of the region during the past century. ... However 

relations between Beijing and Kim Jung-il\'s regime in Pyongyang as 
well as between Beijing and Seoul provide the PRC with the space and 
influence to play an important \'buffer\' role 

media reports indicate that Beijing seems to be losing its capacity 

or willingness to rein in its North Korea allies. ... 


VMoreover 

DPP government has shamefully refrained from criticizing Washington 
for its blatant use of Vstate їеггог\ in violating the Geneva 

conventions during the course of the Vwar on terror and the wars in 


Afghanistan and lraq 

prisoners in What Amnesty International has called a Vgulag in the 
U.S. base at Guantanamo Bay in Cuba. In return 

earned a place on the list of likely targets for extremist Islamic 
terrorists and has had its commitment to peace and human rights 
questioned in the world progressive community 

noticeable warming in its ties with Washington in return for this 
abandonment of principle. 


VWe therefore believe that Taiwan should focus on expressing our 
concern for regional security and peace and opposition to any 
military action 

any Vpre-emptiveV military action by the U.S. or Japan 

threat posed to the security of Taiwan and Japan itself by the PRC\'s 
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provocative deployment of hundreds of tactical missiles. We can 
also continue to express our concern and willingness to offer 
humanitarian assistance and economic relief to the people of North 
Korea as part of peace efforts that focus on the fundamentals of 
alleviating poverty.\" 


YOUNG 
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evidence Japan lacked influence in the UN. End summary. 


2. (U) Japanese media gave top play over the weekend to 
passage of the North Korea resolution at the UN Security 
Council. The press carried separate statements by Chief 
Cabinet Secretary Abe and Foreign Minister Aso welcoming 
passage of the resolution 

Japan\'s aims of achieving a binding motion that included 
sanctions. 


3. (U) A majority of the press gave high marks to Japan\'s 
diplomacy 

\"victory.\" Noting it was the first time for Japan to present 

a resolution and that until now Japan had been content merely 
to join others 

compromised on content 

Japan\'s \"positive and patient diplomatic efforts 

it was Japan\'s initiative that netted the resolution. 

Yomiuri contrasted the Koizumi Administration\'s efforts 
favorably with the non-response of the Japanese Government in 
the wake of the 1998 Taepodong-I launch. Mainichi took a 
similarly positive line on Japan\'s work at the UNSC. 


4. (U) Most papers also reported on telephone calls early 
Sunday morning local time from the Secretary to Foreign 
Minister Aso and from National Security Advisor Hadley to 
Chief Cabinet Secretary Abe 

saying adoption of the resolution was a \"triumph for Japanese 
diplomacy.\" 


5. (U) The lead story moved from New York to St. Petersburg 
on July 18 

Chairman\'s statement that included a call for North Korea to 
halt its missile launches and nuclear development 

to the 6-Party Talks. Most papers pointed out that this was 
the first time for North Korea to be cited in a G-8 

Chairman\'s statement. Under the heading \"Prime Minister 
Koizumi Displays Leadership 

despite the emphasis on developments in the Middle East 
prime minister had managed to insert North Korea into the G-8 
discussions. 
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6. (C) While most of the reaction in Japan was positive to 
developments at the UN and at the G-8 Summit 

media just couldn't resist the urge to find fault with the 
Government of Japan\'s performance. Asahi led the way 
Japan\'s \"concession\" on Chapter VII demonstrated its \"limited 
diplomatic power.\" And on the political side 

Party of Japan (DPJ) leader Ichiro Ozawa was up to no good 
claiming Japan appeared to be \"uninformed\" about the United 
States\' \"real intentions\" and 

any influence at the UN. But Ozawa was contradicted even by 
a member of his own party who 

discussion 

Ozawa\'s uninformed blather and predictably negative 
statements from Diet members of the near-extinct communist 
and socialist parties 

minimum 

during the past week. 


7. (C) Comment: While the majority of the Japanese media 
reacted favorably to the UNSC resolution and G-8 Chairman\'s 
statement 

Japan to try and steal defeat from the jaws of victory. 

AsahiVs characterization of Japan\'s \"limited\" diplomatic 
power апа Ozawa\'s uninformed carping from the sidelines 
represent this kind of knee-jerk criticism to anything done 

by those in office. We 

positive 

Summit as a solid performance that helped produced unanimous 
condemnation of North Korea\'s recent behavior. 

SCHIEFFER 
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States and Turkey was being disclosed 

Against Imperialism announced that it would organize a march 
dubbed \"U.S. get out. This country is ours.\" from Incirlik Air 
Base to Dolmabahce Palace in Istanbul between July 15 and 
September 1. The march is being organized by a retired military 
captain 

Patriotic Front. 


CUMHURIYET/SABAH: Jandarma units affiliated to the Sanliurfa 
Provincial Jandarma Command seized 7 million hemp roots 

which 140 tons of drugs could be produced 

Aydincik village in the newly irrigated Harran district of 

Sanliurfa. A person with H.F. initials has been arrested in 
connection with hemp plantations. Officials disclosed that 60 
percent of the hemp seized in Turkey in the past decade had been 
cultivated in Sanliurfa province. 


ULKEDE OZGUR GUNDEM: The Sub-governor of Cermik township of 
Diyarbakir announced that an epidemic oftyphoid virus had been 
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found in the water supply of the town about twenty days ago 

that approximately one thousand people complaining about upset 
stomach 

Sub-governor Murat Erkan said that sewage had mixed with well 
waters and two wells 

sealed. The Cermik Mayor Mehmet Akdag denied the allegations 
and claimed that people had become sick not because of 
contaminated water but because of washing perishables improperly. 


ULKEDE OZGUR GUNDEM/YENI SAFAK/RADIKAL/EVRENSEL: Five soldiers 
were killed and four others were wounded as an armored military 

vehicle hit a mine near Icgecit village of Bitlis the previous 

night. The wounded soldiers were taken to the military hospital 

in Tatvan for treatment while the dead bodies of the killed 

soldiers were dispatched to their hometowns for burial. In 

addition 

yesterday morning when a military vehicle carrying provisions 

passed by. According to initial assessments 

wounded 


ULKEDE OZGUR GUNDEM: As a result of constent military operations 
throughout the region 

militants have escalated. The GOT forces clashing with PKK 

militants in Erzurum set fire on the crops near Lebu Dagi and 

Kosk villages of Karacoban district and detained the DTP 

district chairman Fetullah Dadas and his nephew Есіп Dadas on no 
grounds. 


YENI SAFAK/EVRENSEL: Investigations of two Chief Inspectors 
assigned by the Interior Ministry to probe the allegations about 
\"excessive and disproportionate use of force and torture\" during 
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the events that broke out in Diyarbakir following burial 
ceremonies of four PKK militants on March 28 

continue. Inspectors started interviewing 72 children listed in 

the report prepared by the Diyarbakir Bar Association and sent 
by the Interior Ministry. Inspectors are also investigating the 
claims about attorney Cafer Koluman that he had been beaten by 
security forces during the events. 26 policemen will give 
depositions to the Public Prosecutor in connection with 
allegations cited in the report. 


YENI SAFAK: Representatives of all non-governmental 
organizations 

Elazig released a press statement supporting Palestine and 
expressing reaction to Israel. The press announcement read by 
Kamu-Sen\'s -Public Employees\' Union- representative said 
\"Israel 
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turning the region into a pool of blood by getting the support 

of the western forces\" and added that the United Nations did not 
fulfill its obligations in this matter. 


BOLGE: The Mersin Voluntary Organizations Union 

35 NGOs 

anti-Israeli protest in Mersin. The term-spokesperson of the 
organization 

decisions and claimed that it occupied Palestine and continued 
to kill people. Bal claimed that the United States and the 
European Union also supported Israel and added that the 
atrocities committed by Israel did not start with the abduction 
of soldiers but that Israel had been slaughtering Palestinians 
for the past 80 years. Bal advised that the Turkish Red Crescent 
should dispatch health teams to treat Palestinians inflicted of 
wounds and withdrawing the Turkish ambassador to Israel. 


ECONOMIC DEVELOPMENTS: 


RADIKAL: The President of Chamber of Commerce and Industry (ССІ) 
of Ceyhan township of Adana 

Petrol Ofisi and Calik Group 

to erect a refinery in Ceyhan which has become an oil port 

because of the BTC Crude Oil Pipe Line. The Ceyhan CCI President 
Duru said that the refinery considered for Ceyhan would be 
labor-intensive and that between 300 to 500 people would be 
employed during the initial phase of the plant. Duru added that 

he believed more than officially announced 3000 people were 
unemployed in Ceyhan. 


BOLGE/HURRIYET-CUKUROVA: The President of Chamber of Commerce 
and Industry (CCl) of Tarsus 

in grapes would be less this year compared to the previous 

years. Ergezer said that different types of grapes were being 

cultivated in an area of 50 

the production was export-oriented. Ergezer said that 50 

tons of table grapes had already been exported to Germany and 

Russia and that the farmers expected to export 100 

these countries by the end of the harvesting season. 
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to ensure peaceful 

reaction was that this would be a delicate exercise 
our focus on promoting Islamic-Christian dialogue 
moderation and cooperation in the fight against global 
terrorism. On reflection 

leaders who have the most influence 
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willing to work with us 

transformational diplomacy. With application of diplomatic 
pressure in mind 

political influence in the largest and most decentralized of 
Senegal\'s Islamic brotherhoods 


WHOVS YOUR (DOCTRINAL) DADDY? 

2. (SBU) Senegalese Tidjania\'s main branch traces roots to 
the 1850\'s jihadist El Hadj Omar Tall and his disciple El 
Hadj Malick Sy 

Recognized as inspirational center 

organizationally only first among equals for nominally 
subsidiary congregations spread around the country. 


3. (SBU) A second branch of Senegalese Tidjania is wholly 
autonomous 

largely cooperative. In the early 20th centry 

educated Abdoulaye Niasse challenge El Hadj Malick Sy\'s 
supremacy and established a mosque in Kaolack. The Niassenes 
are heavily invested in education and proselytize actively in 

West Africa and the Sahel. 


THE TIVAOUANE KHALIFATE: BATTLINY BROTHERS ... 


passed to elder son Ababacar Sy (1922-57) then younger son 
Abdoul Aziz Sy (1957-97). Since a succession struggle in 
1957 

Ababacar\'s three sons\' ambitions 

potentially deadly fraternal rivalries. 


5. (S) Current Khalif 
intellectually dull and lacking in gravitas or moral 
authority -- a political cipher. 


6. (S) When Mansour dies 

brother Cheikh Tidjane Sy 

violence-prone Moustarchidines led by his son Moustapha Sy) 
will claim the throne. Cheikh Tidjane will argue that 
authority flows from brother to brother 

flip-flop given that he tried to take over in 1957 by arguing 
that succession stemmed from father to son. He lost out to 
his uncle 

only four months younger than his brother (and 

that he was also smarter). His uncle 

bitter from the contest 40 years earlier 

written testament anointing Mansour. Cheikh Tidjane 
desperately wants to be Khalif 

palace intrigue. 
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7. (S) The man to derail him is his 78 year old younger 
brother 

Junior has told us the Khalif should emulate his uncle in 
naming a successor by confidential letter to be read after 
death (Ref L). As Brotherhood spokesman 

mayor and master of palace 

celebrations 

Junior\'s public stance 
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is that despite differences 

and recognizes his right of succession. He has told us 
privately in disgust 

tried to kill me 


8. (C) In politics 

keeps an oar on both sides of the boat: he is friendly with 
Prime Minister Macky Sall 

representing Wadevs ruling Senegalese Democratic Party 
Junior\'s adoptive daughter. Junior has been taking Wade to 
task for years 

for \"neglecting\" Tidjanes in favor of Wade\'s own Mourides. 
Lately 

effort to assure free 

(Ref C). 


9. (C) Junior is at the center of an impressive and 
diplomatically sophisticated circle of intellectuals: 


-- Moustaph Serigne Mbaye Sy Mansour 

highly serious former diplomat closely linked to the Italian 
Tidjane community and an outspoken critic of Wade\'s governing 
style; 


-- ex-University of Memphis lecturer and long-time Islamic 
Institute head Rawane MBaye is among Senegal\'s leading 
theologians and religious itellectuals; and 


-- While not yet in the same league 
Moustapha Sy 
organizer (and is a 2006 IVP nominee). 


... AND CONCILIATORY COUSINS 

10. (C) If the Khalif 

ex-Khalif Abdoul Aziz\'s son would succeed them. To avoid 
exacerbating jealousies and observe and participate in (or he 
would say above) national politics 

himself from Tivouane to a Dakar seaside home 
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Wade\'s coastal property. Maoudou appears to enjoy that 
indefinable moral and ethical authority that Senegalese value 
so highly 

following. (At the 2006 July 4th reception 

Chief of Staff LTG Abdoulaye Fall practically snapped to 
attention for him.). He has been warning us of fragility in 

the national political consensus and potential electoral 
problems since 2005. 


RIVER VALLEY TRADITIONALS 

11. (C) There is distinctly variant style and outlook 

between the ethnically or culturally Wolof marabouts who run 
most of Senegalese Tidjania 

Toucouleurs (Ref I). El Hadj Oumar Tall and Malick Sy\'s 
Toucouleurs introduced Tidjania to Senegal from their River 
Valley base; the Talls still dominate religion in the rural 

north 

Mountaga Tall 

mausoleum 

the Corniche. Wade has by some accounts tried to win over 
the Talls by donating funds to finish the mausoleum; and 
despite Wade\'s Mouridism 

practices such as female genital mutilation (FGM) 

not publicly criticized him. 


12. (S) In a July 14 conversation dedicated to military 
themes during the writing of this cable 

Abdoulaye Tall 

an armed 1994 Moustarchidine incursion into the Presidential 
palace and in the late 90\'s undertook a United Nations 
commissioned study tour of West Africa\'s potentially \"at 
risk\" states 

will be a contested election and that the army will 

intervene. The only question in his mind is whether the army 
will intercede as peacekeeper and honest broker 

Wade and his inner circle will by then have won or bought the 
senior officer corps\' unquestioning loyalty. He suggested 
without prompting that the Tall Khalif could be enlisted to 
cooperate with the U.S. to assure fair elections. 


13. (C) Toucouleurs moved south in the 1930\'s to establish 
mosques in Mbour and 

Gounass community retains cultural and family ties in the 
River Valley (for example 

current recipient of Trans-Saharan Counuterterrorism 
Initiative (ТӨСТІ) funding 

organizationally autonomous and aims at complete 


DAKAR 00001721 003.2 OF 005 


Column 3 


self-reliance (Refs F and Н). Gounass\' marabout has 
complained directly to Prime Minister Sall about lack of 
economic development 

appears to be in remaining undisturbed by the central 
government or by modern education. 


SOME LOCAL MARABOUTS 

14. (C) In almost all other cases 

communities lack political heft 

small or too dependent on government favor. In descending 
order of importance: 


-- Pire 

Islamic university (Ref M) 

Ambassador Moustapha Cisse. Many think Pire 
and deeply entrenched traditions 

Tidjane Sy becomes Khalif 

friends with Junior. 


-- Tienaba Village is tiny and jealous of its autonomy. 
Despite its tiny size 
marabout\'s teachings \"resonate\" throughout Senegal. 


-- In Thies 
knit and locally-oriented community that draws energy from 
Thies\' busy educational and religious life. 


-- In Louga 

their Saudi-sponsored school. Marabout Mansour Sall is well 
respected but soft-spoken and deferential and not 

we know 


-- In Saint Louis 

Justice Minister Cheikh Tidjane Sy 

is more likely to seek Wade\'s political support than to 
challenge him (Ref |). 


-- In Dakar 
of the grand mosque eagerly seek government political support 
and financial largesse. 


THE KAOLACK NIASSENES: UPTOWN ... 

15. (C) The Niassene Tidjanes of Kaolack appear to have 
gained in wealth and prominence fairly recently. An Amcit 
who did volunteer work in Kaolack twenty-some years ago 
instance 

the city\'s life. That is certainly not the case now 

Tidjane fashion 
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cousins claiming the khalifate in two separate neighborhoods 
a majority in Medina Baye and a minority in Leonas. For 
purposes of diplomatic interlocution 

important. 


16. (C) Medina Baye Niassenes try to channel all contacts 
with the U.S. through Northwestern University-educated Cheikh 
Assane Cisse 

some circles as \"America\'s marabout.\" When we made an 
impromptu call on the ageing Khalif 

us courteously but made a point of putting us on the phone to 
Cisse in Dakar. Politically 

Kaolack though they are torn between Wade-loyalist Mayor 
Ahmed Khalifa Niasse and Idrissa Seck ally Mamoune Niasse 
with 

cousin Moustapha Niasse. 


17. (S) Both Niassene branches are heavily involved 

behalf of Tidjania 

in Nigeria. To get a better idea of the nature of these 

activities 

Diop 

and Oulemas. Sitting below portraits of Wade and Mohammed 
Vl 

activities in the Sudan 

Kano region of Nigeria 

have drawn massive crowds despite resistance of local QVadria 
or Senussi religious leaders. He said Niasse family 

daughters often marry Sahelian or Nigerian religious notables 
in order to sink deeper roots. Everywhere in West Africa 
claimed 

expanding. When we asked whether this expansion would bring 
further fractionalization 

though 

does not really matter which marabout a believer may follow 
since a marabout is after all only a \"mukhadem 

transmitter of knowledge 
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owed only to the Prophet and Tidjania\'s founders. 


.. AND DOWNTOWN 

18. (C) While the Medina Baye khalif\'s palace is a large and 
comfortable affair 

spartan school with a hint of flies. Given their relative 
impecuniousness and minority status 

would not be a political factor 

include Sidi Lamine Niasse 
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and newspaper company Walfadjri Group 
political/diplomatic gadfly brother 

Niasse. Sidi Lamine has been trying recently to bring the 
two neighborhoods together 

rupture 

community 


19. (S) There is no question Sidi Lamine could be a valuable 
interlocutors 

of well-informed 

U.S. Middle East policies 

rabblerousing 

outspoken dailies 

pressure on a Sud-FM reporter in the Casamance (Ref G) 
said to have been politically domesticated. Critics allege 

he has become so eager to protect business and other personal 
interests from governmental restrictions 

accepted Wade\'s co-optation and thereby lost credibility. 


NON-ALIGNED TIDJANIA: DAKAR\'S ISLAMIC INSTITUTE 

20. (SBU) Dakar\'s Islamic Institute and to a lesser extent 

the Education Ministry 

some intellectuals of standing 

civil servants. The current director 

was hired because he is a leading theologian 

because he was seen as well poised to bridge the gaps between 
Tivouane and Kaolack and between Tidjanes and Mourides. 


WHOVS GOT IT?/WHOVS WITH US? 

21. (S) As this review of the Tidjane theological 

intellectual and political leaders shows 

with status or 

risks of mediating with Wade on behalf of fair elections. 
Further 

are being offered money to do so 

status quo as the best guarantee of freedom from government 
interference. 


22. (S) Probably the single most influential Tidjane leader 
with an added plus of having backed Wade in 1993 (though he 
remained neutral in 2000) 

Tidjane Sy. He is especially potent since his son 

Sy 

Moustarchines\' estimated following of 300 

for our purposes 

U.S. and often denounces U.S. policies 

to imagine him joining us readily as intermediary on behalf 
of free elections. He is politically significant and should 
not be ignored 
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U.S. encouragement of free elections. 


23. (S) Abdoul Aziz Sy Junior 

brother and rival for the khalifate 

best-known moderate marabout. Junior has most of the 
qualities -- charisma 

commitment and friendship or working ties with other Tidjane 
leaders -- needed to campaign on behalf of democratic 
procedures. Indeed 

especially on behalf of Tidjanes faced with what he sees as 
WadeWs favoritism toward Mourides. We could certainly 
encourage Junior to continue his pro-democracy work 

is hard to imagine that our intervention with him could 

result in his doing much more than he does at present. There 
are few or no others in the Tivaouane branch who could match 
his abilities. As for a retired military officer\'s offer to 

help us enlist the Tall family on behalf of peaceful 

elections (para 12) 


24. (S) Among the Niassene Tidjanes of Kaolack 

suggested that Assane Cisse could make a greater effort on 
behalf of democratic governance. Certainly 

enough to the U.S. to react positively if we asked him to 
intercede with Wade and the PDS. We do not know 

how much influence he actually has. This is especially true 
since the Medina Baye neighborhood of which he is a part has 
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been split between Wade loyalists like the mayor and 
advocates of a third political force like Mamoune Niasse. 


25. (S) Turning to the other Kaolack neighborhood 

we identified Walfadjri Group owner Sidi Lamine Niasse as a 
critical thinker willing to allow a broad scope of criticism 

in his media. In younger days he was quite the scourge of 
the political and religious establishments 

severe critic of U.S. policies in the Middle East. We do not 
know 

freedom 

recent years 

one-time-radical brother 

by Wade. Sidi Lamine might be interested in a ferocious 
defense of democracy 

stomach for it. 

JACOBS 
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Cudi Mountain was killed in the ensuing clashes. The 
announcement said that operations to ensure security and public 
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order in the region would continue. 


ULKEDE OZGUR GUNDEM/EVRENSEL: Hasan Salar 

was arrested after surrendering to the security forces at Habur 
border gate on April 17 2006 

4th Felony Court of Diyarbakir for the first time. Hasan Salar 
had claimed that Seferi Yilmaz 

bombed in Semdinli in November 2005 

with the mountain cadre of PKK. Salar had caused Yilmaz to be 
detained on charges of membership to PKK. Hasan Salar was 
acquitted after his first hearing. 


ОП КЕРЕ OZGUR GUNDEM/HURRIYET: Dr. Erdal Bahoz 

Protection Forces- Headquarters Commander signed an agreement 
with the President of the Geneva Call Organization 

Bongard; and the Swedish Parliament Spokesperson 

Reusse-Decrey; that HPG will support all international 

agreements banning and removing land mines. Reusse said that PKK 
had signed the Geneva Convention Agreement 11 years ago and that 
its decision and this agreement it has been signing now should 
become a good model for the countries surrounding them. 


ULKEDE OZGUR GUNDEM: In order to promote sensitivity for 
protesting the construction of the llisu Dam on Tigris river 
which will submerge the historic Hasankeyf township 
International representatives from Diyarbakir 

Malatya provinces convened in a cave in Hasankeyf. 


ULKEDE OZGUR GUNDEM/BOLGE/EKSPRES: Members of the Prison 
Commission of the Human Rights Chapter of Adana held a press 
release in front of the Kurkculer Prison in Adana concerning 

pressure applied to prisoners and defendants in prisons. Ethem 

Acikalin 

inmates and prisoners using their democratic rights against the 
pressure of the prison administration were given disciplinary 

penalties. 


SABAH: Three persons allegedly in preparation of undertaking 
actions were arrested 

C-4 explosives were seized during the search in a house in 
Baglar Quarter of Diyarbakir. 


YENI SAFAK: An \"Emergency Medicine Relief" campaign has been 
initiated in Diyarbakir by the Diyarbakir Charity Assistance and 
Solidarity Association. The President of the association 

Kara 

peace 

massacre of Palestinians. Kara said that they would apply an 
embargo on products produced by countries supporting Israel. 
Saadet Party (Felicity Party) is also going to organize a 

meeting in Diyarbakir to support Palestine but condemn Israel. 
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The date for the meeting has not been announced. Meetings 
protesting Israel were held in Adana and Izmir as well. People 
shouting anti-American and anti-Israel slogans dispersed 
peacefully. 


YENI SAFAK/CUMHURIYET/HURRIYET: It is reported that Murat 
Karayilan 

during the Iranian artillery fire at the Kandil Mountain in 

Northern Iraq about 19 days ago. Karayilan and three other 
militants who had been wounded had been taken to the private El 
Necd Hospital in Baghdad following their initial treatment in a 
township in Northern Iraq. It is reported that one of the 

wounded militants died afterwards. 


CUMHURIYET/BOLGE/EKSPRES: Patriots from all over the country 
gathered in front of the Incirlik Air Base and initiated their 

45-day long march dubbed \"United States of America get out. This 
country is ours.\" Addressing hundreds of patriots 

a founding member of the 1968ers Association 

condemn the United States and its collaborators once more and 
would like to say \"stop\" to US planes taking off from the 

Incirlik AB and bombing children in Iraq 
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East. The press announcement by Baris Kinik 

Union\'s Adana Initiative 

in our region. Here is Israel 

its soldier has been abducted 

purpose is occupation. This will worsen the position of 
imperialists and their collaborators. That is why patriots have 
been setting off.\" The representative of the Retired Military 
Initiative of the Patriotic Front 

said \"People have been asking us where we find this energy. We 
get this energy from our hatred at the order and system of the 
occupiers. The soldiers who have come here to ensure security of 
this area are our brothers 

understood that there are collaborators who have been providing 
bases to these occupiers and acting with them.\" 


HURRIYET: A group of approximately 60 Turkish 

French nationals fleeing from Lebanon entered Turkey from 
Reyhanli and Yayladag border gates with Syria. The group said 
that there were more than 10 

border to cross into Turkey. 


EVRENSEL: It is claimed that women defendants at H-Type prison 
in Erzurum 

been threatened by wardens that they would rape them. 15 female 
students 
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security forces\' home raids in Sivas on April 18 

transferred from the Sivas prison to the one in Erzurum. The 
female defendants\' attorney Fahrettin Kaya said that his clients 
had been forced to take off their clothes at the entrance of the 
prison but because the inmates rejected the orders they were 
insulted and cursed 

beaten by a female warden. 


HURRIYET-CUKUROVA: 55 elected headmen from various quarters of 
Gaziantep visited Aleppo to get acquainted with the local 

administration in Syria. Aleppo has been designated as a sister 

city of Gaziantep. 
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will pay the cost heavily 

Turkey to possess their state. During the meeting of the 
Anti-terror High Commission presided by Foreign Affairs Minister 
Gul the following topics were discussed: Possibilities for a 
cross-border operation 

Kandil Mountain in Northern Iraq 

security measures at Habur Border gate 

demarches to Iraq and the United States 

tripartite (Irag-USA-Turkey) meeting 

Pursuit Agreement\" between Turkey and Iraq. Based on data given 
by HPG -People\'s Protection Forces- Ulkede Ozgur Gundem 
newspaper reported that Turkish forces had launched 66 
operations and Iran had realized 10 operations in various parts 
of the region 

officers 

Iranian soldiers had been killed while 24 HPG guerillas lost 

their lives in the ensuing clashes 


ULKEDE OZGUR GUNDEM: A letter mailed from Karaman to Samsun read 
that suicide assassinations would be organized by Mahmut 

Yildirim 

killings and acts 

President Prof. Dr. Erdogan Tezic 

of Samsun 
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speculated that 
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police are either trying to force PC to cooperate in their 
investigation or more likely 

mastermind of Munir\'s murder so they can close the case. 
However 

of either kind. Djamin believed that members within the 
Indonesian Intelligence Body (BIN) promised PC he would not 
be in jail long but 

BIN 


EXPECTED COURT DECISION SPURS ACTIVISM/TRAVEL TO THE WEST 


4. (SBU) The Supreme Court is expected to rule on PC\'s 
conviction in the coming weeks. Activists say that it is 

difficult to predict the Court\'s decision but they are 

concerned that regardless of the decision 

\"last word\" on the Munir case. Al-Akhlak asked us to use the 
Supreme CourtVs decision as another opportunity to repeat the 
statement we made after PC\'s conviction calling for further 
investigation into Munir\'s murder and public release of the 
Fact-Finding Team\'s report (ref). Al-Akhlak hopes to 
persuade European governments to make similar statements at 
the same time. 


5. (SBU) Before the Supreme Court makes its decision 
proponents are trying to uncover crucial evidence that so far 
has been missing. Suciwati and Usman Hamid 

of Kontras 

to garner international support and to push the Dutch to 
release forensics evidence regarding the exact time Munir was 
poisoned 

that the trial court had found to be weak. Observers here 
generally believe the poisoning took place on the Indonesian 
carrier 

enroute to Amsterdam. Suciwati also wants to use that 
evidence in a planned civil suit against Garuda Airlines for 
negligence. Al-Akhlak reported that Indonesia\'s death 
penalty was still the sticking point with the Dutch (ref). 


6. (U) Human Rights Watch First 

Suciwati to the United States to receive an award this fall. 
Al-Akhlak said that Suciwati would likely visit Washington DC 
but Human Rights Watch First would plan her schedule. 


COMMENT 
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7. (С) All signs point to failure in the police investigation 

of the larger conspiracy behind Munir\'s murder. If PC\'s 
torture allegations are true 

police\'s/prosecution\'s desperation to close the case. The 
Supreme Court\'s upcoming decision may likewise not add much 
clarity to the broader question of accountability. Activists 

hope they can use the decision to put Munir on the front page 
again and to remind a nation focused on news of natural 
disasters and militant antics that the pursuit for justice in 
Munir\'s murder is not over. In the meantime 

consider issuing another statement to remind the GOI that the 
international community has not forgotten the case. Post 

will propose language after the Supreme Court decision septel. 
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D. BANGKOK 004211 (SCENESETTER AND POLITICAL UPDATE 
FOR ADMIRAL FALLON) 
E. BANGKOK 004212 (AND THE PAD MARCHED ON) 


Classified By: POLITICAL COUNSELOR SUSAN M. SUTTON. REASON 1.4 (I 


1.(С) Summary. Privy Council chairman Prem Tinsulanonda 
struck back at PM Thaksin on July 14 in a speech to military 
cadets. The PM appeared to step back from his normally 
strident self over the weekend 

reconciliation 

election October 15. The opposition parties remain opposed 
to a new election under the current 

Commission. Speculation that members of the PM\'s party may 
be preparing to jump ship--or toss Thaksin over the side--is 
making its way into the press. The opposition People\'s 
Alliance for Democracy (PAD) continues to tear into the PM 
over his letter to President Bush and is preparing for a 

final push to unseat Thaksin starting July 19. PAD leader 
Sonthi Limthongkul may be running out of money. Finally 
palace announced that the King will be undergoing surgery to 
alleviate a long-standing spinal problem. End Summary. 


MILITARY JOCKEYING CONTINUES 


2. (C) In a bold response to the most recent coup rumors 
speculation over preparations for the October military 
reshuffle (ref D) and ThaksinVs thinly veiled attack on him 
earlier this month (refs A 
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former Army Chief) Prem Tinsulanonda paid a high-profile 
visit to the Chulachomklao Military Academy on July 14. 
Prem--who arrived in uniform with former Army Chiefs Chawalit 
Yongchaiyudh 

Thespratheep alongside him--told the cadets 

racing 

jockeys do not own the horses. They just ride them. A 
government is like a jockey. It supervises soldiers 

real owners are the country and the King...the government 
comes and goes." 


3. (С) Prem\'s comments--which landed on the front page of 
most papers Saturday--are only the first in a series of 

lectures he plans to give to cadets and soldiers over the 

next few weeks 

coverage of Prem\'s speech prompted the PM to publicly deny on 
July 15 that he specifically intends to sideline the current 

Army Chief--Sonthi Boonyaratglin--in favor of one of his 

former classmates from his military academy days. 


THAKSIN OPENS HIS ARMS 


4. (SBU) In his weekly radio address on July 15 

announced that his caretaker government plans to submit the 
decree calling for a new election October 15 to the palace 

for approval by mid-August. The РМ pleaded for \"national 
reconciliation\" and explained that he was not trying to cling 
to power 

duties. Thaksin urged all sides to come together. Officials 
from the opposition Democrat party did not publicly reject 

the new election date 

controversial Election Commission (EC) be replaced before a 
new vote. 


DISSENT IN TRT RANKS 


5. (С) While the Democrats rejected the PM\'s call for a 

meeting to discuss reconciliation 

that members of Thaksin\'s Thai Rak Thai (TRT) party have met 
without the PM to discuss a way out of the current morass. 
Thai-language press reported on July 18 that several 
cabinet-level TRT figures 

Somkid 

held a \"secret\" meeting on July 17 to discuss the political 
situation 


THE OTHER SONTHI-RUNNING ON FUMES 


Column 3 
6. (C) Following the high profile march of the People\'s 
Alliance for Democracy (PAD) late last week to deliver 
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letters of apology and protest to foreign embassies (refs 

C 

broadcast on July 14. Although the crowd of hard-core PAD 
supporters barely topped an estimated 1 

leader Sonthi Limthongkul and his cohorts spent several hours 
dissecting Thaksin\'s letter to President Bush and attacking 

the PM. In a new twist 

controversial book “Тһе King Never Smiles\" by an American 
journalist 

to Sonthi 

role in the development of the book. Details about the book 

have now been posted on Sonthi\'s Manager" newspaper website 
and PAD elements may march on U.S. Embassy Bangkok to protest 
the book. Sonthi also said that the PAD plans to announce 

details about their \"final effort" against Thaksin on July 

19. 


7. (C) According to several journalists who work for Sonthi 
this new \"final effort" against the PM тау be a desperation 
move. The media magnate has apparently failed to pay both 
his local and foreign staff for nearly six weeks 

financial drain of ongoing lawsuits against him and his 
funding support for PAD activities. Some senior members of 
SonthiVs staff have even speculated that if Thaksin is not 
out of office by September 

and declare bankruptcy. 


SURGERY FOR THE KING 


8. (SBU) Local press reported on July 17 that the King will 
soon undergo surgery to alleviate a long-standing 
condition--lumbar spinal stenosis. According to newspaper 
accounts 

pinching of the nerves running to his right leg--since 1995. 
The date of the surgery has not been released. 

ARVIZU 
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the Northeast by eliminating interstate excise taxes and to 
liberalize bilateral trade with Bangladesh. Іп the area of 
public health 

the neighboring states of Nagaland and Manipur 

not yet at epidemic levels. Meghalaya 

Northeast 
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Asia\'s partition and an almost colonial relationship with the 
Central government and its officials. END SUMMARY. 


Bangladeshi Migrants and Tribal Tensions Create Security 
Concerns 


2. (U) Meghalaya 

Northeastern India 

Over 400 

million live along this border areas. 80 to 90 percent of the 
people are estimated to be tribal. The Khasis clustered in the 
Khasi Hills 

Garo Hills are the dominant ethnic groups. Tribal ethnic 
tensions and the influx of illegal Bangladeshi migrants have 
been the major security issues for the state. According to a 
report by the Institute of Conflict Management 

have been a route for arms smuggling from Bangladesh to the many 
ethnic insurgent groups in the Northeast. The exact number of 
illegal Bangladeshis is not known but estimates are of hundreds 
of thousands resident in Meghalaya. According to the South 
Asian Progressive Action Collective (SAPC) 

outnumber locals in the Jaintia coal belt 

official population of almost 300 

overwhelmed by the influx of Bangladeshi migrants 

villagers from Nongjri-Umnuih-Nongshken border area to announce 
on March 6 a program of 

collect rupees 3 

taken in response to the alleged murders of locals and the 
looting of farms by Bangladeshi migrants. 


3. (U) Indian officials appear unable to stem the migration 
having a poor record of detection or legal action. In March 
Meghalaya Home Minister 

responding to a question raised by Congress Party legislator 
Robert Garnett Lyngdoh 

only a few thousand illegal Bangladeshis have been detained in 
recent years and only a few hundred have been convicted of 
illegal entry. In 2004 

detained by the authorities and just 18 were convicted. The 
rest were ultimately released. This year\'s numbers have also 
been low. Available figures as of March show only 1 

migrants have been arrested and 14 convicted. According to a 
status report submitted by the Border Security Forces (BSF) to 
the Delhi High Court on May 22 

were deported from Meghalaya between January and April 2006. 


4. (SBU) Until recently 
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security problems from two Garo and Khasi ethnic insurgent 
groups 

National Volunteer Council (ANVC) 

violence and extortion. The ANVC began talks with GOI and 
implemented a ceasefire in July 2004 

extended. Growing apathy within the ANVC has resulted in its 
collapse as an organization according to Chief Secretary S.K. 
Tewari. Paramilitary operations against the HNLC have resulted 
in many deaths and defections of its members. The struggling 
HNLC is keen to hold talks with GOI 

growing irrelevance 

from the public for the insurgents has further weakened their 
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position. 


Meghalaya and the Northeast: A Source and Transit Region for 
Trafficking of Persons 


5. (U) During his visit to Meghalaya 

inauguration of a regional South Asia consultation on 
anti-trafficking programs hosted by the Impulse NGO Network 
(Impulse) 

Nations Office on Drugs and Crime (UNODC) 

officials and NGOs from other Northeast states were present at 
the event. The Northeast states are a source and transit area 
for the trafficking of women and children. Poverty and uneven 
economic development are major contributing factors for 
trafficking of women. In addition 

noted a growing trend of women from the Northeast being 
trafficked to North Indian states like Haryana and Uttar Pradesh 
were there is an increasing paucity of marriageable women due to 
high rates of female infanticide. The Northeast is also prone 

to natural disasters 

push effect for trafficking from the Northeast and neighboring 
countries 

the states for combating the problem of trafficking in Northeast 
was suggested at the consultation. A DVC with U.S.-based 
participants 

Department of Justice 

Customs Enforcement in the Department of Homeland Security 
a detective in the Montgomery Country police 

sharing U.S. experiences in combating trafficking. The U.S. 
experts offered suggestions for Indian law enforcement officials 
and NGOs on how to cooperate in prosecuting traffickers and 
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helping the victims. 


6. (SBU) In their meetings with ConGen 

Rymbai and Chief Secretary S.K. Tewari noted that the Planning 
Commission was in Shillong to discuss the State Plan allocation 
under IndiaWs Eleventh Five Year Plan. The officials were 
hopeful that the Planning Commission would fund key 
infrastructure 

development. Chief Secretary Tewari said that Meghalaya has a 
demand for 710 MW but its current capacity is only 185 MW. 
Fifty percent of the villages in the state have no electricity. 

The state has no railway connections and depends exclusively on 
its road network. However 

average and improving road connectivity is a major requirement 
for the state. The growth rate of the State Domestic Product 
(SDP) is 4 percent per annum. 70 percent of the people live in 
rural areas contributing 29 percent to SDP 

account for 56 percent of the SDP. Chief Secretary Tewari 
expressed frustration that services sector in Meghalaya 
essentially means government workers 

private sector employment creation. 


7. (SBU) Tewari said that Meghalaya was discussing with other 
Northeast states a proposal to the GOI for the creation of a 
“соттоп market\" in the Northeast with each state specializing in 
its area of competence in the agriculture sector 

bring economies of scale and efficiency gains. In addition 

GOI and the states would work to eliminate interstate excise 
taxes that make commerce and trade between Indian states 
expensive and inhibits development. This program would be 
supplemented with a tourism initiative for the region to create 
income-generating opportunities. 


8. (SBU) Trade with Bangladesh is another important commercial 
issue for Meghalaya. According to Tewari 

approximately USD 45 million to Bangladesh annually but receives 
only USD 450 thousand in imports. The state authorities believe 
that this imbalance can be reversed to the benefit of both 
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deposits along Meghalaya\'s border with Bangladesh as an 
opportunity for mutually beneficial trade. He stated that 
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Bangladesh imports 12 billion tons of limestone for cement 
clinker from Indonesia at USD 58 per ton for its clinker plants. 
This could be reduced to USD 30 per ton 

limestone were extracted from Meghalaya. A further reduction in 
cost per unit is possible if instead of coal 

is abundant in Bangladesh 

also willing to allow cheap labor from Bangladesh to come into 
their territory for this purpose as is already being permitted 

with French cement company Lafarge\'s operation in the state. 
Meghalaya 

goods from Bangladesh legally such as ceramics and processed 
food items which are frequently smuggled into the state. While 
the South Asian Free Trade Agreement(SAFTA) has been in effect 
from July 1 

Bangladesh are in the negative list 

state authorities expressed their frustration with the failure 

of the Indian and Bangladesh governments to liberalize trade. 


9. (SBU) Tewari indicated another factor complicating 
development in the state 

populations 

tradition of resources being held in common. According to 
Tewari 

possession of the resources 

in concert with local officials have created a system of \"crony 
capitalism.\" Reflecting the concentration of wealth in a few 
hands 

USD 666 million while its SDP is only USD 1.1 billion. To 
address this problem 

administration at the village level by creating WArea Employment 
Committees 

councils to identify development priorities and budget. The 
goal is to give villagers a voice in the utilization of 

community resources. 


10. (SBU) Meghalaya is also a state with large uranium 
deposits. Domiasiat village in Meghalaya\'s West Khasi Hills 
contains India\'s largest and richest uranium reserve. The GOI 
owned Uranium Corporation of India Ltd (UCIL) estimates that 
Domiasiat has about 10 

over a 10-sq-km area. USD 100 million was earmarked in 1992 for 
a pilot mining project but a massive public protest in 1996 

forced UCIL to withdraw from Domiasiat. Undeterred 

Geological Survey of India in 1998 identified 20 other places in 
Meghalaya with rich uranium deposits. UCIL wants to mine all of 
these locations 

people. Chief Secretary Tewari 

majority of the state is against the proposed mining as the UCIL 
is not trusted by the community. The public is aware of the 
history of radioactive contamination around UCIL\'s mines in the 
East Indian state of Jnarkhand. Chief Secretary Tewari believes 
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that if a reputable international agency or corporation were to 
monitor or conduct the extraction 

more favorable to allowing the region to be opened for uranium 
mining. 


11. (U) HIV/AIDS is emerging as a priority issue for state 

officials 

80. Authorities are concerned because of Meghalaya\'s proximity 

to Manipur and Nagaland 

infections 

areas 

The state government has begun to work with NGOs like Impulse on 
awareness and sentinel programs. 
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12. (SBU) Prior to the Indo-Pakistan partition in 1947 

Meghalaya was relatively prosperous 

resources and ready access to markets in East India. Cut-off 

from those markets by East Pakistan and later Bangladesh 

been largely dependent on the largess of the GOI. The 
government is the main employer and its five year plans 

determine the focus of funding and economic development for the 
state. Sustainable economic growth and social development is 

not possible under these conditions. Rather 

implementations of SAFTA and engagement with Bangladesh by the 
GOI could help to create markets for Meghalaya and the Northeast 
that would result in real private sector development and wealth 
creation for its communities. Increasing economic opportunity 
would go a long way in addressing the root causes of the serious 
social problems affecting the state 

people 

JARDINE 
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Chief Editor Ayman Safadi writes on the back-page of independent 


Column 3 

centrist Arabic daily Al-Ghad (07/18): \"Amr Mousa needed many years 
to conclude that Israel\'s denial of all the signed agreements 
nullification of the Palestinian partner 

Palestinian territories 

been dead and buried. There is another thing that lying dead before 
the very eyes of Amr Mousa. We wonder how long it is going to take 
him to acknowledge that the Arab League that he represents is also 
dead.... There are only two options before the Arab League. The 
first is launching an effective move led by the three countries that 
have international and regional influence in the Arab Israeli 

conflict 

into concrete action for ending Israel\'s aggression and re-arranges 
the situation in the region within the context of conditions that 

fulfill the minimum of Arab rights.... The second option is for Amr 
Mousa to declare the demise of the Arab League and its claim of the 
presence of an official Arab regime 

declared the demise of the peace process. May be this 
acknowledgement will lead to a new birth 

programs undertaken by the Arabs or from the depth of the vacuum and 
desperation that have become the markings of the region.\" 


-- VTo whom do the people complain!\" 


Chief Editor Taher Odwan writes on the back-page of independent 
mass-appeal Arabic daily Al-Arab Al-Yawm (07/18): \"Insisting on the 
method of complaining to the United Nations and disavowing 
responsibilities required from the Arab regime is disastrous and 
irresponsible 

is turning into an arena of destruction and devastation as well as 
massacres and bloodshed of people who have surrendered their lives 
and their homelands to governments whose duty it is to protect the 
land 

slaughter and destruction. It is funny that the [Arab] regimes are 

just now finding out about Iran\'s influence in the region and that 

this discovery is used as a justification to abandon Lebanon. If 

there is a VShiite crescent\' extending from Tehran to Beirut 

who had paved the way for its existence? Was it not the Arab summit 
meetings that allowed the American occupation to destroy Iraq and 
turn it into an arena for sectarian and civil war? Who allowed Iran 

to own Iraq? Was it not America 

with support of decisions issued by Arab summits 

green light for this dangerous strategic penetration? We are at the 
threshold of decisive strategic changes in the region. If the peace 
process is dead 

prepared and ready to deal with Israels attempts at imposing 
surrender on the Arabs? It is not an issue of preferring Siniora 

over Hassan Nasrallah or Mahmoud Abbas over Haniyeh. The fact is 
that it is a battleground 

have turned the tables upside down on the heads of all the Arabs.... 
Avoiding the war or regional wars ... is done by the Arabs taking 
control of their own issues and causes from the hands of the 
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Americans and the Israelis and by adopting a stern position 
vis- -vis the American 

a strong position vis- -vis the continued Israeli occupation of 
Palestinian 


-- \"Jordan\'s options vis- -vis the Israeli aggression against 
Lebanon\" 


Columnist Batir Wardam writes on the inside page of center-left 
influential Arabic daily Al-Dustour (07/18): \"The feelings of the 
Jordanian people vis-'-vis the Israeli aggression against Lebanon 
are defined by two contradicting waves. The first is that of anger 
hatred and sadness at the loss of Lebanese civilian lives and the 
destruction of infrastructure in Lebanon. The second is joy and 
gloating at the fact that Israel is being subjected to Hizbollah\'s 
bombings.... It seems that the majority of the Jordanians are now 
rallying behind the feelings of joy and gloating at the bombing of 
Israel and they want to see more scene of this bombing.... Jordan 
finds itself in a difficult situation. Jordanians are calling for a 
stand against Israel ... and demand in the way of political pressure 
that Jordan make the \'symbolic\' gesture of at freezing or canceling 
the peace treaty with Israel. The Jordanians street is always 

right 

events 

Arab alliance for that. The core of the new Arab alliance has 
started to appear. Unfortunately for the Jordanian street 

not being formed by Jordan 

have liked out of their sympathy for Lebanon and hatred for Israel 
but rather by Jordan 

calling for supporting the resistance and Hizbollah as the people 
had wanted 

uncalculated adventures and is calling for supporting the Lebanese 
government only 

responsible for managing the affairs of the Lebanese state. The 
problem with the Jordanian-Saudi-Egyptian stand is not a moral one. 
The leaders of these countries are correct to understand the 
seriousness of the situation that is forming in the region and they 
are right to want to protect the political interests of their 

countries and refuse to be held hostage to the scheme of Hizbollah 
and Iran. The problem with this alliance is that it cannot protect 
the Lebanese people from the Israeli brutality 

politically ineffective and giving Hizbollah more opportunity to 

gain popularity in the Arab world 

in proportion with the increase of Israel\'s crimes in Lebanon.... 
The option of exercising political pressure on Israel must be 
available and present in the Jordanian decision-making process. 
There is also a need to involve the Jordanian people in such a 
decision 

economic repercussions of a unilateral decision to sever political 
relations with Israel and the sacrifices that the Jordanian people 
will have to make.\" 


Column 3 
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named Dr. Musny Suatmodjo from the West Java provincial sub 
office of Animal Health to replace him the next day. In the 

past two weeks 

meetings with Vice President Jusuf Kalla 

Advisor Dino Djalal 

Apriyantono. The Indonesian Veterinarians Association 

(PDHI) criticized the GOI for allowing provinces to vary 

their approaches to handling Al during its July 11-13 

national congress. End Summary. 


Change of Leadership at Ministry of Agriculture 


2. (SBU) On July 12 

replaced Dr. Sjamsul Bahri as Director of Animal Health 
because of \"poor performance\" in the campaign against the 
spread of Al among animal populations. The Ministry of 
Agriculture (MOA) inaugurated Dr. Musny Suatmodjo to replace 
Bahri on July 13. Suatmodjo is the former head of the West 
Java provincial sub office of Animal Health 

known among our Al contacts. Bahri will remain in the MOA 
but will now be in charge of breeding development for 

livestock and poultry. 


Diplomatic Efforts on Al Continue 


3. (SBU) During the past two weeks 

raised the importance of strengthening Indonesia\'s Al 
response in meetings with Vice President Jusuf Kalla on July 
5 

of Agriculture Anton Apriyantono on July 12. In each of the 
meetings 

from U.S. and international experts regarding the apparent 
inability of Indonesia to contain the virus in its poultry 

sector. Kalla and Djalal were both well briefed on the 

issue and took note of the Ambassador\'s remarks; Apriyantono 
was less well informed and noted incorrectly that the June 
21-23 \"Technical Review and International Expert 
Consultation Meeting\" in Jakarta had concluded Indonesia is 
\"on the right track\" (ref B). 


Indonesian Veterinarians Criticize GOI 


4. (U) The Indonesian Veterinarians Association (PDHI) 
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criticized the GOI for allowing provinces to vary their 
approaches for handling avian influenza during its 15th 
national congress 

Akso reportedly told reporters on July 11 that \"such a 
variety of approaches has proven to be ineffective because 
it allowed the virus to reemerge in regions that already 
culled their sick chickens.\" The PDHI recommended that the 
government use the more than 10 

country to help eradicate H5N1 infection in the nation\'s 
provinces before it evolves into a form that can be 
transmissible between humans. However 

Agriculture official rejected the PHDIVs statements and 
argued that the GOI developed standard procedures to deal 
with bird flu in 2003 

procedures were not printed until a few months ago. 


Human AI Case Profile 


5. (SBU) On 16 July 

probable H5N1 infection in a 43 year-old male from East 
Jakarta who died on July 12 at Budi Asih Hosptital. 
Additionally 

three year-old girl who died in Tangerang last week. With 
the death of the 43 year-old male 

show 43 confirmed or probable Al deaths in Indonesia since 
July 2005. Once the WHO or CDC posts laboratory 
confirmations on their websites 

Vietnam for the world lead in human АІ fatalities 

sparking another wave of negative press coverage. On July 
17 

noting Indonesia would soon pass Vietnam and criticizing the 
GOl\'s performance on ΑΙ. 


6. (SBU) NAMRU-2 data indicates the following Al-related 
case profile as of July 17: 


-- Number of laboratory confirmed (positive PCR and/or 
serology) human АІ cases: 55 
(case fatality rate of 78 percent). 


-- Number of probable Al cases (awaiting WHO Laboratory 
confirmation): 5 
percent). 


-- Number of cases awaiting verification by the US CDC: 1. 


-- Number of possible Al untested cases under investigation 
(last 30 days): approximately 10. 
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7. (SBU) Note: NAMRU-2 data correspond with Ministry of 

Health data but may vary at times with Al case figures 

presented on the official WHO website 

NAMRU-2 data by one week. The WHO website (last updated on 
July 14) currently notes 53 human Al cases to date in 

Indonesia with 41 deaths. WHO figures can be accessed at 
www.who.int/csr/disease/avian_influenza. 


JAKARTA 00008955 003.2 OF 003 


Pascoe 


71683 

71684 

71685 

71686 

71687 

71688 

71689 

the shift in Indian public opinion 

and NDTV correspondent Barkha Dutt observed in a weekend 
column that the Mumbai blasts were so lethal 

evaporated domestic support from the peace process. End 
Summary. 


A PM Under Fire 


2. (C) The Left parties have grown in stature and power 
following their resounding victories in the Kerala and West 
Bengal elections (Ref D) 

of the de facto opposition. They have focused their attacks 
on the UPA\'s economic reform agenda and blossoming 
relationship with the US 

instigator of both initiatives. He has also faced growing 
criticism from political pundits and the BUP for \"weakness 
a lack of political skills 

the game of coalition politics. This was epitomized by his 
cave-in to demands by the Left and regional parties on price 
hikes and privatization. 


3. (C) Exploiting the terrorism issue 

determined to make life miserable for the PM when Parliament 
convenes 

ability to lead the nation in a time of national crisis. 

With the Left carving out a space far from Congress and 
seemingly above criticism 

the PM stands isolated and could find it very difficult to 
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defend himself on the floor of Parliament starting July 24. 


The BJP Looks for Revival ... 


4. (C) Тһе БУР 

US-India ties and economic reform 

adrift and was bereft of an issue it could use to score 
political points against Congress and the UPA. The Mumbai 
terrorist attacks provided the BJP with an issue upon which 
they can hang a hoped-for political revival. 


5. (C) As a result 

criticism of the PM and has called for him to resign. Former 
BJP Foreign Minister Jaswant Singh accused the UPA of 
\"playing with the security of the nation.\" (NOTE: A recent 
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Indian press kerfluffle may negate some of Jaswant\'s 
criticism. The \"Hindustan Times\" on July 18 reported that 
passages in his forthcoming autobiography 

Honour 

1999 IC-814 hostages and handing a bag of explosives to the 
hijackers may prompt the government to open a probe into the 
BJPVs handling of the incident. End Note.) In a sign of how 
the BJP\'s center of gravity has shifted 

begun promoting Gujarat Chief Minister Narendra Modi as the 
epitome of a strong \"no-nonsense\" leader who would stand up 
to terrorism and contrasting his strength with the PM\'s 
alleged \"weakness.\" 

... And Going In for the Kill 


6. (SBU) The BJP hooked its early post-Mumbai rhetoric on 

the assertion that the UPA government fostered an atmosphere 
of complaisance regarding terrorism by repealing the 
controversial Prevention of Terrorism Act (POTA) and 

replacing it with the UPA\'s own Unlawful Activities 

(Prevention) Act (UAPA). BJP Lok Sabha Opposition Leader LK 
Advani lobbied for POTA\'s revival in the next Parliamentary 
session. 


7. (C) In addition to reviving POTA 

attacked the MEA for failing to utter \"one intelligent word\" 
regarding the Mumbai attacks. He also told journalists the 
terrorism tempo in India was \"the worst in a decade.\" The 
BJP-affiliated \"Pioneer\" has been supporting the charge; a 
weekend editorial by Swapan Dasgupta likened PM Singh\'s 
pursuit of Indo-Pak rapprochement with Chamberlainian 
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appeasement; Congress Party President Sonia Gandhi 
continued 

(which he argued India needed now) than a \"Florence 
Nightingale for an evening.\" Dasgupta\'s solution 
intimated in his closing 

Gujarat Chief Minister Narendra Modi. 


The PM Attempts a Spirited Defense 


8. (C) Despite a growing (if unfair) reputation for 

weakness 

drew attention to several spectacular terrorist attacks that 
happened during the BUP government while POTA was operative 
including the 2003 Mumbai bombings and the attack on the 
Akshardam Temple. (COMMENT: See 04 NEW DELHI 8028 for 
Embassy New Delhi\'s assessment that UAPA retains POTA\'s 
salient elements and offers legal expansion to some GOI 
counterterrorist intelligence capabilities while removing 

some of POTAVs onerous detention-without-charging aspects. 
The POTA/UAPA controversy is largely a partisan affair with 

little substance. End Comment.) 


Left Distancing Itself from Congress 


9. (C) The Left parties 

are already hostile and have joined the anti-Pakistan 

bandwagon 

Karat canceling her participation in an Islamabad 

parliamentary event. This did not prevent the Communists 

from criticizing Congress on Indo-Pak affairs. CPI MP 

Gurudas Dasgupta remarked that even the Mumbai attack should 
not be used to call off Indo-Pak talks; V'rather 

be constituted 

derail these talks 
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have their way.\" The CPI have historically placed great 
emphasis on Indo-Pak rapprochement 

seemingly in disarray 

regarding terrorism. 


Attack on a Proxy Target: NSA Narayanan Assailed as Weak 


10. (SBU) The V'Sunday Hindustan Times" on July 16 devoted a 
full page to \"squarely blaming\" NSA Narayanan for the string 
of major terrorist attacks outside J&K over the past 12 
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months (Ayodhya 

Mumbai): \"Spies and terrorists are running amok in India 
blame it on this man." Ironically (given that he has acted 
as the UPA government\'s designated hardliner) Narayanan also 
took the heat for the two unfolding spy scandals 

Room Leak\" and the National Security Council Secretariat 
case 

to the embarrassment and consternation of the government. 
(NOTE: In fact 

these stories off the front page of most major Indian 
English-language dailies last week. End Note.) The 
\"Hindustan Times\" is known to be close to PM Singh 
political observers are already theorizing that the PMO 
planted the anti-Narayanan stories to deflect attention away 
from the embattled Prime Minister. 


G-8 Statement \"A Major Diplomatic Gain\" 


11. (SBU) Before the PM departed Delhi for St. Petersburg 
Foreign Secretary Saran on July 15 told reporters he sought a 
\"united response\" against terrorism from the world leaders 
undoubtedly signaling the GOIVs desire for a firm 

multilateral condemnation of the attacks 

against Musharraf to live up to his promise. Weekend 
commentary prior to the start of the summit was cynical about 
the G-8 process 

interested only in themselves and have been effectively 
distracted by events in the Middle East. Some commentators 
rhetorically questioned why the G-8 countries maintain a 
double standard that places higher value on Israeli lives 

than Indian. 


12. (SBU) Initial Indian responses to the strongly-worded 
statement have been positive. Writing on July 19 from St. 
Petersburg for the \"Indian Express 

C Raja Mohan called the statement \"a tough political message 
to Islamabad 

important\" and \"particularly relevant 

reporters it was \"a major diplomatic gain for India.\" This 

buys the PM some breathing room 

pundits that prod it will soon seek actions that back up 

those strong words. 


But India Believes the West Values Musharraf More 


13. (SBU) The Indian elite 

believes \"the West" (read \"Washington and London") continues 
to view Musharraf as Pakistan\'s last 

Indians who accept Musharraf\'s positive intentions dismiss 
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him as a leader who is either actively promoting or 
hopelessly out of the loop regarding GOP promotion of 
cross-border terrorism. There was also considerable Indian 
anger over PakistanVs apparent initial disdain for India\'s 
suffering as voiced by Foreign Minister Kasuri (whose 
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ill-formed statement of last week is still resonating in 

Indian press 

that Pakistan expects a free ride when it comes to its 
\"obvious\" support for terrorism. Despite the Indian disgust 
for Musharraf 

be a better partner against terrorism 

silence is deafening. 


Indo-Pak the Venue for the PM to Show His Stripes 


14. (C) As Parliament returns 

on Indo-Pak affairs 

than coalition management. He has personally issued stronger 
anti-terrorism statements than ever before 

shots at Pakistan President Musharraf\'s January 2004 promise 
to prevent Pakistan-based terrorism from affecting India by 
stating that \"We are also certain that these terror modules 

are instigated 

the border without which they cannot act with such 
devastating effects.\" \"I would not want to use harsh words 
but \"in a democracy there is a limitation on what a leader 

can do if terrorists are having free rein 

is closely watching Indian public opinion. He added to 
reporters on his official jet as he winged to St. Petersburg 

that \"The terror attacks on Mumbai were оп a massive scale 
and could not have been accomplished without external 
involvement." MusharrafVs promise \"must be fulfilled before 
the peace process can make progress 

PM expects tangible counterterrorism cooperation before the 
rapprochement process can be restarted. NDTV Defense and 
Foreign Affairs Correspondent Ajay Shukla pointed out that 
the Composite Dialogue talks V'are being delayed 

cancelled 

domestic political considerations. 


Comment: So That's Where Не Will Look for Progress 


15. (C) On the way to St. Petersburg 
wanted \"action on the ground" from Islamabad to demonstrate 
its commitment to combating terrorism. The ball is now 
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the view of many Delhi-based Indo-Pak watchers 
MusharrafVs court. The steady flow of casualties in J&K is 
something the Indian public has learned over time to accept 
for the most part 

CityW cannot go unanswered by any government 
supervising an unsteady coalition. As terrorism expert Ajai 
Sahni told us 

and release\" terrorism round-up of the usual suspects that 
has become viewed here as Islamabad\'s stock reply to 
cross-border terrorism. This time 

PM needs -- real arrests 

the unthinkable 

the Indian government that Islamabad is ready to pay more 
than lip service to combating terrorism in the region 
(Septel). 


16. (U) Visit New Delhi\'s Classified Website: 
(http://www. state.sgov.gov/p/sa/newdelhi/) 
PYATT 
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regard 
text as soon as possible. 


RIES 
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Families & Employees (SAFE)\" or 2) have their agency certify 
to the State Department Bureau of Diplomatic Security that 
the employee has undergone equivalent security training. The 
contact for this certification is Assistant Director of 

training 

clearance will not be granted for any traveler with planned 
TDY in excess of 30 days if this information is not 
stated/certified. POC for additional information is 

DS RSOBangkok@state.gov. 


B. CRIME: 


- Crime is generally non-confrontational in nature. Criminal 
acts are usually crimes of opportunity such as 
purse-snatchings 

pocketing. Visitors should be especially alert in crowded 
buses 

should lock valuables in hotel safe deposit boxes not in 
their hotel rooms. 


- Be aware of common scams and frauds (including credit 
cards 
at well-established and reputable businesses. Visitors 
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should be careful when purchasing branded or copyrighted 
goods. There are many pirated counterfeit products in the 
marketplace; their purchase is against post regulations and 

it is illegal to import these products into the U.S. Be wary 

of common scams for jewelry 

antiquities. There are no Thai government-owned or sponsored 
gem stores. If victimized 

Police by dialing 1155. 


- Visitors are cautioned from visiting bars involved in the 

sex trade. Many of these operate illegally and clients can 

be subject to RTG law; they often charge exorbitant drink 
prices and cover charges. There are also many incidents of 
crime against patrons in these establishments. Drugging and 
robbing of unwary individuals is not uncommon. There are 
frequent reports of victims being drugged and robbed or 
beaten when visiting these bars. The drugs used can cause 
serious temporary memory impairment 

overdosed 


C. TRAFFIC: 


- The traffic situation in Bangkok can be difficult and 
dangerous for both pedestrians and vehicle occupants. All 
visitors should be alert to traffic patterns and unexpected 
motorcycle drivers. Traffic drives on the left-hand side 
opposite from the U.S. 

flows in the opposite direction. Pedestrians should use the 
overhead walkways for crossing busy streets. 


D. TERRORISM: 


- The threat from transnational terrorist groups to the U.S. 
Mission in Bangkok is currently ranked high. Despite stepped 
up RTG efforts to monitor its borders 

porous and allow easy illegal access. Transnational terrorist 
groups 

utilized Thailand as a transit point. 


- The threat from indigenous terrorist groups is currently 
rated as low. There is no evidence to indicate that 

indigenous terrorist groups are planning acts against U.S. 
personnel or facilities. The far south of Thailand has 
experienced incidents of criminally and politically motivated 
violence 

Muslim separatist groups. Although Americans have not been 
specifically targeted in the past 

of past attacks by these groups -- including bombings of 
public places -- indicates a potential threat to American 
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citizens. 


- The State Department is concerned that there is an 
increased risk of terrorism in Southeast Asia 

Thailand. Travelers to Thailand should therefore exercise 
caution 

such as clubs 

areas 


E. OTHER SECURITY TIPS: 


- Visitors should avoid making any pejorative comments about 
any members of the Thai Royal Family or engaging in 
disrespectful conduct within temples or toward religious 
objects. Such behavior can result in arrest and/or expulsion 
from Thailand. 


- Precautions should also be taken not to discuss sensitive 
or classified matters outside secure environments or over 
unsecured and/or cellular telephones 

safeguard classified or sensitive materials at the Chancery 
and not at hotels or residences. 


- Visitors should also be aware of the State Department\'s 
Consular Information Sheet for Thailand and the most recent 
Worldwide Caution Public Announcements 

via the Internet at http://travel.state.gov. DOD personnel 
must review the PACOM Force Protection Levels for Thailand 
found at http://131.84.1.218/staff/at/athome.shtml. 


- In essence 

caution and be alert to their surroundings with regard to 
their personal security. Suspicious incidents/activities 
should be reported to RSO Bangkok (Tel. 02-205-4000 
hrs/day). On behalf of U.S. Embassy Bangkok 

have a safe and pleasant visit. 

ARVIZU 
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asked whether they understood the charges against them. The 
Rev. Isak Onawame 

statement objecting to being tried in Jakarta. The judge 
responded that he must register this objection in writing 

with the aid of his lawyer. The judge also noted that the 
defendants\' lawyers were not present 

seriousness of the charges obliged the court to provide legal 
counsel for the next session if the defendants desired this. 


4. (SBU) Following these proceedings 
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until August 1. The judge commented that in order to 
expedite the trial 

weekly after that point. 


5. (SBU) Many journalists attended the session. A protestor 

in the courtroom raised her voice from time to time but was 
apparently not deemed disruptive enough to be removed. There 
was a heavy police presence. 

PASCOE 
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include whether the North Korean issue further deteriorates 
on his watch 

and receive backing from P-5 members 

ROK-Japanese tensions play a significant role in blocking or 
undermining a regional consensus on his candidacy. COMMENT: 
A consummate diplomat 

chosen career largely because of his ability to get along 

with others. While his staff emphasize his \"reform\" 
credentials 

restructuring at the Ministry. However 

most recognized of MOFAT\'s American experts 

naturally sympathetic to all things American. We have no 
doubt Ban\'s relations with the USG would be same if he were 
the UNSYG. END COMMENT AND SUMMARY. 


MAKING THE ROUNDS 


2. (C) Foreign Minister Ban Ki-moon has visited 14 of the 15 
UNSC member countries this year and reports that he has 
received generally favorable results. The one remaining 
country is Japan 

Council in October (see para 10). On multiple occasions 
has told the Ambassador that he perceived or heard strong 
private support from several UNSC members: Argentina 
France 

A-D). He recognized 

between \"diplomatic niceness\" and genuine shows of support. 
Most of his interlocutors have strongly supported an Asian 
for the next SYG 


3. (C) While Ban was accompanying President Roh Moo-hyun to 
Africa in March 

its Overseas Development Assistance to the continent from $31 
million to $100 million by 2008. According to our Foreign 
Ministry contacts 

his visit to Africa to request support for BanYs UNSYG 

candidacy (ref E). Ban probably hopes that South Korean aid 
would increase African receptivity to his campaign. 
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STRESSING HUMAN RIGHTS AND UN REFORM 


4. (C) In late June 

the UN Human Rights Council (HRC) in Geneva 

Korea was elected a member 

emphasized a few themes representative of his UNSYG 
candidacy. As a South Korean whose country was defended 
during the Korean War by the UN Command 

committed to the ideals of the United Nations 

and stability 

Seoul supported the establishment of the HRC as an 
improvement over the UN Human Rights Commission. He 
emphasized his and Seoul\'s focus on UN modernization and 
reform. Finally 

country-specific motions in order to make this first session 
procedural 
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criticize North Korean human rights practices and called on 
Pyongyang to engage in a human rights dialogue with the 
international community. In the past 

its way to abstain or avoid UN votes on North Korean human 
rights. Ban\'s HRC speech may have been an attempt for Seoul 
and Ban 

Seoul had turned a blind eye to the human rights situation in 
North Korea. 


5. (C) In other fora 

officials have insisted that Ban attaches special importance 

to UN management reform. Ban has told the Ambassador that 
since his days as First Secretary at the ROK Mission to the 
United Nations in 1978 

management reform. He pointed to ROK efforts that 

were instrumental in strengthening the role of the President 

of the General Assembly 

Korean efforts to support UN reform. 


6. (SBU) Key aides to Minister Ban in conversations with the 
Embassy (ref F) have pointed to Ban\'s accomplishments in 
reforming the ROK Foreign Ministry to show his commitment to 
management reform. Ban strengthened term limits for South 
Korean ambassadors by reducing the number of missions they 
could head to two from three or four. He implemented a 
retirement age of sixty for Ministry officials. He reduced 

the time allowed foreign service officers returning from 

posts abroad to look for a new job in the Ministry to four 
months from the previous one-year period. These 

said 
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MOFAT officers. In addition 

conferences 

this showed confidence in his ability to manage a range of 
issues 

him a nickname akin to Mr. Teflon (the \"slippery eel”) 
because journalists could ask Ban anything and he was so 
unflustered. 


7. (U) In June 

conference in Seoul titled 

United Nations in the 21st Century: Challenges and Reform\" at 
which Ban expressed concern over the obstacles to UN 
management reform. His view was that the key to healing 
political rifts was genuine dialogue among all the 

stakeholders. In May 

on Foreign Relations titled \"Restoring the Vitality of the 

United Nations\" in which he insisted that the UN was 
Voverstretched and fatigued\" and urged more action to 
strengthen transparency and accountability. He said the next 
UNSYG should be a harmonizer who demonstrated leadership by 
example 


DEEP EXPERIENCE WITH ALLIANCE AND UNITED NATIONS 


8. (SBU) Since entering the Foreign Ministry in 1970 

has held key positions focused on the U.S.-Korean 

relationship and the United Nations. His U.S.-related posts 
include: Counselor and Consul General in the ROK Embassy in 
Washington (1987-1990); Director-General of the North 
American Affairs Bureau (1990-1992); Minister of the ROK 
Embassy in Washington (1992-1994); Deputy Minister for Policy 
Planning (1995); Senior Secretary to the President for 

Foreign Policy and National Security (1996-1998); Vice 
Minister of Foreign Affairs and Trade (2000); Adviser to the 
President for Foreign Policy (2003); and finally Minister of 
Foreign Affairs and Trade starting from 2004. His UN 
experience includes: First Secretary to the ROK Mission to 

the United Nations (1978-1980); Director of the UN Division 

at the Foreign Ministry (1980-1983); Ambassador to Austria 
(1998-2000) during which time he also served as Chairman of 
the Preparatory Commission for the Comprehensive 
Nuclear-Test-Ban Treaty Organization (1999); and Ambassador 
to the United Nations (2001-2002) during which he also served 
as Chief of Cabinet to the President of the 56th General 
Assembly of the United Nations (2001). 
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DPRK TENSION COULD RAIN ON BAN\S PARADE 


9. (C) North Korean nuclear and missile activities have 
complicated Ban\'s attempt to share credit for improving 
inter-Korean reconciliation. In early July 

visit to Mexico and El Salvador 

missile launches 

that unnamed Ministry officials told reporters was code for 
DPRK missile launch preparations 

and increased tension with Japan over maritime surveys in the 
disputed waters near the Liancourt Rocks. UN Security 
Council internal deliberations over a response to the DPRK 
missile launch have also cast Ban in an unfavorable position 
of being involved but not central to UN action because Seoul 
is one of the few relevant parties not on the Council. 


JAPANESE POSITION UNCLEAR 


10. (C) The increased level of political sparring between 

Seoul and Tokyo over North Korea and the Liancourt Rocks has 
intensified the question whether Japan would support or not 
work against a Ban candidacy. Ban admitted to the Ambassador 
in April that leaving Japan as the one country he had not 

visited since declaring his UNSYG ambitions was 

\"conspicuous 

the Security Council in October. The appropriate 

opportunity 

Ban\'s senior aides have opined that Japanese leaders might be 
reluctant to take a public stand against Seoul\'s candidate to 
avoid exacerbating anti-Japanese sentiments in Korea. The 
aides assessed that it would also be hard for Tokyo to vote 
against Ban 

candidate. 


BAN: USG AND CHINA ARE THE KEYS TO UNSYG 


11. (C) Ban has emphasized to the Ambassador that all of his 
interlocutors assessed that the most important voices were 
from the United States and China. Ban believed that China 
still wanted an Asian UNSYG 

strategy from seeking a consensus candidate to multiple 
candidates 

lost its chance. Therefore 

according to Ban 

were qualified and acceptable. Ultimately 

race would hinge on the position of the United States and 
China. In a July 18 conversation 

voiced concern that 
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longer 


COMMENT 


12. (C) \"Harmonizer 

Teflon\" are the most common descriptions of Ban Ki-moon. A 
consummate diplomat 

chosen career largely because of his ability to get along 
with others. This is not to belittle his intellectual depth 

or his obviously sophisticated understanding of the issues. 
Rather 

diplomat 

maintaining good control over his organization--all in the 
service of his political masters. In the Blue House 

worked 

very different presidents: Kim Young-sam 

conservative with very limited knowledge of most policy 
issues; Kim Dae-jung 

comfortable in all aspects of foreign policy; and 

Roh Moo-hyun 

international scene 

conviction. 


13. (C) A product of elite Korean education 
held a job outside of the ROK Foreign Ministry system. While 
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Ban\'s staff emphasize his \"reform\" credentials 

he\'s ever had to face a serious cut in the Ministry\'s budget 
because given the enormous growth in the Korean economy 
there has not been a need to trim expenditures or personnel 
in the Korean Foreign Ministry. Simply put 

to deal with restructuring 

getting rid of large pieces of his organization. 


14. (C) However 

is Ban\'s view of the United States in general and the USG in 
particular. Among the most recognized of MOFAT\'s American 
experts 

two in Washington and one in New York. He has also worked on 
U.S. issues at the Ministry and the Blue House. Ban 
understands completely American people 

government. More important 

all things American. This is quite typical of well educated 
Koreans of his age. Their formative experience was the 
Korean War 

benign power 

the world. When we need something from the South 
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Koreans--ranging from sending Korean troops to Iraq to 
resolving base issues for USFK--we turn to Ban. He has 
always been sympathetic and helpful. We have no doubt Ban\'s 
relations with the USG would be same if he were the UNSYG. 
VERSHBOW 
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Israel \"to exercise restraint.\" 


3. (C) Note: per ref B 

cargo aircraft to Damascus on July 16; the fifteen vehicles 
in the convoy represent the first of two expected deliveries. 
SISON 
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Powers Look for a Way Out of the Crisis 

notes that \"French Diplomacy is Taking a Leading Role.\" French 
Foreign Minister Philippe Douste-Blazy granted interviews to popular 
right-of-center Le Parisien 

state-run France Inter radio 

the conditions that allow for a durable ceasefire\" should be the 
immediate objective of the international community. Dailies also 
report the evacuation of hundreds of French citizens from Beirut 
qualified as a \"mess\" on state-run France 3\'s newscast yesterday 
evening. 


Left-of-center LiberationVs headline is \"Villepin: Operation 
Beirut.\" The accompanying article asserts that by placing himself on 
the forefront of the international scene 

the Clearstream scandal and the CPE riots behind him. \"Villepin 
quickly grasped the role that French diplomacy 

could play in the current crisis in the Middle East. At the lowest 
depths in terms of approval ratings 

of a better opportunity to display his supposed talents as a 
statesman.\" The less cynical editorial in left-of-center Liberation 
notes that Villepin\'s trip to Beirut underscores the \"singular 
historical 

Lebanon.\" State-run France Inter radio criticized Villepin\'s visit 
as being perfectly timed for the news cycle; he arrived in late 
afternoon which assured coverage on the 8 p.m. newscasts 
meetings including with some departing French ex-pats. 


An editorial in the regional daily La Nouvel Republique du Centre 
Ouest says that \"we will know soon enough if the discussions that 
the Prime Minister had with Lebanese leaders 

Hezbollah 

would mark the heaven-sent revitalization of his reputation. No 
doubt he still dreams of the speech delivered in New York against 
the war in Iraq.V' 


An op-ed in economic right-of-center Les Echos underscores that the 
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use of radio-guided missiles by Lebanon\'s Hezbollah \"radically 
changes the strategic and diplomatic order of things in the conflict 
with Israel... In previous confrontations 

threatened from the sky... But today the Shiite extremists are 
well-equipped thanks to Syria and Iran.\" Alain Frachon in 
left-of-center Le Monde analyzes the \"Shadow of Iran in the Middle 
East.\" (See Part C) 


Тһе G8 Summit is the second leading story in today\'s national and 
regional press. A number of commentaries offer post-G8 analyses on 
what was accomplished in Saint Petersburg. The unsigned editorial in 
left-of-center Le Monde gives an history of how Russia became part 
of the G8 and wonders about an organization that will include Russia 
but not emerging democracies like Brazil and India. Right-of-center 
Le Figaro says that in spite of the situation in Lebanon \"Putin is 
defending the outcome of \'his\' G8... and has earned his place in the 
club of superpowers.\" (See Part C) 


Catholic La Croix and economic dailies discuss attempts at the G8 to 
relaunch the Doha Round. La Croix reports that the WTO\'s Director 
General Pascal Lamy made an appearance at the G8 Vin the shadows." 
Lamy hoped to gain concessions from leaders on the Doha round 
stalled since July 1. Observers described the discussions about 
trade liberalization as \"very tense.\" Jacques Chirac stated FranceVs 
opposition to European concessions in the absence of reciprocity by 
the U.S. and developing countries. Chirac was further perturbed 
Croix says 

countries in the debate. Left-of-center Le Monde reports that \"the 
U.S. continues to block the entry of Russia to the WTO.\" 


Brief but widespread mention of President Bush\'s aside to PM Blair 

on televised and radio news as well as in the print press. Popular 
tabloid-like daily France Soir says that the President\'s candor 

shows that he is still \"as subtle as ever.\" Regional daily Le 

Dauphine Libr\'s editorial is harsh: \"That the most powerful man on 
Earth could swear like a sailor 

Nixon. And some may say that it's better than the usual political 

cant. But it is hard sometimes not to be frightened by the 
small-mindedness of some of the most powerful people when they think 
that no one is listening. 


Widely mentioned in print and electronic news 

landing of the space shuttle Discovery prompts right-of-center Le 
Figaro on its front page to say that this second successful shuttle 
flight \"three years after the Columbia tragedy represents a huge 
relief for NASA.\" 


In economic news 

\"Airbus is back in the race\" against Boeing with the new version of 
the A350. Right-of-center Le Figaro Economie notes that \"Airbus is 
hitting two birds with one stone... the new version of the A350 will 
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rival both the Boeing 787 and the 777.\" 


(C) SUPPORTING TEXT/BLOCK QUOTES: 
Middle East 


\"First Steps\" 

Francois Ernewein editorializes in Catholic La Croix (07/18): \"We 

may lament the slow awakening of the international community or make 
fun of the wishy-washy agreement invented by the G8 that does not 
even call for a cease-fire... But at least the ball has started 

rolling.\" 


\"France\'s Margin of Maneuver\" 

In regional Le Telegramme 

(07/18): \"France\'s margin of maneuver in the Middle East crisis is 
slim given that the U.S. and its ally Israel have decided to 

confront the Islamist Shiites that have caused the eruption of 
violence in the region.\" 


\"What Can France Do?\" 

In regional Dernieres Nouvelles dVAlsace Jean-Claude Keiffer writes 
(07/18): \"What can France do in the Middle East? On the face of it 
it is difficult for Paris to intercede in the conflict. With 

Damascus 

burned. With Teheran 

relationship is tense since the nuclear crisis. And with Israel 

spite of courteous statements on both sides 

reputation behind it.\" 


Iran 


\"Shadow of Iran in the Middle East\" 

Alain Frachon in left-of-center Le Monde (07/18): \"Officially 
manifests its support for the Palestinian Hamas and has close links 
with Hezbollah. But even if Teheran says that it has nothing to do 

with the July 12 kidnappings of two Israeli soldiers 

difficult to imagine that the Islamic Republic did not at least give 

its tacit approval to its Lebanese Hezbollah protgs. What is in it 

for Iran? July 12 was the day when faced with Iran\'s ill will 

negotiators on the issue of Iran\'s nuclear program decided to put 

the question before the UNSC. Coincidence? Maybe... But what if Iran 
was trying to prove the scope of its capacity to do harm by giving 
Hezbollah free rein? Or give the U.S. a sampler of what it can 

expect if its nuclear installations were to be attacked? America\'s 
indulgence with regard to Israel\'s intervention in Lebanon is seen 

by some as a warning from Washington to Teheran. The various 
protagonists of the crisis do not always measure the consequences of 
their actions and the kidnappings may lead all parties to a 

situation far beyond what was initially intended.\" 

G8 Wrap-Up 
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\"A G8 Without Scope\" 

The unsigned editorial in left-of-center Le Monde (07/18): \"The 
meeting of the G8 turned into a crisis cell to discuss the Middle 
East... Some had hoped that the meetings would lead to a plan of 
action but it is wrong to want to make the G8 into something that it 
is not: a global manager of day-to-day affairs. This G8 was not 
useless even if its staging was excessive... And Mr. Putin not only 
drowned out all considerations of his failings in terms of democracy 
and was able to reap a maximum of benefit from this Summit by 
turning it into a personal public relations campaign.\" STAPLETON 
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with the Current Israeli Occupation Forces Military Attacks 

on the Gaza Strip and West Bank." The briefing 

with historical inaccuracies and colored by his own dubious 
analysis of geostrategic issues 

history lesson of the MEPP. Notwithstanding his disclaimer 
that he did not mean to be \"threatening 

harsh in his assessment of the U.S. role in supporting Israel 

in its excessive use of force in Gaza. Characteristically 
QaddoumiVs diatribe was delivered with nods and smiles in the 
direction of Pol/Econ Counselor. Qaddoumi circulated a press 
release publicizing a decree signed by PA President Mahmoud 
Abbas affirming QaddoumiVs role in the conduct of Palesinian 
foreign affairs. End Summary and Comment. 


2. (C) The bulk of the 45-minute briefing consisted of a 
lengthy history lesson of the Arab-Israeli peace process 
according to Qaddoumi 

historical fact. As he has done in previous such sessions 
Qaddoumi 

passing around of maps from various stages of the Oslo peace 
process. He also circulated the 2004 exchange of letters 
between President Bush and then-Prime Minister Sharon. 
Scribbled on the top of Bush letter was a note (in Arabic) 
that appeared to read: \"The advice of America to her 
student 


3. (C) Lest his audience be in any doubt about his authority 
to speak on his chosen subject 

a July 10 

printed on the Tunis-based State of Palestine/Palestine 
Liberation Organization Ministry of Foreign Affairs Political 
Department letterhead) 

Abbas 

Foreign Affairs Minister of Palestine 

to speak about the foreign affairs of the Palestinians and 
representing it (sic) in the international arena. Apparently 
quoting from the Abbas decree 
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\"The politburo Tunis-based is the foreign affairs ministry 
and the chief of the politburo is responsible for 

Palestine 


4. (С) Among the points Qaddoumi made: 


-- \"Mr. Olmert is destroying everything in the Gaza Strip 

using all of his force 

but bombarding houses 

houses have been completely destroyed in the Gaza Strip and 
West Bank.\" 


-- \"All this for one prisoner captured by Palestinians? One 
armed solider? We have 9 

soldier. We have a right to kill him because he is occupying 
our country.\" 


-- VDon 

part of the world. Our people are frustrated because there 

is no peace. That is the reason for Hamas.\" (Note: This 
message is at odds with more pro-Hamas Qaddoumi posturing 
observed by another Embassy officer.) 


-- The PLO recognized Israel. Rabin recognized the PLO... 
Article 6 of the Oslo Agreement says that the PLO should 
negotiate with Israel and sign agreements on behalf of 
national aQorities. So why are you asking the national 
authority to recognize Israel?\" 


- VI 

atiny state. How will it continue to live when it is on bad 

terms with the Arabs? The world has changed. There is more 
than one superpower. More countries own atomic bombs 
including Arabs.\" (Note: It was not clear which Arab 
countries Qaddoumi was referring to. He also went on to 
condemn the U.S. for invading Iraq on the pretext of WMDVs 
when Iraq had no such weapons.) 


-- \"We don 

to Israel. The U.S. must put pressure on Israel to move 
out.... It is the responsibility of the U.S. because the 

whole thing is in a stalemate. Those who claim to be the 
protectors of peace and security in the world must take 
action. It is time to do something before it is too late. 

Our people have to see that the international community and 
the superpowers do something.\" 
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Hugo Alconada Mon 

daily-of-record \"La Nacion 

and EU powers 

Israel\'s attacks against Lebanon. However 

would have to be careful not to weaken the Beirut government because 
Vthe day after could jeopardize its interests even further. 


\"Bush said Visrael has the right to defend itself. White House 
support for Israel has widened discord with the rest of the 
so-called international \'quartet\' (the EU 

rejected the Israeli offensive or considered it Vdisproportionate.V 


\"This point of disagreement will also hinder Bush\'s plans to come to 
a common position vis- -vis Iran and North Korea\'s nuclear ambitions 
while he tries to find a way out for the troops in Iraq 

should include multilateral support.\" 


- The US vetoes (UN) resolution against the Jewish State\" 


Business-financial \"El Cronista\" reports (07/14) \"Yesterday 
vetoed a resolution submitted by Qatar to the UN Security Council 
which condemned Israel\'s military incursions into the Gaza Strip. 


\"The UK 
However 
favor. 


\"It is not the first time the US vetoes a resolution at the UN 
Security Council 
conflict. The last time it did so was in October 2004.\" 


- VBush supports Israel: \'Israel has the right to defend itself" 


Ana Baron 

writes (07/14) \"US President George W. Bush openly supported the 
Israeli attacks against Lebanon and the Gaza Strip by saying that 
\Israel has the right to defend itself\' and that kidnapped soldiers 
should be released. 


\"While Bush\'s statements were widely praised by the US Jewish 
community 

the search for a joint solution. As a matter of fact 

the use of Israeli force as \'disproportionate\' while Russia urged to 
avoid Van open confrontation in the region.Y US Secretary of State 
Condoleezza Rice 

saying that the USG asked for \'moderation\' from Israel. Rice 
dismissed criticism of the military actions launched against 
Lebanon.\" 


- VBush warns Syria and Iran defends it\" 
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Business-financial \"Ambito Financiero\" reports (07/14) \"In the midst 
of an escalation of war in the Middle East 

support for Israel and joined it in suspecting Syria\'s role in 

fueling the crisis. This sparked Iran\'s reaction 

against an attack on the Arab country. 


\"While in Germany 
the right to defend itself"... 
weaken\' the Lebanese administration. 


\"... Bush also referred to Syria as suspected 
masterminding the kidnapping of the Israeli soldiers.\" 


- VSteps of a dangerous retreat\" 


Oscar Raul Cardoso 

opines (07/14) Y... Now 

to undo history is double. The Israeli military leader who refered 

to an occupation of at least part of Lebanon seems to have forgotten 


that between 1982 and 2000 

so-called \'security area\' in South Lebanon with the same excuse 
i.e. 

since the start of the Six Day War in the 60s nor the partial 
occupation of Lebanon bore the expected fruits 

clear reason why this time the result would be different. 


V'This temptation to retreat is strong... With its disproportionate 
attacks of these days 
fading... 


Y... The Israeli version of events starts to be questioned by 
friendly countries like the US. 


\"No one doubts the legitimate right of a country to defend itself 
but it is clear that the lack of proportion of its means has not 
obtained the same support as at other times.\" 


- VWashington hints that Chavez is another promoter of terrorism\" 


Conservative VLa Prensa" reads (07/14) “Тһе USG warned that 
Venezuelavs entry into the UN Security Council could have a 
Vnegative impact while an influential legislator hinted that 
Venezuela is on the verge of being considered a Vpromoter of 
terrorism. 


VFranc C. Urbancic 

Counter-terrorism at the US Department of State 

the Chavez regime Vis not in line with the world 

Chavez\'s Virresponsible rhetoric and Vnegative impact could expand 
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if Venezuela obtains a seat on the UN Security Council. 


\"It is the first time the US Department of State expresses its fears 
vis- -vis Venezuela\'s possible entry into the UN Security Council in 
replacement of Argentina.\" 


- VThe nomination of the US Ambassador to Argentina is blocked 
again\" 


Ana Baron 

comments (07/14) \"The confirmation of new US Ambassador to 
Argentina 

in Washington dares predict when he will be confirmed 

whether he will manage to be confirmed. 


Y... This time 

was Republican Senator from Nevada John Ensign. While Wayne has 
already been confirmed by the (Senate Foreign Relations) Committee 
Ensign managed to hold his consideration by the full Senate. And the 
reason is exactly the same one that Mel Martinez filed (that Wayne 
refused to increase funds for Radio and TV Marti). 


Y... In fact 

Wayne would be in Argentina no later than September. No one thought 
that another senator could hold up his nomination again. Because the 
US Congress begins its recess the first week of August 

fear the confirmation could be postponed to September. 


VA US Senate Foreign Relations Committee told \'Clarin\' VNot all 
Republican senators agree with what is happening.V \'Wayne is not a 
controversial figure. He handles financial issues very well 

this is something important in Argentina. This is why what is 
happening does not reflect everyone\'s thinking. On the contrary 
some senators believe that not having a representative in Argentina 
is a disadvantage.\' 


\"... While the confirmation could be postponed indefinitely 
also possible that it will happen before the recess.\" 


To see more Buenos Aires reporting 
at: 
http://www. state.sqov.gov/p/wha/buenosaires 
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Friday after-prayer protests.\" Political columnist Fawzi 
Samhouri told poloff that opposition parties 

IAF 

when they concluded it was being organized by Jordanian 
authorities. Note: In times of regional tension 


Column 3 
traditionally seeks to channel street emotions into 
controlled demonstrations. End Note. 


4. (U) At the professional associations 

same day 

leaders who fail to support Hizballah 

and President Mubarak. Bani Irsheid weighed in with further 
implicit criticism of Jordan 

when he told media July 17 \"the adventures of the resistance 
are a great deal more honorable than the brokerage of deals 
with the enemy 

condemnation of Hizballah \"adventures.\" Bani Irsheid 
comment continues six weeks of political confrontation 
between the GOJ and Islamists (refs A 

moment 

crisis. 


5. (U) Editorial comment is overwhelmingly anti-Israeli 
though a few columnists have argued 

Hizballah 

serve Arab interests 


JORDANIAN PRISONERSY FAMILIES APPEAL TO HIZBALLAH 


6. (U) Saleh Ajlouni 

of Jordanian Prisoners (i.e. 

Hizballah in a media statement to include Jordanian prisoners 
in any prisoner exchange deal with Israel. In a statement to 
MENA 

Israeli jails. Note: The Association is a long-time critic 

of GOJ-GOI relations. End Note. 


EXODUS FROM LEBANON FILLS AMMAN HOTELS 


7. (U) The Jordanian Foreign Ministry provided bus 
transportation from Beirut to Amman for approximately 400 
Jordanians July 13-14. Border contacts report over 6000 
Lebanese have entered Jordan from Syria since July 13. As a 
result hotels across Amman are operating at over 9096 
capacity. The General Manager of the Sheraton told 
Ambassador that his hotel was full and that Vots of people 
were stuck in Amman!" because flights out of the region are 
booked. 


8. (C) Comment: Many Jordanians are following events in 
Lebanon hour by hour by satellite TV. Although the Jordanian 
leadership has publicly blamed Hizballah for initiating the 
current violence 

sympathize overwhelmingly with the people of Lebanon and 
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the grip of emotional media coverage 

how the conflict really began. Many post contacts are quick 
to allege that U.S. support for Israel makes it complicit in 
IDF operations 

intervene to stop the violence. The palace press apparatus 
is giving the media a steady diet of the King\'s telephone 
diplomacy with world leaders. End Comment. 
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Classified By: Charge d\'Affaires Nick Dean. Reasons 1.4 (b/d). 


1. (SBU) According to press reports 

Yadav 

Maoist-affiliated Madheshi Rastriya Mukti Morcha 

war\" against the Janatantrik Terai Mukti Morcha (JTMM - 
People\'s Terai Liberation Front) 

based in Siraha and Saptari Districts of the southeastern 

Terai region. Yadav announced at a press conference in 
Saptari that the Maoists could no longer accept alleged JTMM 
killings of Maoist cadre 

situation erupted when JTMM cadre shot two Maoists in Saptari 
in early July; Maoists retaliated by murdering a JTMM member 
on July 16. JTMM leader Jaya Krishna Goit has refused a 
Maoist call for dialogue to settle the dispute. Goit 

former leader of the Madheshi Rastriya Mukti Morcha 

away from the party in 2004 after deciding that the Maoists 
were not committed to autonomy in the Terai. Yadav said the 
war would continue until Goit apologized. Yadav claimed that 
India and \"royal elements\" were backing the JTMM. He further 
said that the Maoists would target anyone who supported 
encouraged 


COMMENT 


2. (C) The JTMM has been promoting anti-Maoist activities 
since its breakaway two years ago 

Maoists drawn national attention to the clash. The JTMM 
currently does not appear to have the resources to pose a 
major threat to the Maoists or distract them from attempts to 
gain the upper hand in the peace process. The splinter JTMM 
has long engaged in Maoist-like behavior 

a government customs officer in Saptari in early July. The 
dispute and the Maoist declaration of \"war\" is a reminder 
that Maoists continue to regard--and use--violence as a 
legitimate political tool. 
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contact said that ShiVa reactions fell into two categories 
namely those fully supportive of Hezbollah and those who 
\"thought that Hezbollah had made а big mistake but that the 
Israeli response was excessive.\" He suggested that the 
former view was dominant and that those with the latter view 
kept it private. Another contact questioned whether the main 
purpose behind the SAG\'s response was to please the USG. 


2. (SBU) Two articles on Rasid News Network (www.rasid.com 
a Saudi ShiVa Internet forum) expand on the views our 
contacts expressed. In one 

month ago published a commentary titled \"Screw Hamas\" in 
protest of HamasY apparent mourning of ZarqawiVs death (ref 
B) 

to other Arab leaders 

Al-Alak suggested that anti-ShiVa bias of President Mubarak 
and Jordan\'s King Abdullah led them to take a position 
against Hezbollah. In the second article 

directly criticized the SAG\'s response 

supportive of \"the interest of the Israeli enemy\" and against 
feelings on the Arab street. 


3. (С) Comment: The ShiVa reaction is not surprising. lt 
reflects general Arab street support for anything perceived 
as resistance against Israel 

solidarity with their co-religionists in Lebanon and a 
tendency to interpret regional politics through a sectarian 
lens. End comment. 


(APPROVED: SPEIDEL) 
OBERWETTER 
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the DPT. 


2. (U) Valiev reported that Iskandarov\'s lawyer visited him 

in prison July 8 and gave a press conference afterwards 
declaring that the DPT Chairman is in fine health and has not 
been abused in prison. Since the press conference 

paper in Tajikistan published an article on Iskandarov and two 
other weekly papers printed small blurbs on his status. 
Iskandarov began serving his 23-year sentence in January 2006. 
Only his mother and lawyer were permitted to visit him - one 
time each. 


3. (U) News articles reported July 17 the DPT\'s \"Vatan\" 
(Motherland) faction announced they do not intend to split the 
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party into two wings 

members of the DPT announced in April they would petition the 
formal party apparatus to renew the party\'s leadership and 
direction. DPT members have not yet voted on whether Vatan\'s 
leadership will supersede current leaders including Iskandarov\'s 
brother and Valiev. 


4. (SBU) Valiev 

People\'s Democratic Party of Tajikistan\'s Deputy Chairman 
Davlati Davlatov 

and oust Iskandarov. Ifthe DPT splits into two parties 
Iskandarov would still be able to remain Chairman of the old 
DPT 

also complicate Iskandarov\'s status in detention. The Tajik 
government already does not recognize him as a political 
prisoner. If he is no longer the official party chairman 
Valiev worries 

position and cause Iskandarov\'s case to be dropped from 
international organizations\' radar. 


5. (SBU) COMMENT: In April 

Valiev was confident that Vatan would not win over the DPTVs 
membership. However 

increasingly nervous about the group and instead of dismissing 
them 

current leadership. It appears likely that the DPT members may 
choose Vatan over the current leadership. 


6. (SBU) COMMENT CONT'D: Iskandarov is isolated in prison 
with infrequent visits permitted 

health are difficult to track. In a meeting July 12 the 

Prosecutor General was unable to comment on where Iskandarov was 
being held.. Earlier in the year 

its supporters by alleging that Iskandarov was abused while in 
detention and his basic human rights violated. Their quiet 
stance on his status lately is surprising. However 

interests lie in preserving Iskandarov\'s image as a political 
prisoner so as to avoid Vatan marginalizing him from the game 
entirely. END COMMENT. 
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production surges. These piece rate issues were at the root 
of the dispute at Universal Sweater (Ref B). 


5. The second factor that has emerged is the role of 
Zahedul Islam Zahed 

some as the \"Mafia leader of Savar 

reputation as an illegal toll collector and labor agitator 
who plays both sides of the fence 
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then collecting bribes from factory owners to restore labor 
peace. Many now believe that he and other \"musclemen\" and 
extortionists took advantage of the May 22 protests to 

generate continued worker agitation over the following weeks. 
Zahed\'s role became conspicuous after he led several violent 
labor demonstrations in and around the DEPZ. He was arrested 
June 20 and remains in custody pending a formal charge sheet. 
Coincidentally 

arrest. 


6. Other factors created conditions that allowed an 

otherwise routine factory dispute to turn violent. May is 
traditionally a high volume month in the industry as 

companies rush to meet seasonal buying trends. As a result 
many factories were requiring significant overtime 

cases operating seven days a week. Workers understand that 
pressures on the industry during this period give them more 
leverage for pressing any demands. 


7. Increased problems in the power sector also played а 
role. Rolling blackouts (known locally as \"load shedding\") 
interrupted production at many factories 
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pressures on delivery schedules. Load shedding also affected 
workers and their families in their homes 

irritation and anxiety. (Note: Lack of power had already 
triggered violence elsewhere 

concessions from government officials. End note.) 


8. Workers also felt under pressure from rising prices for 
everyday essentials as annualized inflation approached seven 
percent. Although average wages are more than double the 
legal minimum wage 

significantly undermining their standard of living. 


9. Workers had also become increasingly concerned about 
working conditions in their factories 

several workers died in two factory fires (Ref F). The 
collapse of a former factory undergoing renovation 
reminiscent of the collapse of a garment factory a year 
earlier in Savar 

the safety of their factories and frustrated over lax 
enforcement of workplace safety codes. 


10. Rapid new investment to meet strong market demand 
following the end of the Multi-Fiber Arrangement has also 
contributed to rising worker tensions. Our contacts in the 
industry tell us that many new factory owners 
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successful businessmen generally 

the garment industry. As a result 

price their products and agree to unrealistic delivery terms. 
This in turn creates financial pressures 

payment of wages 

and in some cases outright fraud in the accounting of worker 
hours. Rapid expansion coupled with geographic concentration 
has also created labor shortages 

Savar/Dhaka area 

(i.e. 

apprenticeship) and prompting some owners to make unrealistic 
promises in order to attract labor. 


11. Garment workers were not the only protestors; indeed 
most of the protesters on May 22 and 23 were men 

women make up nearly 80% of the workforce in the garment 
industry. Spontaneous crowds form easily in Bangladesh 
simple traffic accidents enough to spark an unruly mob. 
Construction workers 

in 

property damage. It is also noteworthy that the violence 
remained localized to the Savar/Dhaka EPZ area 

10% of the country\'s garment factories are located. 


The DEPZ Difference 


12. Although labor unrest affected companies both inside 
and outside the DEPZ 

seemed to play a larger role in the EPZ. In one case 

workers became violent at one of four Youngone factories in 
the DEPZ when word spread that a mid-level manager had struck 
and injured a pregnant worker. The incident never happened 
and was traced to a deliberate rumor that spread rapidly in 
the highly charged atmosphere that followed the May 22-23 
outbursts. The situation snowballed when Youngone shut the 
factory to restore order. Workers 

factory is closed 

plants 

The factories reopened a week later and there has been no 
further problem. 


13. The protests led by Zahed were also organized outside 
the DEPZ 

foreign investors 

be singled out for agitation. 


14. A few other plants in the DEPZ also experienced 
sporadic worker protests and were forced to suspend 
operations for a few days. These particular factories had a 
history of worker complaints 
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wage payments and questionable behavior of middle management) 
appeared to have merit. Negotiations between management and 
the workers resolved these individual disputes within a few 

days 

as part of a broader upheaval in the DEPZ. Significantly 
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these disputes did not spread to other factories within the 
EPZ 
workers in other factories. 


15. Wage demands were less of an issue at factories within 
the EPZ for two reasons. First 

factories in the EPZs set wages in dollars 

prevent erosion of real wages. Workers did successfully 
press for the exchange rate to be calculated monthly 

than yearly 

against the dollar. 


16. The other factor was the 2004 labor law 

for a transition to collective bargaining and freedom of 
association within the EPZs. Under the law 

Workers Rights and Welfare Councils (WRWC) are allowed to 
negotiate a defined set of issues with management 

not yet include collective bargaining over wages. Confusion 
among workers over the scope of their collective bargaining 
rights within the EPZs 

colleagues outside the zone 

unrest within the DEPZ when they felt management was ignoring 
demands which from management\'s perspective 

subject to negotiation. Intervention by BEPZA 

and in some cases 

clarify worker rights and keep demands realistic. 


Outside the DEPZ 


17. Within days 

met with various groups of labor leaders to address worker 
concerns and restore labor peace. The Bangladesh Garment 
Manufacturers and Exporters Association (BGMEA) and the 
Bangladesh Knitwear Manufacturers and Exporters Association 
(BKMEA) signed three separate but substantially similar 
agreements on June 11 

16 labor unions respectively. 


18. Key points of the agreements were: 


-- Establishment of a minimum wage board to revise the 
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existing minimum wage and address other wage related issues 
including overtime and piecework. The board must complete 
its work within three months. 


-- Amnesty for workers picked up in blanket arrests (cases 
against those actively involved in property damage would not 
necessarily be dismissed); job reinstatement. 


-- Immediate reopening of factories; issuance of appointment 
letters and IDs for all workers. 


-- Acknowledgment of workers\' right to form trade unions. 
-- Paid maternity benefits. 
-- At least one day off each week. 


-- Improved workplace facilities 
clinics; better monitoring and enforcement by BGMEA/BKMEA. 


19. Although the agreements have bought a temporary 

respite 

are not being implemented in good faith. Already 

groups have held public forums to complain that not all 

workers have been rehired and to demand a taka 3000/per month 
minimum wage (about $43). 


20. Clearly the actions of the wage board will be critical 

to the direction of the industry. Rising consumer prices and 
the perceived success of their May protests have raised 
worker expectations for a significant increase in the minimum 
wage. Disappointment could well trigger further protests. 


21. While even a 150% increase in the statutory minimum 
wage would barely bring the statutory minimum in line with 
the prevailing minimum wage 

likely have a ripple effect on their entire wage structure 
adding to their overall costs. Given the thin margins in the 
industry 
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cost increases through to their buyers. 


New BEPZA Leadership Engages 


22. As the crisis unfolded 
BEPZA as the prime scapegoat 
director (Ref A). In typical government fashion 
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director 

of his appointment from television reports at his home in 
Chittagong. 


23. Ambassador and EconOff met with BG Yousuf a few weeks 
after his appointment. Although he has no experience in the 
industry 

he could play by example. While BEPZA\'s authority is limited 

to oversight of the EPZs 

significant respect by the industry associations. Yousuf 

held a series of meetings with investors 

members of the WRWCs first to understand each side\'s concerns 
and then to facilitate solutions. Unlike his predecessor 

who was perceived by labor to be biased in favor of 

investors 

an honest broker. He told Ambassador he would like to reach 
out to international labor organizations for assistance with 
training labor representatives and expressed a willingness to 
meet with AFL-CIO\'s Solidarity Center when its director 

returns from leave later this summer. 


Buyers Help Concentrate Attention on Solutions 


24. Major international buyers were quick to express their 
concerns over unrest in the industry and the social 
responsibility and worker welfare issues it highlighted. 
Buyer concerns were at least a contributing factor in the 
speed with which the BDG 

worker concerns. Buyers did not panic 

buying groups maintain offices in Bangladesh 

the context surrounding worker unrest. For now 

buyer has reduced orders to Bangladesh as a result of the 
unrest. 


25. Buyers have also rebuffed industry suggestions that 

they help support higher wages through higher prices for the 
products they purchase. At a buyer\'s conference organized by 
BKMEA to promote its actions to address worker concerns 
buyers representatives were blunt that the industry must 
confront the core issues affecting its margins and 
competitiveness: unreliable and inadequate power 

ports and other infrastructure 

unrest that disrupts production. 


Comment 


26. Bangladesh and its garment industry will remain 
volatile as the current government\'s term expires and 
interest groups and political parties gear up for elections 
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іп January 2007. In this context 

industry fail to deliver on their promises to labor 
especially on the issue of wages 

likely. 


27. Industry\'s somewhat naive request for price support 
from buyers to offset wage increases is understandable 
misplaced. The industry\'s strong comparative advantage in 
labor costs 

undermined by structural weaknesses in the broader business 
environment over which individual businesses have little 
control. These structural issues 

relations 

medium term and will be a significant factor in determining 
whether Bangladesh can continue to compete globally when 
safeguards against China are removed by the US and EU in 2008 
and if upcoming revisions to the EU\'s GSP system remove 
benefits currently enjoyed by Bangladesh. 

BUTENIS 
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CARICOM Information Sharing Network (CISNET) (due to come 
completely online by September) to streamline the sharing 
and 

The Center will likely remain in existence post-CWC. To 
provide adequate personnel for the tournament 

Center will be set up in Barbados 

Jamaican nominee 

Antigua and one in Trinidad. The sub-regional centers will 
each have approximately 200 law enforcement and other 
officers pre-positioned to augment staffing needs for match 
day in the different locations. Additionally 

sub-regional centers will have specialist rapid response 
teams 

designed to respond to crises or emergency situations that 
may arise. Sellman noted that CARICOM will make specific 
requests at the upcoming July 26-27 meeting of the 
International Advisory Group in Barbados. 


4. (C) For CWC 

stated that IMPACS is working on producing training materials 
to ensure that all visa-issuing posts use the same criteria 

for visa decisions and identical procedures for processing 

the applications and producing the visas. Sellman expressed 
interest in the State Department\'s extensive consular 
training program 

would like to use the visa process to screen for undesirables 
or fraudulent applicants 

require visas were selected specifically for the security 

risk they pose. 
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5. (C) Sellman expressed some disappointment that the 
Department of Homeland Security\'s assistance proposal was 
scaled back significantly from the system discussed 

previously. He acknowledged that the system was probably too 
extensive to implement in time for CWC 

CARICOM\'s \"broader diplomacy\" (meaning the apparent lean 
towards Venezuela for the UN Security Council seat) had any 
bearing on the ultimate offer. Poloff assured Sellman that 

the \"smartcard\" proposal simply proved to be too large an 
undertaking for the time remaining 

committed to providing assistance. Sellman mused about 
whether the comprehensive program embodied in the smartcard 
proposal would eventually be put back on the table to help 

put the Caribbean back at the forefront of implementing the 
Western Hemisphere Travel Initiative. He indicated that 
CARICOM would still be interested in such collaboration in 

the near future. 


6. (C) COMMENT AND ACTION REQUEST: Post would like to 


actively pursue CARICOM visa issuance training with FSI and 
Consular Affairs. Sellman understands the broader security 
concerns with issuing visas to come to the region 

like to standardize the process as well as improve the 
professionalism of all CARICOM visa issuing officers. This 

is an area where U.S. and CARICOM interests are clearly in 
synch. The simple step of offering some pointers 
collaborating on a training video for CARICOM 

the U.S. to simultaneously improve the security of its third 
border and gain political points in the broader Caribbean. 
Post requests Department guidance on how to proceed with 
providing visa applicant screening assistance. Embassy Port 
of Spain\'s Cricket World Cup security assistance point of 
contact is Political Officer Joseph Chamberlain 
chamberlainjl@state.gov. END COMMENT. 
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using all means and ways to liberate its lands and restore 

the usurped rights 

leadership also Vreviewed the situations of the Lebanese 
brothers who come from the areas shelled and destroyed by the 
barbaric Israeli aggression and instructed that all forms of 

aid be offered to them to meet all of their needs 

to SANA. 


-- The SARG has rejected a proposed visit to Syria by UN 
envoy Terje Roed-Larsen 

that Roed-Larsen will merely pressure Syria to meet Israeli 
demands 
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-- Тһе Syria-based SYG of the Higher Syrian-Lebanese Council 
Nasri al-Khoury 

supplies to Lebanon to help respond to Israeli attacks 
according to Reuters reports. Khoury added that Syrian 
authorities have also waived airport and port fees for aid 

bound to Lebanon 


-- The Kuwait Red Crescent Society\'s first shipment of food 
stuffs and medical supplies arrived in Syria July 15 bound 
for Lebanon. 


3. (S) The DAO reported that 

17 

of garrison areas as precautionary measures against potential 
Israeli air strikes. Air defense units remained at a state 

of increased readiness. DAO also observed a few spontaneous 
pro-Hizballah activities last night - primarily vehicles with 
Hizballah flags driving up and down the main roads or groups 
of 20 to 40 Syrians parading with flags and chanting 
pro-Hizballah slogans. These activities did not appear to be 
government sponsored 

remain controlled 


CONSULAR 
4. (U) The following are consular updates: 
-- The Consular Section serviced 72 ACS walk-ins on July 17. 


-- An estimated 17 

had departed Damascus via its international airport as of 

July 16 

newspaper 

Syria and subsequently left Damascus by air included: 170 
Norwegian citizens on a July 17 charter flight 

(with another 1 

Germany was planning to transfer up to 500 German citizens by 
land from Lebanon to Syria and then by air to Germany 
according to al-Hayat. Another 200 Germans who had arrived 
earlier in Damascus were due to leave the morning of July 18 
by private German charter 


-- In recent days 
private charters have left Damascus International Airport 
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with airport authorities opening up an auxiliary departure 
hall normally dedicated once a year for passengers making the 
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annual pilgrimage to Mecca 


-- Post is reaching out to airlines for updates on flights 

out of Syria. A British Airways (BA) official reported that 

the airline will have one flight out of the Syrian city of 

Aleppo on July 18 and 19. Passengers traveling from Damascus 
will be bussed to Aleppo 

has added flights on July 18 and 19 out of Damascus. KLM 
reconfigured its plane for an early morning July 18 flight to 

get more people on it. 


-- A Ministry of Tourism representative is meeting daily with 
officials from hotel chains in Syria to discuss housing 
solutions for the flood of people fleeing the crisis in 
Lebanon 


ECONOMIC 
5. (C) The following are economic updates: 


-- Officials of international companies based in Syria 

as Total 

consumed with evacuating their representatives from Lebanon 
to Syria 

spread of the Lebanon-Israel conflict to Syria. 
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their support for Hezbollah. Approximately 4 

marched through Gaza City on July 17 to the offices of the 
International Red Cross and UN headquarters to demand the 
release of Palestinian prisoners. Additional demonstrations 
are anticipated 

National and Islamic Factions following Friday prayers on 
July 21. 


10. (C) Post is facilitating the departure of approximately 
160 American citizens from Gaza 
July 19 


11. (SBU) Crossings: Тһе Kerem Shalom and Sufa crossings 
remain closed. The Karni/al-Mintar commercial crossing 
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opened July 18 at 1230 local following a delay due to ongoing 
IDF operations nearby 

official Mohammed Skaik. The Karni crossing July 17 
processed 164 inbound truckloads 

Skaik. The Nahal Oz fuel transfer station is operational on 
July 18. 


12. (SBU) Electricity: According to USAID Gaza-based field 
staff 

lines into Gaza are operational on July 18. The 
medium-tension feeder line into Rafah located near Gaza\'s 
Dahaniya airport was damaged early on July 18 

cutting most of Rafah City\'s electricity. 
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time. In response to conflicting signals 

from SKK/EUR 38.400 to SKK 38.830 since the June 17 election. 
The slide could have been much deeper 

intervened three times in the past two weeks to halt its decline. 
According to estimates by currency traders 

bank probably spent a massive EUR 3.15 billion (aggregate) in its 
early July interventions 

Only about EUR 1 billion is available for further hot money 
interventions by the Central Bank 

deeper devaluation of the korun is possible in the near future. 


2. (SBU) In order to appease markets 

Sramko called for a meeting with Fico and Pociatek last week to 
ask them to speak with a common 

and Euro adoption. Fico apparently left the meeting convinced 
assuring the Central Bank that Slovakia will stick to the plan of 
Euro adoption in 2009. Traders said 

short on specifics and that they would wait for concrete measures 
and policies in the new government program 

Euro adoption is still possible. The government\'s economic 
program is due on August 1. 


FINANCE MINISTER CALLS FOR FISCAL PRUDENCE 

3. (U) During his first interview after being named to the 

office 

priorities toward lower-income families 

time absolutely respect the fiscal criteria required for Euro 
entry.\" (Note: The EU requires a fiscal deficit under 3 percent 
of GDP to qualify for Euro adoption.) Pociatek has said he wants 
to introduce a lower VAT on food 

for young families 

sweeten direct payments to farmers 

economy. PociatekVs list of priorities is interesting because 
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while it is philosophically similar to FicoWs proposals 

item is distinct from anything that Fico actually proposed on the 
campaign trail. In further contrast to Fico 

he does not intend to introduce higher tax rates on monopolies 
and banks 

called for keeping a flat 19 percent corporate and personal 
income tax 

deductibles to benefit the poor.\" 


LABOR MINISTER PROMISES CHANGES IN PENSION SYSTEM 
4. (U) New Labor 

Tomanova said on July 11 that the highest item on her agenda will 
be \"modifying the current model of the pension security system.\" 
Tomanova has suggested that she plans to shift more money to the 
traditional public pay-as-you-go system and less toward the 
privately funded system adopted by the Dzurinda government. Many 
younger Slovaks have voiced concern over Tomanova\'s statements 
since the private system promises to be more favorable for them. 
The new Minister has already rejected the Dzurinda government\'s 
draft plan to increase the retirement age to 65. 


5. (U) Tomanova also said on July 17 that \"modification of the 
current 

interested in strengthening the rights of part-time employees and 
restoring labor union rights. The Minister has not 

suggested any changes in basic hiring and firing practices - 
perhaps the greatest point of interest for major employers in 
Slovakia. She added that she does not see \"any space for 
reduction of payroll taxes at the moment.\" 


Basic Statistics 

6. (U) Consumer prices rose 0.1 percent in June 2006 

risen 4.6 percent over the past 12 months 

reported. The breakdown of data showed no substantial demand-pull 
pressures in inflation at the moment. In spite of that 

expect the central bank to adopt a rate hike of 50 basic points 

in July (from 4 to 4.5 percent) to rein in potential inflationary 
pressures and support the korun. According to the Ministry of 

Labor 
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rate 

seeking works 

adjusted for seasonal effects). While Bratislava district IV 
reported unemployment of only 1.94 percent 

suffered the highest rate of 28.94 percent. 
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the United States in condoning Israel\'s aggression. Another writer 
in \"Akhbar Al-Arab\" questioned the Bush administration\'s choice to 
limit UN response to the situation 

aid. Yet another in \"Emarat al youm\" criticized the lack of 

regional Arab solidarity. End Summary. 


2. On 07/18 
Dubai-based daily newspaper \"Al-Bayan\" (cir. 85.000) published the 
following in a lead editorial: 


\"It\'s disgraceful that the leaders of the international community 

who should serve as guardians of human rights and international law 
continue to compete with one another in justifying Israeli 

aggression 

and end its attacks on Israel even as they merely ask Israel to 
practice some self-restraint 

light for its actions in Gaza and Lebanon... The international 
community has passed countless resolutions demanding the return of 
Arab territory 

press this angle in resolution 1559. The same resolution calls for 
the withdrawal of all foreign troops from the Lebanese territories. 
While Syria has since left Lebanon 

Shebaa Farms and three other hills in the area. We all know that if 
Israel had left Shebaa farms 

developed as it has. Israel\'s non-compliance with international law 
lies behind this latest wave of death and destruction in the Middle 
East.\" 


3. On 07/17 
Abu Dhabi-based pan-Arab daily \"Akhbar Al-Arab\" (circulation 20 
published the following in an unsigned editorial: 


\"Per usual 

that would help restore stability in Lebanon. US ambassador to the 
United Nations John Bolton justified his stance by noting 
Washington\'s preference not to have the UN involved so as to leave 
doors open for possible diplomatic initiatives stemming from the 
ongoing G8 conference. Such a justification is utterly bizarre 

the conflict is closely related to the United Nations and its prior 
resolutions 

representatives present while he spoke! This begs the question 
does Washington prevent the UN from performing its job while Israel 
escalates its aggression against a fellow UN member-state? US 
solidarity with Israeli aggression is nothing new 

make sense is the UN\'s total paralysis even as a member-state is 
being attacked. The only solution to this paralysis is popular 
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politics 

Lebanon and insists on an intervention that can prevent the region 
from erupting into open war.\" 


4. Оп 07/17 
іп Chief of the Dubai-based Arabic-language daily \"Emarat al youm\" 
(circulation 15 


\"Even as Lebanon is being attacked indiscriminately 

Ministers are arguing and mocking each other. Those assembled 
ignored Lebanon\'s suffering over the past six days 

at the feet of the Lebanese people for adventurism. These ministers 
should have first dealt with Israel\'s aggression and Lebanon\'s 
suffering 

countries even hesitated to label Israeli actions as aggression! So 
goes Arab solidarity... \" 
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who are (helpfully) separated by Ghor\'s inhospitable 
geography. Nevertheless 

major concerns 

security sector 

the Governors office 

stalls legitimate law enforcement efforts and undermines the 
rule of law. He reiterated LithuaniaVs request for the 
return of American civilian police advisors 

us to lean on Ukraine to send a civilian contingent to the 
PRT. He intends to discuss the situation in depth at the 
upcoming PRT conference in Budapest 

D). End Summary. 


2. (C) Baublys just returned to Lithuania after a year in 
Afghanistan. He told us that the security situation in Ghor 
province was stable and that the PRT seldom met resistance 
during its patrols. Baublys attributed this in part to 

Ghor\'s inhospitable geography which kept tribes separate 

in part to the Lithuanians\' good relations with the three 
\"warlords\" Zada 

culture of corruption in the governor\'s office had set up a 
stable structure of kickback and profits from the drug trade 

to which all three groups had become accustomed. Although 
Baublys complained that the extended absence of the Governor 
has frozen decision-making and administration of the 
province 

the security structures and was responsible for the stable 
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environment. 


3. (C) Baublys commented that the warlords are reticent to 
surrender their weapons to the DIAG (Disbandment of Illegal 
Armed Groups) program. Nearly all the weapons that the 
program receives are broken. 


4. (C) The drug production and trafficking situation in Ghor 
continues to worsen 

Ghor province already ranked fifth or sixth in poppy 
production in Afghanistan. He thinks that the situation will 
grow worse as law enforcement and counter-narcotics efforts 
increase in neighboring regions 

trafficking fuels the economy via corruption 

this network of kickbacks is the backbone of Ghor\'s power 
structure as well. 


5. (C) The PRT civilian element\'s primary challenge is to 
prop up law enforcement. Baublys said that the PRT sought to 
move away from hearts-and-minds projects like building 
schools 

local populations as to what exactly the PRT is. The new 
focus is \"rule-of-law institutions.\" The PRT 

Baublys 

officers 

prosecutor. As PRT representative 

local prison and routinely visited administrators 

chiefs and detention centers in the districts. Baublys said 
that there is political will among some law enforcement 
officials to implement the rule of law 

lacks the trust of the Afghan National Police. The Afghan 
Police 

the PRT. Baublys stressed the need for infrastructure 
development 

and roads to support law enforcement operations 

outside of Chaghcharan. 
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LITHUANIA SEEKING POLICE MENTORS 
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6. (C) Baublys reiterated Lithuania\'s oft-repeated request 
for the return of two American police mentors who were 
working with the PRT until February 2005 (ref A). (Note: 
Ministry of Defense officials also raised this issue during 
the Bilateral Working Group meetings July 13 -- septel.) He 
said that greater attention to police reform was critical to 
the success of the PRT\'s goals 

mentors had been particularity good with their Afghan 
counterparts. He also asked 

instructions to do so 

send a civilian contingent to the PRT 

Ukrainian officials have recently discussed (ref B). 


7. (С) According to Baublys 

population distrust Karzai and the Kabul administration. In 
part 

the attention that other parts of Afghanistan do. UNOPS left 
after the 2005 elections. The Afghan National Army deployed 
in Ghor only for a brief period before elections. (Note: 
Although Baublys noted that the official GOL position was to 
seek the return of the Afghan National Army 

its return may be complicated by turf wars with the Afghan 
Police who currently operate the province\'s many roadblocks 
and thus profit from drug trafficking.) The province is 
according to Baublys 

described similar difficulties in working with NGOs in Ghor. 
Often the head offices of NGOs are located in other provinces 
and have other priorities. Two NGOs have not come back to 
Ghor this year 

their activities. 


8. (C) Although the Ministry of Defense is the primary policy 
maker with respect to Lithuania\'s caveats in Afghanistan 
Baublys volunteered his opinion on Lithuania\'s two caveats 
which state that Lithuania will not operate outside of Ghor 
province and will not engage in counternarcotics operations 
without instructions from the Lithuanian Ministry of Defense 
(ref С). Baublys stated that Ghor province\'s levels of poppy 
production were high enough that any instructions to actively 
pursue a counternarcotics strategy would exceed the capacity 
of Lithuania\'s military contingent in Ghor. In his view 
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caveat protects the Lithuanians from the possibility that 
their Italian command would order them to act beyond their 
capacity in a counternarcotics operation. As for the caveat 
that the PRT operate only in Ghor 

the caveat to be completely based on Lithuania\'s 
capabilities 


9. (С) Baublys\' primary job in Afghanistan was to focus on 
law enforcement and corruption in rule of law institutions 

so it is not surprising that he found corruption and drug 
trafficking a major threat to the success of the PRT\'s goals. 
Nonetheless 

Ministry of Defense officials 

province\'s relatively quiet security situation. 

KELLY 
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Classified By: Acting P/E Counselor David Renz; reason 1.4(d) 


1. (C) SUMMARY. Speculation about the political future of 
former President Ershad is on the increase in Bangladesh. 
Ershad and his Jatiya Party (JP) have stepped up negotiations 
with both the BNP and Awami League (AL) 

emphasis on the ruling BNP-led coalition 

the upcoming elections. Ershad himself is candid about the 
price for his electoral fealty -- the presidency. END SUMMARY 


2. (U) On July 2 former President (and current JP leader) HM 
Ershad and his wife Roushan met with Prime Minister Khaleda 
Zia and her son 

Prime Minister\'s Office. According to media accounts 

official purpose of the meeting was to discuss a problem 
related to a real estate deal gone sour. The media quoted 
sources within the BNP as saying that the true purpose of the 
meeting was to discuss Ershad\'s terms for joining the 
governing BNP-led Four Party Alliance in the run-up to the 
parliamentary elections. 


3. (C) In a meeting with the Ambassador on July 3 Ershad 
confirmed the meeting had taken place and said that he was 
\"facing sleepless nights\" trying to decide which party to 

ally with. He stated that he had more sympathy for the BNMP 
but was opposed to fundamentalism and felt that the BNP had 
\"supported the JMB initially\" and contributed to its rise. 
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He said that he had been speaking with both the BNP and AL 
and had provided both with a list of his demands 

them that he wanted to be president. 


4. (C) Ershad said that Sheikh Hasina needed the JP to win 
and that if the AL were to elect him president it would make 
up for the humiliations he had suffered at the AL\'s hands. He 
said that the AL had agreed to many of his demands 

BNP was still considering them. He also added that Tariq 
Rahman threatened that if Ershad decided to side with the AL 
they might still lose 

back in jail. He also told the Ambassador that the BNP had 
placed him under surveillance and that they were trying to 
prevent him from making a deal with the AL by making it 
difficult for him to communicate with them. 


5. JP General Secretary Ruhul Amin Hawlader told us on July 
12 that it was still uncertain which coalition Ershad would 

join. JP Political Secretary Kazi Firoze Rashid confirmed 

this in a separate meeting. According to Hawlader 

would wait until the last possible minute to announce a deal. 
He said that part of the reason for this was because Ershad 
did not trust the BNP and wanted to make sure that he hada 
deal in hand before making a public commitment. The closer 
to the election a deal is announced 

the BNP should it ultimately renege 


6. (C) Another JP MP 

the press that as the chances of the ruling alliance winning 
the next elections were slim \"it won\'t be right for the party 
to join the ruling coalition.\" Rashid discounted Quader\'s 
statements 

these statements with Ershad\'s blessing in order to keep up 
the pressure on the BNP. 


7. (U) The JP holds 14 seats in the current parliament 

of them in the northwest of the country around Rangpur 

is considered to be ErshadVs stronghold. Both Rashid and 
Hawlader expressed the belief that the JP was in the 
\"kingmaker\" position. With the country split between the 
BNP-led coalition and AL 

the election one way or the other. According to one local 
magazine 


8. (C) Hawlader told us that the JP would feel more 

comfortable in alliance with the BNP 

they were currently leaning. He expressed doubt that Sheikh 
Hasina would be willing to give Ershad the presidency 

whereas it might be easier for the BNP (which shares \"common 
roots\" with the JP) to make such a commitment. He predicted 
that the biggest problem with the BNP-led coalition would be 
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in negotiating which seats the JP could run in. The JP would 
expect 50 seats 

BNP 

sacrifice some incumbents. Іп addition 

BNP\'s current coalition partners 

is also jockeying to run in more constituencies 
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coalition could get crowded if the JP were to join. Hawlader 
added that Ershad would meet again with the PM upon his 
return from China on July 13. 


COMMENT 


10. (C) Ershad clearly feels that his party will be the 
\"kingmaker\" if the electorate ends up evenly divided between 
the BNP and AL. He is still keeping his options open 

his recent public meeting with the PM and mixed signals from 
other JP members is clearly designed to enhance the JP\'s 
negotiating position with both parties. Though they made it 
clear to us that the JP may still decide to contest the 

elections alone 

leaning in favor of an alliance with the BNP. 


11. (C) Another factor for Ershad is that the AL appears to 
need him more than the BNP does. With no other substantive 
partner in its 14-party coalition 

heft to its opposition alliance. Ershad is all too aware 

that if he makes the wrong choice 

return to prison. Given his advanced age 

for a comeback. A wrong move could end his political career 
for good. 

BUTENIS 
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Cudi Mountain was killed in the ensuing clashes. The 
announcement said that operations to ensure security and public 
order in the region would continue. 


ULKEDE OZGUR GUNDEM/EVRENSEL: Hasan Salar 

was arrested after surrendering to the security forces at Habur 
border gate on April 17 2006 

4th Felony Court of Diyarbakir for the first time. Hasan Salar 
had claimed that Seferi Yilmaz 

bombed in Semdinli in November 2005 

with the mountain cadre of PKK. Salar had caused Yilmaz to be 
detained on charges of membership to PKK. Hasan Salar was 
acquitted after his first hearing. 
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ОП КЕРЕ OZGUR GUNDEM/HURRIYET: Dr. Erdal Bahoz 

Protection Forces- Headquarters Commander signed an agreement 
with the President of the Geneva Call Organization 

Bongard; and the Swedish Parliament Spokesperson 

Reusse-Decrey; that HPG will support all international 

agreements banning and removing land mines. Reusse said that PKK 
had signed the Geneva Convention Agreement 11 years ago and that 
its decision and this agreement it has been signing now should 
become a good model for the countries surrounding them. 


ULKEDE OZGUR GUNDEM: In order to promote sensitivity for 
protesting the construction of the llisu Dam on Tigris river 
which will submerge the historic Hasankeyf township 
International representatives from Diyarbakir 

Malatya provinces convened in a cave in Hasankeyf. 


ULKEDE OZGUR GUNDEM/BOLGE/EKSPRES: Members of the Prison 
Commission of the Human Rights Chapter of Adana held a press 
release in front of the Kurkculer Prison in Adana concerning 

pressure applied to prisoners and defendants in prisons. Ethem 

Acikalin 

inmates and prisoners using their democratic rights against the 
pressure of the prison administration were given disciplinary 

penalties. 


SABAH: Three persons allegedly in preparation of undertaking 
actions were arrested 

C-4 explosives were seized during the search in a house in 
Baglar Quarter of Diyarbakir. 


YENI SAFAK: An \"Emergency Medicine Relief" campaign has been 
initiated in Diyarbakir by the Diyarbakir Charity Assistance and 
Solidarity Association. The President of the association 

Kara 

peace 

massacre of Palestinians. Kara said that they would apply an 
embargo on products produced by countries supporting Israel. 
Saadet Party (Felicity Party) is also going to organize a 
meeting in Diyarbakir to support Palestine but condemn Israel. 
The date for the meeting has not been announced. Meetings 
protesting Israel were held in Adana and Izmir as well. People 
shouting anti-American and anti-Israel slogans dispersed 
peacefully. 


YENI SAFAK/CUMHURIYET/HURRIYET: It is reported that Murat 
Karayilan 

during the Iranian artillery fire at the Kandil Mountain in 

Northern Iraq about 19 days ago. Karayilan and three other 
militants who had been wounded had been taken to the private El 
Necd Hospital in Baghdad following their initial treatment in a 


Соштп 3 
township іп Northern lraq. It is reported that one of the 
wounded militants died afterwards. 


CUMHURIYET/BOLGE/EKSPRES: Patriots from all over the country 
gathered in front of the Incirlik Air Base and initiated their 

45-day long march dubbed \"United States of America get out. This 
country is ours.\" Addressing hundreds of patriots 

a founding member of the 1968ers Association 

condemn the United States and its collaborators once more and 
would like to say \"stop\" to US planes taking off from the 

Incirlik АВ and bombing children in Iraq 

East. The press announcement by Baris Kinik 

Union\'s Adana Initiative 

in our region. Here is Israel 

its soldier has been abducted 

purpose is occupation. This will worsen the position of 
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imperialists and their collaborators. That is why patriots have 
been setting off.\" The representative of the Retired Military 
Initiative of the Patriotic Front 

said \"People have been asking us where we find this energy. We 
get this energy from our hatred at the order and system of the 
occupiers. The soldiers who have come here to ensure security of 
this area are our brothers 

understood that there are collaborators who have been providing 
bases to these occupiers and acting with them.\" 


HURRIYET: A group of approximately 60 Turkish 

French nationals fleeing from Lebanon entered Turkey from 
Reyhanli and Yayladag border gates with Syria. The group said 
that there were more than 10 

border to cross into Turkey. 


EVRENSEL: It is claimed that women defendants at H-Type prison 
in Erzurum 

been threatened by wardens that they would rape them. 15 female 
students 

security forces\' home raids in Sivas on April 18 

transferred from the Sivas prison to the one in Erzurum. The 
female defendants\' attorney Fahrettin Kaya said that his clients 
had been forced to take off their clothes at the entrance of the 
prison but because the inmates rejected the orders they were 
insulted and cursed 

beaten by a female warden. 


HURRIYET-CUKUROVA: 55 elected headmen from various quarters of 
Gaziantep visited Aleppo to get acquainted with the local 
administration in Syria. Aleppo has been designated as a sister 
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city of Gaziantep. 
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will pay the cost heavily 

Turkey to possess their state. During the meeting of the 
Anti-terror High Commission presided by Foreign Affairs Minister 
Gul the following topics were discussed: Possibilities for a 
cross-border operation 

Kandil Mountain in Northern Iraq 

security measures at Habur Border gate 

demarches to Iraq and the United States 

tripartite (Irag-USA-Turkey) meeting 

Pursuit Agreement\" between Turkey and Iraq. Based on data given 
by HPG -People\'s Protection Forces- Ulkede Ozgur Gundem 
newspaper reported that Turkish forces had launched 66 
operations and Iran had realized 10 operations in various parts 
of the region 

officers 

Iranian soldiers had been killed while 24 HPG guerillas lost 

their lives in the ensuing clashes 


ULKEDE OZGUR GUNDEM: A letter mailed from Karaman to Samsun read 
that suicide assassinations would be organized by Mahmut 

Yildirim 

killings and acts 

President Prof. Dr. Erdogan Tezic 

of Samsun 
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States and Turkey was being disclosed 

Against Imperialism announced that it would organize a march 
dubbed \"U.S. get out. This country is ours.\" from Incirlik Air 
Base to Dolmabahce Palace in Istanbul between July 15 and 
September 1. The march is being organized by a retired military 
captain 

Patriotic Front. 


CUMHURIYET/SABAH: Jandarma units affiliated to the Sanliurfa 
Provincial Jandarma Command seized 7 million hemp roots 

which 140 tons of drugs could be produced 

Aydincik village in the newly irrigated Harran district of 

Sanliurfa. A person with H.F. initials has been arrested in 
connection with hemp plantations. Officials disclosed that 60 
percent of the hemp seized in Turkey in the past decade had been 
cultivated in Sanliurfa province. 


ULKEDE OZGUR GUNDEM: The Sub-governor of Cermik township of 
Diyarbakir announced that an epidemic oftyphoid virus had been 
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found in the water supply of the town about twenty days ago 

that approximately one thousand people complaining about upset 
stomach 

Sub-governor Murat Erkan said that sewage had mixed with well 
waters and two wells 

sealed. The Cermik Mayor Mehmet Akdag denied the allegations 
and claimed that people had become sick not because of 
contaminated water but because of washing perishables improperly. 


ULKEDE OZGUR GUNDEM/YENI SAFAK/RADIKAL/EVRENSEL: Five soldiers 
were killed and four others were wounded as an armored military 

vehicle hit a mine near Icgecit village of Bitlis the previous 

night. The wounded soldiers were taken to the military hospital 

in Tatvan for treatment while the dead bodies of the killed 

soldiers were dispatched to their hometowns for burial. In 

addition 

yesterday morning when a military vehicle carrying provisions 

passed by. According to initial assessments 

wounded 


ULKEDE OZGUR GUNDEM: As a result of constent military operations 
throughout the region 

militants have escalated. The GOT forces clashing with PKK 

militants in Erzurum set fire on the crops near Lebu Dagi and 

Kosk villages of Karacoban district and detained the DTP 

district chairman Fetullah Dadas and his nephew Есіп Dadas on no 
grounds. 


YENI SAFAK/EVRENSEL: Investigations of two Chief Inspectors 
assigned by the Interior Ministry to probe the allegations about 
\"excessive and disproportionate use of force and torture\" during 
the events that broke out in Diyarbakir following burial 
ceremonies of four PKK militants on March 28 

continue. Inspectors started interviewing 72 children listed in 

the report prepared by the Diyarbakir Bar Association and sent 
by the Interior Ministry. Inspectors are also investigating the 
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claims about attorney Cafer Koluman that he had been beaten by 
security forces during the events. 26 policemen will give 
depositions to the Public Prosecutor in connection with 
allegations cited in the report. 


YENI SAFAK: Representatives of all non-governmental 
organizations 

Elazig released a press statement supporting Palestine and 
expressing reaction to Israel. The press announcement read by 
Kamu-Sen\'s -Public Employees\' Union- representative said 
\"Israel 
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turning the region into a pool of blood by getting the support 

of the western forces\" and added that the United Nations did not 
fulfill its obligations in this matter. 


BOLGE: The Mersin Voluntary Organizations Union 

35 NGOs 

anti-Israeli protest in Mersin. The term-spokesperson of the 
organization 

decisions and claimed that it occupied Palestine and continued 
to kill people. Bal claimed that the United States and the 
European Union also supported Israel and added that the 
atrocities committed by Israel did not start with the abduction 
of soldiers but that Israel had been slaughtering Palestinians 
for the past 80 years. Bal advised that the Turkish Red Crescent 
should dispatch health teams to treat Palestinians inflicted of 
wounds and withdrawing the Turkish ambassador to Israel. 


ECONOMIC DEVELOPMENTS: 


RADIKAL: The President of Chamber of Commerce and Industry (ССІ) 
of Ceyhan township of Adana 

Petrol Ofisi and Calik Group 

to erect a refinery in Ceyhan which has become an oil port 

because of the BTC Crude Oil Pipe Line. The Ceyhan CCI President 
Duru said that the refinery considered for Ceyhan would be 
labor-intensive and that between 300 to 500 people would be 
employed during the initial phase of the plant. Duru added that 

he believed more than officially announced 3000 people were 
unemployed in Ceyhan. 


BOLGE/HURRIYET-CUKUROVA: The President of Chamber of Commerce 
and Industry (CCl) of Tarsus 

in grapes would be less this year compared to the previous 

years. Ergezer said that different types of grapes were being 

cultivated in an area of 50 

the production was export-oriented. Ergezer said that 50 

tons of table grapes had already been exported to Germany and 

Russia and that the farmers expected to export 100 

these countries by the end of the harvesting season. 

REID 


4. (C) IMF Resident Representative Sukwinder Singh told 
Emboff that the macro-economic framework of the budget was 
\"broadly sensible\" and very much in line with what the IMF 
had previously discussed with the GON. He added that this 
budget did not accelerate domestic borrowing and was \"fairly 
responsible.\" ADB Country Director Sultan Hafeez Rahman 
commented that it was an expansionary budget 


Column 3 

percent increase in total expenditures while the average 
increase for the last four years was 10 percent. He said the 
16 percent increase in revenue collection was \"super 
ambitious. Businessman Rajendra Khetan felt the revenue 
projection was \"too optimistic. Bishwambher Pyakuryal 
President of the Nepal Economic Association and Professor of 
Economics 

remained weak. He worried that if the all the budgeted money 
could not be spent inflation might increase. Former Finance 
Minister Prakash Chandra Lohani wrote in an op-ed that the 
GON had made an ambitious budget without considering whether 
or not it could attain the specified results. 


FOREIGN ASSISTANCE FIGURES ARE HIGH 


5. (C) Many of our interlocutors felt the anticipated revenue 
from foreign grants was too high. Rahman commented that the 
72 percent increase in foreign grants was \"not realistic.\" 
However 

international community accepted the outcome 

significant commitments as \"there is a lot of sympathy for 
Nepal\" among donors. Rahman noted that British Department 
for International Development (DFID) 

and some of its constituent countries were planning to raise 
their funding levels. Singh noted that most of the USD 325 
million in foreign grants had been accounted for 

final commitments from donors. Former Finance Minister 
Lohani said the ambitious estimates of foreign grant 
assistance were based on commitments by foreign donors 
noted that it takes a lot of time for foreign aid to be 
processed and allocated. To put the 72 percent increase in 
context 

significantly cut last year as donors reacted to the royal 
coup of February 2005 and a deteriorating security 
environment. As a result 

on a relatively low level from last fiscal year. 


DEVELOPMENT SPENDING NEEDS TO BE ACCELERATED 


6. (C) IMF Resident Representative Singh said the GON needed 
to accelerate development spending. He noted that 

IMF discussions with the GON 

to get money allocated earlier in the fiscal year. However 

he cautioned that implementation was largely dependent on the 
pace of political progress. Lohani stated that 

past 

little time to spend it and that was the reason more than 50 
percent of foreign assistance went unspent in FY 2005/06 (ref 
A). 


Column 3 


7. (С) ADB Country Director Rahman opined that it would be 
challenging for the GON to spend all of its development 
expenditures in FY 2006/07 as the allocation process was very 
political and there were many internal tensions in the GON. 

He explained that he had advised Finance Minister Mahat to 
develop a coordination committee for government allocations. 
Rahman said he had suggested to Mahat that the coordination 
committee meet at least twice a month. As an economist 
Rahman acknowledged that the country needed fiscal stimulus. 
He said much would hinge on the implementation of development 
expenditures 

popular recurring expenditures like salaries. 


8. (C) The GON doubled the amount of funds given to VDCs in 
an effort to restore government services to all Nepalis. 

Singh noted it was \"hard to understand\" how VDCs would be 
able to spend a 100 percent increase in funds when the 
national government framework was still in flux. He opined 
that it would likely be a long time before VDCs would be 

fully operational. Rahman questioned the increase in funds 

to VDCs 

influenced by Maoists. Lohani questioned how the GON could 
implement any programs at the VDC levelQhen there were no 
elected representatives in the VDCs. Not withstanding these 
objections 

attempt by the GON to fund development activity throughout 
rural Nepal and to empower locaQcommunities. 


MAOISTS UNHAPPY WITH BUDGET 


9. (C) Several economists and businessmen noted that the 
budget was not prepared in coordination with the Maoists and 
failed to address the goal of Maoist land redistribution. 
Although Finance Minister Mahat had consulted with many 
different groups 

intend to consult with the Maoists to seek their approval. 

He told the media \"there is nothing which should be 
unacceptable to the Maoists 

complained the budget was regressive and that his party 
\"cannot endorse what the government has presented today.\" He 
added that the GON had not announced programs that could 
increase investment in productive sectors and redistribute 
land in a fair manner. Rahman thought it was smart of the 
GON to not address the Maoists\' desire to redistribute land 

in the budget. He said he had advised the GON to engage the 
Maoists on the issue and to stress that there were market 
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principles that could be used to address land issues and 
therefore no need to buy and redistribute land. 


MORE MONEY FOR MARTYRS FAMILIES 


10. (U) On July 16 Parliament passed an interim spending 
measure until the House of Representatives approves the 

budget. Based on Parliamentary discussion 

that the GON had decided to increase the monthly allowance to 
families of pro-democracy movement Martyrs from USD 41 to USD 
68. Mahat also stated that the budget of the royal palace 

would likely be gradually decreased. 


COMMENT 


11. (С) Implementation of the GON budget lies largely with 
how the peace process unfolds. The GON will have to reach an 
internationally accepted peace to receive final donor 
commitments for most of the foreign funds. The GON also 
needs to adopt measures to quickly allocate funds if it hopes 
to spend all its foreign assistance money within the fiscal 

year. In the meantime 

working for the benefit of the Nepali people 

displeasing the Maoists. The Maoists\' criticism of the 

budget -- as well as that of others -- is as much about 

process as substance. Players and would-be players continue 
to jockey for position to enhance their political clout. 

DEAN 
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Georgetown. Mercy Hospital\'s program will provide subsidized eye 
surgery to persons living outside Georgetown 

hinterland regions. The project will focus on economically 
disadvantaged individuals suffering from low vision or blindness due 
to cataract or other treatable eye problems 

take place at the hospital with a local opthalmologist at a 
discounted price. The hospital aims to treat fifty patients in its 

first year 

to supplement the estimated US$91 

hospital has devoted to the program. 


2. (SBU) In making the award determination 

the sustainable nature of St. Joseph\'s program 

performed on a subsidized cost-reimbursable basis 

fact that the surgeries will employ local eye doctors. Post notes 
that Cuba has received substantial public attention in Guyana for 
its \"Miracle Mission\" eye surgery program (Refs). While Mercy 
Hospital\'s progra is laudable on its own merits 
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that highlighting the hospital\'s efforts through theAmbassador\'s 
Self-Help Fund will also temper theCubans\' public diplomacy efforts 
while at the sae time developing Guyana\'s ongoing capacity to 
povide quality eye care for its citizens in country. 


THOMAS 
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sixty days specified in the agreement 

have requested the resources they need to assume their 
interim security role on the peninsula 

government of Cross River State are ready to resettle those 
Bakassi indigenes who wish to relocate into Nigeria. None of 
these interlocutors gave any credence to the secessionist 
threats that have been widely reported in the Nigerian press. 
Overall 

outlook and is ready for the Bakassi issue to be resolved so 
that they can focus on other issues. The question in the 
whole process is at the top--will the Presidency provide the 
resources necessary for all of these plans to be implemented? 
End summary. 


2. (C/REL TO USA 

traveled to Calabar 

State 

implementation of the Greentree Accord on the Bakassi 
Peninsula. The EmbOffs met with BakassiVs political and 
traditional leadership 

Commissioner 

Cross River State\'s NSA-equivalent) 

conversation with Nigeria\'s defense establishment on the 
Bakassi issue. The EmbOffVs were warmly greeted by all 
interlocutors 

efforts the USG 

into understanding the situation. Several interlocutors 
expressed disappointment that no representatives from any of 
the other witness states have made similar efforts so far. 


The Local Population 

3. (C/REL TO USA 

Government Area (LGA) Chair 

representative in the Cross River House of Assembly 

Etene 

the agreement. While the agreement remained an emotional 
topic for the two 

legitimacy of the pact and are looking for the best possible 
implementation. Both continued to raise concerns about the 
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sudden change from Obasanjo\'s pledge to never cede any 
Bakassi territory and continued to advocate for a referendum 
to determine the fate of the peninsula (Reftel). Both said 
that the residents of the Bakassi view their political 

leaders as \"sellouts\" who were part of a \"crude oil deal\" in 
the peninsula. The traditional leaders 

paramount chief of the area (young 

chair in Akpabuyo) 

population. 


4. (C/REL TO USA 

pleased with the state\'s plan to reconstitute the Bakassi LGA 
in the current Akpabuyo LGA (near the town of Ikang) 

that there have historically been good relations between the 
two LGAs. They predict some problems in the future over land 
use issues (Akpobuyo is currently a farming community) 
access to the sea (the Bakassi communities rely on deep sea 
fishing for their livelinood 

River 


5. (C/REL TO USA 

to predict how many of the current Bakassi inhabitants would 
choose to relocate. The State Security Advisor predicted 
that there would be more movement from northern Bakassi 
(Archibong area) to southern Bakassi than movement out of 
Bakassi. As long as they were allowed to continue to fish 

live in their traditional homes 

most will not care (or possibly even know) if they are in 
Nigeria or Cameroon. The political leaders voiced 
significant concerns about freedom from harassment 
historical abuses of the Bakassi population by Cameroonian 
gendarmes. The State Security Advisor cautioned that if the 
issue of protection of the rights of the Bakassi residents 

was not handled during the transition 

violence\" could start in the Bakassi. He went further 
suggesting an international presence (possibly through either 
the witness nations or the UN 
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Mixed Commission\'s mandate) specifically to ensure the 
protection of the rights of these residents. (Note: 

BakassiVs political leaders expressed little confidence in 

the current population estimates for the peninsula and are 
exploring performing a new headcount. Even though the 
population was counted during the recent national census 
those results have not been published and may be tainted by 
the administrative problems experienced during the exercise. 
End Note.) 
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6. (C/REL TO USA 

the concerns of the two political leaders and their hopes for 
a peaceful implementation in a telephone conversation with 
PolMilOff (the chief was on his way to survey the proposed 
resettlement site). He expressed a particular confidence in 
his ability to work with the traditional rulers of Akpobuyo 
given his past political activity in the area. He added a 
request for USD 50 Million from each of the four witness 
states to fund resettlement and transition programs. When 
PolMilOff told the chief this his request was not likely to 

be fulfilled 

witnesses to the agreement. 


Nigerian Military 


7. (C/REL TO USA 

Defense Staff 

privately voiced his commitment to remove Nigeria\'s military 
forces from the Bakassi in \"not a day more\" than the sixty 
days specified in the agreement (Note: Agwai told PoIMilOff 
there are just under 3500 troops deployed to Bakassi). Agwai 
made a personal tour of the deployed units shortly after the 
agreement was signed 

ready to redeploy back to their home stations. Of particular 
note 

publicly praised the Army\'s performance and stressed that 
Nigeria--and the military 

withdrawal as a defeat 

resolution of border disputes 

interlocutors. 


8. (C/REL TO USA 

these troops available for peacekeeping and internal security 
functions 

increase 

(with a requirement for UN-standard battalions) 

2007 election season begins. He plans to return the units to 
their home stations 

permitting) 

Importantly 

units 


9. (C/REL TO USA 

shared with EmbOffs that the Presidency was noncommittal 
about providing funding for the withdrawal of troops from the 
Bakassi. He was unsure if sixty days was a reasonable 
timeline for withdraw 

movements yet occurring 

a more reasonable timeline. 
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Nigerian Police 


10. (C/REL TO USA 

withdraws 

responsibility for security in the Bakassi 

assumes full responsibility for the territory. The 
Commissioner of Police for Cross River State 

Yar'Adua 

Bakassi with the Inspector General of Police (the 
Commissioner was on annual leave during the IGP\'s visit 
intends to make his own tour in the near future) to determine 
the security requirements. The Cross River police command 
has made a request to Abuja for four units of mobile police 
(63 police officers per unit) to handle this new 

responsibility. They have requested funds to rehabilitate 

the facilities the Nigerian military is vacating for use as 
police quarters 

system to support police operations. 


11. (C/REL TO USA 

liaison with his Cameroonian counterparts in the event of a 
border incident (Note: Cross River State already shares a 
significant border with Cameroon) 

he had no contacts in Cameroon and that any communication 
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would have to be coordinated either through the Cameroonian 
consulate in Calabar 

headquarters in Abuja. The State Security Advisor told 
EmbOffs that there was no formal mechanism in place to 
communicate with anyone on the Cameroonian side of the 
border 

security issues. 


Secession 


12. (C/REL TO USA 

covered the Bakassi agreement extensively 

criticizing the GON for failing to protect the Nigerians of 

the Bakassi and later reporting on positive steps toward 
implementation. One other part of the story that gets 

significant press are calls for secession of the Southern 
Cameroons (including Bakassi) from both Nigeria and Cameroon 
and the formation of an Ambazonian Republic. All 

interlocutors in Cross River downplayed the seriousness of 
these statements 
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population of English-speaking Cameroonians living \"in exile\" 
in Nigeria who were trying to latch onto the Bakassi story as 

a way to move their cause forward. The State Security 
Advisor did caution that a true resistance movement could 
develop 

not protected and cases of abuse by Cameroonian authorities 
were reported. 


13. (C/REL TO USA 

Assembly representative for Bakassi 

a copy of the maiden edition of the Ambaz Star--the 
secessionist news publication that was recently delivered to 
his office with a (Nigerian) cell phone number (but no name) 
for future contacts. The publication is technically 
good--glossy paper 

Nigerian media--but ideologically extreme. It accuses France 
of a plot to destroy Nigeria (\"Operation Crush Nigeria\") 

calls on Ambazonians to forcefully eject the Cameroonian 
government \"law breakers\" (civil servants) from Ambazonian 
land. The publication also repeatedly tries to justify both 

the legal basis for Ambazonian independence and the existence 
of the Ambazonian head of state (Fongum Gorji-Dinka). 
Interestingly 

in CFA 


Comment 


14. (C/REL TO USA 

request from the paramount chief for USD 200 Million 
everyone involved in the transition seems to take a very 
reasoned view on the transition process. Everyone appears to 
want peace 

has come to a realization that whether Nigeria or Cameroon 
rules the land 

ground. The real question remains the commitment of the 
Nigerian government to the process 

witness states will have on this issue with the GON. Any 
problems with the Greentree Accord will arise from the lack 
of attention by the Nigerian government to logistical issues 
such as funding 

FUREY 
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changed drastically in favor of the U.S. on this issue 
said. 

EVANS 
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politicians from changing factions after they have been 
elected. Both legislative chambers also passed a 
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controversial bill 

July 14 

expand the definition of extremism 

observers believe could be selectively used to target 
politicians and parties and to stifle dissent. The Duma also 
considered other amendments to the voting rights law 
would reinstate early voting before election day and widen 
the criteria for removing parties and candidates from races 
on extremist grounds and for denying registration to 
candidates and parties based on incomplete documentation. 
These latter amendments will be taken up again when the Duma 
reconvenes for its autumn session on September 3. Most 
observers believe that the United Russia party is behind all 
of these measures 

run-up to 2007/2008 elections. Despite their hurried 
passage 

pro-Kremlin and opposition figures. The most prominent 
critic of all of these measures has been Central Elections 
Commission Chair Aleksandr Veshnyakov 

that the extremism bill goes too far and the early 
voting/ending \"against all\" amendments were bad for Russian 
democracy. END SUMMARY. 


2. (SBU) New amendments to the law \"On Countering Extremism\" 
have been passed by both houses and forwarded on July 14 for 
signature to President Putin. The definition of extremism in 
Article 1 of the existing law would be changed to include 
\"preventing government bodies or state agencies from 
performing their legitimate functions 

extremist activities 

allow for extremist activities 

against federal or regional officials 

allegations of major crimes.\" The list of actions that might 
be considered extremist has been enlarged to include all 
statements and reports concerning state officials 
propagation of supremacy or inferiority of ethnic or 

religious groups 

containing elements of an extremist nature. The word 
VextremistV will be applicable not only to the person who 
made such remarks 

audiovisual 

Actions such as occupation of government offices would be 
regarded not as disturbances of the peace but as extremism 
punishable under Article 280 of the Criminal Code with a 
prison term of up to three years. Under Article 15 of the 
existing law 

members accused of offenses 
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removed under the new amendments. 


3. (SBU) The new extremism amendments enjoyed broad support 
among United Russia and other pro-government forces. 
Twenty-seven members of the Public Chamber called for similar 
legislation barring \"extremists\" from elections shortly 

before the amendments were introduced in the Duma. Also 
heads of 13 Russian regions (11 of which are members of the 
United Russia executive committee) issued a letter in support 

of the amendments during the week of June 18 

before the Duma was to vote on them. Many civil society 
activists and opposition members 

serious misgivings that these provisions will be interpreted 
loosely and be used against them to stifle even legitimate 
dissent. 


4. (SBU) Duma deputies from United Russia 

Democratic Party (LDPR) 

Babakov 

electoral law "On Basic Guarantees of Voting Rights. The 
bill had its first reading on July 8 and will be considered 
further during the Duma\'s autumn session 

September 3. One amendment widens criteria for removing 
political parties or individuals from electoral races and 
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works in tandem with the newly broadened definition of 
\"extremism.\" According to the draft bill 

conducts \"extremist activities\" before or during an election 
campaign 

offending politician\'s party could be denied registration for 
its whole list of candidates or denied a seat in parliament. 
Political parties would be allowed two violations followed by 
aban. These penalties could be applied at any time during 
the legislative term. 


5. (SBU) Another amendment brings back early voting - a 
procedure that Russia had already tried and abandoned 
which critics fear could allow easy manipulation of election 
results. The amendment states that if a voter has a valid 
reason (vacation 

from voting on election day 

early. Another provision in the bill increases from 25 to 35 
the number of reasons for denying registration to a candidate 
or party. Omitting any of the items in required 
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administrative and financial documents and reports could 
result in denial of registration. The same penalty would 
apply to candidates or parties who provide \"incomplete\" or 
\"improperly presented" documents 

are not clearly defined in the bill. 


6. (SBU) An amendment abolishing the &against all 
candidates8 option was passed by both houses and signed into 
law by Putin on July 12. In recent elections 

parties had encouraged voters to register their protest by 
checking \"against all.\" In the 2003 Duma election 

all came in fifth place 

ballot of 23 parties and blocs. In the 2004 presidential 

election 

percent of the vote 


7. (SBU) Stoking fears that V'against all\" voting could 
disrupt upcoming elections at the federal level 

Levada Center poll reported that 18 percent of respondents 
would vote the protest option were the presidential election 
held today. Critics of the measure have pointed out that 
voter turnout probably will suffQ with removal of the 

option. Some observers believe that United Russia 

could benefit from a lower turnout 

voters simply decided to stay home. 


8. (SBU) Discussion of the \"against all\" option has been 
lively and public. At a meeting of the November 4 Political 
Discussion Club on June 28 

Council Sergey Mironov spoke out against elimination of the 
\"against all\" option 

and it was a serious strategic error on United Russia\'s part. 
Vladimir Pligin 

Constitutional Law and State-Building 

\"justified.\" Valeriy Fadeyev 

magazine and Public Chamber member said the \"against all\" 
option was a political anachronism that encouraged apathy and 
irresponsibility. However 

think tank said that \"the extent of voting against all 
candidates has served to alert authorities to danger signs 

and \"it offered a venting opportunity for the protest vote.\" 


9. (SBU) On July 12 
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prohibiting (under threat of losing seats) deputies in the 
Duma and regional parliaments from including members of one 
party on the electoral list of another party before 

elections. The measure also would ban politicians from 
changing factions after they have been elected. After the 
2003 elections 

Russia or switched allegiance to other parties. According to 
one of the bill's authors 

amendments were not a move against the opposition or small 
parties 

one party to another.\" However 

Ryzhkov objected that \"this bill turns deputies into serfs\" 

and Boris Nadezhdin 

(SPS) agreed 

to prevent its deputies from leaving the party 

other hand 

opposition parties to get into the Duma.\" 
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10. (SBU) Despite their hurried passage 

have been widely criticized by both pro-Kremlin and 
opposition forces. At a June 28 meeting of the November 4 
Political Discussion Club 

Fadeyev 

party system.\" Opposition deputy Sergey Popov 

the amendments 

Soviet Union was building communism 

building \"unirussism\".\" Boris Nadezhdin 

council secretary for SPS 

amendments were passed too quickly without allowing for 
adequate debate or discourse. Aleksey Makarkin 

with the Political Technology Center 

based on maximum controllability 

consolidation 

remain. 


11. (C) The most prominent critic of the new legislation is 

Central Election Commission Chair Aleksandr Veshnyakov 

has spoken out privately and publicly against most of the 
measures. Ina July 12 meeting with EUR A/S Fried 

Veshnyakov flatly stated that the proposed amendments to 
Russia\'s election laws were unnecessary and even dangerous to 
Russian democracy. Veshnyakov said amendments to the law on 
extremism went too far 
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the government could be found to be extremist and lead to a 
ban on a party or candidate. He said that a whole party 
should not be held accountable for one person. If a party\'s 
policy program contains signs of extremism 

be punished. But when it is an individual candidate 
punishment should be meted out to the individual 


party. 


12. (C) Veshnyakov commented that the removal of the \"against 
all option from the ballot would not only limit votersV 

freedom of choice 

Reinstating early voting would revert back to the 

problem-filled previous system 

manipulation of voting. He added that there were still 
opportunities to defeat these amendments in the legislative 
process 

hinted that if the amendments were enacted 

step down at the end of his term in spring 2007. 


13. (C) Observers nearly unanimously point to United Russia 
as the source for these new measures in an attempt to further 
bolster the party\'s already strong position in the run-up to 

the 2007 Duma and 2008 presidential elections. Veshnyakov 
and Vladimir Lukin\'s Office of the Human Rights Ombudsman 
have been among the most scathing critics of the measures. 
Their criticism reflects the fact that the amendments were 
hastily drawn up and poorly conceived. While we believe that 
Veshnyakov is sincere in his desire to roll back these 
amendments 

those already signed into law by Putin. 

BURNS 
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gas and foreign gas markets. (Comment: Niyazov clearly 
wants to show the people\'s support for his unilateral 
decisions in the gas industry. End Comment.) 


-- Prisoners\' amnesty: Niyazov previously said that 10 
prisoners will be amnestied this year. Although no new 
number was given at the meeting 

was creating a list of petty criminals who have made 
restitution to their victims to be considered for release by 
the Halk Maslahaty. 


-- Elections: The president confirmed the December district 
(etrap) governor elections. 


Column 3 
Other Decisions: Niyazov Sees Trees 


4. (U) The following decisions were also made at the 
meeting: 


-- Library Closures: Niyazov ordered the merger of village 
(gengesh) libraries with village cultural centers 

he would maintain district and regional level libraries. 
(Comment: This is not necessarily a bad thing 

libraries were understocked and underused - a remnant of the 
Soviet system; district-level libraries are more rational. 

End Comment.) Minister of Culture and Rector for Turkmen 
Institute of Culture Enebay Atayeva reported that 43 of the 
country\'s 88 libraries will be closed and that 350 

\"librarians\" will be fired 
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Niyazov also instructed Atayeva to close the library science 
department at the Institute of Culture. (Comment: This 
the other hand 


-- Expanded Student Body: Deputy Chairman Berdimuhammedov 
reported increases in the number of students admitted to 

both the Turkmen Polytechnic Institute oil and gas 

department and the National Institute of Sport and Tourism 

(to support the new Olympic sports training facility). 


-- Budget in the Black: In summary 

the first half of 2006 exceeded budget projections by 9% 
with a total revenue of $2.1 billion at the official 5 
manats/dollar exchange rate. Four of the five welayets 
collected their planned revenues - only Dashoguz was 
delinquent. Niyazov also said that state salaries were paid 
on time during the reporting period. A complete analysis of 
the comprehensive budget review will follow septel. 


Biographic Note 


5. (SBU) Atayev\'s ascendance to Deputy Chairmanship of the 
critical Oil and Gas Sector is the most interesting aspect 

of this meeting. Almost a year after former Chairman Yolly 
Gurbanmuradov was purged and thrown in prison on massive 
corruption charges 

purges and a complete reorganization of the oil and gas 

sector 

president 

credible bureaucrat. Charge has met with Atayev and found 
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him to be an intelligent experienced oil and gas expert who 
conducts himself with authority and confidence. For months 
there literally has been \"no one home\" at the oil and gas 
ministry and all negotiations have been conducted by Niyazov 
himself. This is not likely to change 

emerged as the relative winner following the purges. He 

also is only the second official to be appointed to fill a 

Deputy Chairmanship for over two years. (Note: Guychnazar 
Tachnazarov served as Deputy Chairman for Oil and Gas for 
five months in 2005 

purged 

Atayev\'s biography follows: 


Gurbanmyrat Atayev 
Deputy Chairman of Cabinet Ministers 
Minister of Oil and Gas Industry and Mineral Resources 


Born: 1965 


Education: Turkmen State Polytechnic Institute 
Majored as Engineer-Chemic-Technologist/Oil and Gas 
Reprocessing Technologies 


Professional Experience: 


07/10/2006 Deputy Chairman of Cabinet of Ministers of 
Turkmenistan in charge of oil and gas 
industry 


12/15/2005 Minister of Oil and Gas Industry and Mineral 
Resources 


12/06/05-04/20/06 Acting Chairman of the TurkmenGaz 
[Turkmen Gas] State Concern 


10/31/2005 First Deputy Minister of Oil and Gas Industry 
and Mineral Resources 


2003 Head of Dovletabat Gas Deposit 


1993-2003 Dovletabat Gas Deposit [country\'s largest gas 
deposit] 
Worked his way up from a fourth category 
operator to shift supervisor 
technologist 
charge of main production 
technologist of the enterprise 
deputy head. 
Comment 
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5. (SBU) President Niyazov was generally upbeat during the 
meeting and for the first time in recent memory did not 
indulge in public humiliation of government officials. He 
appeared more interested in attending to business than 
orchestrating theatrics before he took his long holiday rest 

at the Caspian Sea in preparation for his upcoming visit 

with the President of Iran on July 24. His decisions 

continued to show his remarkable micromanagement of every 
aspect of life in Turkmenistan. End Comment. 


BRUSH 
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projects that are approved by a four-member steering 
committee consisting of Al Awadi 

director from NDI 

representative chosen to represent all local political and 
civil societies. 


3. (C) According to Al Awadi 

freedom for an NDI project director to have direct engagement 
with local political society and civil society 

representatives. All contact is to be conducted through BPDI 
staff members. BPDI staff sends out program invitations and 
follows up with invitees. Each project\'s steering committee 
discusses and approves project scopes of work and the 
participation of international experts. Al Awadi stated that 

an NDI program director would not maintain a permanent 
presence in Bahrain but could stay in Bahrain for the 

duration of a particular project. Al AshaVal stated that 

Bahrain has a different political climate than many other 
countries in the region 

control to prevent problems. Campbell commented to Al Awadi 
and Al AshaVal that if their legal interpretations were what 
parliament intended when it passed the Political Societies 

Law in July 2005 

climate for the work of NGOs of any country in the region. 


4. (C) Ina private conversation with the Ambassador 
Council of Representatives (COR) member 

Board Vice-President Fareed Ghazi responded to a question 
about the legal interpretation of the Political Societies 
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Law\'s relevant article. He said that the COR and most 
members of the BPDI board had not interpreted the GOB law to 
mean that all contact between members of a Bahraini political 
society and representatives of a foreign NGO should be 
prohibited. MPs interpreted the article to mean that direct 
funding and financial benefit to a political society is 

prohibited. \"How can you classify having tea with someone or 
having a phone conversation with a political society member 

as receiving financial benefit?\" Ghazi asked rhetorically. 
Campbell later confirmed this sentiment when he asked COR 
First Deputy Abdulhadi Marhoon about the issue. Marhoon said 
that the COR had not interpreted the law to prohibit direct 
contact between members of political societies and foreign 
organizations. 
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5. (C) So what does the law say? The phrase in question 
hinges largely on the interpretation of two Arabic words. 
Loosely translated 

a political society to receive any contribution or privilege 

or benefit from a foreigner 

or from an international organization 

person.\" The interpretation of the above words \"privilege\" 
(Arabic 

specific 

they mean in terms of potential NDI programming. Al Awadi 
and Al AshaVal take the interpretation that direct engagement 
with political society members represents a privilege or 
benefit to them and is therefore unlawful. 


6. (C) Immediately following the discussion with BPDI 
officials 

Minister Shaikh Khalid Bin Ahmed Al Khalifa. Shaikh Khalid 
repeated Bahrain\'s desire to work with NDI 

BPDI had much to learn and could benefit greatly from NDIVs 
experience and programs. Campbell explained that there was 
no additional progress to report from meeting with Al Awadi 
and Al Ashaval 

MFA Legal Affairs Director Dr. Yusuf Abdulkarim stated that 
the GOB is aware of the legislative gap to legitimate the 
activities of foreign NGOs in Bahrain. Shaikh Khalid urged 
Campbell to consider proposing a project on which NDI and 
BPDI could work jointly to begin to overcome the mistrust 
that currently exists and to foster a climate of cooperation. 
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Campbell said that he would consider this option and consult 
with the NDI Board of Directors and MEPI officials on next 
steps. Shaikh Khalid pledged to do what he can to urge BPDI 
officials to accommodate NDI\'s needs on a project 

not making the signing of an MOU a BPDI prerequisite to 
cooperation. 


7. (C) In a subsequent meeting July 18 with the FM 
Ambassador relayed Washington\'s initial disappointment with 
the lack of a tangible outcome of CampbellVs visit. He 

stated that Campbell had traveled to Bahrain hoping that 

after NDI country director Fawzi Guleid\'s departure 

would be a forward-looking position regarding NDI\'s work. On 
the contrary 

Awadi\'s more regressive legal interpretation. A bit 

cryptically 

the situation.\" He again urged cooperation on a project to 
build understanding and proposed that NDI sponsor a visit for 
Al Awadi and Al AshaVal to see NDI programs in other 
countries in the region. Reacting to a comment that BPDI is 
state-controlled 

state-controlled but has MPs and other non-government 
officials on its board. He acknowledged that \"our people\'s 
mindset is not democratic yet\" and explained that the GOB was 
moving very carefully to encourage public involvement in 
politics and civil societies. \"However 

careful because Iran and groups like Hamas and Hezbollah 
could exploit these openings to our society.\" 


8. (C) Earlier July 11 

Minister of Industry and Commerce Hassan Fakhro 

confidant of the King. Fakhro 

Guleid and NDI 

invited NDI to work in Bahrain in an early spirit of 

cooperation 

NDIV's visibility and anti-U.S. public sentiment due to other 

U.S. activities 

in the GOB policy to place any NDI programming under the BPDI. 


9. (С) Campbell's meetings were a major disappointment as 
there seems to have been no GOB effort to accommodate NDI 
following the departure of Guleid. As long as Al Awadi is 

the President of the BPDI board and Al AshaVal walks in 
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lock-step with her 

on an MOU with NDI. During his visit 

informal advice from progressives that NDI not accept the 
BPDI position merely to maintain a presence 

would be better in the long run to walk away so the GOB and 
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the BPDI would realize the mistake they are making. The lack 
of GOB effort to resolve NDIVs status issue has made it clear 
that Guleid\'s departure from Bahrain was not 

initially articulated 

in Bahrain. There is a more fundamental legal/policy issue 
that must be resolved. 
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provide additional support for the restoration and 
maintenance of Jewish cemeteries 

Austria.\" Under these terms 

encouraged states and municipalities 

jurisdiction over cemeteries under the Austrian 
constitution 

restoration and maintenance of Jewish cemeteries. 


Vienna 


2. (U) The City of Vienna has started restoration work 

in an old Jewish cemetery in the 18th district 

comprising about 7000 graves. The cemetery dates back to 
1784 and is under protection as an historic \"monument.\" 

In 2003 

trees in the cemetery - an expensive task due to the care 
needed to cut huge old trees without damaging graves. 

The City then began a renovation of the cemetery entrance 
in order to convert it into a museum. 


3. (U) Recently 

that it would not pay the 14 million euros necessary for 
the remaining renovation work. Instead 

on the federal government to finance the project. Vienna 
Mayor Michael Haeupl noted that the City provided 300 
euros to the Jewish Community (IKG) in 2005 for the 
renovation of cemeteries. 
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Other states 


4. (U) Work is underway in other Austrian states to 
renovate cemeteries. States and municipalities have also 
provided support to the NGO \"Schalom\" for volunteer work 
to restore Jewish cemeteries. \"Schalom\" has done major 
work at the Jewish section of the Vienna Central Cemetery 
to clean and restore graves. 


5. (SBU) COMMENT: However 

dispute between the state and federal level will have to 
await the outcome of national elections on October 1. 
Conservative party circles have indicated that the next 
federal government could take up the issue of the 
renovation of Jewish cemeteries. 


McCAW 
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also note that the PRC has taken issue with recent reports 
from the Himalayan News Service that Tibetan refugees 
currently in Nepal are being resettled in the US. 


3. (SBU) Tsering told the Charge that he met with EU 
representatives in Delhi last week and plans to meet with 
Norwegian and Japanese government representatives this week 
to ask them to also engage the GON on the refugee issue. In 
addition 

of the Dali Lama\'s apprehension over increasing Chinese 
pressure. The GOI reportedly responded that it shared his 
concern and would \'see how it could be of helpY. He 
attributed the GOI response to improved Indo-Nepal relations 
following the end of the King\'s rule. Tsering also claimed 
that the GOI demonstrated its support by continuing to issue 
Special Entry Permits for Tibetans -- even after the RGON 
stopped issuing travel documents to the refugees. He 
commented that there has been no erosion of Indian support 
for Tibetan refugees 

the Nathu La Pass border crossing. 


4. (SBU) COMMENT: Post supports efforts by the Dalai 
Lama\'s office to ensure that the rights of Tibetan refugees 
in Nepal are respected. We will continue to interact with 
the Dali Lama\'s New Delhi representative to monitor this 
situation and ensure that the USG is kept informed of 
developments. END COMMENT 

PYATT 
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partner\") 

the meantime 
required amount. 


5. An Embassy Abuja telecom contact said on July 14 that the 
deal could be endangered for two additional reasons. 

Etisalat demanded 

control of NITEL in return for providing the capital for 
NITEL\'s purchase. Transcorp was not willing to accept this 
condition. Transcorp was considering canceling the deal 
outright because of concern that the transaction might not 
survive the scrutiny of the Obasanjo administration\'s 
successor. 


Comment 


6. The status of the deal is unclear 

deeply embarrassing to the GON. With Transcorp\'s failure to 
meet the down payment for NITEL\'s purchase 

attempts to sell NITEL have grown even more complicated. 
The government risks a significant loss of revenues and 
prestige over its apparent inability to sell NITEL 

negotiated sale to one preferred bidder. It is clear that 
Transcorp 

mega-corporation 

place. This further calls into question Transcorp\'s 
managerial expertise. 

FUREY 


71733 


3. (U) Voting results by party: 


For 
Liberal and Center Union*---->8 
Social Democratic*----------- >23 
Farmers\"*-------------------- >9 
Civil Democracy*------------- >10 
Homeland Union (conservative)>3 
Liberal Movement------------- >0 
New Union (Social Liberal)--->0 
Liberal Democratic----------- >0 
Labor------------------------ >3 


* - Denotes membership in the coalition. 


4. (U) Kirkilas and the cabinet took the oath of office 
shortly after the vote and have assumed their duties. The 
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breakdown of the cabinet is as follows 
in ref B. 


Prime Minister: Gediminas Kirkilas 
Foreign Affairs: Petras Vaitiekunas 
Defense: Juozas Olekas 

Finance: Zygmantas Balcytis 
Justice: Petras Baguska 

Interior: Raimondas Sukys 
Economy: Vytas Navickas 
Communications: Algirdas Butkevicius 
Culture: Jonas Jucas 

Environment: Arunas Kundrotas 
Health: Rimvydas Turcinskas 
Labor: Vilija Blinkeviciute 
Agriculture: Kazimira Prunskiene 
Education: Roma Zakaitiene 


5. (SBU) The new cabinet is not much different from the 
previous one. Four Ministers (Balcytis 

Kundrotas 

the same position under Kirkilas 

Ministers (Butkevicius 

join the cabinet. The party composition of the new cabinet 
is also similar 

of the populist Labor Party and incorporation of the 
center-right Liberal and Center Union and the Labor break- 
away Civil Democracy Party. 
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PM\S STATED PRIORITIES FOR THE NEW GOVERNMENT 


6. (SBU) Kirkilas has said that the main aim of the 14th 
Government is to V'seek harmony in society and build a 
country for the well-being of all." KirkilasQs program 
notes several key issues: the social gap 

political system 

corruption 

limited progress in the development of science and 
technology. Major objectives of the 14th Government\'s 
program include: 
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-- Raising the average salary to 1 

2008; 

-- Reducing the personal income tax rate to 20 percent; 
-- Paying compensation for lost ruble deposits and 
individual land restitution from the sale of the 
Governments stake in the Mazeikiu Nafta oil refinery; 
-- Ensuring accession to the Euro zone and Schengen area; 
-- Committing to direct mayoral elections within four 
months; 

-- Supporting democratic reforms in Ukraine 

Moldova 

-- Active participation in the EU and NATO; and 

-- Signing an agreement among all the parties on anti- 
corruption measures by the end of 2006. 


7. (U) During the question-and-answer session in 
parliament 

Vaitiekunas assured MPs that he will continue the country\'s 
pro-Western foreign policy. He characterized Lithuania\'s 
policy as a balance between active participation in the EU 
and NATO. Vaitiekunas also said that Lithuania\'s 
commitment to its eastern neighbors who are building 
democracy is a \"moral responsibility.\" 


VICE-MINISTER POSTS 
STILL UP FOR GRABS 


8. (SBU) In a departure from the previous government 
Kirkilas has decided that Vice-Minster posts should be 
filled by members of the same party as the respective 
Minister. Ceslovas Jursenas 

said yesterday that Parliamentary chairmanships will be 
redistributed in the fall 

coalition agreements and cooperation agreements with the 
Conservative party. The opposition Conservative party is 
expected to chair the committees of Ethics 

corruption 

cooperation agreement with the coalition. 


COMMENT: GOVERNMENT FORMED BUT MINORITY STATUS MAY 
CHALLENGE EFFECTIVENESS 


9. (SBU) Kirkilas\'s ability to garner support for and 
approval of his government\'s program in a very divided 
parliament bodes well for his tenure as PM. It also 
demonstrates his considerable political skill. The status 

of a 53-member coalition in a 141-member parliament may 


Column 3 

challenge its effectiveness 

the parties to Lithuania\'s long-term objectives such as 
Schengen and Euro zone membership should provide 
continuity. With broad multipartisan support for 
Lithuania\'s key foreign policy commitments in NATO 
international operations in Irag/Afghanistan 
neighborhood policies to the east 

intense and productive collaboration with the host 
government to continue. 
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picture of a dead little girl disturbed me emotionally and drained 

me physically. | wonder how can Nasrallah and Olmert go to sleep at 
night 

surfaced as has some recognition of HezbollahVs role in sparking the 
crisis. \"We don\'t know who is to blame more - the rabid Israeli 
criminality 

Lebanon in its suicidal adventure . . . 

. The comments found on the blog 

sites give insight into the younger generation of Kuwaitis. They 
underscore their genuine frustration over events in Lebanon as well 
as their support for U.S. policy and moderation in the region. End 
summary and comment. 


2. Kuwaiti bloggers are filling cyberspace with thoughts on and 
analysis of the violence in Lebanon and Gaza. A review of several 
blog sites shows much sympathy for civilian casualties and regret 

for damage to infrastructure in Lebanon. Some anti-U.S. sentiment 
surfaced as has some recognition of HezbollahVs role in sparking the 
crisis. Blog sites in Kuwait give insight into the younger 
up-and-coming generation of Kuwaitis in the 20-35-year age bracket. 


3. Sympathy for the victims of the violence is at the heart of most 
bloggers postings. \"Just one picture of a dead little girl 

disturbed me emotionally and drained me physically. | wonder how 
can Nasrallah and Olmert go to sleep at night 


is happening and watching the news . . . just makes me gasp with 
shocked horror 

put their feelings into words. Some bloggers took shots at the U.S. 
and the United Nations. Referring to the U.S. veto of a 
Qatari-sponsored UNSC resolution condemning the violence in Gaza 
one blogger wrote 

to vote on issues when the U.S. always has the upper hand and may 
choose to veto any decisions thus making all the other voices amount 
to nothing 


4. In addition to anti-U.S. and anti-Israeli postings 
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also some bloggers who criticized Hezbollah for its role in the 
crisis. The following blogger combined his comment with criticism of 
CNN coverage of events. \"During the first day of the aggression | 
was overseas watching CNNVs pitiful coverage 

enormity of the situation. However 

and began watching the Arab news coverage | began to feel great 
sadness. We don\'t know who is to blame more - the rabid Israeli 
criminality 

Lebanon in its suicidal adventure . . . we can only pray 

. Some also reached out to 

Israelis 

expansionist ambitions of Israel and who share the same principles 
as other rational people. | just hope that their voice can be heard 
among the rancor 


5. Many of the comments express a sense of frustration at the 
perceived inability of Arab leaders to effectively influence events 

in Lebanon. \"| wish us Arabs knew better how to use public 
relations 

. If we knew how to better utilize this to our advantage 

could influence the policies of other countries much more 

effectively 

. The sarcasm of one blooger\'s 

post on this topic stands out 

Meeting 

Blahblahblahblahblahblahblahblah. Lunch break. Afternoon session: 
Blahblahblahblahblahblahblah. Hometime: Yeah!Y Oops 

statement to press 

thus decided that we can\'t make any decisions. So we decided to have 
the U.N. decide for us. Well 


6. Comment: Blog sites in Kuwait give insight into the younger 
up-and-coming generation of Kuwaitis in the 20-35-year age bracket. 
The postings also underscore the mixed feelings some Kuwaitis have 
expressed toward the U.S. regarding the crisis. Most in general 
support U.S. policy in the Gulf region and are grateful for the 

close U.S.-Kuwaiti relationship. However 

genuine frustration at what they perceive as the U.S.Vs inability to 
understand and take into account their strong feelings for the 

plight of the Lebanese people during this violent time in their 
country. The balance of opinions found on Kuwaiti blog sites also 
underscores the support most Kuwaitis have in moderation. End 
comment. 
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For more reporting from Embassy Kuwait 


Column 3 
http://www.state.sgov.gov/p/nea/kuwait/?cable s 


Visit Kuwait\'s Classified Website: 
http://www. state.sgov.gov/p/nea/kuwait/ 
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Natasha Niebieskikwiat 

(07/13) \"Japan asked for Argentina\'s support in the draft resolution 
it submitted to the UN Security Council 

sanctions against North Korea for its missile tests... 


\"In this move 
fronts it could... 


\"Yesterday 
of the Japanese draft statement 
UK and France. 


\"Meanwhile 

Argentine Government supports Japan regarding the North Korean 
crisis and believes that Pyongyang\'s action of launching missiles 
was a \'provocation 

the co-sponsors of the initiative 

step.\" 


- \"The US targets Syria and Iran and warns of an escalation of 
violence\" 


Daily-of-record \"La Nacion\" reports (07/13) \" Hezbollah\'s kidnapping 
of two Israeli soldiers unleashed multiple statements of repudiation 
from the international community. The most eloquent one came from 
the US 

Damascus and Tehran\'s alleged support for Hamas. 


V... US National Security Council spokesperson 
accompanied President George W. Bush on an official visit to 
Germany 

Israel and the kidnapping of two Israeli soldiers.V 


Y... US Secretary of State Condoleezza Rice also condemned the 
kidnappings and said that Hezbollah\'s action Vthreatened regional 
stability." 


- VLack of control 


Marcelo Cantelmi 
(07/13) V... The current escalation implies a regional extension of 
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the confrontation that started in Gaza... 


\"The Ehud Olmert administration is compelled firmly act 
account the audacity of the two blows he has received in just a 
matter of hours... 


\"... The lack of a real opening (in Israel) has never been seen as 

the reason for Hamas\' possible growth in the Palestinian 

territories 

hawks. Washington and Israel were the ones that most contributed to 
this shortfall. Today 

Humanity\'s worst conflict continues to spiral out of control.\" 


- V'Chavez to use Mercosur corpse to attack the USW" 


Guillermo Haskel 

Aires Herald 

populist Venezuelan President Hugo Chavez a Mercosur corpse that he 
will use as a political arena to further challenge the US 

Argentine ambassador said yesterday. 


\"\And while the enormous Gulliver (US) will continue to be entangled 
in the Iraqi marshland and unable to administer order in the world 

for at least two more years 

confrontational stance because it will eventually recompose its 
agenda and those fostering hatred will pay for it.V 


\"The speaker was Carlos Perez Llana 
Alliance government that collapsed in 2001 amid Argentina\'s 


worst-ever economic crisis. 


\"\'Mercosur is dead but now there is a political Mercosur led by Mr. 
Chavez. What is being offered to him is a forum that he will use to 
challenge the US.\\" 


- VArgentina again has a trade deficit with the US\" 


Sergio Serrichio 

business-financial VEI Cronista 

US Department of Commerce 

and Paraguay again have had a trade deficit with the US. From 
January to May this year 

million dollars with the US. 


\"In this regard 

since the downfall of the convertibility system. The re-born 
bilateral deficit is noteworthy because it is in the framework of an 
increasing US trade deficit with the world in general and with 
oil-producing countries. 
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\"Paraguay has a structural tradition of trade deficits. Argentina is 
the only country that 

deficit with the country with which most countries in the world have 
a large trade surplus.\" 


- \"Argentine lemons return to the US\" 


Business-financial 

were closed for Argentine lemons in 2001 based on alleged sanitary 
problems. Now 

decision could have a signifigant impact on Tucuman\'s economy.\" The 
paper reports \"Argentine Ambassador to the US 

said yesterday that Tucuman lemons will again be able to be sold to 

US markets by 2008. 


\"The Argentine representative in Washington pointed out to Telam 
(wire service agency) that VTucumanVs lemons could return to the US 
market by 2008.V 


- \"Reportedly 


Ana Baron 

writes (07/13) \"US President George W. Bush promised that if he ever 
found out the name of the White House official who leaked to the 
media Valerie Plame\'s identity 


\"Well 

piece in The Washington Post yesterday revealing that one of his 
sources was Bush\'s advisor Karl Rove. Nothing indicates that Rove 
will be fired but just the opposite - Bush is unlikely to want to 

pay the political cost of seeing his Vright hand\' and head of 
campaign involved in this scandal. 


\"As a matter of fact 

Fitzgerald 

indict Rove. Analysts believe that the silence of Novak 
conservative editorialist with access to the White House 
Bush\'s re-election.\" 


3. EDITORIALS 

- VAnother crime against humanity\" 

Daily-of-record \"La Nacion\" editorializes (07/13) \"Horror has again 
shocked the world 

time 


in Mumbay\'s urban trains and unleashed an unprecedented tragedy. 


Y... The attack against Mumbay looks like a \'copy\' of the March 11 
2004 attack against Madrid. 
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\"However 
members of Al Qaeda but Pakistani terrorists 
extremists belonging to the Lashkar-e-Toiba group... 


\"This and other Islamic groups claim the entire Kashmir region for 
Pakistan and blame India 

criminal assault could bring consequences such as retaliation 
against the Islamic people and confrontations among several 
communities... 


\"... The free nations of the world should unite themselves in order 
to definitely eradicate terrorism from earth because there cannot be 
disagreement on this issue.\" 


To see more Buenos Aires reporting 
at: 
http://www.state.sqov.gov/p/wha/buenosaires 


GUTIERREZ 
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said Nagar. \"In 2000 

afraid to talk about it" Since the Cabinet reshuffle in 
February 

pro-WTO. President SalehVs recent call for speedy accession 
removed any doubts about the country's direction 

to Nagar 

Minister Bajammal was now firmly in the WTO camp. Nagar also 
said that Yemen as interested in moving forward on a 

bilateral trade agreement with the United States 

recently done with China. 


4. One serious point of contention in Geneva 

was the U.S. suggestion that Yemen bind its tariff rates at 
the current applied rates. Nagar argued that when 
implementing World Bank and IMF reforms 

ROYG reduced rates below the ceilings proposed in the current 
WTO Goods and Services Offer. The ROYG should not be 
punished for unilaterally lowering rates as part of an effort 

to combat smuggling 

Yemen will need added protection for a specific good 
specifically agricultural products 

maintains some room for policy changes in the future. Nagar 
expressed his hope that the United States would show 
flexibility on this point. 


Column 3 


5. In the run-up to the Working Party meeting 

experienced a frustrating delay in its cooperation with the 
ROYG. After a November 2004 TIFA meeting in Washington 
USG agreed to provide technical assistance to the ROYG for 
the accession process in such areas as intellectual property 
rights (IPR) 

and sanitary and phytosanitary measures (SPS). The flagship 
program was a USD 500 

WTO customs valuation standards 

USAID. Initial success in training customs staff and 

advising on proposed legislation soon stalled 

it became clear that the ROYG had no strategy to implement 
the new standards. 


6. Customs valuation in turn became an indicator of the 
ROYG\'s overall commitment to TIFA cooperation. Since the 
2004 meeting 

ministerial group 

technical committee. Despite several USG offers 

few signs from the ROYG as to what assistance was required. 
In addition 
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within the ROYG was leading the TIFA process. Formal 
leadership rested with the Ministry of Planning 
WTO-related matters were handled in the Ministry of Trade. 
Lack of coordination between these and other ministries 
resulted in complete deadlock. 


7. Ambassador raised TIFA issues directly with the Ministers 
of Finance 

Ambassador addressed a letter to the Prime Minister (with 
copies to the above ministers) 

cooperation and urging the ROYG to select a champion for the 
cause. Post did not receive an official response 

letter was noted by officials in each ministry and reportedly 
treated seriously. 


8. In addition to bilateral discussions with the ROYG 

and USTR also worked together to establish a common position 
among Working Party representatives in Geneva to press for 
progress on implementation of proposed action plans. Post 
worked informally to establish a common position with the 
members of the European Commission 
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Japanese. The message came across clearly in Geneva 
Nagar reported an increased focus in the meetings on reducing 
implementation times for compliance with WTO standards. 


9. The focus on implementation appeared to have spurred 
Nagar to action. As WTO Coordinator 

working with the Customs Authority to create an action plan 

for accepting WTO valuation standards. Nagar added that the 
ROYG is seriously considering adoption of WTO agreements on 
civil aviation and information technology 

suggestion that the MEPI-funded Commercial Law Development 
Program (CLDP) could work with the Cabinet 

the private sector on Yemen\'s commercial code. He further 
recommended that the ROYG convene a TIFA meeting in September 
to focus on implementing action plans and completing a needs 
assessment for the accession process. Nagar promised that 
regardless of which ministry had the official lead 

office would work hard to identify specific areas for TIFA 
cooperation in advance of the next WTO Working Party meetings 
in early 2007. 


10. COMMENT: Considering the newfound support for WTO 
accession within the Government 

the time to push for trade reforms. Post could not agree 
more. After more than one year of delays on TIFA programs 
and no clear indication of the ROYG\'s commitment to joining 
WTO 

fronts. Post will explore the possibility of restarting 
assistance for customs valuation within the new action plan 
move forward with CLDP\'s offer of legal assistance 

explore other possibilities for cooperation under MEPI-funded 
TIFA initiatives. These actions could potentially have a 

ripple effect on the Governments broader reform plan 

its standing with the Millennium Challenge Account -- a point 
not lost on the Ministry of Trade. Ultimately 

follow-through on the proposed September TIFA meeting will 
provide a clear test as to whether U.S.-Yemeni cooperation on 
trade reform has new life. END COMMENT. 

Khoury 
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learned of his appointment over the radio. Since then 
contact with Obasanjo had been minimal and funding for the 
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new body was less than that. Horsfall described Obasanjo\'s 
grandiloquent press comments about a V'Marshall Plan" for the 
Delta as pabulum. Horsfall concluded that Obasanjo had 

little in store for the Delta with regard to a new 

development strategy. Obasanjo\'s tack was to stand tall 
publicly but to shrink into his customary miserliness when it 
came to funding. 


5. (C) Horsfall asserted that 

this job 

notwithstanding anemic support from Obasanjo. However 
Horsfall stated he realized his restrictions. Thus 

no hope of spurring the GON to place a significant number of 
short-term pressure-alleviating projects on the ground. 
Instead 

craft a comprehensive master strategy for development in the 
Delta. His prior meeting with various stakeholders (oil 
companies 

lack of coordination. In one local area 

the same thing while other locales went unassisted. He 
decried the lack of rhyme and reason in some of these 
development programs. Thus he saw as his primary role the 
drafting of this master plan. He hoped to be able to present 
this plan to President Obasanjo in a few months. His desire 
was not for Obasanjo to begin implementation but to endorse 
it and bequeath it to his successor so that it would be the 
foundation for the next administration\'s Delta policy. 


6. (C) After outlining his plans to address the Niger 

Delta 

help. Consul General replied that one thing Horsfall or the 
GON should not expect was funding. Nigeria had sufficient 
money to resolve this problem. The CG stated the USG did 
support a nonviolent resolution to the Delta\'s problems. In 
this vein 

possibility of providing technical assistance to well-defined 
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projects that would actually address youth restiveness and 
unemployment in the Delta. However 

such assistance would only come at the end of a gradual 
process and based on an assessment of GON seriousness and 
possible effectiveness. For now 

benign observers of the conflict resolution process. In 
response 

to observe Delta commission deliberations would be forwarded 
shortly. 
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HORSFALL TO RUN FOR PRESIDENT 


7. (C) Chief Horsfall claimed he is \"not yet a politician 

but conceded the truth behind recent press claims he would 
run for President 

Horsfall claimed that supporters in his native South-South 
zone were badgering him to toss his hat into the ring. 


8. (C) While Chief Horsfall sounds sincere in his desire to 
improve conditions in the Delta region 

track record. He presided over the failed Oil Mineral 
Producing Areas Development Commission (OMPADEC) 
predecessor. While appearing very deliberate and thoughtful 
Horsfall was guilty of several lacunae. 


9. (C) First 

to prevent ructions in the Delta 

strategy. Second 

but accepted this seemingly important role from Obasanjo 
which means he could be scapegoated if the Commission proves 
ineffective in dousing militant ardor. Third 

believe that Obasanjo 

commit a successor administration to Horsfall\'s master plan 
while also deriding ObasanjoVs attempt to choose a successor. 
Fourth 

plan - not implement it - yet he still canvassed for USG 
material support for implementation of projects that do not 

yet exist. Last 

would affect his role and work on the Commission or how 
President Obasanjo and others would view him. 


10. (C) This is our first go-round with Horsfall; he might 
have purposely dissembled to get our reaction to certain 
statements or perhaps he was stating what he thought we 
wanted to hear. Alternatively 

unadulterated Horsfall. If so 

if you just examine each of his positions in isolation from 
the others 

viewed in their totality 

depth and coherence needed to help pull the Delta out of its 
current turbidity. End comment. 

BROWNE 
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activities related to its ballistic missile programme" and 
calls on member states to prevent \"missile and 
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missile-related items 

being transferred to or procured from the DPRK. The 
resolution also \"strongly urges\" North Korea to return to the 
Six-Party Talks and to work towards implementation of the 19 
September 2005 Joint Statement. U.S. and Japanese efforts to 
gain an explicit reference to Chapter VII of the UN Charter 
were dropped in the face of a likely Chinese veto and French 
and UK efforts to find compromise language. Full text of 
Resolution 1695 at para 4. 


2. Following passage 

emphasized that the DPRK\'s missile programs pose a very 
serious concern to the peace and stability of Japan. He 
called the Council's had sent a unified 

unmistakable message to the North Koreans 

would comply fully with the resolution\'s provisions. 
Ambassador Bolton said that he hoped the resolution would 
\"demonstrate to North Korea that the best way to(end its 
international isolation\" by \"restoring its missile 

moratorium 

implementing the terms of the (19 September 2005) joint 
statement.\" He added that the resolution affirmed that the 
launches and \"the propensity of North Korea to proliferate 
(ballistic missile) technology\" represented \"a threat to 
international peace and security.\" Chinese PR Wang called 
for all parties to act \"with restraint\" in order to maintain 
peace and stability on the Korean Peninsula. Russian PR 
Churkin also called for restraint 

represented a compromise that sent an \"appropriate signal\" to 
the DPRK. The UK 


3. Following Council members\' statements 

Yon \"totally rejected\" the resolution and stormed out of the 
meeting after telling Council members that the DRPK would 
\"have no option but to take strong actions\" should any 
country apply pressure on North Korea to cease the \"routine 
military exercises 

part. The North Korean delegation further claimed that the 
missile launches were the legitimate right of a sovereign 
state and therefore not bound by any international law or 
multilateral agreement 

PR 

the Council\'s actions and called on the DPRK to return to the 
six-party talks and avoid further provocative actions. 
Replying to the DPRK statement 

it had taken the DPRK less than forty-five minutes to reject 
the Council\'s resolution. 


4. Begin text of Resolution 1695: 


The Security Council 
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Reaffirming its resolutions 825(1993) of 11 May 1993 and 1540 
(2004) of 28 April 2004 


Bearing in mind the importance of maintaining peace and 
stability on the Korean peninsula and in Northeast Asia at 
large 


Reaffirming that proliferation of nuclear 
biological weapons 
constitutes a threat to international peace and security 


Expressing grave concern at the Democratic People\'s Republic 
of Korea\'s (DPRK) launch of ballistic missiles 

potential of such systems to be used as a means to deliver 
nuclear 


Registering profound concern at the DPRKVs breaking of its 
pledge to maintain its moratorium on missile launching 


Expressing further concern that the DPRK endangered civil 
aviation and shipping through its failure to provide adequate 
advance notice 


Expressing its grave concern about DPRKYs indication of 
possible additional launches of ballistic missiles in the 
near future 


Expressing also its desire for a peaceful and diplomatic 
solution to the situation and welcoming efforts by Council 
members as well as other Member States to facilitate a 
peaceful and comprehensive solution through dialogue 


Recalling that the DPRK launched an object propelled by a 
missile without prior notification to the countries in the 


region 
on 31 August 1998 


Deploring the DPRK\'s announcement of withdrawal from the 
Treaty on Nonproliferation of Nuclear Weapons (the Treaty) 
and its stated pursuit of nuclear weapons in spite of its 
Treaty on Nonproliferation of Nuclear Weapons and 
International Atomic Energy Agency (IAEA) safeguards 
obligations 


Stressing the importance of the implementation of the Joint 
Statement issued on 19 September 2005 by China 
Republic of Korea 

States 


Column 3 


Affirming that such launches jeopardise peace 
security in the region and beyond 
the DPRK\'s claim that it has developed nuclear weapons 


Acting under its special responsibility for the maintenance 
of international peace and security 


1. Condemns the multiple launches by the DPRK of ballistic 
missiles on 5 July 2006 local time; 


2. Demands that the DPRK suspend all activities related to 
its ballistic missile programme 

re-establish its pre-existing commitments to a moratorium on 
missile launching; 


3. Requires all Member States 

national legal authorities and legislation and consistent 
with international law 

missile and missile-related items 

technology being transferred to DPRK\'s missile or WMD 
programmes; 


4. Requires all Member States 

national legal authorities and legislation and consistent 
with international law 

procurement of missiles or missile related-items 

goods and technology from the DPRK 

financial resources in relation to DPRK\'s missile or WMD 
programmes; 


5. Underlines 

restraint and refrain from any action that might aggravate 
tension 

non-proliferation concerns through political and diplomatic 
efforts; 


6. Strongly urges the DPRK to return immediately to the 
Six-Party Talks without precondition 

expeditious implementation of 19 September 2005 Joint 
Statement 

existing nuclear programmes 

to the Treaty on Nonproliferation of Nuclear Weapons and 
International Atomic Energy Agency safeguards; 


7. Supports the six-party talks 

resumption 

efforts on the full implementation of the 19 September 2005 
Joint Statement with a view to achieving the verifiable 
denuclearization of the Korean Peninsula in a peaceful manner 
and to maintaining peace and stability on the Korean 
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Peninsula and in Northeast Asia; 


8. Decides to remain seized of the matter. 


End Text. 
BOLTON 
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have canceled the talks long ago. The talks began in January 
2004 

serious about holding up their end of the deal.\" 


Pak Diplomats Want the Process to Continue 


4. (С) First Secretary (Political) Muhammed Jamali of the 
Pakistan High Commission 

the progress of the peace talks in a July 18 conversation 

with Poloff 

complained that India is simply \"going through the motions.\" 
Jamali argued that the GOI only makes empty gestures to show 
the rest of the world it is doing something productive to 
encourage peace with its neighbor. Jamali stated that that 
GOP position is that India sabotaged the talks by failing to 
make concessions on matters that Pakistan wanted to see real 
progress on 

Despite this 
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forward 

the hands of the terrorists.\" He also stated that 
back-channels remain open between the two governments 
was confident that talks would continue at that level. 


India Wants to Occupy the High Ground 


5. (C) MEA Director Sagar demonstrated that New Delhi was 
well-aware of the possible repercussions should it abandon 
the peace process 

the deal-breakers 

the interface between governments 

made at the level of the common people - that the wider 
policy of engagement between the Indian and Pakistani people 
was having benefits - that was why we kept going with the 
peace process.\" He stated that the GOI has no intentions of 
dismantling what has already been put in place 

content to put the talks on hold for awhile 

investigations document the extent of Pakistani involvement 
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in the Mumbai attack. Sagar was clear that as far as the GOI 
is concerned 


Time For A New Government In Islamabad 


6. (C) Sagar expressed the Indian opinion that despite his 
earlier assertions that he wanted to cooperate with India 
against terrorism 

along engaged in a dangerous and Machiavellian game of 
double-dealing. He stated that Musharraf has been 
disingenuously pretending to be engaged in peace talks with 
India while simultaneously encouraging Pakistan-based groups 
to harry and terrorize Indian civilians on Indian soil. 

Sagar disdainfully called this Musharraf\'s \"lukewarm 
commitment\" to peace talks 

publicly engaging in peace talks while surreptitiously aiding 
terrorist groups to carry out terrorist activities against 

your interlocutor. 


7. (C) Sagar noted that the GOI has now determined that 
Pakistan\'s military government is the problem 

long as the military rules 

terrorism. He pointed out that the military and ISI benefit 
from terrorism and have no genuine interest in curtailing it. 


Kasuri\'s Comments \"Show Pakistan\'s True Colors\" 


8. (C) Sagar also pointed to the July 11 comments of 

Pakistan Foreign Minister Kasuri regarding the Mumbai attacks 
as further evidence of Islamabad\'s duplicity 

\"These showed Pakistan 

accidental phrasing 

feelings on this subject 

on India will push the dialogue in a direction more favorable 

to Pakistan.) 


9. (C) When asked what the GOI expects or wants of Pakistan 
Director Sagar was for the first time unsure. He replied 
\"Possibly 

or else we will cancel the peace talks.\" He argued that 

with Indian patience at an end 

table until Pakistan makes serious conciliatory moves. \"At 

the CBM talks 

list of 20 known terrorists 

still 
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unmolested 


Analysis: Neither Side Rushing To Arms 


10. (С) Sagar\'s remarks indicate that the GOI does not want 
to act too quickly 

credible case against Pakistan that will enlist international 
support. He revealed that while India has strong suspicions 
of Pakistan 

specific accusations that Islamabad will not be able to 
dismiss. This will take time 

through the evidence and interrogate suspects. According to 
Sagar 

attempt to wait out the storm. However 

that if India does its homework and presents a strong 
well-documented case against Pakistan 

escape international censure and will have to re-examine its 
support for terrorism. Sagar also implied that India wants 

to work with Pakistan to devise mechanisms to document and 
verify the dismantling of Pakistan\'s terrorism 

infrastructure. He voiced no objections to NATO (read US) 
military observers 

deep penetration of terrorist groups into Pakistan during 
earthquake relief observations. Sagar would not get drawn 
into hypothetical discussions regarding an Indian response to 
another terrorist attack 

the total breakdown of the peace process. 

PYATT 
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Holocaust in Romania and the Romanian Jewish Federation. The 
Ambassador participated along with Foreign Minister Mihai 
Razvan Ungureanu 

figures. Speakers highlighted the important progress the 
Romanian government has made in recent years in instituting 
programs to teach the true history of the Holocaust 

expressed concern about persistent anti-Semitism and extreme 
nationalism in some corners of Romanian society. On the 
margins of the commemoration 

prefect and mayor 

equipment by USAID. End Summary. 


2. The Ambassador attended commemorative events for the 65th 
anniversary of the lasi Pogrom 

pogroms in Jewish history. Perpetrated by Romanian security 
forces under the leadership of wartime dictator lon 

Antonescu 
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13 

The three-day observance of the 1941 lasi Pogrom was the 
largest remembrance of the event to date and was financially 
supported almost entirely by the Romanian government. 


3. At the opening ceremony at lon Cuza University in lasi 
Ungureanu noted the progress Romania has made recently in 
recognizing the true history of this tragic period. At the 

same time 

throughout Europe. He said it was necessary to take the 
initiative at high levels of government to eradicate this 
unacceptable phenomenon. In her remarks 

Rodica Gordon saluted Romanians\' desire to create a society 
that is well-informed and open to democracy. However 

warned against resurgent anti-Semitism and xenophobia. She 
took note of the prevalence of racist slogans spouted by fans 

in Romanian soccer stadiums and the use of fascist symbols by 
extreme nationalist groups 

early June. The Ambassador similarly commended Romania for 
making progress in recognizing the true history of the 
Holocaust in the country 

extreme nationalist and anti-Semitic views espoused by some 
politicians. (Note: The entire text of the Ambassador\'s 
remarks can be seen on the Embassy website at 
www.usembassy.ro. End Note.) 


4. Additional events at the lasi observance included a 

wreath laying at a monument to victims of the pogrom 

solemn march past the mass grave where victims of the pogrom 
were buried. After the opening ceremony 

gave awards to the winners of an essay competition for high 
school students 

Wiesel Institute. The top 3 winners were given cash awards 
and a copy of Elie Wiesels &Night 

translated and published into Romanian with USG funding. 


Prefect Discusses Investment 

5. While In lasi 

Radu Priscaru 

optimistic about prospects for the local economy 

expected would benefit from an influx of EU investment and 
funding after EU accession. Priscaru also highlighted his 
efforts to address the pervasive poverty of ethnic Roma in or 
near lasi. He cited a program to encourage Roma children to 
remain in school and the recent appointment by his office of 
a Roma coordinator for the county. He noted continued 
problems in the registration of Roma for birth certificates 
and inclusion in the census because of their historic fear of 
local officials and police. \"The Roma don 
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government to know who they are or where they are 
asserted. 


6. Priscaru welcomed the fact that the emphasis of the new 
law on prefectures was decentralization. Although the law 
was an improvement 

Ministry of Interior officials who opposed devolving power 
and budgetary authority to local entities. Still 

felt the situation was improving and Minister of the Interior 
Blaga was a supporter of greater authority and control being 
given to the local authorities. Priscaru advocated more 
training and exposure to local government institutions in 
Europe and the U.S. 


Mayor Aims to Create New Jobs 
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7. Opposition Social Democratic Party mayor Gheorghe Nichita 
told the Ambassador that he sought to create new jobs through 
direct investment from within Romania and from abroad. He 
expressed disappointment that one international firm had 
decided against opening a new assembly sector factory in 

lasi 

testing facility in lasi after the city had provided space. 

The Ambassador mentioned that lasi needed to expand its 
airport if it hoped to attract increased business investment. 
The mayor informed the ambassador that a feasibility study 
was planned for a 200 million Euro airport improvement 
project. The Ambassador also noted that the poor highway 
infrastructure to lasi also inhibited growth. Mayor Nichita 
replied that this was a problem in all of Romania 

expressed his hope the situation would improve after EU 
accession. 


8. The Ambassador also met with medical staff and students 
at the Infectious Disease Hospital 

(built in 1892). At an event organized by USAID 

the donation of a real-time PCR 

other equipment to quickly and accurately detect the H5N1 
virus in humans. Іп addition 

donation of 4000 sets of personal protective equipment to 
Romania to respond to avian influenza. 

TAUBMAN 
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Emirates and produced a chapter. After experiencing an afternoon of 
American football 

bridge cultural divides. They produced a five-page essay 

English 

horses 

were bound in A4 booklet format. During the graduation ceremony 
each student was presented with a copy along with the photo 
journalism booklet \"America 24/7\" which was a gift from the Embassy. 
A competition was held for the best cover design and the winner was 
awarded a scholarship to attend a 4-week 

at ELS in Abu Dhabi or Dubai. Three summer scholarship awards were 
given to students from each class. A certificate of completion was 
awarded at the end of the course at the graduation ceremony. 


English language skills gained 


6. ELS Language Centers evaluated the participating students at both 
the beginning and end of the program 

their English ability along a scale from 100 (lowest skill rating) 

to 109 (highest skill rating). Initially 73.5% of the 252 students 

who successfully completed the program were placed in beginner and 
elementary level (100-103) classes 

intermediate (104-106) classes and 5% in advanced (107-109) classes. 
By the end of the program 

remained in elementary classes 

classes and 16% were in advanced classes. Only 9% of the students 
were not able to advance a level 

levels and a full 25% advanced more than two levels. Charts 
visualizing this progress are available on the intranet at 
http://abudhabi.state.gov/PAO_Page.htm. 


Comments from Students 


7. Shaika Al Badi 

Ras Al-Khaimah 

engineering. The class gave her the opportunity to learn about 
American government 

many aspects of American life: VI didn\'t know that American students 
can choose their own courses 

election.\" The American Revolution and the Boston Tea Party 
especially impressed her: it was an early example of a fledgling 

state reacting against a colonial power. 


8. Khalid from Bani Yas said 

different cultures in the U.S. and their day-to-day life.\" But 

readings in American history pointed out a surprising parallel 

between the first statesmen of the U.S. and the UAE. Khalid would 
also like to learn more about American history 

Washington: \"He must have been a lot like Sheikh Zayed [the founder 
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of the UAE and its ruler for over 30 years]. He must have known 
what had to be done to pull a country together.\" 


Summer in the US 


9. The top two students from the English Access Microscholarship 
Program in the UAE will join the English Access Microscholarship 
Program Workshop for a three-week educational tour of the United 
States 

their understanding of American culture and continue to practice 
their English 

Washington 

specially chosen to expose the students to the geographic and 
cultural diversity of the U.S. Their mornings will be largely 
devoted to English classes 

organized city tours to places of historic and cultural interest. 


School Year 2006-7 


10. For Academic year 2006-2007 

be the provider for the Access Microscholarship in the UAE. The 
program will award 300 scholarships to students from remote cities 
and rural areas who will participate for the first time. Post will 

target eleven graders (boys and girls) in Um Al-Qwain 

the Western Desert Region of the Emirate of Abu Dhabi. Each student 
will receive 200 hours of instruction per year 

Ramadan and ending in May 2007. 


11. Post welcomes the opportunity to participate in the ACCESS 
program and values the chance to engage with young Emirati students 
from areas with limited exposure to the US beyond nightly news and 
Hollywood. 
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gain international acceptance. As late as the Friday evening 
before the Sunday signing of the coalition agreement 

had been in Dzurinda\'s office to discuss the 3-plus-1 

coalition. After eight years out of office 

obviously desperate to return. When the Ambassador asked if 
Meciar was a trustworthy coalition partner 

responded 

rehabilitate him has he broken his word.\" 


3. (C) The problem during coalition talks had not been with 
Meciar 

The party\'s Deputy Chairman Vladimir Palko -- who just wanted 
to become the new Chairman -- and board member Frantisek 
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Miklosko -- who hated Meciar so much that he refused to deal 
with him -- would not even agree to meet with Dzurinda 
following the election. KDH Deputy Chairman and former 
Justice Minister Daniel Lipsic had been one of the few 
\"no-Meciar-no-matter-what\" members of KDH to at least explore 
coalition possibilities with the former PM. Dzurinda 

predicted that Hrusovsky\'s wing would win this Saturday\'s 
extraordinary party congress 9 to 1 because of KDH regional 
structures\' disdain for Palko\'s wing 

loss of patronage jobs (septel). 


4. (C) Relations between Dzurinda and Party of the 
Hungarian Coalition (SMK) Chairman Bela Bugar remain 
positive. SDKU does not hold any grudges against SMK for its 
serious flirtation with Fico during coalition talks 

Dzurinda understands that the Hungarians would have done 
anything to keep the Slovak National Party (SNS) out of the 
government. 


DZURINDA AND \"THE SOLID 65\" PLAN TO MAKE LIFE HELL FOR FICO 
5. (C) Dzurinda noted new PM Fico\'s rough start: losing 
nearly 25 percent of foreign currency reserves 

laughing stock of the European socialists 

over conflict from Meciar\'s agriculture minister 

receiving nationalist criticism for FM Kubis\'s first trip 

abroad to Hungary. That being said 

low the first 100 days of the new government. Once KDH 
Chairman Hrusovsky is V'solidly in charge!" of his party -- 
Dzurinda expects this will happen by October or November -- 
the former PM will make a point of showing the strength of 
the opposition in Parliament 

65\" (the combined number of seats of SDKU 


6. (С) Dzurinda is well aware of Meciar\'s hunger for power 
and international acceptance 

Chairman \"is not stupid.\" Fico would falter when Meciar saw 
a consolidated right 

strange event driving a wedgeV between him and the PM (as 
Dzurinda noted 

fourteen deputies -- led by Tibor Mikus 

to some extent Milan Urbani -- are not pleased with the 
current situation 

these emotions: \"Don\'t you know ІМІ have coffee with these 
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folks every day in the Parliament 


paranoid Fico crazy." (NOTE: Fico admitted as much to the 
Ambassador when he labeled his new partner Meciar 
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\"dangerous.\" Ref F. END NOTE.) 


7. (С) On Iraq 

to prevent Fico\'s intention to withdraw Slovak troops. He 

also suggested an early meeting with KDH Chairman Hrusovsky 
to press the Iraqi point in case of a parliamentary vote. 

(NOTE: KDH has traditionally been less supportive than HZDS 
on the Iraq deployment. END NOTE.) 


DZURINDA STILL HOPEFUL THAT HZDS WILL DEFECT FROM SMER 
8. (C) Dzurinda holds onto the hope that HZDS will leave 
the current governing coalition 

mandate along to SDKU. In such a case 

mend a few rifts 

worst artillery shell lobbed at КОН had been Meciar\'s 
appointment of Justice Minister Stefan Harabin 

punish KDH for its foot-dragging during coalition talks 
(NOTE: In a meeting last week with the Ambassador 

also attributed the selection of Harabin to politics between 
HZDS and КОН. Ref F. END NOTE.) Nevertheless 
confident that Harabin could be replaced in the case of a 
3-plus-1 coalition. 


9. (C) SDKU continues to lobby for HZDSVs inclusion in the 
European People\'s Party (EPP). Dzurinda affirmed that the 
EPP\'s leadership had already approved HZDS\'s credentials 
which were now \"sitting in a drawer waiting to be opened\" at 
SDKU\'s request. Dzurinda urged the Ambassador to continue 
nurturing the transatlantic shift in HZDS 

would strike an independent path in Parliament and the 
Embassy should encourage him to do so. He suggested 
strengthening the Embassy\'s already-strong ties with HZDS 
Deputy Chairmen Milan Urbani and Viliam Veteska. However 
the former PM advised against meeting with Meciar until HZDS 
had shown sufficient dedication to a transatlantic pathway. 
Dzurinda also noted that there was no redeeming reason to 
meet with SNS leader Jan Slota. 


CORRUPTION LIKELY TO PLAGUE NEW GOWT 

10. (C) PM Fico is completely in the hands of shady 
businessmen Juraj Siroky 

Dzurinda confided to the Ambassador that Siroky had put large 
amounts of money into Smer\'s election campaign late in the 
game. Former NHL star and SDKU MEP Peter Stastny will 
continue to fight Siroky 

Institute of National Memory information bringing to light 
Siroky\'s activities as a member of the STB. New Economy 
Minister Jahnatek is \"completely Siroky\'s талл” (NOTE: The 
American businessman who co-owns the Slovan hockey team with 
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Siroky had told the Ambassador that Siroky was the most 
powerful man in Slovakia 

get together in the exclusive gentlemen\'s room at the Slovan 
arena. END NOTE.) 


11. (C) Dzurinda expected Slovakia\'s foreign policy and 
economy to continue on their own inertia 

up mostly on corruption. Slota and SNS were the most corrupt 
in the current government 

all the ministers will have their hand out for something.\" 
Dzurinda also warned the Ambassador of new Foreign Minister 
Jan Kubis 

Dzurinda\'s first administration and was \"very ambitious for 
himself.\" The press would be hungry to find corruption in 

the new government 

would find it soon. 


SDKU REGROUPS IN THE MEANTIME 

12. (C) A temporary break from the government may be 
positive for SDKU 

opposition while Fico is in the hot seat. Dzurinda is 
confident that his party can win as much as 25 percent in the 
next elections 

Former Finance Minister апа SDKU Deputy Chairman Ivan Miklos 
will continue to help build stronger party structures 
throughout the country. Dzurinda intends to travel to 

France 

opposition leaders there. It remains important for Slovakia 
not to push Russia away 

still have many freedoms in the opposition. On Transpetrol 
Dzurinda still believes a buyback is the best option for 
Slovakia. 


COMMENT 
13. (C) COMMENT: Tanned and relaxed 
begun biking for the first time since breaking his leg this 
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spring -- was visibly moved when the Ambassador presented him 
photos of his (DzurindaVs) visit to the Oval Office earlier 

this year. Dzurinda was reflective of his two terms as PM 

and of his positive relations with President Bush 

commenting 

Slovaks were only a small part of the bigger picture.\" He 

told the Ambassador that Chancellor Merkel\'s Chief of Staff 

had called the former PM\'s Chief of Staff Milan Jezovica to 

note that President Bush had praised Dzurinda to Merkel on 
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the recent trip to Germany. On the new government 

noted that sometimes it is necessary to take one step back in 
order to take two steps forward. When the Ambassador asked 
if he planned to write a memoir about his eight years as PM 
Dzurinda responded 

weeks during the negotiations of the government and it will 
become very interesting reading.\" 

VALLEE 
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WATER IMPORTATION PROJECT 


REF: A. KUWAIT 2443 


B. 05 KUWAIT 1884 
C. 05 KUWAIT 247 
D. 03 KUWAIT 5719 


Classified By: Political Chief Natalie E. Brown for reasons 1.4 (b) and 
(d) 


1. (SBU) According to a July 10 article in Al-Qabas (local 
Arabic daily) 

a project to import fresh water from an Iranian river. 

Citing \"informed sources 

stalled due to logistical difficulties and regional 
circumstances 

\"Iran\'s nuclear program. The Cabinet will focus instead on 
expanding Kuwait\'s domestic desalination capacity 

article concluded. In early 2005 

previous agreement to provide water to Kuwait (ref C). 


2. (C/NF) Ghanim Al-Otaibi 

National Security Bureau 

been \"postponed\" until further notice. He explained that the 
primary reason for the postponement was Kuwaiti \"skepticism\" 
about Iran\'s sincerity in concluding the deal. Kuwaiti 

officials believed the Iranians were intentionally stalling 

\"so they decided to postpone the negotiations 


3. (C/NF) Comment: Kuwait\'s postponement of negotiations 
with Iran over fresh water importation is likely more а 

result of domestic factors than it is regional circumstances. 
A new desalination plant 

is expected to largely alleviate Kuwait\'s short-term water 
needs (ref A) and decrease its need for imported water. The 
intransigence of Iranian negotiators likely only provided 
further motivation for Kuwait to pursue efforts to increase 

its own domestic production. End comment. 
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For more reporting from Embassy Kuwait 
http://www.state.sgov.gov/p/nea/kuwait/?cable s 


Visit Kuwait\'s Classified Website: 
http://www.state.sgov.gov/p/nea/kuwait/ 
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1. (U) SUMMARY: At the July 2006 EU Environmental 
Informal Ministerial 

to begin a dialogue with the US on climate change 
energy 

the recent US-EU Summit in Vienna. Finnish contacts 
understand and accept the importance the US places on 
discussing environmental policy in the context of energy 
and other key issues 

they intend to launch a dialogue process with the US 
that leads to forward movement on climate change. 
Future \"eco-taxation\" may play a role in EU 
environmental policy and overall EU financing. End 
Summary. 


2. (U) The EU held informal ministerial meetings on the 
Environment in Turku 

theme was \"Going global on eco-efficiency\" in developing 
a new generation of environmental policy. GOF 
Environmental Minister Jan-Erik Enestam hosted the event 
that attracted 24 EU Environmental Ministers and EU 
Commissioner for the Environment Stavros Dimas. 


3. (SBU) The GOF is eager to begin a dialogue on climate 
change 

agreed to during the recent US-EU Summit in Vienna. The 
GOF plans to host the first in what it hopes will be a 
series of trans-Atlantic climate change sessions that 

both sides can build upon during subsequent EU 
Presidencies. Tentatively the GOF will involve the 
Ministry of Environment 

(Energy) 

GOF sources 

International Affairs unit in the GOF Environment 

Ministry 

accept the importance the US places on discussing 
environmental policy in the context of energy and other 
key issues and that all three topics would be discussed 
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holistically; however 
change with the US will be a priority. 


4. (U) Several other Ministers also re-emphasized the 
connection between environmental policy and energy. 
Dick Roche 

one step further in linking energy 

transportation 

discussions during its EU Presidency would also focus on 
the connection between environment 

energy. There was a united call for new sources of 
energy along with increased efficiency in power 
generation. 


a shift toward viewing entire ecosystems rather than 

just climate change issues. They cited increased 
resource consumption as a major contributor to climate 
change 

member states are having on the overall global 
environment. EU Environmental ministers held that 
globalization has increased well being for many 

including most Europeans 

price in terms of the overall environment and 
development in poorer nations. The EU continues to 
believe it is possible to increase overall human 

welfare 

reducing consumption. Enestam and Dimas called for an 
international framework and common rules for all 
countries. Enestam added that \"like-minded\" European 
countries could move forward with even more aggressive 
environmental initiatives rather than waiting for 

overall EU or global consensus. 


6. (U) Looking forward 

comprehensive environmental framework that will carry on 
beyond 2012 

emissions trading system. Demonstrating the importance 
they place not only on dialogue with the US but also on 
the relevance of some US models 

California and seven New England states as examples of 
domestic willingness in the US to move in this 

direction. EU Environmental Ministers readily 

recognized the EU must hit its internal environmental 
goals before it can be seen as a leader to other 

countries like the US and Russia. The EU would also 

like to see agreements between countries on technology 
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standards 

emissions. They also called for a continuation of 
emissions trading commitments 

aviation industry being added to the equation. Enestam 
put forward a general proposal on \"environmental 
taxation\" that would shift some of the tax burden from 
labor to consumers of resources 

Commission to produce a \"green paper on the use of 
market-based and financial instruments in environmental 
policies\". 


7. (U) The GOF has clearly made the launching of a 
meaningful dialogue on climate change with the US a 
major priority of its EU Presidency. During the EU 
informal 

of energy; however 

EU appear to understand clearly that getting the US to 
the table to discuss climate will require that those 
discussions focus on a much broader range of topics -- 
in particular energy security. We will continue to make 
sure that message is heard as the Finns move forward on 
this. 


WARE 
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the traditional doctor to be treated for what he 

diagnosed as malaria. Numbi 

the herbalist to be quickly cured of his HIV/AIDs 

he had suffered for six years. Buki was impatient with the 
antiretrovirals he had been taking 

be \"healed\" so he could get married in December. 


2. (C) Comment: The autopsy results have been widely accepted 
in the DRC 

doctors and his preference for traditional healers was well 
known. Only an isolated few -- mostly extremists -- members 

of the RCD continue to insist that Buki was poisoned. 


MEECE 


NNNN 
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the \"barbaric and unprovoked attack by Israel on the 
peace-loving people of Lebanon.\" The author characterized 
the \"the continued destruction of infrastructure and other 
civilian assets in Lebanon\" as \"the gravest violation visited 
on a people since World War 11" The statement concluded 
with an appeal for intervention by the UN Security Council 
and all peace-loving nations\" to halt the bloodshed. 


COMMENT 


2. (C) The statement was noteworthy for its total and 
predictable bias against Israel 

mention of the U.S. The GOTG itself continues to maintain 
silence over this latest Middle East crisis. The statement 
notwithstanding 

Israeli actions in Lebanon are not/not likely to generate 
protest activities or other threats to U.S. interests in The 
Gambia. At the same time 

situation and Embassy\'s security posture closely and will 
remain in touch with Gambian authorities. END COMMENT. 
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while also calling on the other side to \"release the 
kidnapped soldiers immediately.\" FM Gul echoed the official 
statement and invited everyone to work rapidly for a 
cease-fire. Anatolian News Agency quotes Gul on July 14 
\"There could be a great deal of instability in the region. 

The first thing that needs to be done is to stop the firing 

and then to calmly look for a way out of this.\" 


3. (U) Semi-official Anatolian News Agency reported that PM 
Erdogan told journalists on July 14 that Lebanon being 
punished for the actions of Hizballah is neither 
comprehensible nor humane. V'This is something that is not 
acceptable within the dimensions of diplomacy. These are 
steps that virtually destroy the Middle East peace process. 

A cease-fire needs to be reached immediately 

must think about how to achieve peace through diplomatic 
means. Israel needs to reconsider its position. V 


4. (U) On July 16 
Security Council to intervene and launch initiatives for a 
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cease-fire in a speech in the eastern city of Artvin. As 
reported on NTV television news channel 

can justify dropping bombs on civilians and mercilessly 
making a mess of cities. He added that those who reject 
global peace will sooner or later pay the price by facing 
global terrorism. Anatolian News Agency later quoted Erdogan 
as saying Turkey participated in the Broader Middle East and 
North Africa Initiative to bring peace to the region and 
\"improve democracy 

welfare. But 

region. So 


5. (C) Following the death of 16Turkish soldiers in the last 
several days at the hands of the PKK in southeastern Turkey 
the GOT signaled Turkey would adopt much tougher measures 
against the PKK. FM Gul led an extraordinary meeting of the 
government\'s Anti-terror High Council 

Ministers convened on July 17. 


6. (U) Most newspapers on July 18 headline with accusations 
against the U.S. for what they call a \"double standard\" 
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regarding U.S. opposition to Turkish military operations to 
fight the PKK in northern Iraq and U.S. support for Israel\'s 
right to defend itself. MFA U/S Tuygan 

Ambassador on July 17 

Milliyet newspaper. \"Turkish people perceive as a double 
standard the fact that Israel is shown tolerance while 

Turkish action in northern Iraq is restrained. This fuels 
anti-American sentiments. The latest strategic vision 
document adopted by the U.S. and Turkey has fueled Turkish 
expectations for action.\" Columnists on July 18 also raise 
questions on the shared vision document\'s points regarding 
the PKK 

Friendship is This?\" Mainstream Hurriyet newspaper on July 
18 quoted an anonymous government minister 

asked both the Iraqi government and the U.S. to meet our 
demands. Otherwise we will act on our own. If you have any 
objections 

Asked whether he was referring to Israel 

replied 


Visit Ankara\'s Classified Web Site at 
http://www .state.sgov.gov/p/eur/ankara/ 
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demonstration near the CNN and MBC buildings. Lebanese Muslims 
and Christians 

against Israeli military action. Many of the demonstrators were 
reported to have participated in a peaceful vigil held outside 

of the Lebanese Consulate on Saturday July 15. 


3.(C) In contrast to press reporting 

the Dubai Police\'s Protection Security Department told RSO that 
only 20 - 30 people held an impromptu gathering in DMC July 17. 
Khalefah called it gathering 

protest. Newspaper photographs showed a small group of people 
consistent with the Dubai Police\'s estimate. Khalafah said that 
the police did not give permission for the assembly. He added 
that no group had submitted an application to hold a 
demonstration. 


4.(S) RSO Dubai does not consider the threat potential of these 
two \"gatherings\" to be of concern nor a reason to escalate the 
increased security posture at Post. RSO Office inquired with 
Dubai Police this morning at 0800 local time after reading the 
front page of the above-mentioned article. RSO Office reiterated 
to police that those incidents deemed to be \"gatherings\" should 
also be reported to ConGen. Dubai Police responded very quickly 
to our request for information and are keen on perception 
management. 


5.(S) USG-funded Radio Sawa resides in a low-profile building 
within Media City approximately one kilometer drive from the 
location of this incident. Radio Sawa did not report any 
problems with personnel being harassed or property damage 
regarding the July 17 

stated that they did not even know the \"gathering\" occurred 
until reading today\'s paper. 


6.(C) A/RSO will continue to monitor and make another request if 
an increase in patrols is not noted (reftel). A/RSO will also 
monitor any changes in the security environment and 
demonstrations within the Northern Emirates or Dubai. 


7.(C) In a July 18 meeting 

Acting Consul General that she does not see the potential for 
violent 

issue. The UAE government would not allow it 

Furthermore 

the US as a friend. 


BURNS 
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political vision for the long term\" and that Russia will 

fight in this case.\" He said that hi good relationship with 

Putin had forestalled Rusian pressure on Azerbaijan for the 
moment 

telling the Russians for now that only Turkey and Georga are 
Azerbaijan\'s prospective gas markets. TheRussian have 
realized they have an important too in others\' dependence on 
them for gas supplies 

USG support for BTC had been \"decisive 

suport would be necessary on gas. Aliyev said he welcmed 
the USG\'s offer to provide new ideas on how e can strengthen 
and expand our dialogue on econmic policy 

and reform 

economic tes in areas other than energy. END SUMMARY 


3. () Deputy Secretary of Energy Clay Sell met on July 12 in 
Istanbul with President of Azerbaijan Ilhan Aliyev. Sell was 
accompanied by Ambassador Ross Wilson 

Ambassador Steve Mann 

Sullivan 

representatives. 


AZERBAIJANI GAS FOR EUROPEAN MARKETS 


4. (C) DepSec Sell congratulated Aliyev on realizing the 
Baku-Tbilisi-Ceyhan pipeline. Aliyev 

\"best greetings\" to President Bush with thanks for an 
excellent meeting last April 

in BTC had been \"decisive.\" Without USG support and 
engagement 

He looked forward to continuing this cooperation and \"strong 
partnership\" on the next stage -- a \"new 

BTC 

With the recent conclusion of the Inter-Governmental 
Agreement (IGA) with Kazakhstan 

project. 


5.(C) Aliyev said he initially had not thought of Europe as a 
market for Azerbaijan 

becoming more important. Demand is growing and Azerbaijan 
needs to \"review\" its approach on gas. The first phase of 
the Shah Deniz project has a market in Azerbaijan and 
Georgia. Russia is not likely to cut off gas supplies 

because that step would also cut off supplies to Armenia and 
the second existing pipeline is used mainly for electricity 

he noted. 


6. (C) Nonetheless 
Russia now is \"very serious 
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profile and a new distribution profile.\" SOCAR has begun a 
program to increase gas production by 1million cubic meters 
by 2007 and 1 million more in 2008. Azerbaijan has plans for 
SOCAR to work in currently abandoned fields 

as well 

percent. Working with partners to increase gas production 
and to get Kazakhstan involved 

priority.\" Aliyev said. It will create \"a new situation in 

the region.\" However 

it won 

maybe Turkmenistan and southern Europe should have a 
\"coordinated program\" involving all the players. The approach 
taken on BTC is a model. 


7. (C)Turkey will not be ready until mid-2007 to receive 
Azerbaijan 

discussing changing the proposed distribution from 2.9 bcm to 
Turkey 

distribution 

it to Georgia and Azerbaijan instead. \"If they can receive 

it 

are now high 

be up to $200 in 2007. How can Azerbaijan explain to its 
people that it is selling its own gas to Turkey for $120 

buying from Russia at $200 

Aliyev said he had sent a delegation to Turkey to discuss the 
situation 

Turkish PM Erdogan would also meet to \"clarify who gets 
what.\" 


8. (C) Aliyev later told DAS Bryza that the three had met and 
that he 

Saakashvili agreed earlier in the day that Turkey would 
forego its right to purchase an additional 20% of its 
contracted volume from Azerbaijan at the relatively low cost 
of $120 per thousand cubic meters. That gas could then be 
sold both to Georgia and back to Azerbaijan. Aliyev said 
this agreement would be contingent on Georgia agreeing to 
support the Kars-Tbilisi-Baku railroad 

Armenia. (Comment: This would be a significant breakthrough 
on gas supply for Georgia 

ayear. End Comment). Aliyev recognized that the U.S. 
Congress voted to block USG financing for a railroad 
bypassing Armenia 

actively oppose\" the Kars-Tbilisi-Baku railroad. 


9. (C) Aliyev stated that there is a serious possibility 
Russia will cut Azerbaijan off on the grounds that \"if you 
are selling into our market 

There is \"no clear picture\" yet with Greece 

Russia 
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of the summer.\" 


10.(C) DepSec Sell urged Aliyev to \"hold tight.\" He told 
Aliyev the U.S. will help in anyway possible 

with Azerbaijan in support of the very important long term 
decisions to be made and in holding fast against Russian 
pressure. Pleased 

Azerbaijan goals and strategies coincide 

are \"strategic partners\" at an important new juncture for 
determining future energy supplies. \"We must coordinate and 
cooperate in our approaches 


11.(C) Russia has now realized that it has a very strong 
instrument to use and this is very serious 

Efforts to develop and sell Azerbaijani gas to Europe is \"not 
just a local project...we may face very strong pressure from 
Russia.\" Aliyev said he has a strong relationship with 
President Putin and that Azerbaijan is \"working with and 
talking to\" the Russians 

some.\" But Russia will remain a very important supplier of 
gas for years to come. The Baltics are 100 percent 
dependent on Russia. Europe has no single policy on energy 
and EU countries \"act separately\" vis a vis Russia 

pointing to former President Schroeder 

Gazprom. 


12. (C)Fundamentally 

strategy and political vision for the long term 

stated. He therefore tells the Russians 

that Azerbaijan\'s markets are Turkey and Georgia. \"We 
shouldn\'t wake them (the Russians) up too early -- every year 
we gain is important 

for Georgia 

9bcm and by 2010 12.5bcm. 


13. (C) Aliyev stressed the need to create facts on the 
ground 

Gazprom. The key fact on the ground would be to gain access 
for Azerbaijan 

to the European market it is V'very important that Turkey (in 
2007) not take the gas designated for it so we can cover 
Azerbaijan and Georgia 

to Europe." While Greece is the key entry point for 
Azerbaijan 

the symbolic importance to markets of gaining a share of the 
Greek market is crucial. Azerbaijani Finmin Sharifov had 
very good discussions with the Greeks. V'We must always 
consult and coordinate 

of a single EU policy means the EU is not the right 
organization to coordinate additional supply sources 

view. Putin has threatened that Russia has a market in 


Column 3 

China to which it can divert its gas. He can use that 
leverage with the EU 

the U.S. for convincing him to send Sharifov to Athens. 


14. (C) Time is very important 

Aliyev continued. Shah Deniz was BP\'s \"last priority.\" 
Aliyev said he had asked the EU for an energy dialogue in 
2004 

\"For us 

important years 

Kazakhstan 

will join in the project only after Azerbaijani gas is in 
Greece 

Kazakhstan signed the IGA just shortly after the first oil 
was loaded in Ceyhan. Supplying Europe means a lot for 
Kazakhstan 

desire to chair the OSCE. 


15. (C) The whole regional picture will change with respect 
to regional development 

stability once the gas project is realized 

But without the USGVs strong support 

implement. \"Russia will fight in this case 


NEXT STEPS ON BTC 


16. (C) With respect to next steps on BTC 

Azerbaijan is working with investors with respect to the host 
government agreements to follow the IGA with Kazakhstan. 
They will negotiate and then develop the infrastructure 
including from Kashagan. A tanker fleet of five vessels of 
60 

The connection to the BTC in Azerbaijan 

port connection 

m tons can be carried. Investors are very interested; 
Chevron in particular is very active now. Only a subsea 
pipeline will do the job; this is technically possible but 

will draw political complaints from neighbors 

Iran and Russia. It will be easier to move ahead if a deal 
with Kazakhstan is in place first 


NEW ECONOMIC DIALOGUE 


17. (C) As a way to strengthen the broader U.S.- Azerbaijan 
partnership 

of elevating and broadening our economic policy dialogue. 

This could include liberalization 

investment issues 

the challenges of managing oil revenues and broad-based 
development. He suggested the USG would provide ideas soon 
on how to structure a new dialogue. Aliyev readily agreed 
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noting that we have \"big potential to strengthen our economic 
ties 

aside later that day with FinMin Sharifov 

Ambassador Derse on July 11 that he is prepared to work with 
the USG to move towards \"burden sharing\" on assistance as 
Kazakhstan has done (septel) 

noted Aliyev\'s interest. Sharifov too welcomed the proposal 
and thanked A/S Sullivan for his willingness to lead the 
dialogue. 


18. (U) Deputy Secretary Sell\'s party was unable to clear 
this message prior to departure. 
JONES 
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are \"taking it step by step\" but emphasized the GOT has no 
problem supporting the P5 1 agreement. 


2. (C) Mulamula was surprised by the goal of adopting a 
resolution by the end of the week of July 17 and is anxious 
to see a draft resolution. Poloff agreed to share a draft 
text as soon as one was available for dissemination. 


3. (C) COMMENT: Ambassador Mulamula seemed visibly 
relieved that the USG is not currently pushing for Chapter 

VII sanctions. This interim step of a resolution without a 
Chapter VII provision 

the DPRK resolution last week 

USG position here and will bolster the argument for sanctions 
should they be involved in future discussions. 

RETZER 
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The university now has 11 colleges 

addition of a faculty to focus on computer science and a 
separation of the medical school from the college of life 
sciences. There are separate men\'s and women\'s campuses 
located just outside of Mecca. In the College of Education 
which Al-Kazmi heads 

psychology 

education 

(instructing how to teach in accordance with Islamic 

tradition 

the separate College of Islamic Studies). Graduate degrees 
are offered in all but physical education and interior 

design. Al-Kazmi estimated that the students he oversees are 
approximately 60 percent male and 40 percent female and that 
only a very small percentage are foreign students from 
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outside the Kingdom. 


4. (C) Al-Kazmi offered a progressive view of how UAQU can 
raise its quality and international profile. After candidly 
saying that \"The problem with our universities is that they 
аге Islamic-oriented 

university level are vital. Recognizing that conservative 
religious views have traditionally dominated the UAQU 
setting 

recognize and to respond to the changing educational and 
vocational needs of young Saudis. He praised the reforms 
being led by King Abdullah and said that he thinks they are 
slowly taking root among the populace and even within the 
university. He cautioned 

conservative university officials do not share the desire to 
see change unfold. Al-Kazmi said that traditional 
conservative figures hold significant power within the 

school. For example 

showed support for reform-oriented ideas (note: no date 
given) 

board forced his ouster. Al-Kazmi then even admitted that 
his own colleagues in the Colleges of Sharia and of Islamic 
Studies 

with his efforts to reform the school. He attributed the 
difference in views to where the professors and 
administrators had been trained 

approximately 80 percent of the faculty had studied in the US 
or United Kingdom. He also said that the entire university 

is very focused on gaining US accreditation 

includes changes to the curriculum that are already underway. 
He hopes that accreditation will happen in the next 2-3 
years. 
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MORE SAUDI STUDENTS VALUE HIGHER EDUCATION 


5. (U) Al-Kazmi said that young Saudis are increasingly 
looking to attend universities and that UAQU has almost three 
times as many applicants as they do slots for students. He 
added that he is working to strengthen the admission 
standards that are used to evaluate potential students 
because there are still many parents who try to use their 
personal connections and political or economic influence as 
leverage for their child's admission. He also said that due 
to the demand for university slots 

able to enroll in their top choice field of study 

particularly in science and technology-related fields. 


Column 3 

6. (U) Al-Kazmi said that he thinks Saudi students place a 
high priority on studying in the US or in another Western 
country. He said that he has known many students who 
given the opportunity to study in the US 

up their UAQU credits (sometimes even in their final 
semester) in order to begin again at an American university. 


VIEWS ON ISRAEL-LEBANON CONFLICT 


7. (SBU) Al-Kazmi spoke briefly about current events 
particularly terrorism and the recent hostilities in Israel 

and Lebanon. He mentioned that the Saudis to whom he has 
spoken are generally upset with both Hizballah and the 

Israeli government; they oppose the terrorist acts but also 

see Israel as having overreacted. He added that both sides 
have now \"hurt the innocent\" and that people are increasingly 
upset by the continued retaliations. 


ROYAL FAMILY CONNECTIONS 


8. (SBU) Turning to domestic issues 

his family has a history of interaction with the royal family 
because his father was a professor at King Abdulaziz 
University for several of the princes 

Sultan bin Abdul Aziz 

Abdul Aziz. According to Al-Kazmi 

record of his interactions with the princes 

volumes by the time he finished. Al-Kazmi added that Prince 
Salman now has the volumes and that some excerpts had been 
used to create an official biography on the princes\' early 
lives. Al-Kazmi also added that Prince Salman once referred 
to him as \"my other son 

compliment. 


9. (C) When speaking broadly of the \"second generation\" 
princes 

strategy for working\" than their fathers. He was reticent to 
elaborate on what that different strategy includes but said 

that they are not \"close to the people.\" (NOTE: ConGenOff 
understood these comments to mean that the second generation 
princes may not share the reform-minded operating style of 

the current King 

subject even in response to follow-up questioning. END 

NOTE.) 


BIO NOTE 
10. (U) Al-Kazmi was born on December 14 


enrolled at King Abdulaziz University in Jeddah 
research on student perceptions of parental influence in 
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selecting a college or field of study; he subsequently earned 

a Ph.D. on that topic from Michigan State University in 1981. 
Al-Kazmi served as the consul for education at the Saudi 
Embassy in Washington during 1981-83. Returning to the 
Kingdom 

vice dean of the college of education at the UAQU campus in 
Taif. He was general supervisor of the \"training courses 
center\" at the College of Education in Mecca during the late 
1980s and then spent 11 years as dean of the UAQU women\'s 
college of education before taking over as dean of the entire 
college of education (men\'s and womenvs sections) in 2003. 
Al-Kazmi is married; he said that his family enjoys spending 
vacations in the United States whenever possible. He 
published an Arabic-language book entitled \"Сиіае to Student 
Affairs in Higher Education.\" Al-Kazmi speaks good English. 
Gfoeller 
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growth for social development 

and hunger\" had strong thematic links to the High Level 
Segment (HLS ) see reftel) which focused on employment 
issues and treated employment as a key route out of poverty. 
The CS required more time than usual to conclude due to 
prolonged negotiations on the segments resolution 

finally approved on July 17. Delegations meeting in New York 
in June failed to agree on the need for a resolution 

Geneva parties agreed that a short 

resolution made sense. A side event on avian flu (see 
septel) was also held July 10 during the Segment. End 
Summary. 


2. (U) This year\'s ECOSOC Coordination Segment (CS) assumed a 
relatively low profile. It appears that ongoing New York 

negotiations in June over the Development follow-up 

resolution (A/60/L59) and the ECOSOC HLS Ministerial 

Declaration drew much of the focus away from preparations for 

this segment. The CS theme \"Sustained economic growth for 
social development 

appeared to a number of delegations to be a repetition of 

numerous debates held in the GA\'s Second Committee over the 
fall of 2005. The Secretary General\'s report for this 

Segment (E/2006/56 - Sustained economic growth for social 
development 

described the debate between the \"human development\" approach 
and the \"pro-poor growth\" approach 

recommendations on coordination and policy coherence that 

could fit into nearly any UN report on development policy. 

It conspicuously downplayed the importance of democratic 
governance as a necessary component of such growth. 


3. (U) Consensus on a Coordination Resolution: Following 
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several false starts in New York 

to reinforce the Coordination theme finally engaged in Geneva 
in a constructive process that led to consensus. On the 
margins of a third informal session 

Switzerland agreed to scrap a draft text that was overloaded 
with policy prescriptions in favor of a concise 

resolution aimed at implementation of the ECOSOC theme. The 
facilitator (Iceland) produced a clean draft. The 

Coordination Segment resolution 

adopted by consensus on July 17 (E/2006/14) 

the inter-linkages between economic growth and social 
development are complex and require both sound national 
development strategies and more effective guidance from the 
UN. The resolution urges the UN to align its studies and 
assistance with national priorities for social development. 
Closing the CS after the resolution was adopted July 17 
ECOSOC President Hachani presented and the ECOSOC approved an 
oral decision to defer to a resumed session the finalization 

of a multi-year program of work for the CS 

of the SYGVs report E/2006/56 (discussed on July 6). 


4. (U) Alongside the negotiations for a resolution described 
above a range of discussions made up the 2006 CS. Brief 
summaries follow: 


A) General Debate: The general debate that opened the CS 
meeting July 6 focused on managing the interaction between 
economic growth and social development 

the UN might do to help to spur such linkages. ECOSOC Vice 
President Ambassador Hannesson (Iceland) and Assistant SYG 
for Policy Coordnation Civili opened the debate 

featured tatements from nine delegations. A/SYG Civili 
apeared to give more importance to the need for \"poicy 
space\" than to correct policy choices by developing 

countries. The U.S. statement stressed tht policy decisions 
matter 

The U.S. also hghlighted the need to allow the private 

sector fexibility to operate in support of development 

instead of becoming hobble by excessive regulation. The G77 
statement wasunusual in that it lauded the recently approved 
General Assembly Development Follow-up resolution 

focused heavily on what it called the new repoting 
requirements contained therein. The G77 alo stressed that 
the CS is an important ECOSOC sement and should not be 
reduced in length when ECOSOC reform proceeds 

has been under discussion among delegations in New York. In 
its statement 

rootless and faceless growth 

are not simply an \"add-on\" to macroeconomic policy 
component of development policy. 
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B) Dialogue with Executive Secretaries of the Regional 
Commissions: The Executive Secretaries of the Regional 
Commissions briefed ECOSOC July 6 on labor market 
developments in their regions. While the Asia and the 

Pacific region primarily faced a \"jobless growth\" situation 
with a few positive exceptions 

insufficient overall growth 

the labor market. The cluster of issues involving social 
protection in Latin America also needed more sustained 
support from donors and governments. Africa posted overall 
growth of 5.3 percent last year 

down impact and poverty rates and the use of child labor 
remained too high. The Middle East was likewise lagging in 
new job creation and faced an exploding youth population 
which jobs had to be created. The Executive Secretary for 
Western Asia warned of an inefficient education/training 
system in the region and of an influx of immigrants from 

Asia. Finally the Economic Commission for Europe noted 
strong employment prospects in some transition economies in 
the former CIS but considerable problems in Central Europe 
where unemployment was closer to 10 percent. He noted that 
the former CIS countries had learned from Central Europe\'s 
mistakes about the proper sequencing of economic and labor 
market reforms. In his intervention 

the Executive Secretaries painted a gloomier picture of the 
employment market and economic progress than statistical data 
and trends suggested. 


C) Panel Discussion with Executive Secretaries of the 

Functional Commissions: This July 7 panel discussion 

featured chairs or co-chairs from various ECOSOC functional 
commissions such as the Commission on the Status of Women 
(CSW) 

Development (CSTD) 

Commission on Population and Development (CPD) the Commission 
for Social Development (CSD) 

the Permanent Forum on Indigenous Issues. Personnel from the 
Functional Commissions explained their specific approaches to 
their mandates. The panel discussion highlighted the lack of 
coherence among the commissions and confirmed suspicions that 
ECOSOC was not performing an adequate coordinating/guiding 
role 

number of delegations highlighted the fact that although 
ECOSOC was responsible for overall policy guidance to the 
commissions 

Ambassador Miller echoed these views and noted that ECOSOC 
members themselves needed to do more to address the 
incoherent approach of the functional commissions to their 

work programs 


D) Panel Discussion entitled \"Sustained economic growth for 
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social development and the eradication of poverty:\" This July 
7 event featured a mix of government representatives (UK 
Uganda) 

their experience as donors or aid recipients but the 

discussion was clearly biased towards the \"pro-poor\" growth 
model 

handle social needs. A representative from the Geneva-based 
\"South Center\" gave a 1970\'s style presentation on the need 
for the developing world to carve out substantially more 
\"policy space\" and to aim for \"resource sovereignty\" so that 
natural resources can be used to benefit the poor in 
developing countries. The need for a democratic political 
system to support the interests of the poor in national 
development programs was not addressed in these 
presentations 

conspicuous absence. He also challenged a number of the 
presentations for using statistics selectively to support 

their arguments. 


5 (U) Avian flu Event: The ECOSOC event drew together 
representatives from a number of organizations 

WHO 

Organization 

widespread outbreak among humans 

illness among poultry. Attention was drawn to the spread of 
the problem to Africa 

health delivery systems in Africa. Successes in containing 
the disease in Europe and East Asia were attributed to good 
communications with the public and early alerts to farmers 
and a strong veterinary response. The resources pledged at 
Beijing (before the spread to Africa) are unlikely to be 
sufficient to deal with the poultry problem in Africa. There 
were calls for the development and distribution of affordable 
vaccines (see septel for expanded report). 

TICHENOR 
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pro-government Athens daily 

the possibility of early parliamentary elections to coincide 
with local elections already scheduled for October 15 

The paper suggests that with a weak opposition leader and 
strengthening economy 

for vote after just two years in office. However 

Petros Molyviatis (a close confidant of the PM) 

governing New Democracy MP Helias Kallioras separately 
indicated to us that they do not expect elections to be 
called until 2007. Given this and the Greek press\' 
less-than-stellar reporting reputation (Ref A) 

2006 general election rumblings as rumors. END SUMMARY. 
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2. (U) According to a veteran \"Eleftheros Typos\" columnist 
PM Karamanlis may have broached the subject of early general 
elections at an informal (and somewhat unusual) dinner 
meeting with the President at a seafood restaurant outside 
Athens. (Note: Papoulias 

for calling for a new mandate and early elections. End Note.) 
The July 6 editorial claimed the PM has every reason to 
launch a snap election soon 

ahead of opposition PASOK party leader Papandreou in 
popularity polls 

(septel) and the economy is improving. The columnist 
suggested that with the national debt decreasing and revenue 
improving 

measures to increase farmers\' pensions and supplementary 
benefits for retirees; cut taxes; and bring relief to lowest 
income families. This package could be announced in early 
September at the opening of the annual Thessaloniki 
International Trade Fair 

in a brief election campaign. 


3. (C) Some interlocutors have suggested that certain senior 
PASOK members would support early elections 

unsatisfied with 

leadership following another anticipated defeat at the ballot 
box. However 

Kallioras told poloff that calling elections after only two 

years in power would be \"tampering with the system 
strategy that would be out of character for 
\"straight-forward\" PM Karamanlis. Instead 

surmised elections would not be called before spring 2007 at 
the earliest. In the same vein 

are confident knows the PM\'s mind on this 

that elections will not/not be advanced to the coming fall 

but likely to October 2007 

2008 four-year horizon. 


4. (C) Comment: While regular early general elections are 
part of the post-junta Greek tradition 

general elections been called with a government in power just 
two years. Moreover 

expected to flare up again this fall (Ref B) 

undesirable climate in which to hold elections for ruling ND. 
With such a weak opposition party 

to be called 
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the Middle East. Foreign Minister Alejandro Foxley met with the 
Ambassadors to Chile from Lebanon 

Palestinian Authority. Minister Foxley condemned Israel\'s military 
retaliation on Gaza and Beirut. 


Column 3 


2. On July 14 
Raul Sohr commented: 


\"There is a subjacent conflict involving the U.S. 

community and specifically Israel over Iran\'s nuclear program 

is seen with suspicion because they believe (Iran) is developing an 
atomic bomb... This is a crisis that could escalate globally...and 
we are already seeing its direct consequences that affect all of us 
through oil prices...\" 


3. On July 14 
Libardo Buitrago said: 


\"We are facing a non-declared war 

solution after Israeli Prime Minister Olmert said that Israel would 
end the military offensive under three conditions: release of the 
two kidnapped soldiers 

resolution requiring the disarmament of the guerrilla...\" 


4. On July 15 
Raul Sohr noted: 


\"The conflict is getting worse...It\'s beginning to configure a 
foreseeable picture. Through land 

seeks to fence and completely seal Lebanon.... It is likely that in 
the next days Israel will enter Lebanon with its infantry...and we 
all know that when it comes to a face-to-face combat involving the 
infantry there is a rapid increase in the number of victims.... 

Israel intends a definitive strike on Hezbollah. | believe it is 

very doubtful it will accomplish this. Israel already tried this in 

the past with very minimal results.... The U.N. decision to send a 
three-party committee to assess the situation is laughable.... The 
background here is that the U.S. has provided its full support to 
Israel. President Bush has justified Israel\'s military response 
while France 

overreaction...\" 


5. On July 16 
Raul Sohr commented: 


\"Things are going from bad to worse. Israel increased the intensity 
of its shelling against Lebanon... The situation doesn\'t show 

chances of getting better. On the contrary 

has said that they will go to a total war and that they have many 

arms and many surprises for Israel... For the first time 

said something: that under no circumstances would Hezbollah disarm. 
Therefore 

unfortunately 


6. On July 16 
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Mercurio\" (circ.116 
the Middle East.\" Quote: 


\"The Israeli military actions in Lebanon...have led to a dangerous 
escalation...that calls for the immediate intervention of the 
Security Council and the guarantors of the \'roadmap\' -- the United 
States 

should...help end the military actions and the inclination to 
disavow the sovereignty of states 

provocations and beyond Israel\'s right to legitimate defense.... 
They should also try to achieve the return of the abducted soldiers 
and get guarantees of moderation from all parties involved.... This 
crisis calls for the promotion and effective intervention by the 
world leaders to immediately attain guarantees for peace and the 
respect of international law.\" 
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organization submit this information to FSI 15 to assist other 
developing MOUs with their improvement. The S/C convened a working 
group consisting of Member States and PSC MOUs to move forward on 
harmonization efforts. Broad areas of harmonization of PSC practices 
and data systems were discussed. Also the WG was tasked with the 
development of PSC Guidelines on inspection of seafarers\' working 
hours and the associated draft MSC resolution to be submitted to MSC 
82 for adoption. A general framework was developed for a way forward 
on harmonization efforts and the PSC Guidelines were drafted. 


8. Development of guidelines for Port State Control under the 2004 
BWM Convention: The IMO Secretariat submitted a base document for 
review by FSI. Basic guidelines were developed by the previous 
session of the IMO\'s Sub-Committee on Bulk Liquids and Gases and 
this made up the Secretariat\'s submission. FSI 14 felt that it was 
premature to develop these guidelines before a standard sample 
analysis methodology is agreed upon. As a result 

agreed to invite the MEPC to extend the target completion date of 
these Guidelines from 2006 to 2008. 


9. Review of the Survey Guidelines under the Harmonized System of 
Survey and Certification (HSSC)-(Resolution A.948(23)): The FSI S/C 
agreed to establish a working group to develop Guidelines for 
pre-planning of surveys in dry-dock of ships which are not subject 

to the Enhanced Programme of Inspections 

Guidelines on annual testing of Voyage Data Recorders (VDR) and 
simplified Voyage Data Recorders (S-VDR) 

for the AIS Test Report 

the HSSC for the purpose of the BWM Convention for submission to 
MEPC 55 

majority of these tasks. The Sub-Committee 

recommendation regarding future work on the review of resolution 


Column 3 
A.948(23) 
further progress the work in the intersessional period. 


10. Development of survey guidelines required by regulation E-1 of 

the 2004 BWM Convention: The intersessional correspondence group for 
the Review of the Survey Guidelines under the Harmonized System of 
Survey and Certification took action on this issue between FSI 13 

and FSI 14. At FSI 14 

the BWM Convention has not yet entered into force 

that the developed guidelines would be kept in abeyance as an annex 

to the S/C report. 


11. Port reception facilities-related issues: A draft action plan to 
combat the problem of inadequate reception facilities was developed 
and circulated to FSI 14 for review and action 

action plan contained a brief description of the problem 

and the responsible IMO body to review the problem. The S/C 
systematically reviewed the action plan and submitted requested 
changes to MEPC 55 for their approval. 


12. Consideration of IACS Unified Interpretations: One small issue 
relating to the amendment of certificates issued under the 
International Ship and Port Facility Security Code was brought to 
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the attention of the S/C. After a brief discussion 
forwarded to MSC 82 for their consideration/action. 


13. Illegal 
Secretariat submitted one paper under this agenda item outlining 


SIPDIS 

their activities relating to IUU Fishing since the last S/C meeting. 

They urged members to become contracting parties to the 1993 
Torremolinos Protocol and the 1995 STCW-F Convention with hopes that 
this will improve problems associated with safety and IUU Fishing. 

The paper also outlined the past and future joint meetings between 

the IMO and the Food and Agriculture Organization of the United 
Nations. The next joint meeting is to take place in July 2007. 
Preparations are ongoing. Some member States expressed their support 
for the work carried out by the IMO and FAO to combat IUU Fishing 

and promote a safe working environment aboard fishing vessels. 

14. Election of Chairman and Vice-Chairman for 2007: The 
sub-committee re-elected by acclamation Mrs. Tatjana Krilic of 

Croatia as chairman and Captain Guillermo Rangel of Venezuela as 
vice-chairman for 2006 and 2007. 


15. Next Session: The chairman announced that FSI 14 is tentatively 
scheduled for 04-08 June 2007 at the Royal Horticultural Halls and 
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Conference Centre in London. FSI 14 agreed that the following 
working groups are expected to be established at FSI 15: casualty 
analysis and review of the Code for the investigation of marine 
casualties and incidents 

HSSC (resolution A.948(23)) 

activities and development of guidelines on port State control under 
the 2004 BWM Convention. Other major areas of consideration expected 
to be discussed during FSI 15 will include: Mandatory Reports Under 
MARPOL 73/78; Port reception facilities-related issues 
Comprehensive analysis of difficulties encountered in the 
implementation of IMO Instruments 

State control under the 2004 BWM Convention 

for the investigation of marine casualties and incidents. 
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pleases. 


2. (U) Youssef described the two strains of thought that 
emerged from the ministerial. The first was that of the 
Saudis (reftel) 

said 

Hezbollah had acted as they had. Youssef observed that the 
ministers believed the region has been waiting for a long 
time for movement on the peace process and that these actions 
were to be expected. Ministers agreed 

peace process was seen as a failure 

community must expect more extremism 

acts of terrorism as a result of the frustration that this 
provoked. The ministers agreed that it was time to refer to 
issue to the UN Security Council. This did not 

said 

resolution in the next few days 

serious discussion in the longer term 


Arab League Summit 

3. (U) In the afternoon of July 18 

met to discuss the possibility of a summit. At the end of 

the meeting 

Yemen 

Djibouti and Egypt 

one be held July 25. ( Note: Support from a two-thirds 
majority 

AL rules.) During his morning briefing 

the decision to call a summit would hinge on how AL members 
view their request to the UNSC to take up the peace process 
issue. If 

building to this approach over the next 24-72 hours 
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will probably call for a summit. If it looks like the UN 
will deal with the issue in the next few weeks 

off. 
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attack\" on its humanitarian aid convoy (ref А). \"I\'m not 
saying that Israel actually thought that the UAE was carrying 
supplies to Hezbollah in a convoy of ambulances and trucks 
packed with medical supplies headed from Damascus to Beirut 
said AbZ 

side as you are 

terror groups but destroying relief aid is not the way we can 

win the war against terrorism.\" 


3. (C) The remaining goods had been safely secured in a 
Government of Lebanon facility 

earlier UAEG report 

several containers of medical supplies were destroyed. There 
were no fatalities among the drivers 

injuries were serious 

appeared to have the desire to stop Israeli actions\" the UAE 
and the rest of the international community needed to 
continue to provide urgently-needed humanitarian assistance 
to the Lebanese people 


4. (C) On the issue of captured soldier Shalit 

that \"Abu Mazen and Abu Mazen only\" receive any credit for 
any positive Hamas outcome 

Things also appeared to be moving on the Palestinian 
prisoner front 

mistakes in the past\" in handing prisoners over to Hezbollah 
leader Hasan Nasarallah 

happen again.\" Hezbollah should transfer custody of the two 
Israeli soldiers it is holding to the Government of Lebanon 

he added. It would be wrong to give either \"another 
government 


5. (C) EU foreign policy chief Javier Solana\'s discussions in 
Beirut had driven the Lebanese \"berserk 

he had just received a telephone call from a senior official 

in Beirut. AbZ said that he wished to give the USG the \"heads 
up\" that he believed Solana\'s proposals on prisoner exchanges 
to be \"dumb and ludicrous.\" He closed the call by asking for 
updates on the upcoming visits to Abu Dhabi by Treasury 
DepSec Kimmitt and PM A/S Hillen-OSD A/S Rodman. 
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you are the good people." \"We will never forget the role of 
the USA in liberating our country 
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article 

\"those youngsters (who participated in the protests) must 
have been in diapers when Saddam invaded Kuwait which was 
liberated by the USA." He also reminded readers that 
Hizballah had participated in the hijacking of two planes in 

the 1980s 

Likewise 

regret for the protests and flag-burning (reftel). 


3. (0) Reasserting its solidarity with Lebanon 

Parliament issued a statement July 17 condemning Israel\'s 
actions and encouraging the international community to send 
assistance to the V'innocent victims of Israeli aggression.\" 

It continued 

just solution to the Palestinian cause and ending the Israeli 
occupation of the Palestinian territories and establishing a 
Palestinian state with Jerusalem as its capital." Parliament 
further appealed to the international community to seek the 
intervention of the UN Security Council. Jassem Al-Khorafi 
the Speaker of Parliament 

V'The continuation of such Israeli hostility will make us all 
terrorists." Recently elected MP Ahmad Lari 

pro-lranian tendencies 

downtown Kuwait City after two citizens who were killed by an 
Israeli missile attack on southern Lebanon. 


4. (U) Generally 

muted with most Kuwaiti attention focused on the growing 
humanitarian crisis. The Kuwait Cabinet announced July 16 an 
emergency donation of $20 million V'to provide urgent aid to 
our brothers in Lebanon to help them in the face of the 
barbaric aggression and to ease their suffering. V' In 

addition 

doors for public donations and two convoys carrying food aid 
have arrived in Lebanon. 


5. (SBU) Despite the measured public comments 
contacts have not been shy about sharing their views with 
EmbOffs. Most are critical of Hizballah 

the U.S. has not chastised Israel for the perceived targeting 
of civilian facilities. They are deeply concerned about the 
carnage and believe the U.S. could do more to prevent the 
loss of life. Many have also questioned the timing of the 
attacks and proffered several theories: Syria prompted 
Hizballah to divert attention from the proposed tribunal to 
try those accused in the Hariri assassination; Iran is using 
its agents to divert attention from the nuclear issue and to 
flex its muscle; and Syria supported the attacks to siphon 
off some of Lebanon\'s tourism income. They have also 
criticized the Arab League (AL) as feckless and complained 
about Foreign Minister Shaykh Dr. Mohammed Al-Sabah Al-Salem 


Column 3 

Al-Sabah\'s post-AL meeting remarks that Arab countries needed 
\"solid policies that lead to building societies that are 

strong economically and enjoy freedom and human rights\" in 
order to successfully challenge Israel. 
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For more reporting from Embassy Kuwait 
http://www.state.sgov.gov/p/nea/kuwait/?cable s 


Visit Kuwait\'s Classified Website: 
http://www.state.sgov.gov/p/nea/kuwait/ 
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into when he remarked on the presence of Israeli troops in 

the Coalition base in Babil. The Charge pressed Mashadani to 
prevent further CoR consideration of CPA 17. END SUMMARY. 


2. (C) Charge and General Casey called on CoR Speaker Mahmoud 
Mashadani on July 16. Charge began by noting the Prime 
Ministers recent launching of both a National Reconciliation 
Program and an Economic Reform Plan and that the U.S. is 

urging him to put in place the needed steps to realize these 
programs. For example 

the CoR 

express their views on this issue. The Charge asked 

Mashadani for his views. 


3. (C) In response 

and that the various parties were \"coming together\" under his 
neutrality and efforts to bridge differences. He meets 
regularly with both bloc leaders and regular members of the 
CoR. One area of progress involved the Sadrists who 
gradually were distancing themselves from criminal activities 
(presumably associated with JAM) and those who followed 
Moqtada ideologically. The CoR members were in agreement 
that criminals should be punished. He described a recent 
meeting that reported on Northern Ireland\'s experience in 
reconciliation. Dawa leader Haider Abadi asked the speaker 
how they (the Irish) had dealt with those who committed 
crimes against the people. The answer was that Ireland 
pardoned them all. Mashadani believed Iraqis should learn 
from others\' experiences 

those who may have harmed you. He then observed recent 
regional developments showing foolish actions: Hezbollah has 
kidnapped two soldiers and will destroy Lebanon by doing so. 
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One Israeli soldier is kidnapped in Gaza to trade for 8 
Palestinian detainees: Palestinian casualties only increase. 
None of these moves would break Israel. Finally 

turned to Debaathification. He said he would approach it 
\"wisely 

\"The Iraqi people as a whole were more valuable than a few 
Baathists.\" 


4. (C) Mashadani said he had an \"understanding\" with the 
Prime Minister. The CoR would be his shield and would 
protect him. He called attention to his effort to get the 
emergency law extended quickly 

parliamentary complaints that he ram-rodded it through. He 
said he did this to protect the government; whatever the 
government asked of the Parliament 

response to the Charge\'s questions about a law for provincial 
elections and investment; Mashadani said the CoR would finish 
the elections law (the new law on the Independent High 
Electoral Commission) before the session ended at the end of 
the month. 


5. (С) Mashadani criticized his fellow Tawafuq members for 
boycotting the CoR in reaction to the kidnapping of Tawafuq 
representative Taysir Mashadani. He said it was not a smart 
move 

strongly negative public reaction to their decision. He said 
the boycott reflected Khalaf Al Alayan\'s influence. He also 
said that the government ministers did not understand the 
real situation in lraq 

Zone and travel with massive PSDs - how can the Minister of 
Defense protect us 

themselves? 


6. (С) General Casey and Charge brought up Mashadani\'s recent 
remarks about an Israeli brigade occupying one of the 

Coalition sites in Babil province and pointed out that such 
remarks endanger his soldiers. Mashadani did not deny what 
he had said 

He said he was discussing culture and antiquities with a 

group in Bahrain. Someone mentioned that there is a closed 
military area in the area of the Babylon ruins that belonged 

to the Polish contingent. Some in the group questioned why 
the area was closed and no one allowed in. Mashadani said he 
threw out the idea that maybe it was the Israelis 

was the ancient home of the Israelites - Abraham came from Ur 
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(modern-day Nasiriyah) - maybe they were looking for Jewish 
antiquities. Mashadani indicated that he had not been 
serious in his remarks. 


7. (C) Mashadani volunteered a read-out of his recent 
discussions in Tehran. He said he had offered to bring back 
any messages from the Iranians to the Americans 

Iranians did not give him one. He told the Iranians that 

they should welcome the Americans in lraq 

toppled the Saddam regime and put a Shia government in its 
place. He commented to the Iranians that unless they had a 
\"Taliban or Baathist agenda\" they should not worry about what 
the Americans were doing in Iraq. He warned them that if 
they were not careful 

strong 

Saddam and Iran would be the loser. He insisted that the 
U.S. military could not leave Iraq now; if they did 

would result. He also said he told them to stop supporting 
the Mahdi Army. 


8. (C) The Charge asked Mashadani to stop any further 
consideration of annulling CPA 17 (that grants immunity to 
Coalition Forces and contractors). It was a dangerous issue 
for public debate and had best be left alone. Mashadani told 
him not to worry 

protectors. \" 
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opportunity\" of which the press took advantage. Multiple front-page 
images of American flag burnings 

anti-U.S./Israeli pro-Hezbollah signs carried by demonstrators 
appeared in the July 16 editions. Coverage devoted to the story 
ranged from a full-page to a quarter-page with headlines such as 
\"Kuwaitis protest outside U.S. Embassy\" and \"Hezbollah Supporters in 
Kuwait Torch Old Glory.\" While the papers exploited the provocative 
images generated by the protest 

generally balanced. Two papers printed text of information provided 
by Embassy Public Affairs stating the U.S. position on the 
Qatari-sponsored U.N. resolution. End summary and comment. 
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2. The July 15 student protest held in front of the U.S. Embassy 
(reftel) was reported in all the Arabic and English dailies on July 

16. Coverage ranged from a full page in \"Al-Watan\" to a 
quarter-page in \"Al-Anbaa.\" Except for the \"Kuwait Times 

stories appeared on the inside pages 

front-page photographs and teaser. A definite Wphoto opportunity 
pictures -- many in color -- of the crowd of protesters 

torn American flags and signs with slogans were the dominant images 
displayed. An overview of coverage from the most to the least 
extensive follows. 


a. \"Al-Watan\" (circ. 65 

Kuwaiti newspapers to coverage of the protest. The front page 
carried a teaser with four color photos (protesters tearing an 
American flag) and samples of the slogans carried on signs (\"Down 
USA\" 

the story and included 5 pictures 

Headline \"In demonstration sponsored by the Applied Education 
Students Union before the American Embassy to protest the Israeli 
bombardment of Lebanon. Stop the aggression and using double 
standards.\" 


b. \"Al-Rai Al-Aam\" ran a front-page teaser with photo (burning 
flag) 

(crowds 

of solidarity with Lebanon and Palestine. Demanding that American 
Ambassador leave while burning his flag and the Israeli flag" The 
story reported that the hundreds of citizens and expatriate 
protestors demanded (among other things) that the GOK close the 
American Embassy. As a side bar 

the text of the information provided by the Embassy explaining the 
U.S. position on the Qatari-sponsored UNSC resolution. 


c. \"Al-Sayasseh\" had a front-page teaser (protesters with signs) 
with slightly more than half page of text and four photos on page 9. 
Headline: \"Kuwaiti demonstrators burn the American flag in protest 
against use of veto to protect Israel." 


d. \"Al-Qabas\" printed on page seven a story with two photos (burning 
American and Israeli flags). Headline: \"Student Forces Grouping: A 
stand against Israeli barbarism is required.\" 


e. \"Al-Anbaa\" devoted a quarter of page 6 to text and three photos 
of crowds and signs. Headline: \"Union of Applied Students organizes 
a protest in front of the American Embassy: \'Strikes in Lebanon are 

a violation of every Arab and Muslim.\" 


f. The English-language \"Kuwait Times\" ran the story on its front 
page with a photo of a torn American flag. The headline read 
\"Hezbollah supporters in Kuwait torch Old Glory.\" The story 
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continued on page 31 on a quarter page that included one photo of 
protesters with signs and text. The piece included Embassy-provided 
information on the U.S position regarding the Qatari-sponsored UNSC 
resolution. 


The other English-language daily \"Arab Times\" printed a front-page 
photo (torn American flag) with a quarter-page of text and two 
photos (protestors) on page 2. Coverage was short and reported on 
both the Embassy protest as well as a gathering earlier in the day 

in front of the Parliament building. Headline: \"Kuwaitis protest 
outside U.S. Embassy.\" 


3. Comment: While the papers exploited the provocative images of 
burning American flags 

balanced. Two papers printed text of information provided by Embassy 
Public Affairs stating the U.S. position on the Qatari-sponsored 

U.N. resolution. No opinion pieces on the event appeared in either 
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the July 16 or July 17 editions. The press coverage reflected the 
conflicting sentiment expressed by several Kuwaitis to EmbOff -- 
that of support for the U.S. coupled with frustration over the U.S. 
position on events in Lebanon and Gaza. A senior editor told EmbOff 
of a sense of \"sadness\" on the part of Kuwaitis -- journalists and 
the public alike -- over the perceived lack of effort by the U.S. to 
influence Israel to stop the military campaign in Lebanon. 
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For more reporting from Embassy Kuwait 
http://www .state.sgov.gov/p/nea/kuwait/?cable 5 


Visit Kuwait\'s Classified Website: 
http://www.state.sgov.gov/p/nea/kuwait/ 
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Prosecutor General\'s Office will hire 25 legal aides to 

assist state attorneys 

investigative groups 

suspects to the Prosecutor General\'s Justice and Peace unit 
and implement protection measures to witnesses and victims\' 
family members to encourage their cooperation in cases. The 
Prosecutor General\'s Office will also provide monthly 
progress reports to the ILO. 


TRADE CONFEDERATIONS PLEDGE COOPERATION 
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2. (U) In a July 4 meeting with Iguaran and Minister of 
Social Protection Diego Palacio 

principal trade confederations pledged to cooperate with the 
criminal investigations and provide the Prosecutor General 
with their priority cases. The GOC has often cited lack of 
cooperation from the confederations as one of the obstacles 
to efficient investigations into crimes against trade 
unionists. Labor leaders are optimistic about the new 
project. Julio Roberto Gomez 

General Work Confederation (CGT) 

trade confederation 

good solution to solve the impunity problem.\" 


3. (U) The GOC expects to initiate the project in mid-August. 
DRUCKER 
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no longer say we are not interested in constructive labor 
relations.\" 


3. (C) Labor leaders have remained supportive of the 
agreement. Carlos Rodriguez 

signed the agreement and president of the United Worker\'s 
Confederation (CUT) 

happy because the ILO is now directly involved with our 
relations with the Government." Не explained that UribeVs 
presidential victory in May had given Uribe \"enormous power\" 
and said the agreement was labor\'s way of \"recognizing this 
power and allying with it.\" 


4. (C) Rodriguez said the agreement could also contribute to 

the peace process between the GOC and the National Liberation 
Army (ELN). Rodriguez 

guarantors of the ELN peace process 

and negotiator Francisco Galan was \"happy\" with the accord 
because 

negotiate.\" Vice Minister Sanchez told Laboff on July 4 the 
ELNVs support for the agreement was \"significant 

group\'s historic interest in workers\' rights. 


Column 3 
PARTIES BEGIN IMPLEMENTING PROVISIONS 


5. (U) The agreement is already improving the atmosphere of 
government-labor relations and both parties have begun 
implementing the accord\'s four major provisions: 


-- The establishment of a permanent ILO presence in Colombia: 
This provision is the agreement\'s most notable one 

GOC had previously rejected a similar ILO recommendation due 
to the activist mandate such an office contemplated. On June 
30 

the GOC 

details of the ILO presence in Colombia. Although labor 

leaders have argued to the ILO that its presence should 
assume a watchdog role 

July 4 that Ducci was \"very clear\" that the ILO mandate would 


be limited to supporting the Special Technical Cooperation 
Program. 


-- The strengthening of GOC efforts to end impunity for 
violence against trade unionists: On July 4th 

major labor confederations met with Minister of Social 
Protection Diego Palacio 

Jorge Leon Sanchez 

discuss the details of a project within the Prosecutor 
General\'s Office to bolster investigations into crimes 
against trade unionists (septel). The GOC has committed 
approximately 1.5 million USD to the initiative. 


-- The GOC providing resources for the ILO Special Technical 
Cooperation Program: The GOC has earmarked 4.9 million USD to 
support the program 

year. 


-- The reconvening of the tripartite National Settlement 
Commission for Labor and Salary Policies (CNC): On June 27 
the CNC met for the first time since organized labor 
indefinitely suspended official dialogue with the GOC in 

April. The parties agreed upon the CNC\'s upcoming agenda 
which will include the issues of union strengthening 
associative cooperatives 
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can apply for and receive expedited cedulas 

have not yet been able to verify the validity of these claims. 


4. (C) MpN will submit the study results and reports of 
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irregularities to the OAS 

Union and Elections Donor Group 

international community will pressure the CSE to issue 

cedulas to young adults in a more pro-active and nonpartisan 
manner. Polcouns urged the group to also bring public 
pressure to bear on the CSE by using the media and organizing 
protests if necessary. 


5. (C) Comment: The August 6 deadline is part of Nicaragua\'s 
Citizen Identification Law (all cedulas must be applied for 

90 days before the registration). Nevertheless 

pressure the CSE to move the date or provide for some kind of 
alternative documentation if the percentage of eligible youth 
voters without cedulas remains high. Liberal Constitutional 
Party (PLC) and Nicaraguan Liberal Alliance (ALN) lawmakers 
recently amended the Citizen Identification Law and could do 
so again. Ambassador will meet with OAS electoral 
observation mission chiefs on July 18 to discuss the MpN 
study and other elections issues. For the November 5 
elections to be considered truly democratic 

inclusive 

population remain disenfranchised. 
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Ojo on June 19. Human rights groups vigorously denounced 
Bello\'s removal and were expected to issue a report critical 
of the government at the July 12 meeting. State Security 
Service (SSS) officers sealed off the venue and prevented the 
event from taking place. Police say the event was closed 
because no permit had been issued for the meeting. END 
SUMMARY. 


2. (C) The report 

General: In the Matter of the Independence of Nigeria\'s 
National Human Rights Commission 

have the power to interfere with the work of the NHRC or fire 
its head 

to Jibrin Ibrahim 

Development (CDD) 

also planned to protest the sacking. Though Ojo has never 
publicly explained BelloYs redeployment 

reported in the media that Bello was dismissed because of the 
government's general unhappiness with the criticisms of the 
Human Rights Commission. 


3. (C) However 

Ministry say that Bello was fired because the NHCR had made a 
statement criticizing the government over the arrest of two 
journalists (reftels). The court proceedings against the two 
journalists are ongoing. While they are free on bail 
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face charges of sedition and a possible jail term of 2 years. 
Their next hearing is July 25. 


4. (C) COMMENT. The disruption of the July 12 human rights 
meeting seems to be linked to the arrested journalists and 
suggests an increasing intolerance for dissent. Two 
journalists criticized the president and were arrested by SSS 
on sedition charges. The NHRC criticized their arrest 

its director was subsequently relieved of his duties. Civil 
society responded by issuing a report criticical of 
government interference in NHRC independence 

tried to prevent the report from being released. The 
question is why is SSS moving so aggressively in this case. 
We believe that the crackdown is being ordered by SSS 
director Kayode Are 

close political ally of the president. Post will continue to 
monitor the situation with a particular eye towards the 2007 
elections. END COMMENT. 

FUREY 
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going forward with the identification process (reftel) 

including one incident in Senfra in the center-west where the 
car of one of the magistrates was burned. Nahouhou Perrine 
the Justice Ministry official in charge of the administrative 
logistics for the deployment of the teams 

July 18 that all 50 have now been deployed. To the best of 
her knowledge 

areas have so far been blocked from working by the Young 
Patriots. 


2. (C) In the rebel-held areas 

appears to be moving forward peacefully. The 19 teams 
reportedly arrived in the North July 17. Leaders of the 
rebel New Forces (FN) met with them and later that day they 
issued a press release declaring their full support for the 
identification process and promising to do all in their power 
to facilitate the work of the itinerant courts. On July 18 
according to Alain Lobognon 

itinerant courts reportedly began working without incident 
throughout the North. 


3. (C) Comment. Clearly the Young Patriots are heeding the 
July 13 call by Affi N 

Ivoirian Popular Front (FPI) party 

use any means necessary to block the itinerant courts. 
Indeed 

Assembly and another key FPI leader 

publicly calling on Gbagbo supporters to block not only the 
itinerant courts but also the work of the Independent 
Electoral Commission to register voters. Gbagbo himself 
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chimed in July 15 with a fiery speech to an audience of youth 
supporters 

heaped scorn on the United Nations for not forcing the rebels 
to disarm. The Gbagbo camp appears determined to block 
preparations for elections until the rebels disarm. End 
Comment. 

Hooks 
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complete pre-regroupment by July 31. 


4. (C) It should also be noted that last year around the same 
time the Ivoirian government issued bonds for USD 172 
million 

the government instead used the money for current expenses. 
Thus 

do with this latest USD 162 million that they have borrowed. 
End Comment. 

Hooks 
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month than it was last month 

year. Al-Mawla blamed MNF-I 

the lack of security. He asked what the USG\'s plan for 
security was. He warned that if security is not established 
soon 

the withdrawal of the MNF-I. 


4. (C) Saleem al-Jaboori said there is a feeling among 
educated Iraqis that the U.S. came to Iraq only to preserve 
American interests. He charged that American military forces 
in Iraq have evolved from protecting Iraqis to only 

protecting themselves. 


5. (C) Al-Jaboori asked a series of rhetorical questions 

about the current situation in Iraq: How have Iraqis 

benefited from U.S.-mandated reforms in the oil sector? How 
have Iraqis benefited from the oil revenue? Where is the 
building boom? Why is unemployment so high? How are the 
universities doing? He suggested that the visiting 
Congressional representatives should ask about these issues. 
He further suggested that the Congress form a committee to 
enforce accountability for the American money spent in Iraq. 


6. (С) Sarteeb Al-Kakai was less critical than the other two 

CoR members. He said that the Saddam regime fell quickly and 
that lraqis had been ill-prepared for the new government 
because they had no previous experience with democracy. He 
said that the international community 
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were involved in an V'important experiment\" in Iraq and that 
it is the responsibility of everyone involved 

Iraqis 


7. (C) Other CoR members have made more balanced comments to 
CODELs about the security situation and the U.S. role. 

Al-Mawla and Al-Jaboori\'s comments 

attributed to voices on the margins of the Assembly. As 

witnessed by recent walkouts from the assembly 

cross-sectarian killings and other security incidents have 

become the main preoccupation of the CoR 

from the legislative agenda. 

KHALILZAD 
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If the Israeli campaign was going to continue along these 
lines 

nationals from Lebanon 

coalition appears to have pinned its hopes on the Israelis 
clipping HizballahYs wings 

could do it. He expressed foreboding of Hizballah raising 

its prestige further with more rocket attacks on Israel 

while the enemies of Lebanese sovereignty managed to split 
the United States and France in the UN Security Council. He 
predicted that 

crisis soon 

Council 

Hizballah and Syria. End summary. 


DESTROY THE ARMY 


2. (S/NF) In a brief call that the Ambassador made on French 
Ambassador Bernard Emie on the afternoon of July 18 
described that mornings Israeli attack оп an LAF engineering 
unit in Jamhour (near the Defense Ministry) as 
Vunbelievable.V Israel needed to be told clearly that \"if 

you destroy the army 

they want to give the country to Iran 

Emie expressed deep concern that the LAF 

most part not responded to Israeli attacks 

encouraged to side with Hizballah. 


3. (S/NF) Emie said he had spoken earlier that day with a 
\"shocked\" LAF commander 

who was \"shaken but very reasonable 

LAF would not fire any shots in anger unless it was attacked 


Column 3 

again. The Ambassador told Emie that there was some 
information that the personnel or unit in question had 
questionable activities and might have facilitated Hizballah 
attacks. Emie agreed there was \"something fishy\" about 
Jamhour 

Lebanon were too great for additional attacks against the 
LAF. 


EVACUATION CONCERNS 


4. (S/NF) If the Israeli air campaign continued along the 
same lines as seen earlier today 

all the more reason to evacuate from Lebanon 

was \"very worried\" about the security environment for 
large-scale evacuations if more Israeli strikes on civilians 
infrastructure 

us 


5. (S/NF) Emie agreed with the Ambassador that an immediate 
cease-fire would leave Hizballah as the winner. This would 

be \"a disaster 

Lebanese people a breathing space. While the \"March 14\" 
coalition led by Saad Hariri appears to want Israel to \"do 

the dirty work\" when it comes to disarming Hizballah 

Israeli campaign 

would not succeed in doing so. At the same time 

ability to bombard Israel with its own rockets only raised 

its prestige further. The future was frightening 


DANGER OF U.S.-FRENCH SPLIT ON UNSC 


6. (S/NF) Emie expected France 

take the initiative in the UN Security Council for a 

resolution on the current situation. He was extremely 
concerned about the low prospects that the United States and 
France would be able to reach agreement on such a resolution. 
It would be a \"wonderful victory\" for the enemies of 

Lebanese sovereignty if they managed to divide the United 
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The following is a rough draft of ideas that could be 
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discussed with the parties by the UN team. The paper will be 
an internal reference document 

reshaped during the course of the mission. 


Element one: Setting the stage 


First Step 

a) The UN calls on Hezbollah to transfer the Israeli 

abducted soldiers to the Government of Lebanon. They would 
be kept in custody 

of PM Siniora. The Red Cross is allowed to visit them. 

b) The transfer of the captives to the GOL and a lull of 
hostilities will immediately take effect to permit 

negotiations. 


Second Step 

An understanding 

Israel is made through intermediaries based on the following 
elements: 


а) А cease-fire takes effect. 

b) The Israeli soldiers are transferred to Israel and the 

three remaining Lebanese detainees in Israel are released. 
c) A buffer zone from the Blue Line to the North of some 20 
km is created. 

d) UNIFIL is reconfigured to adapt to the new reality on the 
ground. 

e) The LAF deploys in the buffer zone pursuant to resolution 
425 

equipped sufficiently to maintain calm along the Blue Line. 

f) Israel withdraws all its military assets from Lebanese 
territory and fully respects Lebanon\'s sovereignty. 

g) The PM of Lebanon sends a Letter to the Secretary-General 
and the Security Council stating that the GOL 

its reservations 

until agreements on Lebanonvs final international boundaries 
are made. 

h) A donor organization is established with immediate effect 
in order secure financing and urgent aid 

development package for Lebanon. 
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i) Amechanism is established composed of key regional and 
international actors in order to monitor and guarantee the 
implementation of all aspects of the agreement. 


Element two: The Security Council 


1. A Security Council resolution would be adopted to help 
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define the contours of a deal. Such a resolution would 
contain the following elements: 

i. condemns all violations of the Blue Line 

ii. calls for an immediate and safe return of kidnapped 
soldiers 

iii. deplores the lack of progress on implementing SCR1559 
especially in relation to the extension of the government 
control in the South and the disarmament of all militias 

iv. Condemns the targeting of civilian infrastructure and 
other civilian targets 

v. Deplores the loss of life of civilians 

parties of their obligations under IHL 

vi. Deplores the disproportionate/excessive use of force by 
Israel 

vii. Call for an immediate cessation of military operations 
and all use of force and a full implementation of 1559 

viii. Remind the neighboring countries of their obligation 
not to interfere in Lebanese affairs etc 


Follow up: implementation of 1559 


1. GOL 

the League of Arab States) 

conference bringing together all Lebanese political factions 
as well as representatives of the Palestinians in Lebanon in 
order to agree on a clear timetable for the implementation of 
the Taif Agreement and further measures needed for Lebanon to 
comply with its international obligations (SCR 1559). The 
conference endorses a delineation of Lebanon\'s international 
boundaries 

farmlands issue. 

2. The conclusions of this Conference will be ratified by 

the Lebanese Parliament 

endorsed by the Security Council. 

3. Israel moves back into the armistice agreement of 1949 
including its participation in the armistice committee.\" 


End text. 


OVER THE HORIZON 


4. (C/NF) Pederson said that most of the revisions and 
debate on the document in para 3 will be done in New York. 
Whatever is decided will need UN Security Council support. 
Pederson then mused about the potential impact of continued 
hostilities. If Israel continues its military operations 

\"we\'ll all lose\" but the Shia will be united. Sure 

of Parliament Nabih Berri wants to get rid of Hizballah 

the less than nuanced approached of the Israeli war machine 
will likely start producing counter-productive results. 
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HIZBALLAH\'S STRATEGY 


5 (C/NF) Pederson described Hizballah\'s strategy to date as 
a mystery. He presented two theories. One 

full well the consequences of abducting Israeli soldiers 
was ordered by Iran to do so. Two 

understand it was crossing a red line. Pederson leaned 
toward the latter 

Hizballah official on July 12 after the abduction. The 
Hizballah official was extremely proud. Pederson told him 
that Hizballah has just started a war 

not seem to understand this point. Pederson reviewed the 
timeline of escalation and noted that Hizballah took each 
step (save for the initial abduction operation) only after 
Israel raised the level of escalation. He expected Hizballah 
to try and hold back its most \"ugly\" weapons because 
Hizballah does not want to be seen as taking the final step 
on the ladder of escalation. 


A POLITICAL WAY 


6. (C/NF) Pederson said he did not know how much damage 
Israel has inflicted on Hizballah\'s military wing but 
estimated that Hizballah still retained significant 
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capabilities. Even if the damage has been great 

still retains its arms and rocket reserves. The only way 

Israel can destroy Hizballah\'s military wing is to occupy the 
whole of Lebanon. Since that would have unacceptable costs 
the only way out for Israel now is a political solution 
Pederson\'s opinion. If the war drags on 

likely increase in the Shia community in Lebanon and the 
region. 


7. (C/NF) Pederson suggested that Hizballah is now open to 
some kind of a cease-fire agreement. The Ambassador said 
that many people argue that a cease-fire now 

Hizballah\'s strategic capabilities appear largely intact 

would simply mean a weaker Siniora government 

extensive destruction to Lebanon\'s infrastructure 

relatively stronger Hizballah. Pedersen agreed that 
Hizballah should not be able to claim victory with a 
cease-fire 

report 

of Hizballah\'s capabilities. What cost 
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Lebanon have to pay for Israel\'s destruction of another 25 or 
50 percent of Hizballah\'s capability? \"What will be left of 
Siniora?\" he asked. \"What will be left of Lebanon?" 


8. (C/NF) Іп Pedersen\'s assessment 

that it is not an Iranian proxy leading Lebanon to ruin. 

Thus 

withdraw from southern Lebanon as a part of a Lebanese 
solution to the crisis. Then a national dialogue and a Taif 

ІІ could follow. Hizballah 

watching the efforts of the UN team now in Jerusalem. They 
are hopeful it will work 

seriously 


UNIFIL REPORT: ISRAEL 
CLEARING OUT BORDER ZONE 


9. (C/NF) Pederson then shared a report from UNIFIL 
commander Maj. Gen. Alain Pellegrini. Pellegrini reported 
that the IDF has essentially flattened a swath of land 
adjacent to the Blue Line on the Lebanese side that runs the 
length of the Blue Line. The area just north of the Blue 
Line is as flat as a \"football field.\" Israeli artillery and 
airstrikes have destroyed all buildings and infrastructure in 
this swath of land 

positions that are now completely cut-off from serviceable 
roads. 

FELTMAN 
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Americans arriving from Beirut to leave Cyprus. It includes 
logistical arrangements for receiving approximately 2 

U.S. citizens per day beginning July 20. The strategy\'s 
elements include consular affairs 

support 


CONSULAR 
3. (S) The following are consular updates: 


--Embassy Nicosia is planning as of July 19 to send three 
CONS officers daily by helicopter to assist Embassy Beirut. 


--Between now and July 20 
receive the following numbers of U.S. citizens: 


300 via Hoegh Norwegian transport (expected Larnaca 
arrival July 19 

120/day via helicopter by Beirut Air Bridge (BAB) 

750 via MV Orient Queen (expected Larnaca arrival July 
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19 1900L) 

1400 via Sandcak/S (expected Larnaca arrival July 19 
evening) 

100 via Canadian ship (name unknown 
Larnaca arrival July 20)(per CMS Taskforce email) 

unknown number (up to 1 
early as July 19 from the USS Nashville (per DAO) 

unknown number via UK Carrier Strike Group 
(approximate Cyprus arrival July 19)(per CMS Taskforce email) 


--Three unaccompanied minors are expected to arrive on 
helicopters July 18 evening; Nicosia consular operations are 
іп touch with parents who are arriving from Italy tomorrow. 


PUBLIC AFFAIRS 
4. (U) The following are public affairs updates: 


--Our message: (1) Doing all we can to help fellow Americans 
return home; (2) thank you for support from the Cypriots and 
all others on the ground. 


--Public Affairs Section office in Larnaca now operating 
number is (357) 24-846-746. 


ECONOMIC/ADMINISTRATIVE AFFAIRS 


5. (U) The following are economic/administrative affairs 
updates: 


--Permanent Secretary Lazaro Savvides at the Ministry of 
Interior (and Cyprus Airways Chairman) contacted Cyprus Civil 
Defense to obtain the use of 500 cots and blankets at the 
Cyprus International Fairgrounds. Embassy ADMIN section 
estimates the Fairgrounds will be set up and equipped by July 
19 afternoon. Until then 

Limassol should meet our needs. 


--The Red Cross has donated diapers and sanitary napkins. 
Embassy is arranging for their transport to Fairgrounds and 
Larnaca. 


--Embassy Nicosia travel agent will be present at Larnaca 
seaport July 19 early morning to assist passengers arriving 
via Hoegh Norwegian transport. The Cyprus Tourism Office 
(CTO) is also planning to place travel agents at the Larnaca 
seaport. 


SECURITY 
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6. (S) The following are security updates: 


--RSO has requested police presence at the Cyprus 
International Fairgrounds and at the ports. It has conducted 
security surveys at all locations where U.S. citizens will 
gather and is in regular contact with local police. 


--Approximately 150 demonstrators gathered at the Israeli 
Embassy July 18. Another protest is planned in the city 
center tomorrow. 

SCHLICHER 
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Hezbollah 

the same direction 

strategy remain to be fleshed out. Speaking for de 
Villepin\'s office 

to the status quo ante in Lebanon would be extremely 
complicated. The PM did not see a military solution to the 
disarmament of Hezbollah. Efforts to eradicate Hezbollah 
though force would ultimately fail to bring long term 

stability. Hezbollah was not only a terrorist organization 

but certain elements had now become part of the democratic 
landscape 

certainly had various agendas. Mondolini pointed to 
President\'s Chirac\'s Bastille Day speech in which he alluded 
to Iran\'s probable involvement in HezbollahVs capture of the 
two Israeli soldiers 

suspicions and concerns about Iran\'s role. That said 
carefully noted that the French had no \"concrete 
intelligence.\" The views he expressed were his own and 
those 

stated he was not speaking for the MFA or the Presidency. 


6. (C) Poloff met earlier in the day with MFA acting Sous 
Director (Deputy Office Director equivalent) Martin Juillard 

who gave a similar 

and FM\'s trip. The Ministry of Foreign Affairs 

concentrating heavily on evacuations and international 

efforts towards an immediate cease-fire. The GoF was working 
through international fora 

possibilities that might contribute to a cessation of the 

violence. Throughout the meeting 

France had no intention to pursue its own national strategy 

and was committed to working with the international community. 


Please visit Paris\' Classified Website at: 
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http://www .state.sgov.gov/p/eur/paris/index.c fm 


STAPLETON 
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own invention 

USD 12.5 million from the United States to organize the 
primary." Disturbingly 

anyone connected with the primary--including the opposition 
pre-candidates-- could be detained or investigated 
Sumate\'s office and equipment confiscated. 


6. (C) As Plaz noted in his meetings in Washington in 
mid-June 

USD 300 

audit of Venezuela\'s national electoral registry (REP). 
Sumate will continue to work with others to audit the 
politically manipulated REP 

had deteriorated so much that they had decided to return the 
money. Repayment was made by Sumate on July 14 

said they would likely make a public statement at some point 
in response to the National Assembly\'s investigation 
indicating they had returned the money 

there was nothing legal or ethically wrong with their 
accepting this sort of support. 


7. (C) Plaz was reflective 

primaries and the controversy they engendered late last month 
(ref а). Plaz told PolCouns the money collected to date 
would cover the technical preparations 

ballots 

consider a turnout of one million voters a success 

pollsters have predicted a turnout of anywhere from 1 to 4 
million 

Primero Justicia party to get one million supporters out to 
the polls 

shown up by his electoral rival 

Sumate leaders are currently discussing how to finance their 
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get-out-the-vote campaign and how best to balance concerns 
about voter privacy and turnout in the campaign. 


8. (C) Sumate leaders met with Borges and Rosales July 12 to 
mend fences 

Petkoff's campaign manager soon. Plaz said all understand 
that Sumate\'s \"ultimatum\" and the candidates 

all of their public images. They also smoothed over 
differences about how to respond to the CNE\'s decisions on 
granting electoral conditions. Plaz seemed concerned about 
Sumate\'s image following the rift and admitted the NGO had 
taken a gamble. Still 

volunteering to work in the primary had soared once the 
initiative was resurrected and the NGO has had to turn people 
away. 


9. (C) Some interpret the BRV 

the government is worried that the primary could lead to the 
successful selection of a strong opposition challenger and 
undermine its claims about the ills of manual voting (a 
debate revived by the manually-conducted Mexican and 
Colombian elections). The BRV likely has several goals in 
mind 

intimidating voters so Chavez can ridicule the winner as a 
representative of the elite minority 

\"empire\" in yet another V'evilV plot to undermine the 
Venezuelan government through its opposition \"puppets.\" 
Sumate\'s response 

support 

expression of popular will. Their continued transparency in 
disclosure of information should also serve them. Still 

NGO will have to adequately address potential voters\' privacy 
concerns (i.e. that the government will know who voted in the 
primary and punish them) and work around obstructionist 
opposition parties like pro-abstention Accion Democratica if 
they hope to meet even half of the expectations generated for 
the primary. 


BROWNFIELD 
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territory of Shebaa.\" Unexpectedly 

cease-fire should not be declared until Hizballah is weakened 
to the point where \"it can turn to its Iranian masters and 
declare it had done all it could do." El-Khazen urged the US 
to restrain Israel from attacking Lebanon\'s LAF 


Column 3 

Christian and even Shia communities -- and to focus on 
Hizballah\'s military wing. While Bassil said that FPM leader 
Michel Aoun is most concerned with Israeli \"aggression\" 
Kanaan and el-Khazen said the Aoun is looking for a way to be 
part of the solution 

government. End summary. 


GEBRAN BASSIL -- STILL DEFENDING 
FPM\'S RELATIONSHIP WITH HIZBALLAH 


2. (C) Gebran Bassil 

Free Patriotic Movement (FPM) leader Michel Aoun 

poloff on July 17 to discuss a statement being released that 
afternoon by FPM leadership. Despite some points which would 
have been difficult to extract from FPM only a week ago -- 

most notably \"support of the Government of Lebanon...and the 
right of the Government to extend its authority over all its 
territory\" -- other provisions displayed a myopic view of the 
hostilities. 


3. (C) When asked whether FPM would sever its past working 
relationship with Hizballah 

strong defense of the joint communique of February 6 

in Aoun\'s view at the time 

to initiate independent action in Lebanon. Even with the 
obvious irony that the current crisis was started by 
Hizballah crossing the Blue Line on July 12 

that if only the Siniora Government had followed the lead of 
Aoun last February 

developed. Bassil indicated that his thinking reflected 
General AounWs. 


MP IBRAHIM KANAAN -- VOICE OF REASON 


4. (C) Ina meeting on July 18 

he had drafted the FPM statement of the previous day 

to put the best possible spin on it. He said the 

inflammatory language (\"Israel is destroying a 
country...burned land...destruction of vital areas\") was a 
political necessity 

the \"breakthrough\" language calling for the \"government\'s 
sovereignty over all Lebanese territory.\" 


5. (C) Kanaan also emphasized the statement\'s call for the 
parties to implement \"all\" UNSC resolutions. When questioned 
why the statement didnVt specifically mention UNSCR 1559 
Kanaan said such a citation would have severely undercut 
popular support for the initiative at a time of extreme 

tension. 
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A PLACE AT THE TABLE 


6. (C) Kanaan 

with Michel Aoun to persuade him to steer a new course 
the political strategy with the best chance of success would 
be for Aoun 

community 

both in reaching a cease-fire acceptable to all parties 

in the post-conflict political phase. 


7. (C) Kanaan alluded to the influence of Gebran Bassil 
when he said that Michel Aoun listens to certain advisors 
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more than others 

mind to the views of all the factions in FPM and understands 
a radical change of direction is needed. Kanaan said he 
stands by ready to assist in facilitating this change. 


MP FARID EL-KHAZEN 


8. (C) Late on the afternoon of July 18 

lost no time in excoriating the \"irresponsible and 

duplicitous\" nature of Hizballah\'s current course of action. 

He said he had recommended a complete severance of FPM\'s 
relationship with Hizballah. Like Kanaan 

formation of a national unity government -- as soon as 

possible -- to deal with the critical post-conflict phase. 

He argued that unless the pro-reform forces (of which he 
considers FPM to be a member) speak with one voice and demand 
immediate and radical changes 

its propensity for delay and indecisiveness 

another opportunity. 


9. (C) El-Khazen argued that any cease-fire between Israel 
and Hizballah had to be accompanied by a \"roadmap\" or it 
would be worthless -- and inevitably lead to instability and 
the eventual resumption of hostilities. He described four 
elements as essential: 

-- immediate exchange of Israeli and Lebanese prisoners 

-- immediate deployment of the LAF to the Blue Line 

-- immediate disarmament of Hizballah\'s heavy weaponry 
(particularly rockets) 

-- the \"return\" of Shebaa Farms to Lebanon 


10. (C) He maintained that unless Shebaa Farms is returned 
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and the \"two or three\" Lebanese prisoners in Israeli jails 

are handed over 

resistance card. El-Khazen said that without this card 
Hizballah\'s leadership would be compelled to become a normal 
political organization -- or openly declare its identity as a 
Syrian/lranian proxy. 


11. (C) The most unexpected comment from this respected 
parliamentarian was his view that Hizballah\'s military 
capability must be reduced" to a level where it could 
declare to its Iranian paymasters that it had done all it 

could do and must now accept the roadmap\'s provisions. 


12. (C) MP El-Khazen 

believed that Michel Aoun was ready to work with his 

political adversary of the past year 

El-Khazen noted that Aoun and Siniora never had the \"personal 
animosityW that characterized so many political relationships 

in Lebanon. \"They now speak every day 

\"nothing of real substance 

there.\" 


COMMENT 


13. (C) While some who were once infatuated with Hassan 
Nasrallah now exhibit behavior similar to that of jilted 

lovers 

Siniora is to blame for the current conflict because he 

didn\'t embrace the February 6 Aoun-Nasrallah understandings 
-- is perverse. Even if Aoun\'s closest advisor (and 
son-in-law) doesn\'t see that Hizballah alone provoked this 
calamity 

as reflected in Kanaan and El-KhazenYs comments. We suspect 
that many of Aoun\'s supporters also realize that the General 
was hoodwinked. Thus 

this current conflict is certainly Aoun. It will be 

interesting to see if his stupendous February 6 
miscalculation causes him to evaporate as a political force 

in Lebanon 

steam by building an alliance with Saad Hariri 

Siniora 

for so long. (The March 14 Christians 

eager to open the door.) For our part 

contact with his closest advisors 

alone. Virtually no one is visiting him these days 

should give him plenty of time to think about the decisions 
he has made and needs to make. End comment. 

FELTMAN 
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offered Poloff contradictory assessments of the situation in 
Grenada. The Commissioner 

questioned by observers 

to the charges against the PM 

about the \"network of rascality\" in the Eastern Caribbean 
through which shady business figures buy influence and 
diplomatic status. \"Any self-respecting government does not 
allow its PM to go on a trip financed by a private 

individual 

Commission of Inquiry could have proved useful by laying down 
guidelines to govern the manner in which the GOG accepts 
money from outside figures as in the case of Resteiner 

PM Mitchell contends 

provided US$15 


7. (С) The Commission of Inquiry may never complete its work 
іп Cheltenham\'s opinion. In any event 

be doubted as a result of statements by PM Mitchell and his 
top legal advisor 

declared the inquiry to be over. Cheltenham is highly 

critical of Wildman 

regular 

recently called the Commission of Inquiry \"an exercise in 
futility A" The Barbados lawyer believes it was Wildman who 
advised the GOG against requesting assistance from the USG to 
obtain a statement from Resteiner. 


8. (C) The charges against PM Mitchell are \"much ado about 
nothing 

To date 

of any wrongdoing and found simply that the PM was reimbursed 
for personal expenses incurred during an official trade 
mission. Grenada 

advantage of international business figures such as Eric 
Resteiner who have connections to possible investors 
explained Wildman 

corruption charges are an attempt by the opposition to 
discredit the PM. 


9. (U) Note: Jamaican-born Hugh Wildman has been a 
controversial figure in Grenada since his arrival in 1998 

when he came to work as Director of Public Prosecutions. PM 
Keith Mitchell sought to name Wildman Attorney General in 
2005 

opposition-dominated Grenada Bar Association 

Wildman\'s intemperate nature made him a poor choice for the 
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job. The PM went around this obstruction by appointing 
Wildman to the newly created position of Special Legal 
Advisor to the Government although observers believe he is 
the de facto Attorney General. End note. 


10. (C) The political opposition remains hopeful that the 
Government will lose its current legal appeal and NDC leader 
Tillman Thomas will be allowed on the Commission of Inquiry. 
Opposition Parliamentarian Peter David said that Grenada\'s 
Governor General 

had given David his personal assurance that the investigation 
would get moving again. Such an outcome would be more likely 
if the USG could assist the Commission in acquiring a copy of 
the videotape that reportedly shows Keith Mitchell taking the 
bribe from Eric Resteiner 


11. (C) The opposition\'s optimism is curious considering that 
the Commission of Inquiry has accomplished virtually nothing 
during two years of existence 

Government had no intention of permitting a thorough 
independent investigation. How the Commission can justify 
its failure to contact Eric Resteiner or question the PM is 
hard to fathom. Unfortunately 

matters worse through its legal action that has caused an 
interminable delay that 

the Commission quietly disappear. PM Keith Mitchell 


doubtless hopes that public memory of the formal inquiry will 
fade before Grenada\'s next election 

The \"briefcase incident\" and other allegations of malfeasance 
involving the PM and members of his Government will insure 
however 

voters. 
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concern\" regarding the recent military actions conducted by Israel 
in Lebanon 

for tourism and to visit family. The letter calls on the United 

States to use \"as much force as possible\" to convince the Israeli 
Armed Forces to immediately cease its actions in Lebanon to avoid 
further injury to innocent civilians. We have also learned that a 
rally is planned for Wednesday 


Column 3 

state legislature 

Lebanese-Brazilians to call on the Brazilian government to take more 
action to help Brazilian citizens who are unable to leave Lebanon on 
their own. A rally is also scheduled for 4:00 p.m. on July 19 in 

the border city of Foz do Iguacu 

people.\" END SUMMARY. 


2. (SBU) The Consul General in Sao Paulo received a letter dated 
July 17 signed by Mohamed Hussein El Zoghbi 

Federation of Muslims Associations in Brazil. The Federation 

the name of the Brazilian Muslim and Arab communities\" both in 
Brazil and in Lebanon 

group's \"immense concern!" with the \"violence 

indiscriminate attacks\" done by the \"Government of Israel against 
the sovereign state of Lebanon.\" The letter goes on to describe the 
recent actions in Lebanon as \"indiscriminately victimizing\" innocent 
civilians and children 

in Lebanon for holiday and visiting family. The letter calls the 

Israeli actions \"totally unnecessary and abusive 

Consul General to express the group\'s distress and complete 
disapproval of the \"use of force 

civilians.\" The group then asks the United States 

World Peace 

that the \"unjust attacks by the Israeli Armed Forces\" should cease 
immediately to avoid further injury to innocent civilians. 


3. (SBU) We have also learned that members of the greater Lebanese 
community in Sao Paulo (ref A) are planning a rally in front of the 

state legislature to occur on Wednesday 

goal of this rally seems to be to apply pressure on the Brazilian 
government to take more action to evacuate Brazilians currently in 
Lebanon. 


4. (SBU) A prominent front-page advertisement appeared on July 18 
in the local paper Gazeta do Iguacu calling for a rally in 

\"solidarity with the people of Lebanon\" to be held at 4:00 on July 

19 at the Colegio Mitre Plaza 

Brazil 


5. (SBU) COMMENT: We continue to monitor events and reactions 
related to the current situation in Lebanon as per ref. B 
report developments. END COMMENT. 
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proliferators and their supporters (reftel). E.O. 13382 
authorizes the Secretary of the Treasury 

with the Secretary of State 

relevant agencies to designate individuals or entities 
determined to be owned or controlled by 
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purporting to act for or on behalf of 

indirectly 

Annex of E.O. 13382 or subsequently designated pursuant to 
Е.О. 13382. In addition 

of the Treasury 

the Attorney General 

designate individuals or entities determined to have 
provided 

technological or other support for 

support of 

to E.O. 13382 or subsequently designated pursuant to the 
Order. Persons that are designated under the Order are 
denied access to the U.S. financial and commercial systems 
and U.S. persons 

engaging in transactions with them. 


3. (U) Background continued: On July 18 the Department of 
the Treasury announced the E.O. 13382 designations of two 
additional Iranian entities 

Mahdi Industries Group. The USG has determined that they are 
owned or controlled by 

behalf of 

Organization (AlO) 

Annex to Е.О. 13382. AIO is a subsidiary of the Iranian 
Military of Defense and Armed Forces Logistics 

and coordinates Iran\'s missile program and oversees all of 
Iran\'s missile industries. In reaching the decision to 
designate these entities 

implications of such a designation on our current diplomatic 
efforts 

incentives and cooperation in exchange for Iran\'s agreement 
to take concrete steps to build confidence that it has 
abandoned its nuclear weapons efforts. We believe the 
decision to proceed with these designations is consistent 
with our support for the P5 1 offer to Iran. After six 

weeks 

therefore 

United Nations Security Council. On July 12 

announced that they would seek adoption of a resolution that 
makes mandatory Iran\'s suspension of all enrichment related 
and reprocessing activities. Consultations are now underway 
in New York. The efforts in the UNSC 

designations are intended to exert a greater level of 

pressure on Iran to make the strategic decision to abandon 
its pursuit of nuclear weapons. 


4. (U) Action request: Washington requests action 
addressees inform appropriate host government officials and 
Proliferation Security Initiative Operational Experts Group 

(PSI OEG) points of contact that two Iranian entities -- 

Sanam Industrial Group and Ya Mahdi Industries Group -- have 
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been designated pursuant to E.O. 13382 and added to the 
Office of Foreign Assets Controls (OFAC) List of Specially 
Designated Nationals and Blocked Persons (SDN List). Posts 
should also provide a copy of the Treasury press release at 
para 5 and note that the SDN List can be found at 
www.treas.gov/ofac and that a consolidated list of E.O. 13382 
designees can be found at 
www.treas.gov/offices/enforcement/ofac/progra ms/ 
wmd/wmd.pdf. Posts should draw from points in paragraph 6 as 
needed. 


5. (U) Begin Treasury press release. 
July 18 


The Department of the Treasury today designated two 
additional Iranian companies 

Mahdi Industries Group 

proliferation. 


\"As long as Iran\'s nuclear ambitions continue to threaten the 
international community 

authorities to target Iran\'s efforts to sell and acquire 

items used to develop weapons of mass destruction and the 
missiles capable of carrying them 

Treasury\'s Under Secretary for Terrorism and Financial 
Intelligence (FTI). \"We have now taken steps to financially 
isolate thirteen entities tied to Iranian proliferation 

will continue to act aggressively against this grave threat.\" 


This action was taken pursuant to Executive Order 13382 
authority aimed at financially isolating proliferators of 

weapons of mass destruction 

contributing to the development of missiles capable of 
delivering WMD. Designations under E.O. 13382 
administered and enforced by the Treasury\'s Office of Foreign 
Assets Control (OFAC) 

designees and any U.S. person and freezes any assets the 
designees may have under U.S. jurisdiction. 


Sanam Industrial Group and Ya Mahdi Industries Group are 
being designated by OFAC because they are owned or controlled 
by 

indirectly 

which the United States Government designated in the annex to 
Е.О. 13382. AIO is a subsidiary of the Iranian Ministry of 
Defense and Armed Forces Logistics 

coordinates Iran\'s missile program and oversees all of Iran\'s 
missile industries. 


The Sanam Industrial Group 
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purchased millions of dollars worth of equipment on behalf of 
the AIO from entities associated with missile proliferation. 


Ya Mahdi Industries Group is also subordinate to the AIO and 
has been involved in international purchases of 
missile-related technology and goods on behalf of the АІО. 


Background on E.O. 13382 


Today\'s action builds on President Bush\'s issuance of E.O. 
13382 on June 29 

tools to combat the proliferation of WMD 

signed the E.O. authorizing the imposition of strong 
financial sanctions against not only WMD proliferators 

also entities and individuals providing support or services 

to them. 


In the annex to E.O. 13382 

entities operating in North Korea 

support of WMD proliferation. E.O. 13382 authorizes the 
Secretary of the Treasury 


SIPDIS 

of State 

to designate additional entities and individuals providing 
support or services to the entities identified in the annex 
to the Order. 


In addition to the eight entities named in the annex of E.O. 
13382 and the two named today 

designated sixteen entities and one individual as 
proliferators of WMD 


-- Eight North Korean entities on October 21 

-- Two Iranian entities on January 4 

-- One Swiss individual and one Swiss entity tied to North 
Korean proliferation activity on March 30 

-- Four Chinese entities and one U.S. entity tied to Iranian 
proliferation activity on June 13 


The designations announced today are part of the ongoing 
interagency effort by the United States Government to combat 
WMD trafficking by blocking the property of entities and 
individuals that engage in proliferation activities and their 
support networks. 


End Treasury press release. 


6. (U) If raised: Will the designations undercut the Р5 1 
offer? 


Column 3 

-- The package of incentives offered by the P5 1 remains on 
the table. However 

from Iran that it is prepared to accept the package or 
suspend all enrichment related and reprocessing activities. 
As a result 

Nations Security Council. 


-- In reaching this decision to designate these entities 
USG took into account the implications of such a designation 
on our current diplomatic efforts. 


-- We believe the decision to proceed with these designations 
is consistent with our support for the P5 1 offer to Iran. 


-- Тһе UNSC process 

are intended to enhance the effectiveness of our diplomatic 
efforts. They are intended to exert greater pressure on Iran 

to make the strategic decision to abandon its nuclear weapons 
pursuits. 


End if raised points. 


7. (U) Washington appreciates PostsY assistance. Please 
slug replies for ISN 
RICE 


NNNN 
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for the gross and systematic human rights violations during 
the period of military rule 

governments failed to respond to their requests to 
investigate and prosecute. The group took its name from a 
1986 incident from Suriname\'s interior wars 

army unit massacred at least 39 residents of the NYDjuka 
village of Moiwana 

of Paramaribo. It discusses the political sensitivities of 
dealing with a dark incident from Suriname\'s history 

key figures from the opposing sides of the 1980s interior 
wars 

leaders in today\'s parliament. In congratulating the GOS 
for so doing 

December murders trial against among others Bouterse. END 
SUMMARY 


2) (U) BEGIN TEXT OF EDITORIAL 


Apologizing Publicly is No Humiliation 


Column 3 


It is to the credit of this Government to execute the 

judgment of the Inter-American Court of Human Rights of June 
15 

parts of the judgment 

complaints about the slow pace at which the Government is 
moving. The Court found Suriname in violation of six 

articles of the Inter-American Convention on Human Rights; 
this puts Suriname in a bad light 

on the Surinamese people. It is a good thing that human 

rights violations are condemned in the world of today. 


The CourtVs judgment costs our country millions of dollars 
(an estimated 5 million USD) 

for the development of Suriname. Besides the public apology 
to the community of the NYDjuka village 

ordered to pay a total amount of US$ 1 

victims; the 130 survivors will receive compensation for 
material and moral damages. A fund of US$ 1.2 million has to 
be established for community development of the NVDjuka 
village. The Government also has to investigate the massacre 
and prosecute the responsible persons. 


What is very strange about this situation is that those 
responsible or at least those with a main role in the 

massacre are currently members of the Parliament. Two main 
figures: Brunswijk and Bouterse are very popular in Suriname 
and are respectively 

and the National Democratic Party 

the 51 seats in Parliament. A-Combination 

seats 

nothing has been said about the investigation of the Moiwana 
massacre 

Suriname. 


On July 15 

of Suriname to the Moiwana community for the killings by a 
unit of the National Army on 29 November 1986. The man who 
was the military commander during that period is currently 

the Political leader of the NDP 

in Suriname 

in the Parliament. What a dilemma for the President. He 
cannot invite the two to join him on July 15 when he will be 

in the Moiwana village. The internationally motivated 

judgment came about because consecutive governments did not 
investigate what exactly transpired on November 29 

who was responsible for killing the innocent villagers. And 

still we are being very careful. The constitutional state is 
recovering 

of Justice and Police and the Attorney General lead this 
process of recovery 


Column 3 
load on their shoulders especially if we take into account 
the counter forces. 


Executing the judgment of the Inter-American Court of Human 
Rights will place Suriname in the category of countries that 
deal with their troubled past. Executing the judgment shows 


PARAMARIBO 00000449 002.4 OF 002 


that Suriname respects human rights. It is of course very 
sad that local human rights NGOs 

NGOs 

had to do this 

local efforts to move the Government to investigate the 
killings did not lead to prosecution of the perpetrators and 
compensation of the villagers for damages. 


The human rights organizations also have to be complimented 
for their effort and their drive. They brought forward this 

case and were successful in the end. This case shows that 
local groups can be successful in pressuring the Government 
and it also shows that international treaties have to be 
observed. If a country wants to be part of the international 
community 

Treaties can\'t just be signed 

be educated so they know the obligations the state has as 
the result of the treaty. How many Surinamese know the 
articles of the Inter-American Convention on Human Rights? 


The public ceremony on Saturday should be seen as a 
cleansing ceremony for the Surinamese people and a warning 
for people who violate human rights in the Republic 
Suriname. The next step is that the State should bring 

clarity in the December murders of 1982 

case there are also families who suffered psychologically 
morally and materially. 


END TEXT OF EDITORIAL 


3. (U) In the event 

required by the court ruling 

government was unimplicated. Desi and Ronnie did not 
attend 

ceremony at the actual massacre site. This thoughtful piece 
captures both the importance and the difficulty of resolving 
the echoes of a difficult period in Suriname\'s history. 


BARNES 
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for the gross and systematic human rights violations during 
the period of military rule 

governments failed to respond to their requests to 
investigate and prosecute. The group took its name from a 
1986 incident from Suriname\'s interior wars 

national army unit massacred at least 39 residents of the 
N\'Djuka village of Moiwana 

the east of Paramaribo. It discusses the political 
sensitivities of dealing with a dark incident from 
Suriname\'s history 

sides of the 1980s interior wars 

Brunswijk 

In congratulating the GOS for so doing 

move forward next with the December murders trial against 
among others Bouterse. END SUMMARY 


2) (U) BEGIN TEXT OF EDITORIAL 
Apologizing Publicly is No Humiliation 


It is to the credit of this Government to execute the 
judgment of the Inter-American Court of Human Rights of 
June 15 

various parts of the judgment 

complaints about the slow pace at which the Government is 
moving. The Court found Suriname in violation of six 
articles of the Inter-American Convention on Human Rights; 
this puts Suriname in a bad light 

on the Surinamese people. It is a good thing that human 
rights violations are condemned in the world of today. 


The CourtVs judgment costs our country millions of dollars 
(an estimated 5 million USD) 

for the development of Suriname. Besides the public apology 
to the community of the NVDjuka village 

ordered to pay a total amount of US$ 1 

victims; the 130 survivors will receive compensation for 
material and moral damages. A fund of US$ 1.2 million has 
to be established for community development of the NVDjuka 
village. The Government also has to investigate the 
massacre and prosecute the responsible persons. 


What is very strange about this situation is that those 
responsible or at least those with a main role in the 

massacre are currently members of the Parliament. Two main 
figures: Brunswijk and Bouterse are very popular in 

Suriname and are respectively 

Combination and the National Democratic Party 

which have 20 of the 51 seats in Parliament. A-Combination 
which has 5 seats 

to now 


Соштп 3 
the Moiwana massacre 
politics in Suriname. 


On July 15 

of Suriname to the Moiwana community for the killings by a 
unit of the National Army on 29 November 1986. The man who 
was the military commander during that period is currently 
the Political leader of the NDP 

party in Suriname 

represent them in the Parliament. What a dilemma for the 
President. He cannot invite the two to join him on July 15 
when he will be in the Moiwana village. The internationally 
motivated judgment came about because consecutive 
governments did not investigate what exactly transpired on 
November 29 

innocent villagers. And still we are being very careful. 

The constitutional state is recovering 

fragile. The current Minister of Justice and Police and the 
Attorney General lead this process of recovery 

should not underestimate the load on their shoulders 
especially if we take into account the counter forces. 


Executing the judgment of the Inter-American Court of Human 
Rights will place Suriname in the category of countries 
that deal with their troubled past. Executing the judgment 
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shows that Suriname respects human rights. It is of course 
very sad that local human rights NGOs 

international NGOs 

international forum. They had to do this 

years since the killings 

Government to investigate the killings did not lead to 
prosecution of the perpetrators and compensation of the 
villagers for damages. 


The human rights organizations also have to be complimented 
for their effort and their drive. They brought forward this 

case and were successful in the end. This case shows that 
local groups can be successful in pressuring the Government 
and it also shows that international treaties have to be 
observed. If a country wants to be part of the 

international community 

international standards. Treaties can\'t just be signed 

the citizens should also be educated so they know the 
obligations the state has as the result of the treaty. How 
many Surinamese know the articles of the Inter-American 
Convention on Human Rights? 


Column 3 

The public ceremony on Saturday should be seen as a 
cleansing ceremony for the Surinamese people and a warning 
for people who violate human rights in the Republic 
Suriname. The next step is that the State should bring 

clarity in the December murders of 1982 

case there are also families who suffered psychologically 
morally and materially. 


END TEXT OF EDITORIAL 


3. (U) In the event 

apology required by the court ruling 

current government was unimplicated. Desi and Ronnie did 
not attend 

ceremony at the actual massacre site. This thoughtful 
piece captures both the importance and the difficulty of 
resolving the echoes of a difficult period in Suriname\'s 
history. 


BARNES 
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revolution. While retaining a somewhat socialist political 
philosophy and a degree of nostalgia for the heady days of 
revolution in Grenada 

reality of contemporary Grenada and said that the NDC would 
work with the private sector to develop the economy by 
expanding tourism and diversifying agriculture. He appears 
to have respect for party leader Tillman Thomas 

believes is a man of principle willing to be held in a 
People\'s Revolutionary Government (PRG) jail for over two 
years during Grenada\'s revolutionary period in order to 
uphold his beliefs. David described Thomas as 
\"incorruptible\" in comparison to PM Mitchell 

supporters believe is a political opportunist lacking in core 
principles. 


5. (C) To illustrate PM Mitchell\'s opportunism 

knowledgeable observers told Poloff how in 1979 the future PM 
was responsible for sending weapons from the U.S. to Grenada 
where they were used in the coup that brought the PRG to 
power. Mitchell was bitterly disappointed when the PRG 

failed to name him its Ambassador to the U.S. 

turned on his former comrades to become one of the communist 
regime\'s harshest detractors. This account of events could 


Column 3 

not be confirmed but is believed in Grenada and frequently 
used to lend credence to the hypocrisy behind the PM\'s 
frequent warnings regarding the former PRG members in the 
opposition. 


6. (C) Critics of the NDC contend that party leader Tillman 
Thomas is a puppet whose strings are pulled by a handful of 
former PRG members that actually lead the party. Thomas 
however 

acknowledging their importance. The Opposition Leader 
explained to Poloff how he invited several individuals 
including former PRG members and current MPs Peter David and 
Nazim Burke 

political fortunes were poor. Thomas hoped that their energy 
and intelligence would help reinvigorate the NDC 

appears they did. The NDC went from being completely shut 
out of Parliament in the 1999 election to coming just a few 
votes short of winning in 2003. Today 

Peter David is considered by many to be the most popular 
political figure in Grenada. 


7. (C) Tillman Thomas and Peter David are the oddest of 
political couples. Thomas is a former political prisoner 
jailed by the PRG for starting an independent newspaper; 
David is a former PRG member who remained in the Government 
even after the 1983 assassination of Prime Minister Maurice 
Bishop 

is a charismatic figure 

in the streets of his constituency pressing the flesh. With 
his shaved head and scruffy beard 

stands in sharp contrast to the 59-year-old Thomas 

in a suit and neatly trimmed gray mustache. Reserved and 
soft-spoken 

to the fast-talking David. 


8. (C) In Grenada\'s next election 

present the statesmanlike face of the NDC 

alternative to PM Keith Mitchell. Peter David\'s popularity 
however 

National Party (NNP). In an attempt to neutralize David 
Government has taken legal action to have him removed from 
Parliament for having dual Canadian-Grenadian citizenship. 
The matter is currently being argued in court (ref B). 
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9. (C) The NDC could win the next election 

several political observers. The nation has had 11 years of 
Keith Mitchell 

shining light to a corrupt politician (ref A) 

of many. Even Mitchell's own Minister of State for National 
Security 

Government has had a bit of a problem with corruption but 
hastened to add that this is being brought under control. 
Corruption 

issues that could help the NDC in the next election. The 
problem for the opposition is a lack of campaign funds 
according to party leaders Thomas and David. 


10. (C) The Grenada opposition\'s fear that the USG may view 
it as too leftist 

appears to come from an exaggerated perception of Keith 
Mitchell\'s influence. The PM has been successful in 
frightening some Grenadians with his warnings about the 
former Marxist revolutionaries in the NDC 

used to great effect during elections. Opposition leaders 
believe that the PM may have had similar success in scaring 
the USG 

dVetat rantings have had the effect of making him appear а 
less than reliable interlocutor. 


11. (C) Despite the PM\'s attempt to paint the opposition as 
beholden to a cabal of extremists 

successful in presenting itself as a credible alternative to 
the ruling party. The efforts of the opposition leadership 
have been largely responsible for this result 

have received considerable assistance from a PM who 

the appearance and the real possibility of being corrupt 
done a great deal of damage to the image of the ruling party 
and himself. 

KRAMER 
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business-financials \"Ambito Financiero\" and \"InfoBae\" and 
left-of-center \"Pagina 12\" cover the signing of a deal between US 
Ambassador Lino Gutierrez and the head of the Argentine Tax Board 


Column 3 
Alberto Abad to further the struggle against money laundering 
activities. 


2. OPINION PIECES AND KEY STORIES 
- Stop ік" 


Left-of-center \"Pagina 12\" carries an opinion piece by the winner of 
the Nobel Peace Prize Laureate Adolfo Perez Esquivel 

(07/18) WI have always supported the Jewish people 

Holocaust 


\" have repeatedly pointed out that the Israeli people have a right 
to exist 

they are currently being oppressed and massacred by the State of 
Israel. 


Y... We all know that not all the Israeli people agree with the 
policy carried out by the Israeli government 

the US and the silence of the European governments 
accomplices to the horror unleashed in the Middle East... 


\"... lt is crucial that the international community act by stopping 
the craziness of the governments before it is too late.\" 


- \"Middle East in the dark\" 


Mercedes Lopez San Miguel 

writes (07/18) \"The escalation between Israel and Lebanon is not a 
focused tragedy. It will have a negative impact on the entire 

region. Israel will always be supported by the US 

its attacks and invasion of Lebanon will distance Arabs and Muslims 
all over the world. However 

link between the Palestinian-Israeli conflict 

war in Afghanistan and the war on terrorism. 


V... In the meeting of the eight wealthiest countries two blocs were 
distinguished vis- -vis the explicit call for a quick cease fire in 

the Middle East - Russia and France favored it 

and an ambiguous Germany led by conservative Angela Merkel were 
opposed. Bush and Blair defended IsraelVs right to defend itself 

from Hezbollah and its sponsors 


V... It is likely that security will worsen in the Middle East 
there will be controversy in the West for some time 
of the global fight on terrorism will be revisited. V" 


- VThe mania of rowing against rationality\" 


Oscar Raul Cardoso 
writes (07/18) V'In 1984 
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published her book \'The March of Folly 

demonstrate a daring theory. At moments of crisis 

row against the current of rationality even when it will assure the 
defeat of their interests. 


V... George W. Bush is the one who offers the best case study for 
Tuchman\'s theory. He hindered a G8 blunt communiqu 

obtain the text he wanted and he did it without thinking of a 
Lebanese 

having \'sold\' his impracticable \'war on terrorism.\' He opposed 
using the resource of a blue helmet force... and he limited himself 

to arm-wrestling with Vladimir Putin in an attempt to demonstrate 
that Washington is more powerful than Moscow. The outcome was а 
shameful tie (between Putin and Bush) in which Putin spit the 

victory of the communiqu on Bush. 


\"In the meantime 
are excelling. The crisis is desperately asking for someone who will 
deny Tuchman\'s theory.\" 


- VTriple Border - they ask in the US for the creation of an 
antiterrorist force\" 


Ana Baron 


writes (07/18) \"The US Senate could approve a resolution enabling US 
President George W. Bush to ask the OAS to create an anti-terrorist 
task force to act on the Triple Border between Argentina 

Paraguay. 


\"The resolution 
Representatives and turned over to the Senate 
yesterday by the newspaper Folha from Sao Paulo. 


\"... The resolution is not binding - this means that the Bush 
administration is not legally bound to implement it 
a strong political sign.\" 


- \"Inopportune\" 


Daniel Santoro 

(07/18) \"According to spies 

Vthere are more CIA agents than terrorists on the Triple Border.Y 
However 

money to Hezbollah-related foundations. 


\"Since 2001 

Brazil 

laundering. This is why the US diplomacy seems inclined not to 
accept this project 

American countries.\" 
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- \"Lula asks Bush to ensure the success of the Doha Round\" 


Business-financial \"El Cronista\" reports (07/18) \"Brazilian 

President Lula urged US President George W. Bush to make \'political 
decisions 

Round negotiations. Lula was referring to the need for lowering farm 
subsidies implemented by developed countries to protect their 
agricultural sectors. 


\"Lula offered the US president the possibility to establish an 
alliance regarding oil and energy renewable sources.\" 


- VUS-Argentine deal against money laundering activities\" 


Business-financial \"Ambito Financiero" reports (07/18) \"Argentina 
and the US signed a deal that will allow the two countries to have 
information from its custom houses on imports and exports. The 
purpose is detecting illegal activities 

and trade triangle transactions that could imply fiscal evasion. 


\"In a press release 

investigate into 

activities conducted through the traffic of merchandise. It is a 
highly efficient technique in the fight against money laundering 
which is carried out in the international exchange of goods. 
Information obtained at the ports of entry and departure of exports 
and imports will be subject to comparison in order to verify that 
said data is the same information reported in the statements 
submitted to the authorities. 


\"Ambassador Gutierrez said that the implementation of this program 
is a \fundamental step in the fight on crime and in preventing 
illegal activities in foreign trade." 


- The US is concerned over alliances made by Hugo Chavez\" 


Conservative \"La Prensa\" reads (07/18) \"The outgoing US Ambassador 
to Argentina 

about the situation in Venezuela and about the alliances Mr. (Hugo) 
Chavez is seeking 

criticize Argentina for seeking the best economic ties it сап." 


\"While he acknowledged that in the framework of the Fourth Summit of 
the Americas held last November in Mar del Plata 

disagreement on the hemisphere\'s view of free trade 

underscored that Vthe Argentine Government cooperated in an 
impressive way! to facilitate the participation of US President 

George W. Bush. 


“Тһе US Ambassador said that the US-Argentine relationship Vhas been 
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strengthened\' Vin many aspects\' during recent years 
emphasized \'the very good dialogue\' held with the government." 


- VControl against tax evasion is reinforced\" 


Daily-of-record \"La Nacion\'s\" \"Economic and Business\" supplement 
reports (07/18) \"Illegal exports between Argentina and the US will 
instantaneously be controlled thanks to a deal that was signed 
yesterday between the two governments in order to detect tax evasion 
and money laundering operations. 


\"The deal 

Board 

implement the Trade Transparency Unit 
international trade\' between the two countries.\' 


Y... US Embassy sources emphasized that this initiative will 
reinforce the struggle against money laundering through the traffic 
of merchandise 


To see more Buenos Aires reporting 
at: 
http://www .state.sqov.gov/p/wha/buenosaires 


GUTIERREZ 
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presidential power at the expense of Argentina\'s already weak 
institutional framework. Kirchner campaigned in 2003 on a 
strong anti-corruption message and his first Justice 
Minister 

official corruption 

fighting corruption since Beliz was fired in 2004. On the 
foreign policy front 

and understanding in the international relations arena has 
resulted in an erratic GOA foreign policy. The Kirchner 
administration\'s most important foreign policy theme is the 
promotion of regional integration 

meant the strengthening of relations with Venezuela and 
Brazil. End Summary. 


2. (C) Coming to power after one of the worst economic 
political and social crises in Argentina\'s history 

Nestor Kirchner has had a successful first three years in 
office. When Kirchner first took office in May 2003 
analysts doubted he would finish his term. Since that time 
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Kirchner has gained full control of the Peronis Party (PJ) 
asserted his authority over the military 

the piquetero movement that threatened the stability of past 
governments 

elections and maintained high public approval ratings. Not 
only is Kirchner\'s survival no longer in doubt 

that Kirchner would easily win reelection if elections were 
held today. Kirchner controls Argentina\'s political system 
and faces a weak and divided opposition. Kirchner has also 
proven adept at the traditional Peronist art of co-opting key 
elements of the opposition 

opposition governors. 


3. (С) He is seen as a strong and decisive leader and is 
credited with restoring governability to the executive branch 
and promoting Argentina\'s impressive economic recovery. 
Polls show that the Argentine public views Kirchner as a 
decisive leader who was able to take charge and turn the 
country around during a difficult time in Argentine history. 
The wave of public demonstrations that stemmed from the 
2001-2002 economic crisis that brought presidential authority 
in Argentina to one of its lowest ebbs has subsided and 
Kirchner has adeptly managed relations with protest leaders. 
On the economic front 

the crisis 
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three years. Through the GOAVs private sector debt deal and 
by paying off Argentina\'s IMF debt 

has been brought to a manageable level for the first time in 

a decade. Under Kirchner\'s watch 

record budget surpluses. The tax collection system -- a 
perennial problem for Argentine governments -- has been 
significantly improved 

distortionary taxes like the financial transaction tax and 

the export tax. Argentina\'s move to a market-based exchange 
rate regime in 2002 has triggered an export-led boom during 
Kirchner\'s presidency that has been the driving factor behind 
robust growth 

unemployment and poverty levels. 


4. (C) Kirchner has high public approval ratings and has 
restored public optimism in Argentina. Kirchner\'s approval 
ratings stand at 65-75 percentage points -- depending on the 
poll and how the question is asked -- a historical high for 

an Argentine president three years into his term. Polls by 
leading Argentine pollsters show that Kirchner receives high 
marks for his handling of the economy and for promoting 
political stability. Argentines also have developed a 
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renewed sense of optimism under KirchnerYs administration. 
In recent polling by a leading opinion research firm 

plurality of respondents -- 44 percent -- thought that 
conditions in Argentina would improve over the coming year 
while only 12 percent thought things would get worse. In 
March 2003 

same firm showed that only 29 percent of the population 
thought things would get better in the coming year 

percent thought things would get worse. 


5. (C) Despite these major successes 

face considerable challenges in dealing with persistent 
poverty and high crime. Poverty rates have been nearly 
halved from almost 60 percent of the population at the height 
of the economic crisis to 34 percent today. At the same 
time 

affluent country continues to be a major social policy 
imperative for the Kirchner administration. The continued 
problem of inflation -- which stood at 12.3 percent in 2005 
and is on track to maintain a double digit rate in 2006 -- is 
also of a top GOA concern. The GOA has resorted to price 
controls 

the export of beef as a means to control inflation. (See 
Septel on evaluating Kirchner\'s economic policy.) Crime 
continues to be a major public focus according to opinion 
surveys. Argentines accustomed to minimal crime rates 
particularly in the Greater Buenos Aires area 

economic crisis faced a major problem with street crime 
invasions 

Capital has had several recent cases of shootings 

and rapes that have garnered a lot of media attention 

the public the sensation of a surge in crime. Interior 
Minister Anibal Fernandez recently stated that GOA statistics 
in fact show that crime is down 

impossible to verify because the GOA has not published 
national crime statistics since 2004. 


6. (C) On the economic front 

increasing infusions of foreign investment 

energy shortage and controlling inflation. Private Direct 
Foreign Investment has increased significantly since the 
crisis 

industries. Nevertheless 

services) are badly in need of investment in order to sustain 
continued growth. A strategic flaw in the economic equation 
continues to be the energy sector. The Kirchner 
administration has faced serious pressure from utility 
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companies and the G-7 to raise utility rates that have been 
pesified and then frozen for residential users since the peso 
devalued in 2002. So far 

raise utility rates for residential users 

recently said he is open to discussions on the issue 
although he made no promises. Without a utility rate 
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increase 

foreign investments in public utilities in the short-term. 
Argentina\'s gas and electricity production has not kept up 
with the rapid growth of demand due to the absence of market 
incentives (price) to invest or expand production. (Comment: 
Kirchner\'s unorthodox methods of controlling inflation 

frozen utility rates and hardball tactics with the private 

sector may earn Kirchner short-term benefits 

not long-term solutions to Argentina\'s economic problems 
because they scare away foreign investment that Argentina 
needs to sustain its economic growth. End Comment.) 


7. (C) Although Kirchner began his presidency by 

strengthening the independence of the Supreme Court 

record since then on institutional-democracy building has 

been poor. Upon assuming office 

clean up former President Carlos MenemVs \"automatic majority\" 
Supreme Court that was widely regarded as corrupt. Kirchner 
and his supporters in Congress forced three Menem-era Supreme 
Court justices to resign and impeached two others. Kirchner 
then appointed four well-respected jurists to succeed them. 
However 

remaining vacancies on the high court -- a second vacancy 
opened up after another justice retired -- reducing the 
effectiveness of the court. (Note: Rulings still require the 

support of five justices 

with only seven instead of nine on the bench. End Note.) A 
proposal by legal experts to reduce the number of Supreme 
Court justices from nine to five 

1990 controversial judicial reform 

the Kirchner administration. 


8. (C) Over the past year 

of actions that have further debilitated Argentina\'s already 
weak democratic institutions. Kirchner has issued hundreds 
of presidential decrees during his presidency 

avoid discussion or delay in Congress 
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decrees in his third year of his presidency than laws 
approved by Congress. A new law sponsored by his wife 
Cristina Fernandez de Kirchner 

regulate the presidential-decree-making process. The bill 
which will likely be signed into law shortly 

presidential decrees that are not voted down by both houses 
of Congress. The proposed bill does not set a time limit on 
when Congress is required to vote after a presidential decree 
is issued and allows decrees to remain in force pending a 
congressional vote. (Note: Senator Cristina Kirchner 
proposed a bill in 2000 designed to regulate presidential 
decrees when Fernando de la Rua of the Radical Civic Union 
(UCR) was President. Unlike her current bill 

Cristina Kirchner bill required Congress to vote on 
presidential decrees within 20 days of their issuance and 
made the decrees invalid if just one house of Congress voted 
against them. Senator Kirchner\'s bill was not approved in 
2000 

Kirchner\'s exact bill in the Senate earlier this year 

which Senator Kirchner responded with the current modified 
version of the bill. End Note.) (Comment: Congress\' 
regulation of presidential decrees is a long-overdue action 
that was supposed to be addressed shortly following the 1994 
constitutional reform. The current bill will serve to 

legitimate what has become an arbitrary use of presidential 
powers. Kirchner is not the first president to abuse the use 
of presidential decrees 

levels. End Comment.) 


9. (С) Kirchner and his supporters\' manipulation of the 
electoral system before and after the October 2005 
legislative elections gained them more power in Congress 
sometimes ran counter to voters\' wishes and the spirit of the 
Constitution and electoral law. In the October elections 

the ruling PJ party split in five of the eight provinces that 
were electing national senators 

three Senate seats in the five provinces. (Note: By dividing 
in several provinces 
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election 

reserving a portion of the Senate seats to miniority parties. 
Electoral law further stipulates that those parties that 

cannot agree on a unified electoral list hold primary 

elections to choose candidates 

most provinces. See Reftel A. End Note.) Kirchner\'s allies 
in Congress also prevented right-wing Paufe leader Luis Patti 
from taking his seat in Congress due to as yet unproven 
allegations of human rights abuses when Patti was a police 
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commissioner during the last military dictatorship. Patti 

was prevented from taking his seat despite a ruling by the 
National Electoral Committee prior to the election that there 
was nothing preventing Patti from assuming office and despite 
the nearly 400 

province (See Reftel B). 


10. (C) Kirchner and his allies have used other questionable 
tactics that contradicted voters\' intentions and have 
supporting provincial allies in overturning term limits. 
Cabinet Chief Alberto Fernandez drew newly-elected 
congressman for the opposition Republican Proposal (PRO) 
Eduardo Lorenzo Borocoto over to Kirchner\'s bloc by offering 
his son a lucrative government job. Several Kirchner 
congressmen elected in October never assumed their seats 
such as Jorge Taiana 

Rioja Governor Angel Maza 

to his sister 

with Kirchner\'s blessing 

constitution to allow himself to run for reelection. 

Kirchner is supporting similar efforts by friendly Governors 

in Jujuy and Misiones 

is in discussions with Kirchner to allow him to change the 
Buenos Aires Constitution or ensure a favorable legal ruling 
so he also can run for reelection next year. 


11. (C) Kirchner has achieved an unprecedented 
centralization of decision-making 

Argentina\'s system of checks and balances in the process. In 
February 2006 

in modifying the Council of Magistrates that regulates the 
Argentine judicial system 

control over the judiciary (See Reftel C). Congress is also 
likely to shortly approve granting Cabinet Chief Alberto 
Fernandez permanent \"super\" budgetary powers that will enable 
him to freely move funds from one area of the budget to 
another without approval from Congress. The opposition in 
Congress claim the proposed law will strip Congress of its 
fundamental democratic role of controlling the budget and 
that these powers are no longer necessary because the 
economic crisis is over. The opposition further argues that 
the measure is simply designed to allow the GOA to spend 
money however it wants during an election year 

that Alberto Fernandez reassigned ARP 500 million to social 
and public works projects just two weeks before the October 
2005 legislative elections using these same powers. The 
Kirchners have lashed out repeatedly at the press and the 
opposition for their criticism of the Casa Rosada\'s recent 
actions in Congress. The GOA claims these are necessary 
powers to ensure the smooth functioning of the government. 
Regardless of the opposition\'s objections 
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appears to have the necessary votes to approve the measure by 
early August. (Note: These \"super\" budgetary powers were 
first granted by Congress to the GOA at the start of the 
economic crisis in 2001 and were re-approved every year 
through the 2005 budget. They were not included in the 2006 
budget -- passed before the October elections gave Kirchner 
control of Congress -- because of opposition resistance. The 
current bill would make these special budgetary powers 
permanent. End Note.) 


12. (S) Kirchner campaigned in 2003 on a strong 
anti-corruption message and his first Justice Minister 

Gustavo Beliz 

championed the cause of rooting out official corruption. 
Unfortunately 

corruption since then. In fact 

2004 

corruption and the much-vaunted new Office of Anti-Corruption 
has failed to live up to its envisioned potential. There 
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also have been credible allegations that Planning Minister 
Julio De Vido 

questionable federal and provincial public works contracts 
during Kirchner\'s presidency (See Reftel D). 


13. (C) President Kirchner\'s lack of attention and 
understanding in the international relations arena has 
resulted in an erratic GOA foreign policy. President 

Kirchner is not skilled at international diplomacy and relies 
on an ever-shrinking group of long-time advisors who lack 
foreign policy expertise to make key decisions. Kirchner has 
touted Mercosur as a regional alternative to the FTAA 

his conflict with Uruguay over the construction of two paper 
plants has caused a crisis within the trading bloc. 

President Kirchner has recently sought closer relations with 
Spain 

companies with major investments in Argentina 

and Aerolineas Argentinas. Kirchner has repeatedly thanked 
the U.S. for its support to Argentina during the crisis and 
sought to strengthen the bilateral relationship after 
short-circuits during the Summit of the Americas 

the opportunity during a recent press conference in Madrid to 
criticize the U.S. and claim that the U.S. left Argentina to 
face the crisis alone (See Reftel E). 
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14. (С) The Kirchner administration\'s most important foreign 
policy theme is the promotion of regional integration 

in practice has meant the strengthening of relations with 
Venezuela and Brazil. Argentina\'s most important goal during 
its recent presidency of Mercosur was the integration of 
Venezuela into the trading bloc (See Reftel F). Kirchner\'s 

top officials have repeatedly told Embassy officials that the 
GOA\'s relationship with Venezuela is based on economics and 
Mercosur. Kirchner sees Venezuela as a solution for 
Argentina\'s energy and financing problems. Kirchner 
normally places a low priority on foreign relations 

past 12 months has traveled twice to Caracas and hosted 
Chavez three times in Argentina. Kirchner will host Chavez 
again for the July 20-21 Mercosur Summit in Cordoba 
Argentina. Kirchner has also sought to strengthen relations 
with Brazil 

reelection and signing an accord on automobile sales between 
the two countries. 


15. (C) To his credit 

OAS efforts to return Haiti to stability and constitutional 
democracy. Senior GOA officials assure us that Argentine 
peacekeepers will remain on the island for the long-term. 


16. (C) President Kirchner has numerous successes to show 
after three years in office. The economy is booming and 
Argentines feel a level of stability and dignity has been 
restored to their country which was lost in the political 
economic and social disaster of 2001-2002. In Kirchner\'s 
first years in office 

it out of the depths of crisis. History has shown that 
long-term 

accompanied by a strong institutional framework. Now that 
the crisis has past 

willing to spend some of his built-up capital to strengthen 
Argentina\'s weak democratic institutions. To date 

unclear whether Kirchner has the will or capacity to make 
this transition. End Comment 
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mayor running on the FSLN ticket. After visiting a USAID 
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model school 

Montealegre\'s Nicaraguan Liberal Alliance (ALN); Edmundo 
Jarquin\'s Sandinista Renewal Movement (MRS); Movimiento por 
Nicaragua (MpN) and Etica y Transparencia (ET); the six 
mayors of Boaco department; the PLC-dominated Ranchers\' 
Association; and 

also interviewed by center-right Radio Oxigeno and met with 
local Peace Corps volunteers. Ambassador reiterated our 
commitment to helping Nicaraguans hold clean 

inclusive 

Nicaraguans stand at a crossroads where they can choose the 
path of progress 

Millennium Challenge Compact (MCC). END SUMMARY. 


2. (C) During Ambassadon\'s July 13 trip to Boaco department 
(population 150 

leader Daniel Ortega may win the November election by 

excluding large numbers of potential voters and through 

electoral fraud the day of the polls. While Boaco is a 
predominately Liberal department 

in 2004 \"Boaquenos\" elected an apolitical mayor running on 

the FSLN ticket. After visiting and delivering curricular 

materials to USAID\'s model \"Excellence\" Juanita Sovalbarro 
Suarez Elementary School 

of Eduardo Montealegre\'s ALN; Edmundo JarquinYs MRS; NGOs MpN 
and ET; Boaco department mayors; the PLC-dominated Ranchers\' 
Association; and 

Diocese. The Ambassador was also interviewed by center-right 
Radio Oxigeno and met with local Peace Corps volunteers. 


A UNITED ALN CRAVES MANAGUA ATTENTION AND LOGISTICAL SUPPO 


3. (C) Leaders of Eduardo Montealegre\'s diverse alliance in 
Boaco -- including members of \"Vamos con Eduardo\" and the 
ALN 

Resistance (PRN) 

Independent Liberal (PLI) parties 

Group leader Hugo Barquero (ALN) underscored the importance 
of uniting under a common cause: winning the November 
elections and ending the corruption of FSLN-PLC pact. 
According to Barquero 

Liberals 

Boaco 

department\'s rural areas. The fact that Montealegre\'s 

running mate is from San Jose de los Remates is an advantage 
the ALN must exploit 

monitors (fiscales) were present in all voting centers during 

the recent voter registry verification process. ІНІ training 

in late July-early August will further prepare the fiscales 

said Barquero. 
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4. (С) Despite these advantages 

\"a soft start\" because the lack of logistical support - 
including vehicles 

spots -- is hampering efforts to woo voters 

For example 

materials to use during the Boaco festivities starting July 
21. While acknowledging that the PLC presents formidable 
competition in Boaco\'s rural areas 

explained that the FSLN is the real enemy to beat. However 
as an adversary 

on Aleman and his inner circle could help loosen the PLCVs 
popularity 

that our problem with the PLC is Aleman and his cohorts 
Rizo and that our efforts in isolating Aleman have been 
robust -- including visa revocations. 


THE MAYOR OF ALL PEOPLE 


5. (C) The Ambassador met privately with Boaco Mayor Vivian 
Orozco 

Sandinista ticket. Orozco was receptive to the Ambassador\'s 
concerns that non-FSLN supporters have difficulty obtaining 
national/voter IDs (cedulas). However 


non-involvement in the issue because the Supreme Electoral 
Council\'s (CSE) independence must be respected. Ambassador 
urged him to reconsider -- noting that it is incumbent upon 

all public officials to ensure their constituents can 

exercise their right to vote. (NOTE: Other interlocutors 

offered nothing but praise for Orozco\'s fine work 

his non-partisan treatment of Boaquenos and his efforts to 
improve infrastructure 


ONE PLC MAYOR SET TO JUMP SHIP 


6. (C) The Ambassador met briefly with Santa Lucia Mayor 
Elba Maria Salinas before his general meeting with PLC and 
APRE mayors. A disgruntled and disillusioned Salinas 
informed the Ambassador of her plans to leave the PLC and 
join Eduardo Montealegre\'s ALN. She explained that the PLC 
has virtually ostracized her because she refused to hire 
municipal employees in accordance to their loyalty to the 

PLC. Instead 

for the positions. According to Salinas the Liberal vote in 

her district is evenly split between Montealegre and Rizo. 

She feared that a split Liberal vote will advantage Ortega 
although she also claimed that Sandinista mayor Vivian Orozco 
privately supports Montealegre 
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PRO-ALEMAN AND PRO-MONTEALEGRE MAYORS SHARE COMMON CON 


7. (С) Inthe Ambassador\'s joint meeting with four PLC 

mayors (Elba Maria Salinas 

and William Hernandez) 

one APRE mayor (Carlos Cajina) 

and fears that the CSE will forbid Nicaraguans from voting in 
their area of residence dominated the conversation. While 

Ruiz acknowledged that Montealegre enjoys considerable 
popularity in Boaco 

mark PLC box number 1 on the ballot 

Cajina opined that the fact that his brother Fabricio is 
Montealegre\'s running mate will give Montealegre an advantage 
in Boaco. He added 

to ensure Ortega does not win the election; issues regarding 
Montealegre versus Rizo are secondary. Obando focused on the 
high unemployment among the department\'s youth 

that only five out of 100 high school graduates continue on 

to university 

gainful employment in Boaco. Thus 

migrate to the United States to find work. 


... WHILE RANCHERSY ASSOCIATION LEADERS ARE CLEARLY 
ARNOLDISTA 


8. (С) The three representatives of Boaco\'s Ranchers 
Association -- Luis Ortega Urbina 

Salvador Granja -- are unabashed Arnoldistas 

Rizo will draw the lion\'s share of the departments rural 
votes. They acknowledged 

attract enough votes 

Conservatives 

According to these die-hard PLC ranchers 

end caudillo rule in Nicaragua are misplaced and have 
encouraged the Liberal division. Caudillo leadership remains 
the norm in Nicaraguan communities 

that change in Nicaragua\'s political culture must be gradual. 


9. (C) The Ambassador remarked that the two caudillos have 
divided power at the expense of 

country. Aleman has gradually handed over control to Ortega 
and Nicaragua is suffering the consequences 

allowing a presidential candidate to win with 35% of the 
votes. Ortega Urbina countered that President Bolanos must 
share the blame for the continuation of the FSLN-PLC pact. 
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By isolating Aleman 

Liberal votes 

Constitution and \"oxygenizing\" the FSLN. The ranchers also 
complained of foreign assistance to Sandinista NGOS 

were at a loss for words when the Ambassador suggested the 
PLC form more civil society groups. (COMMENT: Aleman 
empowered Ortega long before Bolanos election. The PLC 
often complains of Sandinista dominance over civil society 
groups 


MRS ENTHUSED 


10. (C) Local MRS leaders -- including National Assembly 
candidates Francisco Gutierrez Espinoza 

legal representative Frank Gutierrez; and 

coordinators William Cuadra Lopez and Freddy Coronado -- were 
understandably still affected by Herty Lewites\' recent death. 
However 

and confident that their party will attract a sizable number 

of both traditionally FSLN and undecided voters. After all 
argued Cuadra 

to combat corruption and poverty within a democratic 
tolerant 

Carlos Mejia Godoy\'s candidacy will likely attract more 
Sandinista voters. The MRS leaders were confident that they 
have enough party poll watchers (fiscales) to defend the vote 
on November 5 and appreciated IRI\'s training of their 
fiscales. Further many MRS fiscales were previously FSLN 
poll watchers 

funds was the MRS\'s 

greatest concern 

their ALN and PLC counterparts 

the CSE facilitates cedula applications of citizens 

affiliated with the FSLN 

of others. 


11. (C) To the Ambassador\'s observation that many 
center-right Nicaraguans claim the MRS is the FSLN\'s \"Trojan 
Horse\" to ensure an Ortega victory and their concerns that 
many of Lewites\' inner circle are Sandinista 'comandantes 
Gutierrez Espinoza replied that the MRS holds different views 
from the FSLN vis a vis relations with the United States and 
economic policy. While the MRS seeks positive relations with 
the United States and is committed to an open economy 
prefers a confrontational relationship with the U.S. and a 
closed economy 

Nicaraguans seek \"social pragmatism 

Gutierrez asserted that the FSLN is not democratic because it 
rejects change. Guerrero noted that many MRS supporters 
herself included 
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Rather 

Sandinistas. The MRS is attracting former PLC militants 
other non-Sandinistas 

that appeals to the poor 

asserted Gutierrez Espinoza. 


12. (C) The Ambassador reiterated Assistant Secretary 
Shannon\'s recent statement encouraging Nicaraguans to move 
beyond the traditional caudillo-style political party 

leadership and replace it with truly democratic parties. He 
assured the MRS leaders that the United States can work with 
right or left-leaning governments so long as they govern 

under democratic practices 

policies 

trafficking and terrorism. Eager to distance himself from 

the FSLN 

permanent and that \"democracy is not the patrimony of 
anyone.\" \"To rescue Sandinismo and end the pact 

finish with Daniel Ortega 


CLAMOR FOR CEDULAS 


13. (C) Movimiento por Nicaragua (MpN) local representative 
Javier de Jesus Alonso and Etica y Transparencia (ET) 
coordinator Alejandro Perez Cerda concurred that the 
FSLN-dominated CSE is manipulating cedula issuance to its 
benefit and voiced concern that Nicaraguans who did not 
verify their presence on the voter roster (padron) may not be 
able to vote. ALN 

complained over the FSLN\'s \"hold\" over cedula issuance. 
Montealegre supporter Emigdio Alvarado (PLI) claimed that of 
the ALN\'s 17 

cedula and attributed this fact to instructions from the 
FSLN-controlled CSE in Managua to block cedula issuance to 
all but FSLN supporters. When ALN supporters apply at the 
local CSE office 

obstacles that impinge on their ability to obtain the prized 
document 

poor quality 

Nicaraguan youth are especially disadvantaged 

vote could determine the outcome of the November election 
argued Barquero. The Ambassador urged all interlocutors to 
document these irregularities and present them to the OAS 
the EU 

and the media to pressure the CSE. 


MEDDLING 
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14. (С) To Ambassador\'s query regarding his engagement іп 
Nicaragua 

should be even stronger in his support for Nicaragua\'s 
democracy. Barquero (ALN) argued that Venezuelan President 
Chavez 

Nicaragua\'s domestic affairs. Alvarado (PLI) opined that the 
USGVs association with Montealegre helps more than hurts the 
campaign 

voters 

Rolando Ruiz remarked that the U.S. Embassy role is important 
and can foster democracy in Nicaragua and differentiated 
between helpful suggestions and unhelpful impositions. PLC 
ranchers opined that U.S. support for democracy is welcome 
while favoring a particular party is not. MRS leader 

Espinoza believed that the current level of U.S. engagement 

is appropriate 

work in Ortega\'s favor. In meetings the Ambassador clarified 
that the USG does not finance particular parties or 

candidates; rather 

towards civic education 

observer support and training. 


CAFTA CAN HELP 
REMITTANCES 


15. (C) Invariably 

substantial reliance on remittances to keep the local economy 
minimally afloat. And 

opportunities CAFTA offers 

infrastructure 

limitations to competing in CAFTA. For Boaquenos 

lack of roads is the \"Achilles heel\" of Cafta because it 
limits the ability of producers to transport their products 

to market before they spoil (Boaco produces meat 
products 

Some opined that if the roads are fixed 

investment will pour in 

Other concerns included the lack of access to health care 
housing 


16. (С) To the Ambassador\'s suggestion that local taxes be 
used to build roads 

taxes could be used but since there are no taxes on dairy 

beef 

However 

persuaded to contribute to road construction to supplement 
Ministry of Transport and Development Fund (FISE) monies. He 
mentioned that the Mayor of Boaco is currently engaged in 

this type of cooperative effort 
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contributions with national funds to build roads. Ruiz added 
that tolls could be charged to cover maintenance costs. PLC 
Mayor Cajina remarked that if Nicaraguans were not always 
campaigning for one election or another 

time to resolve development issues. 


17. (C) The Ambassador noted that since CAFTA 
implementation 

increased 30%. He highlighted the basic recipe for CAFTA 
success: rule of law 

encouraged Boaquenos to take advantage of U.S. assistance 
programs in the department -- including dairy and coffee 
production assistance 

rehabilitation 

Boaco compete. Ruiz noted that his district 

benefited greatly from USAID assistance in the dairy 

industry. According to many of the interlocutors 

the Mayor of Boaco and PLC Councilman Obando 

ripe for a free trade zone 

situated between Managua and the southern area of the 
Atlantic Coast. A free trade zone might provide these 
professionals with a reason to stay 

Ambassador suggested that Boaquenos approach Pro Nicaragua 
for help with the tax free zone initiative. 


VICAR FAVORS PARTIES OF CHANGE 


18. (C) Vicar Juan Moreira shared the concerns of other 
interlocutors over the difficulties non-FSLN supporters face 
in obtaining cedulas and the fears that the FSLN is prepared 
to win the election at all costs. He noted that Archbishop 


Brenes will release a Church communique calling for free 

fair 

because this election presents new choices and opportunities 
that he hopes Boaquenos will support in November. 
BRENNAN 
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breakthrough in cross-Strait relations of the past six 

years 

Huang said Taiwan hoped to start \"formal FTA talks\" before 
fast-track authority expires in 2007 

that an FTA is not possible before then. Deputy Minister of 
Defense Henry Ke argued that the KMT has blocked arms 
procurement because they wish to make the DPP government 
appear ineffectual. KMT Vice-Chair Chiang Ping-kun and LY 
Defense Committee Chair Su Chi said the KMT supports 
purchasing the P-3C anti-sub aircraft 
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submarines 

alleged referendum-imposed ban expires in March 2007. End 
Summary. 


2. (U) From June 27-29 

and Kerri Houston and Executive Director Scott Bunton met 
with Chen administration officials 

party leaders 

people 

academic community. AIT officers accompanied the delegation 
to all of their meetings. This cable covers political 

highlights and economic issues are addressed septel. 


Foreign Minister James Huang 


3. (C) Foreign Minister James Huang told the USCC delegation 
that he believes relations with the United States are moving 

in a positive direction 

Deputy U.S. Trade Representative Bhatia and AIT Chairman 
Burghardt. In particular 

appreciation for Washington\'s positive response following 
President Chen\'s reiteration of the \"four nos.Y Taiwan would 
like to further strengthen ties with the United States 

through the eventual establishment of a FTA 

substance if not in name. He commented that Taiwan must 
continue to be able to compete effectively economically in 

the Asia-Pacific region 

the economic side 

region will be altered 

Huang acknowledged that completion of an FTA would not be 
possible before fast-track authority expired next year 
expressed hope that \"formal FTA talks\" could begin before 
then. When asked about whether Taiwan is prepared to agree 
to services and agriculture concessions in order to obtain an 
FTA 


4. (C) Huang said he was optimistic about cross-Strait 
relations. Contrary to some expectations 

not resorted to provocative statements or actions to shore up 
his popularity during the recall crisis 

renewed his call for cross-Strait reconciliation. 

Cross-Strait relations had not deteriorated during President 
Chen\'s tenure 

announcement of cross-Strait charter flights was \"the most 
significant breakthrough in cross-Strait relations of the 

past six years.\" Huang contended Beijing\'s willingness to go 
forward with the charter flights agreement indicated an 
increasing understanding that former KMT Chairman Lien Chan 
and PFP Chairman James Soong do not represent mainstream 
opinion in Taiwan 
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could be realized by working with Taiwan\'s elected government 
instead of just the opposition. 


KMT Vice-Chair Chiang Pin-kung and 
LY Defense Committee Chair Su Chi 


5. (SBU) KMT Vice Chairman and legislator Chiang Ping-kun 
said the KMT favors maintaining the status quo because the 
majority of the people of Taiwan do. The KMT also favors 
reducing restrictions on Taiwan investment in the PRC 
would benefit both sides. The way to keep businesses in 
Taiwan 

climate and facilitate direct cross-Strait travel links 
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to impose investment and travel restrictions. 


6. (C) Chiang said the KMT is committed to increasing 
Taiwan\'s defense capability but believes that arms 
procurement should be part of the regular annual budget 
rather than a special budget. KMT legislator and LY Defense 
Committee Chair Su Chi repeated his contention that Taiwan is 
legally barred from purchasing the PAC-3 missiles until the 
ban allegedly imposed by the failed referendum expires in 
March 2008. The KMT remains undecided about purchasing 
submarines because of concerns over their expense and the 
lengthy delay before their deployment. Su said the KMT is 
very interested in acquiring the P-3C ASW aircraft because 
they are affordable and would quickly fill gaps in Taiwan\'s 
defense capabilities. If the P-3C purchase request is 
submitted separately to the LY when it convenes in September 
Su said he is confident that it would be passed quickly. Su 
also emphasized that the KMT generally believes Taiwan\'s 
military ought to be focused on \"defensive defense 

weapons systems and plans designed to attack China or its 
forces 

Taiwan. 


Deputy Minister of Defense Henry Ke 


7. (С) Deputy Defense Minister Henry Ke blamed the KMT-led 
opposition for stalling arms procurement 

administration was considering including the entire arms 
package in its next annual budget proposal 

the opposition into an up-or-down vote. Ke added that the 
government planned to raise defense spending to 3 percent of 
GDP to allow for the modernization of the Taiwan military 
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particularly C4ISR and battle management integration 
facilities hardening 

improved ASW capability 


8. (C) According to Ke 

economic ties 

pursue its Taiwan and Asia policy agendas. Ke urged the 
U.S. 

to China\'s plan. He dismissed the idea that China could 
bring about unification through economic means alone 

said President Chen\'s \"effective management\" policy was 
necessary to keep the pace of cross-Strait economic 
integration within manageable bounds. Ke said that 
U.S.-Taiwan cooperation would improve if American flag 
officers were allowed to visit Taiwan 

officers were afforded increased participation in U.S. 
exercises. Ke also suggested establishing a direct means of 
communication between U.S. and Taiwan political and military 
leaders to coordinate crisis response. Citing recent PLA 
purchases from Israel and Russia 

the U.S. would be willing to sell more advanced weapons to 
Taiwan. The United States 

concerned that the military balance continues to shift in 
China\'s favor than that increased military capability might 
\"lead Taiwan to become an agitator.\" Ke complained that 
China is working to increasingly isolate Taiwan 
internationally 

participate in all appropriate international organizations. 


Cross-Strait Think Tank 


9. (SBU) Dr. Lin Chong-pin from the blue-leaning Foundation 
on International and Cross-Strait Relations (FICS) told the 
USCC delegation that he believed the greatest crisis facing 
Taiwan is not a PRC attack 

economy. Lin argued that China is using a charm offensive to 
improve its image abroad and to squeeze Taiwan out of the 
international arena. The PRC is also siphoning off Taiwan\'s 
economic growth and will continue to do so until Taiwan\'s 
government replaces its paralysis with a coherent 

Mainland policy. Lin suggested that Washington apply a 
\"double-pronged\" strategy to help Taiwan counter China\'s 
regional agenda: continuing to encourage Beijing to engage in 
dialogue with Taiwan\'s elected officials 

U.S. military and political ties with Japan 

others to increase the number of air bases encircling the PRC. 
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This cable was reviewed and cleared by the USCC delegation. 
YOUNG 
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OK\" but with some potential problems that result mainly from 
the flow of manufacturing to the PRC at a rapid pace. She 
commented that Taiwan needs to create new industries and jobs 
to replace those lost to China 

currently being created is too low. She noted political 
difficulties currently facing the Chen administration 

pointing out that Taiwan is still in transition to a 
fully-developed democracy. The PRC is deliberately creating 
a political challenge for Taiwan with a \"united front 

strategy\" that Tsai described as updated and very 
sophisticated. She argued that many mistakenly believe that 
Taiwan is reluctant to move forward on establishing direct 
links 

because Taiwan airlines are more competitive in the cargo 
market and direct links could reduce the need for high-tech 
companies to transfer operations to the PRC. 


4. (C) Tsai admitted that many believe Taiwan\'s controls on 
investment in the PRC are too harsh. She said that 

relaxation of those controls must be an interagency decision 
and added that the Ministry of National Defense is concerned 
about technology transfers. According to Tsai 

maintain a technology gap with the PRC because that is the 
only way Taiwan can compete. She noted that Taiwan\'s 
technological strength comes not so much from creating new 
technologies but from management of advanced technological 
processes in manufacturing. Tsai emphasized the importance 
of the semiconductor industry in 

particular. 


5. (C) Without mentioning a free trade agreement with the 
United States 

such an agreement. Many countries in Asia are feeling they 
must choose between the United States and China 
suggested 

strategy for this situation. She explained that Taiwan is 
developing its own strategy by expanding to Southeast Asia 
India and the Middle East and with large Taiwan companies 
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expanding their global operations. Linking U.S. security to 
Taiwan\'s economic security 

should help Taiwan to integrate into the regional economy. 
She noted that TaiwanVs economic relationship with the United 
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States is more important than the security relationship 

that U.S. efforts to make Taiwan economically secure in the 
region are the best way to assure Taiwan\'s security. 


MAC Chairman Joseph Wu 


6. (C) Mainland Affairs Council Chairman Joseph Wu suggested 
to the USCC delegation that there are three ways in which 
U.S.-Taiwan relations could be enhanced. First 

a U.S.-Taiwan free trade agreement that would prevent Taiwan 
from becoming isolated in Asia. Second 

Taiwan needs to do more to strengthen its defense 

the U.S. government to send a message to Taiwan\'s opposition 
parties that they should support this effort. Finally 

spent much of the meeting arguing that restrictions on U.S. 
travel and meetings with senior U.S. officials placed on 

senior Taiwan officials should be lifted. Wu claimed that 
additional channels of communication for Taiwan officials 
would prevent misunderstandings. As an example of such a 
misunderstanding 

Zoellick\'s recent Congressional testimony as suggesting that 
the Deputy Secretary believed that Chen Shui-bian was 
pursuing independence. The AIT officer at the meeting 
corrected Wu\'s notion 

Deputy Secretary had explained the consequences of Taiwan 
independence. The AIT officer also noted that the AIT 

Director is the established channel for communication between 
senior Taiwan officials and Washington. 


BOFT and Investment Commission 


7. (SBU) Bureau of Foreign Trade (BOFT) Director General 
Franco Huang told the commissioners that the PRC is Taiwan\'s 
largest trade partner accounting for 37 percent of exports 

while only 15-16 percent go to the United States. He 

explained that Taiwan\'s US$40 billion surplus with the PRC 
was caused by Taiwan prohibitions of certain PRC imports and 
PRC investment in Taiwan. He described China\'s constructive 
participation in Chinese Taipei\'s trade policy review at the 
World Trade Organization June 20 and 22 

offered comments on Taiwan\'s trade policy that were mostly 
free of political attacks. Huang also suggested that a free 
trade agreement would be mutually beneficial for both Taiwan 
and United States. At the Investment Commission 

Secretary Huang Chin-tan noted that although Taiwan\'s 


SIPDIS 
official data on approved investment in the PRC show only US$ 
50 billion 
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actual investment in the PRC may be as high US$ 150 billion 
and the Wall Street Journal recently estimated it at US$ 280 
billion. 


Economic Thinktanks 


8. (C) At the Taiwan Institute for Economic Research (TIER) 
TIER President David Hong told the commissioners that Taiwan 
faces three major challenges. First 

industrial structure. According to Hong 

compete with the PRC on labor costs so it must base its 
economy on higher-value-added processes and globalize by 
improving logistics capabilities. Second 

normalize its relations with China. Hong said that despite 
Taiwan\'s increasing economic reliance on the Mainland 
need not sacrifice national security to improve cross-Strait 
relations. Taiwan must take a step-by-step approach first 
liberalizing economic relations and only then attempting to 
resolve political issues. Finally 

political stability will continue to be a challenge facing 
Taiwan. 


9. (C) Ko Chen-en 

Economic Research (CIER) 

authorities focus too much on relations with China. He 
argued that Taiwan must go global to transform itself and use 
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\"globalization instead of localization to counter 

sinicization\" Taiwan needs more confidence before it can 
open up economically to the PRC 

trade agreement with the United States would give Taiwan that 
confidence. Because Taiwan cannot be a member of 
international organizations 

trade agreement are the only way that Taiwan can demonstrate 
international support. 


Amcham 


10. (SBU) In a breakfast with members of the American Chamber 
of Commerce in Taipei 

intellectual property rights 

cross-Strait relations and Taiwan\'s campaign for a free trade 
agreement with the United States. The U.S. businessmen 
praised TaiwanVs progress on the protection of intellectual 
property 

good channels of communication with Taiwan officials in 
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charge of IPR. However 

photocopying of textbooks on college campuses with the tacit 
approval of the Ministry of Education 

by courts on violators too often are inadequate 

\"hand slaps.\" They complained that there is a shortage of 
skilled personnel in Taiwan and argued that the Taiwan 
authorities need to do more to develop an internationally 
competitive workforce 

of English. Restrictions on transfers of Mainland personnel 

of multinational firms to Taiwan also contribute to this 

problem. More generally on cross-Strait relations 
businessmen said that Taiwan needs to establish some kind of 
normalized relationship with the PRC 

importance of implementing direct transportation links. 
According to the Amcham representatives 

not clamoring for a U.S.-Taiwan free trade agreement 

many would support one if they had more information about the 
likely content. They commented that the Taiwan government 
needs to do more to show the benefits of such an agreement. 


Intellectual Property 


11. (U) Representatives from the Taiwan Intellectual Property 
Association (TIPA) said that the Taiwan authorities have 
implemented many successful anti-piracy measures and other IP 
protections 

force. Piracy and sale of CDs and DVDs have dwindled 

have been replaced by internet piracy. TIPA is working with 

the government Intellectual Property Office to establish 
regulations for internet service providers (ISPs). TIPA 

urged closer cooperation between Taiwan and US authorities to 
crack down on US and Taiwan ISPs violating IP laws. 


12. (U) According to TIPA representatives 

is establishing a special IP court to hear patent 

infringement cases and trademark/copyright appeals. TIPA 
wants the IP court to preside over trademark and copyright 
trials 

to leave IP trials to non-specialized courts 

overwhelming the IP court. TIPA also wants IP violation 
cases to be handled by a special IP prosecutor\'s office. The 
LY thinks most IP violators are small-time 

vendors whose cases don\'t warrant that expense. TIPA has 
pushed to criminalize IP violations 

existing civil remedies are sufficient. 


Taiwan IT Business and the PRC 


13. (U) Chairman Frank Huang of Taiwan semiconductor 
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manufacturer Powerchip said the PRC lags far behind Taiwan in 
research and development capability 

does not pose a threat to Taiwan in the IT market. The 
profitability of doing IT business in the PRC is threatened 
however 

with generally poor product quality. This 

damage the reputations of established companies doing 
business in the Mainland. Huang noted that China had taken 
several important steps to increase its high tech 


TAIPEI 00002432 004 OF 004 


competitiveness. Notable among those is its investment in 
needed infrastructure (a step he said India has failed to 
successfully implement). 

YOUNG 
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LEFT\" 


REF: MANAGUA 1482 
Classified By: CDA Peter Brennan for reasons 1.4 (b and d) 


1. (C) Summary: New MRS presidential candidate Edmundo 
Jarquin assured Ambassador that he will continue deceased 
candidate Herty Lewites\' strategy of pursuing \"responsible\" 
social and economic policies and a productive relationship 
with the USG. Jarquin admitted that he struggles with name 
recognition relative to the other candidates 

that he will rise in the polls after the launch of a new 
publicity campaign. He stated that Nicaragua has been held 
back by the PLC-FSLN political pact 

Bolanos will leave Nicaragua in good macroeconomic health. 
End Summary. 


2. (C) Ambassador and poloffs met with new MRS presidential 
candidate Edmundo Jarquin and senior advisor Victor Hugo 
Tinoco on July 14 to discuss the death of former candidate 
Herty Lewites (reftel) and MRSY election strategy. Jarquin 
stated that the MRS represents the \"responsible left\" in 
Nicaragua and will promote economic and social policies that 
benefit Nicaragua 

and right-wing governments have failed in Latin America. The 
MRS will also pursue a productive relationship with the USG. 
(Note: Ambassador mentioned recent press interviews with MRS 
vice presidential candidate Carlos Mejia Godoy 

Mejia Godoy stood by the refrain he wrote for the FSLN party 
anthem that refers to the U.S. as the \"enemy of humanity.\" 
Ambassador suggested that Jarquin could speak with Mejia 
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Godoy about a more nuanced response. Jarquin responded that 
he \"understood.\" End Note.) 


3. (С) Jarquin was generally positive regarding the MRS\' 
chances in the upcoming national elections 

that he struggles with name recognition relative to the other 
candidates 

resources. He confirmed that the MRS will focus its 

resources in certain geographic areas where it draws the most 
support. (Comment: Jarquin was not specific 

the highest poll numbers in Managua and other departments in 
the central Pacific region. Likewise 

Matagalpa 

starved of funds from the national campaign. End Comment.) 


4. (C) Jarquin is confident that an MRS media campaign 
highlighting LewitesV legacy with the party will improve his 

poll numbers. (The latest MRS ad features Jarquin and Mejia 
Godoy leading a candlelight vigil in honor of Lewites and 
promising they will continue his legacy.) He also noted 
considerable progress in the IRI-sponsored training of MRS 
party poll watchers (fiscales). Jarquin and Tinoco commented 
that 30 percent of self-identified Sandinistas support the 

MRS 

\"want change." 


5. (C) Jarquin agreed with the Ambassador that Nicaragua has 
considerable potential for growth as long as the country does 
not \"take a step backward\" after the elections. He opined 
that 

Nicaragua in good macroeconomic health and (referring to 
Bolanos low approval rating) \"history will judge him 
differently.\" Jarquin emphasized the need for Nicaragua to 
enjoy an independent and professional judiciary 
pact-controlled politicized institution that currently exists. 


6. (С) Comment: Jarquin is an affable and erudite technocrat 
with many years of experience in international institutions. 
He admitted that his many years spent outside of Nicaragua 
have cost him in terms of recognition and credibility 

believes that the public will ultimately support him as an 
anti-pact 

Daniel Ortega. Jarquin does not project the folksy charisma 
that made Lewites so popular 

revolutionary songwriter (and womanizer) Carlos Mejia Godoy 
could compensate by balancing the MRS ticket. 

BRENNAN 
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KOREA TOWARD THE NORTH 


Column 3 
Classified By: AMBASSADOR J. THOMAS SCHIEFFER. REASON: 1.4(B)(D) 


1. (C) Summary: ROK Ambassador Ra Jong Yil told Ambassador 
Schieffer July 18 that public opinion toward North Korea had 
reached a \"turning point\" in South Korea as a result of the 
North\'s missile launches and bad behavior at the recent 
South-North ministerial. Ra worried 

by Prime Minister Koizumi to Yasukuni Shrine on August 15 
could reverse that favorable trend. The Ambassador firmly 
deflected Ra\'s attempt to drag the United States into the 
middle of the Yasukuni issue 

disputes with Japan had to be settled bilaterally. End 
Summary. 


2. (C) ROK Ambassador Ra Jong Yil requested an urgent 
meeting with Ambassador Schieffer July 18 at the Embassy to 
discuss North Korea. He told the Ambassador that public 
opinion in South Korea toward the DPRK had reached a \"turning 
point as a result of the missile launches and North Korea\'s 

bad behavior at the recent South-North ministerial meeting in 
Busan. Ra made it clear that he thought the new 

South Korean attitude toward North Korea was a good 
development 

Government policy. 


3. (C) Ra continued that this positive development risked 
being reversed if Prime Minister Koizumi visited Yasukuni 
Shrine on August 15 

public way. Ra said that because August 15 carried a 
political meaning 

its effect on ROK public opinion 

try to dissuade PM Koizumi from visiting Yasukuni on that 
day. Ra said US-ROK relations could suffer as a result of a 
Koizumi visit. Ambassador Schieffer firmly deflected Ra\'s 
attempt to drag the US into the middle of the Yasukuni issue 
pointedly saying it was in no one\'s interest for there to be 
disputes between the US 

need to take that up with the Japanese Government 
Ambassador declared 

the United States was not an effective way of addressing the 
matter. Ambassador Schieffer continued that in the middle of 
the North Korean missile crisis 

unfortunate to hear rhetoric in South Korea that made it 
sound as if Japan 

appeared almost as if some in South Korea were trying to 
excuse the North\'s behavior by attacking the Japanese. 


4. (C) On other matters 

should be held \"in absolute secrecy 

the ROK Government was ready to take a \"step forward\" in 
mending relations with Japan. He specified that South Korea 
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was ready to meet with Japan and \"listen to what Japan has to 
say\" in regard to the Liancourt Rocks dispute. Ra noted that 
during a visit back to Seoul last month 

talk with President Roh 

was ready to try to restore good relations with Japan \"in the 
latter half of this year.\" 


5. (C) Asked for his thoughts on what North Korea might do 

in the wake of the reaction to the missile launches 

North Korea was supressing any news about the UNSC resolution 
and the G-8 statement by 

broadcasts in North Korean hotels and even by downplaying the 
missile launches at home. Ambassador Schieffer asked if the 
South Korean Government had any information on what the DPRK 
meant when it talked about additional \"physical\" measures. 

Ra replied that the ROK had contradictory intelligence about 
whether there might be another round of missile firings. 

Speaking personally 

SCHIEFFER 
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control of cabinet appointments~it\'s only fair 

the majority in Parliament.\" (See reftel for discussion of 

cabinet appointments.) However 

noted adamantly that V'my judgment is final" on policy decisions 
although he will be in regular discussions with Fretilin\'s 

Political Committee. 


Plans for civil society council and strategic planning group 

3. (SBU) Ramos Horta relayed to us his plans to establish two 
bodies to assist in advising and the government and shaping 
future policy development. First 

society council 

Church 

civil society organizations. The role of the council would be to 
review and advise on all major government decisions 
particular emphasis on decisions with wide social impact. In 
describing this concept 

has felt shut out of government deliberations and the council 
would begin to remedy this complaint. A second body that he 
plans to establish is a strategic planning group. His 
explanation of the precise function of this group remains 
somewhat general at this time 

group of consultants who could provide policy and public 
outreach direction 


Criminal defamation to be withdrawn from penal code; 
government support of media development 


Column 3 

4. (SBU) In several conversations Ramos Horta has stated his 
unambiguous intent to resubmit the penal code with the sections 
criminalizing defamation withdrawn. He noted that he might 
support criminalizing defamation if East Timor 

its media sector 

noted that criminal defamation is particularly inappropriate for 
the current stage of media development. In this vein 

Horta spoke of his intent to provide greater material support to 
media organizations if possible within the budget. Examples of 
the kinds of support that might be included were salary 
subsidies and support to provide for free distribution of 
newspapers around the country. He also wants to start a monthly 
government \"lift-out\" section in papers to educate the public 
about government policies while providing additional support to 
the papers. Finally 

stipulating that the government cannot financially punish 
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papers 
differences in opinion. 


Election law 

5. (SBU) On the subject of the election law 

was produced by the Alkatiri government and is currently under 
review by Parliament 

broad consultations. While he expressed equanimity regarding the 
resubmission of the Alkatiri government\'s version by the 

Fretilin bench in Parliament 

disagreements with the contents that \"must be worked out.\" In 
particular 

providing funding support to parties based on the proportion of 
seats they have in Parliament. He stated that while there could 

be some proportionality in this support 

directly proportional as this would clearly unfairly benefit the 
majority Fretilin party. His suggested alternative is to either 

give an equal amount to each party 

system with a set minimum and maximum to reduce the discrepancy 
between parties. 


The next UN mission 

6. (SBU) In discussing his current views of the next UN mission 
Ramos Horta emphasized that he still wants at least one 
battalion of Peace Keepers in addition to the policing 

operation. While noting that Peace Keepers were not strictly 
necessary for day-to-day security needs 

symbolism would be very important and that they would provide a 
potentially vital rapid reaction back up capability. On the 
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policing operation 

to have around 1 

the Portuguese National Republican Guard (GNR) to play as big a 
role as possible in this operation. He said that the population 

like and respect the GNR and believe they are the most effective 
international police operating here. He also believes there is a 
role for the GNR in police training 

training program has been good but that the GNR have also been 
working on training plans and could make a valuable contribution. 


7. (SBU) Separately 

that he hopes that lan Martin will be the next SRSG 

that the current SRSG Sukehiro Hasegawa \"has experience in 
development but not in politics.\" 


8. (SBU) Comment: Under the Constitution the Prime Minister 
merely \"proposes\" cabinet members and the President has 
discretion about whether to \"appoint.\" It seems unlikely that 
the Fretilin inner circle would have agreed to the appointment 
of Fretilin reformer Jose Luis Guterres as Foreign Minister if 
they had as much control as Ramos-Horta has suggested. However 
other changes and retentions in the Cabinet 

decision not to abolish the five regional Secretary of State 
positions suggest that Ramos-Horta deferred to the Fretilin 
leadership except when he had a particularly strong opinion. 
Ramos-Horta\'s belief that he 

ultimate authority over matters of policy is notable. His 
decision to reintroduce the penal code without the controversial 
criminal defamation provision 

Minister Alkatiri 

more important test of Ramos-Horta\'s asserted authority over 
policy will be whether he succeeds in changing the election law 
to meet his own specifications 

of United Nations experts 

society 

leadership. Never so much as now has East Timor\'s ability to 
move forward as a truly participatory democracy depended on 
Ramos-Horta\'s legendary negotiating skills. 

DICKEY 
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reports indicate an unidentified \"French woman\" as one of 
the foreign victims. Australian Embassy personnel spoke 
with several Australian hikers and surfers who were caught 
by the earthquake and tsunami 

surfer spent the night floating on his surfboard at sea 

is now fine. 


6. Post has received welfare and whereabouts inquiries for 
nine Amcits traveling in Indonesia and resolved two. The 
other seven individuals are traveling in Bali 
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North Sulawesi. One has plane reservations to depart 
Indonesia for Vietnam on July 18. We have received no 
inquiries about Amcits believed to be traveling anywhere 
near the affected area. 


EMERGENCY RESPONSE 
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7. USAID has prepared a disaster declaration and is 
requesting an immediate USD 50 

earthquake affected victims in Southern Java. USAID will 
channel funds to the International Federation of Red Cross 
and Red Crescent Societies (IFRC) in order to support the 
Indonesian Red Cross (PMI). 


8. The Indonesian Red Cross has already deployed volunteers 
to provide search and rescue in the affected areas. The 
World Health Organization (WHO) is facilitating the Ministry 
of Health\'s (MOH) operations 

distribution. A rapid response team led by the UN Office 

for the Coordination of Humanitarian Affairs (UNOCHA) is 
visiting the affected area on July 18. The team includes 
staff from UNOCHA 

Children\'s Fund (UNICEF) 

the WHO. The International Medical Corps (IMC) is also 
assessing the situation in West Java. Following the 
IFRC/PMI initial assessment 

be required to support additional relief efforts including 
emergency supplies and transportation in the impacted area. 


MILITARY CONTACTS 


9. The Defense Attache\'s Office (DAO) has spoken with 
Indonesian Armed Forces (TNI) Headquarters personnel 
regarding any request for U.S. military assistance. TNI is 

still coordinating their response to the tsunami and has not 
indicated to DAO they will be requesting assistance. The 
U.S. Pacific Command has been monitoring the situation from 
the onset and based on reporting from DAO is not 
anticipating to assist in relief efforts at this time. 


EARLY WARNING SYSTEM 


10. UNESCO and BMG sources told us on July 17 that The 
Pacific Tsunami Warning Center in Hawaii and the Japanese 
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Meterological agency were able to issue local tsunami 
warnings to Indonesian and UNESCO authorities including the 
BMG. The warning was received at 3:38 pm local time 
predicting the possibility that a local tsunami might hit 
the shores at 4 pm. According to contacts at BMG 
central office was able to relay information on to its 
Cilicap BMG office 

radio. However 

Java and depends on local authorities for subsequent 
notification. In this instance 

insufficient time for meaningful reaction. 


PASCOE 
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Minister Junichiro Koizumi urged US President George W. Bush last 
month to promote a high-level direct dialogue with North Korea for 
resolving the North\'s nuclear and missile issues 

yesterday. The advice was a gamble for the dialogue-oriented 
Koizumi 

diplomatic relations between Japan and North Korea. But President 
Bush did not abandon his cautious stance. Days later 

launched missiles 

pressure approach. Chances are diminishing that Koizumi\'s advice 
will bear fruit. 


Koizumi called for a US-North Korea direct dialogue at the June 29 
Japan-US summit and in a subsequent telephone conversation with 
Bush. Japanese government sources cited Koizumi as telling Bush 
while citing his two visits to Pyongyang: 


\"North Korea is hoping for a dialogue with the United States. In 
dealing with a country like North Korea 

forward unless leaders of the two countries engage in a direct 
dialogue. It is the United States rather than China who can settle 
North Korean issues. In order also to resolve the abduction issue 
the nuclear and missile issues must be moved forward.\" 


Thus Koizumi told President Bush that the United States must conduct 
direct high-level talks with the North. 


In response 

(to America\'s policy) to my face. | will consider your advice.\" But 
in subsequent conversations with Koizumi 

stance 

dialogue means falling into North Korea\'s trap.\" 


On July 5 

Taepodong-2. In his telephone conversation with Bush on July 6 
Koizumi reiterated the need for direct dialogue 

change his attitude 
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in Japan and abroad that despite Koizumi\'s advice 

further diminished for a direct dialogue between the US and North 
Korea. 


5) Government to mandate designated firms to report export details 
under revised law to prevent roundabout exports to North Korea 


NIHON KEIZAI (Page 1) (Excerpts) 
July 19 


The government has decided to strengthen trade-control regulations 
by revising the Foreign Exchange and Foreign Trade Law 

to additional sanctions against North Korea. If it decides to halt 
trade with that nation by invoking additional economic sanctions 


TOKYO 00003996 004 OF 011 


the government as a measure to prevent roundabout exports will 
mandate domestic companies affiliated with North Korea 
business details 

government also plans to introduce tougher penalties for violators. 


The government has already slapped sanctions on North Korea 
including banning its ferry Mangyongbong-92 from calling at Japanese 
ports. In addition 

sanctions 

depending on a future response by Pyongyang 

comply with a resolution adopted by the United Nations Security 
Council. 


In the event that Japan decides to adopt the trade-suspension 
measures 

application of the measure under the current law. The Ministry of 
Economy 

prevent Japanese firms affiliated with North Korea from exporting 
goods to North Korea via a third country. 


Once the government decides to apply additional sanctions on North 
Korea 

sanctions 

require the firms to report on export items and destinations. Of 
about 300 firms engaged in North Korea-bound exports 

export values are large will likely come under the reporting 
requirement. If a firm fails to acquit this obligation 

likely to be punished for unauthorized exports. The relevant 
government ordinance will be revised when sanctions are invoked. 


6) North Korea\'s missile launches: US presents a list of 
transactions to Japan; Tokyo to implement financial sanctions 


Column 3 
SANKEI (Top play) (Excerpts) 
July 19 


The government yesterday decided to implement sanctions against 
North Korea in accordance with the Foreign Exchange and Foreign 
Trade Control Law in order to halt transactions concerning missiles 
and weapons of mass destruction 

financial assets 

adoption days ago of a resolution condemning North Korea\'s recent 
missile launches. According to several government sources 

United States has already presented Japan a list of transactions 
concerning Pyongyang\'s missile development and other issues. Based 
on the list 

to whether they have accounts or financial assets that might have 
been or may be used for illegal transactions. 


Meeting the press yesterday 

said: \"We can\'t see any sign that North Korea will make a radical 
policy change 

resolution 

and money related to weapons of mass destruction. It\'s important for 
us to work together with the US and other countries of the world.\" 

He thus indicated that the imposition of additional sanctions would 

be unavoidable. 


7) \"Six-party\" foreign ministerial likely to occur on sidelines of 
ARF 


ASAHI (Page 3) (Excerpts) 
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July 19 
Nanae Kurashige and Tadahisa Takatsuki 


The Japanese government is making arrangements to bring about a 
foreign ministerial of the member nations of the six-party talks on 

the North Korean nuclear issue on the sidelines of the upcoming 

ASEAN Regional Forum (ARF) in Malaysia slated for July 28 

revealed. Taking advantage of the ARF in which the foreign ministers 

of all the members of the six-party talks 

take part in 

currently stalled six-party talks. Foreign ministerial talks between 

Japan and China and between Japan and South Korea are also expected 
to take place. 


However 
North Korea about its participation in the planned meeting 
response has come from North Korea yet. There is a growing call to 


Column 3 
hold a meeting even among the five nations if North Korea is 
unwilling to attend. 


Foreign Minister Aso 

Korean Foreign Minister Paek Nam Sun 

the ARF. This will be the first occasion for cabinet-level officials 

to assemble since the United Nations Security Council\'s adoption of 
a resolution against North Korea. 


From Japan 

Affairs Bureau Director-General Kenichiro Sasake 

representative to the six-party talks 

minister to ARF. Sasae is reportedly contacting Chinese Vice Foreign 
Minister Wu Dawei 

in trying to realize a foreign ministerial among the six nations. 


8) GSDF troops loaded guns with live bullets in Iraq; Shootout 
nearly occurred when convoy came under attack 


TOKYO SHIMBUN (Top play) (Abridged) 
July 19 


In June last year 

Self-Defense Force vehicles in Iraq. In that incident 

armored vehicle was damaged. On hearing the explosion 

loaded their guns with live cartridges in readiness to fight back 
sources revealed. They did not fire 

dangerous fact about deployment to the front. The Self-Defense 
Forces has a 14-year history of overseas missions 

first report of SDF members abroad loading their weapons with live 
bullets. 


The incident occurred on June 23 last year. A remote-controlled bomb 
set on the right side of a road exploded when two GSDF vehicles 
front- and rear-escorted by light-armored vehicles 

the southern Iraqi city of Samawah. One of the two escorted vehicles 
was damaged on its windshield and door. 


According to several Defense Agency sources 

the light-armored vehicles loaded the magazines of 5.5-mm 
machineguns and were ready to fire. At the same time 
someone running away through the desert. However 

back to its camp. 
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About 20 GSDF members were on the move. There is no knowing how many 
of them loaded their weapons with live bullets. However 
might have broken out if armed insurgents had attacked the convoy. 
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The actual scene was far tenser than reported. 


9) Security situation causing concern about reconstruction 
assistance in Iraq; GSDF troops quickly pull out of Samawah; 
Apprehension regarding expansion of ASDF operations 


ASAHI (Page 4) (Excerpts) 
July 19 


Kuwait 


Ground Self-Defense (GSDF) personnel deployed to Samawah to help 
with reconstruction in Iraq have completed a pullout to Kuwait in 27 
days 

a month and a half. The GSDF has decided to time the withdrawal to 
coincide with that of British and Australian troops due to the 
deteriorating security situation there. Air Self-Defense (ASDF) 

troops will now expand their transport operations to cover Baghdad. 
However 

government insists that the airport is a non-combat area 

sources connected with the Defense Agency (JDA) have pointed out 
that the government claim is a fallacy. 


British and Australian troops on July 13 transferred security 
authority over Muthana Province 

Iraqi government. However 

since late June 


A number of explosions occurred near the GSDF 
Australian camps this month. In fact 
15th 


British and Australian troops 

pull out of Samawah before the end of the month. A senior GSDF 
officer noted 

earlier than originally planned due to the series of explosions near 
their camp.\" The British troops helped GSDF personnel pull out of 
Samawah quicker than their original plan by transporting them to 
Talill Airport by helicopter. 


The GSDF officer explained 

order not to disturb the withdrawals of British and Australian 

troops following the GSDF troops.\" The last GSDF troops evacuated 
the camp to the airport overland at night to avoid possible 

attacks. 


JDA Director-General Nukaga 

personnel 

expanded to cover Baghdad and Arbill as early as the end of this 
month. 
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10) ASDF mission to expand starting in late July to include 
airlifting UN personnel and supplies between Baghdad and Arbil 


YOMIURI (Page 2) (Full) 
July 19 


The government decided yesterday to allow the Kuwait-based Air 
Self-Defense Force\'s airlift mission to include the transport of 
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United Nations personnel and supplies between Baghdad and Arbil in 
Iraq starting in late July in accordance to the Iraq Humanitarian 
Reconstruction Support Special Measures Law. The decision follows 
the Ground Self-Defense Force\'s complete withdrawal from the 
southern Iraqi city of Samawah. 


In May 

Junichiro Koizumi for the ASDF\'s cooperation on airlifting UN 
personnel and supplies. When Koizumi formally decided to withdraw 
the ground troops from Iraq 

expand the ASDF mission as part of Japan\'s continued assistance to 
Iraq. But the government has postponed the step until all ground 
troops pulled out of Iraq 


The ASDF\'s C-130 transport planes апа 200 personnel based at Ali Al 
Salem Air Base in Kuwait have airlifted GSDF and multinational force 
personnel and supplies to Tallil and Basra near Samawah. The 
government has concluded the ASDF would be able to secure safety 
between Baghdad and Arbil as well. The UN 

preparations for the recovery of functions of its local office to 

coincide with the establishment of the new the new Iraqi government 
has asked for the provision of transport planes. 


11) JDA Director-General Nukaga asks for assistance for ASDF 
operations during meeting with Kuwaiti foreign minister 


SANKEI (Page 2) (Full) 
July 19 


Kuwait City 


Defense Agency Director General Fukushiro Nukaga on the morning of 
July 18 (afternoon of the same day 

Minister Mohammad at the National Assembly in Kuwait City. Nukaga 
expressed gratitude to the Kuwaiti government for its cooperation 

for Ground Self-Defense troops 

and reconstruction assistance in Iraq. He then asked for assistance 

for Air Self-Defense (ASDF) troops 

operations out of Ali Al Salem Air Base in Kuwait. 
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Nukaga thanked Mohammad: \"The GSDF\'s humanitarian and reconstruction 
assistance operations were successful thanks to Kuwait\'s 

cooperation.\" He also asked for its continued cooperation to the 

ASDF. Mohammad replied 

for Gulf countries.\" 


Nukaga on the afternoon of the same day (evening of the same day 
Japan time) visited a US military base outside Kuwait City 

GSDF personnel were undergoing health examinations. He hailed their 
service there. 


He told reporters: \"Their experience here will be definitely used in 
the future. They now must be confident that their troops can work 
not only to defend Japan but also to build international peace.\" 


12) DPJ\'s Ozawa opposed to permanent law for SDF dispatch 


TOKYO SHIMBUN (Page 3) (Full) 
July 19 


Regarding the Ground Self-Defense Force\'s pullout from Iraq 
Democratic Party of Japan (Minshuto) President Ichiro Ozawa 
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the press yesterday 

the ruling Liberal Democratic Party of establishing a permanent law 
that would allow Japan to send Self-Defense Forces personnel 
overseas at any time. 


\"The government is going to create a procedural law (for Japan to 
send SDF troops overseas) without showing its constitutional 
interpretation of Japan\'s military operations; their thinking is 
upside down 

and it\'s strange for a law-governed nation to do so 


Meanwhile 

economic sanction measures against North Korea. In this regard 
Ozawa noted that Japan must consider Japan\'s pluses and minuses on 
the economic and political sides before taking sanction measures 

and he also noted that Japan tends to think of doing something based 
on а mood. In addition 

effectiveness of additional economic sanctions. He insisted: 

\"There\'s a limit to what Japan can do alone. The whole world will 

have to work together 

to be effective. V" 


13) USFJ to participate in Tokyo Metropolitan GovernmentVs disaster 
drill; Transportation of disaster survivors unable to return home by 
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USFJ now considered 


ASAHI (Page 2) (Excerpts) 
July 19 


US Forces Japan (USFJ) has reached a basic agreement on its 
participation in the Tokyo Metropolitan Government\'s comprehensive 
disaster drill that is conducted in September every year. The USFJ 
and the metropolitan government are in final discussions on 
specifics of the drill 

survivors unable to return home and goods via USFJ ships and 
helicopters. The USFJ has made Yokota Air Base available to the 
metropolitan government during this drill since 2001 

to the Ministry of Foreign Affairs (MOFA) and other government 
offices 

troops and vessels has never taken place so far in Japan. 


The drill will be conducted on the assumption of the occurrence of 
an earthquake directly under Tokyo. Final coordination on the drill 

is going on between the metropolitan government and the USFJ on 
plans for US troops and its vessels to transport disaster survivors 
unable to return home due to the disruption of the transport systems 
to Yokosuka City 

transport relief goods from the Yokota Base by the US Air Force\'s 
helicopters. How many US troops 

part in the drill is likely to depend on the situation that day. 


At the time of the Chuetsu earthquake in Niigata Prefecture in 2004 
US aircraft transported relief goods from Yokota Air Base. A 
metropolitan government official in charge of the drill explained: 
\"The purpose of the upcoming drill is to prepare a system for us to 
smoothly accept support from the US forces.\" Reportedly 

has indicated that it has participated in relief activities when a 
disaster occurs and that its participation in the upcoming drill is 

of a similar nature. 


14) Local city to accept US military aircraft training to Hyakuri 
base 
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In the process of realigning the US military presence in Japan 
government is planning to transfer US military fighter jets\' 
training to the Air Self-Defense Force\'s Hyakuri base in the city of 
Omitama 

yesterday to accept the training to the base on the condition that 
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agreements on noise abatement 

are concluded. The city\'s mayor 

inform the government of the decision tomorrow. The Ibaraki 
prefectural government is also expected to approve the city\'s 
decision. Omitama has so far been reluctant to accept the planned 
transfer of US military aircraft training to the base because of 
opposition from the city\'s municipal assembly and local residents. 
Late last month 

conditionally. In the meantime 

concurred. The city's municipal government therefore changed its 
course of action. 


The proposed agreement has yet to be detailed. However 

will ask the government to take measures 

ensuring safety 

number of training flights. Other localities hosting Chitose base in 
Hokkaido and Komatsu base in Ishikawa Prefecture have already 
accepted US military aircraft training relocation to these bases. 
Omitama City also would like to negotiate with the government for 
advantageous conditions. 


In May 

realignment of US forces in Japan. Along with this realignment 
US Air Force is to relocate F-15 fighter jetsY training in part from 
three US military bases 

Prefecture 


US fighters are expected to carry out touch-and-go training at the 
Hyakuri base for up to four weeks and about 1 


15) US State Department to release documents showing US government\'s 
financial assistance to LDP 
1950s 


ASAHI (Page 3) (Full) 
July 19 


Sueya Kaihara 


By publishing on July 18 a collection of diplomatic documents on 
Japan prepared under the Johnson administration 

Department will make public documents underpinning that the US 
governmentVs \"secret support operation" (financial aid) to some LDP 
executives and moderate opposition party members existed from the 
late 1950s through 1964. Although the New York Times reported in 
1994 on financial assistance from the CIA to the LDP 

documents on such assistance have never been released. lt has 
already come to light that the US government extended financial 
assistance to some opposition party members. The US government has 
decided to shed new light on Атегісаув postwar history. 


Column 3 
The State Department is publishing the second part of volume 29 of 
the Foreign Relations of the United States (FRUS) as those documents 
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become declassified after a period of 30 years. 


According to a State Department press conference 

of a minor scale and was designed to provide assistance to major 
pro-US lawmakers and split moderates from left-wing opposition 
parties. The Johnson administration reportedly halted the operation 
in 1964 

potential risks associated with the exposure were not worth it. But 
the secret social and propaganda program to eliminate communist 
influence rather than to financial assistance to lawmakers was in 
place until 1968. Edward Kiefer 

said to the Asahi Shimbun: \"Although the operation was small іп 
scale 


16) Is deep-sea fishing \"party work" for Minshuto President Ozawa? 


The Minshuto (Democratic Party of Japan) has upgraded a fishing trip 
planned for President Ichiro Ozawa and other party leaders at the 
island of Miyake (Miyake Village 

include an inspection of the island\'s restoration. Minshuto Acting 
President Naoto Kan and Secretary General Yukio Hatoyama will 
accompany Ozawa on the two-night 

31. The invitation to Kan and Hatoyama to go fishing came from the 
Ozawa side. At first 

an Ozawa aide 

Miyake Village for the trio to inspect the island where eruptions of 
volcanic gases still continue. 


Although party officials explained 

to inspect the island 

a tourist center by fishing there 

complaining 

it to be thought they just went there to have fun.\" 


17) Yamasaki faction aims to unite anti-Abe forces; Policy plays up 
Asia diplomacy 


ASAHI (Page 4) (Full) 
July 19 


The Yamasaki faction of the Liberal Democratic Party (LDP) yesterday 
released a policy vision in the run-up to the September LDP 
presidential election. The package proposed constructing a national 
secular memorial for the war dead and discussing the nature of 
Yasukuni Shrine 
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LDP calling for separate enshrinement of Class-A war criminals. The 
vision strongly reflects the aim of Yamasaki 

anti-Abe forces using Asia diplomacy as a focal point. 


Touching on Japan-China relations in a press conference held to 
release the vision and a speech delivered after that 

stressed the need to improve bilateral relations. He noted: \"It is 
important that we be able to talk with that country. In order to 

find a breakthrough in the current situation 

post-Koizumi administration to carry out flexible diplomacy.\" He 
then noted: \"! do not know which potential candidates will adopt my 
policy vision. If nobody takes it up 

indicated the possibility of his running in the LDP presidential 

race. 


The policy vision titled \"A Japan that contributes to the world with 
vitality and harmony\" consists of four pillars: (1) diplomacy based 
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on justice and harmony; (2) a dynamic economy; (3) a safe society 
that guarantees peace of mind; and (4) education that opens up the 
future. 


As a means to indicate his resolve to build a nation that positively 
contributes to peace 

given to the possibility of constructing a facility where people can 
offer their sincere condolences to the war dead and renew their 
pledge to protect peace 

Yasukuni Shrine. It also calls for stopping North KoreaVs nuclear 
development through the six-party talks and establishing a 
multilateral security initiative in Asia 

South Korea 

proposed raising the consumption tax by 2009 in order to cope with 
the declining birthrate and establishing a comprehensive social 
security insurance scheme that unifies pension 

nursing care 

child care systems. 


SCHIEFFER 


71817 

tests and could not accept the tests8. He declared the DPRK 
would not receive any compensation as a result of the 
launches. However 

draft UNSC resolution 

said while the ROK understood that Japan 

include the use of force 

drafted by Japan could lead to a more dangerous future with 
worrisome implications for South Korean sovereignty. He 


Соштп 3 
conceded that there should be a unified voice with the UN 
resolution 
Chapter 7. 


6. (SBU) Ambassador Vershbow said one of his goals was to 
contribute toward an opening of North Korea. Speaker Lim 
said that it was important to note that most countries open 

not due to outside pressure 

countries. He said the ROK is trying to help North Korea 
develop through aid and support. The two agreed the U.S. and 
ROK have the same goal: an open 

different ideas about how the goals should be acheived. 


SOLVING THE NORTH KOREA PROBLEM 


7. (C) The Ambassador said the North Korea problem had to be 
solved through the leadership efforts of the U.S. and ROK. 
Speaker Lim agreed and said the ROK and the U.S. need to work 
together and think about the future of the Peninsula and 


about a peaceful 

said the U.S. and the ROK should work together on a strategy 
for the Six Party Talks and implementing the September 19 
Joint Statement. 


8. (C) Speaker Lim said he was heartened by President 

Bush 

to the DPRK problem through diplomacy. He asked that the 
U.S. remember that if force were used 

country that suffered the most. Ambassador Vershbow said he 
understood the immediacy of the threat as &l live in Seoul 

and feel how close we are to North Korea.8 


CONSTITUTIONAL REFORM 


9. (SBU) Speaker Lim noted he did not expect a change in the 
Constitution during his term as Speaker despite thinking the 
Constitution needed to be changed (to permit two four-year 
terms for the President rather than one five-year term). 
Rather 

changes that should come in the future. He concluded that 
the Constitution should be changed only when there is broad 
public consensus after healthy debate. He cautioned that in 
the past the Constitution had been reformed for short-term 
political goals rather than for the future of the Korean 

people 

VERSHBOW 
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liberal Asahi\'s Cairo correspondent Tachino commented 
(7/19): \"The deepening crisis in Lebanon has driven Syria 
into a tight corner. Syria has drawn criticism not just 
from the US but also from neighboring Arab countries for 
its role in supporting extremist groups that are roiling 

the region in violence. Though Syria is using the crisis 

to strengthen its anti-US cooperative relationship with 
Iran 

Iran 

community. Αἱ an emergency Arab League foreign 
ministerial held last Saturday in Cairo 

blasted Hezbollah and Syria.... 


2. VMost of the governments in the region are irritated 
that Hezbollah 

the Palestinian extremist group Hamas have destabilized 
the Middle East through their unexpected actions.... What 
experts on Arab affairs are keeping a close watch on is 
Iran\'s expanding influence on Syria. Ever since the 
possibility emerged of a US strike on Iran in response to 
that country\'s nuclear program 

Tehran launching a proxy war using extremists.... Iranian 
Foreign Minister Mottaki visited Damascus Monday for 
talks with Syrian President Assad to play up the friendly 
relations between their countries. A professor at the 
University of Damascus asks: VHow will Iran use its 
relationship with Syria in its confrontation with the US? 

It is possible that Tehran will seek to make a backroom 
deal with Washington 

concerned." 
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attacked by Israel. \"Any aggression against Syria will have a 

firm and direct response 

Papers also reported that the regional Leadership of the Al-Baath 
Party reviewed the latest political and military developments in 
the region in light of the continuing Israeli operation in 

Lebanon 

developments 

take procedures to confront all possibilities. The Regional 
Leadership renewed support for the resistance in confronting the 
Israeli aggression 

resistance to use all means to liberate its lands and restore 
usurped rights. 

Papers also reported that the Syrian Ministry of Health on Monday 
sent a new shipment of aid for the Lebanese people 

tons of emergency medical and nutritional materials. Meanwhile 
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the Lebanese Ministry of Social Affairs said that Syria continued 
offering its human support to the Lebanese people in the face of 
the Israeli terrorist offensive against the country 

cooperation with the Lebanese-Syrian Higher Council in solidarity 
with the Lebanese people. For its part 

News Agency reported that the Syrian Ministry of Social Affairs 
has installed centers at the borders to receive Lebanese refugees 
and take them to Damascus and offer them needed help. 

End of summary. 


2. Selected Headlines: 


\"A message to President Asad from Iranian President Anmadinejad: 
Iran supports Syria in facing any threat or aggression. Iranian 

FM Motakki: Israeli aggression on Lebanon and Gaza is 
premeditated\" (Government-owned Al-Thawra 


\"The Regional Command of the Al-Baath Party stresses support for 
Lebanese resistance 

reviews political and military developments in light of the 

Israeli aggression on Lebanon and means of confronting all 
possibilities\" (Government-owned Tishreen 


\"The Syrian people voices support of the national resistance in 
angry demonstrations\" (Government-owned Al-Ba\'th 


VHaifa is under shelling again. A million Israeli settlers go to 
shelters. The UN Security Council fails to adopt a resolution. 
Warnings against a regional war. French Prime Minister calls for 
humanitarian truce 

(Government-owned Al-Thawra 


\"Information Minister Bilal: VAny Israeli aggression against 

Syria will be met with a firm and direct response with no 

limits.Y The Central Command of the Ba\'ath Party Progressive 
Front hails the steadfastness of the resistance: The Israeli 
aggression is a model of state terrorism\" (Government-owned Al- 
Thawra 


\"Another day of Israeli massacres in Lebanon before the world 
community\'s eyes. Hizbollah SecGen Nasrallah: We are doing well 
and Israel is heading toward defeat. Hizbollah shells Haifa with 
missiles. Scores of Israelis killed and injured. Speaker of the 
Lebanese Parliament Berri: “Тһе UN is a partner in the Marwahin 
Massacre. Lebanese Amal Movement joins Hizbollah in the battle 
against Israel. The enemy uses internationally prohibited 
weapons\" (Government-owned Al-Thawra 
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delegation on Monday. Talks during the meeting dealt with the 
continuing Israeli aggression against Lebanon 

international positions on the Israeli war against Lebanon and 
Palestine 

peoples. Both sides stressed the necessity of continuing 
consultations between the two countries regarding outstanding 
issues. 

Papers also reported a statement by Information Minister Mohsen 
Bilal that \"Syria vowed a \"harsh and direct\" response if it is 
attacked by Israel. \"Any aggression against Syria will have a 

firm and direct response 

Papers also reported that the regional Leadership of the Al-Baath 
Party reviewed the latest political and military developments in 
the region in light of the continuing Israeli operation in 

Lebanon 

developments 

take procedures to confront all possibilities. The Regional 
Leadership renewed support for the resistance in confronting the 
Israeli aggression 

resistance to use all means to liberate its lands and restore 
usurped rights. 

Papers also reported that the Syrian Ministry of Health on Monday 
sent a new shipment of aid for the Lebanese people 

tons of emergency medical and nutritional materials. Meanwhile 
the Lebanese Ministry of Social Affairs said that Syria continued 
offering its human support to the Lebanese people in the face of 
the Israeli terrorist offensive against the country 

cooperation with the Lebanese-Syrian Higher Council in solidarity 
with the Lebanese people. For its part 

News Agency reported that the Syrian Ministry of Social Affairs 
has installed centers at the borders to receive Lebanese refugees 
and take them to Damascus and offer them needed help. 

End of summary. 


\"Syrian aid to the Lebanese people continues. Syrian facilitation 
for arrivals from Lebanon through al-Arida crossing-point\" 
(Government-owned Tishreen 


3. Editorial Block Quotes: 


Muhammad Khair al-Jamali 
Thawra 
it says that it has launched its open war on Lebanon 
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systematic methodology that surpasses Nazi methods 

threat of the Lebanese resistance 

captive soldiers who are held by Hizbollah. For what does the 
bombing of civilians have to do with ensuring the security of 
Israel? What does this savage devastation of all these vital 
facilities have to do with bringing back the two captured 
soldiers? And what does the terrorizing of peaceful residents 
have to do with bringing back the two soldiers? 


\"This aggressive madness seeks revenge from Lebanon and its 
resistance for the defeat they inflicted on Israel and its army 
when they forced it to withdraw from southern Lebanon six years 
ago.... Another aim is to eliminate Lebanon as a role model for 
resistance which has corrected the equation of the conflict in 

the Arabs\' favor and proved for the first time in the history of 

the conflict that it is possible to achieve liberation through 
patient 


\"The third aim is to isolate the resistance by mobilizing the 
domestic Lebanese front against it and robbing it of popular 
support 

and to its ability to achieve a balance of fear and deterrence. 


delegation on Monday. Talks during the meeting dealt with the 
continuing Israeli aggression against Lebanon 

international positions on the Israeli war against Lebanon and 
Palestine 

peoples. Both sides stressed the necessity of continuing 
consultations between the two countries regarding outstanding 
issues. 

Papers also reported a statement by Information Minister Mohsen 
Bilal that \"Syria vowed a \"harsh and direct\" response if it is 
attacked by Israel. \"Any aggression against Syria will have a 

firm and direct response 

Papers also reported that the regional Leadership of the Al-Baath 
Party reviewed the latest political and military developments in 
the region in light of the continuing Israeli operation in 

Lebanon 

developments 

take procedures to confront all possibilities. The Regional 
Leadership renewed support for the resistance in confronting the 
Israeli aggression 

resistance to use all means to liberate its lands and restore 
usurped rights. 

Papers also reported that the Syrian Ministry of Health on Monday 
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sent a new shipment of aid for the Lebanese people 

tons of emergency medical and nutritional materials. Meanwhile 
the Lebanese Ministry of Social Affairs said that Syria continued 
offering its human support to the Lebanese people in the face of 
the Israeli terrorist offensive against the country 

cooperation with the Lebanese-Syrian Higher Council in solidarity 
with the Lebanese people. For its part 

News Agency reported that the Syrian Ministry of Social Affairs 
has installed centers at the borders to receive Lebanese refugees 
and take them to Damascus and offer them needed help. 

End of summary. 


\"The fourth aim is to serve notice to Arabs that the toll of the 
approach based on resistance to the Zionist-US enterprise in the 
region is huge devastation that is similar to the devastation 

Israel is now causing in Lebanon. The administration of the 
neoconservatives has been carrying out such devastation in lraq. 


\"It is shameful to see some Arabs weakening and caving in to the 
aggression and its terrorist tools by blaming the resistance for 
these hostilities 

all this lies in Israel\'s arrogance 

aggressive policy 

occupation of Arab territories 

the Arabs 

voice 

Israel 

encouragement for aggression against the Arabs 

whenever they so wish.\" 


Omar Jaftali 

commented (7/17): "Any observer of regional developments is bound 
to call into question the roles and responsibilities of the 

United Nations and the Security Council... 


\"Has this international organization 
guarantor of world security and peace 
for protecting Israel? 


\"This question is prompted by the nature of the Israeli 
aggression and international complicity in this terrorist 

criminal aggression 

towns 

the Marwahin massacre and the massacres being perpetrated in 
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delegation on Monday. Talks during the meeting dealt with the 
continuing Israeli aggression against Lebanon 

international positions on the Israeli war against Lebanon and 
Palestine 

peoples. Both sides stressed the necessity of continuing 
consultations between the two countries regarding outstanding 
issues. 

Papers also reported a statement by Information Minister Mohsen 
Bilal that \"Syria vowed a \"harsh and direct\" response if it is 
attacked by Israel. \"Any aggression against Syria will have a 

firm and direct response 

Papers also reported that the regional Leadership of the Al-Baath 
Party reviewed the latest political and military developments in 
the region in light of the continuing Israeli operation in 

Lebanon 

developments 

take procedures to confront all possibilities. The Regional 
Leadership renewed support for the resistance in confronting the 
Israeli aggression 

resistance to use all means to liberate its lands and restore 
usurped rights. 

Papers also reported that the Syrian Ministry of Health on Monday 
sent a new shipment of aid for the Lebanese people 

tons of emergency medical and nutritional materials. Meanwhile 
the Lebanese Ministry of Social Affairs said that Syria continued 
offering its human support to the Lebanese people in the face of 
the Israeli terrorist offensive against the country 

cooperation with the Lebanese-Syrian Higher Council in solidarity 
with the Lebanese people. For its part 

News Agency reported that the Syrian Ministry of Social Affairs 
has installed centers at the borders to receive Lebanese refugees 
and take them to Damascus and offer them needed help. 

End of summary. 


Beirut\'s southern suburbs.... 


\"While the world is talking about the two captive Israeli 
soldiers 
nobody cares about the rights and sovereignty of the Lebanese. 


\"In the past few days 

village 

monitors [UNIFIL personnel]. What was their fate? They were 
kicked out 

them 

people. Is it not shameful and disgraceful for the United 
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Nations\' role to reach this level of complicity with Israel? And 
what is the lesson that the Arab nation is supposed to learn from 
this ?\" 


Michel Khayyat 

wrote (7/17): \"While the surprise of the [1973] October 
liberation war 

enemy and brought down its warplanes by the hundreds 
as SAM [surface-to-air missiles] 

the Arab fighters of Syria and Egypt 

arrogant 

of the battleship off the Beirut coast--the battleship that 
terrorized unarmed civilians 

Lebanon.... 


\"Israeli battleships poured their lava on southern Lebanon during 
Operation Grapes of Wrath in 1996.... Israeli battleships 
sophisticated warplanes 

missiles 

any victory unless the criminal invaders 


delegation on Monday. Talks during the meeting dealt with the 
continuing Israeli aggression against Lebanon 

international positions on the Israeli war against Lebanon and 
Palestine 

peoples. Both sides stressed the necessity of continuing 
consultations between the two countries regarding outstanding 
issues. 

Papers also reported a statement by Information Minister Mohsen 
Bilal that \"Syria vowed a \"harsh and direct\" response if it is 
attacked by Israel. \"Any aggression against Syria will have a 

firm and direct response 

Papers also reported that the regional Leadership of the Al-Baath 
Party reviewed the latest political and military developments in 
the region in light of the continuing Israeli operation in 

Lebanon 

developments 

take procedures to confront all possibilities. The Regional 
Leadership renewed support for the resistance in confronting the 
Israeli aggression 
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resistance to use all means to liberate its lands and restore 
usurped rights. 

Papers also reported that the Syrian Ministry of Health on Monday 
sent a new shipment of aid for the Lebanese people 

tons of emergency medical and nutritional materials. Meanwhile 
the Lebanese Ministry of Social Affairs said that Syria continued 
offering its human support to the Lebanese people in the face of 
the Israeli terrorist offensive against the country 

cooperation with the Lebanese-Syrian Higher Council in solidarity 
with the Lebanese people. For its part 

News Agency reported that the Syrian Ministry of Social Affairs 
has installed centers at the borders to receive Lebanese refugees 
and take them to Damascus and offer them needed help. 

End of summary. 


to set up a Zionist entity there 

homes 

and their elimination of innocent civilians is victory.... As a 
matter of fact this only hastened their abysmal defeat at the 
hands of the heroic Lebanese resistance in May 2000 thanks to 
great Syrian support... 


\"And here is the heroic Lebanese resistance torching the 
battleship and causing it to sink. The Israelis thought that 

their battleships and other combat ships were unsinkable. That is 
why they deployed them off the Lebanese coast as if they were on 
a picnic. Well 

realized that their war with the resistance is no longer a 

picnic 

planes will be shot down 

and that they and their cities will meet the same fate as has 

been meted out against Arab homes and cities in Lebanon and 
Gaza?\" 


Seche 
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the sources 

proactively enforcing current IPR laws. Circulars were 

issued that explained the steps to be followed when carrying 
out enforcement actions. In conjunction with this national 
plan 

dedicate the necessary human resources and equipment to 
enable customs to focus on IPR enforcement. The GOT is also 
working оп an amendment to its Customs laws. According to 
official sources 

greater authority to respond effectively to IPR violations. 

The national plan also put in place the following: 


- Use of scanner checks of merchandise at territorial 
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crossing points. 


- Support for coordinated follow up inspections/raids on the 
various distribution networks. Such inspections/raids will 
involve all available enforcement apparatus (customs 
police and the national guard). 


- Tightened control on all types of commercial exhibitions 
in order to prevent the inclusion of counterfeit imported 
goods. 


4. Local media sources support the national IPR campaign by 
increasing public awareness. Newspapers are releasing more 
reports on counterfeit products 

They highlight the risks of consuming counterfeit products 

and the harm generated on both public health and the economy. 
They also publish surveys on the country 

used by parallel market operators. In February 2006 

private Tunisian TV channel Hannibal broadcast a program that 
asked whether people were aware of the damage caused to the 
economy by their purchases of counterfeit products. Most of 
the people interviewed 

aware of IPR violations but they would not have been able to 
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setup a business or buy DVDs 
recourse to counterfeit products. 


5. On April 26 

Property Day. The Tunisian Ministry of Culture delivered a 
statement stressing the role of culture as one of the pillars 
for change. Officials from INNORPI 

(Institut National de la Normalisation et de la Proprit 
Industrielle) and the ONA (National Handicraft Agency) 

a seminar on the protection of Tunisian handicrafts. The aim 
was to inform and educate artisans about intellectual 
property protection and the importance of copyrighting and/or 
patenting their creations. Presenters stressed the role of 

IPR as a way to increase the economic contribution of the 
handicraft sector to GDP growth. They focused on the 
importance of concepts related to geographic indicators and 
registered designation of origin (RDO). Typical Tunisian 
handicraft products with RDOs were used as examples (carpets 
Chechia -- traditional Tunisian hats 

to the audience that by obtaining an RDO these products are 
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protected in both domestic and international markets. An 
expert on IPR gave a presentation on the World Intellectual 
Property Organization (WIPO) and on the definition of IPR. 


6. On April 26 

held a conference on the utility model. A utility model 
(aka: petty patent or innovation patent) is an intellectual 
property right to protect inventions. It is an exclusive 

right granted for an invention 

to prevent others from commercially using that invention 
without permission for a certain period of time (usually 
between 7-10 years). The speaker was a Tunisian lawyer 
Ameur Boudhiba. He explained that the patenting process 
requires 4 to 5 years 

much less time (averaging 6 months). The requirements for a 
utility model are less stringent than those for a patent. 
Arguing that the cumbersome Tunisian patent procedures 
discourage researchers from applying for patents 

Tunisian authorities to amend the patent law to include the 
concept of a utility model. 


7. The National Consumers\' Defense Association (ODC) 
INNORPI 

and economic costs of counterfeit products and are attempting 
to influence public opinion through periodical newsletters. 
They also broadcast messages and ads dealing with the 
parallel market and IPR issues (on national TV and radio 
channels). 


8. The U.S. Department of Commerce\'s Commercial Law 
Development Program (CLDP) and the U.S. Patent and Trademark 
Office\'s (USPTO) technical assistance and capacity building 
programs have had a tremendous affect on and have provoked a 
positive change in attitude toward IPR among GOT officials. 

On January 28 

Tunisian shoe manufacturer guilty of trademark infringement. 
The manufacturer was producing counterfeit products of a US 
Company 

partnership between Caterpillar INC and Wolverine World Wide 
Inc 

Caterpillar trademarks. End Note.) The court ordered the 
manufacturer to pay a penalty of TND150/per day (USD 113.15) 
until it stops manufacturing the counterfeit products. In 

addition 

related to the seizure and destruction of all counterfeit 

products bearing Caterpillar trademarks 

The court also ordered the manufacturer to pay TND 5000 (USD 
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3 

fees 

301.72) court cost fees. This encouraging result has led 
other well-known shoe manufacturers such as Nike 
Puma to seriously consider suing local counterfeiters of 
their products in the hopes of achieving similar results. 


9. Official sources indicate that there is new IPR 
legislation to be included in the 2007 financial law 
(Tunisia\'s annual budget plan currently being prepared). 
This proposed legislation will allow Customs to seize 
counterfeit goods as soon they are discovered. It will also 
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close companies importing and/or marketing counterfeit 
products for a period of time. Repeated infractions will 

result in doubling of prescribed penalties. The same law 

will implement tightened control at the borders against 
imports from China and Asia to ensure the legitimacy of these 
products. If/when this legislation is enacted 

report septel. 


10. The Ministry of Communications Technology has formed a 
Business Software Alliance Partnership with Microsoft 
(reftel) and has held several IPR awareness events in the 
past two years. The Ministry and Microsoft signed an 
agreement on the fringes of a workshop in Cape Town 
organized by Microsoft July 10-11 

competitiveness of African Countries. Under this agreement 
all software will be updated with certified Microsoft 

software and the industry will be regulated. Microsoft will 
provide support to both the public and private sector in 

order to develop their competitiveness and strengthen both 
sectors\' complementarity. Future GOT tenders for IT 
equipment will specify that the equipment be Microsoft 
compatible. A training program to educate the public on the 
need to use legitimate software will also be set up. 


11. Tunisia is a member of the Bern Convention for the 
Protection of Literary and Artistic Works. The Tunisian 
Copyright Law is Law No. 36/1994. Although the law was 
published in the Official Gazette in 1994 

been implemented for registering a copyright until now. 
Protection is granted to authors of literary 

scientific works whatever the value 
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of expression. Generally 

work whose means of expression is written 

or via an image or a motion picture. It also includes 
creative titles and computer software 

acted or displayed for the first time in Tunisia. Works may 
be protected for the lifetime of the author plus 50 years 
following his/her death. Software is protected for 25 years 
from the grant of the copyright. The National Council for 
Culture is entitled to authorize documentary 

educational 

product under certain conditions. Copyrights are registered 
by the Organisme Tunisien de la Protection des Droits 
d\'Auteurs (OTPDA). The Civil Court prosecutes all copyright 
violations and is entitled to confiscate revenues and 
counterfeit copies. 


12. Tunisia is also a member of the November 6 
Agreement for the International Registration of Designs and 
Industrial Models. Designs and industrial models are 
protected through registration with INNORPI. A design or an 
industrial model registration is granted for five 

fifteen years starting from the date of filing the 

application. A registrant for the shorter terms has the 

option of applying for an extension of the protection period 
up to the maximum of fifteen years. A registration of a 
design or an industrial model is subject to cancellation in 

the event any interested party requests such a cancellation 
before the competent tribunal 

has also filed an application for the same design or model. 
The registration 

industrial model are published in the Al-Muwassafat quarterly 
gazette and entered in the Designs Register. Any 
infringement or unauthorized use of a registered design or 
industrial model is punishable under current law. 


13. Once an application for the registration of a patent is 
filed 

Office does not carry out any examination as to novelty or 
merit of the invention. A patent application is published in 
the Al-Muwassafat gazette 

contents. The grant of a patent is also published. 
Opposition to the grant of a patent may be lodged within two 
months from the date of publication of the application. 
There is no provision in the law for appealing the decision 
of the Registrar. The provisions of the Patent Law in 
Tunisia stipulate that a patent application should be filed 
before the invention has been published 

otherwise received sufficient publicity to allow it to be put 


TUNIS 00001818 004 OF 004 


Column 3 


into practice either in Tunisia or abroad. A patent is valid 

for twenty years from the date of filing of the patent 
application. Annuities are payable from the date of filing 

and due on the anniversary date of filing. A late fine 

which may be calculated at the rate of 8% per month is 
payable when the annuity is paid within the six month grace 
period. The right to a patent may be assigned or transferred 
through succession. The assignment of patent applications and 
granted patents must be made in writing. An assignment shall 
have no effect against third parties unless it has been 

entered in the relevant records of the Patent Office. 

Tunisian law requires use of a patent within four years from 
the date of filing or three years from the date of granting 

of apatent. As of the 10th of December 2001 

the 115th member state of the Patent Cooperation Treaty 
(PCT). Any international application made after December 10 
2001 may designate Tunisia. 


14. GOT issued a new trademark law on April 17 

36). This law replaced the Tunisian Trademarks and Trade 
Names law Dated June 4 

Tunisia follows the international classification of goods and 
services (Nice Classification) for the purpose of the 
registration of trademarks. The revision of class 42 and the 
creation of classes 43 to 45 was adopted on January 1 

The law contains several TRIPS compliant aspects. These are 
the protection of colors 

acknowledgment of well-known trademarks 

of the registration procedure allowing for examination by 
Tunisian authorities. The registration is published in 
Al-Muwassafat for two months 

file its opposition to the granting of a trademark. Once the 
opposition period has passed if no opposition has been filed 
the trademark is registered and a certificate of registration 
is issued. Protection under the law is granted for 10 years 
from the filing date. Fines levied by court decisions on 
infringers can range from TND 5 

to TND 50 

requires use of a trademark within a period of five years 
after it has been granted. 


15. Comment. The recent efforts by GOT to proactively 
enforce existing IPR laws and to bring new strengthened 
legislation into force signal that there has been a positive 
shift in attitude toward IPR. The national plan seems to be 
having a very positive effect on IPR enforcement in Tunisia. 
End Comment. 

HUDSON 


71824 


Column 3 

71825 

\"especially grave\" crimes. According to the Armenian 
Criminal Code 

\"especially grave\" crimes must serve at least half of 
their sentence 

sentences 


5. (SBU) According to the Armenian Prosecutor General\'s 
Office 
cases related to sexual exploitation in the first half 
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of 2006. Five of those cases involved trafficking 

the other 12 involved pimping. (Note: Because these 
cases were prosecuted before the statutes were revised 
it is possible that some of the 12 cases prosecuted 
under the pimping statutes were actually instances of 
trafficking. End Note.) The cases involved 75 women 
victims 

convictions (four in Armenia 

in Turkey). The remaining 51 women were involved in the 
pimping cases (10 in Armenia 

Turkey). 


6. (SBU) NGOs Hope and Help and the United Methodist 
Committee on Relief (UMCOR) reported that they have 
identified and helped 12 victims between March 1 and 
July 1. Of these 12 victims 

Turkey and three to the United Arab Emirates. Armenian 
law enforcement bodies referred five of the 12 victims 

to the NGOs. Two were referred by the Prosecutor 
General\'s office 

Service (NSS) 

preliminary data provided by Senior Prosecutor Armen 
Boshnaghyan 

convictions under the trafficking statute resulting in 

two and four years of imprisonment; two more cases are 
currently pending in court. 


7. (SBU) While the legal changes are encouraging 
always 
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implementation that will show how serious it is about 
punishing traffickers. We hope the GOAM\'s interagency 
Anti-TIP Commission will take advantage of the 
opportunity to publicize the harsher penalties and 
increase public awareness of the trafficking issue. 


8. (U) Below is the full text of the amended Article 
132 and the new Article 132-1 translated by post: 


Article 132: Recruitment 
harboring or receipt of persons with the aim of 
exploitation. 


1. Recruitment 

receipt of persons by means of threat or use of non- 
life- or health-threatening violence; or by means of 
other forms of coercion 

a position of vulnerability; or by giving or receiving 
payments or benefits to achieve the consent of a person 
having control over the person with the aim of 
exploitation; shall be punished with imprisonment from 
three to six years. 


2. Recruitment 

receipt of persons with the aim of exploitation 

committed against 1) a person under 18; 2) a person who 
does not completely or partially understand the nature 
and character of his/her act due to mental disorder 

who is deprived of the ability to control it; shall be 
punished with imprisonment from seven to 10 years. 


3. Acts stipulated under parts 1 or 2 of this Article 
committed 1) against two or more persons; 2) by a prior 
agreement between a group of people; 3) by the use of 
an official post; 4) by a threat or use of violence in 

peril of person\'s life or health; shall be punished 

with imprisonment from seven to 10 years. 


4. Acts stipulated under parts 1 or 2 of this Article 

1) that are committed by an organized group; or 2) that 
have caused death or other grave consequences by 
negligence 

to 15 years. 


5. In this Article exploitation of persons shall be 
deemed: forcing others to engage in prostitution or 
other forms of sexual exploitation 
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services 
taking of organs or tissues of a person. 
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Article 132-1: Forcing (engaging or keeping) a person 
into prostitution or other forms of sexual 

exploitation 

practices similar to slavery. 


1. Forced prostitution or other forms of sexual 
exploitation 

practices similar to slavery 

life- or health-threatening violence; or by other forms 
of coercion 

of vulnerability; or by giving or receiving payments or 
benefits to achieve the consent of a person having 
control over the person; shall be punished with 
imprisonment from five to 10 years. 


2. The same act committed 1) against a person under 18; 
2) against a person who does not completely or 

partially understand the nature and character of 

his/her act due to mental disorder or is deprived of 

the ability to control it; 3) against two or more 

persons; 4) by a prior agreement between a group of 
people; 5) by the use of an official post; 

6) by life- or health-threatening violence; shall be 
punished with imprisonment from seven to 12 years. 


3. Acts stipulated under parts 1 or 2 of this Article 

1) that are committed by an organized group; or 2) that 
have caused death or other grave consequences by 
negligence 

to 15 years. 


EVANS 
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applying the quota to the still-standing trees. But these 
subterfuges are seldom even necessary. In reality 

limits on logging are the capacity of logging companies and 
the military to cut and haul. Logs are used in barter trade 
and province-to-province agreements with Vietnamese and 
Chinese logging entities routinely end-run the cursory GoL 
controls. 


Sanctuary! Sanctuary! 
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6. (U) Scattered throughout Laos аге 20 National Biodiversity 
Conservation Areas (NBCAs) 

hectares and meant to be flagship conservation zones. These 
NBCAs have great potential for eco-tourism 

permitted 

the GoL. The value of these forests to science and 
environmental conservation can scarcely be overestimated. 
Scientists working in the region estimate believe that a 

great deal of new materia medica could be discovered in these 
eco-zones. New species of mega-fauna have been discovered in 
them in recent years 

are all but completely unstudied. Tigers 

pig 

sanctuaries. Unfortunately for them 

are composed of billions of dollars worth of hardwood trees. 


Showboat 

7. (U) The premier (and largest) example of an NBCA is the 
353 

Province. It is supposed to be strictly protected under the 

terms of the project agreements among the Nam Theun II (NT2) 
Hydropower Consortium of Investors 

which gave the political risk guarantees necessary for the 
project to obtain financing with the understanding that no 
logging whatever would be allowed. The Nakai NBCA has been 
the centerpiece of the NT2 Consortium\'s claim that the dam 
and its works would ultimately benefit both the environment 
and the people of Laos. Anxious to get the dam 

GoL even allowed the WB to conduct a logging survey 
LandSat photography 

for measuring violations of the logging ban in that area. 
According to foreign experts working in the NBCA 

Vietnamese are logging in its eastern reaches 

the GoL has largely abided by the agreement. 


8. (U) Some practical imperatives also militate to protect at 
least the western (watershed) reaches the Nakai NBCA. Nearly 
all of the terrain in Laos is extremely vertical 

denuding it of trees results in immediate and severe erosion. 
Some conservationists who might be inclined to scoff at any 
suggestion that Lao law really protects any of these areas 
nevertheless take heart from the fact that erosion from the 
Nakai watershed behind Nam Thuen II would gum up a very 
expensive dam. That may or may not happen 

Nakai is but one of 29 such areas 

hectares each. In the remaining 19 monitoring is lax to 
non-existent 


Carte Blanche for Vietnam 
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9. (SBU) Over the past five years the Chinese have been able 
to horn into Laos\' buyer\'s market in timber in a big way 

no one can yet hold a candle the deal the Vietnamese have 
enjoyed for decades. The Lao regime was originally the 
creature of the Vietnamese 

exchange for this 

magnitude. Apparently what this means is free 

free timber for Vietnamese government and many of its wood 
products SoEs for as long as it lasts. The voracious 
Vietnamese wood products production sector is wholly 
de-coupled from any remaining domestic sources of supply 
(some 450 production facilities and industry growth of about 
70 percent per year since 2000) 

home-field advantage in Laos. 
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Love of (rhino) sausage and respect for the law: Lao Forest 
laws and regulations 

10. (U) In theory 

Ministerial Decree 164 (1993) 

(1996) 

raw logs in order to foster domestic wood products industries 
and value added exports). Specifically 

from logging 

of exploitation 

permission8. There\'s the rub ) as it turns out just about 

all cases of exploitation are in some sense special. 


11. (U) Articles 5 

having the nation\'s forests contribute to development 
reserve to the GoL the right to grant concessions or to 
otherwise allocate forest lands for exploitation. As is the 
case with all natural resources and most land 

steward 

effect 

not those with undocumented 

tribes usually profess). Meanwhile the government exploits 
the forests at will. The MOAF authorities nominally in charge 
of Lao forests work through its Department of Forestry and 
Office of Forest Inventory. In fact though 

authority is wielded by the Lao Army 

itself with timber sales 


12. (U) In addition to domestic Lao law 

agreements purport to affect Laos 

Convention for Conservation of Biodiversity (ratified by the 
GoL in 1996). All this seems to suggest that there is plenty 
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of forest protection under the law 

regulations. In reality Vietnamese 

interests 

forests 

status 

logged. NGOs working in Salawan report that the Phou 
Xiengthong NBCA in that province is being clear-cut by 
Vietnamese loggers and no longer qualifies as a forest at 

all. Other NBCAs in the south-central part of the country 
have had logging roads cut right though them 

not enough NBCA staff even to notice and report this 

alone stop it. The Xe Sap NBCA in Salavan Province 

Dong Ampham in Attapeu 

logging interests are reported to be active in all four NBCAs 
in the northern province of Huaphan 

that the Chinese are beginning to cut in the Nam Ha NBCA in 
Luang Nam Tha. Some domestic saw mills have benefited from 
the ban on log exports 

routinely to two of three neighboring importing countries. 


The first effort to encourage conservation in Laos 

13. (U) During the late 1990s the Finnish Government 
conjunction with the World Bank and Sweden\'s SIDA 
forest inventory studies in Laos and prompted Lao 
participation in the Forestry Stewardship Council (FSC) 
which issues certifications of responsible forestry policies 

to countries seeking western markets for their wood products. 
That was a well-intended but unrealistic enterprise. The Lao 
have almost no value-added procedures in country 

most of their timber to their neighbors. Lao wood that goes 
far a-field (chiefly to Japan) is so sought-after that 

importers are most unlikely to rock the boat over 
environmental standards. The Lao therefore have little need 
for such certificates. 


14. (U) Nevertheless 

WB/Finnish/Swedish FSC program for several years 
gathered in a large amount of project-related aid 

never enforced the program\'s inventory and conservation 
provisions. The first thing they were meant to do with the 
money was to set up Village Forestry Authorities to encourage 
and monitor conservation on the ground. In effect 
villagers were to be paid for behaving responsibly toward 
their forests (defined as: making forest inventories 
selecting appropriate trees for harvesting 

quotas 

of government and local people). 
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15. (U) In fact 

permitted in Laos 

mass movements or trade associations. The FSC plan finally 
foundered during 2005 

forest inventory was ever completed in any part of the 
country. Quotas were ignored and protected forests were 
clear-cut (even in areas closely monitored by foreign project 
personnel 

ignored their protests and eradicated their assigned areas). 
Furthermore 

villagers their share of either project funds or logging 

profits. 


16. (SBU) An international expert assigned to oversee the FSC 
pilot project has told Post that in his view the GoL never 

had any intention of complying with any significant aspect of 
the program. Finland does not have an Embassy in Laos 

the Finnish ex-pat staff seldom left Vientiane - preferring 

to leave the work of monitoring to NGOs and Lao or hired 
third-country \"experts\". The WB presided benignly 

little to ensure that the project was accomplishing anything. 

In his view 

much as possible from unregulated logging 

village forests 

their activities would be more easily kept under the 
government\'s thumb. The fact that the project was well-funded 
and poorly managed made this easier and more profitable for 
them. The expert related that all through the nearly six 

years of the project the GoL continually demanded funding in 
larger and larger amounts 

that was effective or meaningful. 


Donors to the rescue with... more money and another plan 
17. (U) In 2003 

increasingly evident 

were refined and codified in a &Forestry Strategy to the 
Year 20208 - a document sponsored and driven by donors. It 
called for reforestation in areas already cut 

re-planting policy to accompany all future logging. Іп fact 
the farthest the GoL has ever gotten in reforestation has 
been to classify all commercial planting of rubber and 
eucalyptus as reforestation - after all 

the forests were clear-cut in part to make room for these 
plantations 

Chinese rubber interests have swarmed into Phongsali and 
Luang Nam Tha Provinces. Meanwhile 

main deforestation problems in Laos 

slash-and-burn agriculture by politically suspect minorities 
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in the uplands. There something to this 

northern provinces shows. Swathes of forest go up in smoke 
throughout the dry season as people clear land and plant dry 
rice and other hard-scrabble crops. The great and growing 
population pressure on these fragile ecologies is an 
unintended consequence of donor-run public health campaigns 
to reduce infant mortality 

particularly the army 

result from rapacious logging 


Befuddling ourselves systematically 

18. (U) In the \"Year 2020\" document Lao forests are listed in 
a complex taxonomy 

classification of land according to use: agricultural 

forest 

cultural heritage dedicated 

water/wetlands. At first glance only the &forest8 category 
would seem to apply 

as any of the other seven kinds of land. In practice then 
this is one of many ways that forests can wind up being cut 
down under cover of a legal fig-leaf 

them as \"national defense\" or \"industrial\". 


19. (U) Superimposed upon the \"Forest\" category are five 
cross-cutting classifications: 1. Production Forests are 
available for logging and the use of forest-dwelling 

ethnicities (Supposedly) 

environmental impacts8 and the harvesting is sustainable. 2. 
Conservation Forests (the National Bio-diversity Conservation 
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Areas or NBCAs) 

ecology is meant to be strictly conserved. 3. Protection 
forests 

be addressed by keeping the forest cover intact (also 
includes forests deemed to be of importance to national 
security). 4. Regeneration Forests 

naturally occurring) forests 

primary tree cover has already been logged out. 5. Degraded 
Forests 

cultivation 


20. (U) Most of the forest land in Laos falls into the first 

and the last two categories 

overlap considerably. More to the point though 

classification scheme is essentially fictional in that it 

reflects the desires of donors rather than the practices of 

the Lao Government. There is not enough rule of law in Laos 
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to enforce conservation regulations even if there were any 
intention of doing so. The system 

manipulated 

by MOAF. The most common ploy: Although intended as a 
classification of lands to be restored to forest cover 
practice \"Degraded Forests\" constitute a catch-all into which 
any area the Lao Army or other timber interests wish to cut 
can be placed 

logging has already taken place 

the lot. The GoL 

as possible classified as \"degraded\" 

simple matter to cut it down and convert the land to rubber 
plantation. 


Logging practices 

21. (U) While logging in Laos is just about always done 
rapaciously 

reforestation 

methods. Thai timber buyers recently told Emboff that the 
Chinese competition has become so intense that they now find 
in necessary to travel into Laos 

simply place orders by phone or through an intermediary. 
Chinese timber buyers have indeed flooded northern Laos 
probably undergo few formalities as they extract timber. 


22. (SBU) In theory 

exports 

consideration. Along the major road arteries 

GoL\'s writ runs. Post has had first-hand experience of how 
large bribes move from buyers (mostly Japanese) to the top 
ranks of the MOAF to ensure smooth exports of logs through 
Vietnam 

Nang Port. International buyers enter Laos and do their own 
deals with Provincial governors 

GoL out almost completely 

never reach the national treasury - though the Army 
reportedly always gets its cut. 


23. (U) According to NGOs working in these areas 
logging methods are the most wasteful 

percent of what is cut is left to rot on the ground. Grades 
of logs are not assigned 

brief their cutting teams very closely on what constitutes 
the most valuable stock. The supply is simply treated as 
inexhaustible 

reduce in-forest waste. The most straightforward deal is for 
the Lao military to cut the timber and deposit it in 
track-side clearings on the west slope of the Anamite 
Mountains 

Vietnamese trucks. The most valuable species 
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Rosewood 

American flying crane helicopters captured from the South 
Vietnamese at the end of the Indochina war. These huge trees 
often worth as much as 20 to 30 thousand dollars apiece in 
destination countries 

helicopters 


24: (SBU) Comment: In Laos 

Asian Development Bank programs mounted over the past decade 
to promote conservation have turned out to be wasted money 

and time. Deforestation in Laos follows the same sorry 

pattern as other parameters of political 
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stagnation. The three thriving economies around Laos use the 
country as a quarry 

or the intention of stopping them 

presenting themselves to donors as deserving of more 
assistance to accomplish it. The root reason is simple. The 
money that timber brings in is in large part used to support 

the military. End comment. 

HASLACH 


4. (C) Bryza relayed his conversation the previous day with 
Turkish PM Advisor Ahmet Davutoglu on the importance of 
non-Turkish citizens being elected Ecumenical Patriarch. 
Bryza explained that Davutoglu hoped that the Patriarchate 
would view the GOTVs 2005 decision to not interfere in the 
selection of several foreign members of the Holy Synod as a 
gesture of good will. Bartholomew argued quite forcefully 
that the membership of the synod was his decision 

subject to GOT oversight and that there was thus no legal 
basis for the GOT to have interfered. Bryza stressed that 
the selection of foreign members did draw negative attention 
in the media and within the AK Party 

have responded in an unhelpful fashion but chose to instead 
not challenge the Patriarch\'s decision. This 
non-interference should be viewed in a positive light. 
Bartholomew agreed. (Comment: This is a positive departure 
from the previous GOT practice of setting virtually all 
parameters for the patriarchal designation process. End 
Comment.) 


5. (C) Bartholomew explained that directives issued by the 
Istanbul Governor's office in 1923 and 1970 require the 
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Patriarch to be a Turkish citizen living in Turkey. These 
directives also provide for selection of a new Patriarch by 

the Istanbul Governor if the election process takes more than 
eight days. Bartholomew noted that selection by anyone other 
than the \"divinely inspired Holy Synod\" would not be 
acceptable to the Greek Orthodox Church or to the broader 
Orthodox community. He has written a letter to the GOT 
expressing his concerns and seeking a formal guarantee that 
the election of his successor would be free from government 
interference. He described two major areas of concern. He 
hoped that all the hierarchs of the church 

citizenship 

and that if a non-Turkish citizen were elected the GOT would 
immediately grant Turkish citizenship to the new Ecumenical 
Patriarch 

Patriarch of Alexandria. Second 

elections 

the three or four strongest candidates not be considered for 
election. The GOT should not revert to this practice. 


6. (C) Bartholomew described a climate of increasing 
property confiscations (reftel) including the recent seizure 
of three monasteries on the Princes\' Islands which were 
registered in the name of the General Directorate of 
Foundations (Vakiflar). The Vakiflar is collecting rents on 
these properties that had previously gone to the 
Patriarchate. The Patriarchate lacks a legal identity in 
Turkey and as a result has registered more than 80 properties 
under symbolic names 

and the Prophet Elijah. Turkish citizens have gone to court 
in an attempt to establish title through inheritance for 

these properties by claiming to be direct descendants of the 
Virgin Mary 

courts. He stressed that in a climate of good will these 
types of cases would be dismissed 

solution is for the Patriarchate to acquire a legal identity 
and to be able to register its properties directly. 


(C) The Vakiflar has recently begun selling confiscated 
properties 

the courtyard of the St. George Monastery on Burgaz Island 
have been offered for sale. These rooms were used as living 
quarters for monks and are demonstrably church property he 
argued. Bryza noted that property issues were a 
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long-standing irritant but that the sale of confiscated 
properties was an indication that the situation was worsening 
and committed to raise U.S. concerns with Ankara urgently. 
Bryza told the Ecumenical Patriarch that FM Gul described the 
draft law on foundations as a means of solving many of these 
property issues during his recent meeting with the Secretary. 


7. (C) Bryza stressed the moral and political significance 

of Turkey reopening Halki. Bryza noted that although the 
re-opening of Halki had no actual connection to the situation 
in Western Thrace 

for the GOT. He was hopeful that the Government of Greece 
might be persuaded to move on the issue of muftis in Thrace 
perhaps by separating the judicial and community leader 
functions currently performed by the muftis and allowing the 
muftis to be selected by the local Turkish community. Bryza 
explained that Davutoglu believed that this type of move by 
Athens would provide sufficient political cover for the GOT 

to re-open Halki and withdraw the regulations concerning the 
election of a new patriarch. Bartholomew noted that if it 
would be useful he would be willing to meet with Davutoglu to 
discuss these issues directly. 


8. (C) Bartholomew stressed the importance of the seminary 
to the survival of the patriarchate and the Greek Orthodox 
community in Turkey 

communities (Albania 

school. Trained religious workers are necessary not only to 
work within the locally resident orthodox community but also 
to support the Ecumenical Patriarch\'s efforts in the areas of 
inter-communal dialog ) with Rome 

Communion 

environmental protection. Stressing that the Patriarchate 
does not reject state control/oversight of a seminary 
Bartholomew explained that courses at Istanbul University 
the current GOT proposal 

experience coupled with full time training provided at a 
seminary such as Halki. The Ecumenical Patriarch expressed a 
desire to return to the situation as it was prior to 1971 

with the Ministry of Education overseeing Halki 

1951 regulation that gave responsibility for oversight to the 
Ministry of Education. 


9. (C) Bryza explained that during July 10-11 meetings 


Column 3 

Davutoglu expressed a desire to work for a resolution of the 
Halki issue by focusing on the 1951 regulation rather than 
the 1968 regulation that was repealed by the decision by the 
Istanbul Governors office that Halki should be treated as a 
university. Bartholomew was wholeheartedly in favor of this 
approach 

Tezic 

that Halki could reopen \"tomorrow\" under the provisions іп 
the 1951 regulation. 


10. (C) Immediately following the meeting with the 

Ecumenical Patriarch Bryza contacted Davutoglu who agreed to 
discuss possible next steps with Prime Minister Erdogan and 

to meet the Ecumenical Patriarch in the near future. We have 
conveyed Davutoglu\'s response to the Patriarchate. 
Bartholomew conveyed later in the day via the Greek 
Ambassador to Turkey that he was deeply pleased with the news 
that Davutoglu would reach out to him. Bryza and Bartholomew 
agreed to pursue the following steps: 

-- Bartholomew would work with the Greeks in Greece 

and the U.S. and Bryza would work the GOT to focus the Halki 
debate on the 1951 regulation 

reopen by a GOT claim that the 1971 prohibition of religious 
schools applied only to the court institutions registered 

under the 1968 regulation 

-- Bryza would work with the GoG to explore the nomination by 
Athens of a secular judge and the selection of the Mufti by 

the Turkish Community as a community leader; these steps 
would help shape Turkey 

reopening under the 1951 regulation 

quid-pro-quo. 

-- Bryza and the USG would press the GOT to prevent further 
ceasing and selling of patriarchate church properties in 

Turkey. 


11. (U) DAS Bryza cleared this message. 
JONES 
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provisions do not make sense or are unenforceable. This has 
led many to question whether the new rules are the result of 
shabby legislative work 

designed to give the government a freer hand in exerting 
control over Kazakhstan\'s cyberspace. 


6. (U) The OSCE has stated that the rules impose 
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unreasonable restrictions on freedom of speech. It warned 
that governmental control over domain registration subjects 
the process to undue political interference. Additionally 

the OSCE said clearer rules were needed for suspension and 
denial to prevent abuse. 


7. (SBU) Comment: Despite public concerns 

the new rules has been limited thus far. The new technical 
rules can be circumvented without great effort 

no strong evidence that government officials have made 
registration decisions on political grounds. Many informed 
observers believe it will be more important to watch the new 
draft law on information resources and e-government to be 
considered in Parliament this September. The Chairman of 
the Agency responsible for drafting the new law has said its 
main purpose is to ensure that everyone has equal access to 
information. Minister of Culture and Information 
Yertysbayev 

control over internet access by the end of the year and to 
end \"the flow of dirty libel and lies aimed against 
government officials.\" End comment. 


ORDWAY 
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Embassy phrases 

eight-hour meeting of KDH\'s 120-member council on July 8 
majority supported the pragmatic faction of Chairman Pavol 
Hrusovsky. The last of the five members of the principled 
faction of the presidium then resigned their leadership 
positions. This remains the current status of the schism. 
KDH will hold an extraordinary party congress on July 22 to 
vote on new presidium members. 


4. (SBU) KDH has weathered internal schisms and splintering 
before. Among other splits 

KDH to form SDKU and become Prime Minister for eight years. 
Although Dzurinda took some KDH voters and members 
survived and was voted into parliament. 


THE PRAGMATISTS 

5. (C) The pragmatist faction is led by Chairman Pavol 
Hrusovsky with support from fellow presidium members Julius 
Brocka 

Bobula. Their support comes from the local and regional 
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structures of the party. In a conversation with PolChief 

the party\'s deputy chairman Brocka blamed the public 
statements of Daniel Lipsic and to a lesser extent Vladimir 
Palko for preventing KDH from going into coalition with Smer. 
Brocka said that Smer deputy chairmen Robert Kalinak and 
Pavol Paska were much more in favor of a coalition with KDH 
and SMK than what they ended up with. Brocka believes that 
KDH would have been better off in the governing coalition 
rather than in the opposition. 


6. (C) The regional structures of the party had a 
bread-and-butter reason to support a coalition with Smer - 

jobs. The Ministries of Interior 

have offices throughout Slovakia 

employed. These KDH members are expected to be replaced by 
supporters of the parties that are in the governing 

coalition. In KDH party meetings 

representatives have a lot of strength 

the other pragmatists can count on them for support. 


7. (C) Brocka would prefer close cooperation with the other 
opposition members 

coordinated opposition might not be possible if Palko\'s 
principled faction won\'t cooperate. Brocka indicated that 

KDH will oppose any proposals by Smer to change the reforms 
and positive legislative steps of the prior governing 

coalition. 


8. (C) In the pragmatist view 

will only play into the hands of Dzurinda 

swoop up ever more KDH voters 

dismantling KDH. Brocka believes that KDH\'s chance to raise 
its popularity among voters lies in attracting media interest 
and demonstrating the consistency of their policy. 


THE PRINCIPLED FACTION 

9. (С) Vladimir Palko 

Miklosko 

members who resigned over KDH\'s eventual agreement to partner 
with Smer. They believe that their conservative principles 

are at the heart of everything KDH represents. The 
last-minute announcement of KDHVs willingness to join Smer 
was nothing less than a humiliating debasement 

this camp. Going into coalition with the leftist Smer or the 
corrupt HZDS was unthinkable to them. They do not want to 
play the role of the utilitarian party 

smaller party in any governing coalition. KDH should stand 
firm as the country\'s conservative and moral compass on the 
right side of the political spectrum. 
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10. (С) Palko\'s advisor Jaroslav Daniska told PolOff that the 
split in KDH had existed for some time but was brought to the 
boiling point by the elections. He feels that the lack of a 
pre-election statement from KDH to indicate that they would 
not form a coalition with Smer is what lost them the three 
percentage points on election day 

SDKU because Dzurinda did make such a statement 

the weakened political position that KDH now faces. Daniska 
insisted that this internal struggle needs to run its course 
implying that it is far from over. He indicated that Palko 

will run for KDH Chairmanship at the next regular session of 
the party congress in 2007 

change the party spirit. Daniska believes that KDH will 
survive the current strife 

reconcile. Coordinated cooperation in the opposition may be 
difficult until the party mends its own wounds. 


11. (C) Daniska provided a few ideas that he thought would 
help KDH increase its electoral results in the future. The 
party should appeal to rural voters by focusing on family 
social 

values means providing financial support only to families 
whose children are born in wedlock. A focus on patriotic 
values is KDH\'s recognition that some of its votership 
overlaps with SNS and HZDS. The party can appeal to urban 
voters by communicating its strong anti-corruption stance 
Daniska said. 


12. (C) One thing both factions can agree on is wariness of 
Mikulas Dzurinda. His political savvy has the potential to 
exacerbate the problems within KDH. Dzurinda advisor Tatiana 
Rosova told PolChief after the elections that SDKU would like 
to consolidate the right and make the Slovak political scene 
more \"standard European.\" That said 

natural political partner of KDH. 


IS RECONCILIATION POSSIBLE? 

13. (C) Founder 

Daniska) \"Democratic Machiavelli 

announced his return to the party leadership though says he 
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does not plan to run for the Chairmanship. Daniska\'s 
preferred resolution to the split is to have Carnogursky take 
over the party 

but allow Hrusovsky to save face. However 

not be likely given that Carnogursky supported a coalition 
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with Smer. The pragmatists think that the other faction 
simply needs to realize that compromise is part of the 
political process. Less than 15 percent of the KDH council 
supported the principled position. Having the majority of 
support within the party 

on. That said 

the party. It is perhaps up to the majority pragmatists to 
allow the principled faction to save face. Brocka attributed 
some of the strife to post-campaigning fatigue. 


14. (SBU) COMMENT: KDH is unlikely to disintegrate or split 
in half. If a few determined members left now 

take a significant part of KDH supporters with them. But 
there is not space in a country of 5.5 million inhabitants 
for more than one Christian conservative party. In an 
attempt to return KDH to its core principles 

Lipsic intend to travel Slovakia to promote their own vision 
to party members over the coming year leading up to the 
regular party congress in 2007. In the short-term 
extraordinary session of the party congress 

pragmatic regional representatives 

Hrusovsky this Saturday. KDH needs to heal its internal 
strife if it wants to play an effective role in the 

opposition. 

VALLEE 
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with the press 

prospects for Ethiopia\'s development 

for sustained growth and political harmony to truly transform 
Ethiopia. Wolfowitz\'s meeting with Prime Minister Meles was 
described as \"comforting 

of the PBS program and committed to political reconciliation. 
Recent positive developments 

are seen by the World Bank as creating a number of openings 
in key areas such as infrastructure development and the 
strengthening of basic services. World Bank and GOE 
relations according to Wolfowitz are \"normalized on a new 
basis.\" END SUMMARY. 


WOLFOWITZ VISIT \"A-CLASS\" 


2. (SBU) During a briefing to the Ambassadors Donors Group on 
July 13 

Ishac Diwan 

Ethiopia as an important visit that resulted in a more 

complete understanding 

the new Protection of Basic Services (PBS) program. During 
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the two day-visit 

Minister Meles and key members of the cabinet 
parliament 

Wolfowitz also traveled to the Amhara Region 

able to talk first-hand with members of civil society and 
review basic services 

the trip also provided an opportunity for Wolfowitz to gain a 
better understanding of the role of the Diaspora 

how to manage the Diaspora in the United States. The 
attitude of the private sector was described as radically 
improved over just two years ago: today they are more 
positive 

remains needed for business development 

create a culture of innovation and competition. For donors 
the PBS concept has now been internalized 


3. (SBU) During a 90-minute meeting with Wolfowitz 

Minister Meles outlined his vision for the country: private 
sector development based on small and medium-sized business 
(SMEs) and the export sector 

space for civil society at the local level. According to 

Diwan 

private sector 

be considered a positive result of business. Though Meles 
and Wolfowitz did not directly discuss the Eritrean-Ethiopian 
border 

not war 

as being \"comforted\" by Meles\' presentation on the country's 
direction 

harmony and support for the PBS program. Wolfowitz 
acknowledged that now is an opportune time to consolidate 
programs 


BASIC SERVICES THE FOUNDATION 


4. (SBU) WolfowitzVs vision for transforming Ethiopia was 
described as ten years of growth and stability. For 
Wolfowitz 

and therefore must be preserved. World Bank-GOE relations 
were described as \"normalized on a new basis.\" Key to 
continued World Bank support will be GOE action on various 
commitments in the areas of political harmony 

accountability 

committed to providing $500 million over the next year 
including $215 for PBS 

political reconciliation 
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could result in significantly scaled-up funding. The trial 

of detained CUD leaders and members of civil society is 
another area that the World Bank will be watching in terms of 
future assistance levels. Diwan reported that the Prime 
Minister had told Wolfowitz that progress on the political 
process could lead to greater leniency for the detainees. 


BUILDING ON THE MOMENTUM 


5. (SBU) Diwan described a number of areas where donor 
assistance could build on recent political and economic 
momentum and openings. These include: enhancing basic 
services 

Program (PSNP) 

competition within the private sector 

Basin Initiative 

building key infrastructure such as secondary roads and dams. 
On basic services 

deliver on its promise of increased transparency and 
accountability 

for civil society. Donors present at the briefing stressed 

that there needed to be a broad definition of civil society 

that included local civil society organizations (CSOs) 
non-governmental organizations (NGOs) 

associations 

and CSOs. There currently is some confusion among donors 
about a GOE proposal that seemed to place greater emphasis on 
rural associations 

later engage CSOs and NGOs. For the PSNP 

on strengthening the program so that beneficiaries eventually 
\"graduate 

used as a political tool. (COMMENT. Following the May 2005 
elections 

been removed from the program for political reasons. END 
COMMENT.) To support greater transparency in the PSNP 
example 

dissemination of the names of beneficiaries 

particular emphasis on ensuring disclosure to civil society 
and parliamentary members. 


6. (SBU) Even larger openings are seen by the World Bank in 
building key infrastructure 

develop market linkages for rural populations 

hydro-electric potential 

sector development. Diwan noted that there had been process 
on information technology (IT) policy reform 

slower pace than donors would like. He also noted that 
Minister of Trade and Industry Girma Birru had expressed 
support for the creation of an equity market 

the banking sector. 
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MACROECONOMIC STABILITY 
AND IMF ENGAGEMENT 


7. (SBU) While the objective of Wolfowitz\'s visit was not 
focused on recent economic developments or reforms 

issues were discussed with both the government and private 
sector. On telecommunications 

pushed for greater liberalization 

the GOE and donors do not agree on how best to develop the 
sector 

Ethiopia\'s banking sector was described by the World Bank as 
moving in the right direction 

gradual liberalization (as opposed to 

the sector to full foreign investment) as an appropriate 
approach. There also appeared to be an opening for 
International Finance Corporation (IFC) engagement 
example 

local banks. Ethiopia\'s macroeconomic fragility was 
acknowledged 

should not be crossed. (COMMENT: One such red-line 

to levels of foreign reserves 

with reserves dipping below 3 months export coverage. END 
COMMENT.) Another concern on the macroeconomic side is 
rising inflation 

analytical reports tend to be contradictory 

about rising petty corruption. The IMF Resident 
Representative told the ADG that the IMF is trying to engage 
the GOE outside of a formal program. Specifically 

appears that the GOE may be open to the IMF conducting 
macroeconomic assessments 

such work would still be needed. It was noted that Wolfowitz 
will be speaking with the IMF Managing Director about a 
Preparation Strategy Report (PSR). 
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8. (SBU) COMMENT. The World Bank Country Director made clear 
that Wolfowitz\'s positive views and public comments did not 
imply that challenges 

exist. Rather 

that Wolfowitz has a fuller understanding and appreciation of 
the PBS program and the environment in which it will be 
implemented. For the World Bank 

an opportunity to build on recent positive momentum in the 
political and economic spheres in terms of increasing 
accountability 

civil society\'s role in the development process will be a 
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critical aspect of the program\'s success 

challenge. The fact that the Ministers of Capacity Building 
Finance/Economic Development 

Development plan to visit various woredas (districts) during 
August and September to advocate and educate local 
administrators about PBS is an indication that 

level 

COMMENT. 

HUDDLESTON 
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US and Japan. | thank Japan for its efforts.\" The Foreign Minister 

too 

close cooperation of Japan and the United States.\" He then reported 
that Ground Self-Defense Force troops had completed their withdrawal 
from Iraq. The Ambassador noted 

Forces were a great achievement.\" 


(2)Chief Cabinet Secretary Abe already on diplomatic stage; His 
capability being tested in run-up to LDP presidential election 


NIHON KEIZAI (Page 2) (Full) 
July 18 


Chief Cabinet Secretary Shinzo Abe is considered as the favorite to 
succeed Prime Minister Koizumi. The Japanese government\'s response 
to North Korea\'s missile launches has served an important test of 
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his diplomatic acumen. He played a leading role in drafting a 
sanctions resolution presented to the United Nations Security 
Council (UNSC) as a deputy for Prime Minister Junichiro Koizumi 
was traveling abroad. Abe has won popular support from the people 
using the keywords abduction and North Korea in making a full-scale 
diplomatic debut. 


When discussions at the UNSC entered the homestretch on the evening 
of July 14 

Residence (Kantei) to have a telephone conference with deputy 

national security advisor to the US President Stephen Hadley. He 

told Hadley: \"The positions of Japan and the US are in complete 
agreement. The two countries have completely agreed not to change 
their determination to adopt a binding resolution that includes 

sanctions. 


Reiterating that there would be no compromise 

conference repeatedly used the word completely. The word is close to 
categorical expressions Prime Minister Koizumi has frequently used 
at critical political junctures. He used this word with an image of 
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a strong leader in mind. 


Masaharu Kono 

Foreign Ministry 

Abe 

on at the series of debates at the UN. He visited the Kantei early 

in the morning on the 14 as well and analyzed the situation in AbeVs 
office. 


The US is strongly aware of Abe\'s presence. During the prime 
minister\'s absence 

Kantei. On the 14th 

should fall in step with each other for the adoption of the draft 
sanctions resolution 

would likely you to relay my message to President Bush and Secretary 
of State Rice.\" 


A government source said: \"An acting prime minister is empowered to 
do almost anything. The words from the prime minister are tantamount 
to the will of the Japanese government.\" Great authority means great 
responsibility. Success and failure of Abe\'s handling of the North 
Korea issue has a rebound effect on the evaluation of himself as a 
candidate for the next prime minister. 


(3) Adoption of UN resolution against North Korea: Result of Japan\'s 
tough diplomatic approach 


YOMIURI (Page 1) (Full) 
July 17 


\"This is a great result and victory for Japan\'s diplomacy. This 
achievement has come owing to Japan\'s efforts. We have shared this 
view with Britain and France.\" 


This generously complimentary remark came from US Presidential 
Assistant Hadley for National Security Affairs 

conversation with Chief Cabinet Secretary Abe early on July 16 

Japan time 

decided to unanimously adopt a resolution condemning North Korea. In 
a phone discussion with Foreign Minister Aso right after Hadley\'s 

call 

efforts. 
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For the first time since it became a UN member on Dec. 18 
Japan projected an unprecedented strong presence in that 
international diplomatic arena when the UNSC adopted the 
resolution. 
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On of the major pillars of Japanese diplomacy has been its focus on 
the UN. But until now 

a resolution to the UNSC. In its first submission 

called for the need to adopt a severe resolution that would include 
sanctions. It remained firm in its basic position to the end. 


North Korea\'s missile launches created a national crisis for and 
posed a threat to Japan. In contrast 

Taepodong missile in 1998 

press statement 

a lesson from this experience 


Japan and the United States stuck to the idea of referring to 

Chapter 7 of the UN Charter till the last moment 

thought that chapter can serve as the ground for the imposition of 
sanctions against North Korea 

opposition by China and Russia. Faced with the reality in the UNSC 
where its permanent members have a veto right 

choose between a resolution mentioning Chapter 7 that could not win 
unanimous approval and a resolution without any mention of Chapter 7 
that was unanimously approved. A unanimously adopted resolution 
would have a stronger message 

latter option. 


A senior Foreign Ministry official explained: \"In the past Japan had 
aimed at realizing international cooperation in the way to play 

along with other countries 

role to build international cooperation.\" This means Japan sought to 
depart from its \"passive\" diplomacy. Kazuya Sakamoto 
international political science at Osaka University 

new diplomatic approach: \"Japan 

had tended to be overly fearful of being isolated in the 

international community 

maintained a firm stand. This stance was good.\" 


North Korea 

less than an hour after it was adopted. Japan succeeded in having 
its resolution against North Korea adopted 

the North Korean threat to Japan has vanished. This is the harsh 
reality Japan must face. 


The diplomatic tug of war over the resolution has made Japan realize 
anew the difficulty in narrowing the gap in views with China and 
Russia. Japan also finds itself in a \"twisted\" situation where South 
Korea is supposed to see the North\'s missiles as a threat like Japan 
but it was opposed to Japan\'s response to the North\'s missile 
launches this time. Although \"It would be impossible for all the 
countries on the planet to synchronize with each other 

to Sakamoto 

such international forums as the six-party talks 
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Group of Eight (G8) 
North Korea. 


The adopted resolution is merely a milestone for there is a long way 
to go. The true value of Japan\'s diplomatic capabilities will be 
tested in the coming months. 


(4) ASDF troops on Iraq mission expected to serve as the US 
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military\'s contractor; Attacks on Baghdad Airport in combat zone 
commonplace; Transporting US troops may drag ASDF into America\'s 
war 


TOKYO SHIMBUN (Pages 27 & 28) 
July 19 


The Ground Self-Defense Force has now completely pulled out of Iraq 
putting an end to its humanitarian and reconstruction assistance 
without incurring any casualties in its mission. But the 

Kuwait-based Air Self-Defense Force will continue its airlift 

mission. The government has decided to expand the ASDF mission to 
fly to Baghdad Airport 

armed insurgents. The government has defined Baghdad Airport as 
being in a non-combat zone. What kind of role is the Kuwait-based 
ASDF going to play? 


Mika Yamamoto of Japan Press 
Iraq 
ASDF mission: 


\"Baghdad Airport is not a non-combat zone. When | was at the airport 
about six months ago 

its premises 

indicated that such was a daily occurrence. Attacks on the airport 

are so common that they do not make the news anymore. There is no 
guarantee that rockets will not hit the C-130 transport planes." 


Defense Agency Director-General Fukushiro Nukaga told the Lower 
House Iraq Reconstruction Assistance Special Committee in June: \"The 
SDF may engage in activities at Baghdad Airport 

non-combat zone." 


The ASDF\'s mission would require C-130 transport planes to land in 
the northern part of Iraq and Baghdad Airport. ASDF personnel on 
transport planes have worn helmets and flak jackets. An ASDF public 
affairs officer explained: \"We have taken the maximum level of 
safeguards available under today\'s technology." 
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Specifically 

incoming missiles 
infrared-guided missiles 
outside 


It is a fact that militants have attacked aircraft using Baghdad 
Airport. In January 2004 

from the ground immediately after taking off from the airport. With 
its engine blown up 

January last year 

attacked shortly after taking off from Baghdad Airport 
crewmembers. In November 2004 

military\'s transport plane. The plane\'s left engine was engulfed in 
flames for about 10 minutes before making an emergency landing. 


Even lraqis back away from Baghdad Airport. 
Yamamoto warned: 


\"A car bomb slammed into an airport entrance. Many people hostile 
toward the multinational forces live around the airport. Iraqi 
residents don\'t approach the airport. The road between the airport 
and downtown Baghdad is so dangerous that you have to pay 100 
yen to a taxi driver for a 30-minute drive. On entering the airport 
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you have to ride with an armed bodyguard sandwiched by two 
additional vehicles and run at 100 km per hour. The airport can be 
seen clearly from many spots in its vicinity dotted with palm trees 
and private houses.\" 


Military analyst Motoaki Kamiura noted: 


\"A mobile anti-air missile is launched 10 - 15 degrees upward for 
safety reasons. Such a missile is suitable for attacking a plane 
taking off from behind the sniper. A missile can destroy a C-130 
engine and a wing.\" 


Of the 5 

suicide after returning home. Although the causes remain unknown 
the Iraq mission built up tensions. ASDF troops are likely to be 
exposed to greater risks. Some 100 ASDF rotational troops left for 
Kuwait earlier this month. 


Prime Minister Junichiro Koizumi trumpeted the withdrawal of the 
ground troops who had not fired even a single shot or shed blood. 
Political commentator Minoru Morita offered this view: 


\"The role of the ASDF 
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distinct from that of the GSDF. The GSDF deployment was politically 
aimed at preventing the Bush administration from being isolated in 
the international community. In contrast 

military action practically in sync with the US military.\" 


Lower House member Nobuto Hosaka of the Social Democratic Party 
regards the ASDF\'s role as a flying truck 


\"The GSDF mission in Samawah was limited to humanitarian and 
reconstruction assistance in limited geographical areas. The ASDFVs 
role is not limited. Air troops would not airlift water and medical 
supplies alone. The task of transporting US troops may draw the ASDF 
into AmericaVs war.\" 


The government and the ruling coalition have also begun discussing a 
permanent law allowing Japan to swiftly deploy SDF troops overseas 
without a UN resolution. 


The question of establishing a permanent law will unmistakably be a 
challenge for the next administration. 


But given the ever-changing international situation 

legislation instead of a permanent law is the prevalent 
international trend 

at Akita International University. Shiratori explained: “Тһе 
government was allowed to decide to pull the ground troops out of 
Iraq at this time because the Iraq Reconstruction Law is a 
time-limited law. A permanent law would not have allowed it.\" 


It is said that a permanent law will help turn Japan into a normal 
country that can independently determine the SDF\'s overseas mission. 
Morita does not agree: 


\"In reality 

simply sent troops to Iraq in compliance with a US request 

based on a UN resolution. If this situation persists 

become the US military\'s subcontractor. Even though such danger is 
eminent 

Tsuyoshi Inukai was killed in 1932 


SIPDIS 
truly dreadful that nobody says anything about it.\' The situation 
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today resembles those days.\" 
Kamiura said this on behalf of ASDF personnel: 


\"The multinational forces have sufficient transport capability. SDF 
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personnel think it is absurd for the prime minister to decide to 

(keep the ASDF in Kuwait) simply because he was asked by President 
Bush. But they have no choice but to go to Kuwait because if they 
refuse 

ensure the safety of such personnel? | feel sorry for the ASDF.\" 


(5) Budget request ceiling: Finance 
cut in ODA in fiscal 2007 


NIHON KEIZAI (Page 2) (Full) 
Evening 


Finance Minister Sadakazu Tanigaki and Foreign Minister Taro Aso 
this morning discussed by telephone the ceiling for budget requests 
to be set for fiscal 2007. They agreed to a 3% cut in the official 
development assistance (ODA) budget from the fiscal 2006 level 
(which was 759.7 billion yen). The government with include this 
policy decision in the budget ceiling planned for cabinet approval 
on July 21. 


The policy course of continuing annual ODA cuts ranging from 2 to 4% 
over the five-year period of fiscal 2007-2011 will be included in 

the basic economic and fiscal policy guidelines 2006 

basic policy line for the governments Council on Economic and 

Fiscal Policy to manage the economy. Although the Finance Ministry 
sought a 4% cut in the fiscal 2007 ceiling 

objected strongly 

that in fiscal 2006. 


(6) Defense Agency to be restructured into 5 bureaus 


NIHON KEIZAI (Page 2) (Abridged) 
Eve. 


The Defense Agency decided on July 14 on a restructuring plan to 
disband the Defense Facilities Administration Agency (DFAA) over its 
bid-rigging. The DFAA\'s current setup of four departments 

the Construction Department and the Facilities Department 
reorganized and absorbed into the Defense Agency\'s newly planned 
sections. The agency plans to establish two new bureaus for 
infrastructure construction and local planning and also to establish 

а central acquisition office. In addition 

establish an inspector general\'s office for auditing and compliance 
oversight in order to prevent bid-rigging. 


The Defense Agency 

including those in the DFAA. The agency will reduce about 10% of 
these divisions so as not to only end up a merger with the DFAA. The 
government will present bills to the Diet at its ordinary session in 
January next year to revise relevant laws. 
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Consequently 

including the Defense Policy Bureau (Defense Bureau up until the end 
of July) 

national security 

Operations Bureau at present) 

situations. 
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The Central Acquisition Office will be a combined body of the 

Central Contract Office and the Finance and Equipment Bureau Cost 
Accounting Department. In late July 

central equipment office 


(7) Minshuto to notify local chapters across country it is 
establishing workplace chapters in industrial associations 
to undermine LDP stronghold ahead of Upper House election 


YOMIURI (Page 4) (Excerpts) 
July 14 


The Democratic Party of Japan (Minshuto) yesterday decided to 
actively establish workplace chapters that would become a power base 
for industrial associations across the country -- a switch from its 
previously cautious stance. Minshuto will convey this decision to 

the party\'s prefectural chapters throughout the country during a 
national convention of the prefectural chapter secretaries general 

in Naha City on July 14. This move came on the heels of a Minshuto 
dentists association being established by members of the Ibaraki 
Dentists Federation 

Federation 

Democratic Party (LDP). The aim for Minshuto is to chip away at LDP 
support groups prior to the Upper House election in 2007. The LDP 
and Minshuto have already begun vying to capture votes from 
industrial associations. 


According to Minshuto\'s party rules 

as voluntary groups and do not come under the category of official 
party organizations. This is different from the LDP 

rules treat local chapters as official local organizations that can 
receive political funds on behalf of the party. This difference 
reflects Minshuto\'s desire to avoid cases of such chapters turning 
into pressure groups 

political funds. Minshuto was until recently less eager about 
creating workplace chapters 

organizations have been all viewed as being the LDP\'s stronghold. 


A senior Minshuto member pins his hopes on the rising move to 
establish such party chapters in one-seat constituencies that will 
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face the Upper House election next year. Those constituencies are 
said to determine whether the party will win victory. \"It is of 

great significance for our party to have established our industry 
chapter in a conservative district like Ibaraki. WeVd like to spread 
this Ibaraki pattern in various industry circles 

offices 

member said. 


In order to deal with an unfavorable move in Ibaraki Prefecture 
involving the Japan Dentists Federation 

prefectural chapters across the country the following view dated 
July 5: \"In order for the Japan Dentists Federation to attain its 
goals politically 

pragmatic approach." The party has sought the federation\'s full 
support for the LDP. 


The LDP\'s industry-specific chapters are on a marked decline 
membership dropping from some 1 
in 2005. 


Confusion involving industry chapters is continuing in the LDP. For 
instance 
the LDP 
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LDP House of Counselors member. The National Federation of 
Agricultural Cooperative Associations\' (Zennoh) federation of 
national farmers farm policy campaign has decided in a primary 
election to field a newcomer for the Upper House election next year 
instead of the incumbent the LDP whom the federation supported in 
the 2001 Upper House election. 


(8) LDP presidential election campaign underway: Yamasaki faction 
proposes secular memorial for the war dead; Tanigaki faction calls 
current relations with China abnormal; Nikai Group remains silent 
out of consideration to Abe? 


SANKEI (Page 5) (Abridged) 
July 19 


Differences in the positions of various factions in the Democratic 
Party of Japan (LDP) over Asia diplomacy and the prime minister\'s 
visits to Yasukuni shrine - both contentious issues in the party 
presidential election in September - are visible in their policy 
proposals. The Yamasaki faction led by former deputy LDP president 
Taku Yamasaki 

came up with a set of policy proposals including a call to look into 

the possibility of constructing a national secular memorial for the 

war dead. The Tanigaki faction led by Finance Minister Sadakazu 
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Tanigaki criticized the current Japan-China relations as abnormal. 
The Nikai Group 

with China 

generating a view that it giving consideration to frontrunner Abe in 
the upcoming LDP presidential election. 


The Yamasaki faction unveiled a policy vision at a political 
fund-raising party held on July 1. The package categorically noted 

the need to look into the possibility of constructing a facility 

where people can offer their sincere condolences to the war dead and 
renew pledges to protect peace. It also calls for looking into what 

kind of place Yasukuni Shrine should be. Yamasaki told a news 
conference 

such a facility 

Japan was unable to have a sanctions resolution that invokes Chapter 
7 of the UN Charter adopted at the United Nations Security Council 
(UNSC). Touching on this incident 

same day pointed out that the \"absence of dialogue with China is 
causing a serious setback.\" He underscored the significance of 
constructing a national secular memorial and realizing the East Asia 
Community Initiative 

politically but hot economically 

administration must correct. What is hampering this effort is the 
Yasukuni issue.\" 


The Tanigaki faction strongly criticized the Japan-China relations 
during the Koizumi administration and is positive about improving 
them. 


The Niwa-Koga faction also incorporated in its policy proposal a 
call for strengthening relations with China 

promote the East Asia Community Initiative. However 

stopped short of mentioning the Yasukuni issue 

former LDP Secretary General Makoto Koga 

faction 

criminals. This stance reflects the internal situation of the 
faction 

many of whose members are close to Abe. 
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Economy 

chairs the Nikai group 

is no need for our group to express views on the Yasukuni issue or 
the China issue.\" He thus indicated his intention of not including 
those issues in the group\'s policy proposals. In view of the fact 
that the Nikai group had been considering including a proposal for 
joint history research by Japanese and Chinese experts 

statement is viewed as Nikai having given consideration to Abe 
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wants to avoid the Yasukuni issue in the election campaign. 


Reference to Asia diplomacy in policy proposals issued by LDP 
factions (extracts) 


Mori faction 
No special reference 


Tsushima faction 


SIPDIS 
Plans to issue policy proposals on August 10. Intends to bring up 
the issue as one of various themes. 


Niwa-Koga faction 
Strengthen future-oriented Japan-China relations with the aim of 
building confidence 


Yamasaki faction 

Look into the possibility of constructing a facility where people 

can offer their sincere condolences to the war dead and renew their 
pledge to protect peace 

Yasukuni Shrine 


Ibuki faction 
Aim for Japan that coexists with a prosperous Asia through further 
consideration to diplomatic efforts 


Tanigaki faction 
Correct the current abnormal relationship with neighboring countries 
and region. 


Komura faction 
Make efforts to maintain and develop a good political relationship 
with various Asian countries 


Nikai group 
Plans to issue policy proposals as early as August 9. No special 
reference to the issue 


Kono group 
Coordination under way to release policy proposals in late August 


(9) Number of guest foreign workers to be expanded 
committee decides 


YOMIURI (Page 2) (Full) 
July 19 


The Liberal Democratic Partys (LDP) Special Committee on Foreign 
Workers (chaired by Yoshio Kimura) at a meeting on July 19 finalized 
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guidelines aimed at increasing the number of guest foreign workers 
to be allowed into Japan. The report called on the government to 
newly set up a system of accepting competent personnel who have a 
certain level of Japanese language ability and skills. In 

particular 

who have obtained Japanese licenses for nursing-care and social 
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welfare service providers to take up employment in Japan. Regarding 
existing educational and technical training systems for foreigners 
which have been pointed out as leading to an inflow of unskilled 
workers 

from the current three years to five years 

the need to prevent such workers from staying permanently. 


The guidelines also included: (1) fiscal assistance to 

municipalities where foreign residents are sharply increasing; (2) 
providing Japanese language education to foreign pupils and students 
at public schools; and (3) establishing a council of government 
agencies tackling the foreign worker issue. The panel intends to 

call on the government to look into the details of the report and 

revise necessary laws accordingly 

Policy Affairs Committee Chairman Ichiro Nakagawa. 


SCHIEFFER 
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Society that this arrangement smacks of a corrupt association 
between the Government and Imperial Fleet Services in that 
inter alia: 


a) The government is a party to a contract pursuant to which 
the vehicles are rented out to it by Imperial; 


b) The fate and continuance of this contract (which itself is 
dogged by controversy) is depended on the favorable disposition 
of the government; 


c) The marked value of the vehicles is way far above the paltry 
amount of Maloti 4 

those whose remit is to decide the fate of the said contract. 

The Society contends that where people hold offices of trust and 
discharge functions of public benefit 

privately. Consequently the view that the Judiciary would be 
falling into a bottomless pit of corruption if it became party 

to this scheme. The society thus humbly and with due respect 
urges you and your Honorable brethren not to be attracted to 
this unfortunate scheme\". 
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13. Meanwhile the leaders of three political parties have sent 
a similar note of protest to the heads of diplomatic missions 
accredited to Lesotho. Dated July 4 

illicit and unprocedural acquisition of government property - in 
the form of Mercedes Benz and Toyota Camry vehicles - by the 
current ministers and principal secretaries\". 


14. The letter refers to a recent European Union commemoration 
event where the Lesotho government was specifically asked to 
step up the fight against corruption 

delegate to Lesotho. According to the letter 

Minister had responded by saying that the GOL expects diplomats 
to help in that fight. The letter points to the acquisition of 

the vehicles as an incident in which government officials have 
abused their privileged positions for personal gain \"through 
corrupt acquisition\". 


15. The letter is signed by Dr. Knauhelo Raditapole 

the Basotholand African Congress 

leader of the Lesotho People\'s Congress; and Mr. Ntsukunyane 
Mphanya 

on the diplomatic missions to bring the matter to the attention 

of their governments and organizations. 


16. The Commissioner General of the Lesotho Revenue Authority 
Dr. Charles Jenkins has confirmed that the government officials 
who acquired the vehicles did not have to pay Value Added Tax 
(VAT) on the purchase. He was responding to initial public 
speculation on whether the new owners would have paid tax on the 
amount at which the vehicles had been offered to them 

book value of the vehicles 

officials had evaded tax when acquiring the vehicles. 


17. Dr. Jenkins cited a law abolishing double taxation on 
registered goods when the VAT was introduced in 2003. According 
to the law 

hand vehicles. He said documentation relating to the said 

vehicles revealed that Imperial Fleet Services had paid tax to 

the South African government upon importation of the vehicles 
which tax was subsequently claimed from the South African 
Revenue Service 
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18. Two of Lesotho\'s four major commercial banks 

and Lesotho Bank have announced that they will start operating 
under one name 

of July 15 to July 17. The South African Standard Bank bought 
eighty per cent shareholding in Lesotho Bank 

by the government in 1999. The new bank was called Lesotho Bank 
99 


19. According to the Managing Director of Standard Bank 
Addis 

business model that meets the needs of its customers. He said 
following the merger 

to make transactions and apply for replacement of automated 
teller machine cards and check books at existing branches of 
either bank. 


20. He said the benefit to the GOL was that it would now own 
its 20 per cent shareholding in an expanded entity. 


21. Lesotho\'s largest employer 

reported by the UN Integrate Regional Information Networks to be 
making a comeback following the closure of seven factories with 
a loss of nearly 10 

Andy Salm 

Trust 

industry in Southern Africa 

closed have reopened 

from 50 


22. Salm attributes the continued commitment of textile 
industrialists in Lesotho to the engagement of the Lesotho 
government in addressing the problems encountered by the 
industry. He points out that the minister of Industry 

Malie is receptive to working with the industry 

together with key players every two weeks to work out issues 
that may exist. Lesotho has further made concerted efforts to 
develop strong relationships with buyers and \"clear red tape\" 
which has contributed to turning around the industry. 


23. According to Salm 

the attention of buyers stems from the efforts of the government 
to build on an image of ethical choice. He cited the Apparel 
Lesotho Alliance to Fight Aids (ALAFA) 

HIV/AIDS education and treatment network for industry workers 
as an example of a move to enhance the industry\'s growing 
reputation as a socially responsible source of clothing for 
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famous brands. 
PERRY 
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and endanger the city\'s prosperity and stability through 
excessive social welfare. She also noted the \"difficult to 

dispel\" concern that a democratically elected government 

would be more likely to challenge the authority of the 

Central Government. Chan said she was forming a \"core group\" 
to \"formulate more concrete proposals and map out a strategy 
on the way forward.\" End Summary. 


2. (SBU) On July 19 

Anson Chan once again declined to announce -- or to rule out 
-- her intention to contest the 2007 Chief Executive 

election. In а speech at the Foreign Correspondents\' Club 
Chan said she had no intention to confront either the Hong 
Kong Administration or the Central Government 

she had \"no personal agenda\" and was not \"hungry for power.\" 
That said 

practice what | preach." She briefly reviewed Hong Kong\'s 
recent history 

the V'too little 

colonial administration to expand democratization. She went 
into some detail on key provisions of the Basic Law that 
believed 

governments cannot exist other than on the basis of universal 
suffrage." She particularly noted that V'universal and equal 
suffrage" was not interchangeable with the idea of some sort 
of V'engineered balanced representation" as a justification 

for retaining Hong Kong\'s Functional Constituencies 
indefinitely. 


3. (SBU) Chan criticized attempts by \"certain quarters\" to 
establish new pre-conditions for universal suffrage -- 

\"placing ever more hurdles along the track.\" She said Hong 
Kong\'s business community and other sectors \"who feel they 
have a vested interest in fending off democracy for as long 

as possible needed to change their positions. At the same 
time 

the popular \"myths and concerns!" that a 
democratically-elected government would be V'anti-business V" 
and endanger the city\'s prosperity and stability through 
excessive social welfare. She also noted another concern 
which she described as \"misplaced\" but difficult to dispel: 
that a democratically elected government would be more likely 
to challenge the authority of the Central Government. Chan 
criticized the constitutional reform package proposed by 

Chief Executive Tsang and blocked by the Legco democrats in 
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late-2005 

\"tinker with\" the electoral arrangements for the 2007 and 
2008 elections. She specifically faulted that proposal\'s 

lack of a timetable and roadmap for democratization 

as its failure to address the role of the Functional 
Constituencies. She also noted the need for a firmer legal 
foundation for the role of political parties in the Hong Kong 
system. In conclusion 

done and | would like to play whatever part | usefully can." 
She said she was forming a \"core group\" to \"formulate more 
concrete proposals and map out a strategy on the way 
forward.\" She concluded that she intends to \"play an active 
role and you can expect to hear more from me on this issue in 
the months and years ahead.\" 


4. (SBU) Immediately following her speech 

questions from the audience and then met with the large press 
contingent. As expected 

whether she would enter the 2007 Chief Executive race; she 
replied that she would choose a time and place to announce 
whether she was standing or not standing. Similarly 

press briefing Chan said in Cantonese that she would announce 
her decision at \"an appropriate time.\" She also elaborated 
on her formation of a core group 

people with two primary objectives: to address public 
concerns over political reform 

workable reform proposals to the Commission on Strategic 
Development. 

Sakaue 
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were in the camp around the time of the killings 
to conduct training for 63 trainees from the 
Special Police Units (PUP) of the regular police. 


The presence of such a significant number of JSO 
and PJP personnel at Petrovo Selo was not 
previously known to investigators. Investigators 
believe they have information confirming that the 
trainees arrived at Petrovo Selo on July 7 

i.e. 

brought there and approximately three days before 
they were killed. The investigating judge 

assured us he would question all JSO and PJP 
persons known to have been present on the site at 
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the time. 


-- Nikolic further told police that the 

murderers of the Bytyqi brothers were from the 
JSO contingent present at the camp. He also 
reportedly asserted that Sreten Popovic knows the 
identity of the killers. (Popovic is apparently 
standing by his story that he handed the Bytyqi 
brothers over to three unknown persons.) Police 
have told us that ballistics analysis of a bullet 
found in one of the brother\'s bodies confirmed 
that it was from the same type of weapon commonly 
used by the JSO instructors. (Note: The JSO is 
the disbanded unit that was earlier headed by 
Milorad Ulemek \"Legija 

in the assassination of PM Djindjic. Legija has 
also been sentenced to 40 years in prison for the 
assassination of President Stambolic in 2000.) 


-- (SBU) Police have also told us that they have found 
inconsistencies in \"Guri\" Radosavljevic\'s claim that he had 
been absent from Petrovo Selo during the period of the 
detention and murder of the Bytyqi brothers. Police have 
told us that there exists at least one document signed by 
Radosavljevic during the period of detention of the Вуіуді 
brothers 

Moreover 

Radosavljevic were on close terms during the period of the 
Bytyqi brothers\' murder 

with a helicopter to pick up Radosavljevic\'s daughter from 
the camp at roughly the time the Bytyqi brothers were at 
Petrovo Selo. (The daughter was reportedly visiting her 
father 

Numerous sources have confirmed to us that Radosavljevic 
fled Serbia earlier this year 

early April. Investigators have told us that Radosavljevic 
is paying legal fees for Sreten Popovic and Milos 
Stojanovic\'s (well-known local attorney Bozo Prelevic). A 
senior GOS official also told us that Popovic and 
Stojanovic were very close to Radosavljevic 

stemming from their service in Kosovo together. 


-- Vlastimir \"Rodja\" Djordjevic 
in the Bytygi murders 


believe that Djordjevic 
ICTY 


Column 3 

4. (SBU) Substantial USG pressure on Serbian 
authorities has been crucial to ensuring high- 
level GOS attention to this case. In addition to 
the Embassy\'s full-court press 

U/S Burns 

based officials have been tremendously useful in 
reinforcing the message. There is no question 
that the high-level attention from the USG and 
GOS has ensured that the frequently-feuding 
police and investigative judge continue to treat 
this case as a top priority. It is critical to 

sustain this pressure 

September 1 deadline for a decision on whether to 
indict or release Popovic and Stojanovic will 
mark an important decision point. We strongly 
urge Ambassador Williamson to make the Вуіуді 
case a prominent theme of his discussions in 
Belgrade next week. We would also urge the FBI 
and DOJ to move forward with formal requests to 
Serbian judicial authorities for access to the 
entire case file and to witnesses/suspects. 


POLT 


71847 

dispute\" in the substance of the proposed statement. Denmark 
has two priority development countries in Latin America: 
Nicaragua and Bolivia 

Nicaragua with \"special interest 

that Denmark was very aware of potential election 

difficulties (e.g. 

because of this Denmark had also been a leader in pushing 
inside the EU for an EU Election Observation Mission for 
Nicaragua. 


2. (C) However 

on the substance of the draft statement 

with other EU members on timing. Hoeg said EU heads of 
mission in Managua had met on 24 May and 25 June and reached 
consensus that they did not favor issuing a statement now. 
Denmark will not break with that consensus 

Discussion among the EU HOMs 

the issue of how many statements could usefully be issued in 
advance of the election and the point at which \"too many 
statements reach diminishing returns.\" In meantime 

said 


3. (C) Pol/Econ Counselor countered that 

diplomacy has its role 

Nicaragua see early and often that the international donor 
community publicly backs their desire for a free and fair 
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election. Issuing this statement now lays down an important 
marker as we head into the fall election season that the 
international community is engaged and watching. Hoeg 
indicated that Denmark and other EU members were not averse 
to issuing a statement farther into the election season. 
Pol/Econ Counselor cautioned that it would be better that our 
statements come earlier and be proactive 

after-the-fact judgments on actions/events that might have 
been prevented. 

KAISER 
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style proposed by the DPP; First Lady Wu Shu-chenVs alleged 
involvement in the Presidential Office\'s allowance for state 

affairs; and investigation into the Lafayette frigates kickback 

scandal. The pro-independence \"Liberty Times 

daily 

and Personnel Planned to Be Decided by Central Standing Committee; 
DPP Will Move Towards Collective Leadership.\" In addition 
pro-status quo \"China Times\" has 

devoted two inside pages to a special feature on Hong Kong 

its democracy and economics since the handover to China nine years 
ago. 


2. In terms of editorials and commentaries 

mass-circulation \"Apple Daily\" discussed the crisis in the Middle 
East. The article said even though the conflict between Israel and 
Lebanon will escalate 

regional war. A \"Liberty Times\" editorial 

discussed the \"normalization\" of cross-Strait charter flights 

will be launched today 

Shui-bian\'s credibility. An editorial in the limited-circulation 
pro-independence 

a way out of the political crisis surrounding President Chen 

DPP should consider changing its decision-making system in the 
post-Chen era. A column in the pro-unification \"United Daily News 
however 

pointing to the State Department\'s 2006 Trafficking in Persons 
Report 

summary. 


3. Middle East 
\"A New War in the Middle East?\" 


Columnist Antonio Chiang commented in the mass-circulation \"Apple 
Daily\" [circulation: 500 


Y... On the surface 
against Hizbullah 
repercussions of its action. Lebanon is after all a pro-Western 
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government; the situation will become more unfavorable for Israel if 
the incumbent Lebanese government is toppled and replaced by a 
pro-Syria regime. Even though the conflict between Israel and 
Lebanon will escalate 

the chances are slim that they will trigger a regional war. 


\"First 

entire strategy for the Middle East 

maintain stability in the status quo concerning Israel and Lebanon. 
Second 

capability to sustain the after-effects of a war. Third 

Iran and Syria 

conflict between Israel and Lebanon 

against radical organizations and any challenge to their regimes. 
IM 


4. TaiwanVs Political Situation 


A) V'Normalization of [Cross-Strait] Charter Flights Tests President 
Chen Shui-bian\'s Credibility\" 


The pro-independence \"Liberty Times\" [circulation: 600 
editorialized (7/19): 


V... The DPP has been upholding the banners of \'opening\' and 
Veconomic coordination\' since it came into power. For the past six 
years 

investments in other neighboring countries. But Taiwan\'s economy 
has thus grown destitute and is showing many drawbacks. The DPP 
administration\'s top priority right now is to feel the pangs of its 
failures 

previous westbound policy that damaged the island\'s national 
interests. In his New Year\'s Day address 

his new policy direction - Vproactive management‘ [of Taiwan\'s 
investments in China]. Chen also reminded the Taiwan people that 
China is not the only market in the world 

internationalization is not equal to Sinicization; his purpose was 

to improve the island\'s prior China-leaning practices. 


\"But six months have passed 

measures 

management. Evidently the DPP administration is not practicing what 
it preaches. Should we blame the administrative branch? No 
officials are all appointed by President Chen 

held responsible for failing to implement his policy. ... But now 

the government is about to implement the project of normalizing 
cross-Strait charter flights. Whether the DPP government can stop 


implementing its policy before it is too late is testing the wisdom 
of the ruler and ChenWs credibility. All Taiwan people are watching 
[what Chen is going to do].\" 
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B) \"DPP Should Consider Post-Chen Era\" 


The pro-independence 
30 


\"... There is no disputing that the DPP faces a political crisis of 
unprecedented severity. It is also true that this crisis is due to 
Chen\'s mismanagement of state affairs. The president cannot escape 
responsibility for this 

and moral 

delegated some of some of his powers 

post-Chen era. In the private sphere 

worn down by the pressure being put on them by political foes and 
public opinion. But ultimately 

law 

finding a way out of its crisis 

the system rather than simply blaming Chen. Whatever happens to 
Chen 

\'post-Chen\' era. The DPP National Convention 

Saturday 

operating through the Central Standing Committee. ...\" 


5. State Department\'s TIP Report 
\"Still Daring to Talk about Building a Human Rights State?\" 


The \"Black and White\" column in the pro-unification \"United Daily 
News\" [circulation: 400 


\"In its 2006 Trafficking in Persons (TIP) Report 

Department included Taiwan in the Tier 2 watch list. The United 
States evaluated the human rights situation in 150 countries 
Taiwan ranked number 106 

Vietnam. Taiwan will likely receive economic sanctions from the 
United States if it is downgraded to Tier 3. ... 


\"The Bian administration has repeatedly proclaimed that it has 

Vbuilt a human rights state 

assessment report 

relatively poor human rights situations. Besides 

sanctioned once it is downgraded again. How embarrassing is that 

for Taiwan? The same situation also happened to Taiwan\'s economy: 
The Bian administration has repeatedly said it wants to \'strive for 
Taiwan\'s economy 

unbearable state while all other Asian countries have made 

significant progress over the past years. ...\" 


YOUNG 
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voters have fallen off voters lists because of technical 
problems with registration equipment. As such 
\"omitted\" voters will still be allowed to vote in the July 30 
elections. The CEI 

allegations that it is trying to commit electoral fraud by 
printing five million \"extra\" presidential ballots. While 
reasonable explanations exist for these and other concerns 
about the electoral process 

responded in an adequate or timely fashion 

rumors to establish themselves as presumed facts in the 
political discourse. End summary. 


2. (U) The CEI July 15 announced the publication of the DRC\'s 
voter lists after a months-long compilation and review of all 
registered voters for cases of fraud or double registration. 

The CEI reported it has been able to verify 24 

legitimately registered voters throughout the country. 
Previously 

registration earlier this year 

registered as voters. (Note: It was this larger number on 

which the Parliament decided to base the distribution of the 
500 National Assembly seats. End note). CEI officials 
explained the difference in figures (1.27 million voters 

roughly five percent of the original total) resulted from 

technical problems with some of the compact discs on which 
voter registration information was stored. Consequently 

CEI has estimated that 877 

1 

because some registration information was unreadable from the 
CDs. In addition 

enrolled at 142 centers) are not on the voter lists because 

the CDs from those centers could not be accessed. 


3. (SBU) The CEI also announced it had identified 292 
cases of potential fraud among the previous number of 
registered voters. CEI officials have not provided figures as 
to how many among this number are cases of double 
registration or are otherwise fraudulent. (Note: The CEI has 
identified cases of military personnel and foreigners having 
registered to vote 

Congolese law 

note.) For reasons unknown 

officially reduced the total number of registered voters to 
reflect the existence of these \"irregular\" voters. Officials 
with MONUC\'s Electoral Division similarly could not explain 
why the CEI included the 292 

24.4 million. 
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4. (C) To deal with the 1.27 million voters whose names will 
not appear on voter lists 

creation of \"listes des omis\" (lists of the omitted) or 

special voting lists on voting day. These lists 

now being printed 

where voter registration data was missing or incomplete. In a 
special process 

voter identification cards and cast ballots on election day. 
Poll workers will have to cross-check the information on the 
voter ID cards with that on the specially-generated lists to 
allow such electors to vote. It is not known where the 
majority of sites will be that will use the special voters 

lists 

be in the provinces of Equateur and Bandundu 

experienced significant delays and logistical problems during 
the voter registration period. In any case 

treat all ballots cast as equal and legitimate 

with voter ID cards will be allowed to vote 

whether a voter appeared on the original voters list or 

\"liste des omis.\" 


5. (U) Another issue which has been the cause of considerable 
misunderstanding and debate among voters and the political 
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class is that of five million \"extra\" presidential ballots 

printed by the CEI. CEI President Abbe Apollinaire Malu Malu 
explained during the course of a June meeting between the CEI 
and many of the 33 presidential candidates that the CEI had 
printed 30 million ballots. Understanding that the number of 
registered voters is around 25 million 

other political parties charged the CEI with attempting to 
commit fraud by printing five million extra ballots that 

could be used later to favor another candidate (namely 
President Kabila). Malu Malu has explained -- often 
repeatedly 

-- that there are not five million extra ballots 

the existence of supplemental ballots conforms to 
international election norms. (Note: A point substantiated by 
the Carter Center in a recent announcement. End note.) 


6. (U) Malu Malu said the number of ballots printed was based 
on the number of planned voting sites and the average number 
of voters expected at each site. Throughout the DRC 
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will be a total of 49 

be in Kinshasa 

of the country. In addition 

expected to accommodate 370 voters; those elsewhere in the 
DRC will have 600 voters per site. Thus 

-- multiplying the number of voting sites by the number of 
voters expected (taking account of the differences between 
Kinshasa and the rest of the country) -- the CEI calculated 
that 27.9 million ballots were required. The CEI then ordered 
50 additional ballots for each of the 49 

case some ballots were not delivered 

otherwise found unusable. Adding these additional ballots -- 
which have already been delivered to voting stations 
throughout the country -- to the previous total 

ultimately printed 30.4 million ballots. 


7. (С) Incorrectly printed ballots have similarly raised 
unfounded criticisms and questions among Congolese political 
actors. Due to a variety of errors -- including the placing 

of certain legislative candidates on the wrong party lists -- 
the CEI has had to reprint nearly 782 

in the provinces of Orientale 

North Kivu. In addition 

electoral districts had to be reprinted because they 
contained some material errors. While the CEI has not 
provided figures for the number of Kinshasa ballots needing 
to be reprinted 

2.2 million. Many critics have charged the CEI will keep 
these erroneous ballots in reserve to alter election results. 
The СЕІ 

publicly destroyed in an effort to demonstrate transparency. 
The first such public destruction is planned to take place in 
Beni (North Kivu) on July 18. 


8. (C) While reasonable explanations exist for issues such as 
\"extra\" ballots and the need for special voting lists 

CEI has not communicated them in a clear 

manner. Often 

clarify issues or popular concerns arrive well after the 
public\'s imagination has seized a particular question and 
rumors have been accepted as facts. Moreover 

proven itself largely ineffective in providing the public -- 
which lacks reliable 
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concerning the political process; the CEIVs answers more 
often than not make matters more complicated. 


9. (C) Nonetheless 

majority of issues facing the electoral process. With regard 
to the problem of \"missing\" voters 

explained that nearly 900 

unforeseen technical errors 

justify the decision to allow them to vote. More problematic 
is the decision to grant the remaining 400 

electors the right to vote 

whether they are legitimately enrolled. Permitting these 
cases to vote 

results 

overall electorate. 
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10. (C) When the CEI does respond to legitimate questions 
about the electoral process 

ignored 

May clearly explained the reason why \"extra\" ballots had to 
be ordered 

have been avoided. Instead 

debate 

process is immensely complicated 

are equally daunting for the CEI. If the country\'s elections 
and the electoral process are going to be deemed credible by 
the Congolese themselves 

much more proactive role in disseminating information early 
and often. Absent such efforts 

information void which electoral spoilers will race to fill. 

In any case 

aware of the Commission\'s shortcomings 

heart lessons learned from the first round of elections in 
advance of the second round and for the elections in another 
five years. End comment. 

MEECE 
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SENSITIVE BUT UNCLASSIFIED - NOT FOR INTERNET 
DISTRIBUTION. 


1. (U) The Ministry of Foreign Affairs sent the 
following diplomatic note to the Embassy on July 19: 


Begin text (informal embassy translation) 
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(Complimentary opening) and takes the opportunity to 
state that 

of duty for the sixth rotation of Mongolian soldiers 
participating in international humanitarian operations 
in Iraq for post-war disaster alleviation 

reconstruction 

Mongolia has decided it is appropriate to send in the 
seventh rotation of our military forces a small number 
of command staff officers. (Complimentary closing) 


End text 


2. (SBU) The MFA statement was delivered to us at the 
end of the day 

Embassy over the last few days to ascertain the 
Governments decision on the 7th rotation. On July 18 
MFA Director General for the Americas 

Africa Jambaldorj told us the substance of the 
Mongolian decision (as described in the statement 
above) 

(MOD). The MOD 

news broke on July 19 when one Mongolian daily reported 
(erroneously) that a source had told it that Mongolia\'s 
National Security Council (the President 

Prime Minister) had decided in principle before Naadam 
to completely withdraw Mongolian forces from Iraq. In 
discussions with MFA and MOD on July 19 

noted that it would be important to the GOM\'s 
reputation and credibility for it to provide an 

accurate statement of Mongolia\'s intentions not only to 
its fellow Coalition partners but also to the Mongolian 
public. The MFA finally produced the statement above 
in a fax to the Embassy. To date 

has contacted the Ambassador to convey the message. 
Ambassador intends to request an appointment with the 
Foreign Minister on July 20 to seek clarification of 
Mongolia\'s intentions. It is not clear when or if the 
GOM will announce its decision to the public. 


3. (SBU) Comment: While the GOM has 

badly mishandled delivery of the message 

itself is positive: Mongolia will maintain a presence 
in Iraq 

Mongolia intends to increase its contingent of 
artillery trainers in Afghanistan during the upcoming 
rotation. As well as whatever political factors may 
have played into the Mongolian decision (about which we 
will ask in coming days) 

qualified 

peacekeeping duties. Mongolia today dispatched its 
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second rotation of 250 soldiers to guard the UN war 
crimes tribunal in Sierra Leone. The soldiers now 
there will not immediately be available for 
redeployment 

peacekeeping battalion is tightly stretched. 


SLUTZ 
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that Iran was ready to help with lraq\'s security problems. 

Iran would sell arms to Iraq 

secure Baghdad. He denied that Iran provided any support to 
the Mahdi Army 

He insisted that tne Mahdi Army was not under Mogtada\'s 
control 

Talabani relayed a conversation that the Iranian ambassador 
had had with Deputy Prime Minister Barham Saleh 

Barham had complained about Iran\'s \"friend 

now openly interfering in Iraqi affairs and publicly 

supporting the armed resistance to the Iraqi government. 
Ambassador Khalilzad noted that the Iranians had tried to get 
the recent neighbors\' conference to demand a timetable for 
withdrawal of Coalition Forces. Talabani said that he likes 
Mahmoud Mashadani\'s response to this demand: first 

Iraqis would demand a timetable from their own government on 
the capacity development of the Iraqi Armed Forces. 


3. (S) Talabani and the Ambassador agreed that Prime 
Minister Maliki was particularly concerned about Iranian 
support for extremists in Basrah and that he feared the 
Iranians were trying to undermine him personally. 


4. (S) Ambassador told Talabani that he is concerned about 
continuing problems with Baghdad security. He had heard 
assessments that much of the violence was not random or 
motivated by personal revenge; it appeared that there was a 
purpose to some of it: to exert control over specific 

locations by chasing minority residents out of their homes 
and some political leaders condoned this. Talabani agreed 
and said he was beginning some initiatives on his own. He 
said first 

on National Reconciliation 

from all parties and all sectors of Iraqi life. After that 
assemblies of religious and then tribal leaders will be 
established. These were all steps outlined in the Prime 
Minister\'s National Reconciliation Program. He himself will 
invite two moderate Sunni shaykhs--Jamal Al Din Dabban 
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Grand Mufti of Iraq 

the spiritual leader of the Muslim Brothers/Iraqi Islamic 

Party to help in the reconciliation process. If they were 
willing to help 

was considering moving Shaykh Jamal Al Din from Tikrit to a 
house in Baghdad. (Note: Shaykh Jamal Al Din was detained by 
MNF-I briefly about 3 weeks ago when MNF-I broke into his 
house in Tikrit in search of one of his sons. End Note) At 
the same time 

Maliki had told him that Mogtada was ready to reign in the 
extremists in JAM. Talabani told Maliki that being \"ready\" 
wasn\'t enough; he needed to stop the \"ethnic cleansing\" 
conducted by Shiite militias. 


5. (S) The Ambassador proposed that we approach Baghdad 
Security like we did the effort to conclude a constitutional 
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draft: a continuous 

identify who exactly was causing the problems and who had to 
be brought together to fix the problems. Maybe the newly 

begun Political Committee for National Security (PCNS) could 
be activated. Talabani said they needed to activate everyone 
and meet weekly. (Note: Talabani explained that the PCNS had 
just held its third meeting and resolved outstanding issues; 

the only two members that never came were Ibrahim Jaafari and 
lyad Allawi. Talabani said many members were worried about 
Saleh Mutlak obstructing the work of the PCNS. Tariq Al 
Hashemi came up with a good requirement for membership: the 
members must recognize and support the political program of 
the government. End Note) The Ambassador said he thought the 
problem needed a daily approach and asked Talabani who should 
be involved. Talabani indicated the heads of the major 

political blocs 

committing the violence 

Talabani said the marjaViya was ready to make an urgent 

public appeal. Ambassador and Talabani agreed that it would 
be important to get senior Sunni clerics working with the 
marjaViya and to move them from theoretical statements to an 
action plan. They also agreed that a system of neighborhood 
watches be established--although Talabani argued for them to 
be armed. 


6. (S) Talabani then described efforts undertaken by Sunni 
Deputy Prime Minister Zowba\'i who claims that he has 
identified leaders in Jordan (presumably from places in 
Anbar) 

secure their areas. The Anbar tribal leaders have promised 
to cooperate with the U.S. The Ambassador noted the recent 
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New York Times article describing shifting Sunni attitudes on 
the coalition presence in Iraq. Talabani claimed that if 
Zowba\'i\'s folks in Abu Ghareib could successfully secure 
their area for a month 

continuing to do so. Talabani then said he was ready to 
assemble the political bloc leadership within a few days and 
begin discussions with them on how to address Baghdad\'s 
security problems. After these folks came together 

could then proceed to bring in religious leaders and others. 
Ambassador and Talabani also agreed on importance of joint 
religious edicts from Sunni and Shia clerical leaders 
condemning the killings and advising people to share 
information with the authorities on those involved in the 
violence. The Ambassador agreed with Talabani\'s thinking and 
they agreed to meet in a small group the following night with 
just a few leaders 

and Tareq Al-Hashemi. The Ambassador said that if the 
leaders were unable to control their people 

forces would have the political cover they needed to move 
against sources of the violence. 


7. (S) Toward the end of the meeting 

observed that the current dangerous situation with Iran in 
the region might also provide an opportunity to rally 
moderate Sunni states to support Iraq. He suggested that 
Arab leaders\' perceptions of Iranian intentions and actions 
might make them more willing to increase their efforts to 
persuade the Sunni \"resistance\" that the greater danger came 
from Iran and it was time to make their peace with the new 
Iraq. Talabani agreed and believed Egypt 

Saudi Arabia 

Maliki had been pleased with his trip to the Gulf and all had 
promised to help him. He said he spoke privately with King 
Abdullah and sought to assure him that he was an Arab and 
Iraqi first and that he need not fear Iraq would accept 
Iranian leadership. 

KHALILZAD 
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to defend itself.\" In respond to Turkey\'s possible operation in 
Northern Iraq 

that it would be wise if Turkey did not act unilaterally in this 
matter. 


RADIKAL/HURRIYET: As dead bodies of seven soldiers killed in 
clashes with PKK in Eruh district of Siirt were being buried in 

their hometowns -Polatli of Ankara 

Tekirdag- people participating IN the funeral ceremonies 
expressed anger at PKK and asked the AKP government to resign. 
The wreath sent by Interior Minister Abdulkadir Aksu to the 
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funeral was destroyed by ап ultranationalist group іп Ankara. 
The parliament\'s speaker 

citizens to denounce PKK\'s terror. 


RADIKAL/ULKEDE OZGUR GUNDEM: President Ahmet Necdet Sezer also 
endorsed the new anti-terror bill that passed from the 

parliament on June 29 

anti-terror law the following acts will be perceived as terror 

crimes: 


-Trafficking of immigrants 
suicide 
hindering freedom of work and to work 
looting 
radiation 
hazardous materials 
poisoning water and all sorts of other food items 
trafficking and counterfeiting 
people 
crime and a criminal 
their military service and encouraging soldiers to disobey 
orders 
assassinate 
-Those who disclose the names or identification of the 
officials who have worked in combating terrorism 
those who publish their names 
terrorists organizations\' targets 
handouts and statements by terrorist organizations and 
disclose the defectors\' identifications will be given up 
to three years of imprisonment in lieu of monetary fine 
and their sentences will be increased by one-and-a-half times 
if they commit this act through press. 
-Meetings or demonstrations turned into organization\'s 
propaganda 
hiding identification 
organization in such a way that the carrier would 
be considered member or supporter of the organization 
chanting slogans or broadcasting through sound devices or 
wearing signs and uniforms that belong to the terrorist 
organization will be punished up to five years. 
-Deliberately and willingly allowing to be used as an 
asset in the terrorist organizationVs activities will be 
punished like members of the organization and the license 
for the operation of an incorporate body will be annulled. 
-Cases concerning children 15 years AND OLDER will be 
handled by felony courts designated to rule terror crimes. 
-Law enforcement shall 
weapons against those who do not yield to \"halt\" warning in 
operations and who attempt to fire at security forces. 


HURRIYET: TAK (Tere Aazadiya Kurdistan) -Freedom Falcons of 
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Kurdistan- a flank organization of PKK 
Britain\'s list of terrorist organizations. PKK had been included 
in this list in 2001. 


HURRIYET/CUMHURIYET/YENI SAFAK: One policeman was killed as a 
result of gunfire by PKK militants at a check point in Ozalp 

township of Van 

clashes in Gercus township of Batman. Two PKK militants 

including a female 


EVRENSEL: The presidents of Bar Associations of Diyarbakir 
Tunceli 

in the region could not be resolved with extraordinary measures 
and considered statements by Prime Minister Erdogan 
\"unfortunate.\" The presidents of the Bar Associations urged 
giving up unlawful and undemocratic approaches but creating a 
climate that would end the clashes. 


ULKEDE OZGUR GUNDEM: Mehmet Karakus 

Ridvan Karakus who was one of the 7 guerillas killed in Besiri 
of Batman on August 26 

extra judicially killed after being captured alive 

would take the case to the court. 


ULKEDE OZGUR GUNDEM: The Black Hawk Company 
established bases in 16 countries in the world to protect 
strategic interests of the United States has established a base 
in Silopi township of Sirnak too. A mobile hospital 

helicopters for protection and assault purposes 

vehicles equipped with arms will be deployed 

-Turkish National Intelligence- CIA 

hired. It is reported that KBR has been awarded to construct the 
base from where it is claimed that illegal operations would be 
carried out against Kurds in opposition to Southern Kurds (Kurds 
іп Norhern Iraq). 


ULKEDE OZGUR GUNDEM: Hayri Kozakcioglu 
Diyarbakir-based State of Emergency Rule Governors -enforced 
from 1987 until 2001- confessed that JITEM and secret 
organizations like it had been used to carry out illegal 
operations against PKK inside and outside the country. 
Kozakcioglu said that the parliament had been by-passed in 
external operations because of red tape. 


YENI SAFAK: Ground breaking ceremonies for the construction of 
llisu Dam on Tigris river will be held on Augus 5 
Minister Erdogan will attend the ceremonies of the dam that will 
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submerge the historic Hasankeyf township. The hydro-electric 
plant to be constructed on the dam will have three 200 MW and is 
expected to be completed in 2013. 

REID 
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indignation.\" Valery Dudaev 
Representative 

Davlatov\'s statements. 


2. (SBU) Dudaev reported that in an earlier meeting 

Deputy Chairman Rashidov showed Dudaev letters to the SCRA from 
the Ministry of Security (MOS) and Ministry of Interior (MOI) 
complaining about Jehovah\'s Witnesses. Dudaev said these 

letters state the same complaints Davlatov has publicly voiced 
including parents! objection to their children converting to a 

different faith and the public\'s general annoyance with 

Jehovah\'s Witnesses. The usually moderate and 
progressive-minded SCRA Deputy Chairman Rashidov told Dudaev he 
agrees with the MOI and MOS\'s letters of complaints and asked 

the organization to stop proselytizing. 


3. (SBU) Dudaev reported that since Davlatov\'s statements 
Jehovah\'s Witnesses have not faced any direct harassment 
did encounter other problems recently. About two months ago 
Tajik militia confiscated a truckload of religious literature 
Jehovah\'s Witnesses imported into Tajikistan. After detaining 
nine members for about three hours and questioning them 
militia released the members and their literature. In addition 
although Jehovah\'s Witnesses had its national charter approved 
by former SCRA Chairman Ahmedov and is registered 
government in Tursunzoda still will not register that chapter. 
Thus far 

Witnesses activities and have not forced the 100 members in 
Tursunzoda to close down. 


4. (U) In Davlatov\'s statements to the press 

religious organizations of all faiths often act outside the 

scope of their charters and national law 

organizations that also carry out religious work. He named the 
Turkish organization Ufug as one such group and said that the 
SCRA has also met with the charity\'s management. 


5. (SBU) COMMENT: Davlatov\'s statements may be an attempt to 
garner support for his draft law on religion that has been 

sidelined. If the public believes religious organizations are 

operating outside of their bounds and need to be reigned in 

may support the new draft law that restricts religious activity 

even further (reftel). Specifically for the Jehovah\'s 

Witnesses 
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organization will be increasingly scrutinized and the government 
may look for any excuse to clamp down on the group's activities. 
It is unlikely the Turusonzoda office will be registered in the 

near future. END COMMENT. 


HOAGLAND 
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authority that acts with transparency and seriousness 

the necessary powers.\" Prompting the network\'s call was a May 29 
decision by the Energy and Mines Ministry that gives Missouri-based 
Doe RunWs Peruvian subsidiary until Sept. 2008 to install equipment 
to capture sulfur dioxide emissions from the plant\'s lead operation. 
The ministry also extended until Oct. 2009 the period within which 
Doe Run Peru must install such equipment for its copper operation. 


Source - EcoAmericas (please contact Larissa Stoner for complete 
article) 


12. Brazil Targeting Industrial Air Emissions 


JUNE 2006 - Brazilian regulators have stepped up their fight against 
industrial air pollution. The National Environmental Council 
(Conama) recently drafted the country\'s first nationwide 
air-emissions limits for industry and is expected to approve them in 
July for immediate implementation. Meanwhile 

industrial state of Sao Paulo has set up its first-ever emissions 
trading program. Both measures target new industrial facilities and 
thus are not expected to bring across-the-board reductions in 
industrial air contamination. But experts say they mark a serious 
attempt to control industrial air pollution at the state and 

national levels. 


Source - EcoAmericas (please contact Larissa Stoner for complete 
article) 
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13. Chile: Greenpeace Blockades Celco Cellulose Plant 


JUNE 23 

Celulosa Arauco and Constitucion (Celco) plant in Ranquil on June 

21 

activists dropped a banner from atop a 100-meter boiler that read 
\"Enough contamination!\" while another fourteen chained themselves to 
a truck carrying the same slogan. This latest chapter of the 
environmental showdown against Celco began June 17 when concerned 
farmers 
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Aldea\" complex 

Protestors fear that chemical waste dumping from cellulose 
production will contaminate the ltata River. Though the plant has 
received government permission to begin 

number of changes to reduce the potential impact of water 
contamination. Their demands include a promise that organic 
chloride waste will not be dumped into the river and investment in 
chlorine-free bleaching technology. Greenpeace issued its demands 
in a report that also attacks the practices of Celco\'s Alto Parana 
plant in Argentina. 


Source - Santiago Times (no link) 
14. Pascua Lama Approved by Chilean Environmental Authorities 


JUNE 14 

Barrick Gold\'s proposed USD 1.5 billion gold project in the Andes 
mountains notwithstanding the opposition of environmental groups 
concerned about water pollution and other contamination issues. The 
proposed mine straddles the Chile/Argentine border 

decision from Argentine environmental authorities is pending. 

Experts say that preliminary work at Pascua Lama has already 
revealed the kinds of problems that can be expected in the future. 
Initial road development has led to sediment filtering into shallow 
underground waterways 

recent report produced by the Economic 

Program at the Universidad de Diego Portales (Desc-UDP) 

against Pascua Lama\'s \"devastating\" consequences to community water 
rights and the indigenous farmers in the area whose livelinoods 
depend on the glacial waters. Barrick 

company 

start producing by 2009. The Pascua-Lama project has reserves of 
17.6 million ounces of gold. 


Source - MercoPress 


15. U.S. Lawmakers Push Sugar as Fuel Source 


JUNE 19 
lawmakers from sugar-producing states are hoping that beet and cane 
growers can soon jump onto the renewable fuel bandwagon. They cite 
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the model of Brazil 
But critics 
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in the United States 

ethanol would work in America. Jack Roney 

American Sugar Alliance 

step іп to stimulate a sugar-to-ethanol industry. VVIt would take а 
combination of consumption mandates to ensure that the demand would 
be there 

ethanol 

program is through 30 years of government intervention in energy and 
agriculture markets 

suppliesAW 


Source - NYT 
16. An Energy Field of Dreams 


JUNE 17 

except perhaps in soccer or samba. But suddenly Americans are being 
told we should imitate Brazil in its expensive devotion to driving 

cars that run on ethanol. VeraSun Energy 

ethanol producer 

install pumps to cater to cars that run on a largely ethanol blend. 

Even Rudy Giuliani was plumping for the stuff 

campaign stop may be in his future. WeVd say the world had gone 
mad 

political meddling distorts energy markets. Weary of high gas 

prices 

is allegedly cheap and clean. The most widely cited research on 

this subject comes from Cornell's David Pimental and Berkeley\'s Ted 
Patzek. They\'ve found that it takes more than a gallon of fossil 

fuel to make one gallon of ethanol -- 29 percent more. ThatVs 
because it takes enormous amounts of fossil-fuel energy to grow corn 
(using fertilizer and irrigation) 

to turn that corn into ethanol. 


Source - Wall Street Journal 


17. Environment Was Non-Issue in PeruVs Presidential Race 


JUNE 2006 - In a country where community groups have blocked mining 
and oil-drilling projects and a metals smelter has left local 

children with high blood lead levels 

environment to get air-time during a presidential campaign. Not so 

in Peru 

presidential race won June 4 by former President Alan Garcia. The 
environment did not figure in campaign platforms 

in press conferences and drew not a single mention in the lone 
presidential debate. Garcia 
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hinted about his stances on certain issues. Meeting foreign 
reporters this month 

must meet the standards that apply in their home countries. Garcia 
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was less emphatic about reinforcing Peru\'s top environmental agency 
the National Environment Council (Conam). The head of Conam reports 
to the office of the Cabinet chief 

Cabinet. 


Source - EcoAmericas (please contact Larissa Stoner for complete 
article) 


18. Argentina Names Lawyer as Top Environment Official 


JUNE 27 

Argentina\'s legal battle against a pulp mill project in neighboring 
Uruguay as the country\'s top environmental official. Cabinet Chief 
Alberto Fernandez announced the appointment of Romina Picolotti 
recent winner of a leading environmental prize (Sophie Prize) for 

her work throughout Latin America to halt environmental degradation. 
Picolotti 

challenging the construction of two giant pulp mills on the Uruguay 
river bordering both countries. 


Source - Reuters News. Article kindly shared by US Embassy Buenos 
Aires 


19. Brazilian Supreme Court Appoints Environmental Advocate 


JUNE 29 

NGO Instituto O Direito por Um Planeta Verde and Co-chair of 
INECE*\'s Executive Planning Committee 

President Luiz Inacio Lula da Silva to become a Justice on the 
Supreme Federal Court of Brazil. Mr. Benjamin teaches Environmental 
Law and Products Liability in both Brazil and the United States; 
founded and serves as Coeditor-In-Chief of the Brazilian 
Environmental Law Journal 

in Latin America; and has drafted or co-drafted several Brazilian 
laws 

Forest Code 


* International Network for Environmental Compliance and 
Enforcement 
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20. Avian Influenza Knowledge Now (KN): A Web-based Tool for Avian 
Influenza 

Collaboration and Information Management 


The USAID Avian and Human Influenza Response Unit is sponsoring the 
development of Avian Influenza Knowledge Now (AIKN) 

portal designed to facilitate interagency information flows 

dependence on strained email systems 

documents related to USG international response efforts. AIKN will 

be managed and hosted by USAID\'s Al Unit in coordination with the 
State Department\'s Avian Influenza Action Group (G/AIAG) 

regional bureaus in Washington 
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and will be open to participation by other USG agencies and 
colleagues involved in the international response. The launch of 
the site is anticipated in August 


WILLIAMSON 
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fraud 

deny he said any such thing and has challenged anyone to 
produce proof he actually said the words -- foolishly 
because the statement was broadcast on Radio Okapi. End 
comment. 

MEECE 
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Natural Areas of Preferential Protection 

several related amendments on specially-protected natural 
reserves and forests. The law stresses the importance of 
Vecological networks and \"ecological corridors 
establishes performance principles for specially-protected 
natural reserves and forest 

ecosystems. The law also introduces a new preservation 
scheme for natural monuments 

preserved areas. Furthermore 

and restrictions regarding industrial development in areas 
of preferential protection. 


Column 3 

8. The Atyrau Sturgeon Fish Breeding Plant (Atyrau Region) 
released red fish fry into the Caspian Sea: 1.3 million 
young sturgeons 

starlets. According to Svetlana Surgutskaya 
production manager 

fish 

July. \"The annual plan for the release of red fish fry 
amounts to 3.5 million fish 

special chips would be installed into the bodies of 10 
young fish to keep track of their movement and growth. 


9. The Akim (governor) of the Mangystau Region 
Kusherbayev 

radioactive uranium mill tailings stored in Koshkar-Ata 
located only 5 km from Aktau. According to experts 

site accumulated over 400 million tons of waste from 1964- 
1996 

Kusherbayev warned that the radioactive waste is gradually 
spreading into the ground waters and has been detected up to 
4km away. He stressed 

discussed by various agencies but it has not been solved 
yet. It cannot be put off any longer.\" 


10. On June 28-30 

meeting of ECO environment ministers (Afghanistan 
Azerbaijan 

Tajikistan 

assessed their implementation of the previously-adopted 
Action Plan 

protection measures within the ECO community 

several new projects aimed at strengthening international 
financial support. They also considered the possibility of 
joint measures in ecological tourism. Meeting participants 
briefed their colleagues on national developments in 
environment protection. Kazakhstan described two 
limitations placed on oil producers - a ban on associated 
emissions into the atmosphere 

in water reservoirs. 


ORDWAY 
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Column 3 
beginning with his 2003 arrest and ending with a May 17 
Jl presentation to the Jambi police department. 


3. (5) Abas told us his original attraction to Jl was its 
development of a cadre of Muslim reservists 

prepared to defend the Islamic community. His early training 
and service in Afghanistan in the late 1980s 

still in his late teens 

the Southern Philippines were based on that original 
idealistic view. However 

in the region were under threat and 

he never believed attacks against targets in the region could 
be justified. He said that then 

countries of Southeast Asia could be seen as \"Islamic 
states 

moderately or conservatively 

without interference. 


4. (S) When appointed head of JI\'s Mantiqi ПІ in 2002 

said 

BaVasyir and Hambali\'s support of violent attacks. Abas 
explained that by this time Hambali had a history of leading 
attacks from Mantiqi | 

may have agreed to the 2001 Christmas Eve bombings and 
possibly the 2002 Bali bombings. Also by this time 
then-Mantiqi II leader Achmad Roihan was supporting the 
violence in Sulawesi and the Molukkus. Sometime in 2002-03 
Abas continued 

ordered JI\'s mantiqi leaders to teach them to the membership. 
Abas told us he refused Ba\'asyir\'s order and said no attacks 
were carried out in Mantigi IIl while he was its leader. 


5. (S) Abas said that he was not aware of plans for the 2002 
Bali operation and was stunned at the news of the attacks 
though he provided some protection to Bali planner Ali 
Ghufron (aka Mukhlas) after the October 2002 attacks. (Note: 
Mukhlas 

married to Abas\' younger sister 

whom Mukhlas had six children. In later discussions after 
our initial June 4 meeting 

linked to convicted Jl member Syamsul Bahri. Abas also told 
us he had three brothers in Singapore and two brothers in 
Malaysia. Of the brothers in Singapore 

by Singapore authorities. 


6. (S) Disenchanted with the direction of Jl 

his April 2003 arrest had come as a relief. (Note: During 
discussions with the INP a few days after this June 4 
meeting 

this apparent state of mind at the time of his arrest and 
noted his immediate willingness to cooperate.) 
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7. (5) Abas said his wife 

now lived in Johor Bahru 

Husna (8) 

successfully delisted 

Malaysia to spend time with his family 

Malaysian citizenship 

said he expected the Royal Malaysian Police Special Branch to 
detain him for 30-60 days upon his arrival in Malaysia. Over 
the longer term 
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Indonesia to continue his work with the INP. 
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a meeting with the Director on July 18. Chen\'s policies have 
negatively affected relations with allies as well as progress 

on the economy and domestic issues. \"Mr. Chen\" has lost the 
ability to lead 

is to create conditions to force his resignation 

stated. Noting that democratic development involves growing 
pains 

subordinating partisan politics to TaiwanVs overall 

interests 

Taiwan to act now on arms procurement 

a good friend of Taiwan 

and promised to urge Chairman Ma Ying-jeou and other KMT 
leaders to support reasonable arms procurement. End summary. 


2. (C) Ina meeting with Honorary KMT Chairman Lien Chan on 
July 18 

both the U.S. and Taiwan seem to have been spending less 
energy managing and developing their relationship. Lien 
agreed 

the Chen administration for a deterioration in Taiwan\'s 
relationship with the U.S. The Chen administration is 
plagued by the lack of an “омега! orientation\" toward the 
United States 

Southeast Asia. It has organized its policies around the 
\"totally impractical\" notion of Taiwan independence 

result 

political affairs have been led astray for the past six 

years. 


3. (C) By any yardstick 

progressed: its democratic development has stalled 
judiciary is no more independent than when Chen took office 
and media reporting quality has continued to decline. Taiwan 
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is also losing out on crucial economic opportunities in the 
Mainland due to Chen\'s restrictions on cross-Strait trade and 
investment. The \"blunt reality 

Chen Shui-bian has lost the power to lead.\" The most 
important task facing the opposition 

create the conditions under which Chen can be forced to 
resign. The recall and no-confidence options each have their 
advantages and disadvantages 

pondering. 


4. (C) The Director responded that Taiwan 

developing democracies 

stages. The political deadlock 

notion in Taiwan that all politics is \"zero-sum.\" Taiwan\'s 
leaders must work to find common ground on issues of 
island-wide importance to be able to formulate productive 
policies 

concern to the U.S. is the inability of Taiwan\'s ruling and 
opposition parties to reach agreement on the defense budget. 
The sense among U.S. policymakers 

that crucial improvements to Taiwan\'s defense are being held 
hostage for partisan political purposes. The balance of 
military power is gradually shifting to the PRC 

must improve its defensive capabilities to protect its 

current freedoms 

negotiations with China. 


5. (C) Lien insisted that the KMT has always supported a 
\"credible defense\" for Taiwan 

changed. The United States remains Taiwan\'s most important 
ally 

military assistance 

\"pillars\" of the relationship. However 

deadlock is solely the fault of President Chen\'s 

procrastination and trickery 


6. (C) The Director urged Lien to not dwell on the past 

to look towards Taiwan\'s future. He reminded Lien that 
simultaneous with Taiwan\'s presidential election in 2008 

U.S. will also be electing a new president 

customary for U.S. presidents to re-evaluate and sometimes 
change existing U.S. defense commitments. The risk to Taiwan 
is that President Bush\'s successor could choose to take 
current arms purchase proposals off the table. Now is the 
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improve Taiwan\'s security 
Lien expressed agreement with the Director\'s remarks 
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promised to \"help Taiwan help itself 

Chairman Ma 

honor their public commitments to support reasonable arms 
procurement. 


Comment 


7. (C) Lien\'s personal animosity toward Chen Shui-bian 
twice bested him in presidential elections 

many in the Blue camp 

legitimate 

his removal. 

YOUNG 
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consequences\" of the Tiger ultimatum to LTTE political chief 
Tamilchelvan. Laagreid said he had stressed that if Norway 
were left alone to staff the SLMM it would mean a reduction 
in force by at least half. District offices would have to be 
closed and the SLMM\'s ability to adequately monitor the 
cease-fire agreement (CFA) would decrease correspondingly. 
Before monitors from non-Scandinavian countries could be 
brought on board 

renegotiated between the Tigers and the government since the 
current agreement specifies that SLMM monitors will be from 
Nordic countries. Tamilchelvan listened politely\" but made 
clear that the Central Committee had made a decision which 
was final 


3. (С) Laagreid advised Charge\' that the next step will be a 
senior Swedish diplomat who arrives from Stockholm July 19 to 
go to Kilinochchi and 

make the Tigers see reason. Assuming that attempt does not 
yield results 

Norwegian envoy Jon Hanssen-Bauer arrives in Sri Lanka August 
2 for his next effort on the peace process. Laagreid 
commented that if Hanssen-Bauer is unable to \"get the Tigers 
to budge\" on the EU issue it is likely that Erik Solheim will 
come himself before the September 1 deadline. The advantage 
there 

LTTE supremo Prabhakaran. 


No New Ideas Coming From Oslo 


4. (C) Beyond the EU/SLMM conundrum 

ready to \"do the usual back and forth on peace 

noted. In his trip north last week 

on instructions from Oslo 

Hanssen-Bauer \"will not be bringing any new ideas.\" \"It is 
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up the parties to come up with new ideas 

has passed an identical message to the government. There is 
no indication of such \"new thinking\" on either side 
commented. He assessed that the Tigers are being a bit more 
intransigent than the government at the moment 

example the government\'s stated willingness to go into 
LTTE-controlled territory for the next round of talks so that 

the Tigers do not have to travel overseas (so far the Tigers 
response via the Norwegians has been that V'the time is not 
right. V. 


Tigers Never Agreed to Release Cop 
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5. (C) Laagreid noted that he had appealed in strong terms 
to the Tigers to release the one government policeman who is 
still in Tiger custody after being detained with several 
colleagues ten months ago after pursuing a suspected foreign 
pedophile into Tiger-controlled territory. Tamilchelvan had 
been initially positive about \"seeing what could be done.\" 
After consultations 

a letter which the LTTE official said had been sent by the 
Tigers to the government four months ago in which it had 
proposed to trade the policeman for five LTTE cadres detained 
by the government last year. The Tigers told Laagreid no 
response had ever been received but that the offer stood. 
Laagreid said he had carried this back to the government. 


6. (C) The next day newspaper headlines heralded an LTTE 
agreement to release the policeman on humanitarian grounds. 
Laagreid said he suspects the government had planted this 
erroneous story in order to create the public impression that 
the Tigers had reneged on an agreed release. \"They never 
agreed to release him so they couldn\'t have reneged!\" The 
Norwegian noted that he had subsequently urged 
(unsuccessfully) the Tigers to release the policeman in 
connection with the government\'s agreement to let LTTE 
spokesman Dayamaster come to Colombo for cardiac treatment. 
Again 

anything. \"It was an appeal 


Comment 


7. (C) Once again 
and persistence. Our sense is that the Tigers realize 
gutting the SLMM is not in their interest but will hold out 
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into August to see if anything can be gained in exchange for 
agreeing to drop the issue. The Norwegians are right to put 
the onus for new ideas on the parties but we fear 
Hanssen-Bauer will find fresh thinking in short supply when 
he shows up the week after next. End Comment. 
ENTWISTLE 
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Daily columnist Fahd Fanek writes on the back-page of semi-official 
influential Arabic daily Al-Rai (07/19): \"Israel cannot coexist 

with Hizbollah and it had a ready-made plan to eliminate Hizbollah 
awaiting the right moment 

Israel with this opportunity when it attacked an Israeli military 

unit 

Hizbollah\'s operation is a first-class military accomplishment 
those who made the decision did not take the potential repercussions 
into consideration. They ought to have realized that Israel will 

not kneel before them asking for a ceasefire and beginning 
negotiations on prisoners\' exchange 

opportunity to eliminate Hizbollah by destroying Lebanon and 
convincing the Lebanese government and people that Hizbollah\'s 
presence on the borders with Israel entails a huge price that 
Lebanon cannot afford to pay.... Hizbollah lost the justification 

of its existence as a resistance organization the minute Israel 
withdrew from South Lebanon 

state 

change from being Iran\'s military arm in Lebanon to become a 
Lebanese political party functioning under the umbrella of the 
sovereign state.\" 


-- "Will Condoleezza Rice come to the region and when?" 


Columnist Mohammad Kharroub writes on the op-ed page of 
semi-official 

President George Bush\'s hint that Secretary of State Condoleezza 
Rice VmightV play a bigger role in the search for a solution to the 
current crisis in the region suggests that ... Washington is not in 

a hurry and is ready to give Israel sufficient time to complete its 
mission.... We are facing a decisive week ahead where not only the 
Israeli aggressive war on Lebanon is going to be decided but also 
the political and diplomatic arena whose threads are beginning to 
gather іп Washington\'s hand. We must not ignore the latter\'s fear 
of a destructive regional war that shuffles the cards and eliminates 
many of the current formulas and alliances leading to the 
reinvention of a new Middle East that replaces the Greater Middle 
East that the Bush administration had wanted and still wants to 
establish. Does Washington fear Iran\'s entry into the new equation 
or is the time not right for dragging it into battle....? If Rice 

comes to the region 

Israel ignited in Lebanon 


Column 3 
erupts 


-- VSyria before a strategic option\" 


Columnist Nahed Hattar writes on the back-page of independent 
mass-appeal Arabic daily Al-Arab Al-Yawm (07/19): \"The ongoing war 
between Hizbollah and Israel seems to be unsolvable. Any 
backtracking on the part of Hizbollah from the minimum requirements 
namely halting the Israeli aggression and beginning prisoners 
exchange negotiations 

Hizbollah on the Lebanese local front.... Hizbollah\'s battle then 

is a bone-breaking battle on the Lebanese 

international levels. On the other hand 

States - knows that despite the destruction its military machine 
inflicted on Lebanon 

defeat for the Israeli military and the beginning of the end for the 
American-Israeli era in the entire region. That is why the 
American-Israeli alliance is going to wage the battle of Lebanon\'s 
destruction to the very end 

defeats in Lebanon 

of the American-Israeli alliance then is also а bone-breaking battle 

on the Lebanese 

HALE 
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Director of the European Monitoring Center on Racism and 
Xenophobia (EUMC) 

Central Europe Center for Research and Documentation 
(CENTROPA) 

Perrin de Brichambault; and OSCE/ODIHR Advisor on Anti- 
Semitism Kathrin Meyer. Rickman discussed the issue of 
anti-Semitism in Europe and ways to combat it. End 
Summary. 


2. (SBU) In the meeting with MFA Legal Advisor Ferdinand 
Trauttmansdorff 

Nazi implementing legislation was quite strong in Austria 
and Germany. Trauttmansdorff agreed 

to the special responsibility Austria and Germany bore. 
Anti-Nazi restrictions are more far reaching than those 
for other hate speech. This became an issue in Austria 
when courts sentenced historian David Irving for denying 
the Holocaust 

discussion of the Mohammad cartoons. Trauttmansdorff 
said Austria had to underline that the special anti-Nazi 
legislation was a result of AustriaVs role during the 

Nazi era. The legislation remains active -- there are 
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some 200 indictments each year 

sentences. Trauttmansdorff noted that Austria had found 
it necessary to reduce the minimum sentence for those 
whom courts found guilty under the legislation. 
Previously 

for relatively minor offenses 

reluctant to impose the minimum five-year sentence in 
those cases. As a result 

cracks. Trauttmansdorff noted that anti-Nazi political 
action was as important as anti-Nazi legislation 

order to address anti-Semitic attitudes. Special Envoy 
Rickman asked for a copy of the legislation 
Trauttmansdorff undertook to provide it. 


National Fund Secretary General Lessing 
Muzicant 


3. (SBU) National Fund for Victims of National Socialism 
Secretary General Hannah Lessing and Jewish Community 


SIPDIS 

(IKG) President Ariel Musicant noted that key European 
problem countries in the area of anti-Semitism were 
France 

concern over Arab/Islamic financed anti-Semitic 
agitation 

programs to combat anti-Semitism. Muzicant 
Vice-President of the European Jewish Congress (EJC) 
reported that the EJC was still considering whether to 
participate in the Babi Yar anniversary events in Ukraine 
in September. The EJC is concerned that the Ukrainian 
government may want to misuse the event for its own 
purposes 


4. (SBU) Johannan Edelman 

Against Anti-Semitism 

in Austria most often manifested itself in the form of 
speech 

there were a few attacks that seemed to have anti- 
Semitism as a motive. More common were negative 
attitudes toward Jews. As an example 

non-Jewish Austrians tended to resent Holocaust 
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restitution efforts 

Nazis had stolen the property in question. Edelman said 
Austrians still did not have the same acceptance of 
responsibility for the wrongs of the Nazi era that the 
Germans had. 


5. (SBU) Rickman visited the general headquarters of the 
Central European Center for Research and Documentation 
(Centropa) 

media approach to learning about the lives of people in 
central and eastern Europe. Director Edward бегойа 
American who is the founder and creative force behind 
Centropa 

message about Jewish history. For Jews 

of their past. For non-Jews 

Jewish contributions to their common past 

they lost in the Holocaust. Serotta said that while his 
effort is not overtly about anti-Semitism 

strategic goal is to combat anti-Semitism by highlighting 
the participation of Jews in European history. Serotta\'s 
metholodogy involves thousands of personal interviews to 
capture memories of the past 

family photos and films. On this basis 

material for access via the internet (www.centropa.org) 

or on compact disc. These include \"mini-documentaries 
with a narration by the witnesses themselves over images 
and music. Serotta said he receives financial support 
from the Austrian government and from other governmental 
and non-governmental donors. However 

production necessitates a constant search for new funds. 


6. (SBU) Beate Winkler 

Monitoring Center on Racism and Xenophobia (ЕОМС) 
described the history of the EUMC\'s special report on 
\"Manifestations of Anti-Semitism in the EU 2002-2003.\" 
Winkler regretted that it had not been possible to 

compile precise data on perpetrators of anti-Semitic 

acts. She also stressed the importance of harmonization 
of European legislation on anti-Semitism 

this context to the EU common framework decision calling 
for such harmonization. 
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7. (U) In his meeting with OSCE Secretary General Marc 
Perrin de Brichambaut 

come from Brussels where he had attended the OSCE\'s 
Parliamentary Assembly meeting. He expressed his desire 
to work with the OSCE in fighting anti-Semitism 

stressed that monitoring is the easy part -- combating it 

is the real challenge. De Brichambaut highlighted the 
considerable work the OSCE does in the field of tolerance 
and non-discrimination. He praised the U.S. for being at 
the forefront of combating anti-Semitism and reiterated 
the OSCE\'s commitment to fighting all forms of 
intolerance 

Christian sentiment in various parts of the OSCE region. 


8. (SBU) Rickman replied that he had no problem with the 
OSCE addressing anti-Islamic or anti-Christian behavior 
but stressed the importance of keeping the issue of anti- 
Semitism separate from all others. He noted with dismay 
the increase in anti-Semitism in eastern Europe 
especially in Poland and Ukraine. He mentioned that he 
would like to see the production of a compendium of 
European laws on anti-Semitism 

to help plug holes in existing legislation. De 

Brichambaut proposed working this idea into one of the 
working sessions at next year\'s tolerance meeting in 
Bucharest. De Brichambaut said that perhaps the session 
could be devoted to a comparative reading of different 
laws and a discussion of best practices. Rickman 
responded positively to the idea and mentioned that he 
would like to see a focus on anti-incitement legislation 

at the Bucharest meeting. 


Meeting with OSCE/ODIHR Adviser on Anti-Semitism 
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9. (U) Rickman also met with the OSCE/ODIHR Adviser on 
Anti-Semitism 

like to see the production of a compendium of European 
laws on anti-Semitism. He asked if ODIHR would be able 
to produce such a document. Kathrin Meyer informed him 
that such a compendium already exists. The Stephen Roth 
Institute of the University of Tel Aviv recently 
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published a survey of anti-discrimination norms. Rickman 
said that the next step would be to analyze the 

legislation 


10. (U) Rickman asked Meyer what activities ODIHR was 
undertaking in the field of Holocaust Education. Meyer 
observed that in general there is a lack of trained 
teachers and training materials. Partially to counter- 

act this 

Holocaust Memorial Days available for download on its 
public website. Between 600 and 800 downloads are 
registered every month. However 

downloads made of the Russian language version of the 
guidelines. This shows that they are not reaching 
teachers in Russia and other parts of the former Soviet 
Union. This is probably due to the fact that most do not 
have Internet access. Therefore 

Russian-speakers 

copies of the guidelines. Unfortunately 

have funds to do this. 


11. (U) Rickman asked if a compilation of general 
educational guidelines exists. Meyer informed him that 
ODIHR is currently developing guidelines on anti-Semitism 
education 

teaching materials for seven European countries (Croatia 
Denmark 

Ukraine). The materials were developed at a cost of 

$15 

contributions. They are divided into three parts 
customized for each country: 1) historical anti-Semitism; 
2) anti-Semitism today; and 3) anti-Semitism and other 
forms of discrimination. The professional-looking color 
guides are currently being tested in a small number of 
schools. Based on the results 

made to the materials. Depending on the availability of 
funds 

possible to schools in these countries. 


12. (SBU) Meyer told Rickman that funding for anti- 
Semitism programs within the OSCE - and even within the 
Tolerance Section - is very precarious. Meyer\'s work is 
financed to a large extent through U.S. and German extra- 
budgetary contributions. Meyer herself is currently 
seconded by the German government. She needs additional 
funds to cover the printing and distribution of the 
Holocaust Memorial Days guidelines as well as the 
teaching materials on anti-Semitism. For the latter 
funding for distribution in Ukraine is a top priority. 

She estimates that $100 

providing teacher training materials as well as color 
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brochures for students to take home in 100 schools. If 
funding eventually becomes available 

expand this program to include Russia and Spain. 
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Neutralize Hezbollah\" and accompanying article assert that by 
sending Pm Villepin to Beirut on Monday 

\"make a strong political gesture as a reminder of the special nature 
of the Franco-Lebanese relationship.\" 


Right-of-center Le Figaro\'s editorial by Pierre Rousselin entitled 
\"Bush and Chirac Together Against Hezbollah\" says that for once 
\"French and Americans are playing off the same sheet of music with 
the same objectives in view.\" (See Part C) 


The editorial by Guillaume Goubert in Catholic La Croix underscores 
that \"Lebanon will not be seen as sovereign as long as its southern 
border is controlled by not by its own army but by armed militias 

that are more attentive to what they are told by Damascus and 
Teheran than by Beirut. This in itself explains the lack of 

criticism on the part of the great powers as well as a number of 
Arab countries to Israel\'s incursion.\" 


For right-of-center Le Figaro 

rock and a hard place." V'On the one hand it cannot afford to remain 
inactive with regard to the conflict... and on the other hand it 

cannot make any hasty decisions that would cause tension namely with 
the Americans... For the time being Paris has decided to hide behind 
the UN consultations and the return at the end of the week of the 
mission sent by Kofi Annan from to the Middle East.\" 


The Paris-based International Herald Tribune columnist William Pfaff 
explains the failures of America\'s policies in the Middle East in an 
op-ed entitled: \"American Weaknesses\" in left-of-center Le Monde. 
(See Part C) 


Former Clinton adviser Robert Malley is interviewed in Liberation 
stressing that the Bush Administration\'s lack of involvement in the 
Israeli-Lebanese conflict is V'deliberate... Тһе AdministrationVs 

line has always been not to negotiate with terrorist or rogue 
states... therefore Washington\'s capacity to have an influence with 
the principal players in this tragedy: Hezbollah 

Iran is nil.\" 


Left-of-center Le Monde notes the reticence of France and the U.S. 
to send UN troops into southern Lebanon \"both countries have had 
painful experiences in the matter. 58 French paratroopers and 241 
American marines were killed in Lebanon in October 1983 in attacks 
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believed to have been perpetrated by Hezbollah.\" Right-of-center Le 
Figaro says that a \"recourse to UN troops is difficult... especially 
given that UNIFIL\'s mission will come to a close at the end of the 
month and that it has by and large been a failure.\" 


An op-ed by Richard Hiault in economic right-of-center Les Echos 
outlines the V'The Unkept Promises of the G8.\" \"Like every year 
commitments were made 

then will be kept... And yet the club that brings together the 
countries that represent two thirds of the world\'s economy should 
serve as a guide and as an example. 


Joseph Limagne in regional Ouest France analyzes the future of the 
relationship between Russia and Europe: \"The escalation of violence 
in the Middle East has almost completely overshadowed the first 
summit organized by Russia since it became a part of the G8 in 
1994... Europe is still trying to determine what its relationship 

should be with Russia... ideally it should be a partnership that is 

both honest and non-complacent... As an example: it is not because 
Europe criticizes the U.S. for Guantanamo that the latter is less of 

a partner.\" 


(C) SUPPORTING TEXT/BLOCK QUOTES: 


Israeli-Lebanese Conflict - French and American Cooperation 
\"Bush and Chirac: Together Against Hezbollah\" 

Pierre Rousselin in the editorial in right-of-center Le Figaro 

(07/19): \"Contrary to other crises that strongly opposed George W. 
Bush and Jacques Chirac 

Hezbollah are compatible... As early as 2004 

of Franco-American rapprochement after the rift over Iraq. It 
remains an issue on which George W. Bush and Jacques Chirac can work 
together: both think that the time to contain Hezbollah has come... 
In the division of labor between the U.S. and France over the 
Israeli-Lebanese conflict 

Israel... while France poses itself as the defender of Lebanon.\" 


\"Inactivity\" 

Gerard Dupuy in left-of-center Liberation\'s editorial (07/19): \"The 
principal explanation for the relative indifference of the 
international community to the armed conflict in Lebanon is the 
weight of the U.S. The UN is powerless without it and Bush\'s blind 
conformity to Israel's decisions is a powerful incentive to 
inactivity... In reality as we have seen in Darfur 

regional players decide to act militarily they have their hands free 
for a considerable length of time.... The mixture of military 
adventurism and dogmatic ideology incarnated by Ahmadinejad 
with the decrepit Baathist power in Syria lend a collision course 
feeling to Hezbollah\'s provocations. It is one thing to condemn 
Israel for retaliating disproportionately; it is another to run the 

risk of lending a helping hand to Nasrallah V" 


Соштп 3 
Middle East - French and American Policies 


\"France\'s Shift\" 

The unsigned editorial in left-of-center Le Monde notes that there 
are two principal reasons for France\'s shift with regard to Lebanon 
(07/19): V'The first is the assassination of Rafic Hariri in February 
2005. The former Lebanese Prime Minister was considered to be 
President Chirac\'s Vbest foreign friendV... The second is the 
Franco-American rapprochement that followed the assassination. Paris 
and Washington gave their support to the anti-Syrian political 
faction that won the elections. And France and the U.S. worked 
together to pass Resolution 1559 at the UN which called for the 
withdrawal of Syrian troops from Lebanon... Mr. Chirac 

traditional ally of Arab countries 

diplomacy. He has called for the Israelis to show restraint on one 
side and for an end to the Hezbollah problem on the other. His 
current stance has more legitimacy than before and it is the only 
one that will ensure that France and the U.S. remain on the same 
course working together to promote international consensus.\" 


Regional daily La Republique des Pyrenees\' Jean-Marcel Bouguereau 
writes (07/19): \"Concerning the powerlessness of the international 
community with regard to this conflict 

responsibility lies on George W. Bush whose foreign policy from Iraq 
to Iran to the Palestinian territories has ceaselessly reinforced 

Islamic extremism.\" 


\"A Conflict Without an End But Not Without a Solution\" 

In left-of-center Le Monde Daniel Vernet writes (07/19): \"The one 
thing that has not been tried yet is the massive involvement of the 
international community 

working to promote a compromise and with a military presence on the 
ground. The Americans refuse because the successive Israeli 
governments have refused. But the rubble that is American 
Middle-Eastern policy from Iraq to Lebanon 

Palestinian territories should prompt the U.S. to change its mind.\" 
STAPLETON 
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beginning.\" Iranian FM Mottaki actively sought an invitation 

to the meeting in Cairo 

explained that a recent visit by Interior Minister Shaikh 

Rashid to Damascus was to deliver a message of concern about 
Bahraini Shia pilgrims who visit Syria and then go to 

training camps in Lebanon. End summary. 


Column 3 

2. (C) During a discussion with the Ambassador July 18 on 
developments between Lebanon and Israel 

Shaikh Khalid Bin Ahmed Al Khalifa was visibly anguished 
about the situation. He said that in all the destruction in 
Lebanon 

is the Lebanese people who are losing. There are 
indiscriminate attacks from both sides and innocent civilians 
are dying. \"It is tragic. | feel sad for the common people 
who were hired to provide temporary help for the summer 
season 

may now до and fight for a militia" He said that the 
Lebanese love life and have worked so hard to bring Lebanon 
back to life from the civil war 

exists. V 


3. (C) Shaikh Khalid said that the heart of the matter for 
Lebanon is who controls the country. The GOB\'s position is 
to give full support to the GOL and to PM Fuad Siniora\'s 
statement in which he requested help from allies to work for 
full GOL control of all of Lebanon as specified in UNSCR 
1559. The GOB wants to see a halt in hostilities as soon as 
possible and transfer of control of border areas to the 
Lebanese army. Shaikh Khalid urged the U.S. to use its 
influence to call for an ad hoc force 

force 

this handover. \"You can\'t have two armies in control of the 
country. V" 


4. (C) In outlining the U.S. position on the conflict 
Ambassador commented that tragic as the situation is 
presents an opportunity to deal forcefully with Hezbollah. 
The FM said that we need to be careful though 
Hezbollah is not alone. V'Hezbollah is a proxy. This is a 
bigger issue than just the Lebanese government." 


5. (C) Shaikh Khalid expressed frustration over the July 15 
Arab League meeting of foreign ministers and their inability 

to come to a consensus on a communiqu. Those presenting a 
separate Lebanese communiqu and a separate Palestinian 
communiqu were inflexible 

presented. The remaining FMs developed a separate joint 
communiqu. The FMs did agree that there is currently no 
peace process and that \"the roadmap is dead." \"We are sick 
of the roadmap; we need а new beginning." He said one 
important idea out of the Cairo meeting was to go to the UNSC 
to help resolve the immediate crisis. He called for the full 
involvement of the world powers to solve a situation that was 
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rapidly deteriorating. More broadly 

peace process itself had gone from broad engagement in 
Madrid 

now stating a need for more extensive engagement. Shaikh 
Khalid laid out a general framework saying that after helping 
Lebanon control its own borders 

to turn our attention to the Palestinians 

Syrian issue. 

6. (С) Shaikh Khalid said that Iranian FM Manouchehr Мойакі 
called several foreign ministers in the region (but not him) 
requesting that he be invited to Cairo for the July 15 
meeting. Shaikh Khalid said he considered inviting Mottaki 
if only for the opportunity to put pressure on Iran to 

control Hezbollah. But Mottaki\'s public statements sounded 
as if he were talking on behalf of Hezbollah 

likely use the meeting in Cairo for Iran\'s political 

advantage. In the end 

Mottaki they would not invite him. 


7. (C) Shaikh Khalid urged the U.S. administration to be 

more involved in the Middle East. Ambassador pointed to 
diplomatic efforts including President Bush\'s G-8 engagement 
A/S Welch and DNSA Abrams talks in Jerusalem and the 
Secretary\'s indication she was prepared to visit the region 


SIPDIS 

at the right time. Shaikh Khalid acknowledged U.S. efforts 
and urged a more active role 

Israel to work more closely with Palestinian President Abu 
Mazen. 


8. (C) In response to Ambassadon\'s question about Interior 
Minister Shaikh Rashid Bin Abdullah Al Khalifa\'s recent 
meeting with President Asad in Damascus 

the Interior Minister carried a message regarding Hezbollah 
involvement in Bahrain. \"We have Bahraini pilgrims visiting 
Shia shrines in Syria 

Lebanese training camps. This is a problem.\" 
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behind \"most\" of the claymore attacks. The spokesman 
noted that the current situation is so fragile that 

any small act of violence leads to escalation 

although he was not sure the responses on either side 
were pre-meditated. 


8. (U) On July 13 

Daya Master to come to Colombo for medical treatment. 
In press reports 

Rambukwella called the action a \"humanitarian gesture 
that might resuscitate the peace process.\" The 
Buddhist monk-based Jathika Hela Urumaya (JHU) 
registered vociferous objections. A JHU-affiliated group 
called the National Movement Against Terror (ММАТ) staged 
a protest outside Master\'s hospital 

be arrested. Master reportedly underwent an angiogram 
and was then released and returned to LTTE 
headquarters in Kilinochchi. 


9. (U) July 16 

from the mother of a Sri Lankan police officer being 
held by the LTTE. The officer was taken into custody 
10 months ago when he pursued a suspected foreign 
pedophile into LTTE-controlled territory. A newspaper 
quoted the policeman\'s mother asking for her son\'s 
release as an equivalent \"humanitarian gesture\" to 
match the GSL\'s assistance to Daya Master. July 18 
press reports said the LTTE is willing to negotiate 

the policeman\'s release only if 5 LTTE cadres held by 
the GSL are released. 


10. (SBU) In a July 19 phone conversation 

Tamil National Alliance (TNA) parliamentarian told 
emboff \"A humanitarian gesture is expected to come 
naturally. It cannot be used as a bargaining point.\" 
Jayadeva Uyangoda 

echoed those sentiments in another July 19 phone 
conversation with poloff. The professor said the 
government media exacerbated the situation by trying 
to portray the action as both humanitarian and as a 
quid pro quo negotiation effort. 
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11. (SBU) Uyangoda noted that the last week has seen а 
drop-off in the number of civilians targeted 

due to international pressure. He said that the 

current violence is qualitatively different from the 
1995-2000 era 

was the norm. He assessed that low to mid-level 
violence would continue in a \"managed war 

sides denying responsibility. 


12. (SBU) Comment: The steady drumbeat of low-level 
violence over the past few weeks is now sadly routine. 
Тһе 66115 decision to permit Daya Master access to 
medical care in Colombo surprised many and alienated 
Sinhalese hard-liners. With the LTTE\'s intransigence 
about releasing the GSL policeman 

faces criticism for not having gained anything in 

return for the humanitarian gesture to the LTTE. In 
addition 

humanitarian and self-interested seems to have back-fired. 
End comment. 
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second recall vote against Chen and the PFP probably would 
not support a no-confidence vote against the Premier. Soong 
told the Director he had decided to run for Taipei mayor as 

an independent and continued to hope that the KMT would give 
him the mayoralty by pulling Hau Lung-bin out of the race in 
exchange for Soong\'s promise not to run for president in 

2008. End Summary. 


Defense Budget 


2. (C) Ina meeting with People First Party (PFP) Chairman 
James Soong on July 17 

Taiwan\'s prolonged delay in resolving the defense budget 
issue was adversely affecting political support for Taiwan in 
Washington. Taiwan\'s failure to pass a budget for arms 
procurement has caused Washington policymakers to question 
whether Taiwan\'s political system is hopelessly cramped by 
interparty conflict 
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longer see the need for Taiwan to defend itself. There is a 
growing sense among some old friends of Taiwan\'s in 
Washington that the U.S. should not spend the time and effort 
to prepare to defend Taiwan if Taiwan itself is unwilling to 

do its part. Beyond high-profile weapons systems 

Director said 

meaningful progress on defense sustainability 

hardening of key sites 


3. (C) After blaming the DPP for the delay on the arms 
procurement issue 

first advocated a \"rational\" policy on arms purchases 
including anti-missile systems. The Director said the U.S. 
would appreciate Soong\'s help in resolving the defense budget 
issue 

change of leadership in 2008 

might choose to rethink U.S.-Taiwan defense policy. Soong 
stopped short of making any promises 

Taiwan\'s leaders should strive to find common ground to 
resolve the defense budget impasse. 


Domestic Politics 


4. (C) Soong expressed concern that the Deep Green is 
offering to support President Chen in exchange for a 
commitment from Chen to pursue controversial issues such as 
name change and a new constitution during the two remaining 
years of his presidency. Soong said he and his party will 
oppose any Deep Green push to upset the status quo. 


5. (C) Soong noted he had just come from a meeting with 
seven of the eight independent legislators to discuss plans 

for the next session of the LY. The consensus was to avoid 
any action which might aggravate cross-Strait tensions 

to postpone any decision on a second recall or no-confidence 
vote 

investigations. The hope 

readjust its decision to support Chen 

environment where Chen could decide to step down voluntarily 
or the DPP might choose to support a recall against him. 


6. (C) The Director asked whether a no-confidence vote 

against Premier Su Tseng-chang wouldn\'t be aiming at the 
wrong target 

and had been performing well as premier. Soong agreed 
claimed it was he who convinced KMT Chairman Ma Ying-jeou to 
pursue a recall effort against President Chen in lieu of a 
no-confidence vote against Su 

Ma initially favored a broadside against both Chen and Vice 
President Annette Lu 
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and general incompetence of Chen\'s administration 

of forcing one or both to step down. Ma\'s goal was then to 
compel the DPP government to accept Pan-Blue \"majority rule\" 
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in the Legislative Yuan 
opposition to appoint the next premier. 


7. (C) Soong said he told Ma that he supported the \"majority 
rule\" idea in principle 

Soong urged 

alone 

around his administration. Ma ultimately gave in to support 
the recall 

recall bill favored Ma\'s shotgun approach 

different reasons for Chen\'s ouster. Soong said Ma\'s lack of 
focus made it easier for the DPP to characterize the recall 

as a partisan attack 

to his defense. Soong suggested that a second recall bill 
against Chen might succeed this fall if limited to the 
corruption issue. However 

no-confidence vote for fear Chen might dissolve the LY 
which 


Soong for Mayor 


8. (C) Soong told the Director he had decided to run for 
Taipei mayor as an independent. Soong criticized the KMT 
candidate 

Long-bin 

presidential ticket 

opponent in the 2002 Taipei mayoral race. Soong 
provincial governor 

experience to be Taipei mayor. Soong asserted that Ma\'s 
advisors had not yet ruled out the possibility of asking Hau 
to step aside for a Soong mayoral candidacy 

Soong\'s promise to sit out the 2008 presidential race. 
(Note: KMT Organizational Affairs Director Liao Feng-te told 
AIT on July 18 that Ma had already flatly rejected this 
possibility. Also 

prospects is belayed by recent poll figures 

support for Soong at just 8 percent 

front-runner Hau (46 percent) and also trailing DPP candidate 
Frank Hsieh (18 percent). End note.) 


Comment 
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9. (C) James Soong is a wily 

who has managed to position his small legislative faction (21 
out of 221 members) in a pivotal posture on such key issues 
as Chen Shui-bian\'s future and military procurement budgets. 
People seem afraid to cross Soong 

harbors deep and embarrassing secrets about the KMTVs past. 
The question is how long Ma Ying-jeou and other KMT heavies 
will permit this aging Blue tail to wag the dog. 

YOUNG 
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tributaries of (religious) secondary schools and then abolish 
them.\" The petition also accused the government of 
discriminating against Sunni religious education 

allowing religious minorities to continue enjoying their 
special education privileges. (Comment: The arguments 
advanced in this section of the petition were largely 
specious 

nonetheless 

establishment of coddling the Shiites 

other minorities and allowing secular private schools -- 
American 

without such restrictions.) 


4. (C) Senior security officials intervened and asked the 
sheikhs to hush the matter up 

had decided to back down and rescind the orders that were 
affecting registration of new students at the religious 
schools. According to contacts 

occasion to note that the President was their friend and 
would protect them from secular-oriented officials like the 
current Minister of Education 

went further and claimed that the regime actually 
manufactured the crisis to seek another opportunity to 
ingratiate itself with the Sunni religious establishment. 


5. (C) Comment: The regime seems to have been very 
concerned by this protest 

Sunni establishment it has courted assiduously over the 
years 

it sought to counter international pressure and isolation. 
The controversy also provides another indicator of the 
growing power of Islam in Syrian society. While secular 
forces tried in this instance 

their voices as a counter to the Islamist protest 

years of SARG repression has left them enfeebled 
ruling BaVathist Party as the only secular game in town. 
With the regime intent on playing it both ways -- claiming to 
outsiders that it is the last bulwark against a rising 
Islamist tide (including a subset of violent 
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fundamentalists) 

will protect them (and their perquisites) against the 
\"lascivious forces\" of Western and UN influence 

against secular zealots in the SARG -- Islamism continues to 
grow in Syria and independent secular forces remain 
hopelessly hamstrung. 


6. (C) Nicolaus said about 20 
refugees 
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UNHCR for food and for medical and social welfare assistance. 
He said that although the refugee need was not dire in 
Armenia 

the bag. He said UNHCR and the international community in 
general lobbied the government to make acquiring citizenship 
easy for refugees 

saying that there weren\'t any real refugees left in Armenia 
other countries in which UNHCR has a presence might take 
notice and refuse to naturalize their refugees. 


7. (С) Nicolaus told us that High Commissioner Guterres\' 
visit to the region was prompted by an invitation from 
Azerbaijan. (Note: Armenia will be Guterres\' last (and 
shortest) stop on a tour of all three Caucasus countries.) 
He said UNHCR was the latest in a line of UN agencies 
Azerbaijan was courting in an attempt to involve the UN in 
the N-K negotiations. \"They think 

UN in general 

Nicolaus said. He noted that the GOAJ is trying to persuade 
UNAIDS to move its regional office out of Armenia and into 
Azerbaijan. Nicolaus also said the Azeris were inflating 
their statistics regarding internally displaced persons 

that while at the end of the N-K war they reported 500 
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600 

reproduce at a very rapid pace 
said. 


8. (C) UNHCR continues to provide valuable assistance 
Nicolaus acknowledged to us that the community he served 
(naturalized former refugees) wasn\'t technically under the 
agency\'s mandate. After the shelter project is finished 

that remains for UNHCR is to continue its assistance to the 
20 

agency. This assistance doesn\'t necessarily require the 
presence of a UNHCR office in Yerevan 

be done remotely. We plan to discuss these issues with High 
Commissioner when he visits in August 

presence of Refugee Coordinator Tim Richardson if he is 
available. 

EVANS 
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monitoring group of the COE Council of Ministers Ambassador 
Roland Wegener refuting claims that opposition politicians 

are not provided equal access to airtime on Armenia\'s TV 
stations. The letters state that they were sent in response 

to Mr. Haraszti\'s and Ambassador Wegener\'s separate visits to 
Armenia during which they expressed concern to President 
Kocharian about freedom of the press issues. Attached to the 
letters 

politicians who had received air time on Armenian TV stations 
during the late spring and early summer. This appears to be 
an attempt in advance of the upcoming parliamentary and 
presidential elections to refute claims that the GOAM 
pressures Armenian television stations not to feature 
prominent opposition politicians. End Summary. 


2. (C) On July 7 

Presidential Sookesperson Victor Soghomonian addressed to 
OSCE Representative on Freedom of the Media Miklos Haraszti 
and Head of the &Ago8 monitoring group of the COE Council 

of Ministers Ambassador Roland Wegener. The letters were 
sent in reference to Mr. Haraszti\'s and Ambassador Wegener\'s 
separate visits to Armenia during which they expressed 

concern to President Kocharian about freedom of the press 
issues. Mr. Soghomonian 

that 

had provided a list of politicians who had appeared on four 
private television stations 
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орепв for Mr. Haraszti 

expanded list of more than 80 opposition politicians who 
appeared on seven television stations between April 1 and 
June 23 

Soghomonian states 

Armenian opposition has easy and frequent access to TV air 
time. Much more frequent than the representatives of the 
government.8 Mr. Soghomonian also stresses that most 
programs featuring opposition politicians were broadcast 
live 

censorship 

not included in the list because it did not air political 

talk shows. 


3. (C) Opposition politicians and freedom of speech advocates 
claim that the GOAM regulates the airtime given to prominent 
opposition politicians on Armenian television. Boris 
Navasardian 

television station directors must receive approval from the 
government V'within the framework developed by the President\'s 
Office\" prior to airing political programs. According to 
Navasardian 

must report their political programming varies according to 
how favorably the government views the outlet 

considered to be less favorable towards the government being 
required to report as often as every other day. Aram 
Abrahamian 

practice 

obtain permission directly from the President 

order to air political programs. He said the frequency of 
reporting ranged from once per week to once per month 
depending on the station. 


4. (С) Mr. Soghomonian\'s statement in his letter to Mr. 
Haraszti that state-owned Public TV did not air political 

talk shows demonstrates Public TV\'s focus on entertainment 
programs. According to Boris Navasardian of the Yerevan 
Press Club 

must please its audience with popular programs 

it is focusing more on entertainment and less on political 
programs.\" This was used as a justification by Public TV 
when it attempted to end its broadcasts of parliament 
sessions. However 

by the International Research Exchanges Board (IREX) in 
partnership with the AGB Nielson Company revealed that the 
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&Parliamentary Hour8 program actually received higher 
ratings than the other programs aired at the same time on the 
same day (Ref). Bob Evans 

Support Program 

with the popularity of its programming 

supported with government funds and is supposed to have the 
goal of informing the citizens of Armenia. According to 

Evans 

its ratings is if it is using advertising revenue to 

supplement the income of its high-level executives. 


5. (C) Claims that the President\'s Office is directly 
controlling access to television air time are difficult to 
evaluate. Such control would require more personnel than 
just Presidential Chief of Staff Armen Gevorgyan 

suspect of Armenia\'s many conspiracy theorists 

suspicion also attaches to President of the Board of Public 
Television and Radio Alexan Harutunian 

The real culprit is likely a more elusive one: 
self-censorship. With advertising revenue at an all-time 
high and the loss of one\'s broadcast license perceived as a 
real threat (opposition TV station A1-Plus remains off the 
air for more than two years) 

will take no chances. 


6. (C) With parliamentary and presidential elections 
approaching 

pressure to prove to the international community that the 
Armenian press is free of government pressure. While slight 
progress has been made 

receiving some access to television air time 

politicians continue to dominate Armenia\'s air waves 
state-owned Public TV 

one of the few that has national coverage of the audience) 
fails even to provide a forum to present opposing views. 
Armenian media observers believe that the GOAM feels it is 
safe to permit media access to opposition figures during this 
non-election period. Looking forward to the elections 

Mission 

geared toward helping them become financially independent 
businesses that can resist external pressures and censorship. 
We will also continue to participate in the efforts of the 

OSCE Media Group as well as other international fora in 
Armenia to push on the GOAM to actually create an environment 
in which free media and free speech can flourish. However 
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the upcoming elections will serve as the true test of 
government willingness to allow the media to freely cover all 
parties in the political mix. 

EVANS 
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REF: KUWAIT 2871 
Classified By: CDA Matt Tueller for reasons 1.4 (b) and (d) 


1. (U) On July 18 

recessing for the summer. The assembly is scheduled to 
reconvene on October 30. During the session 

voted 39 to 10 

2006-2007 public budget previously approved by the Cabinet. 
The 10.866 billion KD ($37.57 billion) budget exceeds 
expected revenues by 2.346 billion KD ($8.11 billion). The 
deficit is primarily due to \"a seven-billion dollar payment 

to the state pension agency 

by Kuwaiti law 

allocated to the Kuwait Fund for Future Generations. The 
most expensive item in the budget is \"expenditure on salaries 
and wages 

The majority (95%) of Kuwait\'s employed citizens work in the 
public sector. 


2. (C/NF) The Parliament also approved a Government proposal 
to increase \"allocations\" to the Amir from eight million KD 
($27.66 million) to fifty million KD ($172.9 million) per 

year. According to Dr. Mohammed Al-MquateV 

expert 

salary 

other members of the ruling Al-Sabah family who are divided 
into four categories: 1) descendants of Mubarak Al-Kabir 
founder of modern Kuwait; 2) descendants of Mubarak 
Al-Kabir\'s brothers; 3) descendants of Mubarak Al-Kabir\'s 
uncles; апа 4) all other Al-Sabah. Al-Mquate\' said the 
salaries for each category are determined by the Amir. Dr. 
Nasser Al-Sane 

to the vote that although this was a sensitive issue 

was considerable opposition in Parliament to increasing the 
allocations. That the proposal passed unanimously suggests 
MPs were ultimately unwilling to confront the Government over 
this issue 

Government made to pro-reform MPs (reftel). 


3. (U) Meanwhile 

formed in Parliament by seven liberal 

new bloc is headed by former Deputy Speaker Mishari Al-Anjari 
and includes MPs Mohammed Jassem Al-Sager 
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Ali Al-Rashed 

Al-Mulaifi. There are three other blocs in Parliament: the 
Popular Action Bloc (PAB) 

independent MPs headed by Ahmed Saadoun; the Islamic Bloc 
headed by Walid Al-Tabtabaei and expected to include all 18 
Islamist MPs; and the Independent Bloc 

12 pro-Government \"service deputies.\" The new membership of 
the Islamic Bloc and the Independent Bloc has yet to be 
formally announced. In the absence of political parties 

these blocs help MPs coordinate their legislative strategy 

with similarly-aligned colleagues 

votes as a group. The 16 Cabinet Ministers 

officio MPs 

four independent 

Speaker 


4. (C/NF) Ahmed Deyain 

analyst 

was a significant development that would make coordination 
between pro-reform MPs easier. Together 

and the Islamic Bloc 

reform 

can effectively push through any legislation they agree on 
Deyain argued. Working through their respective blocs 
pro-reform MPs will be able to more effectively coordinate on 
a shared reform agenda. Deyain believed the loose alliance 
between liberal and Islamist MPs supporting political reform 
would remain together 

during the recent elections 

normal political competition. 
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ап inch. Yadav suggested that a Seven-Party 
\"counter-offensive 

could design 

agreements with the political parties. When CDA questioned 
exactly how the SPA would co-opt the Maoists 

sidestepped a concrete response but replied that he was 
optimistic that the Maoists truly wanted to join mainstream 
politics. 


Column 3 
СОММЕМТ 


6. (С) The political parties understand the importance of 
presenting a united front to the Maoists. However 

task force appears geared more toward appeasing the minor 
parties in the alliance than an actual policy-making body. 
Yadav and Jha echoed the sentiment of other party 
interlocutors who resent Nepali Congress and CPN-UML leaders 
directing SPA interaction with the Maoists (reftel). There 

is little indication that the formation of the 20-member SPA 
task force reflects a real commitment by the two largest SPA 
parties to forgo their predilection for backroom deals. 

DEAN 
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crimes on city streets and near crowds. Visitors have 
found it safer not to carry valuables 

store them in hotel safety deposit boxes or safe rooms. 
Walking alone or at night downtown is not recommended 
as attacks have taken place on public streets and 
parks. The RSO recommends leaving all important 
documents (passports 

safe and not wearing any jewelry on the street. In 
addition 

their necks 

or showing large amounts of money in public. 


- Road Safety/Automobile Travel: While traveling in 
vehicles 

rolled up. Carjackings are common in Nairobi and 
diplomatic vehicles and personnel are not immune to 
these attacks by armed thieves. highway bandits are 
active on roads leading to the border areas. Accidents 
are also frequent. Use of seat belts is mandatory. 


- The Government of Kenya (and the Mission firearms 
policy) prohibit the importing and carrying of firearms 
except for U.S. law enforcement officers engaged in 
protective security or investigative duties. 


6. Climate: Weather conditions in Nairobi are sunny 
and mild year-round with daily temperatures ranging 
between 50 and 80 degrees fahrenheit. In April and 
May 

lower. From June through September 

cloudy weather persists with cool nights. From October 
through November there is occasional rain 

days are sunny and warm. 


7. Health: Due to the high altitude 
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malarial area and malaria prophylaxis is not needed; 
but the risk of malaria outside Nairobi is significant. 
Therefore 

Nairobi 

elevation 

medication before arrival and for four (4) weeks 
following departure. In addition 

be made to use insect repellents 

barriers which discourage/prevent mosquito bites. 
Travelers should also carry immunization records with 
valid yellow fever immunization as well as being 
current with other inoculations. Embassy Nairobi 
medical unit advises that local tap water is not 
potable. Bottled water is safe to drink and can be 
purchased in local hotels 

stores. 


8. Internal Travel: Travel via passenger train in 
Kenya is unsafe 

The trains and tracks lack routine maintenance and 
safety checks. Likewise 

in Kenya 

for safety and security reasons. Good bush vehicles 
(4-wheel drive) 

without drivers) are available 

cash or with a charge card. Travel by road is right- 


hand drive. It is inadvisable to travel at night 

outside well-traveled areas due to the lack of 

lighting 

down vehicles. Many drivers exercise poor judgment and 
drive too fast. Traffic accidents are common. Use of 
seat belts is mandatory. 


9. General: TDY membership in the American Employees 
Association (AEA) is available for five U.S. Dollars 

per week or one Dollar per day. The AEA morale store 
offers a limited supply of liquor 

Embassy souvenirs 

sold in U.S. Dollars. Cash and travelers checks are 
acceptable; no personal checks are acceptable. 
Accommodation exchange facilities are available upon 
presentation of a copy of official TDY orders. The 
current exchange rate is approximately 72 Kenya 
Shillings (KSH) to the U.S. Dollar. TDY personnel 
wishing to use the APO are required to present a copy 
of their tdy/leave orders to the APO Supervisor. 

Military members must also produce a valid ID card. 


10. Entry Requirements: A visa is required. This 
applies to U.S. citizens arriving for any purpose and 
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regardless of type of passport. Travelers may obtain a 
visa in advance at a Kenyan Embassy or Consulate. 
Alternatively 

for a voucherable charge of 50 U.S. Dollars 

may be long and processing time slow. Evidence of 
yellow fever immunization may be requested upon entry 
to Kenya. 


11. Departure: Each person departing Kenya 
(regardless of age or type of passport) must pay a 40 
U.S. Dollar departure tax payable in Kenya Shillings or 
U.S. Dollars 

of your ticket. Further 

Shillings departure tax imposed on all domestic 
flights. ROWE 
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seen how divisions have hurt the EUVs influence in foreign 


policy 


-- The BaVath Party\'s highest policy-making body 

Regional Command 

19 

(i.e. Hizballah) 

Agency (SANA). The Command also called on the government to 
provide complete assistance to displaced Lebanese 
reported. Local and regional media are reporting a range of 
efforts to assist Lebanon 

University dormitories and five schools as temporary housing 
for displaced Lebanese 

the Lebanon-Syria border and the provision of government 
buses to Damascus 

displaced persons 


-- Syria\'s Ambassador to the Arab League said that his 
country would not attend an extraordinary summit over 
Israel\'s offensive in Lebanon because it is expected to 
ignore \"the danger that is surrounding the nation 

Syria would be the first country to attend such a meeting if 
it supported \"Arab Nation\'s resistance 

report. 


-- The Charge has limited TDY travel to Damascus to 
mission-critical personnel 

permission to travel to Syria. This policy will remain in 
effect at least through the end of July. 

CONSULAR 


3. (U) The following are consular updates: 


Column 3 

-- About 135 

Syria since the start of Israeli attacks 

report in the Syrian Champress news agency 

Syrian immigration and passport officials. On July 18 
than 47 

Lebanese 

7 

(Comment: It is impossible to determine the number of 
Americans crossing from Lebanon into Syria 
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are likely to use their non-U.S. travel documents to enter 
the country. Arabs do not need a visa to enter Syria.) 


-- American Citizen Service (ACS) calls slowed slightly July 
18 
72 persons on July 17 and 120 on July 16. 


-- A consular officer was dispatched July 19 to the Lebanon 
side of the no-man\'s-land separating the Syria-Lebanon border 
at the Jdeideh crossing to retrieve an American family 

without U.S. passports. A similar attempt to assist the same 
family on the previous day failed when the family fled 

Israeli bombing in the area. Charge raised the matter July 

19 with the SARG MFA\'s Director of Protocol who promised 
border facilitation for the family\'s passage into Syria. 


-- While no payment will be required of U.S. citizens 
evacuated from Lebanon 

if that policy would be extended to U.S. citizens who have 
fled Lebanon to Syria and were seeking evacuation. 


ECONOMIC/COMMERCIAL 
4. (SBU) The following are economic/commercial updates: 


-- The Syria-based SYG of the Higher Syrian-Lebanese Council 
Nasri al-Khoury 

supply by 40 megawatts to Lebanon in compensation for the 
destruction of power plants by Israel 

considering the resupply of Lebanon with gasoline 

to media reports. 


-- Syria\'s three international airports were operation at 
capacity 


-- A Serbian diplomat in Damascus said his Embassy was facing 
a cash shortage after Israeli bombing of Lebanese roads near 
the Syrian border. The bombing forced the closure of many 
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shops and bank branches in the Lebanese border city of 
Chtaura 

Embassy in Damascus had conducted its banking 

diplomat who added that his Embassy would probably transfer 
its business to an Arab Bank branch in Jordan. (Comment: 
Post expects that other Damascus-based embassies will face 
similar problems 

311 sanctions caused an increasing number of diplomatic 
missions here to transfer banking operations to Lebanon 
because their traditional European banks stopped doing 
business in Syria.) As an aside 

reported July 18 that Israeli jets bombed the Lebanon side of 
the Beirut-Damascus highway 

those fleeing Lebanon. 

SECHE 
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of violence and apparent opposition to such a force from 
both Tel Aviv and Beirut. Should such a mission 
ultimately go forward 

20 

mandate -- will be necessary 

the EU Ministers apparently discussed informally. He 
was pointedly non-committal in response to a question 
regarding how EU troops might be involved in enforcing 
UNSC Resolution 1559. Should an EU PKO eventually go 
forward 

supplemental budget allocation that would allow it to 
make a robust national contribution. End Summary. 


2. (C) Over a tour-dVhorizon lunch with Ambassador Ware 
and PolChief 

offered several insights into the EU Foreign Ministers\' 
announcement this week of its willingness to send 
international peace monitoring forces to Lebanon in 
response to a United Nations request. While emphasizing 
that the EU stands ready to do so if called upon 

Torstila stated bluntly that \"Kofi AnnanVs dream" -- 

which is shared by the EU -- of sending such a force 
anytime soon is \"unrealistic.\" The current level of 
violence on the ground simply will not permit it and 
appears 

accept such a force. For now 

will have to stand by and wait to see how events in the 
region develop. 


3. (C) As regards the force itself 

the EU Ministers had informally talked about a mission 
numbering about 10 

this would be far too few; at least 20 

necessary. In addition 
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have used terms such as \"stabilization force\" or \"peace 
monitoring mission\" 

sent to Lebanon would have to be empowered with a clear 
\"peace enforcement\" mandate. When asked 

not to specify at this stage what role -- if any -- EU 

troops might play in helping to enforce UNSC Resolution 
1559 by disarming Hezbollah. However 

the U.S. that implementation of 1559 is ultimately one 

of the keys to peace 

the resolution would certainly have to be defined by 

the Security Council and agreed to by the EU if the 
mission were to proceed. 


4. (С) As regards Finland\'s national role 

referred to the GOF\'s public announcement that it would 
provide a robust contribution to any EU peace operation 
in the Middle East 

Presidency (among other reasons). He noted that 
Finland\'s legislative ceiling for crisis management 
operations (CMOs) abroad is 2000 troops under arms at 
any given time 

number. (NOTE: Finland currently has 780 troops 
involved in CMOs worldwide; its largest current 
operations are in Bosnia and in Afghanistan.) He 
acknowledged that the GOF\'s CMO budget is currently 
fully committed 

Parliament would approve a supplementary budget for a 
Middle East operation. 


5. (C) COMMENT: Clearly the Finnish EU Presidency 
understands that several factors need to fall into place 
or be negotiated before the EU can realistically 
consider responding to a UN call for peacekeepers in the 
Middle East -- not the least of which would be a 
dramatic change in the current situation. The Finns 
who have experience and a strong track record in CMO 
are also acutely aware that such a mission would be 
dangerous 

guarantees of success. That said 

move forward nationally and in their current EU 
leadership role if and when such a mission becomes a 
possibility. END COMMENT. 

WARE 
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convoy. He said the UAE had advised Israel \"through our 
friends\" all about the delivery in advance. Al-Suwaidi 
acknowledged that Syria was known to put Katyusha rockets on 
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some convoys 

such processions as \"full of rockets.\" Nonetheless 
argued 

were known to Israel. 

SISON 
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supporting Israel against its own interests 

criticized President Bush\'s hypocrisy in calling for Israel to 

preserve the Lebanese government while demolishing the state. An 
article in \"Al-Khaleej\" draws comparisons between current actions 
being taken by the international community and those pursued in 
1982 

Lebanon. Another compared the Lebanese resistance to those that 
resisted Nazism and colonialism. A third noted that Lebanon should 
put aside its sectarian identities 

such distinctions. A fourth article in \"Al-Khaleej\" criticized 

Senator Hillary Clinton for defending Israel and claiming that the 
Israelis \"represent American values.\" A columnist in semi-official 
\"Al-Ittihad 

many in Lebanon and elsewhere blame them for the current violence. 
Another columnist criticized Hezbollah\'s actions as a huge strategic 
mistake. Finally 

to end Israel\'s aggression 

blatant violation of international laws on war crimes. End 

Summary. 


2. Under the headline \"US fueling Israeli aggression?\" 
Dubai-based Arabic-language daily \"Al-Bayan\" (circulation 85 
published the following in a 07/19 lead editorial: 


\"Today\'s events are an extension of what has been U.S. policy in the 
region for decades. Israel is acting aggressively with American 
support 

position to protect and encourage Israeli aggression... This stance 
harms U.S. interests in the region 

global anti-Americanism particularly among Arab and Muslim 
populations 

facing U.S. activities around the world... This is a dirty war 

the dirt in this case belongs to Israel. One would hope that the 
Bush administration would realize this 

towards policies of blind support for Israel. The United States 
should revise its policies to support justice instead of Israeli 
aggression 


3. Bahraini columnist 

headline \"Freeing prisoners or applying strategies of destruction?\" 
іп а 07/19 editorial in the Dubai-based Arabic-language daily 
\"Al-Bayan 
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\"Israel would not have done all this without the blessing of George 
Bush 

rights of self-defense 

his cooperation with Israel. His only advice to Israel? Don\'t 

destroy Lebanon\'s new democracy. But what democracy can await a 
country that has just emerged from half a century of conflict 

to be dragged into a new war?\" 


4. Under the headline \"From Philip Habib to Larson\" 
Sharjah-based Arabic-language daily \"Al-Khaleej\" (circulation 
90 


\"An international delegation including Terje Rod-Larson 

friend of Israel 

which has been abandoned in the face of a tsunami of Israeli 
aggression. Such a move resembles the actions of U.S. diplomat 
Philip Habib in 1982 

Lebanon its protectorate. Lebanon is expected to raise the white 
flag and surrender 

resisting and not normalizing relations with Israel... The 
objectives of Israel and the U.S. are well-known. Only the unity of 
the Lebanese can stop them from achieving their wicked goals. 
Lebanon 

later attacks and massacres 

through their peoples\' own strong will." 


5. Under the headline \"The right to resist occupation\" columnist 
Kamel Al-Zuheiri wrote the following in a 07/19 editorial in the 
Sharjah-based Arabic-language daily \"Al-Khaleej\" (circulation 
90 


\"...Hezbollah\'s resistance is as legitimate as those who resisted 
the aggression of Hitler and the Nazis 

Egypt and India 

is a strange president 

interests. He thinks that 

greatest country 

wrong. V" 


6. Under the headline V'A turning point 

Abu-Shihab wrote the following in a 07/19 editorial in the 
Sharjah-based Arabic-language daily \"Al-Khaleej\" (circulation 
90 


\"... The lesson of the war on Lebanon is that Israeli aggression 
excludes no one 

or relationship with the West 

consider resistance to U.S.-Israeli forces." 


7. Under the headline V'American values 
Mustafa wrote the following in a 07/19 editorial in the 
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Sharjah-based Arabic-language daily \"Al-Khaleej\" (circulation 
90 


V... Democratic Senator Hilary Clinton lead demonstrations alongside 
Israeli lobbyists in front of the U.N. headquarters in New York 

asking leaders to support Israel because Israel \'represents and 
protects American values 

defend our own values.V... They want us to thank the Israeli 

military which Vprotects American values.Y They also want us to 
thank Israel for leading the rest of us to a new Middle East 
possessed of American values.\" 


8. Under the headline V'Hezbollah...who is it fighting for?\" 

columnist Mohammed Khalfan Al-Sawafi wrote the following in a 07/19 
editorial in the semi-official Abu Dhabi-based Arabic-language daily 
\"Al-Ittinad\" (circulation 65 


Y... July 12 will be remembered as a historical day in Hezbollah\'s 


history 
support... On the Arab level 
Saudi Arabia 


On the Lebanese level 
for the destruction they face. Hezbollah is now backed primarily by 
Syria and Iran. So whose interests does it serve?" 


9. Under the headline “Тһе catastrophe...and Hezbollah\'s 
responsibility?" Qatari columnist Mohammed Khalfan Al-Sawafi wrote 
the following in a 07/19 editorial in the semi-official Abu 

Dhabi-based Arabic-language daily \"Al-Ittinad\" (circulation 

65 


V... Hezbollah\'s operation was a huge political mistake. Mr. 
Nasrallah should admit that much. No national or regional interest 
has been archived through his actions. Lebanon has become a 
disaster area. Syrian land is occupied. Syria has become 
increasingly isolated internationally. Iran\'s nuclear issues will 

now be sent to the UN Security Council. Exchanging prisoners is now 
harder than ever. What has Hezbollah achieved beyond putting 
Lebanon at risk? The lesson from all of this is that the armed 
militias in Lebanon 

conventional 

resources 

critical decisions without the endorsement of the proper 
government." 


10. On 07/19 

following in an untitled editorial in the semi-official Abu 
Dhabi-based Arabic-language daily \"Al-Ittinad\" (circulation 
65 


\"...[srael is inflicting collective punishment on Gaza and Lebanon. 
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The world should not just sit back and observe such atrocities. 
Aren\'t these war crimes? Actions like destroying power plants 
roads 

residential neighborhoods? Israel has attacked people feeing from 
the war 

international community. Aren\'t these war crimes or are they 
justified by the kidnapping of two soldiers ?\" 
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the former Soviet space. End Summary. 


2. (SBU) During the multilateral session 

Latvian and Estonian delegations presented a unified message 
on air policing of the Baltic republics. Currently 

provides full-time airspace coverage for Lithuania 

and Estonia through the rotational deployment of interceptor 
aircraft to Zokniai Airbase near Siauliai 

three delegations met the day before 

common approach and timeline for an exit strategy for NATO 
air policing in light of the uncertainty of the NATO Baltic 

Air Policing mission after 2007. Lithuania is looking at 
possibilities for working with Latvia and Estonia in the 

interim period until the armed forces will be able to provide 
their own air defense coverage (ref A). 


3. (SBU) The coordination of the three Baltic delegations on 

July 11 

that the governments involved understand the benefits of 
working together and forming 

Ukraine even if Yanukovich becomes PM 

Nonetheless 

sides seemed well aware of where their differences and common 
interests lie. 


4. (SBU) The three states presented concrete success stories 
of their cooperation. The Baltic Defense College (BDC) 
continues to thrive and was accredited by the United States 
as an intermediate professional military education 
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institution (a notable result of the 2005 BWG). There has 

been some progress in common procurement and SOF cooperation 
such as the Shamrock Key military exercise in April 2006. 

The Annual Baltic Conference on Defense (ABCD) has become a 
useful gathering and exchange of information 

will convene again in September. Lithuania mentioned the 

Baltic initiative to create a Junior Naval Staff Officer 

Course and asked for U.S. assistance to provide specialists 

and instructors. 


5. (SBU) The Baltic delegations all claimed that NATO and 
the EU are seemingly competing for the same defense 
resources 

transformation efforts of small nations that are members of 
both organizations. The U.S. delegation encouraged the 
Baltic states to cooperate to push hard for NATO-EU 
harmonization during the upcoming Finnish EU Presidency. 


6. (SBU) As on all NATO transformation issues 

reiterated its strong support for NATO expansion. Lithuania 
argued specifically that Ukraine should be given a Membership 
Action Plan if it shows the slightest progress. The 

Lithuanian head of delegation called for some sort of 
statement of support for Ukraine and Georgia at the Riga 
summit if NATO cannot reach consensus on an Intensified 


Dialogue for Georgia and a MAP for Ukraine. Lithuania also 
said that the USG and other allies should work to convince 
remaining NATO skeptics about the benefits of enlargement. 


7. (SBU) On the Middle East Training Initiative 

offered its political support in principle 

interested in direct participation. On Global partnerships 
the Lithuanian delegation agreed with those from Latvia and 
Estonia that partnerships should be offered only to 
democratic countries 

provide contingency forces. 
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Lithuania considering NRF participation 


8. (SBU) Lithuania remained forward looking on NATO 
operational initiatives and showed a willingness to work with 
its Baltic neighbors in these respects. Lithuania expressed 
interest in working with the Danes and the other three 
Baltics in NATO Response Force 14. 


9. (SBU) Lithuania announced that it will soon meet to 

consider the Strategic Airlift initiative 

small countries to \"buy\" flight hours in a small fleet of 

C-17 aircraft. Saulius Gasiunas 

Ministry\s NATO/EU Department 

political more than practical grounds 

owned NATO resources make allies more interdependent on each 
other. Practically 

position than its neighbors because it occasionally needs 

C-17s to transport supplies and equipment to Afghanistan. 


10. (SBU) Lithuania supports developing NATO\'s Special 
Operations Forces (SOF) capabilities 

common standards 

creating a standing SOF headquarters. Gasiunas stated that 
Lithuania\'s Defense MinistrQQm.3v- 


11. (SBU) Lithuania noted that NATOVs common funding program 
presents many requirements and few resources for the Baltic 
states. They argued that common funds were too often used 
politically. Gasiunas observed that there seems to be a 
double standard for NATO common funding. As an example 
mentioned that Poland is using common funding for radars 
while Lithuania has to use national funds for its radar 
upgrades. Without addressing the Polish example 

reinforced Lithuania\'s understanding that common funding is 
not a panacea for limited resources 

first reach the NATO floor of two percent defense spending as 
a function of GDP before looking to NATO for funds. 


12. (SBU) Lithuania presented its long-term defense 
development plan. This presentation outlined the transition 
from territorial defense to collective security and 

highlighted development milestones for the armed forces until 
2014. Defense Ministry officials outlined three budgetary 
guidelines: personnel costs should be below 50% of the total 
defense budget; operational deployment costs should be below 
10% of the budget; and procurement costs should exceed 25% 
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of the budget. Lithuania anticipates that Provincial 
Reconstruction Team costs are likely to put operational 
deployment costs well over 10% 

procurement goals. Lithuania\'s stated operational goals are 
to be able to generate one deployable and sustainable 
battalion task group ready by 2014 

capabilities 

capabilities. 


13. (SBU) Lithuania reiterated that its number-one military 
priority was the maintenance of the Provincial Reconstruction 
Team in Afghanistan. Ministry of Defense officials spoke 
positively about operations in Afghanistan 

stable security environment and Lithuania\'s efforts to 
support security sector reforms. The Lithuanians sought 


advice and assistance from the USG in determining expected 
costs to inform their decisions on how best logistically to 
support the PRT. Ministry of Defense officials are 
considering the continuation of the current contractor 

Kellogg 

Lithuanian) military logistics contractor. The U.S. 

delegation counseled the Lithuanians to make a decision 
quickly and initiate necessary contracting procedures before 
U.S. funding ends at the end of 2006. The Lithuanian 
delegation also requested the return of U.S. police mentors 
to the PRT\'s civilian component who had been working with the 
PRT until February 2006 (Ref В). 


14. (SBU) Lithuania included agenda HQ\\Q?Zo;mdls while abstaining from 
high-level contacts. Consistent with the approach of other 

ministries 

isolation policy is not effective when dealing with its 

neighbor. Vilnius would like to see more 

low-level 

MOD\'s International Relations Department 

reported that Minsk has identified 15 officers who could 

participate in Peace Support Operations. 


15. (SBU) Because the U.S. side felt that coQF([Q+$eS. delegation 
offered to arrange a State Department briefing for Ministry 
officials in the future. 
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16. (SBU) The willingness of Lithuania 

to coordinate on points of common interest set the tone for 
this year\'s Bilateral Working Group 

Baltic states are capable of rising above their sibling 
rivalries to work together when it is clearly in their mutual 
interest. Nonetheless 

with regard to combined efforts for operational deployments. 
From this end 

coordination 

within NATO and EU structures 

U.S. positions. 

KELLY 
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peoples to take certain positions even though these positions 
may not conform to the leaders 

danger 

violence would breed more terrorism as enraged publics sought 
an outlet for their frustration. 


4. (C/NF) The Amir took pride in announcing that Kuwait was 
the first country to deliver assistance to the Lebanese 

people since the outbreak of the violence. The GOK donated 
20 million USD through the Red Crescent for humanitarian 
relief 

congratulated the Amir for providing humanitarian relief to 
Lebanon and thanked him for sharing his perspective regarding 
the violent political situation. The Secretary emphasized 

that the USG also sought a prompt 

resolution to the current conflict in the Middle East. 


Threat of Iranian Intervention 
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5. (C/NF) Turning to Iran 

Iranian interference in Iraq was relatively &light8 but 

that an increase in Iranian involvement would be dangerous 
for the entire region. In the Amir 

threat from Iran was from Ahmadinejad 

intervene against Israel if Syria were directly attacked. He 
expressed his fear of such an intervention spiraling into a 
large-scale regional conflict. Nonetheless 

expressed his satisfaction with the recent statements made in 
Syria by Iran 

seeking a peaceful resolution through negotiations and a 
prisoner exchange. 
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6. (C/NF) With regard to the nuclear issue 

Kuwait has delivered its point of view directly to the 

Iranians in meetings with Supreme Leader Khamenei 
Ahmadinejad 

position is that the development of peaceful nuclear power 
could be a positive development for Iran as long as nuclear 
waste is not allowed to contaminate the Gulf. The Amir 
reiterated 

by lran was unacceptable and would pose a grave risk to the 
entire region. As to how to influence Iran 

\"We have no influence in this matter; only big countries do.\" 
But he added that the issue of Iran 

must be resolved by peaceful means in order to avoid a repeat 
of the experience of Iraq. 


Kuwait Committed to Stability in Iraq though not Optimistic 


7. (C/NF) The Energy Secretary expressed gratitude for the 
Amir 

both Kuwait and Iraq and asked for the Amir 

stabilization and reconstruction efforts. The Amir pledged 
continued 

government for failing to make the best use of funds provided 
by donor countries 

Iraqis had been slow in putting together requests for the 
appropriate programs and that $60 million already donated by 
Kuwait had been sitting idle. He added that the GOK has much 
more money to offer through the Kuwait Fund but that the 
Iraqis would have to improve their management before 
additional funding would be offered. 


8. (C/NF) The Amir insisted that providing reliable 

electrical power should be Iraq 

reconstruction. He alluded to discussions between the Iraqi 
and Kuwaiti Energy Ministers regarding a proposal to have the 
private sector build an electrical plant in Northern Kuwait 

to provide power to Southern Iraq. These discussions are 
currently focused on whether Iraq would supply the natural 
gas to fuel the proposed plant. 


9. (C/NF) Shaykh Sabah expressed support for Iraqi Prime 
Minister Maliki who visited Kuwait on 5 July (reftel). The 

Amir mentioned that Irag was asking neighboring countries to 
assign ambassadors to Iraq but questioned how any government 
could be expected to send diplomats given the current 

security environment. He agreed that the GOK would assign an 
ambassador to Iraq if a secure location could be provided. 

(Note: The GOK has nominated Retired Chief of Staff General 
Ali Mu\'mim as its Ambassador to Iraq. End note.) 
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Launch of Project Kuwait Right Around the Corner 


10. (C/NF) When asked by the Energy Secretary about the 
prospects for foreign investment in the Kuwaiti oil sector 
Shaykh Sabah said that he expected Project Kuwait 

billion USD plan to invite International Oil Companies (IOC) 

to develop Kuwait 

item on the Parliament 

October. He predicted that despite strong reservations among 
some Members of Parliament 

approved and implemented. (Comment: During Kuwait 
electoral campaign 

pro-reform candidates who accused the Government of a lack of 
transparency regarding the structure and details of the 
prospective contracts. End Comment.) 


11. (U) Secretary Bodman has cleared this message. 
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For more reporting from Embassy Kuwait 
http://www.state.sgov.gov/p/nea/kuwait/?cable 5 


Visit Kuwait\'s Classified Website: 
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resistance\" as a \"miscalculated adventure.\" In a July 18 
meeting with journalists 

that Israel should compensate Lebanon for the damage and loss 
of life and called on super powers to commit themselves to 
finding a just and viable peace. With an eye clearly to his 
domestic (majority Shia) audience 

blame Hizballah\'s misjudgment but cannot doubt its loyalty 
and good intentions. Comment: While the government would 
welcome a weakening of Hizballah 

apprehension as the latest events send the country\'s Shia 
into the streets with Hizballah banners. End summary. 


2. (U) Estimates of between five and 15 thousand people 
including a large number of clerics 
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political (Shia and Sunni) and civil society groups 

and children 

18 to express their solidarity with Lebanon and Hizballah. 
Protesters carried a wide range of flags including those of 
Lebanon 

also carried pictures of Hizballah leader Hasan Nasrallah and 
banners that read \"Down with Israel and chanted the slogans 
\"God Bless Nasrallah 

to America.\" A spokesperson from WaVad political society 
(secular) stated 

support Hizballah by donating five percent of our salaries 

(to them).\" 


3. (U) At the protest 

Wifaq Secretary General Shaikh Ali Salman spoke to the crowd 
saying that statements from the U.S. administration and the 
international community represent a political setback for 
resolving developments in the region. He stated that 

Israels war focuses on killing civilians by targeting 

school 

targets military sites and makes efforts to stay away from 
civilian locations. Israel is trying to pull Iran and Syria 

into the conflict 

do with the tension.\" Shaikh Ali pledged that demonstrations 
would continue until captives are released and all Arab lands 
are liberated. 


4. (U) A statement released by the Council of Islamic 
Clerics (Shia) distributed prior to the march 

the UN Security Council and the international community put 
pressure on the \"Zionist entity\" to cease military actions. 

It also demanded that the international community denounce 
American and British diplomatic efforts to protect Israel\'s 
right to self defense and to prevent condemnation of Israel. 
The release expressed regret at official Arab and Islamic 
statements that describe the \"Islamic resistance\" as a 
\"miscalculated adventure 

incite the public. 


5. (U) In a meeting with journalists at the Correspondents 
Club July 18 

Khalifa said that Israel\'s actions in Lebanon and Palestine 
were a flagrant violation of international law and human 
rights. He advocated Israel\'s compensating Lebanon for the 
loss of civilian life 

losses to the national economy. He called for an immediate 
cease-fire and exchange of prisoners and urged the super 
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powers to be committed to a just and viable peace in the 


Middle East 
with Jerusalem as its capital. 


6. (U) When asked about Hizballah 

this was an internal matter and the Lebanese government would 
deal with it. Hizballah is like any Arab party that calls 

for the liberation of Arab lands. He added 

can blame the misjudgment of Hizballah but cannot doubt its 
good intentions and loyalty to Lebanon and the region.\" 
Asked about Saudi influence on Bahraini statements and 
actions toward Lebanon 

independent country and is not influenced by others. Our 
rejection of the war on Lebanon is based on our beliefs as 
well as obligations toward all Arab countries.\" 


7. (U) The FM downplayed rumors of arguments between Arab 
foreign ministers in Cairo July 15 

there were disagreements on some matters 

always enrich deliberations.\" Regarding Yemen\'s offer to 

host an Arab summit 

discussing the matter to determine what outcomes might 

result 

concrete objectives could be realized. 


8. (U) Wealthy Shia businessman (and Al-Wifaq member) Faisal 
Hassan Jawad took out a half page advertisement in Arabic 

daily Al Wasat in which he released the following statement. 

VI add my voice to those of the sons of our Arab and Islamic 
nations 

over the crisis of the Lebanese people. | appeal to the Arab 

and Muslim countries to withdraw their ambassadors from 
America and the European Union in condemnation of the savage 
attacks in Lebanon that are reaching innocent civilians 

without mercy.\" 


9. (U) Prime Minister Shaikh Khalifa Bin Salman Al Khalifa 
issued a directive July 18 to donate five million Bahraini 
dinars ($13.3 million) to a fund that will support Lebanese 
victims of Israeli attacks. The PM affirmed Bahrain\'s full 
support to Lebanon. 
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10. (0) Columnist Sayed Zahra of Akhbar Al Khaleej wrote 
July 19 that statements by Secretary Rice and other 
high-level officials indicate that a cease-fire should only 

be declared after Hizballah and other groups are no longer 
capable of threatening Israel. This shows the super powers\' 
bias in allowing Israel time to eliminate the resistance 

without considering the massacre of the Lebanese people. 
Columnist Aqeel Swar calls attention in his commentary to the 
sense of defeat that will be felt by the Arab peoples if 

Israel wins the war. 


11. (C) Comment: While the government clearly would 
welcome a weakening of Hizballah 

setback for Iran іп its regional aspirations 

watching with some apprehension as the Israeli attacks on 
Hizballah galvanize the country\'s Shia majority population. 
Not only are prominent Shia political leaders like Shaikh Ali 
Salman and leading Shia businessmen like Faisal Jawad taking 
up the Hizballah banner 

the streets carrying pictures of Hassan Nasrallah and waving 
the yellow Hizballah flags. Because the issue is Israeli 
attacks on Hizballah as well as the reported destruction of 
Lebanese infrastructure 

government to react strongly against this latest 
manifestation of Shia activism. 
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incident 

rocket-propelled grenades and hand grenades 

significant damage. Several gunmen also detonated an 
explosive device in the house. One PSO bodyguard was killed 
and five others sustained minor injuries. Neither Tamous nor 
his family were in the home at the time of the incident. 

Fatah blamed the PRC and Hamas for the attack. 


8. (С) Abu Mazen 
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Officials in Gaza City to discuss the Gaza crisis. According 
to the president\'s office 

to meet Hamas PM IsmaVil Haniyyah the evening of July 19. 


9. (SBU) A partial strike took place July 18 in East 
Jerusalem 

military operations in Gaza and Lebanon. Palestinian 
activists had urged shopkeepers to close their businesses in 
protest 


10. (SBU) Crossings: Тһе Kerem Shalom and Sufa crossings 
remain closed. The Karni/al-Mintar commercial crossing 
opened July 19 at 1130 

official Mohammed Skaik. The Karni crossing July 18 
processed 170 inbound truckloads 

Skaik. The Nahal Oz fuel transfer station is operational on 
July 19. On July 18 

crossing reported the following deliveries: 


-- 600 
-- 200 
-- 144 tons of cooking gas. 


11. (SBU) Electricity: According to USAID Gaza-based field 
staff 

lines into Gaza are operational on July 19. One of the two 
feeder lines into northern Gaza was damaged in fighting late 
on July 18 

electricity as of 1600 local. Water wells are operating on 
stand-by generators. The single feeder line for the central 
Gaza area was damaged during the IDF incursion late on July 
18 
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(GRF) and SIMI. Pasricha said the GRF was a group of Muslim 
extremists intent on revenging the 2002 communal riots in 
Gujarat that left hundreds 

not specify whether this group was made up mostly of local 
Muslim extremists 


-- A combined operation of the ISI and the Muslim underworld. 
Pasricha said the police were exploring this possibility on 
account of the key role that underworld kingpin Dawood Ibrahim 
who our Indian interlocutors widely believe to be hiding out in 
Pakistan 
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5. (C) Pasricha said that Lashkar-e-Qahar 

taken responsibility for the attack 

LeT. LeT used such fronts to distance itself from its 
operations 

image in the eyes of many of its supporters and sympathizers. 


The Pakistan-Nepal-Bihar Connection 


6. (C) In each case 

significant foreign involvement in both planning and execution 
of the attacks. He said police now believed that material and 
manpower for the operation came to Mumbai from Pakistan via 
Nepal and Bihar. Bihar appeared to play an important role as a 
logistics hub 

man from Bihar whom they believe played the key role in 
facilitating materials 

sites in Mumbai. The police were also searching for two other 
men from Uttar Pradesh 

Bihar. The police had been trailing the two from UP for some 
time before July 7 

communications between the two and their relative in Bihar 
spiked 

Pasricha only gave us given names of the three 

follow up with their complete names. (Comment: In a separate 
meeting later on July 19 

reporting on the Bihar connection 

information be kept at close hold. We are unclear about 
Pasricha\'s motivation for the request. The Bihar lead may be so 
key to the investigation that he is afraid we might leak it. On 
the other hand 

be far more speculative than he originally led us to believe 

and that Pasricha wants to ensure that we don\'t inflate its 
importance. End comment.) India\'s porous borders were a 
challenge to any investigation 

believed that Pakistan-based operatives regularly brought in 
materials via Nepal and manpower via the long border with 
Bangladesh. 


The Role of SIMI 


7. (C) Pasricha was equally confident that the SIMI played a key 

role in supporting the operation. SIMI operatives were 

ideologically committed 

communicated almost exclusively through e-mail 

the group was banned earlier this decade 

went underground and changed their names. The group was loosely 
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organized 

need-to-know basis 

about their cohorts 

of the organization 

difficult for investigators to penetrate 


The Operation 
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8. (C) Pasricha said investigators now believed that all seven 
bombs were planted on the trains before the trains left the 
Churchgate station 

the southern part of the city. The bombs 

overhead luggage racks in first class compartments 

equipped with timers to ensure that they all exploded within a 
short period of time. Pasricha said the police were unsure 
whether operatives were actually in the trains as they departed 
Churchgate heading north. They could have boarded in Churchgate 
yet disembarked before the bombs exploded. Investigators were 
also exploring the possibility that one of the operatives may 

have been killed in the explosions. The remains of only one 
bombing victim have yet to be identified 

same time 

Lashkar-e-Qahar 

carried out the attack had escaped safely. Forensic experts 

were now examining the badly mutilated remains of the one 
unidentified victim to determine whether that person was in fact 
part of the operation. 


9. (C) Pasricha confirmed that forensic experts were now 
convinced that the bombs were all a mixture of RDX 

nitrate and fuel oil 

police are not yet sure why the perpetrators used the mixture. 
They may have had a shortage of RDX 

deliberately chosen the combination to confuse investigators 
since the mixture left few traces after it exploded. (Comment: 
Another distinct possibility is that Pasricha 

his forensic investigators 

particular type of bomb 

understand that the recipe is well known 

online and in publications such as the widely read \"Anarchist\'s 
Handbook.\" End comment.) Pasricha shared a copy of the 
forensics report with us 

DS/ICI/PII. 


\"Don\'t Read the Newspapers 
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10. (C) Pasricha also told us that he implemented a policy to 
reign in his officers and ensure that lower-tier officers and 
investigators stopped talking to the press. Since the bombings 

a hyperactive Indian media has been quick to attribute hot leads 
and accusations to unnamed police sources. Most of these leads 
turn out to be red herrings and are quickly dropped. When 
asked about the Pakistani businessmen detained in Kathmandu (ref 
A) 

told us he was unaware of it. \"Don\'t read the newspapers 

told us bluntly without a hint of humor or irony. He said he 
designated K.P. Raghuvashni 

police anti-terrorism squad 

spokesmen for the investigation 

press reported that is not directly attributable to Raghuvashni 
cannot be believed. 


11. (C) Pasricha said the Kathmandu case was typical of a press 
that quickly assumed that the police suspected persons simply 
because they were questioning them. Another case was the 
questioning of 11 young Muslim preachers who were detained near 
the Bangladesh border in the days after the bombings (ref B). 
Pastiche confirmed the police were questioning the group 
acknowledged that investigators had no evidence linking them to 
the bombings 

were entirely innocent. 


Politicians Not Pressuring the Police 


12. (C) In contrast to the press 


MUMBAI 00001332 004 OF 004 


question the effectiveness of the investigation 

political masters were not pressuring the police to deliver 

quick results 

Deshmukh and Home Minister R.R. Patil had given their backing to 
a solid 

claimed that Indian President Abdul Kalam 

call 

police have a strong case with solid evidence. Pasricha said 

that such political backing was also important to ensure that 

the investigation 

not incite communal passions. The indiscriminate rounding up 

and killing of many innocent Sikhs in the aftermath of Indira 
GandhiVs assassination alienated that community and created many 
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Sikh terrorists 

treatment of MumbaiVs large Muslim community would be necessary 
to ensure that investigators do not create an environment that 

aids the type of extremism that the police are trying to combat 

he said. 


Comment 


13. (C) Like the Indian policy making community (ref C) 

police officials leading the investigation are convinced that 
Pakistan played a key role in the bombings. Pasricha is a 
candid technocrat who nonetheless weighs his words carefully. 
Unlike many politicians 

the Hindu right 

axe to grind with either Pakistan or Muslims in general. Hence 
his strong conviction that the bombings have a link to Pakistan 
is noteworthy. At the same time 

police have no evidence directly linking the ISI to the 
bombings. Like much of what we hear from other contacts 
police seem to believe that the ISI plays more the role of 
facilitator and trainer 

services to other groups that enable these groups to carry out 
attacks on the scale of that which hit Mumbai on July 7. 


14. (C) Pasricha\'s view that the police need to tread softly 

with western India\'s large and diverse Muslim community is in 
line with what we hear from Muslim leaders (ref B). Muslims 
tell us that the police 

Muslim men 

indiscriminately targeting the Muslim community. Such a police 
approach reflects the general mood in Mumbai 

are not interested in laying blame on the entire Muslim 
community. Whether such a police approach remains tenable in 
the medium run will depend on the progress of the investigation 
and on the patience of Pasricha\'s political masters. End 
comment. 
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for Tajikistan\'s economic 

development 

is to harm Russian interests 

and U.S. foreign policy is founded on global control of energy 
resources. Foreign Minister 

Nazarov described the article to the Ambassador as disgusting. 
END SUMMARY. 


2. (U) On July 13 
reaction to the Ambassador\'s 
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June 22 op-ed 

entitled \"Some Reflections at the 

Main Entrance to the New Building of the U.S. Embassy.\" 


3. (U) The article opens sarcastically that the Ambassador 
Hoagland \"once again declares that the 

United States is a noble knight of democracy and progress who 
cares about the well being of 

others 

efforts to pursue its own interests.\" 

It then analyzes the goals and methods the United States uses to 
gain political influence in 

Central Asia and Tajikistan in particular. 


4. (U) It notes that \"the entire Tajik society 

media 

financial and banking sectors 

people are targets of U.S. 

political influence in Tajikistan 

promotes its \"democratic and political 

reforms.\" The article alleges the U.S. Embassy uses the NGO 
sector to foment and support 

\"color revolutions\" in post-Soviet countries. 


5. The articles alleges the United States has made no real 
contributions to the economic 

development of Tajikistan. As an example of meaningless 
assistance 

shipping containers left over from its construction to a border 
post to be used for totally 

inappropriate living quarters for the border guards and customs 
officials. 


6. (U) The articles raises suspicion over the rushed 
construction of the U.S.-funded bridge 

across the Pyanzh River to Afghanistan 

important given the 

continuing instability in Afghanistan and the increase in drug 
trafficking across the 

Tajik-Afghan border. The author asserts that the reason behind 
the bridge is to gradually 

decrease Russian influence in the region and establish control 
over the uranium resources 

of the Tian Shan Mountains 

routes. The article presumes 

that the real reason behind U.S. efforts to export freedom 
around the world is to gain control 

over the world\'s energy and oil resources. 


7. (U) The article concludes archly that \"the United States has 
clearly identified its 
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geo-strategic interests in Central Asia.\" The author suggests 

that Ambassador Hoagland\'s 

assertion the \"our goal is to support the independence and 
sovereignty of the states of 

Central Asia\" is disingenuous and is merely a smokescreen hiding 
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the United States\' real 
intentions. 


8. (U) COMMENT. FM Nazarov first brought this article to our 
attention on July 17. When 

it appeared 

author 

exists.\" Calling the article disgusting 

clearly from \"certain sources\" 

who want to harm the U.S.-Tajikistan relationship. We seldom 
respond to the endless 

flow of \"black propaganda\" in the Tajik media. However 

as soon as we place an 

Ambassador\'s op-ed or interview 

As junk articles go 

one was not especially damaging because it contained almost 
nothing new 

allegation that the United States intends to monopolize 
Tajikistan\'s uranium deposits. 

END COMMENT. 
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RECENTLY ANNOUNCED. 


3. (C) THE GOF STRONGLY QUESTIONS RUSSIAN MOTIVES AND 
THE ROLE MOSCOW HAS PLAYED IN POSSIBLY URGING SMIRNOV 
AND THE \"SUPREME SOVIET\" TO MOVE FORWARD WITH THIS 
INITIATIVE 

PUTS RUSSIA IN A TREMENDOUSLY AWKWARD AND PROBLEMATIC 
POSITION. ACCEPTING ITS RESULTS WOULD FLY IN THE FACE 
OF MOSCOW\'S LONG-STATED SUPPORT FOR OSCE-AGREED 
UNDERSTANDINGS ON BORDER INTEGRITY; MOREOVER 

CALL INTO SERIOUS QUESTION THE TRUTHFULNESS OR 
LEGITIMACY OF RUSSIA\'S ALLEGED LACK OF TERRITORIAL 
AMBITIONS IN TRANSNISTRIA. ONE COULD EVEN ARGUE 

OPINED 

MOSCOW IS INCREASINGLY PUTTING FORWARD REGARDING 
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KOSOVOvVS FINAL STATUS; I.E. 
PROVIDE POLITICAL INCENTIVE AND PERHAPS EVEN A LEGAL 
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BASIS FOR OTHER ETHNIC ENCLAVES (ESPECIALLY IN FROZEN 
CONFLICTS) TO TAKE UP ARMS OR OTHER ILLEGAL MEANS TO 
ACHIEVE INDEPENDENCE. ON THE OTHER HAND 

CONCLUDED 

REFERENDUM WOULD SIGNAL A BREAK WITH SMIRNOV SO SHARP AS 
TO LACK CREDIBILITY. 


4. (C) AS FAR AS AN EU RESPONSE 

AND PRESIDENCY OFFICIALS RAISED THE TRANSNISTRIA REFERENDUI 
WITH RUSSIAN PSC AMBASSADOR VLADIMIR CHIZHOV DURING THE PS 
RUSSIA TROIKA MEETINGS ON JULY 14. CHIZHOV DOWNPLAYED THE 
REFERENDUM AS \"SOMETHING RUSSIA CAN NOT CONTROL\" BUT 
REAFFIRMED TO THE TROIKA RUSSIAYS COMMITMENT TO MOLDOVA\'S 
TERRITORIAL INTEGRITY. SUBSEQUENTLY 

FINNISH PRESIDENCY AND THE COUNCIL SECRETARIAT AGREED THAT 
THEY WOULD NOT ORGANIZE A FORMAL EU DEMARCHE TO RUSSIA ON 
THE ISSUE 

SEVERAL UPCOMING EU-RUSSIA MEETINGS. DEPENDING ON HOW THI 
GOR RESPONDS 

THE POSSIBILITY OF A FORMAL DEMARCHE AS SEPT. 17 NEARS. 
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proportions.\" DVAlema reiterated Italy\'s willingness to 
participate in an international peacekeeping force and work 
for а donors\' conference for Lebanon. End summary. 


2. (C/NF) Pol MC and PolOff met July 18 with Israeli DCM 
Elazar Cohen to discuss the ongoing conflict with Lebanon. 
Cohen said the situation would have only gotten worse if 
Israel had waited 

arms arsenal. As it was 

critical mistakes: 1) not to stop Hezbollah\'s arms buildup; 
and 2) not to push the international community for 
implementation of UNSCR 1559 (especially regarding the 
disarming of militias). 


3. (C/NF) Cohen said military actions alone would not solve 
the problem. He viewed Hezbollah\'s attack 

before Iran was due to respond to EU High Representative 
Solana on the nuclear issue 
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international community needed a mechanism to deal not only 
with Hezbollah but also with Iran and Syria 

international peacekeeping force would be useless. He viewed 
the \"unusual\" step taken by Egypt 

in condemning Hezbollah as moderate Arab states taking 
advantage of a window of opportunity to send a strong message 
to all these parties. 


4. (C/NF) Noting that Larijani\'s visit to Rome (reftel) 
occurred right before his meeting with Solana 

that the Italian approach appeared to be to offer Iran 
something 

for its cooperation on the nuclear issue. Prodi told 

Larijani to use its leverage on Hezbollah 

Afghanistan 

change its leverage \"180 degrees\" because it was currently 
being used to support Hezbollah\'s actions 


5. (C) Cohen said Prodi had spoken to PM Olmert twice since 
the outbreak of the conflict. Olmert\'s planned July 27 for 
Rome has been postponed. (Prodi reportedly now plans to 
visit Israel on the 27th instead.) The Italians were trying 

hard to demonstrate that the Prodi government had not changed 
Italy\'s views toward relations with Israel. He said the 
Berlusconi government had reversed previous Italian policy of 
viewing the conflict as a zero-sum game 

the Arabs excluded any support for Israel 

as a positive-sum game in which Italy maintained ties and 
access with both sides. 


6. (С) Democrats of the Left (DS) leader Fassino and MFA U/S 
Vernetti both attended the July 17 torchlight demonstration 

at the Rome synagogue. Cohen said Israel was pleased with 
what it saw as a changing attitude by much of the Italian 

left; now only some of the far left parties were unalterably 
anti-Israel. He noted that moderate members of extreme left 
parties like Communist Renewal were now being criticized by 
their more extreme wings for the (more balanced) approach to 
the Arab-Israeli conflict. 


7. (C) This meeting occurred several hours before FM DVAlema 
addressed Parliament on the conflict 

acknowledged lsraelVs right to self-defense but also said 
\"Israel\'s reaction 

self-defense according to the UN Charter 

reasonable proportions.\" While terming Iranian and Syrian 
involvement \"difficult to verify 

crisis was sparked by radical forces supported and funded 
from the outside 

Damascus) and Hezbollah. DVAlema also reiterated Italy\'s 
willingness to contribute to an international force \"after 
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the cease-fire\" and to work actively for a donors\' conference 
on Lebanon. 

SPOGLI 
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Scotland Yard in 2004 arrested Dariye for laundering 1.7 
million dollars 

bail. End Note.) Dariye made similar attempts to downplay 
the 2004 state of emergency 

Obasanjo had declared a state of emergency in his state 
refused to apply the same treatment to other states 
particularly Rivers State in the Niger Delta. 


3. (C) Making biblical references to bolster his point 

Dariye claimed his government had been vindicated in the 
aftermath of the third term agenda. Despite all the 
tribulations of the last two years 

Plateau state and Mantu had been publicly disgraced for his 
leading role in the third term push in the National Assembly. 
He told his visitors that he would seek revenge by either 
running for Senate in 2007 himself or sponsoring another 
politician to unseat Mantu next year. The Governor concluded 
by saying he would only reconcile with Mantu after the Deputy 
Senate President was kicked out of office. (Note: Both 
Mantu and Dariye are from the Plateau central senatorial 
district. End Note) 


4. (C) On the presidential elections 

presidency should return to the north 

south-south politicians were not serious about power and 
would be easily assuaged with money and offers of a larger 
percentage of oil revenue. Dariye said Vice President Atiku 
Abubakar had the best organization and was a \"hero\" for his 
outspoken opposition to the third term. The PDP 

other hand 

additional support when the various presidential aspirants in 
the ruling party realized that they would not receive 
Obasanjo\'s blessing. 


5. (C) Dariye confirmed rumors in the press that factions of 
the Alliance for Democracy 

the ACD would soon band together to form a new opposition 
alliance. Dariye did not provide a date for the new party 
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but suggested that the alliance would emerge after the PDP\'s 
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nomination convention this fall. 


6. (C) The Governor was less open about the recent political 
violence in his state. While he does appear to have a strong 
following among Plateau state officials 

attempts by other politicians to weaken Dariye\'s influence 
and prevent him and his allies in the ACD from capturing 
state political offices next year. For example 

gubernatorial aspirant on 30 June was kidnapped and murdered. 
ACD officials in Plateau have been quick to blame the ruling 
party and 12 arrested suspects were recently released on 
bail. In a subsequent private meeting 

special assistant on religious affairs told Poloff that 

Plateau State was a bellweather for the entire middle belt 
region and he expected the state to become an important 
battleground between the ruling party and the opposition. He 
pointed out that none of the attacks had targeted 
PDP-affiliated politicians 

presence had not improved security of opposition members. 


6. (C) Dariye was clearly pleased to have his first official 
USG visitors in two years and spent the majority of his time 
trying to rehabilitate his battered image. Although he 
mainly discussed substantive issues 

revoked U.S. visa at the end of the meeting. The Governor 
did not ask his visitors to reverse or even review the 
decision of the consular section 

like his other recent troubles 

one day. 


7. (C) Dariye\'s rivalry with Mantu and his flirtation with 

the opposition have been widely reported in the press 

his comments confirm that the opposition has been 
aggressively courting PDP governors and politicians who have 
fallen out of favor with President Obasanjo ahead of the 2007 
elections. Dariye 

Anambra 

stay in office. As long as he is able to stave off a 

corruption indictment and keep political violence to a 
minimum 

State to the opposition in the election next year. End 
Comment. 
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the hands of terrorists. \"We must not allow such terrorist 

acts to undermine the historic opportunity for lasting peace 
between Pakistan and India.\" Musharraf went on to regret the 
\"unsubstantiated allegations\" emanating from India and 
renewed his earlier offer to \"help with the investigation!” if 
India were to share concrete information. 


3. (U) According to press reports 

Aziz has also urged that the peace talks should continue 
despite the Mumbai blasts. \"We should carry on 

adding that India had not responded to Pakistan\'s offer of 
cooperation in the investigation. Foreign Minister Kasuri is 
also reported to have weighed in 

postponement of the talks as a \"negative development 
complaining that India was making unhelpful \"spontaneous 
allegations\" and turning Pakistan into a \"ѕсаредоаї\" Kasuri 
went on to question what interest the Pakistan Government 
could possibly have in supporting terrorism and promoting 
instability when Pakistan\'s future lay in its role as a \"hub\" 
between South and Central Asia. Pakistan wanted stability in 
the region 


4. (U) On July 19 

and EU Ambassadors to confirm that Pakistan had received 
notice from India that his meetings scheduled for July 20-21 
were not possible because of the environment surrounding the 
Mumbai blasts. New dates had not been floated 

interpreted Manmohan Singh\'s comments in the wake of the 
blasts as an encouraging indicator that the peace talks were 
not stalled. Khan repeated Pakistan\'s offer to assist in the 
investigation on the basis of solid evidence. Pakistan was a 
part of the cadre of nations fighting the war on terror 
observed 

information. Pakistan took the position that there should be 
no activity from its soil that was harmful to another nation. 
Khan hoped that CBMs would remain in place 

process was important for the two nations 

for the world. Moreover it would be constructive to devote 
renewed efforts on long-stalled issues like the Siachen 
Glacier and Sir Creek. The \"ultimate CBM is the ability to 
resolve problems 

that he had no idea when the talks would reconvene or where. 


5. (C) In a July 19 meeting with Polcouns 
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Jalil Jilani said that India\'s postponement of the talks was 
not a surprise. Indeed 

noticed a surge in unsubstantiated allegations of Pakistan\'s 
involvement in terrorism. These allegations were 
inconsistent with the evidence 

parties and even by some Indian officials 

infiltration had dropped by as much as 80 percent. At the 
\"highest level\" even Indians were aware of Pakistan\'s 
efforts. The Indian Home Secretary 

Pakistan in June 

of incidents had dropped significantly. Jilani said that in 
Pakistan\'s view it would be impossible to reduce the number 
incidents to zero because there were highly motivated 
\"disgruntled elements\" that would continue trying to mount 
operations 

President Musharraf and Prime Minister Aziz had assured 
Indian leaders that there was no official support from 
Pakistan and National Security Advisor Tariq Aziz had 
discussed the issue at length with his Indian counterpart 
last month in Dubai. 


6. (C) Echoing Musharraf and Riaz Khan 

Pakistan was eager to assist India in the investigation. But 

it needed clear information. Unfortunately 

historically very reluctant to share such information out of 
fear that it would reveal sources. But in Jilani\'s view there 
was also a political dimension; he suspected that India 
welcomed the excuse to officially postpone the talks because 
they were in a stalling phase anyway on virtually all 
significant issues. Nonetheless Jilani regretted the 
postponement 

agreement on a CBMs relating to nuclear accidents 

and visas. Jilani characterized Pakistan\'s reaction to 

Indian accusations and implications as “уегу moderate 
mature. There had been no counter accusations following the 
postponement of the talks. Pakistan had simply said it was a 
negative development." \"Pakistan\'s goal is to get back to 
the dialogue process 

line.\" 


Comment 


7. (C) We understand that postponement of these talks was 
all but inevitable 

of the Mumbai bombing -- specifically the public perception 
that Pakistan must have been involved. However 

and the modest CBMs emerging from them 

bright spots in the relationship and they have had a 
significant impact in shaping Pakistani perceptions of India. 
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Musharraf is correct in observing that the sides should not 
allow terrorists 

hold the process hostage. 


CROCKER 
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requested in the PPP manifesto after the election date is 

set\". He agreed with the principles that the National 

Assembly must be strengthened to become the primary forum for 
political discussion and that electoral system must be fixed. 
However 

appreciating how seriously donors take this issue of reform. 


3. (С) Despite ABCE Group\'s prodding 

drawn into a specific timeline for implementing the reforms. 
Rather 

dictated the pace of governance reforms and that he wants 
constitutional reform process to resume before year-end. 

Jagdeo blamed the breakdown in the reform process on the main 
opposition People\'s National Congress (PNC) party 

that his executive had fixed everything it could unilaterally. 


4. (C) ABCE Group delivered demarche to opposition leader 
Robert Corbin of the PNC and Working People\'s Alliance (WPA) 
co-leader Rupert Roopnarine July 14. (Note: The PNC and WPA 
have cooperated in recent months as the One Guyana Platform.) 
Corbin broadly accepted the demarcheYs message -- calling 

the reforms \"easy\" -- and remains focused instead on his 

\"lack of confidence\" in the election process. He and 
Roopnarine lamented in forceful yet vague and sometime 
contradictory terms the purported failure of the Guyana 

Election Commission (GECOM) to carry out its obligations. 

They struggled to respond to UK High Commissioner's query as 
to what GECOM actions in the near-term would satisfy the One 
Guyana Platform. They eventually named as two conditions 
\"some sort of verification\" of the voters list and applying 

the results of the EOJ exercise (which GECOM says it has 
done). (Note: The EOJ exercise refers to the cross-matching 

of registered voters\' fingerprints undertaken by the 

Electoral Office of Jamaica that revealed 947 certain 

duplicates and 4 

cohort of over half a million fingerprint scans.) But they 

were far more interested in discussing the potential 
consequences of holding elections by late August/early 
September given their doubts about GECOM\'s preparedness. 
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Roopnarine warned the ABCE Group not to discount the 
\"spontaneous rage of disenfranchised voters.\" 


5. (C) ABCE Group delivered demarche to AFC co-leaders 
Raphael Trotman and Khemraj Ramjattan July 17. As expected 
they concur with the message. Reforming governance in Guyana 
is part of their mantra. They want to sever the obligation 

for MPs to vote with their party by rote rather than with 

their conscience. But rather than dwell on the reforms 

issue 

they face in election preparations. For example 

state-run radio monopoly has stopped airing paid AFC 

political advertisements 

period has not officially begun. 


6. (C) ABCE Group delivered demarche to PPP General Secretary 
Donald Ramotar July 18. He 
governance reform. 


7. (С) Guyana\'s political leaders do not view the content of 
the governance reform demarche as controversial. They 
broadly agree that revitalization of the reform process is 
essential to Guyana\'s future. However 

blame for past failure on each other the political parties 
continue to put the reform process at risk. Post 

with UK 

possible opportunity to remind Jagdeo and political party 
leaders to commit to a specific timetable for implementing 
specific reforms. The ABCE Group in Georgetown is of one 


mind that continued flow of governance assistance funding to 
Guyana should be conditioned on resumption of a meaningful 
reform process 

after elections. Otherwise Guyana will continue to find 

itself in the same predicament every election cycle. END 
COMMENT. 
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CABINDA 


REF: A. LUANDA 00736 


B. LUANDA 00196 
C. LUANDA 00710 


Classified By: AMBASSADOR CYNTHIA EFIRD FOR REASONS 1.4 (B) AND 


Summary 


1.(C) GRA and Cabinda Forum for Dialogue (FCD) military 
representatives signed the second and \"definitive\" cease-fire 
agreement on July 18 

While some of those opposed continue to publicly attack the 
peace accord 

Liberation of the Enclave of Cabinda (FLEC) members for a 
referendum on Cabindan independence 

Nzita Tiago\'s son 

observer at the negotiations in Brazzaville and at the 
ceremony in Cabinda. During a July 17-19 visit to Cabinda 
EmbOff noted a \"wait and see\" attitude from the Cabindan 
people. While Cabindans are excited by the prospects of 
peace 

a reduced military presence 

than the actual accord. End Summary. 


Final Cease-Fire Signed 


2. (U) On July 18 

Chief of Staff of the Armed Forces of Angola (FAA) 
General Mauricio Zulo 

the authority of the FCD 

cease-fire in Macabi 

the signing were Minister of Territorial Administration 
Virgilio de Fontes Pereira 

President of the FCD Antonio Bento Bembe 

FCD. 


Opposition to the Accord Weakening? 


3. (U) Also present at the signing ceremony was Antonio 
Nzita Mbemba 

Executive Secretary of the FCD (ref В). Given Tiago\'s 
opposition to Bembe\'s negotiations with the GRA 
questioned Mbemba about his presence. In carefully chosen 
words 

observe\" the negotiations in Brazzaville and the signing 
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ceremony. When asked by reporters if he had his father\'s 
authorization to go to Brazzaville and Cabinda 

that his father knew where he was and that if the 
negotiations appeared serious his father may rethink his 
position. (Note: Both father and son currently live in 
France. End Note.) 


4. (U) Others opposed to the accord have stayed the course. 
Mplabanda and Father Tati continue to deny that the 
negotiations and the Memorandum of Understanding have 
legitimacy without the involvement of the Catholic Church and 
civil society (ref C). Various members of FLEC upset by the 
accord called on the GRA to hold a referendum on Cabindan 
independence. In a July 15 

Director of External Relations Joel Batila said that the 
Cabindan peace accord was a \"game\" and that given the human 
rights abuses in Cabinda this peace process should not be 
handled by the GRA 

Union 


\"Wait and See\" Attitude 


5. (U) A previously scheduled July 17-19 

to Cabinda focused on economic issues (septel) allowed the 
Embassy some on-the-ground insight. Cabinda city 

capital of the province 

banners proclaiming peace 

Most Cabindans 

questioned the GRA willingness to carry out the promises in 
the accord. Many of them specifically mentioned that 
results 

of military forces 

accord. Recent Radio Ecclesia commentary also noted that 
while the youth of Cabinda were excited 

remained skeptical. 


Comment - Cabindans Want Results 


6. (C) Given the decision to hold the official signing of the 
Memorandum of Understanding in Namibe province 

publicly placed Cabinda as home to one of the three major 
signings. The attitude of the average Cabindan seems to be 
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less concerned who was involved in the peace process 


contrary to assertions by those opposing the accord 
concerned that the GRA fulfills its end of the bargain. For 
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Cabindans 

ensuring the long-term viability of this accord. The GRA 
will continue to court those still in opposition. Tiago\'s 
decision to allow his son 

which Tiago had previously denied existed 

Tiago wants to make sure he can still be a part of the deal. 


7. (C) Comment continued: No date has been set for the 
official signing ceremony. On July 17 

Santos attended the Community of Portuguese-Speaking 
Countries (CLCP) Summit in Guinea Bissau and is now on 
holidays in Spain 

ophthalmology appointment. According to the Czech Charge 
αἱ Affaires 

routine dental work. The ceremony will likely not take place 
until his return. End Comment. 

EFIRD 
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anti-Khartoum) agenda is a bonus for Chad\'s President. 


9. (C) Daoussa Deby had also been the conduit for Chadian 
government support to NMRD 

support has dwindled to nearly nothing. This is because 
Daoussa has made it contingent upon NMRD cooperation with JEM 
against Khartoum 

the SLA/MM 

was in league with Khartoum. Daoussa sees NMRD as militarily 
capable and wants those capabilities to reinforce JEM. 

Abdullah also believed that Daoussa\'s support for JEM actions 
against the SLA/MM was linked to Daoussa Deby\'s personal 
animosities in regard to Minni Minawi. While NMRD still has 
contact with the Chadian authorities through the recently 
promoted Brigadier General Mahamat Ismail Chaibo (who is a 
direct family relation to NMRD leaders) 

the only channel for money 

the NMRD. \"He tells us 


10. (C) Abdullah stated point-blank that time is running out 

for DPA implementation. He said that there are declining 
numbers of Darfur rebel or political leaders willing to 

support the DPA among the people. The SLA/MM\'s increasing 
isolation as the only group fully backing the DPA puts it 

into a class by itself -- the Khartoum collaborators. JEM 

and the SLA/AW are spoiling in Darfur 

government support 

vulnerable now on all fronts -- from Chadian rebels in the 
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pay of Khartoum; from JEM 

forces; from Daoussa Deby and Chadian government forces 
continued refusal to join JEM. The NMRD has no interest in 
JEM\'s \"national\" agenda 

Abdullah repeated that the NMRDVs objections to the DPA could 
be worked out 

table 

had the credibility needed in Darfur to be a positive player 

in shifting the balance in favor of DPA implementation. 
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11. (С) NMRD\'s otives for seeking us out at this time may be 
may 

the DPA. Not least among them may be persoal difficulties 
NMRD leadership has with Daoussa Deby. The fact that the 
movement appears to have no allies inside Darfur cannot be a 
comfortable position 

benefactors have issued an ultimatum: prove useful to us in 
our conflict with Khartoum 

members of the Deby regime remain determined to buy allies 
against the regime\'s enemies 

have made the connection between the friends they pay and 
those friends\' attitudes toward the DPA -- and ultimately 

the probability that they will be seen as engaged in 
sanctionable opposition to the DPA. Regardless of where one 
comes out in analyzing their motivations 

have verifiable information as to their actions. We hope 

that those international allies of the DPA operating inside 
both Sudan and Chad 

energized to clear some of the doubt surrounding the many 
accusations leveled against DPA spoilers and their probable 
financial benefactors. END COMMENT. 


13. (U) Tripoli Minimize Considered. 
WALL 
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OF THE ISSUE BY TUNISIAN GROUPS 

Classified By: Ambassador William Hudson for reasons 1.4 (b) and (d). 


1. (С) In a July 18 farewell call by the Ambassador 
Minister Abdallah expressed concern about the \"grave\" 
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humanitarian situation in Lebanon 

the violence was not going to end soon. As a jurist 
said 

to challenge the authority of the state. Turning to the 
negative regional implications of the ongoing violence 
lamented 

situation.\" 


2. (C) Abdallah told the Ambassador that there are 
approximately 700 Tunisians resident in Lebanon 

of whom are dual nationals or Tunisians married to Lebanese 
not seeking evacuation. He reported that Tunisia had 
evacuated \"less than 100\" tourists. (Note: Embassy does not 
have an exact count of Tunisian evacuees 

contacts reported that 30 Tunisians had been evacuated by bus 
to Syria on July 17 

reported that the Tunisian Embassy in Beirut evacuated by bus 
\"about 30\" Tunisians from Beirut to Syria 

hundred Tunisian citizens had departed Lebanon by their own 
means. End Note.) Abdallah said that so far 

no Tunisian victims. He noted 

fallen approximately 500 meters from the Tunisian Embassy in 
Beirut 

shelter (NFI) in the Embassy basement. 


3. (C) Commenting that Tunis had tried to play a moderating 
role when the Arab League discussed this issue at last 
weekend\'s meeting 

between the Saudis and the Syrians 

compromise text that \"is not very serious.\" Abdallah ended 
by noting that Tunisia faces its own public opinion challenge 
on this issue. Probably referring to an attempted 
pro-Nasrallah demonstration prevented by the police on July 
17 

NGOVs are seeking to exploit the situation.\" He noted that 
this phenomenon occurs whenever there is violence or tension 
in the Israeli/Palestinian context. (Note: According to 

media reports 

eight labor unions belonging to the Union Generale Tunisienne 
du Travail (UGTT). The Conseil National pour les Libertes en 
Tunis (CNLT) and the media reported that 500 labor union 
members -- a number we believe to be inflated -- gathered in 
front of UGTT headquarters in downtown Tunis to express their 
condemnation of Israel\'s \"aggression\" against Lebanon and 
Gaza. Demonstrators chanted pro-Nasrallah slogans 

\"We offer our lives and blood as a sacrifice for you 
Nasrallah!\" In addition to carrying Lebanese 

and Iraqi flags 

to Israel\" and 

demonstrators from moving from Ali Zouaioui square 

area generally used for UGTT gatherings 
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Bourguiba Avenue thoroughfare. End Note.) 
HUDSON 


71912 

All papers: Prime Minister Recep Tayyip Erdogan criticized the 
United States on Tuesday for tolerating Israel\'s attacks on its 
enemies in Lebanon while refusing to allow Ankara to strike PKK 
terrorists hiding out in northern Iraq. Erdogan is under mounting 
domestic pressure to get tough with the rebels 

Turkish security personnel in separate attacks over the past week. 
Papers quote the Prime Minister as saying 

terror there (in Israel) and in Turkey is not the same. They show 
tolerance towards country A and show a different approach to country 
B. This is unacceptable.\" Erdogan also repeated hints that Turkey 
might send troops across the border into Iraq to tackle the rebels 
if U.S. and Ігаді troops continued to ignore Ankara\'s demands to 
act. \"Turkey knows how to take care of itself. The relevant 
security institutions are working on this matter 

meeting of the foreign economic relations council. 


Papers also report that US Ambassador Wilson said that Turkey should 
not act in a unilateral manner in response to a question ona 

possible cross-border operation. Noting that he has read these news 
reports 

Mr. Ambassador or other ambassadors cannot make a decision on such a 
matter. Concerned institutions of the Turkish government make such 
decisions. We give our decisions and put them into practice. But if 

there are any related countries 

decision together with these countries. V 


Opposition parties said they extend support to the government for a 
possible cross-border operation. ANAVATAN 

and Republican People\'s Party [CHP] noted that Turkey has this right 
and called on the government to take action. Zaman reports the 

Iraqi National Security Advisor Muwafaq al-Rubai as warning that a 
possible Turkish cross-border operation would cause more trouble in 
the region. 


Editorial commentary on the PKK and US-Turkey Relations 
Mehmet Y. Yilmaz 

readers V'think first before getting angry at Israel\": \"Frankly 
speaking 

action against Hamas and Hezbollah 

against the PKK. This conclusion simply comes from our past 
experience as we know that only air-bombardment will not root out 
the terrorists. Turkey can achieve a military success only if a 
strike is coordinated with ground forces 

hot conflict with the US forces as well as northern Iraqi Kurds. 

Yet the current situation brings an undeniable question to oneVs 
mind: Should we wait for the US and Barzani to come to their senses 
while we see terrorism causing funerals almost every day? The 


Column 3 

Turkish government should do something about this problem 

hands are not strong enough. How is the Turkish government going to 
explain its cross border operation to the entire world while the 

same government stands against the Israeli operation as part of a 
fight against terrorism? By showing a harsh reaction to the Israeli 
action 

options for action.\" 


Emin Pazarci argued in the conservative Bugun: \"Patience ran out 
after seeing 14 deaths caused by terrorism in two days. The 
government took a harsh stance and it issued a clear message to both 
the US and Iraq administrations. Turkey\'s determination was 
expressed as a warning 

northern Iraq 

Turkish public has now started expecting a cross border operation 
since the government positioned itself at a point of no return for 
domestic as well as international audiences. First the US will be 
deciding whether to take necessary steps 

happen 

the Turkish army. Despite the message issued from the Ankara 
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government 

Wilson made statements which we already know by heart. He claimed 
that the US shares Turkey\'s sensitivity and talked about some 
measures to fight against PKK 

border operation will not settle down the PKK issue. Turkey really 

has no patience to listen to those words any more. And this 

rhetoric is disturbing because everybody knows that the PKK\'s 
strength has increased since US troops were stationed in this area. 
Statements from the US that \'we are fighting the terrorists\' sound 

like a joke when Turkey is seeing funerals everyday.\" 


Calling on all parties to think rationally 

mainstream Milliyet: \"It is undoubtedly a sign of a double standard 
when the US supports Israeli action because it serves its interests 
and at the same time says no to Turkey. It is a right for us to 
criticize this approach and remind the US that it must take steps 
against PKK as Turkey\'s friend and ally. On the other hand 
international politics is about double standards. Everybody looks 

at an issue based on his own perspective and interests. The PKK 
issue is not one-dimensional. Even though we have the right to 
self-defense and are capable of conducting a cross-border operation 
we should also think first in a rational manner: What tangible 
results were achieved from Turkey\'s past cross-border operations? 
Is this kind of operation really needed since we will definitely 
receive opposition not only from the US but from the EU 

Kurds 

the economic cost of such a military operation either. After taking 
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all these points into account 

that we should be taking so far. Fighting against the PKK cannot be 
about military measures only 

is certainly a just and legitimate cause 

limit the issue to the military dimension and ignore the democracy 
human rights and economic welfare dimensions." 


Barzani Wants Friendly Ties with Turkey 

Hurriyet quoted Iraqi Kurdistan region\'s Prime Minister Necirvan 
Barzani quoted as saying yesterday that \"we won\'t let anybody harm 
our neighbors from our territory. Turkey is an important neighbor. 
The PKK issue cannot be resolved only with military measures. 
Turkey 

to ensure the security of the country. We want to continue our good 
relations with all our neighbors 


Westerners Flee Lebanon after Israeli Offensive 

All papers reported that while Israel continued attacks against 
Lebanon 

Israel. Westerners and local people continued to evacuate Beirut 
yesterday amid continued Israeli attacks. Vatan reports that 

Finland 

from Beirut. The US forwarded its fleet from the Mediterranean to 
Lebanon to evacuate 25 

a Greek military ship evacuated 400 Greeks from Beirut to Southern 
Cyprus. Some of the local and foreign families in Southern Lebanon 
also fled north toward the Syria border. Sabah reported that a 
Turkish truck was hit yesterday during an Israeli missile attack on 
Bekaa Valley. Driver Musa Sevim survived the attack and was sent to 
Turkey through Turkish Embassy in Damascus. 


A New Investigation into Author Hrant Dink 

Bugun and Cumhuriyet reported that Sisli prosecutor has initiated a 
new investigation against Hrant Dink in connection with reports that 
Dink had discussed Armenian Genocide in an interview with Reuters. 
Dink was tried previously for \"insulting Turkishness\" and his 6 
month prison sentence was postponed. 


TV Highlights 
NTV (7 a.m.) 
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Domestic News 


- Turkey sent 35 trucks carrying 630 tons of flour to the 
Palestinians on Tuesday 
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adding the Turkish Red Crescent would provide 10 

Turkey will also send food aid worth USD 1 million through the UN 

Relief and Works Agency for Palestine Refugees as well as donate USD 
1 million by the end of 2006 for the development of small and medium 
scale industries in the Palestinian territories 

statement. 


- Turkish Cypriot leader Mehmet Ali Talat received DAS Matthew Bryza 
on Tuesday. Talat\'s office said after the meeting Bryza raised no 

new proposal or initiative 

several times its support to all efforts under a UN framework. 


- Prime Minister Erdogan received on Tuesday Lebanese lawmaker Saad 
Hariri 

No statement was made after the meeting which lasted for nearly two 
and a half hours. 


- Turkish jandarma seized 46 kilogram of A-4 explosives and 70 hand 
grenades in the southeastern province of Sirnak. 


International News 


- Israeli jetfighters bombed Lebanon on Tuesday 

people. Prime Minister Olmert vowed Israel will continue to \"target 
every terrorist\" in its military campaign. Lebanese Prime Minister 
Siniora said Israel has inflicted billions of dollars of damage to 

the country\'s infrastructure and is trying to set the country back 

50 years. 


- The President of the regional Kurdish administration 
Barzani 

and that these aspirations would be made a reality \"at the 
appropriate time.\" 


- A report by UN Assistance Mission for Iraq said 5 

were killed and 5 

war-ravaged country. 

- A policy editorial in The Los Angeles Times sharply criticizes the 


Bush Administration for pulling back the US Ambassador in Yerevan 
John Evans 


Visit Ankara\'s Classified Web Site at 
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officially banned for decades as threats to the secular 
state 
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specializing in Turkish Islam 

Islamic philosopher Fethullah Gulen has now emerged as the 
most influential of these Islamic groups through its embrace 
of globalization and technology. End Summary. 


2. (U) On the surface 

monolithic bloc of Sunni Muslims. In reality 

Turkish Muslims are divided into a complex array of groups 
which wield varying degrees of influence. Among these are 
Islamic organizations known as \"tarikats\" and \"cemaats 
which many Turks belong. These organizations have been 
officially banned since the mid-1920s as potential threats to 
the secular order. However 

a low profile 

prominent political and social figures are known to associate 
with them. 


3. (C/NF) We discussed tarikats and cemaats with Tayfun Atay 
an Ankara University anthropology professor who is an expert 
on Islam in Anatolia. Tarikats 

Sufi organizations that date back to the 11th century. They 
have very strict rules and principles. The largest tarikat 

in Turkey is the Naksibendi tarikat. The Naksibendis have 

had a profound influence in Turkey. Atay said PM Erdogan 
among many others 

philosophy 

however 


4. (U) Cemaats are a more recent phenomenon 

19th century. Cemaats place far less emphasis on ceremony 
than tarikats 

is central to tarikats. Said-I Nursi was a Naksibendi who 
broke away from the group and founded the Nur community 
first cemaat. Nursi believed that tarikats had outlived 

their usefulness 

kind of organization. He emphasized education 

book called V'Risale-1 Nur 

his followers. 


5. (C/NF) According to Atay 

Islamic philosopher Fetullah Gulen 

Naksibendis as the most influential religious order in 
Turkey. Gulen was a Nurcu who 
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to form his own movement. Gulenists operate schools and 
media outlets around the world. They are noted for their 
keen interest in Western science and technology -- Gulen 
schools emphasize the hard sciences. According to Atay 
Gulenists have embraced globalization and technology 
allowing them to appeal to young people 

Naksibendis have resisted change 

more passive. 


6. (C/NF) The Gulenist organization is believed by many Turks 
to control the Turkish National Police (TNP). Faruk Demir 
national security analyst with ties to Islamist and secular 
circles 

officers are members of the Gulenist organization 

leadership is dominated by Gulenists. Nihat Ali Ozcan 

retired military officer and counterterrorism analyst 

us in a separate conversation that it is impossible to 

estimate the percentage of Gulenists within the TNP 
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agreed that Gulenists control the organization. 


7. (C/NF) Atay does not believe there is a direct link 

between the Gulenists and the ruling Islam-oriented Justice 

and Development Party (AKP). Some AKP members are Gulenists 
including some MPs. The two organizations share certain 
views 

have an organized Gulenist wing and none of the senior 
leaders in AKP hails from the Gulenist camp. The Gulenists 
per Atay 

prepare followers to attain high positions in Turkey\'s 

leading institutions; AKPYs goals are more immediate and more 
focused on electoral politics. 


8. (C/NF) Atay said PM Erdogan has been influenced by 
modernization and economic liberalization in Turkey. This 
has caused him to diverge from his Islamist roots as a 
spiritual follower of the Naksibendi movement and a political 
follower of Islamist leader Necmettin Erbakan 

tenure as PM ended with the 1997 \"post modern coup.\" Demir 
made a similar point to us when he asserted that Erdogan 
holds conflicting Islamist 

liberal/reformist thoughts in his personal outlook. Erbakan 
drew support from pious 

had migrated to the cities -- who felt threatened by 
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modernization and sought refuge in Islam. However 
1980s and 90s 

and President Turgut Ozal 

developed. Humble farmers and shopkeepers became 
entrepreneurs 

successful 

and AKP 

of AKP 

Naksibendi movement 

and less suspicious of the West than traditional Naksibendis. 


9. (C/NF) Atay 

English 

pose a threat to the secular (anti-religious) state. On this 
point he diverges from many of our secular interlocutors 
continue to view Turkish Islamists as a threat. Atay 
believes Turkish Islamists today have modest goals. In the 
past 

state 

Turkey.\" They have seen how the younger generation in 
neighboring Iran has turned against the Islamic revolution 
and know that today\'s young Turks do not want to go down that 
path. All they want 

restrictions on Islamic practices 

on headscarves at universities and among civil servants. 


10. (C/NF) This sentiment that a Sharia state is impossible 

in Turkey has been echoed by many of our contacts. Sadi 
Kunduroglu 

advisor close to AKP 

Sharia state or military rule. Kunduroglu believes that 

Turks respect both Islam and the Turkish military 

want to be ruled by either 

Ayata 

University 

\"quick and universal\" break in their rhetoric in the 

immediate aftermath of the 1997 \"post modern coup 

which the military forced out the then-PM Erbakan\'s pro-Islam 
Turkish government. Ayata claims that after the coup 

Turkish Islamist leaders stopped touting anti-Americanism and 
began to endorse democratization 

Western concepts. He believes that this change represented 
an ideological conversion on the part of Turkish Islamists 

due 
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11. (C/NF) AKP 

modernizing and moderating trends among Turkish Islamists. 
Earlier Turkish parties with Islamist roots garnered only 
about 10-20 percent of the vote 

largely limited to Turkey 

however 

moderate \"conservative democratic\" party and reaching out to 
both Islamist-oriented voters and Turkey 

traditionally conservative and pious 

voters. Demir told us that 25 percent of AKP 

support comes from Islamist-oriented voters and that the 
remaining 75 percent comes largely from traditional 
(non-Islamist) conservative voters. Ibrahim Uslu 

academic and pollster 

that around 60 percent of AKP 

(non-Islamist) conservatives 

Islamist-oriented voters 

voters upset with corruption in the other parties. 


12. (C/NF) Many of AKP\'s domestic and foreign critics would 
dispute the argument that Islamism in Turkey poses no threat 
to secularism. They argue that the supposed evolution of PM 
Erdogan and other AKP leaders from Islamists to \"conservative 
democrats\" is nothing more than a political ploy. 
Nevertheless 

orders provide a rare glimpse into a cryptic aspect of 

Turkish society that is normally hidden from outside 
observers: Islam in Turkey is multi-faceted 

embrace globalization 

apparently in the forefront. 


Visit Ankara\'s Classified Web Site at 
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responsible for the employment of women in the Kingdom\" and 
that the Ministry would thoroughly investigate and issue a 
statement soon. 
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5. (U) According to media reports 

planned to provide assistance to the fired saleswomen. In an 
interview 

will work closely with the Khadija Bint Knwailed Women\'s 
Center (KBK) on behalf of these working women. 


6. (C) Representatives from the newly-established 
MEPI-sponsored Saudi Business and Professional Women\'s 
Association (SBAPW) told ConGenOffs that it initiated a 
Kingdom-wide boycott of all lingerie shops staffed by men. 
They advertised the boycott via email and text messages in 
both English and Arabic 


indefinite postponement of Resolution 120 

businesses where they cannot shop \"freely 

with dignity.\" The text of the announcement also stated in 

part 

The pressure to implement women employment comes from you and 
only you.\" 


7. (C) COMMENT: The Labor Minister's comments challenging the 
Mutawwa are significant given the role the Mutawwa play in 

Saudi society. In the past 

conservatives 

conservative mood observed in Jeddah suggests that there is a 
continued resistance to the King\'s reform agenda 

particularly pertaining to women\'s rights. However 

activities of the womenVs association are a promising sign 

that a nascent civil society is emerging. END COMMENT. 

Gfoeller 


5. (C) PolOff also received a read-out on the GNU 
conference held on eastern Sudan at Freedom Hall in 
Khartoum on July 13. According to sources in Asmara 
the meeting which was intended to run for four days 
only lasted one day. Overall the sense from our 
Sudanese contacts in Asmara was that the meeting did 
not achieve the results sought by the NCP. While 
Salva Kiir was supposed to provide the opening 
statement 

before due to differences of opinion with Bashir over 
Darfur. Similarly 

Party nor the DUP sent representatives. In total 
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only about 100 people attended. A partial 

translation of Bashir\'s statement at the conference 
provided by one of our contacts focused on the issue 
of observers in the negotiations taking place in 
Asmara. In the version we received 

as vowing publicly to \"never accept observers in 
negotiations on eastern Sudan. There is no room for 
observers.\" 


KIIR CANCELS TRIP TO ASMARA 


6. (C) Rumors last week also circulated that Salva 
Kiir would be making a visit to Asmara on Saturday 
evening 

signatories and attempt to consolidate the Abuja 
process. The GSE waited until late on Saturday 
expecting Kiir to arrive in Asmara 

notified that he would not be making the visit. 
Rumor from Sudan contacts is that Kiir put off the 
trip due to problems that have arisen between the 
SPLM and NCP over Darfur. Primarily Kiir and the 
SPLM support a UN force in Darfur and have angered 
Bashir and the NCP. Moreover 

lifting of sanctions in southern Sudan and wants to 
distance himself from Bashir\'s intransigence on 
Darfur as much as possible before he visits the U.S. 
and meets with members of Congress. 


ӨРІМ ALMOST DON\'T ATTEND NEGOTIATIONS... 


7. (C) While Kiir\'s last minute cancellation upset 

the GSE 

delegation might not attend the eastern Sudan 
negotiations gave them new concerns. Sources claim 
that as of midnight on July 16 

delegation might not attend the opening session on 
July 17 due to the issues raised above 

feeling that the NCP was not interested in really 
solving problems in eastern Sudan. They \"want to use 
us and the name of the movement (SPLM) 

(NCP) not interested in serious negotiations 

asserted one SPLM source. In the end Minister for 
Investment Malik Agar and some of the delegation did 
arrive the morning of July 17 

stayed behind to head up the committee for the 
memorial of John Garang. 


OPENING SESSION 
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8. (C) The opening session for the Eastern Front and 
GNU negotiations was held on July 17 

the opening session both the Eastern Front and GNU 
offered a very positive take on negotiations and 
possibility of a settlement in the coming weeks. The 
first sessions began the same evening. No agenda was 
shared on July 17 and nothing has been shared with 
the international community to date. When PolOff met 
with Dr. Amna Dirar last week 

was to address power sharing 

security in that order. The Norwegians 

others continue to camp out in the corridors of the 
Den-Den Club where the talks are taking place in 
hopes of collecting bits of information 

with minimal success. Initial reports suggest that 

so far the talks have been primarily procedurally 
focused. The GSE has yet to brief the international 
community or establish a mechanism to include 
international observers in any way - formally or not. 


OBSERVERS OR NOT? 


9. (C) In speaking with contacts who advise the GSE 
on Sudan 

may have made \"no observers\" a precondition to the 
Eritreans\' hosting negotiations between the Eastern 
Front and GNU. Those close to the Eastern Front and 
GSE believe that while the exclusion of observers 
hurts the Eastern Front more than anyone else 
anyone other than Eritrea host negotiations 

probably hurt their prospects for peace even more. 
So while the Eastern Front and the rest of the 
international community may believe it is a mistake 
they point out that it could be an even bigger one if 
the insistence on observers results in the talks 
collapsing. 


10. (C) As noted above 

want more international actors involved in the 
negotiations process. Last week 

Front offices in Kassala 

elsewhere issued statements that observers need to be 
involved officially and those involved on the 
outskirts in Asmara 

Front and GSE must make an effort to involve 
observers. The problem is twofold 

international community push so hard that they 
sacrifice the negotiation and would we accept an 
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informal role if it was more structured. The Eastern 
Front seems open to recommendations on how to better 
involve observers and we believe the GSE would also 
be willing to listen to suggestions 

international partners can help make a viable process 

a reality. 


COMMENT 


11. (C) Post will continue to engage Eastern Front 
leaders in the next day or so 

few days of negotiations. Thus far 

negotiations are moving smoothly. The SPLM\'s 
concerns pose some issues for the GSE. Post believes 
that the GSE is very dependant on the SPLM to help 
leverage the NCP and 

trusts them as a partner. If the SPLM were to leave 

the negotiations problems could arise not just for 

the GSE but for the Eastern Front. End Comment. 
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Private economist Charbel Nahas told the Embassy on July 19 
that the GOL had tasked the Council for Development and 
Reconstruction to do an assessment of economic damages. 
Nahas said he would be among the team of 30 experts that 
would be responsible for estimating economic damages. The 
team would look at four major areas--damage to public 
properties 

economic losses and lost revenue. Nahas provided the Embassy 
with his rough estimates for losses during the first week of 

the crisis; according to Nahas 

roughly USD 250 million so far and damage to private property 
is roughly USD 350 million. He estimated that total economic 
loss since the crisis began would be roughly USD one billion. 
Because the strikes hit during the high point of tourist 

season and in the middle of greater than average construction 
activity 

suffer roughly USD 500 million per week as long as the 
conflict continues and in the near aftermath. Nahas 

estimated that the economy was now operating at 50 percent of 
its normal mid-July activity. 


3. (U) On July 18 

Lebanese Banks Francois Bassil estimated the losses to the 
Lebanese economy of USD 6-7 billion 

total GDP of Lebanon. Finance Minister Jihad Azour told the 
press on July 17 that direct losses from the Israeli air 
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raids could be estimated at USD 500 million 

earnings. Azour\'s estimates are far lower than other leading 
economists; economist Marwan Iskandar declared on July 17 
that physical damage may be estimated at USD one billion 
while lost earnings may be estimated at USD 1.4 billion. 


TOURISM INDUSTRY DECIMATED 


4. (U) The tourism sector was expecting its most profitable 
year ever 

full on July 11 

Tourism Minister Joe Sarkis stated that lost tourist earnings 

for the remainder of the tourist season could reach USD 4.4 
billion and the livelinood of half a million people who earn 

a living from tourism is directly threatened. On July 18 

Minister of Economy and Trade (MOET) Sami Haddad estimated 
that the tourism industry will lose USD six million in 

revenues during 2006. Tourism Ministry Director General Nada 
Sardouk said many businesses dependent on tourist revenue 
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gathered at the Ministry of Tourism on July 13 and July 14 
\"shouting and crying\" about lost revenues. She said 
Hizballah is pushing the tourism sector towards bankruptcy 
and wondered who will compensate the industry for its lost 
revenues. 


KEY INFRASTRUCTURE DESTROYED 


5. (SBU) Crucial economic infrastructure has been hit and 

hit often by Israeli strikes. The runways of Beirut 

International Airport 

the Riyag Military Airport in the Віда Valley have been 

severely damaged as a result of repeated shelling. Multiple 

air strikes have also damaged Lebanon\'s three major seaports 
of Beirut 

Israeli air campaign has been the dismantling of the road 
network that links southern Lebanon to Beirut and the rest of 
Lebanon. According to preliminary estimates 

roads have been cut off and 42 bridges have been destroyed 
with others partially destroyed. The Beirut-Damascus 
international road has sustained severe damage and repeated 
shelling. Side roads that link up with the Beirut-Damascus 
road have also sustained repeated shelling 

journey to enter Syria from eastern Lebanon more difficult. 

The El Qaa (Lebanon)--Homs (Syria) road in northeast Lebanon 
has also been repeatedly shelled and is now closed. The only 
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viable road exit from Lebanon now is the road network north 
of Tripoli linking to Syria. 


6. (U) Destroyed bridges include the new Qassimieh bridge 
linking Sidon to Tyre 

bridges in Dammour 

in the South to Alman in the Chouf 

Maamarieh 

bridge at Mdayrej on the Beirut-Damascus international road 
and bridges that link the airport to the southern suburbs. 
Several important public building have been destroyed 
including the Mayss al-Jabal Hospital and several schools in 
Kounin. 


DEMAND FOR DOLLARS 


7. (SBU) Demand for dollars remains high 

lower rate than July 17 and 18. The Central Bank of Lebanon 
reportedly injected USD 300 million into the exchange market 
on July 18 

USD 1.2 million since the start of events. Dollar bank notes 
are in short supply and the closure of Beirut International 
Airport has prevented the shipment of dollar bills into the 
country. Banks have taken a number of operational measures 
to counter the problem 

of USD 1000-2000 

traveling clients to use their credit cards. Exchange 

dealers are selling the dollar for 1600 Lebanese pounds 
compared to the official rate of 1512 - 1514 Lebanese pounds 
to the dollar. Central Bank Governor Riad Salameh told the 
press on July 17 that the Central Bank of Lebanon (CBL) has 
the means to meet increased dollar demand in the market. 
Salameh said the CBL now has about USD 13 billion in foreign 
currency reserves. 


8. (SBU) Audi Bank Head of Foreign Exchange Fouad Dibo told 
us on July 18 that Audi Bank was allowing its Lebanese 

clients to withdraw up to USD 1000 and was encouraging its 
clients to withdraw Lebanese pounds. He said that the bank\'s 
money courier Mecattaf had no way of bringing in dollars to 
Lebanon. According to Dido 

capital but an outflow of dollars in cash. Dido said that 
theoretically 

USD 1 

but he expects many Lebanese are now hoarding dollars now and 
will redeposit them back into the banking system when the 
situation calms down. 


9. (SBU) According to the Chairman of BLC Bank Shadi Karam 
\"Despite the negative situation 
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the past few days was far less than when former Prime 

Minister Rafik Hariri was assassinated\" on February 14 
but Karam and other bankers warned that if the security 
situation continues to deteriorate dollar notes could \"dry 


up\". 


FACTORIES HIT 
RECOVERY WILL TAKE YEARS 


10. (SBU) Аіг strikes on July 17 and July 18 disabled or 
completely destroyed several privately owned factories in 
Lebanon. Wajid al-Bisri 

Association of Lebanese Industrialists (ALI) 

the country\'s largest dairy farm 

Valley; a plastics factory in Tyre; a tissue paper factory in 
Sidon 

Beirut\'s southern suburbs have been completely or nearly 
completely destroyed. According to Bisri 

outlook will be \"much worse that we can possibly imagine when 
the whole thing ends 

on the industrial sector alone will take years to recover 
from.\" In a July 17 letter to the Ambassador 

Fadi Abboud appealed to the Ambassador to assist Lebanon in 
avoiding \"any further destruction by Israel\" of the Lebanese 
industrial base. Future Movement MP Nabil de Freige 
shareholder of Liban Lait 

the Baalbeck area of the Віда Valley had been completely 
destroyed. He said there was no Hizballah presence around 
the USD 10 million investment 

cows 


PETROLEUM SUPPLIES 


11. (SBU) During a July 15 conversation 

Manager of Mediterannean Oil Shipping and Transport Co. 
(MEDCO) 

for 10-12 days under normal circumstances. Chammas said that 
petroleum was being delivered at two to three times the 

normal rate 

run out by the end of this week. Other sources have 

indicated that Lebanon may have as much as a 30-day supply of 
petroleum. Chammas is concerned that the remaining fuel 
supply could be hit by Israeli air strikes. Several 

petroleum stations have been targeted in the Israeli air 

raids. Petroleum storage facilities at Dora have so far 
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avoided a direct hit from the Israeli air strikes 

shells have come close to the tanks. Lebanon\'s major oil and 
gas storage facilities were closed July 17 and 18 due to 

fears that they would become the target of Israeli shells. 

The closure has had a major effect on the supply chain 
mainly affecting gas stations and bakeries. Fuel stations 
have established a rationing system of 20 liters. The Jiyeh 
power station 

has become unoperational as a result of the Israeli shelling. 


HIGH DEMAND FOR FOODSTUFFS 


12. (U) Demand for consumer goods remains high in areas 
that have received a large number of displaced persons. 
Supermarket shelves in Jbeyl 

at the end of the day on July 18. There continues to be 
adequate stocks of most food supplies in many areas not 
targeted by the bombings. The Beirut Traders Association\'s 
head Nadim Assi announced that there is enough food supply 
for the coming five months; traders had imported additional 
quantities of food in anticipation of a promising summer 
season. The trouble 

where it is most needed 

roads. Economy Minister Haddad has warned against any 
unethical increase in prices of consumer goods. He called on 
consumers to report complaints to the MOET. Haddad reassured 
citizens during a July 18 press conference that there are 
sufficient supplies of wheat 

Secretary General of the Federation of Bakeries Anis Bishara 


SIPDIS 
called on citizens not to buy bread in excessive quantities 
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on July 17; Bishara said bakeries located in areas that were 
not shelled can produce enough bread for the existing 
population for a number of weeks. Consumers continue to 
purchase goods in excessive quantities despite reassuring 
calls from suppliers about sufficient existing stocks. 

Prices of agricultural products аге on the rise as the Biga 
Valley 

further isolated. Truck drivers are increasingly reluctant 

to transport goods from the Віда. 


STOCK EXCHANGE CLOSED 


13. (SBU) After dropping the maximum allowable 15 percent 
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on July 14 

on July 17 

Embassy that the BSM will not do any additional trading this 
week. He said that a decision was made on July 18 to close 
trading on the BSM until further notice. He said that on 
July 21 the BSM Committee 

meet to decide if trading will resume on Monday July 24. 
Khalaf said BSM staff are reporting to work to handle 
internal business and offices were closing at 1 p.m. 
FELTMAN 
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points 

would immediately pass them on to FM Taiana who is on an 
official visit to Paraguay. 

GUTIERREZ 
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proposal for Council consideration of a \"package of actions 
including a stabilization force. He reported SYG Special 
Adviser Nambiar and his team had held \"promising\" talks in 
Cairo and Beirut and would travel next to Israel and the West 
Bank/Gaza. He said there was \"an intention\" to go to Syria 
and that the team could arrive in New York possibly by the 
end of the week. Cataloguing threats to UNIFIL personnel 
from IDF military action 

Olmert\'s assurances to SYG Annan of freedom of movement for 
UNIFIL had not yet been fulfilled. 


2. (C) Following briefings by the Secretariat 

Council members proposed that the French Ambassador (as 
President of the UNSC) deliver a press statement noting the 
morning\'s consultations 

remain engaged on the situation in Lebanon 

restraint and the importance of avoiding civilian casualties. 
They noted that the G-8 and the Arab League had issued 
statements calling on the Council to act. After Ambassador 
Bolton argued strongly that the Council should wait for 
Nambiar to return before pronouncing on the conflict 

French Ambassador agreed to brief the press solely in his 
personal capacity and not on behalf of the UNSC. Several 
Council members expressed interest in Council action after a 
Nambiar briefing 

Summary. 


Secretariat Urges Restraint 


SIPDIS 
and Promotes Cease-Fire 
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3. (С) During their briefings to the Council 

Political Affairs Under Secretary-General (U/SYG) Gambari and 
Department of Peacekeeping Operations (DPKO) Assistant 
Secretary-General (A/SYG) Lute both condemned Hizballah 


SIPDIS 

attacks on Israel 

civilians and civilian targets of Israel\'s response 

called for an immediate end to hostilities. Warning of a 
devastating impact on Lebanon and the broader region if the 
situation continues to escalate 

Hizballah stop its \"indiscriminate\" attacks on Israeli 
population centers. Noting that civilians are bearing the 
brunt of the conflict 

of Lebanon\'s civilian infrastructure must end 

there is no viable military solution to the conflict. 

Gambari expressed deep concerns that Israeli calls to 
civilians in south Lebanon to leave their homes were breaches 
of international law. He announced that the UN would 
dispatch a four-person team from the Office for the 
Coordination of Humanitarian Affairs (OCHA) to help manage 
humanitarian relief efforts. 


4. (С) Turning to SYG Special Adviser Nambiar\'s mission to 
the Middle East 

delegation held \"promising\" talks with Egyptian officials and 
Arab League FMs in Cairo as well as GOL PM Siniora and 
Speaker of the Parliament Berri in Beirut. Nambiar and his 
team would travel on to Israel to raise with the GOI the 
ideas they discussed with Siniora. If necessary 

travel on to the Palestinian territories and possibly return 

to Beirut to continue consultations with the GOL. In 
response to a question by Ambassador Bolton 

confirmed that the team intends to visit Damascus. He 
expressed hope that the Nambiar team would return to New York 
by the end of the week -- at which point they would brief the 
Council on their mission. In appealing to the UNSC to play 
its role in defusing the crisis 

the Arab League and the G-8 -- as well as PM Siniora\'s 
address on July 15 -- to emphasize the importance of an 
immediate cease-fire 

and efforts to address the humanitarian situation. He also 
referred to SYG Annan\'s suggestion that the Council consider 
a package of measures 

implementation of UNSCRs 1559 and 1680 and a new UN 
\"stabilization force.\" 


5. (C) Describing the status of UNIFIL personnel 
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expressed concern that assurances from Israeli PM Olmert to 
SYG Annan about freedom of movement for UNIFIL personnel had 
not yet been fulfilled 

operations. She reported 17 instances of IDF fire close to 
UNIFIL positions on July 16 alone. UN position 833 (near 
Houleh) had been hit by two IDF tank rounds 

had resulted in injury to one soldier assigned to UNIFIL; UN 
position 644 (near al-Tirri) had also suffered a direct hit 

with no casualties. Lute also said UNIFIL forces had been 
put in danger when the IDF shelled UNIFIL conveys escorting 
civilians leaving the Lebanese village of Marwahin. IDF 
shelling of the city of Tyre 

housed 

had caused no injuries. (Note: The Israeli Mission to the UN 
is compiling a response to DPKO 

future consultations. End Note.) UNIFIL had asked the IDF 
for an eight-hour window July 17 to re-supply its positions 
which the IDF supported. She said the UN was planning sea 
and land evacuations (to the north) of UN staff and 
dependents out of Lebanon. In addition to describing the 
status of UN forces 

observed three IDF tanks crossing the Blue Line at Ras 
Nagoura as well as IDF troops erecting concrete blocks at 
Ghajjar inside south Lebanon. 


Several Delegates Call for UNSC Action 
Before Nambiar Mission Concludes 


6. (C) After briefings by the Secretariat 

delegation expressed support for a UNSC press statement 
noting the day\'s briefings and declaring the Council\'s intent 

to remain engaged on the situation in Lebanon. Other 
delegations 

Greeks 

detailed statement in which the Council would also urge 
restraint and reiterate the importance of avoiding civilian 
casualties. While acknowledging differences of opinion about 
calls for a cease-fire 

Council should support a truce to allow diplomatic efforts to 
succeed. Ambassador Bolton argued strongly that the Council 
should not cherry-pick substantive elements from the two-page 
G-8 statement and should wait for the Nambiar mission to 
return to pronounce on the issue. After a long discussion 

the French Ambassador agreed that he would brief the press in 
his personal capacity on the morning\'s consultations and 
would not make a statement on behalf of the entire Council. 
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7. (С) The French Ambassador announced he would hold 
bilateral discussions with Council members to determine how 

the UNSC should respond to briefings by Nambiar and his team. 
He suggested preliminarily that the Council should support 

the GOL 

the full implementation of UNSCRs 1559 and 1680 

an immediate cease-fire. The UK DPR 

comments during a joint press conference with SYG Annan about 
a possible \"international security presence\" to help prevent 
attacks by Hizballah on Israel 

on the details of such a force as well as a plan to implement 
outstanding UNSCRs. She suggested the Council agree on these 
points by the time the Nambiar mission returns to New York. 
China and Russia argued that the Council need not wait until 
Nambiar returns to take action and both supported an 

immediate cease-fire. Japan said it was flexible on the 

question of UNSC action before Nambiar\'s return and expressed 
its support for the principles contained in the G-8 

declaration. Qatar reiterated the importance of a cease-fire 

and insisted that Israel could not take it upon itself to 

implement UNSCR 

1559. 

BOLTON 
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is banditry linked to misery 

certain criminals.\" He called on Joseph to reform the police 
department and the department of justice 

contributed to the current insecurity. 


3. (S/NF) Joseph 

tough stance on corrupt police officers. However 

reports that 

members of the IG staff were to refrain from investigating 
leads of drug trafficking by police assigned to protect 
President Preval or President Aristide. 


4. (S/NF) Comment: Joseph\'s \"tough on corruption\" approach is 
welcome news. However 

towards the members of the President\'s detail is troubling. 

His past decisions suggest that he may only seek reform where 

it is comfortable to do so. Preval\'s remarks criticizing 

repatriation of criminals is an unhelpful slap at the U.S. 
repatriation program. End Comment. 

SANDERSON 


71924 
71925 
Mauritania and France. 


End Key Points and Comments. 
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1.(0) According to media reports 

Jean-Francois Cirelli signed an agreement with Minister of 
Energy and Oil Mohamed Ali Ould Sidi Mohamed to conduct a 
feasibility study for the setting up of an LNG facility 

possibility of energy production from natural gas and a plan 

to train Mauritanian personnel on natural gas-related 
activities. 


2. (U) The terms of the agreement include: 


-- Completion by Gaz de France of a feasibility study of an 
LNG supply chain in Mauritania. The research will determine 
the existing opportunities for the development of gas 
industry activities in Mauritania. It will focus on the 
exploration and production of natural gas 

in Mauritania in addition to sea transport and possible 
commercial outlets in Europe or North America. 


-- Possibility to develop in Mauritania electricity 
generation using natural gas. 


-- Training programs developed for Mauritanian employees 
focused on activities related to natural gas with a view to 
developing local gas industry expertise. 


3. (U) The potential reserves of natural gas could offer 
substantial long-term prospects. Gaz de France first began 
operations in Mauritania in 2005 in the area of exploration. 
Under the terms of an agreement with Dana Petroleum 

to the official approval of the relevant authorities 

France will own stakes in three offshore exploration blocks. 
LeBaron 
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offense at his absence. Holy See officials told us that from 
their perspective the visit was a success 

remain in Vatican - Spain relations. End Summary. 


2. (SBU) Pope Benedict XVI traveled to Spain in early July 
for the Vatican\'s World Meeting of Families 

for potential conflict between the Holy See and a Spanish 
government that has irritated the Vatican with its positions on 
some \"life and family issues\" (reftel). In the event 

did not shy away from comments on same-sex marriage 
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and genetic research 

finger-wagging at the Spanish government 

the Western world in general. Benedict has prioritized a battle 
against what he sees as the Western world\'s embrace of 
relativism and radical secularism 

forgotten the social adhesion provided by traditional 
Christian/moral values. 


3. (SBU) The pope\'s visit coincided with the release of a new 
compendium of Catholic doctrine on the family. Issued by the 
Pontifical Council for the Family (this year celebrating its 

25th anniversary) 

life centered on a married heterosexual couple and their 
children 

artificial contraception. 


4. (SBU) More aggressive proponents of the lines reinforced by 
the document include Council for the Family President Cardinal 
Alfonso Lopez Trujillo 

embryonic stem-cell research 

the researchers 

American Cardinal William Levada 

theological body 

such as same-sex marriage and the liberalization of legislation 
on abortion and divorce. 


5. (С) In this context 

than some expected. While making his points on the relevant 
\"family\" issues clear 

positive during the conference. When asked by reporters about 
the legalization of gay marriage in Spain 

preferred to encourage heterosexual families 

time offering help and respect to homosexuals. Monsignor Paolo 
Gualtieri (protect throughout) 

Spain 

Spanish government. In addition 

emphasize the hot-button family issues in his private meeting 
with Spanish PM Zapatero. The pope asked for greater 
cooperation on those issues (and the teaching of religion in 
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schools) 
as immigration 


VATICAN 00000141 002.2 OF 002 


Is Spain Worth a Mass? 


6. (C) Vatican-based media and others reported \"controversy\" 
over PM Zapatero\'s decision not to attend the conference\'s 
concluding mass celebrated by the pope. Gualtieri told us that 
the pope was not miffed by Zapatero\'s absence. If anything 
Gualtieri said 

potential embarrassment\" due to protests or other controversy 
that may well have occurred had he attended the mass. The 
conference as a whole had the fingerprints of conservative 
Catholic group Opus Dei and several right-leaning Spanish 
politicians - few of whom 

be counted among Zapatero\'s greatest admirers. 


7. (C) Media contacts told us privately that outgoing Vatican 
press office chief Joaquin Navarro-Valls (septel) purposely 
played up the \"snub\" angle. Vatican officials confirmed that 
Navarro-Valls was on his own on this one 

Spaniard and Opus Dei member himself 

personally involved in the story. Gualtieri noted that the 
government was in fact represented by two cabinet ministers. 
\"There really was no problem [regarding the mass] 


8. (SBU) Continuing to surprise those who expected him to be a 
heavy-handed enforcer in the papacy 

persuasion rather than fire and brimstone in his battle against 
relativism and secularism. This may not be a fight that the 

pope can win in Spain or the rest of Western Europe 

current approach may have greater long-term impact than the 
alternative. 

MARTIN 
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control everything 
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Baghdad managed staff at all the IECI offices in Iraq. Talabani 
also insisted the provinces be given at least 70 days\' advance 
notice of the date for the elections. 


(C) DETERMINING VOTER ELIGIBILITY IN KIRKUK 


4. (C) Talabani said the IECI in Kirkuk will monitor voter 
eligibility 

identity cards 

is an easy process. For instance 

upon moving to Kirkuk go to the Food Ration Center with a 
national or civil identity card to request that their food 

ration records be transferred from Sulaymaniyah or other 
locations to Kirkuk. Talabani would like to make a special card 
for each voter to prevent forgery 

funding. He said that according to the law 

the right to vote 

the IECI during provincial elections but that the referendum 
will be problematic because the IECI does not know which areas 
will vote to belong to Kirkuk Province. The Kirkuk IECI has 
been compiling a list of all Kurdish citizens but Talabani said 
the administrative border of Kirkuk is \"not clear right now so 
enrolling is a problem\" and claimed implementation of Article 
140 must occur to determine the administrative borders of 
Kirkuk. Talabani would like at least one UN representative in 
each IECI office to supervise the elections 

that either the IECI or the Ministry of Planning would conduct 
the Kirkuk census 

that his office would be a \"major factor\" in the referendum. 


(С) PRESENT AND FUTURE CONFIGURATION OF KIRKUK IECI 


5. (С) Currently there are 55 employees in the Kirkuk IECI 

office 

elections and referendum. On the ethnic representation 

are 7 Kurds 

and Arabs. Talabani also noted there are remnants of the BaVath 
party in Baghdad who create problems between the Kirkuk and 
Baghdad offices in any efforts to reform personnel in the Kirkuk 
IECI. Talabani would like to create a board composed of 2 

Kurds 

IECI office in Kirkuk. 


(0) BIOGRPAHIC NOTES 


6. (С) Ferhad Majid Talabani: since 30 January 2005 
member of the Kurdistan Supreme Electoral Committee 
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supervised IECI offices in the three Kurdish provinces. He is 

from the Talabani clan but claims to be independent politically. 

He was born in the Shorija neighborhood of Kirkuk in 1965; 
received primary and secondary education in Kirkuk; degree in 
Mechanical Engineering from Baghdad University and worked as a 
contractor; lived in Yugoslavia (Skobje - Macedonia) for 6 to 7 
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years. He claims to speak the dialects of all the ethnic 
communities of Kirkuk. 


(U) COMMENT 


7. (C) Poor security 

indifference 

attempts to stall the process in order to cite lack of action 
from Baghdad as license for unilateral Kurdish efforts to 
normalize Kirkuk with little federal or independent oversight. 
JBIGUS 


71928 

Toward Socialism (MAS) party is currently squabbling over who 
will preside over the Assembly 

secure position. It will control a majority of Assembly 
delegates 

delegates in an attempt to reach the two-thirds necessary to 
control the Assembly\'s outcome. 


4.(C) Despite its successes 

been hampered by inexperience 

Venezuelan and Cuban influence 

signals about GOB plans and intentions. The GOB continues to 
suffer from intra-governmental miscommunication 

recent example being Minister of Education Felix Patzi\'s 
triumphant declarations about the outcome of the July 10-14 
education congress 

the Presidency Juan de la Quintana as too one-sided (septel). 
The GOB has issued conflicting public and private statements 
on the nationalization of natural resources (whether mining 
would be affected) 

eradication) 

the United States (ranging from rejecting the possibility 
outright to suggesting an agreement under another name) 
military relations (regarding the return of U.S. 
counter-terrorism equipment). While Morales speaks publicly 
about making democracy more inclusive for Bolivia\'s 
indigenous (and seems to believe he is effecting positive 
change) 
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institutions by criticizing the courts 

opposition for \"working against\" his government and initiated 
legal action against political opposition and several former 
presidents 

Morales bills the upcoming Constituent Assembly as the 
vehicle for democratic change 

use it to consolidate power much like Venezuelan President 
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Hugo Chavez. 


5. (C) Frank and open dialogue has been the hallmark of the 
U.S.-Bolivia bilateral relationship. Since January 

relations have been buoyed at times by limited GOB 
cooperation but damaged at others by anti-U.S. rhetoric. The 
Morales government has cooperated with the Embassy on drug 
interdiction but is significantly behind on eradication 

efforts. Mil-to-mil cooperation has decreased significantly. 
U.S. assistance via USAID continues at previous levels 

the focus of assistance has shifted from the central 
government to Bolivia\'s prefects and other decentralized 
players. Overall 

for its own political gain 

defending Bolivia against \"the northern empire\" generated 
support among many indigenous and rural voters in the run-up 
to the July 2 Constituent Assembly elections. 


6. (C) Comment: Since the elections 

reaching out to the United States anew 

remains unclear. Recent positive overtures include the vice 
presidentVs attendance at the Embassy\'s July 4 reception 
defense minister's request for additional U.S. assistance 
and close collaboration on Garcia Linera\'s trip to 
Washington. While perhaps an optimistic view 

offers of U.S. support and assistance 

context of stark Washington reality and with clearly 
delineated USG expectations 

straight and narrow path 

GREENLEE 
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western tactics" with Shuwani suggesting that the IA infantry 
divisions were too lightly armed to be a \"real army. Rubaie 
and Al-Qadir responded that the mix of equipment and tactics 
was cost-effective 

appropriate to fight terrorists. Afterwards Iraq could worry 
about equipment to defend against any hostile neighbors. The 
group agreed to increase IA numbers to achieve 110 per cent 


Column 3 
of authorized battalion strength to compensate for unplanned 
absences due to annual leave 


4. (S//REL GBR AUS) Turning to police training 

pointed out that the police are much more complex than the 
army 

border police (including customs police) 

and national police all protect and serve the people. 
MNF-I\'s real goal is to train the Iraqi police to establish 

and maintain civil security 

military security. The police have good capabilities 

there are leadership challenges. 


5. (S//REL GBR AUS) In response 

intention to \"rehabilitate\" the MOI 

corruption 

accountability and cash rewards for excellent performance 
and punishments for crimes. The goal is for MOI to regain 
the people\'s trust. He is developing a six-month plan to 
reform MOI 

qualified MOI officials to make MOI more professional. He 
added that the Facilities Protective Service (FPS) is a big 
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challenge because the number of FPS employees is large 
several years ago they were often selected for employment for 
political reasons rather than professional qualifications. A 
committee formed by Al-Qadir 

would present a plan to integrate the FPS into the MOI. 


6. (S//REL GBR AUS) In the ensuing discussion 

if training of the next batch of 10 

accelerated by 50 percent 

to attract recruits who had been soldiers in the old army 
who therefore would start training with some background. 
Dempsey repeated that quality was better than quantity 
that accelerating training now would present logistical 
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synchronization problems. In the end 

these issues be given to the new working group to examine the 
ISF\'s optimal force structure 

requested by Maliki. 


7. (S//REL GBR AUS) Chiarelli gave a broad overview of the 
proposed Phase II of the Baghdad Security Plan for the ΜΟΝΟΝ 
approval. The plan would seek to secure Baghdad from the 
\"inside out\" by blocking operation of death squads 

would then likely result in a decrease in \"tit-for-tat\" 

sectarian violence. Existing forces in Baghdad would be 
redeployed 

the Baghdad area. Baghdad would be divided into two sectors 
- east and west of the Tigris River. The main emphasis first 
would be to bring peace to the western sector 

east 

(IAG) from one bank to another to conduct assassinations and 
murders. Troops would seal off certain neighborhoods through 
checkpoints and 

searches for terrorists and illegal weapons. As one 
neighborhood was pacified 

outwards. The one canal running roughly parallel to the 

Tigris in east Baghdad would have a series of checkpoints at 
bridges to inhibit IAG movement. Eventually 

operation would target Sadr City 

west Baghdad and other areas of east Baghdad. In addition to 
the cordon operations of Phase ΙΙ 

Phase ІХ raids against known and suspected AQI terrorists 
and AIF death squad leaders. (Note: Baghdad\'s western sector 
is mainly Sunni 

Note.). After discussion of what would be involved in 
house-to-houses searches 

start more detailed operational planning of Phase ΙΙ 

report his findings to the MCNS on Sunday 


8. (S//REL GBR AUS) Over the past few weeks 

privately expressed skepticism about the quality of IA troops 
and the police. Dempsey\'s brief was intended to give him 

more information about the armed forces under his control 

and to boost his confidence. Dempsey repeatedly invited 

Maliki to pay a visit to a training facility so he could see 

the standards that the IA were achieving. The debate among 
the MCNS members revealed some concerns about the present 
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training and force structure plans 

implied they were hearing in detail for the first time. Some 
Iraqi modifications to these plans will be considered and 
adopted in the future to enhance Iraqi buy-in to the plan. 
By contrast 

with several senior Iragis beforehand 

were incorporated into the strategic plan presented to the 
MONS. As a result 

Phase II plan 

operational planning. 
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REF: MEXICO 3907 


1. (U) Summary: On July 14 

Executive Secretary of the influential NGO Alianza Civica 
(Civic Alliance) 

organizationVs election observation mission. She called on 
the electoral tribunal (TEPJF) to give greater credibility to 
the election results by ordering a recount of ballots from 
contested polling stations. While Alonso acknowledged that 
she had not found any concrete proof of widespread or 
Systematic fraud 

had witnessed a number of irregularities 

voter coercion and inconsistent vote tally sheets 

anomalies in the Federal Electoral Institute\'s preliminary 
count (PREP) 

in the fairness of the electoral process. She emphasized 
that AC was not condemning the IFEVs handling of the 
election 

public confidence in the results and the legitimacy of the 
newly-elected government. End summary. 


2. (U) On July 14 

Executive Secretary of AC 

fostering greater transparency and citizen participation in 
the Mexican political process 

recent report on its election observation mission. In 
coordination with 28 different organizations 

2000 Mexican national observers along with 46 foreign 
observers in 26 states. Because of its wide reach 
considered one of Mexico\'s most credible election-related 
NGOs апа its call for a recount was widely published in major 
newspapers across Mexico. 


3. (U) Alonso praised IFEVs efficiency and organizational 
skills 
130 
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while her AC\'s observers had not uncovered any evidence of 
widespread or systematic fraud 

irregularities in individual precincts to warrant a recount 

at least in those precincts. One such problem related to the 
PREP count of the votes 

cast for senate candidates than for the presidency in certain 
precincts. Given the closeness of the presidential race 
asserted that such anomalies aroused suspicion as to the 
PREP\'s integrity. Although the PREP itself was an unofficial 
count 

that IFE\'s final results were legitimate. 


4. (U) Alonso also discussed some of the problems AC 
observed in polling stations on Election Day. She noted that 
4% of the polling stations AC visited did not have ink to 
mark votersQ 

precincts 

was easily washed off. According to AC observers 

occurred mostly in the states of Coahuila 

Yucat n. In 2% of the observed polling stations 

particularly in Morelos 

reported cases of citizens arriving to vote who already had 
apparent ink stains on their thumbs; she was unable to 
confirm whether election workers had turned such voters away. 
(Note: These irregularities did not consistently occur in 
states favoring one particular political party; while 

Coahuila and Yucatan favored the PAN 

Oaxaca favored the PRD. End note.) 


5. (U) Alonso also mentioned that AC\'s observers detected 
possible violations of the right to a free and secret vote in 
1196 of the voting booths they visited. In most such cases 
AC observers saw unauthorized people lingering around the 
polling stations 

presumably to keep track of who voted. In a few cases 
voters were observed revealing their votes to poll officials 
and in some polling booths there was no curtain to assure 
voters\' privacy. In 14% of the polling stations AC observed 
a less coercive but nonetheless illegal form of pressure came 
in the form of \"mareas\" or groups of people dressed in party 
colors 

political party. (Note: Embassy observers in a traditional 

PRI stronghold in Oaxaca witnessed several men dressed in 
\"PRI red\" lingering around the voting place; nevertheless 
that particular voting station 

curtains 

were not seen communicating with the voters. End note.) In 
9% of the polls observed 

being transported to the polls in large numbers (\"voter 
round-ups\") 
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6. (U) As for the July 5-6 vote retabulation 
representatives in 61 of IFE\'s 300 district councils 
representing 14 different states. Alonso described to us 


three types of problems that AC detected at the district 
retabulations. First was the failure of many of the district 
presidents to call out the results publicly 

procedure 

conceded 

paper copies of the PREP results and the Election Day tally 
sheets 

if necessary. Second 

not correspond with the final results in the possession of 
party representatives. In many such cases 

representatives requested recounts; these recounts were 
often 

identified a precinct in Nuevo Leon in which the number of 
ballots cast was greater than the number of voters registered. 


7. (U) Although Alonso was complimentary of IFE\'s technical 
abilities 

lack of political aptitude or sensitivity. She said IFEQ 
credibility may have been damaged not only by the problems 
with the PREP and official counts 

intervene to address possible electoral law violations during 
the campaign. For instance 

TEPJF to order the PAN to remove a Calderon television ad 
declaring L\"pez Obrador \"a danger to Mexico 

asserted it should have done on its own initiative 

mandate to control slanderous political advertising. Alonso 
also pointed out the lack of IFE intervention when President 
Vicente Fox openly and repeatedly called for political 
continuity during the campaign 

impermissibly) favoring Calder\"n. Given these pre-election 
controversies 

narrowness of the margin 

IFE General Council President Luis Carlos Ugalde had been too 
forthcoming in his remarks on July 6 

according to IFEVs final returns 

most votes. (Note: In a July 12 meeting 

Alejandra Latapi (reftel) told poloffs that IFE President 
Ugalde had made a point of never officially declaring 
Calderon the \"winner;\" she said that in his July 6 remarks 
Ugalde had simply announced that according to IFE\'s final 
returns 

golden rule of democracy establishes that the candidate with 
the most votes wins. End note.) 


8. (SBU) Comment: Alonso emphasized that although AC found 
no proof of widespread or systematic fraud 
numerous irregularities 
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possibility that some represented isolated cases of fraud. 
She admitted that in many cases 

among less educated election workers 

culprit behind the irregularities. While IFE did its best to 
train election officials at the polling booths 

procedures 

the general population 

was that the workers be literate. Many had no previous 
experience in working on elections. Under these 
circumstances 

were inevitable. Alonso stressed that she had confidence in 
the integrity of the TEPJF and believed that a partial or 
complete recount 

restore public confidence in the election results. 


Visit Mexico City\'s Classified Web Site at 
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REF: MEXICO 3907 


1. (U) Summary: On July 14 

Executive Secretary of the influential NGO Alianza Civica 
(Civic Alliance) 

organization\'s election observation mission. She called on 
the electoral tribunal (TEPJF) to give greater credibility to 
the election results by ordering a recount of ballots from 
contested polling stations. While Alonso acknowledged that 
she had not found any concrete proof of widespread or 
systematic fraud 

had witnessed a number of irregularities 

voter coercion and inconsistent vote tally sheets 

anomalies in the Federal Electoral Institutes preliminary 
count (PREP) 

in the fairness of the electoral process. She emphasized 
that AC was not condemning the IFE\'s handling of the 
election 

public confidence in the results and the legitimacy of the 
newly-elected government. End summary. 


2. (U) On July 14 

Executive Secretary of AC 

fostering greater transparency and citizen participation in 
the Mexican political process 

recent report on its election observation mission. In 
coordination with 28 different organizations 
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2000 Mexican national observers along with 46 foreign 
observers in 26 states. Because of its wide reach 
considered one of Mexico\'s most credible election-related 
NGOs and its call for a recount was widely published in major 
newspapers across Mexico. 


3. (U) Alonso praised IFEVs efficiency and organizational 
skills 

130 

while her AC\'s observers had not uncovered any evidence of 
widespread or systematic fraud 

irregularities in individual precincts to warrant a recount 

at least in those precincts. One such problem related to the 
PREP count of the votes 

cast for senate candidates than for the presidency in certain 
precincts. Given the closeness of the presidential race 
asserted that such anomalies aroused suspicion as to the 
PREP\'s integrity. Although the PREP itself was an unofficial 
count 

that IFE\'s final results were legitimate. 


4. (U) Alonso also discussed some of the problems AC 
observed in polling stations on Election Day. She noted that 
4% of the polling stations AC visited did not have ink to 
mark votersQ 

precincts 

was easily washed off. According to AC observers 

occurred mostly in the states of Coahuila 

Yucat n. In 2% of the observed polling stations 

particularly in Morelos 

reported cases of citizens arriving to vote who already had 
apparent ink stains on their thumbs; she was unable to 
confirm whether election workers had turned such voters away. 
(Note: These irregularities did not consistently occur in 
states favoring one particular political party; while 

Coahuila and Yucatan favored the PAN 

Oaxaca favored the PRD. End note.) 


5. (U) Alonso also mentioned that AC\'s observers detected 
possible violations of the right to a free and secret vote in 
1196 of the voting booths they visited. In most such cases 
AC observers saw unauthorized people lingering around the 
polling stations 

presumably to keep track of who voted. In a few cases 
voters were observed revealing their votes to poll officials 
and in some polling booths there was no curtain to assure 
votersY privacy. In 14% of the polling stations AC observed 
a less coercive but nonetheless illegal form of pressure came 
in the form of \"mareas\" or groups of people dressed in party 
colors 

political party. (Note: Embassy observers in a traditional 
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PRI stronghold in Oaxaca witnessed several men dressed in 
\"PRI red\" lingering around the voting place; nevertheless 
that particular voting station 

curtains 

were not seen communicating with the voters. End note.) In 
9% of the polls observed 

being transported to the polls in large numbers (\"voter 
round-ups\") 


6. (U) As for the July 5-6 vote retabulation 
representatives in 61 of IFEVs 300 district councils 
representing 14 different states. Alonso described to us 


three types of problems that AC detected at the district 
retabulations. First was the failure of many of the district 
presidents to call out the results publicly 

procedure 

conceded 

paper copies of the PREP results and the Election Day tally 
sheets 

if necessary. Second 

not correspond with the final results in the possession of 
party representatives. In many such cases 

representatives requested recounts; these recounts were 
often 

identified a precinct in Nuevo Leon in which the number of 
ballots cast was greater than the number of voters registered. 


7. (U) Although Alonso was complimentary of IFE\'s technical 
abilities 

lack of political aptitude or sensitivity. She said IFEQ 
credibility may have been damaged not only by the problems 
with the PREP and official counts 

intervene to address possible electoral law violations during 
the campaign. For instance 

TEPJF to order the PAN to remove a Calderon television ad 
declaring L\"pez Obrador \"a danger to Mexico 

asserted it should have done on its own initiative 

mandate to control slanderous political advertising. Alonso 
also pointed out the lack of IFE intervention when President 
Vicente Fox openly and repeatedly called for political 
continuity during the campaign 

impermissibly) favoring Calder\"n. Given these pre-election 
controversies 

narrowness of the margin 

IFE General Council President Luis Carlos Ugalde had been too 
forthcoming in his remarks on July 6 

according to IFEVs final returns 

most votes. (Note: In a July 12 meeting 

Alejandra Latapi (reftel) told poloffs that IFE President 
Ugalde had made a point of never officially declaring 
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Calderon the \"winner;\" she said that in his July 6 remarks 
Ugalde had simply announced that according to IFE\'s final 
returns 

golden rule of democracy establishes that the candidate with 
the most votes wins.\" End note.) 


8. (SBU) Comment: Alonso emphasized that although AC found 
no proof of widespread or systematic fraud 

numerous irregularities 

possibility that some represented isolated cases of fraud. 
She admitted that in many cases 

among less educated election workers 

culprit behind the irregularities. While IFE did its best to 
train election officials at the polling booths 

procedures 

the general population 

was that the workers be literate. Many had no previous 
experience in working on elections. Under these 
circumstances 

were inevitable. Alonso stressed that she had confidence in 
the integrity of the TEPJF and believed that a partial or 
complete recount 

restore public confidence in the election results. 
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violence\" for allegedly organizing a meeting the morning of 
the attack during which they told the youths that Mabvuku was 
a \"no-go zone\" for the opposing MDC faction and paid them 
Z$20 million (or less than US$45 at the parallel rate) to 

carry out the attack. However 

witness the state claimed had seen the payment had 
disappeared 

Mubawu remains in jail and the High Court on July 20 will 
hear his appeal for bail. 


5. (C) Happias Zhou 

anti-Senate MDC\'s investigation commission 

post that the commission was making good progress and hoped 
to issue its final report before July 31. Zhou said the 

prosecutor had provided some court documents that the group 
had requested and commission members had visited the scene of 
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the attack to interview people living in the neighborhood. 

The commission had also interviewed Stevenson and one other 
victim but had encountered reluctance from the others. 


6. (C) In that regard 

Sibanda on July 17 issued a statement dismissing the 
commission and rejecting the faction\'s formal participation 

in it. Faction members were 

their private capacity. Justifying the decision 

stated that the anti-Senate faction had created the 
commission without first consulting the pro-Senate leadership 
and that there was no agreement on the terms of reference or 
how the commission findings would be dealt with. 


7. (С) It appears unlikely that the courts will get at the 

truth of this matter 

set on using them to further its efforts to brand Tsvangirai 
and his faction as the instigators of political violence in 
Zimbabwe. Tsvangirai himself has not denied the possibility 
that some of his supporters may have been involved (though he 
claims without his or anyone else in the leadership 

approval) and he has firmly and publicly urged his supporters 
to avoid succumbing to the temptation of violence. Moreover 
after appearing to be caught off guard when the story broke 
Tsvangirai moved decisively 


SIPDIS 

commission 

and is almost certainly the best hope for the truth. He has 
also been forthright in stating that if any of his faction 

are involved they must be expelled from the party 

it remains to be seen whether Tsvangirai will take decisive 
action 


8. (C) Absent any conclusive evidence of responsibility one 
way or the other 

principle of &qui bono.8 Clearly first ZANU-PF and then 

the pro-senate MDC faction have the most to gain. While the 
government has been predictably gleeful over this incident 

the most disappointing performance has come from the 
Mutambara faction. In its eagerness to score short-term 
points off Tsvangirai 

community 

efforts to paint the MDC rather than ZANU-PF as the source of 
the violence that has permeated Zimbabwean politics since the 
2000 parliamentary elections. Even Trudy Stevenson 

known of the victims 
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faction has overplayed its hand. In the long run 

the whole of the democratic opposition and the only real 
winner is ZANU-PF. 
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1. SUMMARY: After meeting with the Cabinet on July 19 
President Chirac announced France would be sending emergency 
aid to Lebanon and calls for \"humanitarian corridors\" to be 
opened. Chirac said that the GoF was cooperating closely 

with Lebanese officials on their needs. He also took the 
opportunity to stress the GoFVs plea for a "humanitarian 

truce\" and the conditions necessary to move beyond the 

current situation. France 

with the international community towards a cessation of 

violence. END SUMMARY 


2. President Chirac met with his key cabinet members on July 
19 

in Lebanon. In his declaration he reiterated the G8 text 
called for the liberation of Israeli soldiers 

rocket attacks into Israel 

civilian infrastructure in Lebanon. Regarding Palestine 
insisted that dialogue with PA President Abbas 

restarted. Chirac reiterated the need to implement UNSCR 
1559 

its entire territory. Re-establishment of authority 

stability and the sovereignty of Lebanon was the only way to 
assure peaceful 


3. The President called particular attention to the 
humanitarian situation in Lebanon 

civilian infrastructure 

and milk for children. Chirac announced that France 

with Lebanese authorities 

aircraft today 

ships in the area 

possible means for the transport of humanitarian supplies. 


4. \"Humanitarian corridors 

immediately. The safe movement of displaced persons and 
emergency supplies inside the country was vital. In 

addition 

purposes needed to be put in place. These safe passages were 
essential to the well being of the Lebanese people. 


5. Chirac closed by offering the Lebanese people France\'s 
moral support 
relief. 
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Linera made the American connection in Santa Cruz 

that he hoped the trip would go forward in the fraternal 

spirit in which it was planned. The GOB officials initially 
expressed concern that political motivations lay behind the 
incident but later appeared satisfied with the Ambassador\'s 
apology and explanation. The issue will likely make headlines 
for the 24-hour news cycle. End summary. 


2.(С) Acting Foreign Minister and Minister of Government 
Alicia Munoz summoned the Ambassador July 19 to explain why 
Vice President Alvaro Garcia Linera was not allowed to board 
American Airlines flight 922 from La Paz to Miami (with a 
stopover in Santa Cruz). President Morales\' personal 

secretary 


SIPDIS 
advisor 
present. 


3. (С) Munoz began the meeting by \"cordially\" asking the 
Ambassador to explain why the vice president was not allowed 
to board flight 922 in La Paz the morning of July 19. The 

GOB representatives described the incident as a \"shock\" after 
close coordination with the USG to plan the trip. The 
Ambassador stated that he shared the GOB\'s concern and said 
the State Department believed everything was in order for 
Garcia Linera\'s trip to Washington. He apologized for the 
incident (and mentioned that he had apologized directly to 

the vice president) and attributed the error to an 

administrative \"gap.\" The Ambassador said that thanks to 
solid cooperation from the GOB 

others 

Cruz 

Ambassador expressed his regret but said he hoped the trip 
would go forward in the fraternal spirit in which it was 

planned. 


4. (C) Munoz and Gonzalez expressed concern that Garcia 
Linera (and three members of his delegation) were prevented 
from boarding for political reasons intended to send a signal 
to the GOB. They said they found it \"highly coincidental\" 
that no member of the GOB delegation was allowed to board. 
The Ambassador reassured his interlocutors that this was a 
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technical problem without a political component and mentioned 
that other governments\' representatives have had similar 
problems in the post-911 security environment. The GOB 
officials asked for an investigation and a formal written 
response explaining the circumstances that contributed to the 
incident and expressed interest in coordinating public 
statements on the subject. The Ambassador said the USG was 
conducting an investigation and agreed to share whatever 
information he could upon its completion. He did not commit 
to a formal written response. 


5. (C) As the tone of the meeting softened 

turned to the substance of Garcia Linera\'s trip. The 
Ambassador emphasized that the trip would open doors but may 
not secure definite results. Solon commented on GOB trade 
discussions with the European Union 

two years to accommodate Bolivia\'s Constituent Assembly. Не 
noted that the GOB would not be averse to similar 

negotiations with the United States 

\"sensitivities\" were taken into account. Не said Garcia 

Linera would raise this issue during his July 20-21 meetings 
with executive and legislative officials in Washington. 


6. (С) Comment: While the meeting opened on a formal and 
suspicious note 

with the Ambassador\'s apology and explanation by its 
conclusion. This issue will attract significant press 

attention for the next day but will hopefully be overtaken by 


LA PAZ 00001955 002 OF 002 


more positive news of Garcia Linera\'s trip. End comment. 
GREENLEE 
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level.\" He similarly insisted that ЕМ Benaissa\'s recent 
travel to Tehran had focused on the nuclear issue 
Morocco has not discussed support for Hizballah with the 
Iranians. 


4. (С) Turning to the Israeli-Palestinian conflict 

recalled that during A/S Welch\'s last visit to Morocco 

had urged the U.S. to help strengthen Abu Mazen. However 
the peace process had stalled 

the result. The Charge noted that Hamas is preventing 
progress on peace by refusing to embrace the principles 
outlined by the Quartet and international community 
including renunciation of violence 

Palestinian commitments 
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exist. Azeroual acknowledged this but strongly encouraged 
continued U.S. support for Abu Mazen and continuing dialogue 
with regional actors. 


5. (C) Comment: This discussion illustrates the Moroccan 
governmentVs careful positioning regarding events in the 
Middle East. The Moroccan leadership recognizes the serious 
threat posed by Hizballah and Hamas 

Islamist groups - the radical Justice and Charity 

Organization and the Party for Justice and Development 

is more moderate but has nevertheless reached out to Hamas. 
While media commentary in Morocco concerning the current 
conflicts is overwhelmingly anti-Israel 

of its history of dialogue with Israel and its valued Jewish 
minority 

current defense minister is Moroccan. Although informal GOM 
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reaction to the Saudi statement holding Hizballah responsible 
for violence was positive 

League consensus. Nevertheless 

encouragement from the U.S. 

positioned and intellectually disposed to play a constructive 
role in the Middle East. 
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spirituality of indigenous nations and the Bolivian people\" 
and \"rejects all dogmatic impositions.\" The Catholic Church 
accused delegates of ignoring the GOB\'s promise to respect 
religious education and joined other groups 

teachers and professors 

Most observers have declared the congress a failure 
Minister of the Presidency Juan Ramon Quintana criticized the 
education minister for failing to achieve consensus. While 
the MAS got what it wanted on paper 

reform appears far from settled. End summary. 


2. (U) Days of heated debate ended July 14 with the National 
Education Congress\' endorsement of a secular education system 
that \"respects the beliefs and spirituality of indigenous 

nations and the Bolivian people\" and \"rejects all dogmatic 
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impositions.\" Тһе role of religion (and especially of the 
Catholic Church) was a particularly contentious issue 

reforms calling for the \"decolonization\" of education 

(reftel) and greater emphasis on indigenous cultures and 
languages also generated debate. The congress endorsed the 
changes without full support 

walked out July 10 to protest the GOB\'s heavy-handed 
management of the week-long meeting. 


3. (U) The Catholic Church accused delegates of ignoring the 
GOB\'s July 13 promise to respect religious education and 
joined other groups 

opposing the proposed reforms. La Paz Archbishop Edmundo 
Abastoflor said in his July 16 homily that it would be 

\"silly\" to stop allowing Bolivians to be guided by God 

Santa Cruz Auxiliary Bishop Estanislao Powlaszewicz remarked 
that the GOB wanted to eliminate \"not only religion 

God\" from national education. Teachers 

professors 

representation in the congress and complained that the event 
was unfairly controlled by the Movement Toward Socialism 
(MAS) party 


4. (SBU) Most observers 

Neighborhood Committees Secretary General Benjamin Caceres 
have declared the congress a failure. Caceres told EconOff 
July 18 that the walk-out of key groups weakened the 
congress\' legitimacy and would lead to new confrontations 
between the GOB and civil society. Minister of the 

Presidency Juan Ramon Quintana criticized Education Minister 
Felix Patzi for failing to achieve consensus and suggested 

the congress was \"not the best venue\" for debate 

the withdrawal of important institutions. The GOB 

\"would have liked to obtain better results.\" 


5. (SBU) Comment: While the MAS got what it wanted on paper 
(delegates made few changes to the MAS proposal) 
educational reform appears far from settled. The MAS could 
be taking on more than it can handle by opening an internal 
front against the Church 

In addition 

what could go wrong in the Constituent Assembly. We will 
continue to monitor how planned reforms will impact the 
American Cooperative School and work with the diplomatic 
community to press the GOB to moderate its position. End 
comment. 
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cases 
and assist with exhumations. She said that if there is an 
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exhumation or one of the doctors is called to testify in 
court (as frequently happens) 

bodies must halt 

and return to families. She said OMPF has requested 
assistance from the UK government 

funding is approved 

months. 


REMAINS FROM SERBIA NOT EXHUMED PROFESSIONALLY 


3. (SBU) OMPF forensic anthropologist Oran Finegan said the 
condition of the remains repatriated on June 30 shows that 
the Serbian government did not conduct the exhumations 
professionally. As a result many of the skeletons are 
commingled. He told PolOff that usually two forensic 
anthropologists and two forensic pathologists would work 
together on a team to do the type of painstaking work he is 
currently doing with the bodies repatriated from Serbia. He 
said he must reconstruct each individual skeleton to 
determine which bones go to which body 

that have been identified from those that have not. He said 
he x-rays each body for bullet fragments 

bullet entry and exit points and reconstructs bone fractures 

to identify injuries to the body. He said the vast majority 

of the bodies from Serbia have bullet wounds and evidence of 
blunt force trauma. 


4. (SBU) Finegan said Serbian officials sent bone samples 
from many 

International Commission for Missing Persons (ICMP) in 
Sarajevo for DNA extraction 

is now working to ascertain which are which 

so far sent 8 or 9 additional bone samples to ICMP for 
analysis. 


5. (SBU) Finegan said many of the bags contain assorted 
parts that he now needs to try and match to either bodies 
that have already been identified and returned to their 
families 
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is already holding in six refrigerated storage containers 
outside the morgue. (NOTE. Finegan said that the 
refrigeration is not strong enough to keep the bodies from 
decomposing 

own heat. END NOTE) Brasey said one of the bags Serbia 
returned contained as many as 14 identified right femurs that 
could match bodies OMPF already previously identified and 
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returned to families or is holding in the morgue at the their 
request. 


NO POINT TO EXHUMATIONS WITHOUT FORENSICS WORK 


6. (SBU) Finegan and Brasey both said that the forensic work 
is an integral part of the exhumation process 

no point in exhuming bodies if they cannot then do the work 
necessary to identify the bodies and return them to their 
families. Finegan said that while he can put the bodies back 
together 

reports 

sign death certificates. He said only a forensic pathologist 
can carry out those functions. 


7. (SBU) Brasey said that OMPF has a forensic pathologist on 
standby in Sri Lanka 

(Ref B). She said that OMPF pays forensic pathologists 4 
euros per month (which 

they make in Europe). She said that OMPF already has 
salaries budgeted for Finegan and the forensic photographer 
through October out of the USG funding they have already 
received. Finegan added that although he has worked for OMPF 
since 2002 (and previously for the ICTY) 

leave Kosovo when his current contract expires in October 
and he cited uncertainty about funding as one of the reasons 
for his departure. 


OMPF WORKING TO RETURN REMAINS TO FAMILIES 


8. (SBU) Brasey said OMPF\'s first priority is to return 
those 16 bodies (eleven from mass graves in Batajnica and 
five from Perucac) that were already identified while in 
Serbia to their families. She said OMPF has prepared the 
death certificates 

identification and \"neutral\" DNA match reports (per ICMP 
specifications) 

the remains. She said the outreach team is currently in the 
process of notifying the relevant family member associations 
in Vushtrri/Vucitern 

handovers. 


BACKLOG OF UNIDENTIFIED REMAINS HELD IN STORAGE 


9. (SBU) Brasey said the ICMP has processed all of the bone 
samples that the Serbian government sent to them 

about 30 of them (16 sets of remains plus 14 femurs) 
generated identification \"matches\" and the rest ICMP returned 
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as \"unmatchable.\" She said OMPF does not have a clear 
understanding of what that means 

either the bone sample did not match any of the blood samples 
in the database 

\"threshold\" of probability 

mathematician by training) said that if only one family 

member gave a blood sample to ICMP 

impossible for a bone sample to match the blood at the 99.99% 
threshold. She lamented that OMPF probably has bodies in 
storage that fit that category 

returned to their families if the threshold could be lowered. 
Brasey said OMPF is trying to clarify these issues with ICMP 
at the sub-working group level (Ref C). 


10. (SBU) Brasey said that OMPF continues to receive a slow 
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but steady trickle of DNA match reports from ICMP that 

provide DNA identifications for some of the bodies OMPF 
already had in storage (pre-dating the latest repatriation). 

She showed PolOff a random sample of the most recent batch of 
DNA match reports that OMPF has gotten back from ICMP 

the three reports showed that OMPF had submitted the bone 
samples to ICMP in December 2003 

2003. She said she did not understand what criteria ICMP 

uses to determine which samples are tested first 

takes so long to get the results. 


11. (SBU) She said that OMPF is currently processing the 
approximately 50 match reports that OMPF received from ICMP 
in the past month. She said that every match must be 

analyzed by the OMPF forensic anthropologist assigned to 
identifications 

ante-mortem 

an identification certificate. Once he certifies the 

identification 

family members through the family associations to organize a 
handover of the remains. 


OMPF CONTINUES WITH EXHUMATIONS 


12. (SBU) Despite a shortage of leads on locations of 
possible gravesites 

Brasey said they have solid leads on an gravesite in the 
Raska region of Serbia 

line buffer zone across from Leposavic 

joint preliminary assessment of the site with Serbian 
authorities on July 28. She said they also have several 
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small sites that are ready for exhumation 

busy right now dealing with the repatriated bodies to be able 
to deal with them. Brasey provided PolOff with OMPF reports 
on two recent exhumations 

Serb in Dojnice village in Prizren on May 12 

remains suspected to be from Kosovo Albanians the village of 
Shushice 


13. (SBU) On June 26 OMPF exhumed two sites adjacent to the 
cemetery on Dragodan Hill (close to USOP) 

remains. OMPF Forensic Anthropologist Oran Finegan told 
PolOff that several sources have verified that 12 Kosovo 

Serbs from Pristina are buried in the vicinity of the 

cemetery 

pinpoint the location. Nikolov told PolOff OMPF discovers 
human remains at approximately 50% of its exhumations. 


RE-EXHUMATIONS NEEDED FOR DEATH CERTIFICATES 


14. (SBU) Finegan said that OMPF is also assisting Kosovo 
Albanian family members who request re-exhumations and 
autopsies of conflict victims who were buried immediately 
after the war without concrete identification and for whom no 
death certificates were issued. He said that the families 
need death certificates to sell property and to obtain war 
victimVs benefits. 


15. (SBU) COMMENT. Despite a shortage of new leads 
very busy making slow but steady progress on resolving 
missing persons cases. However 

the first step. The bodies must be identified and returned 

to their families 

forensics work. Without that work 

unidentified bodies being held at the morgue continues to 
grow 

process is designed to help. USG funding is targeted for 
both exhumations and forensics work on missing persons cases. 
This forensics work will include autopsies and 
identifications on bodies returned from Serbia as well as 
those exhumed in Kosovo. OMPF is doing crucial work at a 
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crucial time 

their families gives them some closure on the past and the 
opportunity to look towards the future. It is an essential 
pre-requisite to inter-ethnic reconciliation in Kosovo. END 
COMMENT. 
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16. (U) Post clears this message in its entirety for 
release to Special Envoy Martti Ahtisaari. 
MCBRIDE 


71941 

and more recent determination to fulfill the Contact Group\'s 
13 \"Priorities for Standards Implementation\" (reftel А). 

Ceku placed these government efforts firmly in a context of 
the final status negotiations and an expectation of imminent 
independence for Kosovo as well as integration into European 
structures. 


3. (SBU) Commenting on his cabinet 

28 that he had reviewed the performance of each minister and 
that V'I do not see that any minister has abused his office or 
not contributed to the Government\'s success. For the time 
being 

that followed the PM\'s address 

compared the record of current ministers with Ceku\'s rhetoric 
upon taking office. On March 10 Agim Ceku had announced a 
no-nonsense policy calling for every minister to be subjected 
to his personal review every 90 days (reftel B). At the 

time 

and vowed that underperforming 

would be removed. Majority coalition partner Democratic 
League of Kosovo (LDK) publicly authorized Ceku 

the junior partner Alliance for the Future of Kosovo (AAK) 

to fire underperforming LDK ministers. (NOTE. Although the 
PM would have such legal authority in any event 

gesture was widely seen as conferring political authority on 
Ceku over LDK ministers as well. END NOTE.) 


4. (SBU) During the July 14 floor debate 

Democratic Party of Kosovo (PDK) caucus leader 

that Ceku\'s report took credit for government accomplishments 
that were actually realized by previous governments (i.e. 

the 2003-4 PDK government). Veton Surroi 

Assembly\'s smaller opposition Reform Party Ora 
government has been acting without a concrete plan 

that the V'same government has been in place through three 
prime ministers.\" Within a few days of CekuVs address 
Organization for Democracy 

("Wake up\" in Albanian) 

newspaper 

CekuVs government. Cohu cited reports of UNMIKVs auditor 
general reports on the Pristina Airport and alleged that Ceku 
was ignoring widespread reports of corruption involving 
Minister of Trade and Industry Bujar Dugolli (AAK). 


5. (SBU) COMMENT. As Ceku\'s report rightly boasts 
100 days (we are actually past the 130-day mark) of his 
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administration have been marked by a focus on 
Standards-related action items in a context of a political 
stability that had eluded Kosovo in the aftermath of the 
January 21 death of President lbrahim Rugova. That stability 
in government has translated to stability and cooperation 
within the Kosovo final status negotiating team 
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precondition to a successful final status process. Ceku 

would like to do more to fulfill his early pledges to hold 

his ministers to his personal account and is likely to do so 

as soon as he judges that the coalition he heads could 

survive the upheaval of firing influential ministers. In the 
meantime 

opposition. And the opposition seems to understand the value 
of keeping the PM in place. As Surroi said to CDA after the 
July 14 session 

moving on.\" 


6. (U) U.S. Office Pristina clears this cable for release in 
its entirety to U.N. Special Envoy for Kosovo Martti 
Ahtisaari. 

MCBRIDE 
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commander from Helmand Province--Mullah Hamdullah Achekzai-- 
according to the IG Police. Balochistan police are currently 
investigating the other detainees for Taliban/ACM links. End 
summary. 


AFGHANS ROUNDED UP IN QUETTA 

2. (U) Balochistan police on July 16 

series of raids in Quetta intended to round up Afghan 

nationals illegally residing in Pakistan. Staff members of 
Inspector General of Police (IGP) Chowdry Mohammad Yaqub 
confirmed that over the course of three days 

Quetta have rounded up over 200 \"illegal\" Afghan nationals. 
Police and intelligence agencies told Emboffs they have been 
keeping track of the roughly 150 

launched the raids to cull those they believe are 

\"suspicious\". Press reports citing unnamed sources suggest 
that the raids were conducted on the basis of suspicions that 
concentrations of Taliban were present. The same sources say 
that further campaigns will be launched in other 
areas--including Chaman 

Pischin. DIG Quetta Salman Syed is reported to have said 
that the arrested Afghans were \"Taliban fighters\". Post has 
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received no independent confirmation that Taliban cells were 
in fact the target of the raids. 


3. (C) Those detained over the course of the raids will be 
charged under the \"Foreigners Act 

will eventually be deported to Afghanistan. Police officials 
are currently investigating those under arrest for links to 
the Taliban and other anti-coalition militant communities. 
The Special Superintendent of Police (SSP) in Quetta told 
Emboffs on July 17 that at least one of the 
detainees--Hamdullah Achekzai--is a known former Taliban 
commander from Helmand Province 

was found with a small cache of communications 
equipment--sustained bullet wounds during the raid. 


COMMENT 

4. (C) The Mid-July raids in Quetta coincide with the 
Government of Pakistan\'s plans to permanently close two 
Bolochistan refugee camps where UNHCR services ceased last 
summer by August 31 (reftel). GOP officials are also 
seriously concerned by the concentration of Afghan nationals 
who have illegally taken up residence in Quetta 

Balochistan 

push to deport Afghans without legal visa status. Post 
continues to follow up with police 

contacts to ascertain further details on the Taliban suspects 
rounded up. 

CROCKER 
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Raul Sohr commented: \"Hezbollah is demonstrating that it still has a 
large capability to attack Israel.... Therefore the strategic 

position in the region has radically changed. It is very clear that 
Hezbollah has prepared this campaign and that it has efficiently 
hidden its rocket launching-ramps. Israel has been unsuccessful in 
finding the militias and the fact is that it is fighting a ghost 

war...\" 


3. On July 18 

Libardo Buitrago said: \"Adding to missile attacks and increasing 
fears of the civilian population are the strong statements made by 
the largest global powers 

George W. Bush and Tony Blair directly accused Iran and Syria of 
supporting the Hezbollah guerrillas 

the conflict may expand into a regional war...\" 


4. On July 18 
31 
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\"As President Bush crudely told his ally Tony Blair 

States wants Syria to force the Hezbollah to cease its attacks. 
Meanwhile...the Security Council has decided to discuss a UN 
intervention. But this process is slow and the threat of actions 
from other unpredictable actors such as Iran increases.\" 


5. On July 19 
Mercurio\" (circ. 116 
in the Middle East.\" Quote: 


\"These are not isolated incidents between militias and Israeli 
soldiers. The heightening of the attacks with missiles in northern 
Israel has been answered with bombings over vast regions and 
cities.... Thus far diplomatic efforts have had no effect among 
those fighting and there is fear that the conflict will escalate and 
become regional... In this situation the involvement of United 
Nations is necessary. But the organization cannot do anything 
without the will of its members.... While the European Union claims 
Vdisproportionate violenceV on the part of Israel in its response to 
Hezbollah attacks...the U.S. refuses to condemn the Israeli attacks 
and has explicitly given its support to Yehud Olmer. The White 
House believes the current crisis was encouraged by Syria 

wants to return to Lebanon after years of occupation 

which is trying to blow smoke on the global controversy over its 
uranium enrichment program.... We don\'t foresee a quick solution to 
the crisis; diplomatic timing rarely coincides with the needs of the 
civilian population and many times political interests outweigh 
humanitarian ones.\" 


YAMAUCHI 
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- Buenos Aires province rescinds water company concession. 

- Felisa Miceli announces that price agreements will not change 
until the end of the year. 

- Commentary of the Week: \"Since the crisis 

95 billion\" 


1. The new price agreement between the GOA and the Government of 
Bolivia will go into effect on July 15 

natural gas from USD 3.20 to USD 5 per million cubic meters through 
the end of 2006. In this context 

Minister Karen Poniachik met with Argentine Planning Minister Julio 

de Vido to reach an agreement on a new price for Argentine gas 
exported to Chile. Poniachik said her government will analyze a 
variety of tax formulas proposed by the GOA to determine which would 
be the least harmful. She plans to meet with energy companies that 
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will be affected by the new levy on July 17 before making any 
decision. Chile buys 90 percent of Argentine gas exports 

new price agreement is expected to go into effect at the end of the 
month. 


Argentina will charge higher diesel fuel prices to foreigners along 
its borders. 


2. On July 10 

to charge more for diesel fuel sold to foreign-tagged vehicles along 
Argentine borders 

diesel oil prices while neighboring countries continue to charge 
international prices 

demand for diesel fuel at stations along Argentina\'s borders. 
According to Energy Secretary Daniel Cameron 

contributed to the shortage of diesel fuel during the past few 
months. Chilean President Bachelet and Foreign Minister Foxley have 
both said that this measure is discriminatory and an action against 
regional integration. In Brazil and Chile 

USD 0.85 and USD 0.90 

0.48. 


3. On July 12 

budgetary \"superpowers\" sought by the GOA. The bill now goes to the 
Chamber of Deputies 

so-called \"superpowers\" over the national budget would give the GOA 
the power to modify the Budget Law and give the Chief of Cabinet the 
power to reallocate funds irregardless of the provisions of the 

Financial Administration Act or the Fiscal Responsibility Law. The 
Senate amended the original proposal 

\"superpowers\" will not extend to SIDE (Argentine intelligence 

service) or to reserved funds. While past governments also have had 
similar \"Superpowers 

granted to the Chief of Cabinet would be permanent. 


4. On July 12 

lift bank and stock market secrecy in money laundering 
investigations by the Argentine financial intelligence unit (UIF). 
Previously 

stock market secrecy. The law also revamps the UIF\'s structure 
replacing the current five directors with a single 
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President 


market secrecy. Opponents say that the law would concentrate too 
much authority in a single official 

executive branch. Thus far 

will pick to be the new president of the UIF. 


5. The Buenos Aires provincial government rescinded the water and 
sewage concession contract granted to Aguas del Gran Buenos Aires 
(AGBA) 

construction firm Impregilo and Spain\'s Dragados hold a 43 percent 
and a 27 percent share in AGBA 

Bilbao Vizkaia hold a 20 percent stake and the company\'s workers 
hold the remaining 10 percent. Governor Felipe Sola said that the 
decision to rescind the contract was taken to \"ensure that running 
water and sewage drains are expanded in the places that most need 
them 

The AGBA\'s services will be assumed by Aguas Bonaerenses (ABSA) 
company that is 90 percent owned by the province and 10 percent 
owned by workers 

province. 


Felisa Miceli announces that price agreements will not change until 
the end of the year. 


6. On July 11 

the GOA intends to continue with its policy of negotiating sectoral 
price agreements 

unchanged for the rest of the year. According to Miceli 
agreements have been efficient instruments to reduce inflation 
expectations. 


7. According to private consultants 

are becoming more dependent on discretionary transfers from the GOA. 
Between 2002 and 2006 

(i.e. 

Argentine V'co-participationV' revenue sharing system) in overall 
provincial revenues rose from 17 percent to 24 percent 

that provinces are increasingly dependent on the federal government. 
The GOA has seen a significant increase in revenues in the past 

four years particularly from export taxes 


Column 3 
automatically shared with the provinces. 


8. At the Argentine stock market\'s 152nd anniversary on July 10 
President Nestor Kirchner announced the creation of the Southern 
Market 

Bond (a bi-national to be issued jointly with Venezuela). The 
President remarked that these bonds will be priced in both 
countries\' markets and that negotiations are already underway with 
the Caracas stock market. 


9. An economic mission headed by Secretary for Economic Policy 
Oscar Tangelson visited Washington this week. The mission presented 
a restructuring proposal for the Inter-American Development Bank 
(IDB) 

loans 

currency. In an IDB meeting on July 17 

its support to forgiving the debt of highly indebted countries such 

as Bolivia 


10. A court in the province of Neuquen has ordered the local unit 

of U.S.-based Chevron to pay recently increased provincial royalties 
in cash. The provincial government decreed an increase in royalties 
on March 1. Under the new plan 

percent nationwide royalty using international oil prices. 

Previously 

prices less a federally mandated 45 percent export tax. Oil 
companies operating in Neuquen have pursued different paths to avoid 
paying the higher royalties. Chevron offered to pay the additional 
amount in kind with a portion of its oil production 

Repsol-YPF and Total filed complaints in the Argentine Supreme 
Court. The Neuquen ruling against Chevron states that only the 
province 

cash payments for disputed royalties. 


The GOA creates a new subsecretary to fight against informal 
employment. 
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11. Minister of Labor Carlos Tomada announced the creation of the 
Subsecretary of Work and Social Security Control as part of a series 
of instruments to fight against informal employment. According to 
an inspection last year of 134 

irregularities in their employees\' status. Tomada said that most of 
the companies that have employees who are not registered in the 
Social Security program are not even officially listed as employers. 
Tomada also said that the Ministry will simplify the process of 
employee registration and present a new law to introduce a better 
mechanism for registering rural workers. 


12. The consumer confidence index -- measured by Torcuato Di Tella 
University -- decreased 1.3 percent m-o-m in July to 57.7 points 

down from 58.5 points in June. Only one component of the index 
decreased: consumer sentiment toward the macroeconomic environment 
(-5.8 percent m-o-m). The other two components increased: consumer 
willingness to purchase durable goods and real estate (+0.65 

percent) and improvement in personal situation (+1.8 percent m-o-m) 
but not enough to outweigh the drop in consumer sentiment. The 
index rose 14.3 percent y-o-y. The index is based on surveys of 
individual economic sentiment and consumer willingness to purchase 
durable goods 


World Bank approves a USD 75 million loan for road infrastructure in 
Cordoba province. 


13. The World Bank approved a USD 75 million road infrastructure 
and maintenance loan for the province of Cordoba. The fixed-spread 
loan is repayable over 13.5 years 

period. The Bank is emphasizing infrastructure projects in its 
Country Strategy for the 2006-2009 period. Currently 

several operations that promote more efficient public expenditure 
and sustainability in road infrastructure 

Highway Asset Management Project for USD 220 million 

Roads Ι! Project for USD 150 million 

Sustainable Investment Development Project for USD 200 million. 


14. The National Bureau of Statistics (INDEC) announced that the 
wage index increased 1.53 percent m-o-m in May. This index defines 
wages as a price 


Column 3 

payments for productivity gains. This index surveys the formal and 
informal private sector and the public sector 

percent 

announced that the basic food basket -- used to measure poverty and 
indigence -- increased 0.04 percent m-o-m in June 

increase after experiencing its sharpest drop in three years in 

May. 


15. According to INDEC 

The difference between the medium income of the richest 10 percent 
of the population and the poorest 10 percent increased from 32 to 36 
times between Q3 of 2005 and Q1 of 2006. 


The BCRA reduces the limit on the amount of public debt that banks 
can hold. 


16. The BCRA will reduce the regulatory limit on the amount of GOA 
provincial and municipal debt that banks may hold to 35 percent of 
their total assets 

is to generate greater liquidity 

bank financing to the GOA and trying to prevent the crowding out of 
the private sector in favor of public sector financing that has 
occurred at various times in the past. Currently 

ARP 233 billion 

percent of the total). This measure will not affect the BCRA\'s 
Lebacs or Nobacs and will be effective as of July 1 


BCRA rolls over its maturities. Investors keep concentrating their 
bids in Nobacs. 


17. The BCRA received ARP 2.3 billion in bids at its July 11 Lebac 
and Nobac auction 

due during the week. ARP 118 million came from the fixed peso 
segment and ARP 1 billion from the pesos indexed by CER segment. It 
accepted ARP 416 million in Lebac bids and ARP 1.6 million in Nobac 
bids. The yield on the 70-day Lebac and the 168-day Lebac remained 
at 7.10 percent and 8.50 percent 

245-day Lebac decreased from 10.18 percent to 10.06 percent and for 
the 364-day Lebac the yield was 12.15 percent. The yield on the 
longest term instrument 

Lebacs for maturities of more than 490 days were withdrawn due to 
lack of interest by the BCRA. The spread on the one-year Nobac 
decreased from 2.19 percent to 2.10 percent and on the two-year 
Nobac increased from 3.74 percent to 3.75 percent. The Badlar rate 
(the base rate for Nobacs) is currently at 9.2 percent. Investors 
continue concentrating their bids in Nobacs; this was a response to 
the BCRA\'s downward movement in the Lebacs yield and to a high 
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Badlar rate. 


The peso is unchanged against the USD this week 
ARP/USD. 


18. The peso remained flat versus the USD this week 

3.10 ARP/USD. On Wednesday 

keep the peso unchanged against the USD. In the first three days of 
the week 

rate has depreciated 1.6 percent since the beginning of the calendar 
year. The BCRA\'s reserves stood at USD 26.1 billion as of July 11 
and have increased USD 7.5 billion 

prepaid its entire IMF debt on January 2. 


Commentary of the Week: \"Since the crisis 
billion\" 
Financiero on June 14. 


19. In the last quarter century 

those countries that have had very frustrating experiences with 

respect to economic growth. Between 1980 and 2006 

capita grew at an insignificant annual average of 0.50 percent 

figure similar to Brazil (0.51 percent) and countries that were 
communist until 1989 such as Romania (0.4 percent) and Bulgaria (0.5 
percent). In the same period 

China 8 percent 

contrast 


20. A major explanation for such poor performance has been the 
recurring financial collapses brought on by enormous -- although 
decreasing -- fiscal deficits 

\"Rodrigazo\" occurred in the middle of 1975 


reached 14 percent of GDP. At the end of the Martnez de Hoz\'s 
\"tablita\" in January of 1981 

the hyperinflation of 1989 

crisis hit in 1995 

shattered in 2001 it was 5.3 percent of GDP. Today we have 
surpluses of 1.5 percent of GDP after interest payments 

record not only in the last quarter-century but also in the last 
half-century. But we have to be cautious 

the middle of a cycle of large capital inflows to emerging markets 
and an increase in our terms of trade rarely seen in history. 


21. Although in all the crises suffered in the past 26 years 
(except the end of convertibility) the fiscal deficits were 
increasingly smaller 
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analyze the federal-plus-provincial fiscal results 

exclude public service entities/companies whose services were not 
eliminated but rather were replaced (up until now) by private 
concessions and we keep in mind that interests on public debt 
averaged 1.6 percent of GDP with little variation (except 1982 and 
2001 

GDP in 1981 

before the Tequila crisis 

convertibility. And it (primary public spending) increased so much 
since the launching of the \"productive model" that it has already 
reached a historic record (in the last quarter century as well as in 
the last half century) of 35.5 percent of GDP. 


22. In other words 

continued gaining positions despite the fact that the economy 
relative to the world 

because the state moved forward). Furthermore 

expenditures began the period at 5 percent of GDP and fell to 1 
percent of GDP in 2002 

for increased current spending without interest (salaries 

goods and services 

current spending was even greater than in primary spending: it went 
from 14 percent of GDP in 1982 to 22 percent in 2006. Too much for 
an economy that was almost stagnant for more than 25 years. 


23. However 

spending increasing 

increased. The average during the 1980s was 18.4 percent of GDP 
(with value-added tax (VAT) making up 2.7 percent of GDP); during 
convertibility it was 23.5 percent (VAT 6.4 percent) and today we 
are already scratching off another historic record of 29 percent of 
GDP (VAT 7 percent) -- a record for the last quarter century as well 
as the last half century. 


24. Certainly 

Argentina had the poorest economic growth in its entire history 
even worse than the period between the two world wars with the Great 
Depression included (0.74 percent real per capital GDP growth per 
year between 1913 and 1950) 

learned is that one must not have a fiscal deficit. The level of 
public spending doesn\'t matter at all. Public spending can always 
grow because taxes 

It is so today 

equivalent of nearly 45 percent of GDP in taxes (assuming that 
evasion is 1/3) 


25. Itis very likely that our sudden fiscal discipline is directly 
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connected to the inability to finance fiscal deficits after having 
bastardized the currency with hyperinflation and the public debt 
with various defaults. One also must not underestimate Kirchner\'s 
tricky and Machiavellian interpretation in the sense that he knows 
that within the political \"class 

and even of ideologies change and switch fluidly 

market for the buying and selling of stinking cauliflower or an 
endless soap opera. 


26. From January 2002 and until the end of this year (according to 
the figures from the Secretary of the Treasury) 

last five years of the productive model 

spending of the federal and the provincial government will have 
increased ARP 95 billion (120 percent) consisting of 


things 

goods and services 

billion in transfers to the private sector 

transfers to municipalities and ARP 20 billion in capital 
expenditures. Tax collections will reach ARP 182 billion 

billion more than in 2001 

to the provinces. Provinces have no right to go into deficit as is 
being announced. Is there never enough money to meet their 
desires? 


27. But what is most serious is that society hasn\'t realized that 
having a fiscal surplus is important not only in order to avoid the 
explosion of public debt that led to crises in the past. It is also 
crucial 

stable private spending subject to competitive rules (not corporate 
rules like in Argentina) that will give us a healthier future than 

that of the \"fakirs\" of the last quarter century. Public spending 
that is clientelist in the best case and corrupt in the worst does 
not appear to be the solution to our decadence. (Note: We reproduce 
selected articles by local experts for the benefit of our readers. 
The opinions expressed are those of the authors 

End Note.) 
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out of the affairs of others. However 

held at the Detention Center for 11 months 

both Cuba and the US 

Its inability to make a decision on the fate of the dentists 
created a firestorm of controversy that put Cuba-Bahamian 
relations at the forefront of public discussion. 
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CUBA TIES CREATE POSSIBLE ELECTION ISSUE 


7. (C) While foreign policy has not traditionally been 

central to Bahamian elections 

-- the opening of the embassy 

United Nations Human Rights Council 

Cuban dentists to the US -- have resulted in significant 
local criticism of the Government. Following The BahamasV 
vote to put Cuba on the UNHCR 

strong op-ed discussing the need for governments to reflect 
their internal values in international fora. That theme has 
been picked up by opposition party and the editorial boards 
of the two main newspapers 

Minister Fred Mitchell and the Christie government. As said 
by Leader of the Opposition Hubert Ingraham to the press 
following the UNHCR vote 

would not have had the nerve or the gumption to ask us to 
vote for them.\" 


8. (C) COMMENT: The Bahamas relationship with Cuba 
expanding 

with Cuba on migration issues is real. Other aspects of the 
relationship are consistent with the actions of a committed 
member of G-77/NAM and a Foreign Minister dedicated to 
maintaining strong relations with all of The Bahamas\' 
neighbors. However 

has an ideological aspect. In response to criticism of The 
Bahamas\' vote for Cuba on the UNHCR 

as a great friend 

unsolicited 

country 

country offering the assistance.\" And while easy to dismiss 
as rhetorical participation in CARICOM 

willing to strongly criticize US foreign policy towards Cuba 
in a manner not necessarily consistent with its protestations 
of pure neutrality. Nevertheless 

employ its Cuba relationship gently as a sort of ideological 
balance reinforcing Bahamian independence from the US 
primarily as a pragmatic tool to address consular and 
migration concerns. END COMMENT. 

ROOD 
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Court\'s ruling: 


- Ademobilized person is ineligible for benefits if he omits 
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\"intentionally or not\" a crime from his debriefing or version 
libre (the Law stated the demobilized could argue his 
omission was unintentional). If an omission occurs 

Court said the person must be investigated and judged for 
thatcime under ordinary criminal law (Art. 25). 


- Those seeking benefits must not only free those that they 
have kidnapped (what is stated in Art. 10.6) 

disclose the location of the bodies of those whom he either 
kidnapped or killed. 


- The Prosecutor General\'s Office (Fiscalia) no longer has to 
\"immediately\" notify the Law 975 judge of its intent to 
formulate preliminary charges until after the Fiscalia has 

had the opportunity to \"thoroughly\" complete its 
investigation (Art. 17). This expands the time the 

Prosecutor General\'s Office has to investigate. 


- The 18-month credit towards the Law 975 alternative 
sentence 

by the demobilized in a government-selected \"concentration 
zone 


- Prisons where the demobilized will eventually serve their 
sentences must be subject to the same prison rules and 
conditions applicable to all Colombian prisoners (Art. 30). 


- Those subject to the Law will be required to use all 
illicit and licit assets to repair the damages caused to 
their victims 

the Law (Art. 10.2 


- Victims have the right to know 

investigations 

file 

Court also expanded the definition of \"victim\" under Law 975 
to include any family member who can demonstrate a real 
concrete claim of injury. 


5. (C) Some discrepancies are evident between the Court\'s 
mid-May press releases and its full opinion. Moreover 
CourtVs legal analysis used to justify this apparent switch 

in positions does not appear to be compelling. For example: 


- Alternative Sentence - A Court press release on May 18 
stated it was striking Art. 20 as unconstitutional because 
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setting an eight-year upper limit on sentences would deny 
justice to victims of crimes for which the demobilized had 
already been sentenced 

The Court issued another press statement the following day in 
which it \"clarified\" that previous sentences would be 
\"accumulated\" and in essence served consecutively 

eight year maximum term as long as the demobilized abided by 
Law 975 obligations. In its full opinion 

re-stated the eight year upper limit 

apparent discrepancy between the two press releases. 


- Court Appears to Soften Conditions for Revoking Alternative 
Sentence - The Court said that a Law 975 beneficiary could 
have his parole revoked if he committed a crime similar to 
that for which he was convicted. This decision upheld Art. 
29. However 

releases 

demobilized committed any/any crime. 


6. (C) The Court ruled that Article 71 - which sought to 
make \"sedition\" a political crime - had failed to go through 
all of the required debates in the legislature prior to its 
enactment; therefore 

because of procedural errors. In an interview after the 
Court\'s May press releases 

intended to revive the article. 


7. (C) Press reports indicated AUC lawyers have been 
scrutinizing the final text of the Constitutional Court 

ruling to agree on a unified response. AUC leader Ernesto 
Baez said there would be no official response to the 
Constitutional Court ruling until July 19. It remains to be 
seen whether the longstanding Colombian legal principle of 
\"favorability\" will enable the demobilized to insist the GOC 
apply the (more favorable) terms of Law 975 as approved by 
the Congress 

Court announced on July 13. 


8. (C) The 160 page decision of the Court is very intricate 
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and may leave room for legal argumentation and interpretation 
that could benefit the paramilitaries. There is discussion 
within the government about a possible further implementing 
regulation to resolve ambiguities. 

DRUCKER 
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71950 

state governors had a great deal of influence over the 
selection of Senate and Chamber of Deputy candidates. PRI 
senators are more likely than deputies to support structural 
reforms and have good working relationships with the PRI 
governors. Private sector analysts believe that although 
some of the recently-elected PRI deputies held allegiances to 
Roberto Madrazo 


4. (SBU) Some observers believe that Madrazo\'s spectacular 
defeat will embolden the PRI\'s progressive faction and make 
it easier for the technocrat-minded governors to assert 
themselves. 15 PRI governors have signed a document 
acknowledging the Federal Electoral Institute\'s (IFE\'s) 
results declaring Felipe Calderon the presidential winner; 

the only PRI governors who did not were Jesus Silverio 
Cavazos from Colima and Humberto Moreira from Coahuila. It 
is likely that the PRI governors will be entering into a 
prolonged battle of wills with the national party hierarchy 

to see which has more influence over the party\'s future 
direction. PAN governors and legislatures are relatively 
unified 

party divisions within the PRI and PRD is that governors have 
not quite become Mexico\'s new power-brokers 

claimed. 


5. (SBU) Economic and other analysts said that governors have 
other means to facilitate or frustrate federal reform 

initiatives. In those states where the governor comes from 

the majority party in the state legislature 

those representatives to introduce or lobby in favor of 

initiatives in the national congress. Governors can also 
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impact national policies through their work with the relevant 
ministries. For example 

Hacienda 

Commission of Fiscal Officials. A senior official at 
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Hacienda told Econoff that during the November 2005 

negotiations for Pemex fiscal reform 

maneuvered within CONAGO and behind the scenes with Hacienda 
to prevent the Senate\'s attempts to reduce Pemex\'s tax rates 
pressuring President Fox to veto the senate\'s bill and 

instead pass a lighter reform. 


6. (SBU) It is a common view that the governors do not share 
а consensus for structural reforms. With regard to fiscal 
reform 

oil prices 

improve their tax regimes. This is a priority concern for 

the Bank of Mexico 

perspective is that they do collect taxes on behalf of the 
federal government and the transfers they receive represent 
their just due. None wants to be the first to raise taxes. 

The general view is that they would prefer an executive order 
compelling them to do so 

political fallout. One private sector analyst told us that 

it is possible that President Fox will propose extending the 
VAT to food and medicine 

the next president is sworn in. Most governors would 
apparently support fiscal reform that replaces petroleum 
revenues with a sufficient increase in tax revenues. 


7. (SBU) The northern governors support labor reform 
expect they will be prepared to push for a comprehensive 
agreement that involves taking on the unions. Mexican 
political observers believe it should be possible to gain the 
support of southern governors for a reform of the labor law 
that makes hiring and firing of workers more flexible. 
Energy reform will be the big problem because it requires 
constitutional change. As several analysts pointed out 

PRD will only need to secure a handful of additional votes in 
congress to block the reform. 


Visit Mexico CityVs Classified Web Site at 
http://www.state.sgov.gov/p/wha/mexicocity 
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and \"aportaciones\" are the mechanisms for federal transfers. 
Participaciones are unconditional and comprise each 
underlying entity\'s share of oil and VAT revenues according 
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to a national formula that factors in population and poverty 
level. Aportaciones are earmarked funds that cover the costs 
of public services such as education and health care. 

Specific federal budget lines are determined by an opaque 
annual budget process that originates with Hacienda (Mexico\'s 
national treasury) 

funds are distributed to the states. End summary. 


2. (SBU) The Fiscal Coordination Law prevents the federal 
government from conditioning transfers based on state support 
for federal initiatives. Consequently 

that states do not have to bow to the national government 
because of funding needs. The president has little 
discretionary maneuver through this part of the budget 
process 

However 

through the federal budget process during which the GOM 
prioritizes national programs and releases technical studies 
that impact the implementation of regional infrastructure 
projects. As a senior official at Hacienda told us 

next president were to reverse President Fox\'s decision that 
made the public safety ministry an independent entity (and 
return it to sub-ministry status) 

additional pool of millions of pesos to leverage with the 
states. 


3. (SBU) States have their own revenue-generating 
capabilities. They have become more adept at accessing the 
domestic capital market as a consequence of macroeconomic 
policies (designed to rebuild the banking system and restore 
sovereign credit) following the 1994-95 peso crisis. The 
constitution also gives them the right to levy state-wide 

taxes 

Increases in oil revenues have reduced their incentive to 
improve tax collection; however some states 

Michoacan 

their revenues and make themselves more attractive to 
potential investors. 


4. (SBU) Although states have no independent means to 
influence national macroeconomic initiatives 

regular dialogue with Hacienda and have lobbied for and 

against policy changes that affect the state share of 
federally-collected revenues. States are able to finance 
infrastructure by accessing bank loans or by issuing 
\"certificados bursatiles\" in the capital market. Mexico\'s 
sub-national bond market emerged in 2001 and has yielded $13 
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billion in financing to states and municipalities. By 

contrast 

loans to Mexico since 1994 and there remains an enormous 
backlog in requests for project financing. Under Mexican 

law 

dollar-denominated loans from multilateral development banks 
must be funneled through the federal government. 


5. (SBU) As reported ref B 

ability of states to make long-term employment and other 
commitments based on petroleum-related revenues that may go 
up and down based on oil prices and the national formula 
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described above. A senior Bank of Mexico official saw the 
issue of long-term state spending commitments not being tied 
to guaranteed revenue flows as a major federal/state issue 
and financial challenge for Mexico. 


Visit Mexico City\'s Classified Web Site at 
http://www .state.sgov.gov/p/wha/mexicocity 
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dinner for the Ambassador on July 10 

MP Suranjit Sengupta told us that through this amendment \"the 
government was trying to stay in office indefinitely\" and 

that this was all \"a plot to undermine democracy in 
Bangladesh. AL General Secretary Abdul Jalil added that the 
amendment was \"undemocratic\" and another effort by the BNP to 
\"take more power and manipulate the elections. Under 
criticism from the media and opposition the BDG withdrew the 
proposal on July 12. 


POSSIBLE BNP-AL TALKS? 


6. (C) Independent MP Anwar Hossain Manju told us that on 
July 6 he was summoned to a two-hour meeting with Prime 
Minister Khaleda Zia. According to Manju 

him to convince the AL to participate in the coming 

elections. Manju said that he believed the PM was motivated 
by concern for the legitimacy of the elections if the AL 
refused to take part. 


7. (C) Manju said that he told the PM that he would speak to 
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the AL back-channel 

certain measures. He told her that to start with the CEC 
would have to be replaced. He said that though she defended 
the CEC she \"didn\'t say по." Manju also said that the PM 
spoke of her concern that the elections be \"free and fair 

to which he replied that the best Bangladesh could hope for 
would be \"relatively free and fair\" and that everyone knew 
there were going to be problems. 


8. (C) On July 10 Manju secretly met with BNP General 
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Secretary Abdul Mannan Bhuiyan at Bhuiyan\'s request. Bhuiyan 


SIPDIS 

asked him to convey the BNP\'s proposal for talks to the AL. 
Manju conveyed the offer personally to Sheikh Hasina on July 
11. On July 12 the AL called Manju to tell him they accepted 
the dialogue \"with reluctance 

to a dialogue with (Bhuiyan)\" but that they were skeptical 
Bhuiyan had enough authority to make decisions. Manju then 
took this AL \"no objection\" back to Bhuiyan 

two sides formalize the offer by making it public. 


9. (C) At the same time that these secret meetings were 

taking place 

and AL to sit down and talk. Officials from several business 
organizations 

Chambers of Commerce and Industry (ЕВССІ) and the Bangladesh 
Garment Manufacturers and Exporters Association (BGMEA) met 
with both Jalil and Bhuiyan 

to resolve the political impasse 

community expected a \"fair and acceptable election. Bhuiyan 
stated after his meeting with the leaders on July 13 that he 

was open to such a dialogue \"if the proposal comes from the 
Awami League.\" 


10. (C) Manju told us later that he did not understand why 
Bhuiyan was insisting the proposal come from the AL. \"He had 
told me he would consult the Prime Minister with replies from 
the AL 

down as \"discreet negotiator\" though he was prepared to 
resume the role if there were any further developments. 


11. (U) Now that word of the discussions have leaked out 
parties have returned to the posturing that characterized 
earlier attempts to negotiate reforms. Business groups 
remain active in trying to bring the two parties together 
and may unilaterally invite both parties to meet at a 
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specific time and place 
no-show. 


COMMENT 


12. (C) Most of these developments simply reflect the 
continued positioning and counter-positioning of the two main 
parties. However 

original plans on how to implement the Supreme Court decision 
for the new voter list 

proposed amendment 

minor victories at the BNP\'s expense. 


13. (C) The fact that the PM herself requested a back-channel 
to the AL indicates the seriousness of her concern about a 
potential AL boycott. By finally agreeing to sit down 
one-on-one with the AL 

this will be viewed as an abandonment of its earlier 

insistence on no talks without the participation of its 

coalition partners. For the AL\'s part 

date has been the threat of a boycott. Ironically 

recent 

the responsiveness of the system to the party's concerns and 
thus undermine the justification for a boycott. With its 

boycott threat starting to look hollow 

start focusing on what its bottom line will be with regard to 
electoral and caretaker government reform. 

BUTENIS 
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Articles: 
1) TOP HEADLINES 


Asahi: 
Elpida Memory to establish new plant for DRAM in Taiwan 


Mainichi: 
Japan 
wake of North Korea\'s missile launches 


Yomiuri: 
Land ministry to finance repair of condos built based on old 
anti-quake standards 


Nihon Keizai: 
Emperor Hirohito thought Yasukuni Shrine should not honor war 
criminals 
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Sankei: 
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Nihon Keizai Shimbun employee suspected of earning 5 million yen in 
profits from insider trading only in four days 


Tokyo Shimbun: 
Heavy rains leave 12 dead 


2) EDITORIALS 


Asahi: 
(1) Considering the GSDF experience in Iraq 


Mainichi: 

(1) CO poisoning involving Paloma water heater also caused by 
deteriorated safety mechanism 

(2) Calmly look into the details of Akita murders 


Yomiuri: 

(1) CO poisoning caused by Paloma water heater: Company 
forget safety 

(2) Whitepaper on Economic and Fiscal Policy lacks analysis of 
income gap 


Nihon Keizai: 

(1) China must accelerate reform of the yuan 

(2) Japan should aim for wide-ranging economic partnership with 
India 


Sankei: 
(1) Additional sanctions must be taken against North Korea 
(2) Paloma bears heavy responsibility 


Tokyo Shimbun: 

(1) Fatal CO poisoning: Information on danger must be thoroughly 
disclosed 

(2) Whitepaper on Economic and Fiscal Policy: Government urged to 
correct income gap among youth 

3) Prime Minister\'s Official Residence (Kantei) 


Prime Minister\'s schedule 


NIHON KEIZAI (Page 2) (Full) 
July 20 


11:00 
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Met with Vice Finance Minister Hosokawa and Budget Bureau Director 
General Fujii at the Prime Minister\'s Official Residence (Kantei). 


16:00 

Met with Foreign Minister Aso 

Minister responsible for Economic and Fiscal Policy Nikai and Deputy 
Chief Cabinet Secretary Futahashi 

Communications Minister (MIC) Takenaka and Local Administration 
Bureau Director General Takabe. Then attended a monthly economic 
report-related cabinet meeting. 


17:48 
Policy meeting between the government and the ruling camp. 


18:58 
Returned to the official residence. 
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4) Emperor Showa (Hirohito) thought Yasukuni Shrine should not 
enshrine Class-A war criminals 


NIHON KEIZAI (Top Play) (Excerpts) 
July 20 


Emperor Showa (Hirohito) expressed his strong displeasure in 1988 at 
the decision made by Yasukuni Shrine to include Class-A war 
criminals in the list of war dead honored there. He had told former 
Imperial Household Agency Grand Steward Tomohiko Tomita (now 
deceased): \"That is why І stopped visiting the shrine 

a memorandum by Tomita that was obtained by the Nihon Keizai Shimbun 
yesterday. The late emperor stopped visiting Yasukuni Shrine 
following the enshrinement of Class-A war criminals there in 1978 

but he did not officially disclose the reason. The memorandum also 
includes descriptions about the emperor\'s fight against disease 

it is of great value as a historical document. 


A memorandum detailing the reason the emperor ceased visiting 
Yasukuni Shrine has been found for the first time. Many have 
speculated that the enshrinement of Class-A war criminals was the 
reason 


Tomita wrote down the contents of his conversations with the emperor 
in his diaries and notebooks in detail. He left 12 diaries 
(1975-1986) and some 20 notebooks (1986-1997). 


A memo about the emperor\'s statement on Yasukuni Shrine dated April 
28 
emperor said: \"(Executed) Class-A war criminals were included in the 
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list of war dead honored at the shrine 
Shiratori 


\"Matsuoka\" is former Foreign Minister Yosuke Matsuoka 

\"Shiratori\" is former Ambassador to Italy Toshio Shiratori. Both 

have been enshrined at Yasukuni Shrine. \"Tsukuba\" refers to Fujimaro 
Tsukuba 


SIPDIS 
Ministry gave approval for the enshrinement of Class-A war criminals 
in 1966 


The memo further noted: V'| wonder what the current chief priest 
Matsudaira\'s son 

Matsudaira sought peace 

was thinking. That is why І have refrained from visiting the shrine 
since then. That is my feeling. V 


\"Matsudaira\" refers to the late Yoshitami Matsudaira 
minister of the Imperial Household 

Nagayoshi Matsudaira 

criminals in 1978. 


5) China expresses hopes for separate enshrinement at Yasukuni 
Shrine 


ASAHI (Page 2) (Full) 
July 20 


Kengo Sakajiri 


Former Liberal Democratic Party Secretary General (and chairman of 
the Japan War-Bereaved Association) Makoto Koga 
yesterday met with Wang Jiarui 
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of the Chinese Communist Party\'s Central Committee in Beijing. Wang 
referred to Koga\'s proposal for separating Class-A war criminals 

from the war dead enshrined at Yasukuni Shrine and indicated his 
hopes: \"We have paid attention to the idea of separate enshrinement. 
If that idea were acceptable in Japan 


Wang added: \"The Yasukuni issue has stood in the way of Japan-China 
relations. We can understand the act of consoling the souls of the 

war dead 

public must not be allowed.\" 


Afterwards 
and asked for China\'s cooperation on the North Korean nuclear and 
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missile issues 

like to continue efforts under the six-party framework. The 
situation will not make (progress) so easily for a while 

think it is necessary to continue behind-the-scenes efforts.\" 


6) Gap between Abe 
additional sanctions against North Korea 
takes \"wait-and-see\" stance 


MAINICHI (Page 5) (Excerpts) 
July 20 


Chief Cabinet Secretary Shinzo Abe held a telephone discussion 
yesterday with US Ambassador to Japan Schieffer to discuss the 
imposition of additional sanction measures on North Korea. Abe 
stated 

cooperate closely and move ahead with preparations.\" Ambassador 
Schieffer came out with the same thinking. In contrast 

Minister Junichiro Koizumi told the press corps yesterday 

it is better to wait for awhile to see whether North Korea will 
sincerely respond to the UNSC resolution.\" A perception gap was 
revealed between him and Abe 


After the North Korea missile launches 

strongly avoided being out front 

issue to Abe and Foreign Minister Taro Aso. In that context 

cabinet officials met frequently with Ambassador Schieffer and often 
exchanged information. 


In the discussion yesterday 

achievement for Japan to have the UNSC adopt the resolution by a 
unanimous decision. This is proof of the firm alliance relationship 
between the US and Japan. | thank Japan for its efforts.\" Abe also 
expressed his appreciation for the US\' coordinating and cooperative 
stance 

level.\" 


7) Over 50% of public surveyed by Internet monitor poll think North 
Korea will be a campaign issue in the LDP presidential race 


YOMIURI (Page 2) (Excerpt) 
July 20 


In a second Internet-monitor survey carried out by the Yomiuri 
Shimbun (July 7-11) on the next prime minister after Koizumi 
participants in the poll thought (answering a multiple choice 

question) that the North Korea problem would be a campaign issue in 
the September election to pick the president of the Liberal 
Democratic Party (LDP). This was a 10% jump from the first poll in 
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June. 


In the first poll 
time 
social welfare system 


launching of seven missiles by North Korea 
interview by a South Korean abductee who was married to Japanese 
abductee Megumi Yokota had an influence on public thinking. 


8) Japan 


TOKYO SHIMBUN (Page 2) (Full) 
July 20 


The government formally decided yesterday to provide the United 

States with Japan\'s weaponry and arms technology regarding the joint 
development of the sea-based SM-3 interceptor missile system as part 
of missile defense (MD). The government also signed a memorandum of 
implementation with the US government prohibiting the use of such 

for purposes other than the original intent and shifting them to a 

third country. 


The MOI stipulates specific conditions for the provision of weaponry 
and arms technology based on the notes exchanged between the two 
countries in June on joint development. This allows Japan to export 
second-stage rocket motors and warhead covers. 


9) Japan 
missile defense before year\'s end 


MAINICHI (Top play) (Full) 
July 20 


The Japanese and US governments decided yesterday to conclude an 
agreement that will serve as guidelines on intelligence sharing in 

jointly operating missile defense (MD). When North Korea recently 
launched several ballistic missiles 

share intelligence swiftly in some areas. This led to the decision 

to make clear rules speedily. The two governments plan to map out 

rules by December when US Forces Japan (USFJ) starts operating PAC-3 
ground-based interceptor missiles at its Kadena Air Base in Okinawa 
Prefecture. 


The planned agreement will stipulate situations requiring 

intelligence sharing and their areas and scopes. Tokyo and 
Washington will coordinate their views on whether to exchange 
intergovernmental notes or an agreement between Japan\'s Defense 
Agency and the US Defense Department. 


Column 3 


When North Korea launched ballistic missiles on July 5 

early warning satellites detected them. The Maritime Self-Defense 
Force and the US military also deployed Aegis vessels capable of 
tracking ballistic missiles. Japan and the US also jointly tracked 

them using all sorts of radars 

Aomori and the ASDF\'s FPS-XX radar in Chiba. “We share intelligence 
at all levels 

close cooperation between Japan and the United States. 


But a senior SDF official voiced a different view: 
\"The US hardly conveyed early warning satellite intelligence to the 
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SDF swiftly. It exposed the fact that hardware has been improved 
tremendously but Japan and the US have yet to create rules on 
intelligence sharing.\" 


The US is scheduled to begin operating the PAC-3 before year's end 
and to deploy the USS Shiloh carrying sea-based SM-3 missiles to the 
USFJ in August. 


Japan will also deploy the PAC-3 at the ASDF Iruma base in Saitama 
by next March and upgrade the Kongo Aegis vessel to carry SM-3 by 
the end of fiscal 2007. 


10) Ozawa describes the enemy base strike argument as \"absurd 
calls for solid Japan-US-China relationship 


SANKEI (Page 5) (Excerpts) 
July 20 


Following North Korea\'s recent launching of missiles 

Ichiro Ozawa of Minshuto (Democratic Party of Japan) has criticized 
the government\'s North Korea policy 

base strike argument as \"absurd.\" Ozawa basically perceives that 
Japan\'s UN-centered policy is not working and that a trilateral 
relationship among Japan 

take shape. 


Delivering a speech in Tokyo on July 17 
Security Council\'s adoption of a resolution condemning North Korea: 


\"Japan was forced to play a hard-line role 

Russia colluded in their views behind the scenes. Japan was forced 

to agree to drop (the UN Charter\'s) Chapter 7 allowing imposing 
sanctions from the resolution. (Japan) was probably not aware of 

what the US had discussed with China and Russia or of Washington\'s 
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true intention.\" 


Ozawa thus indicated that Japan and the US were not necessarily 
monolithic. 


He also criticized the government\'s plan to impose sanctions on the 
North under the Foreign Exchange and Foreign Trade Control Law: 


\"Results cannot be achieved unless major countries take part. 
Policymakers must make a decision after taking such a factor into 
account.\" 


Ozawa also explained his view this way: 


\"There is no solid trilateral relationship among Japan 
China. Japan must serve as a coordinator between the US and China in 
order to achieve political and economic stability" 


11) Ceiling of budget estimates for fiscal 2007: Government 
parties agree to cap general-account expenditures at 46.8 trillion 
yen; ODA to suffer 3% cut 


TOKYO SHIMBUN (Page 1) (Abridged) 
July 20 


The government and the ruling camp yesterday held a meeting and 
discussed budget request guidelines for the fiscal 2007 budget. 
Participants in the meeting agreed that policy-related 
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general-account expenditures be capped at approximately 46.8 
trillion. While public-works-related spending and official 
development assistance (ODA) will suffer a 3% cut from the original 
fiscal 2006 budget 

the graying society. As a result 

the previous year\'s initial budget by 400 billion yen. The 
government will adopt the guidelines at a cabinet meeting to be held 
tomorrow. 


The government set the budgetary cap in line with the basic policy 
guidelines on economic and fiscal management and structural reforms 
for the fiscal 2006 national budget 

cuts up to 14.3 trillion yen over five years starting in fiscal 

2007. 


Some 220 billion yen will be cut from the expected natural increase 
in social expenditures due to the aging society 

the state\'s share of employment insurance. Natural increases in 
fiscal 2007 were expected to reach 770 billion yen 
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social security will increase by 550 billion yen after the cuts. The 
budgetary cap on the general-account expenditures topped the 46.4 
trillion yen of the initial budget for the fiscal 2006 because of 

extra expenditures for the Upper House election next summer. 


12) Budget request guidelines: Defense spending cut 1% ; Government 
ruling camp to treat expenses for USFJ realignment as exception 


MAINICHI (Page 2) (Almost Full) 
July 20 


The government and the ruling parties yesterday agreed to cap the 
fiscal 2007 general account budget at 46.8 trillion yen. According 
to the guidelines 

held to 550 billion yen. Defense-related spending and subsidies to 
private schools will also suffer a 1% cut from the previous year. 
Other spending items 

public-works-related spending 

year. As a result 

budget will be held to 440 billion yen. As part of a plan to jointly 
reform revenue and expenditures 

slated for cuts over the next five years 

request guidelines for fiscal 2007 have been set in a more detailed 
manner than in the past. 


The guidelines set a 22 billion yen cut in public works expenditures 
from the preceding year and a 140 billion yen reduction in other 
expenditures 

of the Upper House election next summer and 50 billion yen for 
priority spending items. As a result 

will expand by 440 billion yen from the previous year 

Finance Ministry intends to further cut expenditures in the budget 
compilation process at the end of the year. 


For the promotion of efficiency and prioritization of spending 
items 

utility corporations 

public utility corporations 

governments. 


As exceptions to the budgetary cap 

camp will discuss expenses for the USFJ realignment and a revision 
of child allowances as part of measures to deal with the declining 
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birthrate in a separate framework in the run-up to the year-end 


budget compilation. 


The government will present the budget request guidelines to the 
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Council on Economic and Fiscal Policy 

and adopt it at a cabinet meeting on the 21st. Each government 
agency will submit budgetary requests by the end of August. 


13) Foreign Ministry to establish an international cooperation 
bureau as part of ODA reform 


SANKEI (Page 3) (Full) 
July 20 


The Ministry of Foreign Affairs (MOFA) will dismantle the existing 
Economic Cooperation Bureau and establish in its place an 
International Cooperation Bureau in order to strengthen the 

ministry\'s policy planning functions. Working directly under the 

chief of this new bureau will be a deputy director-general in charge 

of global scale issues. The deputy director-general will deal with 

for instance 

establish a Southern Asia Department in charge of Southwest Asia and 
ASEAN. This reorganization plan will be given approval at a cabinet 
meeting tomorrow. 


As part of the reform of Japan\'s official development assistance 
(ODA) 

Cooperation Council 

leadership of the prime minister. The ODA implementation agencies 
will be consolidated into the Japan International Cooperation Agency 
(JICA). Following this reform plan 

system -- under which the Economic Cooperation Bureau is in charge 
of ODA on a bilateral basis and the Global Issues Department is in 
charge of ODA on a multilateral basis -- in order to bolster the 
functions of ODA planning and consolidate these two offices into the 
International Cooperation Bureau. 


A Multilateral Cooperation Division 

Division 

created 

director-general 

director general of the International Cooperation Bureau. 


The United Nations Administration Division under the Global Issues 
Department will be reorganized into a United Nations Coordination 
Division 

Bureau responsible for reform of the UN Security Council and other 
reforms. Under this new system 

UN-centered diplomacy 


With the establishment of a Southern Asia Department under the Asian 
and Oceanian Bureau 

diplomatic position of attaching importance to India 

increasing its presence on both the political and economic fronts 

as well as \"to prepare a system for us to pay due attention to Asian 
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countries surrounding China 
implication is to counter a rising China. 


14) Fukuda may not run in LDP presidential race 


ASAHI (Page 1) (Full) 
July 20 
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Former Chief Cabinet Secretary Yasuo Fukuda informed the Liberal 
Democratic Party (LDP) Tokyo chapter that he would not attend its 
general assembly slated for July 28 

This general meeting is viewed as a forum for contenders for the 

post of the prime minister to speak about their policies ahead of 

the LDP presidential race in September. Whether Fukuda would attend 
the forum and express his willingness to run drew much attention 

but now that it has become certain that he will not attend the 

forum 

run in the presidential race. 


Chief Cabinet Secretary Abe 
Tanigaki 

Yosano 

Except for Fukuda 

via a video feed. 


According to various polls 

support rate after Abe. But he has not made clear whether he will 
declare his candidacy 

is likely to enjoy an easy run. 


15) Smiling \"new Ozawa\" meets foreign correspondents in public 
relations event 


TOKYO SHIMBUN (Page 2) (Full) 
July 20 


Ichiro Ozawa 

Minshuto) 

the Foreign Correspondents\' Club of Japan in Tokyo 
them the image of a \"new Ozawa.\" 


In a speech given at the outset of the interview 

cracked up the audience with a joke 

Ichiro of the Seattle Mariners 

media.\" Presumably out of a desire to change his image of being 
strong-arm and opinionated 

himself: WI used to offered rebuttals before by firmly stating my 
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policy. However 

smile as much as possible. That is where | have changed a little 
you say | have changed.\" 


He politely replied to questions during the one-hour interview 
wrapping it up by playing up his determination to take over the 
reins of power: \"Human beings cannot do anything that is beyond 
their capacity. | am a country bumpkin 

in my own way to capture the reins of government." 
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global counterfeiting and piracy threatens the competitiveness of 
innovative industries 

workers 

States 

easy to rapidly produce infringing goods in commercial quantities 
and by fraudulent organizations 

syndicates 

distribute and sell those goods worldwide 

substantially deprives rights holders of a legitimate income from 
their ideas 


Therefore 

issues 

co-operation for combating counterfeiting and piracy of goods around 
the world. Besides 

together against counterfeiting and piracy around the world by 
promoting international co-operation on IPR enforcement issues in 
both multilateral and bilateral frameworks. 


Our Leaders hereby agree that to strengthen cooperation on IPR 
issues to promote innovation and protect health and safety of 
consumers 

actions: 


1. Closely cooperate on an early realization of an international 
agreement to address the proliferation of counterfeit and pirated 
goods; 


2. Enhance U.S.-Japan efforts so as to increase awareness to combat 
counterfeiting and piracy as well as to promote the strengthening of 
IPR enforcement in the Asian region and around the world; 


3. Information exchange through bilateral regular meetings to 
promote IPR protection and enforcement around the world 
together against counterfeiting and piracy by promoting 
international cooperation on IPR enforcement issues in multilateral 
framework; 
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4. Increase cooperation to strengthen border enforcement of IPR 
including engagement in a joint IPR border enforcement action; 


5. Create bilateral IP networks in our embassies in relevant third 
counties to facilitate information sharing 

message 

and assisting industry enforcement efforts; and 


6. Promote public-private partnership to arrange joint conferences 
or seminars to discuss IPR protection strategies. 


SCHIEFFER 


2. (C) On July 15 

following statement condemning the Israeli air strikes on 
Lebanon: Prime Minister Nuri Kamel al-Maliki condemns the 
Israeli air strikes on Lebanon and warns of the consequences 
for the region of escalation. The Prime Minister requests 
the meeting of Arab Foreign Ministers to adopt a clear 
position condemning the criminal operations in Lebanon and 
Gaza 

determination and unity of the fraternal Lebanese people in 
confronting the Israeli aggression 

increase in tension and upsetting the political map. End 
Text. DCM contacted National Security Advisor Mowafaq 
al-Rubbaie to express dismay over the PM\'s unbalanced 
statement which made no reference to Hezbollah actions. 


3. (U) On July 16 

personal message to the Speaker of the Lebanese Parliament 
saying that Iraqis support Lebanon and calling Israeli 
aggression \"outrageous.\" In a unanimous decision 

also issued a statement condemning Israel\'s actions. In an 
al-Sulaymania KurdSat TV interview broadcast July 18 
President Jalal Talabani added his condemnation of the 
aggressions against the Lebanese people. In his interview 
remarks 


4. (U) On July 17 

a statement calling for action against the Israeli 

aggressions. This statement criticizes those countries 

turning a blind eye and describes condemnation statements as 
inadequate. The Al-Sistani statement urges the world to act 
and stop the aggression. 


Demonstrators Denounce Israel 
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5. (U) Across Iraq 

prayers on July 15. Mogtada Al-Sadr released a written 
statement read in many mosques denouncing \"what the Zionist 
terrorist does with the aid from America.\" One cleric in 

Sadr City compared the Israeli attacks in Lebanon with the 

U.S. invasion of Iraq 

which Hezbollah supporters chanted \"Down with Israel 

with America!\" Demonstrators also reportedly gathered in 
Kirkuk. 


6. (C) According to REO Hillah contacts 

recruit fighters for service in Lebanon has kicked into high 
gear. Recruitment of females is said to be a high priority 
although it is not known in what capacity they would be 
employed. Hazim Al-Araji 

relatives in Hezbollah 

KHALILZAD 
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The liberal Asahi editorialized (7/20): \"Japan\'s Ground 
Self-Defense Force (GSDF) troops have arrived in Kuwait 
after leaving Samawah. About 600 GSDF personnel will soon 
return home to Japan 

half-year humanitarian and reconstruction mission. What 
was the meaning of sending the GSDF to a country still in 
a state of war? Did the GSDF adequately fulfill its role? 
On the occasion of their withdrawal 

review the roles and activities these troops played in 

Iraq and use this review for the basis of future 
discussions. More than anything else 

were no casualties among the Japanese troops and that 
they did not hurt any Iraqi people... 


2. \"During their deployment 

ventured outside their camp into nearby towns. The GSDF 
each day hired as many as 1 

schools and serve as interpreters. This helped them meet 
local expectations for jobs and wages while also keeping 
them from spending long periods of time outside their 
camp exposed to danger.... The deployment had cost the 
GOJ 74.3 billion yen by the end of March. If the goal was 
to have hired local residents to rebuild the area 

could have contributed a great deal more by entrusting 
the same amount of aid to NGOs 

experienced in such undertakings.... We believe the 
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dispatch of SDF personnel to Iraq was flawed from the 
start. Just because the troops have completed their 

mission safely does not mean that this should be made 

into any kind of precedent. The GOJ should also withdraw 
Air Self-Defense Force (ASDF) personnel from Iraq as soon 
as possible. 


SCHIEFFER 
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Service 

of Commerce has the authority to \"Prescribe the purchase price or 
distribution price of merchandise or service...\" 

profit per unit...\" and set the terms and conditions - including 

maximum permissible volumes - of any good or service in the Kingdom. 
The law was amended in 1999 with the advent of a Competition Law and 
was meant to be phased out. However 

of Competition Law still undefined (such as the measure for market 
dominance) 

continues in place with no expiration under current consideration by 

the RTG. 


3.(U) In practice 

Ministry of Commerce administers this law and interacts with the 
affected companies although only the \"Committee on Price of 
Merchandise and Service\" make the final decision on what products to 
add or remove from price controls. The Committee is comprised of the 
Minister and Permanent Secretary of Commerce 

of the Board of Investment and between four and eight \"qualified 
persons\" appointed by the Council of Ministers of whom not less than 
half are \"not to be political civil servants 

political posts 

administration of political parties.\" 


The Price Control List 


4.(U) As of May 10 
price control: 


Liquefied petroleum gas 

Paddy/uncooked rice 

Compact diskette/recording device 

Compact diskette copy machine 

Student uniform 

Milk powder/fresh milk 

Sugar 

Edible or inedible oil from vegetable and animal 
Fuel 

Fertilizer 
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Pesticide 

Pharmaceuticals 
Motorcycle/passenger car/truck 
Animal feed 

Steel 

Jewelry 

IP rights management service 
IPR permission for trade 
Corrugated paper 

Typing and written paper 
Kraft paper 

Imitation condensed cream 
Shampoo 

Liquid detergent 

Cement 

Powdered detergent 
Dishwasher detergent 
Sanitary napkin 

Plastic pellet 
Motorcycle/bicycle tire 
Fiber paper 

Soap 

Electricity wire 

Pig and pork 

Processed (canned) food 
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5.(SBU) While these are the products with explicit price controls 
effectively any producer of consumer products is prohibited from 
raising prices without first notifying the Committee of their 

intention to do so. While explicit permission is not required in 

these cases - manufacturers are merely asked to \"cooperate\" with the 
Department of Internal Trade - producers tend not go forward with 
price increases without at least a verbal approval because of 
concern that they might later be instructed to roll the prices back 
or see their product added to the control list. We understand that 
soft drink makers sought for five years to increase their prices by 
1Baht (2.6 cents) but were only granted specific authorization to do 
so in May. 


Listing Criteria 


6.(SBU) The Director of the Internal Trade Department told us that 
there are six criteria considered by the Committee when determining 
whether price should be controlled. These are 1) whether there is 
sufficient competition in the market for the product 

consumer good is \"necessary for living\" 
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record of \"bad behavior\" by a specific company or industry category 
4) whether a product is \"significant to the economy\" e.g. cement 
steel 

fertilizer and pesticide 


7.(SBU) The prices are controlled at the wholesale level except for 
sugar where the controls are exercised directly at retail. In 

addition 

service providers offer control-listed product can not be altered 
without Committee authorization. Companies have tried to get around 
the controls by changing the portion or sizing of their products or 
introducing \"new/improved\" aspects to command a higher price. The 
Department of Internal Trade has caught on to this and threatened 
punitive actions against those seeking to circumvent price controls 

in this manner. The law states that violators are subject to a 
maximum penalty of five years imprisonment and a Bt100 

fine. 


Good Politics Vs. Good Economics 


8.(SBU) Several companies with whom we have spoken have complained 
about the \"populist\" nature of the law\'s application and one 
surmised that more products seem to be added to the control list in 
the run-up to elections. Another firm said that they were 
considering expanding another of their Southeast Asian plants 
instead of their Thai operations because of the margin squeeze they 
are experiencing in Thailand. However 

that although his margins might be under pressure in some product 
categories 

margins in other 

company 

cement prices are still higher than what they earn on their exports 
because of high Thai tariffs on imported product. Note: We are not 
aware of any companies that have divested their Thai interests due 
to the enforcement of the 1999 Act. As is so typical here 

usually a \"Thai way\" to work things out. End Note. 


A Small Victory for Producers 


9.(SBU) In a sign that inflationary and other cost pressures are 
finally proving too much 

that it will consider allowing two or three consumer products per 
month to increase their prices. The Ministry reports that 60 
companies in 23 product categories have sought permission to 
increase prices. News reports have failed to note that companies 
have always been able to request price relief but must supply data 
regarding their costs of raw materials 

general operations 
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by the Department of Internal Trade within thirty days of receiving 
all the data the Department determines it requires. The Ministry 
recently advised that alkaline batteries will be the first product 

to receive approval for a price rise under the new policy because 
they first sought permission three years ago 

specific price pressures which presumably brought about the 
Committee decision. 


10.(SBU) Comment: One third of the 300 items in the CPI basket of 
goods is on a Department of Internal Trade \"price watch list\" in 
addition to a host of services. The opportunity for playing 

political favorites using the extremely expansive terms of the 
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Pricing Law has not gone unexploited. There is a reason that pork 
prices are controlled but that chicken (the major producer of which 
is politically close to the government) and beef (a program with 
considerable royal support) are not. An example of the potential 
price distortions from the law are seen in consumers converting 
their vehicles to run on (controlled) LPG fuel rather than more 
logical alternatives. 


11.(SBU) Further evidence of the largely political purposes of price 
controls was found when we asked the Department of Internal Trade if 
there was a study of the influence their efforts had on inflation. 

No study has been done and the officials could only guess about how 
their work affects macroeconomic conditions. For the first half of 

2006 the Producer Price Index for Mining and Fuel products is up 
25.3 percent 

Manufactured food and beverage products the increase was only 4.3 
percent. We believe the Bank of Thailand\'s July 19 decision to not 
raise its benchmark interest rate and the CommitteeVs decision to be 
more lenient on increases for listed products are indicative of the 
RTG\'s growing concern with the economy\'s slowing trend and need to 
provide some relief to the business sector. 

ARVIZU 
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Koizumi diplomacy\" that set the stage for \"Japan to move on 
to the next stage of SDF cooperation with the United States.\" 
The conservative Yomiuri hailed the government\'s decision to 
dispatch forces outside of the traditional UN framework. The 
only mildly critical comment came from the liberal Asahi 
Shimbun 

Self-Defense Force (ASDF) personnel remaining in theater. 


3. (SBU) The media also highlighted positive reaction from 
local residents in Samawah about the GSDF deployment. A 
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Kyodo news poll taken in June showed a 79 percent 
satisfaction rate for the GSDF contingent among residents of 
Muthana Province. Donations of medical supplies and 
facilities by the departing GSDF unit also received prominent 
press play. 


4. (C) Japanese officials and politicians have put a 

similarly positive spin on the return of the GSDF from Iraq. 
Former Defense Minister Shigeru Ishiba told visiting DUSD 
Lawless that he has publicly credited Japan\'s dispatch to 
Iraq for the close support the U.S. provided Japan in 
response to the July 5 North Korean missile launches. Ina 
July 6 meeting with a senior U.S. military official 

North American Affairs Director General Chikao Kawai 
commented that the success of the Iraq mission will make it 
much easier for Japan to win domestic support for future 
overseas deployments. Japan Defense Agency (JDA) Director 
General for International Affairs Kenjiro Monji remarked to 
the embassy that the SDF\'s opportunity to work with coalition 
forces in Iraq and the Indian Ocean could serve as the basis 
for cooperation with NATO and other partners in future 
operations. 


Thinking Ahead... 


5. (C) Japanese defense officials emphasize that Japan will 
continue to contribute to coalition efforts in Iraq and the 
Indian Ocean despite the Samawah withdrawal. Liberal 
Democratic Party (LDP) Defense Research Policy Committee 
Staff Director Shigenobu Tamura told the embassy that 
extension of the special law allowing Maritime Self-Defense 
Forces (МӘРЕ) operations in the Indian Ocean is the 
government\'s top defense-related legislative priority for the 
Autumn Diet session. Defense Minister Nukaga 

Kuwait to welcome the final contingent of GSDF troops 
publicly urged the Diet to also pass a permanent dispatch law 
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that would allow the government to deploy SDF forces without 
securing specific Diet authorization. 


...Cautiously 


6. (C) Other JDA officials have tried to downplay 
expectations for any new initiatives 

term. JDA Vice Minister Takemasa Moriya told visiting 
Combined Forces Commander for Afghanistan Gen. Karl 
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Eikenberry that an SDF dispatch to Afghanistan would be 
difficult given legal restrictions on the SDF\'s ability to 

use deadly force (Reftel). The LDP\'s Tamura also cautioned 
that the Diet is unlikely to begin deliberations on permanent 
dispatch legislation until the next Regular Session 

convenes in January 


7. (C) Comment: The positive coverage of the completion of 
the GSDF mission was in marked contrast with the media and 
opposition parties\' sharp criticism that followed the Prime 
Minister\'s 2003 decision to dispatch forces to Iraq. The 
perception that the GSDF mission was a complete success 
should facilitate deliberations on a permanent SDF dispatch 
law in the Diet as well as ensure an extension of Japanese 
activities in Kuwait and the Indian Ocean this Fall. 

Decisions on possible new commitments 

be put off until the next Prime Minister is selected in 
September. End Comment. 

SCHIEFFER 
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facilitating the visits. 


Limit Contacts with U.S. 


3. (C) Charge said that our ability to do more inside Burma 
would depend on whether Gambari had accurately described a 
new willingness to re-engage the international community by 
Burmese leaders. She asked for the Deputy Foreign Ministers 
impressions of the Gambari visit. He did not respond 

directly 

developments. First 

July 4 reception. He said he had been asked on July 3 by 
Vnumber 2\" (likely referring to Vice Senior General Maung 
Aye) if he would be attending the July 4 reception. Kyaw Thu 
replied affirmatively 

the country. \"If thats what you want to do 

reaction. Kyaw Thu responded that it was not a matter of 
\"wanting\" but his duty. To which number he again got the 
same response: \"if thats what you want to do. Thus 

Thu concluded that he should not attend. We were told two 
hours before the reception that Kyaw Thu had been V'suddenly 
called back to the capital 

level officials who did attend also repeated to us. 


4. (C) Further emphasizing the pressure to minimize meetings 
with us 

the scheduling 

A lower level official apparently noticing that a meeting 

with the Charge had been scheduled took it upon himself to 
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cancel it 

said no one above the Director-level should meet with the 
Charge. Kyaw Thu insisted on rescheduling the meeting 
indicated that this would likely be our last official meeting 
for a while. He added that the fact that he preferred 
meetings without notetakers had also been noticed with 
suspicion. 


Keeping Lines of Communication Open 


5.(С) Charge expressed regret 

to keep lines of communication open if one party chose not to 
communicate. She added that reducing already minimal 
contacts would contradict Gambari\'s message that there was а 
greater willingness to engage with the international 

community. Kyaw Thu recounted a discussion the Director 
General for Political Affairs had at a recent meeting in 
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Europe. Some Europeans privately asked the DG who could 
speak \"authoritatively\" for the regime. Тһе DG replied that 
senior generals and ministers 

were the only ones who could speak authoritatively 

ended the discussion. 


6. (S) Kyaw Thu did not close off the possibility of further 
meetings 

Charge noted that she had been informed that the Minister of 
Planning was interested in meeting with her 

pursue. She reiterated her willingness to meet with anyone 
at anytime to discuss any issue 

to the Planning Minister the importance of greater openness 
to the international community. Kyaw Thu asked if we could 
assist in non-political areas. Charge responded that we have 
been assisting in the health sector 

pursuing his earlier suggestion (ref B) of distributing books 
more widely. However 

addressed to enable Burma to achieve its full potential and 
become a peaceful 

share. 


7. (S) Kyaw Thu pursued other ways to communicate. He 
suggested other Americans might be able to relay messages 
but then acknowledged that it could not be anyone on the 
current Embassy staff. He asked if Charge could meet in 
Bangkok 

else in the region. She added that our Ambassador in 
Thailand was very knowledgeable about Burma and might be 
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willing to meet him. Kyaw Thu noted that his invitations to 
Thailand also get treated with suspicion and that he is asked 
why he cannot travel there and back in the same day. He said 
bilateral relations have improved under Thaksin as compared 
with \"the previous government 

opinion was not widely shared. Charge also noted that senior 
USG officials who could not visit Burma 

quietly exchange views with senior Burmese officials should 
their paths cross elsewhere in the region. 


8. (S) Charge said that she had begun writing letters to the 
Foreign Minister to convey our views on policy issues 
offering to meet to discuss further. We had been pleasantly 
surprised that our offer was taken up regarding North Korea 
(ref A). Kyaw Thu said letters are not opened or censored 
noting that the Chinese and Thais sometimes deliver urgent 
messages to his house directly 

do that. He said that mail addressed to him will get 
delivered 

loyal to him. He said telephones and faxes are monitored 
noting that his wife even has to caution their son calling 
from India 

trusted member of his staff could relay messages to one of 
our local employees. He described a member of his staff who 
could do this 

monitors most of the Embassy local staff. He asked if a 
lower profile local Embassy employee could be found who is 
not closely monitored. Charge replied that he would probably 
have more information on that than we did. She asked if he 
had any other suggestions 

Charge for advice. We concluded the meeting agreeing to 
think about how to maintain some sort of dialogue. 


9. (S) Comment: Kyaw Thu is not a happy man. When Charge 
asked if the fences she saw around the ministries in 
Naypyitaw were to keep things out or to keep people in 
replied there was nothing to keep out. When asked about the 
sense of the scattered layout of the new capital 

it \"stupid.\" His earlier bravado has disappeared 

is just another senior official who has been intimidated. 

The order to limit contacts with us probably arises out of 
senior pique over our efforts to pursue a UN Security Council 
resolution. Kyaw Thu could defy the warnings 

would risk his relatively privileged position. He does seem 
genuinely to want to find a way to keep a dialogue going 
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although it could be more for his own sanity 
because he believes he can make a difference. The regime he 
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works for 

international community 
VILLAROSA 
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application will be. The key challenge the industry faces 
is uncertainty about when Ministry of Information Industry 
(MII) will issue 3G licenses. End Summary. 


The Conference 


2. (U) Organized by the Hong Kong based beacon Events Ltd 
the July 6-7 \"3G Mobile China International Summit and 
Exhibition\" in Beijing was supported by the Chinese 
Government and included senior officials from MII and the 
Chinese Research Institute of Communication 

Chinese business representatives from China Telecom 
Unicom 

Motorola 

Cisco. In contrast to many other 3G conferences in China 
this one focused on what 3G had to offer to the consumer 
rather than touting the advantages of the homegrown TD- 
SCDMA standard. More than 400 registered attendees 
representing a swath of business ventures from 
semiconductor companies to cell phone content providers to 
mobile phone software and hardware producers attended the 
conference. However 

year many major sponsors registered extremely late due to 
the uncertainty surrounding 3G licensing. 


3. (SBU) Nokia\'s Vice-President for Marketing and Sales of 
Radio Networks Mr. Robin Lindahl stated that his company 
had had 5 years of experience in rolling out 3G around the 
world. In China 

2G to 3G. He underlined the importance of having a strong 
2G network available throughout China to backup any new 3G 
network 

evolution of that network. He went on to say that most of 
China\'s 3G networks will be built on already existing 
topologies and that the market winner will be decided by 
whichever company can launch its 3G networks the quickest. 
Currently 

upgraded to 3G by just adding a module. Nokia plans on 
using the W-CDMA standard. 


The Killer Application 


4. (SBU) The success of any new tech product depends on the 
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\"Killer Application\" that will make that service attractive 

to consumers. In China\'s 3G case this is as yet unclear. 
Asked why China even needs 3G while the existing 2G 
networks have yet to be fully deployed 

consultant with Siemens\' 3G division said that for most 
young Chinese the cell phone will be their first and main 
means of accessing the Internet. He argued that cell 

phones are far cheaper than laptops or even home computers 
and combine a variety of services and applications 

(Internet access 

taking 

whole generation of young people will be using them to 
manage their lives as opposed to PCs. In order for such 
phones to provide such services 

associated increase in bandwidth will be vital. Charles 

Yu 

company was betting on music and TV services as the killer 
applications that will make 3G viable in China (Note: Since 
Qualcomm and China Unicom jointly established Unicom-BREW 
Telecommunication Technologies Ltd. in 2003 

users have utilized Qualcomm\'s BREW platform for a total of 
over 25 million downloads. End Note). 


The Challenges 
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5. (SBU) The key challenge for the industry remains the 
issuance of 3G licenses. МІІ remains vague about the 
timeframe 

only issue licenses when TD-SCDMA is mature enough to 
compete with W-CDMA and CDMA2000. Xie Feibo 
Director General of the MII Bureau of Radio Regulation 
meanwhile pointed out that radio frequencies for 3G had 
actually been assigned back in 2002 and that an extra 100 
Mhz of frequency had been set aside solely for 3G. Mr. 
Michael Stork of the German electronics company Rohde & 
Schwarz said that success in testing mobile networks was 
another challenge for new 3G terminals. Today\'s cell phones 
not only bundle more and more features 

standards 

utilize much more powerful chips than previous models. Mr. 
Stork said unless companies can provide good customer 
service with well priced phones that are easy to use 

interest in 3G will wane swiftly. 


Comment 
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6. (SBU) Many of the attendeesat the conferene agree that 
China is ready fr 3G and that the convenience of features 
such TV 

the killer applications that will spark consumer interest. 
However 

this conference 

this multi-billion dollar industry in limbo. 
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the EU on 6/17 

even without handing over Mladic. A restart of SAA talks would 
obviate Dinkic\'s threat to leave the government and help stabilize 
the coalition. (Dinkic categorically reaffirmed to the Ambassador 
recently that the G-17+ will adhere to its pledge to leave the 
government 

turn clearly have no interest in elections before Kosovo is 
concluded 

for losing the province. 


5. (SBU) Many pundits are now highlighting another 

motivator for the GoS to hang together for the next several months: 
key privatizations. According to this scenario 

complete privatization of several major state-controlled companies 
including the state oil company (NIS) 

(notably MOBTEL 

ousted tycoon Bogoljub Karic) 

concerns. Analysts argue that government parties want to enhance 
party coffers by skimming funds from these lucrative privatizations. 


A POST-STATUS ELECTION SCENARIO? 


6. (SBU) Interlocutors from all major democratic parties have told 
poloffs recently that the current government -- with its tenuous 
parliamentary majority -- could not last long after final status 

talks are concluded. Once a status decision is made 

Radical party will no longer have a reason to stall. DS would try 

to present itself as the only true alternative to the nationalists. 
Analysts believe Kostunica will issue his \"historical no\" on Kosovo 
and then call for new elections 

days later. The strategy would be to take some of the steam out of 
Radical arguments about the current government giving up Kosovo and 
run on a \"victimization\" platform of having stood firm against the 
IC on Kosovo. 


PREPARING FOR THE CAMPAIGNS 


Classified Ву: D/PolCouns L. Peterson, Reasons 1.4 (В) and (D). 1. (С) SUMMARY: Reports of an 
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7. (SBU) Government parties 

can to position themselves for elections 

MINFIN Dinkic 

to both the military budget (up 25 percent compared to last year) 
and state sector salaries (pledging to raise them as much as 40 
percent in some cases. Dinkic also is peddling a EURO 1 billion 
investment plan 


8. (SBU) Despite all these preparations 

attempt steps to dissuade the IC from moving ahead quickly on 
status. Analysts argue that the governmentVs push for a new 
post-Milosevic constitution is intended to persuad the IC not to 
undertake any steps on status that could undermine the adoption of 
such a historic cornerstone of Serbian democracy. In addition 
Kostunica\'s diplomatic odyssey to Contact Group capitals and the UN 
has heightened expectations in the Serbian public that the IC might 
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be willing to compromise on Kosovo\'s status. Analysts argue that 
the GOS hopes the IC will be reluctant to \"shock\" the Serbian 
electorate in such an atmosphere of heightened expectations. 


9. (SBU) Comment: Speculation about early elections started nearly 
as soon as this government took power 

significant momentum. Today 

arriving at a timetable. Kostunica so far remains as determined to 
hold on to power as he is to reject Kosovo independence. Unless his 
government falls earlier due to yet another miscalculation about EU 
intentions without Mladic action 

kind of coalitions will enter that political fight has not yet been 
decided. The hope of many is a democratic critical mass 

whether it can be achieved is far from certain. 


POLT 
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at the equivalent point in their economic development 
\"Southern and Eastern Europe 

group. EBRD intended to open an office 

Chomel-Doe (currently Director for Bulgaria) on September 1; 
the EBRD President will visit in mid-September; and the 
Mongolia strategy and work plan will be presented to the EBRD 
Board in November. Stressing that EBRD is unlike the World 
Bank and Asian Development Bank which provide soft loans and 
subsidies 

and finance economically sustainable private sector projects 
through long-term 
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Plus (5 or 6 percent 

rating is aB (S&P) to a B (Fitch)). The projects сап be as 
small as $500 

improvement) or as large as $300 million (e.g. 

north-south railroad line). EBRD has a proven track record 
in the mining sector in other countries and will apply this 
experience to MongoliaWs developing mining sector. Other 
areas for potential investment would include: infrastructure 
(power plants) 

banking 

production and tourist facilities). EBRD takes a \"banker\'s\" 
approach to project financing and will implement these 
projects directly through commercial banks and МВҒІ financial 
mechanisms. In terms of corporate governance 

provide technical assistance in the form of retired CEOs who 
can be tapped to sit on the boards of Mongolian companies 
involved in EBRD-financed projects. 


4. (SBU) During Deschamps\' July 19 lunch with the British 
German 
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host of investment climate 

spent a considerable block of time asking questions related 
to corruption and prospects for Mongolia\'s new 
anti-corruption law 

reform in Mongolia\'s Parliament. Deschamps was also 
interested in Mongolia\'s political leadership and the 

stability of the current coalition government. He wanted to 
know about Russian and Chinese interests in Mongolia and 
MongoliaWs and MongoliansY attitudes towards both; ditto for 
Europe and the U.S. After listening to an extensive expose 
of Mongolia\'s faults and shortcomings tempered with cautious 
optimism 

committed to establishing a relationship with Mongolia and 
making a difference. \"The EBRD will find its niche and be 
relevant 


5. (SBU) Comment: The European Bank for Reconstruction and 
Development had been preparing to open an office in Mongolia 
for over a year and had sent at least two fact-finding 

missions to Mongolia. The Embassy Country Team met with one 
such mission 

June 2006. At the end of that meeting 

EBRD team noted that he saw no real commitment by the 
Mongolian leadership to a market economy 

апа rent-seeking activities. Honma and others acknowledged 
that given EBRD guidelines 

(read: corruption) 
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land-locked Mongolia 

sustainable projects to fund. In the margins of the July 18 
briefing 

for the frank and informative exchange of views at the June 
meeting 

for Mongolia was based largely on input provided by the 
Embassy/USAID. He and Chomel-Doe requested to meet with 
USAID\'s implementing partners (Chemonics Inc.) for the 
Economic Policy Reform and Competitiveness Project (EPRC) to 
discuss 

cashmere 

that EBRD is interested in working with the US Millennium 
Challenge Corporation on project implementation in Mongolia; 
he cited the precedent of EBRD-MCC collaboration in Georgia. 
The Ambassador welcomed the offer and suggested that EBRD 
follow up directly with the MCC in Washington. End Comment. 
SLUTZ 
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President?\" is the only question worth asking as the Korean 
people wait out the Roh government 

with low approval ratings 

ects 


KANG\'S VICTORY - A VICTORY FOR PARK GEUN-HYE? 


2. (C) On July 11 

GNP Chairman election at the GNP convention. Kang represents 
the old guard of the GNP and his background in the 

prosecutor\'s office leads many to believe his leadership will 
signal a further shift right by the GNP. See septel for more 
details about July 11 election and the new GNP Supreme 
Council. 


3. (C) Many see Rep. Kang Jae-sup\'s victory as an indicator 
that Park has a firm lead on the GNP presidential nomination. 
Pessimists however 

to its conservative traditions. While many in the GNP base 
approve of this retrenchment 

stability 

difficult to obtain with an overly conservative Supreme 
Council. One of the \"Young Turks\" of the GNP 

Byoung-gug 

noted that 

impossible to reform the GNP as needed to create national 
appeal.\" While his concerns were echoed by many in the 


party 


XPERTS SAY EARLY END TO FIGHTING WOULD ВЕ A VICTORY FOR HIZBLLAH Classified By: 
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confidant of Park Geun-hye 

Geun-hye but for the party (GNP) and therefore would be a 
voice for change on the Council. 


4. (C) Since suffering a knife attack while campaigning for 
the local elections 

to soar and observers believe it was the Park Geun-hye 
\"influence\" which led to Kang\'s victory. According to one 
GNP official 

Kang 

announcement 

of Rep. Kang. If Park can sustain her popularity and if the 
current 15% approval rating of the Roh government continues 
some judge that Park would be a shoo-in for the presidency in 
2007. But there are of course big ifs. 


POSSIBLE PITFALL: A GNP SPLIT? 


5. (C) Many analysts judge that if the GNP splits as it did 

in 1997 

candidate 

victory in the May 31 regional elections in which the GNP won 
11 of 16 main local races in the May 31 local elections 
including the Seoul mayor\'s race. Early speculations are 
emerging that with the ascendancy of Park Geun-hye 
increases the chances that former Seoul Mayor Lee Myung-bak 
will split off from the GNP to form a new political party. 

This is 

presidential race the National Assembly passed a law 
preventing a candidate from running for president with a 
new/different party if they declare their candidacy with one 
party first 

Dae-jung\'s election. Therefore 

GNP 

possibly as early as this fall. Interestingly 

the GNP primary 


epted that Park will support his candidacy. One optimistic 
GNP official noted that 
can not be beat!\" 


6. (C) A conservative victory in 2007 is by no means the 
consensus among politicians. According to leading political 
thinker 

Supreme Council\'s makeup could lead to a Uri Party victory in 
2007. He emphasized the sweeping GNP victory in the May 31 
local elections did not signal that the Korean people were 
getting more conservative 

dissatisfied with the current leadership. At root 
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Korean people favor change and reform. They also want a new 
approach from politicians and a \"new\" candidate reflecting 
\"new\" politics for their president. For this reason among 
others 

this same logic 

public appeal 

Currently 

Hak-kyu are pushing for the GNP to follow the Uri Party and 
have open primaries to choose the presidential candidate. 
The GNP nomination 

process is a one-day convention style process where the 
power of choice lies predominantly with party officials. 
Professor Lee noted the open primary system would favor Lee 
and Sohn 

logically to the choice of a candidate with broader appeal 

built up during the primary process. 


URI PARTY - A POSSIBLE COALITION? 


7. (C) The Uri Party at this point does not seem to have a 
popular candidate for president comparable to former Seoul 
Mayor Lee and Chairwoman Park. While some party officials 
are behind party chairman Kim Geun-tae and others hope former 
PM Goh Kun could be recruited as the Uri candidate 

Uri Party does not find a new face that can distance 

him/herself from the current administration 

pessimistic about a Uri victory in 2007. 


8. (C) Many in the Uri Party and Democratic Party (DP) are 
pushing publicly for a united Uri-DP coalition under a new 

party name. DP Chairman Hahn Hwa-gap has publicly expressed 
his desire to merge with the Uri Party. Hahn\'s aides and 

other DP lawmakers have expressed to poloff on numerous 
occasions their confidence that a united DP-Uri with former 

PM Goh Kun as their candidate could lead to victory for them 

in 2007. 


COMMENT 


9. (C) South Korean obsession with elections is perhaps 
surprising as it has been less than twenty years since the 
Republic has had open electoral contests. Also important is 
the enormous power exercised by the presidency. The 
president appoints the prime minister 

enforcement officials 

Supreme Court judges 

South Korean presidents have exercised all their prerogatives 
with zeal and gusto 

five years also means that presidents in Korea do not have to 
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worry about the electorate again 

reelection. So 

on ТУ 

seventeen months another chapter of how kings are made. END 
COMMENT 

VERSHBOW 
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non-Discrimination Unit of the Office of Democratic 

Institutions and Human Rights\" adopted by a large margin with 
opposition votes from only three MPs; from Switzerland 

Russia and Lichtenstein. 


2. While in Brussels Rickman met with several members of the 
Jewish community 

and EU representatives all working to combat anti-Semitism. 
A wide range of views were present in Belgian Jewish society. 
Rickman met leaders of the three Jewish organizations that 
collectively represent Belgian Jewry 

Klener 

Belgium 

Philippe Markiewicz 

Although all agree physical assaults are on the decline 
increase in cyber-racism is cause for concern. The talks 
yielded a positive view of Belgium\'s approach to anti-Semitic 
acts 

Together they agreed while both monitoring and combating 
anti-Semitism are equally important 

easily done that the latter. 

KOROLOGOS 
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exchanged views with high-ranking Japanese officials during KMT 
Chairman Ma Ying-jeou\'s recent trip to Japan. Cheng said the 
Japanese officials showed support and respect for the KMT\'s 
pragmatic attitude toward cross-Strait relations and its East Asian 
security policy. An editorial in the limited-circulation 
pro-independence 

had an embarrassing experience when meeting with Japanese Diet 
members 

With regard to the Middle East 

limited-circulation 

\"China Post\" urged the U.S. to play a more active role in making 
Israel and Lebanon restrain themselves. An editorial in the 
limited-circulation 

News 

should be given some time to pound Hezbollah targets and that 
Hezbollah should be \"rubbed outA" End summary. 


3. KMT Chairman Ma Ying-jeou\'s Trip to Japan 


Column 3 
A) \"Sharing Ma Ying-jeou\'s Experience Gained from His Japan Tour\" 


KMT Spokeswoman Cheng Li-wen opined in the mass-circulation \"Apple 
Daily\" [circulation: 500 


V... Judged from our meetings with Japanese political leaders 
seemed very clear that the Japanese government\'s position is quite 
different from what the DPP perceives. First 

has emphasized the importance of Taiwan\'s participation in the 
U.S.-Japan military alliance. But the DPP\'s real purpose is to use 
such a move to continue playing the VTaiwan independence card 
which does not tally with the strategic goal of the U.S.-Japan 
alliance at all. The DPP and the pro-independence activists have 
been unwilling to face an important international political fact - 
that is 

maintenance of the status quo and stability across the Taiwan 
Strait 

independence. In fact 

expressed their doubts about Taiwan independence 

violates Japan\'s wish for cross-Strait peace. 


\"Second 

not hope to see Taiwan develop a sound relationship with mainland 
China because it will threaten Japan\'s interests. But both Japan 
and the United States have directly expressed that they are happy to 
see both sides of the Taiwan Strait improve relations under the 
premise that the cross-Strait status quo is maintained. 


\"Third 

the Japanese government and the KMT lack mutual trust; it has even 
repeatedly claimed that the KMT is \‘anti-Japan\' and a VJapan-hater.V 
In order to seek Japan\'s support for Taiwan independence 

even tried its best to flatter the Japanese right wing. ... But 

such an attitude of deliberate flattery actually stunned the 

Japanese authorities. In comparison 

certain degree of support and respect for the KMT\'s pragmatic 
attitude towards cross-Strait relations and its East Asian security 
policy. ...\" 


B) \"Japan 


The pro-independence 
30 


V... This negative view among Japanese lawmakers was palpable during 
last week\'s trip by KMT Chairman Ma Ying-jeou to Japan 

during an uncomfortable forum last week in which members of the Diet 
grilled Ma about his party\'s policies. ... All of Ma\'s fevered 

dissembling could do nothing to change the realities of regional 

politics when he was in Tokyo last week 


Column 3 

e-mails sent to members of the Japanese Diet will do nothing to 
change those realities this week. Japan should be concerned about 
the KMTVs intentions. Tokyo has every right to be concerned about 
how closely into Beijing\'s orbit Ma will bring Taiwan if he is 

elected president. So 

... Ma will need to do more to reassure the Japanese - and all 
Taiwanese who cherish their liberty - that this country's future is 

not tied to the whims of the autocrats in Beijing. ...\" 


4. Middle East 
A) \"Brokering a Lasting Peace in Lebanon\" 


The conservative 
[circulation: 30 


\"... The differences between the two warring countries should be 
worked out as soon as possible to halt the killing and suffering the 
war is causing. Parties such as the United States 

United Nations should work promptly together to broker a cease-fire. 
Israeli Foreign Minister Tzipi Livni said a cease-fire is 

impossible unless the soldiers captured by Hezbollah are released. 
Washington has also urged that the Israeli soldiers held hostage be 
released. The U.S.Ys call is valid and deserves to be supported. 
However 

restoration of peace. The U.S. should play a more active role in 
making the warring parties restrain themselves.\" 


B) \"Peace Is First Priority in Lebanon\" 


The pro-independence 
20 


Y"... The first priority must 

We therefore add our voice in opposition to the notion 

the United States administration of President George W. Bush 

the IDF [i.e. Israeli Defense Forces] should be \'given some time 
perhaps weeks 

areas and road and ports throughout Lebanon before allowing the 
United Nations or other combination of international forces to set 
up a buffer zone. This position does not imply any endorsement of 
the rocket attacks by the Hezbollah military wing 

that the Israeli government has launched an offensive on the entire 
economy and social structure of Lebanon in over reaction to the 
attack by one political and military group 


\"We also do not agree with the expressed intention by some U.S. 
officials that Hezbollah 

party in Lebanon 

that armed factions in Lebanon should in principle disarm in order 
to protect the peace and security of citizens in Lebanon as well as 
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Israel 

by an offensive against the entire country of Lebanon 

which will only exacerbate tensions instead of improving security 
and at the cost of even more Lebanese and Israeli lives. ...\" 


YOUNG 


71977 

same position\" on this issue 

is the key to resolving this. Henins expressed concern 
however 

Moscow is not actively looking for solutions. He stressed 
that any union between Transnistria and Russia would be 
unacceptable. 


2. (C) Looking more broadly 

support the five plus two talks and will remain active in the 
EU border assistance mission. He also thought that some 
ideas put forward by outgoing OSCE HOM Ambassador Hill 
merited careful consideration. The larger problem 

felt 

get the larger 

should take the kind of active approach on this issue 
especially in Moscow 

Moldova. 

Bailey 
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(2) Interview with former Deputy Secretary of State Armitage: US 
China should not interfere in Yasukuni issue 


(3) 2006 LDP presidential election: Fukuda\'s next move drawing 
attention 


(4) UNSC resolution and Japan\'s diplomacy: Japan stands up to North 
Korea\'s missile threat in earnest 


(5) Defense spending likely to trigger controversy in budget 
compilation 


(6) Window of the World column by Kazuo Ogura: Japan 
cultivate universal values first at home 


(7) Preparations for beef exports to Japan underway at Creekstone 
Farms; Authorization to implement blanket cattle inspection has yet 
to be granted 


(Corrected copy) Budget request guidelines: Defense spending cut 1% 
; Government 
exception 


Column 3 
ARTICLES: 


(1) Showa Emperor\'s statements in memo creating stir; May speed up 
debate over Yasukuni Shrine issue; Chief Cabinet Secretary Abe: 
\"Decision to pay homage is up to the prime minister\" 


NIHON KEIZAI (Top play) (Excerpts) 
Evening 


The memo kept by former Imperial Household Agency Grand Steward 
Tomohiko Tomita in which he recorded the words of the Showa Emperor 
(Hirohito) expressing strong displeasure with the enshrinement of 

Tokyo War Tribunal-branded Class-A war criminals at Yasukuni Shrine 
has created quite a stir in the government and political circles 

today. Chief Cabinet Secretary Shinzo Abe 

Minister Junichiro Koizumi would continue to visit the shrine or 

not 

of the propriety of enshrinement and the argument for separate 
enshrinement is likely now to speed up. 


Abe 

visiting the shrine after the war criminals were enshrined 
explained: \"! understand that the matter was dealt with in the 
Imperial Household Agency after carefully considering various 
aspects 

statement about the memo: \"! received a report from the Imperial 
Household Agency that they were unfamiliar with its contents.\" 


Regarding his own feelings about visiting the shrine 

repeated his stock response about wanting to pay respect to and pray 
for those who had died fighting for their country. Regarding the 
propriety of enshrinement of the war criminals and the argument to 
separate their souls from the shrine 

was not appropriate for the government to comment on such. Even on 
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the notion of building a secular war memorial 
far as to say 
public can go along with it.\" 


The Liberal Democratic Party (LDP) General Council Chairman Kyuma 
stressed 

also said 

the enshrined souls. The best solution is for Yasukuni Shrine to 

decide on its own to un-enshrine those souls.\" 


Minshuto (Democratic Party of Japan) President Ichiro Ozawa stated 
\"(The Showa Emperor) seemed to strongly feel the war responsibility 
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of those leaders.\" Minshuto Secretary General Yukio Hatoyama made 
this appeal: \"At present 

pay homage at the shrine is because of the problem of war criminals 
enshrined there. We must have a national memorial facility where the 
Emperor can visit.\" 


Hiroshi Imazu 

support Yasukuni visits 

argument for separate enshrinement by saying 
un-enshrined. Even if the order is given 
impossible.\" 


(2) Interview with former Deputy Secretary of State Armitage: US 
China should not interfere in Yasukuni issue 


SANKEI (Page 1) (Full) 
July 20 


Yoshihisa Komori 


In an interview with the Sankei Shimbun 

State Richard Armitage categorically said that it was improper for 
the Chinese government to call on the Japanese prime minister to 
forgo visits to Yasukuni Shrine. He also said that the US should not 
comment on the Yasukuni issue. 


Armitage 

term of the Bush administration 

view that visits by the prime minister to Yasukuni Shrine have 
strained relations between Japan and China. He said: 


\"As commented on by President Bush 

more complicated than just visits to the shrine 

Yasukuni issue is not a cause for deteriorating the bilateral 
relations but a result of the strained relations.\" 


In reference to improvement in Japan-China relations 
emphasized: \"Not Japan but China should first consider what it 
should do.\" 


As the main cause for the strained relations between Japan and 
China 

neither of which was at advantage in terms of national power in the 
past 

friction has occurred between them. Armitage said: 


\"Since two countries in Northeast Asia now have almost the same 
level of power for the first time in history 

such as national security and territorial issues 

generated.\" 
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With reference to the prime minister\'s visits to Yasukuni Shrine 
Armitage listed the following three key points: (1) Japan should 
determine how to commemorate its war dead 

criminals 

dignity in the US; human beings cannot easily judge the value of the 
dead; (2) since China has made use of the Yasukuni issue as a 
material to pressure Japan 

visiting the shrine in response to its demand 

pick an argument on another problem with Japan; and (3) although 
Prime Minister Koizumi stressed that he visits the shrine in the 
capacity of a private citizen 

concession; this stance underscores that that nation has not focused 
only on the Yasukuni issue. 


Armitage added: \"The Chinese government should not urge the Japanese 
prime minister to give up visits to Yasukuni Shrine 
China\'s demand as improper. He further commented: 


\"The chief of the government of one country who was elected through 
the democratic process should not yield to pressure from a 
non-democratic state. There will be no option for Prime Minister 
Koizumi to stop visiting the shrine as long as China continues to 
express opposition.\" 


Regarding Yushukan 

Armitage stated: \"Descriptions attached to showpieces linked to the 
war are contradictory to the historical views accepted in Japan and 
hurt the feelings of Americans and Chinese.\" In reference to the 
United States\' response 

the Yasukuni issue 


“Оп the Yasukuni issue and how to commemorate the war dead 
government should not make suggestions to Prime Minister Koizumi and 
his successor. Unofficial advice or opinions might be acceptable.\" 


(3) 2006 LDP presidential election: Fukuda\'s next move drawing 
attention 


MAINICHI (Page 5) (Abridged) 
July 20 


With the LDP presidential election only two months away 

is focused on the activities of former Chief Cabinet Secretary Yasuo 
Fukuda 

Shinzo Abe. But in recent months 

high-profile events 

kept silent about his candidacy. In contrast to Abe 
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the spotlight since North Korea launched its missiles 
linking diplomatic activities to the presidential race. Veteran 
lawmakers of other factions supporting Fukuda are visibly 
perplexed. 


In the aftermath of North Korea\'s missile launches 

aides: \"This is a national crisis. We must not discuss the 

presidential race at a time like this.\" Meanwhile 

his presence through his telephone conversations with White House 
National Security Adviser Stephen Hadley on the UN Security Council 
resolution and other issues. Opinion polls also clearly show that 

Abe is way ahead of the media-shy Fukuda. The view is prevalent in 
the LDP that Abe will win the presidency. 


Anti-Koizumi forces envisaging a prime minister Fukuda have begun 
doubting his eagerness to run in the race. Fukuda has been 
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abstaining from attending any parties or lecture meetings since his 
visit to Indonesia in late June. Appearing on a TBS television 
program on July 18 

indicated that Fukuda in the end would not throw his hat into the 
ring. A senior Yamasaki faction member also ruled out the 
possibility of Fukuda running in the race 

campaign funds. 


At the same time 
just watching whether or not Prime Minister Koizumi visits Yasukuni 
Shrine on August 15. 


Fukuda 

things easy.\" But former Defense Agency Director-General Seishiro 
Eto noted: \"When Takeo Fukuda and Kiichi Miyazawa became prime 
minister 

candidacy around August 20.\" 


Abe to kick off nationwide tour on July 27 


Abe will visit various parts of Japan starting on July 27 to discuss 
with local business leaders the issue of their supporting his 
\"second chance\" initiative (by which people who failed in business 
or other ventures are given a second chance by society to become 
successful). 


The series of events will be sponsored by the Parliamentary League 
to Support a Second Chance 

views with local business leaders in Tokyo 

Saitama for a total of five days until August 6. 
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The league will also host a series of events to exchange views 

between Abe and local assemblymen at six places across Japan between 
July 28 and September 2. The first event will take place in Iwate 

the home turf of Ichiro Ozawa 

Party of Japan). 


Abe\'s book Toward a Beautiful Country (Utsukushii kunie) will come 
out today. He plans this to serve as the foundation of his political 
vision. 


(4) UNSC resolution and Japan\'s diplomacy: Japan stands up to North 
Korea\'s missile threat in earnest 


YOMIURI (Page 13) (Full) 
July 19 


Ryuichi Otsuka 


On July 15 

North Korea resolution under Japan's initiative. Last year 

was frustrated in its bid for a permanent seat on the UNSC. What 
should Japan learn from the two contrasting experiences? 


\"It would be fine if we could just get a strong statement from the 
chairman or a weak resolution.\" When North Korea was making 
preparations to fire missiles 

York had such an expectation. 


Eventually 

Japan 

resolution condemning North Korea for its firing of missiles. 
However 
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prevent missile-related materials and technologies from being 
transferred to North Korea and to stop money from flowing into that 
country. 


The UNSC resolution is close in substance to a sanctions resolution 
against North Korea. In fact 
resolution of limited sanctions or weapons-related sanctions. 


Diplomacy is a game to find common ground. In this diplomatic game 
one-sided victory or defeat is rare. It is true in particular in an 

arena of multilateral negotiations like the United Nations. Ifa 

country could get 60 points 

around 

The government can be proud of the result. 
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Of course 

оп a single resolution. It does not seem to me that North Korea will 
mend its ways at once. Even so 

or all its five permanent members (P-5) including China unanimously 
adopted a resolution. That is because China can no longer protect 
North Korea every time it does something reckless. 


Furthermore 

national security 

a resolution. In the long run 
significant in itself. 


In its draft resolution 

Charter. Chapter 7 would pave the way for UN members to use armed 
force. | thought of it then as Japan using this warning as part of 

its negotiating tactics. Meanwhile 

Foreign Minister Aso continued with their hard-line remarks. Even 
diplomats on the front could not see their true intent. They grew 
impatient 

As a result 

If Abe and Aso pretended to be tough in their remarks 

their performance was amazing. 


Japan has never experienced such developments on the diplomatic 
front with China over such a serious issue in the security area. lt 
was propped up by the strong determination and will of politicians 
with the Japanese people standing behind them. 


However 
case 


The strategic reason for Japan\'s frustration is now clear. 


The UNSC is used by the United States to negotiate issues affecting 
its national security 

the Lebanese situation at present 

permanent UNSC member 

hard offensive and defensive battle-as in the case of Japan standing 
up to North Korea\'s missile firing. 


Japan 

electing countries representing various regions and called on the 

P-5 to accept its proposal. The United States 

accept such overtures. For one thing 

United States\' national security might be elected as a permanent 
member on the UNSC. The United States would resolutely exercise its 
veto to kill such an idea. 
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In my view 

media people including myself 

such a severe situation. Moreover 

Of course 

Even in the Foreign Ministry 

critical of Japan\'s approach. Prime Minister Koizumi would not take 
advantage of his relations with President Bush 

appear enthusiastic enough to make the United States become serious 
about Japan\'s UNSC reform proposal. 


If that is the case 

permanent member of the UNSC. As Ambassador to the United Nations 
Kenzo Oshima tends to say 

go through the eye of a needle. 


However 

Korea\'s missile firing this time reminded me of how important it is 

for Japan to be seated on the UNSC as its member. Japan\'s term as a 
nonpermanent UNSC member will expire at the end of this year. After 
that 

present resolutions and it will need to ask for information about 

what was discussed in the P-5\'s closed-door talks. Even so 

no telling what the US would do. In other words 

does not always help Japan in real earnest. 


The missile challenge of North Korea can be an opportunity for us to 
rethink the meaning of becoming a permanent UNSC member. Of course 
Japan 

commit itself to a crisis in faraway countries 

and Lebanon. Is Japan ready to face up to such difficult situations? 
There will be no way as long as Japan does not make up its mind at 

its grassroots level. 


(5) Defense spending likely to trigger controversy in budget 
compilation 


NIHON KEIZAI (Page 2) (Abridged) 
July 20 


Defense spending for fiscal 2007 is likely to spark controversy in 

the budget compilation process. The Finance Ministry has presented a 
plan to reduce the defense budget by 1% from the current fiscal year 
against the trend of frontloading the US force realignment cost and 
deploying a missile defense system in the wake of North Korea\'s 
missile launches. Calls for setting up a budget slot apart from the 
regular defense spending are likely to gain momentum in the process 
of making arrangements between the government and the ruling 
coalition. 


The defense budget for fiscal 2006 is 4.8 trillion yen 
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are labor costs 

costs up to fiscal 2012 is estimated at 3 trillion yen in total 
500 billion yen annually. 


There is an estimate that the deployment of the missile defense 
system will cost over 1 trillion yen. The government is considering 
deploying the ground-to-air PAC-3 and the sea-based MS-3 missile 
systems ahead of original schedule. A shorter deployment period 
means greater single-year cost. 


Financing those systems with the regular defense budget would 
necessitate the major realignment and streamlining of the 
Self-Defense ForcesY conventional equipment. Defense Agency 
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Director-General Fukushiro Nukaga has repeatedly asked for a 
separate budget slot 
not only the Defense Agency. 


The Finance Ministry is dismissive of Nukaga\'s request 

that allowing an exception to defense spending would spoil the 
overall spending-cut plan 

health. The government regards fiscal 2007 as the first year of 
fiscal reconstruction 

the black in fiscal 2011. The government has set guidelines for 
budgetary requests for fiscal 2007 lower than those of fiscal 2006 
judging that spending cuts would affect future consumption tax hike 
debates. 


US force realignment and the threat of North Korea are directly 
linked to the country\'s security. Making adjustments may not go 
smoothly. The opinion is being heard in the ruling coalition that 
putting finances ahead of national security is preposterous. Chief 
Cabinet Secretary Shinzo Abe pointed out the need for the Finance 
Ministry and the Defense Agency to discuss the matter first. 


The Defense Agency is determined to seek a separate budget in 
anticipation of backing from the US government. The matter is not 
simple enough to reach a settlement at the administrative level. The 
post-Koizumi administration will be pressed to come up with answers 
to three major challenges: fiscal reconstruction 

and national security. 


(6) Window of the World column by Kazuo Ogura: Japan 
cultivate universal values first at home 


ASAHI (Page 15) (Slightly abridged) 
July 19 


at early July 4 with Jose Maria Perez Gay, a personal friend of Andres Manuel Lopez Obrador (AMLO 


Column 3 
By Kazuo Ogura 


\"Japan and the United States stand together... for the advancement 
of core universal values.\" 


This phrase is found in the first paragraph of the Japan-US joint 
statement released on June 29. According to that statement 
universal values are freedom 

democracy 


A large number of people would agree that Japan and the US share 
those values. But | wonder whether the two countries are qualified 
to proudly declare they will advance them in other countries. Their 
relations with Asian countries in this regard are problematic. 


\"Asia\'s historic transformation is underway 

increasingly embraces the universal values of democracy 
human rights 

declares. 


| wonder if that is true? Democracy and market economy 
long-term perspective 

young people in South Korea see the US 

overwhelming threat. And China may become a stakeholder 
falls far short of a country that can share values with Japan. In 
addition 

war responsibility are essential if it intends to share values with 
the rest of Asia. 
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Despite these complex circumstances 

trying to deal with Asia only with the theory of advancing freedom 
democracy 

are necessary if they actually plan to do so? In order for them to 
share values with Asian countries 

them to do at least two things. 


First 

share many more perceptions. China needs to advance democratization 
and respect human rights 

authoritarianism and ethnocentrism 

on the past. Japan must refrain from assuming a hypocritical 

attitude in Asia. 


Japan and the US have taken a tough line against North Korea for its 
missile launches 

course. The North\'s missile launching is a menace to the peace and 
security of the Far East. That country\'s attitude also dampens the 
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international efforts to grapple with the nuclear proliferation 

issue. More importantly 

response to the abduction issue absolutely go against Japan\'s creeds 
of pacifism and democracy 

reflecting on World War ΙΙ. That\'s why Japan and the US can assume а 
tough posture toward North Korea. 


Given the present-day international situation 

self-evident that concluding a strategic alliance between Japan and 
the US is effective and beneficial. It is also self-evident that 

such an alliance is one that can defend democracy and freedom. But 
the two countries must deepen those values internally first before 
further sharing them. 


The US has made no self-examination on its disregard for human 
rights at the Guantanamo Bay facility 

cultivate the values of democracy and human rights while reflecting 
on its past. If these two countries declare they share those values 
what they call common values would be viewed as a cloak to conceal 
the nature of their military alliance or viewed as hypocrisy. 


I think the sharing of the values will be advanced only through the 
sharing of an experience. 


Kazuo Ogura: has served in such posts as ambassador to South Korea 
and ambassador to France; is a special guest professor of Japanese 
diplomacy at Aoyama Gakuin University; is a member of the Asahi 
Shimbun think tank 


(7) Preparations for beef exports to Japan underway at Creekstone 
Farms; Authorization to implement blanket cattle inspection has yet 
to be granted 


TOKYO SHIMBUN (Page 3) (Excerpts) 
July 20 


Inspections of meatpackers by Japanese government officials are now 
underway in various parts of the US. The aim of such inspections is 

to check whether cattle are being properly processed. The 

inspections are expected to be completed on July 21. If no problems 
are found 

month. The reporter visited the actual scene where the cattle are 
slaughtered. 


TOKYO 00004042 009 OF 011 


Creekstone Farms is located in Kansas 
livestock state. Preparations for resuming beef exports to Japan are 
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now underway there. 


Since shortly after the embargo was placed on US beef exports this 
January 

including the removal of specified risk materials (SRM) 

vertebral columns 

is doing its utmost to make its employees familiar with conditions 
for exporting products to Japan. 


Japanese inspectors visited the plant on July 11 and 12. Two 
inspectors each from the Ministry of Health 

the Ministry of Agriculture 

officials from the US Department Agriculture (USDA) 

method of slaughtering and shipment records. They checked 
antibacterial measures against colon bacilli and salmonella 
method of removing SRM. CEO John Stewart was confident in his 
management of the plant 

special comment 

smoothly. | am optimistic about the outcome.\" The embargo was placed 
in December 2003 

the State of Washington. Before that 

than 20% of its products to Japan. 


The company decided to carry out blanket cattle testing similar to 
the one adopted in Japan. It invested a total of 1 million dollars 
(approximately 17 million yen) to introduce an inspection system 
including the cost of employing inspectors and constructing 
inspecting facilities. 


However 

negotiations with Japan that there are no scientific grounds for 

blanket cattle inspections 

application for implementing such an inspection method. The company 
then brought a lawsuit against USDA 

implementation of blanket testing. Steward is trying hard to regain 
trust in US beef in the belief that it is the best way to eliminate 
anxieties harbored by Japanese consumers. Creekstone is trying to do 
business in a manner that caters to Japanese consumers. However 
such a company is an exception in the US. The top four companies 
that are estimated to manufacture more than 80% of processed beef 
products in the US are opposed to the idea of implementing voluntary 
blanket cattle testing. 


Backed by the beef industry\'s powerful political clout 

has heightened its pressure on Japan. As part of such a move 
adopted a retaliatory tariff intended to increase levies on Japanese 
products in the event beef trade does not resume by the end of 
August. 


Interview with Creekstone CEO Stewart 
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-- Why is the USDA negative toward carrying out voluntary 
inspections? 


\"The government sometimes becomes too close to those it regulates 
and its thinking becomes about the same as that of the industry. The 
leading four beef producers 

market 

listened to them. That is because such inspection costs are high.\" 


-- How much would it cost? 
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\"It is said that profits a beef processing company makes per head 
are 170 dollars (approximately 20 

production cost is approximately 150 dollars. There would be no 
profits if a processing company carried out a voluntary inspection 
because it would cost 20 dollars per head. 


Creekstone thinks that it needs to please its customers. We know 
that our customers are willing to share that cost. The export share 
of our products is high 

Their target is the domestic market. It appears that domestic 
customers are not yet ready to accept blanket testing.\" 


-- How do you intend to guarantee Japanese customers the safety of 
your products until the lawsuit is over? 


\"We are searching for every measure except for blanket testing. We 
are certain we will win the lawsuit. We intend to continue to seek 
approval of voluntary blanket testing. We can start tests within a 
week after the court hands down its decision. We will be able to 

ship self-inspected products to Japan in early November.\" 


(Corrected copy) Budget request guidelines: Defense spending cut 1% 
; Government 
exception 


MAINICHI (Page 2) (Almost Full) 
July 20 


The government and the ruling parties yesterday agreed to cap the 
fiscal 2007 general account budget at 46.8 trillion yen. According 
to the guidelines 

held to 550 billion yen. Defense-related spending and subsidies to 
private schools will also suffer a 1% cut from the previous year. 
Other spending items 

public-works-related spending 

year. As a result 
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budget will be held to 440 billion yen. As part of a plan to jointly 
reform revenue and expenditures 

slated for cuts over the next five years 

request guidelines for fiscal 2007 have been set in a more detailed 
manner than in the past. 


The guidelines set a 220 billion yen cut in public works 

expenditures from the preceding year and a 140 billion yen reduction 
in other expenditures 

the cost of the Upper House election next summer and 50 billion yen 
for priority spending items. As a result 

expenditures will expand by 440 billion yen from the previous year 
but the Finance Ministry intends to further cut expenditures in the 
budget compilation process at the end of the year. 


For the promotion of efficiency and prioritization of spending 
items 

utility corporations 

public utility corporations 

governments. 


As exceptions to the budgetary cap 

camp will discuss expenses for the USFJ realignment and a revision 
of child allowances as part of measures to deal with the declining 
birthrate in a separate framework in the run-up to the year-end 
budget compilation. 
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The government will present the budget request guidelines to the 
Council on Economic and Fiscal Policy 

and adopt it at a cabinet meeting on the 21st. Each government 
agency will submit budgetary requests by the end of August. 


SCHIEFFER 
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and after the resolution of Kosovo status. 


You will be arriving the day after the \"Elephant Round\" of status 
talks. The GOS is very nervous about these talks -- which they 
themselves have been vocally advocating for months -- and Kostunica 
has not even confirmed his attendance as of the time of this 

writing. In essence 

trap of its own making. By agreeing to the Elephant Round 

fear that they will give Ahtisaari a pretext for dispensing with 

further negotiations and proceeding more quickly to his status 
recommendation. Ahtisaari\'s reply to the GOS that he is willing to 
pursue additional talks on key issues does not reassure Belgrade. 


1 partners on the Commission for Assistance to a free Cuba. Tarmak thanked us for the information e 
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Background: 


PM Kostunica is on a \"diplomatic offensive\" to convey to the world 
that Serbia cannot accept an independent Kosovo -- the message he so 
emphatically delivered at Gracanica on June 28 (the anniversary of 
the Battle of Kosovo Polje). He has personally delivered this 

message in all the Contact Group capitals: Kostunica saw French 
President Chirac on April 11 

Russian President Putin June 12 

Premier Prodi on July 5 and came to Washington on July 11. Ina 

rare public interview relating to Kosovo on July 5 

categorically that he will never accept an independent Kosovo and 
reported that his recent engagement with Contact Group leaders \"has 
shown results.\" Kostunica warned that an imposed solution in Kosovo 
\"cannot remain without consequences\" and will be a threat to Serbian 
democracy. Like several other Serbian leaders 

that Serbia will reject an \"imposed\" solution. Most Serbs know 

little else about Belgrade\'s policy on Kosovo than what they hear 

from Kostunica. 


President Tadic 

same television program one week later. He said that although he 
would fight against independence for Kosovo 

independence cannot be guaranteed.\" FM Draskovic offered a 

similarly realistic viewpoint a day later 

six\" CG members supported some form of \"conditional independence.\" 
Tadic maintains his common policy on Kosovo with Kostunica 

will likely again hear hints of a more realistic perspectives during 

your meeting with him. 


Political landscape: 


The dissolution of the State Union with Montenegro has been accepted 
by Belgrade 

over the results (indeed 

defeat). Kostunica gave the ex-State Union Foreign Minister 
Draskovic 

of dubious legality that met with vehement protest by the Radicals 
and Socialists 

parliament is set to reconvene in September to make the legislative 
changes necessary to bring the Foreign and Defense ministries in 
line with other Republic ministries 

the top of both bodies. 


The unexpected resignation of Deputy PM Labus 

stand by a Serbian leader in recent memory over Serbia\'s failure to 
cooperate fully with ICTY 

Crimes and SAA issues 

position as undisputed G-17+ party leader. Former Agriculture 
Minister Ivana Dulic-Markovic (G-17+) is now Deputy РМ and has 


n. Reasons 1.4 (b,d). 1. (U) On July 14, the Ministry of Foreign Affairs and Trade (МОҒАТ) Southwes 
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remained a progressive (if lonely) voice on Kosovo 
critical issues. 
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Regarding domestic politics 

to prepare for a chaotic political period and possible early 
elections in 2007 in the aftermath of a Kosovo settlement. Across 
the board 

although they are undergoing an eleventh hour push to rectify their 
problems. The nationalist parties remain strong (polling a possible 
majority 

but have failed to attract additional supporters to their ideology 

of hate. They are hoping that even a modest backlash to Kosovo 
independence could ensure for them a majority in the national 
assembly. The results of the next parliamentary elections will 
likely be determined by voter turnout 

bloc parties to rally a largely democratic electorate that feels 
increasingly disenfranchised by weak leadership from the government. 


Your meetings: 


Your official calls will be with PM Kostunica 

Draskovic and DPM Dulic-Markovic. You will also have a working 

lunch with GOS negotiators Leon Kojen and Slobodan Samardzic and a 
meeting with Orthodox Church representatives. In addition to a 

press event and roundtable with Serbian business leaders 

outbrief the Contact Group Chiefs of Mission. 


What to expect: 


PM Kostunica: The Prime Minister is consistent Q he has never 
wavered from his assertion that he will never accept an independent 
Kosovo 

op-ed in the Washington Post and remarks at the UNSC illustrate his 
continued intention to play the legal card with regards to Kosovo 
status. He will likely stick to similar themes raised at the UNSC 

and by extension what comes out in Vienna. To him 

the victims and the international community is treating Serbia as if 
Milosevic were still in power. 


President Tadic: The President maintains the same position on 
Kosovo as the Prime Minister 

hint at a more realistic understanding of the state-of-play 

so far been reluctant to engage on post-status strategizing. Toa 
significant degree 

prism of domestic politics and the fortunes of his own party. In 
contrast to the PM 
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independence might be unstoppable. He may have signaled a further 
step in the right direction when he told the media in Brussels on 

7/19 that protecting the Serbs (i.e. 

was his \"main demand.\" Advisors Leon Kojen and Vuk Jeremic will 
attend. 


FM Draskovic: Draskovic sincerely would like Kosovo to remain 
within Serbia and is still touting his idea of keeping the fig leaf 

of a Serbian flag on the external borders. That said 

realistic than the PM. The Foreign Minister echoed Tadic\'s public 
comments with an interview of his own. Draskovic said that \"five of 
six\" countries in the Contact Group have decided on supervised 
independence 

Draskovic has a faltering party and imperiled cabinet position. SPO 
getting more than 5% of the vote and parliamentary representation 
remain а long shot. He will likely have to partner with other 
party(ies). 


DPM Dulic-Markovic: We are heartened by the Deputy Prime Minister\'s 
constructive approach to issues in the way of Serbia\'s path to 
Euro-Atlantic integration. In fact 

view of Serbia\'s vision 

other GOS official. Unfortunately 

present 

party. The Radicals have attacked her viciously for her Croat 
background (calling her an \"Ustasa\" - basically 

- on the Parliament floor) 

called for Mladic to be arrested and is one of the only GOS 

officials to renew condemnation of the Srebrenica massacre during 

the recent anniversary. To her and her G-17+ colleagues 

unresolved Kosovo represents an impediment to growth and investment 
in Serbia. We are exploring ways in which the international 

community can bolster her and other progressive voices within the 
Government Q your meeting provides a significant opportunity. 


Kojen and Samardzic: This working lunch with be an opportunity to 
discuss in details the results of the July 24 meetings 
steps. 


Church leaders: Although he was just consecrated as Bishop to 
Australia and New Zealand 

with Kosovo status talks on behalf of the Serbian Orthodox Church 
(SOC) in the near term. Irinej of Backa 
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Metropolitan Amfilohije will likely also attend. The SOC\"s official 
stance is very close to the Prime Minister\'s. Privately 

moderate elements are committed to planning for the future of the 
SOC in a Kosovo separated from Serbia 


ion of the complainant as well as of the prosecution\'s chief medical witness, Dr. Raquel del Rosario- 
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criticized the GOSY politicizing of their issues. However 
its probable composition 

enlightened approach. 


Business leaders: In response to your successful meeting in 
Washington 

in Serbia to convene for discussion with you on how best to help the 
Serbian economy and prospects for investment during and after the 
Kosovo settlement. We will be assembling primarily Serbian 

than international 

perspective. It will be off the record and without press. 

MOORE 
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boxes. 


3. (C) The selection process would be much more difficult 
Ban continued 

such passivity would be very unfair for the declared 
candidate 

interest on their candidacies 

confidence. 


Needs USG Support 


4. (C) Ban said he was probably the most favored candidate 
among those who have already declared. His meetings at the 
African Union and Arab League showed substantial support. 
Ban was also comfortable with support from the Latin American 
members of the Security Council. In Asia 

probably \"encourage\" all Asian candidates 

position was more difficult discern 

of the North Korean missile launches. The key 

underlined 

looking for U.S. leadership 

said he was very hopeful that Washington would support his 
candidacy. 


5. (C) The Ambassador acknowledged that Washington 

other capitals 

Ambassador assured FM Ban he was well and favorably known in 
Washington. 

VERSHBOW 
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coordination and integration of government performance 
escalating readiness in all sectors 

procedures to face all prospects in the future.\" The Cabinet 
reviewed developments in the Lebanese and Palestinian arenas as 
well as all forms of support needed by the Lebanese and 


А DepSec Santosh Jha (Americas) on July 13. Jha had по substantive comment. РҮАТТ 
: 11573 SECURITY ADVISORY Classified By: A/DCM Charles N. Silver for Reasons 1.4 (b) and (а). 


Column 3 

Palestinian peoples 

in the form of medical 

confirmed \"Syria\'s support of the Palestinian and Lebanese 
peoples in their heroic confrontation of the Israeli enemy 
machine that targets with its cold-blooded crimes innocent 
people 

and international silence\" against the brutal Israeli offensive 
stressing the need to adopt decisive and quick stances that deter 
Israel and stop its hostilities and attacks on Lebanon and Gaza 
Strip.\" 


Papers also featured a statement by a Syrian information source 
strongly denying 

by an Israeli army spokesman that Israeli warplanes shelled 
trucks traveling from Syria towards Lebanon carrying weapons and 
ammunitions. The source pointed out that the missile which was 
fired by Israeli warplanes targeted a UAE aid convoy 

carrying medicines and ambulances 

border 

that happened to be in the same place at the time of attack. The 
source stressed that such repeated Israeli statements aim to 
create pretexts to justify its brutal crimes perpetrated against 
innocent civilians in Lebanon and to prevent humanitarian aid 
from reaching the Lebanese people. 


All Syrian papers reported that a delegation of Syrian children 
handed the Resident Representative of the UN Program a message 
addressed to UN Secretary General Kofi Annan expressing deep 
concern over the Israeli aggression on the Palestinian and 
Lebanese people and their courageous resistance. The message 
called upon the UN to bring an end to the barbarian Zionist 

killing machine which has targeted the children of the region for 
more than half a century. It said that the \"Marwahin massacre in 
South Lebanon reflects the inhuman situation which our people are 
being exposed to under the Israeli aggression and the full 
indifference of the UN forces about maintaining security and 

peace in the area\". 

End of summary. 

2. Selected Headlines: 

\"The massacre continues. Israel expands its aggression with 
international collaboration. The US rejects cease-fire. Scores of 
martyrs reported. The assaults reach everywhere. The resistance 
responds by shelling Haifa and Israeli settlements\" (Government- 
owned Tishreen 


\"The Prime Ministry listens to a review of political developments 
by the Foreign Minister 

steadfastness and denounces Arab and international silence 
towards the Israeli aggression\" (Government-owned Tishreen 


\"An official media source: The Israeli shelling targets medical 
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aid convoy 


\"Syrian children address a message to UN SecGen Kofi Annan: UN 
forces have refrained from protecting children in Marwahim\" 
(Government-owned Al-Ba\'th 


\"Syria intensifies campaigns of aid. Syrian organizations place 
their installations at the disposal of Lebanese brothers!" 
(Government-owned Al-Ba\'th 


3. Editorial Block Quotes: 


Ali Qasim 

(7/19): VIt seems that Arab popular anger will not be focused on 
the absence of Arab positions 

positions.... 


\"The international position has colluded to an unprecedented 
degree with the Israeli aggression 

international positions have turned from dealing with the 
executioner and the victim on an equal footing 

support for the executioner.... 


“Тһе UN Security Council has failed to take a position that 
compels Israel to stop its aggression.... Maybe Arab popular 
anger has not reached a level enabling it to express its 
existence and role in the required manner. However 

deny that this anger has reached levels it has not reached 
before. This is the truth which has to crystallize in the coming 
days.V 


Omar Jaftali 

commented (7/18): VWhat is happening in Lebanon is reminiscent of 
what happened 60 years ago when the occupation forces abandoned 
our Palestinian people following mass slaughter 

into homeless refugees everywhere in the world. Israel is doing 

the same now to the residents of southern Lebanon threatening 
them with the same fate if they continue to hold on to their 

land 


лагу. The GOS is now in a holding pattern оп any prospective Transpetrol deal, as incoming Minister 
khalter; reasons 1.4 (b) and (4). Action request: Please see paragraph 4. 1. (C) Summary: Ambass: 
and grants clearance to Patrick Cotter, Environmental Protection Specialist, to travel to St. Lucia from 
9 1. Summary: Despite an annulment of the U.S.-EU agreement on the transfer of passenger name 
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homeland. Why? Because Israel simply wants to turn all of 
southern Lebanon into a security zone with guaranteed US approval 
supported by the civilized west and 


\"Only the resistance had the courage to take the decision of 
confrontation. It is now offering lessons and examples to the 
nation 

stripped of everything in view of the endless US -Israeli 
conditions....\" 


Bassam Radwan 

\"The statement issued by the G-8 Summit constitutes a letter of 
support for the Israeli occupation government to continue its 
sinful aggression against Lebanon.... 


\"Leaders of the G-8 summit could have adopted responsible 
positions to stop the Israeli aggression 
conditions of the Israeli murders to a ceasefire... 


\"It is time to realize that there will be no peace in this region 

as long as there is an enemy that recognizes only the language of 
killing and destruction 

there is no way to curb and break this enemy but through 
confronting and resisting it through all possible means....\" 


Ghassan Abdul-Aziz Othman 

National Progressive Front 

Ba\'th on (7/19): \"The only description for the recent Israeli 
aggression against the Lebanese and Palestinian peoples is 


Vofficial terrorismV.... 


\"The same description applies to the US occupation of Iraq and 
the military operations there.... There are several examples of 
Vofficial terrorism\' practiced by Israel against Palestinians and 
practiced by the Anglo-American occupation in Iraq. Among these 
examples are the Gaza shore massacre 

the current barbaric massacres in Lebanon.... 
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Those who claim to fight terrorism and wage war against it are 
the very ones who practice official terrorism... 


\"What is required now is to announce an international campaign 

in which Arabs and the countries that reject the policy of 

hegemony take part 

terrorism in defense of the security of the world and the 

people\'s right to freedom and independence. What is also required 
is an angry popular reaction 

continuing demonstrations 

international action is taken to contribute to ending the 

barbaric aggression against Lebanon 

against the Palestinian people....\" 


Seche 
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71986 
remains optimistic.\" 


-- However 

addressed: (a) improving the poor relationship between the 
political parties 

government's inter-ministerial committee on elections 

(b) providing political party funding in advance of the 
November elections. 


-- In the coming months 
political parties\' abilities to organize and run effective 
campaigns. 


-- NDIVs assessments are correct. On the whole 
democratic transition is steadily moving forward. But 
significant electoral issues remain. Ambassador will take 
these up in detail in his upcoming call on junta-leader Fal. 


-- NDI continues to be the only significant organization 
domestic or international 

for elections. NDIVs role is absolutely critical in setting 
the stage for a successful transition to democracy. 


End Key Points and Comments. 


1. (U) On July 18 
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Program Officer Gregory Houel and Resident Director Jacques 
Veilleux briefed Ambassador on the status of NDIVs efforts to 
help Mauritania prepare for elections. 


2. (U) Responding to Ambassador\'s question about NDIVs 
assessment of the transition 

the transition will go on as planned 

working with the political parties to accept the electoral 
results 

success or failure at the polls).\" Houel added that \"NDI 
remains optimistic about the transition.\" 


3. (C) Veilleux said the largest transition problem was 
currently the poor relationship between the political 

parties 

Consultations between the parties with the inter-ministerial 
committee on elections and with the Ministry of Interior have 
been intermittent and frustrating. 


4. (C) \"Political parties were largely excluded from the 

run-up to the referendum 

because the government was too focused on the referendum to 
include the political parties in the planning 

they simply didn\'t want to." “Тһе political parties keep 

telling us that they feel like a rubber stamp 

adding that \"the Coalition of Forces for Democratic Change 
(the strongest party coalition) 

complain about this problem.\" 


5. (C) Financing for political parties is the second most 
significant problem. \"The Council of Ministers has approved 
a bill allowing for political party funding after the 

November elections 

the run-up to November 

Ministry of Interior or Finance needs to issue a decree to 
provide funding before these important elections.\" \"Several 
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parties have told us that without pre-election funding 


will not be able to participate and campaign in the November 
elections." 


in the press and other open sources. End note.) Contents -------- -- National Security Council Com 
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6. (С) Houel said NDI had hired local attorneys to create а 
draft ministerial decree for pre-election political party 
funding. \"We will give the decree to the political parties 

at the end of the month 

directly to the government 

will hopefully speed up the government\'s response." \"In all 
our efforts 

more proactive and present alternatives to the government 
not just complain and offer nothing 


7. (U) The NDI team also expressed concern about the 
neutrality of the government in the coming elections. \"The 
referendum was a national project 

campaigning could be understood 

\"the coming elections 

the government must remain neutral 

results.\" 


8. (U) In the coming months 

political parties\' abilities to organize and run effective 
campaigns. They will hold several two-day training workshops 
on campaign fundraising and organization 

public debating 

party programs will include party coalition development 
candidate training 

government and civil society. 


9. (U) Additional NDI programs will focus on improving the 
role of women and youth in the political process. 


10. (U) NDI continues providing political parties material 
assistance and training through their Nouakchott Resource 
Center. 
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quarrel 

transgresses beyond the bounds against the other 

ye (all) against the one that transgresses until it complies 
with the command of God. But if it complies 

between them with justice 

who are fair and just.\" 
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3. (C) The second sermon in Mecca dealt with the bond of 
brotherhood as a necessity to overcome global challenges. 
The Imam stated 

Muslims in the past to victory in this world and God\'s 
pleasure in the hereafter 

the challenges around it and achieve victory and might.\" He 
proceeded to invoke prayers to destroy the enemies of 
religion and to unify Muslims. Although these sermons did 
not directly reference the conflict in Lebanon and Israel 
they indirectly addressed the issue of ShiVa versus Sunn\'a 
Muslims as well as the need to jointly overcome their 
opposition. 


4. (C) Although the main mosques are tightly controlled and 
therefore do not tend to deviate much from the instructions 

of the Grand Mufti 

times of stress and conflict. A Meccan scholar 

reported to ConGenOffs that there was no mention of the 
Israel-Lebanon contact in the Friday sermons in the local 
mosques. He claimed that although there were expectations of 
its discussion 

SAG reaction to the conflict. 


5. (C) The Medina sermons focused on the need for optimism 
among Muslims. In the first sermon 

bin Awad al-Thubayti talked about the disasters 

tribulations plaguing Muslims worldwide and urged them not to 
despair. He pontificated about the virtues of optimism and 
states that \"the basis of optimism is trust in God and 
acceptance of His will.\" He further states 

are talking about is the one that renews vigor 

action.\" The Imam continues to talk about the need for 
optimism and hope in order to \"remove from the nation the 
sense of humiliation 

people and does not trust anyone. He might commit suicide or 
resort to violence and killing 

way out.\" 


6. (C) The second sermon in Medina focuses on the need to 
alleve pessimism in order to create strength. He said that 
focusing on the strength of the infidels can lead to weakness 
and despair in the nation. He ended the second sermon with 
prayers for the safety of this and other Muslim countries. 

He asked for support for the brothers in Palestine 

them victory over the tyranny of the Jews. He also asked for 
support for the brothers in Iraq 

evil and distress. As with the Mecca sermons 
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ones did not mention the current conflict 
need for strength and unity during this current conflict. 


7. (С) The Friday sermons at local mosques in Riyadh did not 


discuss 

Lebanon and Israel. Instead 

general topic of spending leisure time fruitfully 

engaging in religious studies 

movies 

stressed the need to pray for all Muslims 

supplementary prayer calling for the victory of the 
Mujahedeens in Palestine 

defeat of those who want to perpetrate evil against Muslims. 


8. (C) Many Muslims in Riyadh expressed unhappiness about the 
Friday sermons during private gatherings and in internet chat 
rooms throughout the week. They felt that there was a lack 

of interest in the calamity befalling their Muslim brothers 

in Palestine and Lebanon 

time by discussing trivial matters instead of the current 

crisis. 


9. (С) Shaykh Mohammad al-QahtaniVs sermon this Friday 
focused on the current state of affairs in the Islamic world. 

In his first sermon 

Muslims 

which they lived. He compared them to modern-day Muslims 
whom he criticized for behaving immaturely and ungratefully 
even though they live in absolute splendor and comfort. He 
talked in sadness and despair about the current state of 
Muslims and claimed that they must exhibit more fortitude 
courage 

presence of mind 

surroundings and of their enemies if they are ever to measure 
up to their ancestors. He condemned the so-called 
\"Jihadists\" as cowards who only target Muslim countries and 
innocent people. He claimed that true \"Jihadists\" are the 
heroes who fight on the enemy\'s doorsteps 

does not necessarily have to occur through violent means. 


10. (C) The second part of the sermon focused on the current 
military confrontation in the Middle East. He described it 
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as a well thought out plan to drive Muslims from their homes 
and their land using any and all pretexts and excuses. He 
added Somalia 

Muslim nations that he said are targets of American and 
Zionist attacks. He added that it is a pity that Arabs and 
Muslims are not banding together to confront the embargoes 
besieges and attacks on their nations and their economies. 
The sermons of the Eastern Province openly focused on current 
conflict unlike the rest of the Kingdom 

signifies their feelings of unity with the ShiVa outside of 
Saudi Arabia. 


11. (С) ConGenOffs received reports that the Israel-Lebanon 
conflict was addressed in some Friday sermons in Jeddah. The 
reports indicated that the Imams stressed the unjust actions 

of Israel. 

Gfoeller 
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Power for Reconstruction; and 


3. (C) However 

opposed to the presidential candidate himself) seems to be 
playing catch-up in its attempts to win a parliamentary 
majority which would ensure its continuing relevance. 
Kabila\'s campaign was officially underway at least a week 
before the official party theme 

People 

Kamerhe on July 7. Many of KabilaVs key supporters are 
simultaneously involved in propelling Kabila through the 
presidential elections 

National Assembly seats. While Kabila\'s success in the 
presidential poll is key to the PPRD\'s political future 
party\'s failure to launch a cohesive offensive could cost it 
dearly if its candidates fail to capture sufficient 
parliamentary seats. 


4. (C) From its inception 

dangerous divide between Kabila\'s political family and Party 
founders. As early as the first Congo negotiations in 

Lusaka 

aspirations required a political party. He reportedly asked 
senior advisor Augustin Katumba to help create an appropriate 
party; Katumba 

democracy 

other personal loyalists and prominent political figures 
including now-Minister of the Interior Theophile Mbemba and 
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Katanga\'s current Vice Governor Chikez Diemu. The latter two 
created the PPRD 

However 

direction: Party members are expected to be completely 
devoted to Kabila\'s success 

return loyalty and exerts few efforts on behalf of PPRD 
members or their individual campaigns. Kabila\'s decision to 
snub the party and run as an independent 

of \"The People\'s Candidate 

the Presidency\'s strained relationship with the PPRD. In 

fact 

Secretary-General Vital Kamerhe) is not even a PPRD member. 


SIPDIS 


5.(C) The responsibility of senior PPRD leaders for 
promoting Kabila\'s presidential campaign is an extremely 
heavy burden for many individuals. Numerous senior members 
of the party have been tasked with personally \"managing\" the 
presidential campaign in specific regions outside of the 
capitol. At a historic moment when every Congolese politician 
is attempting to define his or her own role in the 

post-conflict government 

faithful have been diverted from their own futures to ensure 
Kabila\'s. No master list of regional \"managers\" has been 
made public 

Theophile Mbemba in Bandundu 

Moise Katumbi in Katanga 

Kasai Andre Claudel Lubaya in his home province -- are also 
struggling to keep their own parliamentary campaigns afloat. 
Other significant \'managers\" of Kabila\'s campaign are not 
members of PPRD 

Presidential Majority (AMP 

management duties in other strategic regions -- such as 
Olivier Kamitatu in central Bandundu 

Andre Phillipe Futa (from PANU) in Eastern Kasai. In an 
election with over 9 

seats 


KINSHASA 00001161 002 OF 002 


The pressure is enormous -- and enormously resented. 


6. (C) While at first glance these might appear to be 
ceremonial appointments which would share Kabila\'s popularity 
with those appointed 

a great deal of personal responsibility with no real 

authority. The actual working staff at the regional level 

who manage the day-to-day details of Kabila\'s campaign are 
mid-level party functionaries with no apparent responsiveness 
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or loyalty to their designated managers. Yet 

fashion 

these regions 

the political price. The managers thus face a dilemma; they 
can focus on the presidential campaign to the detriment of 
their own parliamentary hopes 

their election as members of the National Assembly and risk 
potential Presidential ire should their loyalty be less than 
complete. 


7.(C) Comment. Kabila has created a melange of supporters 
who cross ethnic and political lines 

unity is Kabila himself. This clearly benefits Kabila 

it leaves the PPRD -- which is already facing the strains 
inherent in a drawn-out and divisive political struggle 

in which the leader\'s success does not automatically accrue 
to his party\'s supporters -- much weaker than before. The 
risk that Kabila has created in managing his campaign in this 
way is that he may well succeed in being elected as The 
People\'s Candidate 

so fractured that it cannot help to govern. The real 
challenge of the Congolese elections is not only being 
elected President 

craft political alliances between majority and minority 

parties. The National Assembly will be dependent upon such 
alliances in order to govern the country and help it emerge 
from decades of mismanagement. The internal failure of the 
PPRD would significantly limit this possibility. Kabila 

risks finding himself in a situation in which he has won the 
presidency 

country. End comment. 

MEECE 
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the heels of recent coup rumors (ref) 

attracted a lot of attention. According to the English 

language Nation newspaper (no fan of the PM\'s) 

about recent coup rumors \"Thaksin appeared moody and replied: 
VYour question is unconstructive.\\" 


3. (C) One Embassy military contact--in the \"for what it\'s 

worth category\"--believes that the cool and careful Sonthi 

would never have undertaken such a \"provocative\" move on his 
own. According to this same source 

of Thaksin\'s--who directed the Army Chief to push back 

against the PM\'s cronies in the military. 


THAKSIN TRIES FOR A NEW DECK AT MINISTRIES 


4. (C) Thaksin meanwhile 


) 1.(C) In response to reftel, Embassy convoked an Emergency Action Committee (EAC) meeting ‹ 
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discuss a reshuffle of senior civil servants 

Ministry Permanent Secretaries. According to press accounts 
the PM intends to finalize the civil service list by October. 
Of these changes 

reported move of Somchai Wongsawat--the PM\'s 
brother-in-law--from the Ministry of Labor back to his 
original position in the Ministry of Justice. Conspiracy 
theorists have suggested that this move is designed to 
strengthen the PM\'s control over ongoing investigations of 
the opposition 

party 

slot after new elections. Labor officials are reportedly 
overjoyed to see Somchai move on. 


BUT IS THE DINNER CROWD BLUFFING? 


5. (C) Speculation about the dinner meeting of several 

cabinet ministers last Sunday--widely rumored as a pow-wow of 
ministers looking for an exit strategy from the Thaksin 
camp--continues to mount (ref). Those in attendance are 
publicly denying any conspiracy charges 

that the gathering at a local restaurant was merely a 

birthday dinner for Deputy Prime Minister and Commerce 
Minister Somkid Jatusripitak. Minister in the Office of the 

PM Suranand Vejjajiva--who has been rumored to be looking for 
a way out of the cabinet--told reporters that the meeting was 

a social occasion 

political situation...were not going into a huddle to do 

anything.\" Press play of the meeting has prompted several 
other factions of the PM\'s Thai Rak Thai (TRT) party to make 
public pledges of allegiance to the besieged head of 
government. 


THAKSIN TALKS UP HIS ACES 
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6. (C) On July 18 

village officials from around the country at a temple in 
Pathum Thani in ostensible celebration of the KingVs 60 year 
on the throne. The PM--who tried hard to not look like he 
was Campaigning for the next election--told the officials 

that they 

foundation of TRT 

people in the opposition who fail to play by the rules. 


THE KING SITS THIS HAND OUT 


|. (C) On July 13, Ambassador Hertell spoke to President Fernandez regarding the UNSC seat (reftel 
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7. (SBU) According to local press 

surgery for his spinal condition (ref) the evening of July 

20 

afterwards. V'Get Well" books and messages have been placed 
at locations throughout the country. 

ARVIZU 
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regarding the transitional government parties suggests that 
independent candidates could gain many more seats than 
originally expected. Despite the obvious difficulties in 
tallying legislative results -- with the huge number of 
candidates and a wildly complicated ballot -- and the many 
challenges expected to those results 

first-round victory it could allow for the new government to 
be installed as early as October 

period of tenuous uncertainty under the continued governance 
of the rump transitional government. End Summary. 


3. (C) Although there аге 33 presidential candidates 
registered for the DRCYs upcoming July 30 elections 

handful (6-8) are actually serious candidates capable of 
conducting effective campaigns. Many others threw their hats 
in the ring simply to try to negotiate a better 

post-electoral position in exchange for alliances with more 
viable candidates 

the case with the so-called group of 19 

candidates who are currently calling for a freeze of the 
electoral process to address what they portray as fatal 
shortcomings in the process. Although a few from the ranks of 
the 19 (notably Joseph Olengenkoy and Oscar Kashala) are 
simultaneously pursuing their campaigns 

content themselves with organizing marches and giving 
interviews to the press to reiterate their opposition to the 
electoral process. Some high-profile candidates 

Ruberwa and Bemba 

calls for dialog and deploring flaws in the system while 
aggressively campaigning for election. The inability of the 
group of 19 to organize significant demonstrations in 
Kinshasa or elsewhere 

of the Congolese people to go to elections and avoid another 
an old-style division of power via backroom political deals. 


4. (C) With two weeks left in the electoral campaign it is 
increasingly clear that incumbent president Joseph Kabila is 
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the likely victor. He enjoys all the normal advantages of an 
incumbent 

mostly unknown opponents. An inexperienced electorate 
confronted by the plethura of choices 

(although perhaps not entirely happily) to be falling back on 
the tried-and-true figures of the transition 

incidentially also happen to be the candidates best equipped 
to conduct nationwide campaigns. Leading contenders 
therefore 

Cooperation Mbusa Nyamwisi 

former Mobutu-era Central Bank President) Pierre Pay Pay 
former transitional government Ministers Eugene Diomi 
(Mines) 

whom were dismissed from the transitional government for 
corruption) and 

historic figure along the lines of the UDPS\' Tshikedi 

also be a contender despite his relatively small political 
base because he enjoys wide name recognition and is the only 
\"major\" candidate not affiliated with the transition. In 

terms of Congo\'s classic east-west political divide these 
major candidates are evenly split 

(Ruberwa 

(Gizenga 

matters because most Congolese expect a \"balanced\" government 
after elections 

presidency he will be expected to choose a western-based 
Prime Minister whose party forms part of the National 
Assembly majority. 


5. (C) With 9 

seats 

it seemed that the three major parties of the transitional 
government 

independent candidate Kabila) 

party) and the RCD (VP Azarias Ruberwa\'s party) were likely 
to gain most of the seats 

three parties are suffering a high degree of drift and 
disorganization 

conducting their own campaigns and have little time or 
interest in directing the efforts of their parties. As a 

result 

effectively stranded 

organization and 

their partiesY key messages are since no electoral materials 
have been distributed. Also 

their campaigns promptly on June 30 (the day after the 
campaign season began) 
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July 12 

campaign schedule -- and none of the RCD members were able to 
begin their personal campaigns until Jun 10 

decided that the party should begin campaigning. (Note: The 
delay stemmed both from Ruberwa being ill 

death of the RCD\'s highest-ranking military member 

Sylvain Buki -- Ruberwa and many others remained in Kinshasa 
until after BukiVs funeral. End Note.) 


6. (С) The disorganization of the major parties and а 
prevailing popular sentiment favoring \"throwing the bums (of 
the transition) out\" increasingly suggests that independent 
candidates could do considerably better in the Assembly 
elections than originally thought. (Note: Kabila is running 

as an independent in large part to turn the anti-transition 
dynamic to his favor by distancing himself from his 
ostensible party 

the party to provide his campaign infrastructure. End Note.) 
At this point it seems possible that \"independents\" might 
even wind up as part of the majority coalition (with one or 
more of the \"organized\" parties as partners) in the future 
National Assembly. This will affect the president\'s choice of 
future Prime Minister 

come from the ranks of the majority party or coalition of the 
National Assembly. 


7. (C) A first-round victory for Kabila (or any other 
presidential candidate) would likely hasten the formation of 
а new post-election government 

September or October 

complete the compilation of official results for the new 
National Assembly. While the sheer number of presidential 
candidates makes it difficult for one candidate to achieve a 
majority on the first round 

rumored) that several candidates will either withdraw 
(probably using alleged electoral irregularities as their 
excuse) or publicly throw their support to a stronger 
candidate (for instance 

list were reduced to something under 20 

first-round Kabila victory would increase 

current polling shows Kabila already garnering 30% of the 
polled electorate (a huge margin over his closest competitor 
Gizenga 

currently anticipated sometime in mid-to-late October 
unlikely that the elected government in Kinshasa could be 
installed until the end of the year. However 

of candidates remains the same 
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second-round being needed 
the presidents men. 


8. (C) In any event 

suggest a healthy lead for Kabila 

viewed with some reserve as an indicator of election results. 
Polling outside of Kinshasa is subject to broad margins of 
error 

of polling accuracy. Even if the polling methodology is 
sound 

exercise in over 40 years 

responses to pollsters will necessarily correspond to actual 
votes case in a polling booth. Voter turnout 

something of a wild card 

where the UDPS call for a boycott could resonate. It is 
entirely possible that voter participation rates could create 
a different electorate profile than that utilized by the 
pre-election polls. There is simply no electoral track record 
in the DRC on which to base predictions. 


9. (С) Whether first or second round 

newly-elected president will face many challenges 

from naming a Prime Ministerial candidate acceptable to the 
National Assembly majority (and to the country) and 

hopefully 

acceptance of Ministerial candidates; to working with the new 
Prime Minister to develop national priorities and a 

legislative agenda reflecting same. All the above will 

involve what could be a largely inexperienced and 
undisciplined National Assembly which must pass key pieces of 
legislation to begin desperately needed reform processes. The 
new government will struggle with these and other challenges 
in a highly charged environment where there will be 
considerable pressure to deliver quickly on (prehaps 
unrealistically high) public expectations for change and 
progress. Real 

to establish the newly elected governmentVs credibility. 


10. (C) We also anticipate a host of legal challenges from 
disgruntled 

overwhelming for the Assembly seats) and cannot rule out the 
risk of possible violence by some actors when those legal 
means fail to change the electoral results. In short 

although getting the DRC to elections has posed many 
challenges 

of success for the democratic process in the DRC. 
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complement ongoing efforts to improve internal coordination 
of policy towards Sri Lanka. (Note: In an earlier meeting 
Paisit Boonparlit from MFA\'s North American Division 
indicated that there were serious disagreements within MFA 
over how to respond \"officially\" to our request. According 
to Paisit 

Prime Minister Surakiart and Sri Lankan diplomat Jayantha 
Dhanapala complicated the issue. End Note) 


3. (C) Panyarak said that before committing to join the 
contact groups the RTG will need additional operational and 
logistics details 

buy-in from Colombo before proceeding. In addition 

are concerned the contact groups might duplicate existing 
efforts 

intelligence sharing arrangements. Panyarak noted that 
Thailand exchanged intelligence with Sri Lanka on a regular 
basis bilaterally. Additionally 

Initiative for Multi-Sectoral Technical and Economic 
Cooperation (BIMSTEC) -- which includes Sri Lanka 
Thailand -- also provided a forum for information sharing. 


4. (C) Action request: post would appreciate additional 
information on the proposed contact groups including details 
on 1) possible meeting schedules and other logistics 
information; 2) how the groups will interact with the Sri 

Lanka Co-Chairs and other existing groupings; 3) the level of 
commitment from the Sri Lankan government. 
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three years of study at Stanford 

a cautious supporter of universal suffrage 

no reason why direct elections to the fifth term of the 
legislature not be held in 2012.\" While lp has been vague 
about her political future 

freely speculated that she may run for a seat in the 
Legislative Council in 2008 and/or contest the 2012 Chief 
Executive election. One analyst stated 

fashioning a powerful political persona for herself -- that 

of a convert to democracy with the advantages of ministerial 
experience and Beijing\'s supportA" Comment: Several of our 
contacts believe that Beijing\'s implicit support of Ip will 
serve as a reminder to Chief Executive Donald Tsang that 
like his former boss C.H. Tung 
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A Choreographed Return to Hong Kong 


2. (SBU) At a July 18 press conference 

Security Regina Ip formally launched the Savantas Policy 

Institute 

transforming Hong Kong into a knowledge-based economy and on 
developing the city into the mainland\'s platform for 

technology transfer and trading intellectual property rights. 

(Note: SavantasV focus echoes calls by former Chief 

Executive (CE) C.H. Tung to develop Hong Kong into a 
knowledge-based economy. End Note.) Most of the 11 members 
of the Savantas board of governors are graduates of Stanford 
University 

master\'s degree under Professor Larry Diamond 

comparative studies on democracy. 


3. (C) Ip spent much of her hour and forty-five minute press 
conference deflecting questions about her political future. 
Since her June 19 interviews with \"Sing Tao Daily\" and \"The 
Standard 

daily fare in the media. Several Consulate contacts have 
speculated to poloff that Ip likely planned her return to 
Hong Kong several months in advance and had received 
substantial assistance from friends in Hong Kong 

liaised with local media in generating the extensive media 
coverage. The former civil servant also explained her 
thoughts on Hong Kong\'s prospects for democracy 

\"there is no reason why direct elections to the fifth term of 
the legislature not be held in 2012.\" She noted 

that certain pre-conditions should be met before achieving 
universal suffrage 

Central Government. Generating even more interest in her 
return to Hong Kong were hints that she might form a new 
political party or even run for a legislative seat. 


4. (SBU) On July 4 

master\'s thesis 

Development and Transitional Society.\" lp explained how the 
\"debilitating disconnect\" between the executive and 

legislative branches had hampered the Hong Kong GovernmentVs 
efficiency 

legislative system. 


An Unlikely Democrat 


5. (SBU) During Ip\'s tenure as Secretary for Security from 
1998-2003 


Column 3 

tough demeanor. Given her record in that office 
pronouncements in support of universal suffrage are 
considered a bit out of character by some analysts. As the 
primary architect of Article 23 

unpopular with many Hong Kongers over her uncompromising 
defense of national security legislation and her remarks on 
democracy. In 2002 

panacea for all of Hong Kong\'s problems and reminded Hong 
Kongers that Adolf Hitler had been elected by a \"one man 
vote\" election. Moreover 

2003 march 


HONG KONG 00002966 002 OF 002 


protestors 

demonstrators; fifteen days after the massive protest 

28-year veteran of the Government resigned from the 
Government 

Savantas 

or to back down from her Hitler comment 

believed her remarks were not controversial and were grounded 
in \"political science views.\" 


Ip\'s Political Future 


6. (SBU) While Ip has been careful to say as little as 
possible about her political ambitions 

supporters have speculated freely to the media 

even more excitement about her return to politics. On July 
11 

China Morning Post (SCMP) that Ip might be interested іп 
seeking a directly elected seat in the 2008 Legco election 
and eventually the Legco presidency. Lee added that Ip also 
might be interested in seeking the Chief Executive job in 
2012. On July 19 

Central People\'s Consultative Conference (CPPCC) 
Stanley Ho said at the Savantas launch that they would 
support Ip if she decided to run in the 2008 Legco elections. 


7. (SBU) According to Professor Ma Ngok of the Hong Kong 
University of Science and Technology 

SCMP on July 13 

on the part of Ip. It not only raises her media profile 

also provides a platform for her future political ambitions. 

In another July 13 SCMP column 

Executive of Civic Exchange agreed: \"Ip may be fashioning a 
powerful political persona for herself -- that of a convert 

to democracy with the advantages of ministerial experience 
and Beijing\'s support.V In addition to being the head of 


) апа (d). 1. (S/NF) SUMMARY: А U.S. citizen, who promotes American defense interests in the King 
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Savantas 

ATV 

Audrey Eu and Liberal Party Chairman James Tien. 


Biographic Information 


8. (SBU) Ip joined the Hong Kong Government in 1975 and 
served in a number of branches and departments including the 
Civil Service Branch 

Branch 

and Industry Branch. After her May 1998 promotion to 
Secretary for Security 
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Lady.\" Ip resigned from that position on July 16 
\"personal reasons.\" 
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reaction\" to the kidnapping of two Israeli soldiers by Hezbollah. 
Left-of-center Le Monde highlights \"Washington\'s loss of influence 
in the region.\" Other stories examine Syrian and Iranian influence 
in the conflict. (See Part C) 


\"Lebanon Calling for Help\" is left-of-center Liberation\'s headline 
this morning. \"Though it is true that Tsahal\'s strikes have hit some 
of Hezbollah\'s infrastructures 

has been the hardest hit 

\"the situation is such that international organizations and certain 
countries like France fear an impending humanitarian disaster in 
Lebanon. 


In an interview in right-of-center Le Figaro 

am imploring the international community to look at the situation in 
all fairness... It is Israel that is waging state-sanctioned 

terrorist acts... In the end it will get exactly the opposite of 

what it is hoping for by sparking a desire for revenge within the 
Lebanese population.\" 


Catholic La Croix 

and Lebanese militaries in a two-page article entitled \"Three Armed 
Forces 

military has enormous firepower 

against the asymmetric methods of Hezbollah.\" 


Popular right-of-center daily Le Parisien carries an interview with 
Frangois Gere 

Analysis 

Gere 

Syrian and Iranian direct involvement 


| for USAID/OFDA/ECARO Regional Advisor, Alan Dwyer to travel to Bujumbura, Burundi during the r 
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greatest risks of the conflict. 


Catholic La Croix carries an interview with another prominent French 
think-tanker: Pascal Boniface 

International and Strategic Relations 

Lebanon. Although Boniface admits that historical 

military ties exist between Iran and Lebanon 

notion of Lebanon as Iran\'s puppet. Boniface believes Iran\'s 
strategy of confrontation is paying off 

To the Arab world 

opposing the U.S. and Israel.\" 


State-run France 3 television aired a report in which a Lebanese man 
declared: \"Every 10 or 15 years they do this to us\". In state-run 
France 2\'s report the journalist noted that the Lebanese government 
does not understand Israel\'s strategy and why they have chosen to 
destroy warehouses used for storing food or prevent the 
transportation of humanitarian aid. Privately-owned TF1 television 

as well as FR2 and FR3 all briefly mentioned President Chirac\'s 
statement 

and between Lebanon and border countries." 


The Deputy Secretary General of the UN Jean-Marie Guehenno grants an 
interview to right-of-center Le Figaro in which he underscores that 

with regard to a stabilization operation in southern Lebanon \"the UN 

is not equipped for coercion.\" 


The second most prominently featured story in the French national 
press today is the controversial embryonic stem cell bill that 
President Bush has vetoed. Catholic La Croix examines the political 
ramifications of President Bush\'s veto 

the move divides the political terrain before the 2006 midterm 
elections. The article notes how the veto may catalyze some 
Republican members of Congress to distinguish themselves from an 
\"increasingly unpopular president.\" 


An article in right-of-center Le Figaro stresses that in spite of 
bi-partisan support for the stem cell bill and 70% of the American 
people favorable to federal funding for this research the President 
\"is letting himself be swayed by the conservative religious groups 
that make up his electoral base.\" (See Part C) 


(C) SUPPORTING TEXT/BLOCK QUOTES: 
Israeli-Lebanese Conflict: U.S. Middle East Policies 


\"Impatience\" 

The editorial by Antoine de Gaudemar in left-of-center Liberation 
(07/20): \"Israel\'s retaliation may be in response to Hezbollah\'s 
aggression 

particularly likely 
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blunders. Past strategic strikes in Belgrade 

the end have always had the same deadly \'collateral\’ consequences... 
Even the U.S. 

lose patience with regard to its ally. This may speed up the 

possibility of a cease fire that the Israeli military knows is 

inevitable even if it would like to put it off as long as possible. 

Contrary to what he says 

the world to deal with Lebanon.\" 


\"Washington aligned with Israel has lost its influence in the 

region\" 

Eric Leser in left-of-center Le Monde writes (07/20): \"The military 
escalation between Hezbollah and Israel increasingly sheds light on 
the powerlessness of American diplomacy in the Middle East... In the 
name of the war on terrorism 

its bridges with Damascus 

IsraelVs turning to Russia to establish contact with Syria as a sign 

of America\'s incapacity... As for Israel 

deal of influence that it is not using... In order to counterbalance 

its failures in Iraq 

what has been achieved in Israel 

of promoting peace and democracy. The withdrawal of Syrian troops 
from Lebanon and the Israeli withdrawal from Gaza were presented as 
diplomatic victories... But the electoral triumph of Hezbollah and 
Hamas tend to demonstrate that terrorism and democracy are not 
mutually exclusive in spite of what the White House likes to 

repeat.\" 


Middle East - Syria\'s Influence 


\"Syria\'s Crocodile Tears\" 

Georges Malbrunot in right-of-center Le Figaro (07/20): \"Damascus is 
pretending to feel sorry for Lebanon... but is having a hard time 
hiding its satisfaction behind its fake tears. After the 

assassination of Rafic Hariri 

Lebanon... Fifteen months after this humiliation 

is not unhappy to see its former vassal plunged in a war with 

Israel... But after a period of intense pressure on Syria 

international community let up... In fact the U.S. needs Syria to 
appease the situation in Iraq... And France has had to come to terms 
with the idea that lacking tangible proof of Syria\'s involvement in 

the assassination of Rafic Hariri 

to try to hermetically isolate Damascus. The international community 
needs Syria to temper Hezbollah which is why the all-powerful head 
of Syrian intelligence 

Paris today...\" 


Stem Cell Bill Veto 

\"Cloning and Ethics\" 

The unsigned editorial in left-of-center Le Monde (07/20): \"The 
American Senate\'s vote to pass a bill authorizing federal funding 


no permanent OHCHR presence іп Kazakhstan. OHCHR regional advisor Rein Mullerson reportedly 
3 logistical assistance for Spanish representatives to the July 20 Iraq Compact meeting to MFA actin 


TATE 108279 1. Charge delivered reftel demarche апа non-paper on July 14 to Austrian MFA Legal. 


Americas and Oceania. Valdimirou said that the EU (through the EU Committee on Latin America, C! 


Column 3 

for stem cell research marks an important step in the complex 
relationship between politics 

George W. Bush put forward that this law imposes a choice between 
science and ethics... true to his convictions 

veto the bill... But very influential Republicans 

Reagan and Arnold Schwarzenegger 

Bill forward... But the fact remains that no democracy can afford 
not to question the ethics of stem cell research... and unlike in 
2002 

upcoming presidential election in France.\" 


\"Bush Uses His Veto Against Stem Cells\" 

The Washington correspondent for right-of-center Le Figaro 

Gelie comments that (07/20): \"Morals remain the guiding principal 
for all of the most controversial decisions that George W. Bush has 
had to make in his career... And for the first time yesterday 

taking office 

conforming to his \'values.\\" STAPLETON 
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Electoral Assistance and Observation.\" FM De Gucht was 
unable to attend the conference and deliver his keynote 
address due to the passing of his father. 


3. (U) Several speakers 

Ambassador Christian Strohal 

number of election monitoring groups has caused 
inconsistencies in post-electoral reporting. Belgian 

Minister of State and member of OSCE Parliamentary Assembly 
Francois-Xavier De Donnea 

election observation processes through utilization of 

standards drawn from the Copenhagen Commitments to free and 
fair elections 

declarations. He went on to stress the need for election 
observation in both developing and established democracies 
stating that in today\'s climate election observation is a 
necessary condition of a healthy democratic state. De Donnea 
also proposed developing a system that opens the channels of 
communication between qualified election monitoring 
organizations. Note: De Donnea is conducting a review of 
election monitoring for Belgian CiO De Gucht. He has observed 
several monitoring missions throughout the year. End Note. 


4. (SBU) The main event of the conference was an unexpected 
exchange between panel members and Russia and Belarus 
representatives. Strohal set the tone early with his 

statement that while progress in electoral processes is 
witnessed in many Central and Western European nations 

the East a backslide is occurring. Implicitly criticizing 

Russia 

states and their allies are committed to the rhetoric of 


ons 1.4 (а), (b) апа (а) 1. (С) The Italian MFA confirms the presence of the three Italian delegates lis 
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democracy 


5. (SBU) Following up with a more direct speech 

Emeritus of the OSCE Parliamentary Assembly Bruce George 
UK MP 

electoral missions. In his opinion Russia and its allies want 

to control ODIHR and has significantly interfered with ODIHR 
missions. George went on to share his views on the 
backsliding democracy in Russia. Russian Ambassador Vadim 
Lukov struck back 

western preconceptions before ever entering a mission and 
calling it an organization \"intolerant to outside criticism.\" 

He also insisted that a double standard exists and that 
ODIHR is \"blind іп one-eye.\" Lukov\'s remarks were quickly 
rebuked by George 

rebuttal. At the end of the exchange Lukov said such 
criticisms were reminiscent of the Cold War. 


6. (U) Parliamentarian leadership was also scrutinized. Anne 
Bourlond 

remarked that when parliamentarians arrive a day - or hours - 
before commencement of an election and depart immediately 
thereafter 

becomes a burden to monitors in the field. The Belgians told 
us OSCEPA Secretary General 

declined to attend 

been invited without consulting the OSCEPA Copenhagen office. 
George 

Belgians stressed the need for improved dialogue and 
coordination between OSCEPA monitors and ODIHR; this was 
supported by most speakers. 


7. (SBU) A Belarus representative took up the Russian stance 
claiming it is ODIHR that lacks transparency. He concluded by 
inviting all members of the conference to attend a review of 
the Belarus elections to be held in Vienna by Belarus. 

Strohal made it clear he was 

discuss observed discrepancies in electoral practices with 
Belarus officials. In response to why ODIHR found it 
necessary to enlist larger numbers of observers in Belarus 
and other eastern European state elections 

past experiences have proved it necessary in certain 
countries with history of corrupt elections citing previous 
election results in Belarus. He also reaffirmed the original 
ODIHR report on the Belarus elections contained only what was 
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opposition is refusing to move forward with the budget until a 
compromise is reached. Parliament will meet again on Monday 
July 31. End Summary. 


2. (U) In the run up to the current budget session 

Appointments Committee of Parliament recommended increases to 
salaries for both judges and MPs. While the government has 
included the salary increase for judges 

salary increase for MPs in this yearYs budget. MPs 

currently make 258 

raise to 400 


3. (U) An agreement seemed to have been reached on July 17 
between the Minister of Finance and opposition leaders 

the Minister agreeing to some sort of pay raise. However 
President quickly squashed the agreement 

refusing to compromise. 


4. (U) Government and opposition leaders have spent the two 
days since trying 

impasse. After adjourning early on July 18 

meet all day on July 19 

Parliament would adjourn for the remainder of the week. 


5. (SBU) Comment: The opposition 

attempts to woo their MPs 

fight over the budget. Without a majority 

the opposition to pass the budget 

problems within its own party if it continues to oppose any 
salary increase for MPs. However 

unproductive parliamentary sessions (Parliament has passed 
only two substantive bills over the last four sessions) 
President Mutharika seems unwilling to put a pay raise on the 
table at all. Yet unless the President is willing to work off 

of a continuing resolution indefinitely 

to some sort of compromise soon. End Comment. 


REINTSMA 
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far removed from the realities on the ground. 


4. Comment: Two incidents occurred during the 
conference that are of interest. Svezana 
Stojanovic-Plavsic 

Parliamentary Committee for Poverty 


ad in favor of a plaintiff who had sued the GOG after it defaulted on а $US201 ,085 bond. Тһе bondho 
| demarche July 14 to Gertie Mulder, Head of the MFA\'s South America Division. Mulder promised tc 
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her opening address that it was sad that \"some 
parties have not taken part" in the committee 
presumably referencing the DS walkout of 
parliament. Later 

for Refugees in Serbia 

presenter who had discussed statistics for the 
actual number of Roma and Refugees/IDPs 

that her numbers for Kosovo would make it seem 
that Roma could be the second largest ethnic 
group in that region 

which was an idea to which he was very strongly 
opposed. End Comment. 


MOORE 


72000 
ground. 


4. omment: Two incidents occurred during the conferece that are 
of interest. Svezana Sojanovic-Plavsic 

Parliamentary Committee for Poverty 

address that it was sad that \"some parties have not taken part" in 
the committee 

Later 

responded angrily to one presenter who had discussed statistics for 
the actual number of Roma and Refugees/IDPs 

numbers for Kosovo would make it seem that Roma could be the second 
largest ethnic group in that region 

was an idea to which he was very strongly opposed. End Comment. 
MOORE 


7. (U) According to Verella 

the U.S. can make to HaitiWs development is technical and 
managerial expertise for the business sector. He recognized 
the wealth of knowledge 

diaspora 

and medium size enterprise sector 

programs and joint-venture enterprises. He underscored how 
difficult it is for his ministry to absorb international aid 
because of a general lack of capacity to carry out 

large-scale infrastructure projects. The Ambassador agreed 
that this is a potential partnership worth exploring. 
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..And Private Operators for State-Run Electricity and Telecom 


director of American Affairs Salaheddine Tazi, per the Ministry of Foreign Affairs\' request. MFA North 
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Sectors 


8. (U) Verella discussed the possibility of introducing 

private companies as operators for the state-owned 

electricity and telecom companies. He suggested that the GOH 
could put out a tender for various suppliers to serve as 
operators. Specifically 

Cingular and France Telecom for the national telecom company; 
and Alstom and E-Power for Haiti\'s national electricity 
company. He recognized that the ailing electricity company 
(Electricity d\'Haiti -- EDH) would need more than a private 
operator to turn it into a reliable supplier of energy. He 

told the Ambassador of plans to repair electricity equipment 
throughout the country and discuss with the top energy 
consumers how the state can better provide electricity 

service. (Comment: Verella\'s enthusiasm for private 
operators was clear 

actually be GOH first steps to privatization. Given 

bureaucratic inefficiencies and corruption 

particularly for EDH 

SANDERSON 
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international community\'s reaction.\" He placed particular 
emphasis on the report from the UN Special Envoy as well as 
the French proposal for a UNSC resolution calling for a 
ceasefire. Responding to Poloffs\ emphasis on the need to 
fully implement UNSC Resolution 1559 

attempt to disarm Hezbollah would likely lead to a civil war 
or at least increased instability in Lebanon. Stressing the 
importance of Hezbollah returning the kidnapped Israeli 
soldiers 

the pre-abduction status quo. 


NEW PEACEKEEPING FORCE? 


4. (C) Xu said China views an international peace-keeping 

force as a positive idea that could help calm the situation. 
However 

under UNIFIL command and is worried about their safety 

though none have been harmed to date. Beijing has passed 
these concerns directly to Israel 

the PRC would consider sending more peace-keepers depending 
on the circumstances. 


5. (C) Xu also expressed concern about the safety of the 
approximately 10 staff (including the Ambassador and Defense 
Attache) remaining at its Beirut Embassy 

about one kilometer from Hezbollah headquarters. Xu noted an 


(b/d). SUMMARY ------- 1. (C) Finance Minister Ram Sharan Mahat recently presented to Parliamer 
есе to GOG officials in the Ministry of Justice and in the Office of the Prime Minister. These discussi 
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earlier PRC request for U.S. assistance to evacuate these 
employees should the need arise 

appreciation for U.S. cooperation. He added that China has 
been in contact with Israel 

had good discussions regarding Chinese troops in Lebanon and 
the evacuation of Chinese citizens. Chinese citizens were 
evacuated three days ago 
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PASSING MESSAGES BUT NOT TO SYRIA OR IRAN 


6. (C) In response to our query 

to discuss the current violence in Lebanon with Syria or Iran 
or to urge them to use their influence over Hezbollah. He 
stressed that China has no direct contact with Hamas or 
Hezbollah. Pressed on Syria\'s ability to influence 
Hezbollah 

that Syria is involved in the current fighting. He noted 

that at the June Sino Arab Summit in Beijing 

Minister Muallem told PRC officials Syria sought a peaceful 
and stable Lebanon. However 

Xu said China will raise its concerns with Syria and Iran. 
Noting China\'s good relations with Syria and Iran 

urged Beijing to use its influence to encourage quick return 
of the captives and steps toward a cessation of hostilities. 


7. (С) Xu reviewed efforts by Foreign Minister Li Zhaoxing to 
pass messages from one side to another 

China has refrained from deeper involvement. Lebanese 
parliamentarian Saad Hariri was in Beijing on the day of the 
second kidnapping and urged FM Li to use his influence to 
gain Israel\'s restraint. FM Li subsequently met in Beijing 
with Israeli Knesset member Tzahi Hanegbi 

to Mongolia 

Li also called Lebanese Premier 

the immediate release of the captives. 

RANDT 
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to career state department Foreign Service employees. It does 
apply to state department civil service employees 

of other USG agencies and contractors. 


B. Terrorism: 


A series of terrorist bombings took place in Casablanca on 


; Officer Elchin Bashirov. Poloff emphasized that since Azerbaijan is a member of the United Nations 
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May 16 

vigorous efforts of Moroccan law enforcement since then. 
Although U.S. government facilities were not the target of 
the Casablanca attacks (and no Americans were killed or 
injured) 

interests and citizens remains high in morocco. 
Establishments which are readily identifiable with the United 
States are potential targets for attacks. these may include 
facilities where us citizens and other foreigners congregate 
including clubs 

hotels 

also include establishments where activities occur that may 
offend religious sensitivities 

where alcoholic beverages are sold or consumed. While in 
morocco it is important to be vigilant to oneYs surroundings 
and to maintain a low profile. Travelers should stay abreast 
of recent developments within country and read the latest 
state department consular information sheet covering travel 
to morocco and any current worldwide caution messages about 
travel to the Middle East and North Africa before arrival in 
country. The mission takes all information concerning 
terrorist incidents and terrorism very seriously. The 

mission investigates all incidents fully in conjunction with 
Moroccan authorities. All travelers are expected to report 
any suspicious incidents or information to the RSO 
immediately 


C. Crime: 


The threat level for crime in morocco has been designated 
\"high.\" Crimes ranging from aggressive panhandling 
pocketing 

harassment of women occur periodically. Attempted break-ins 
of mission residences by burglars have occurred 

general crime in morocco tends to be non-violent. Most 
criminals look for opportunities to steal by stealth rather 

than confrontation but there are exceptions. 


Women walking alone in certain areas of cities and rural 

areas are particularly vulnerable to verbal harassment from 

young men. Women are advised to travel with a companion or in 

a group when possible and to ignore any harassment. Some 

women who have responded to verbal harassment have come under 
physical attack. If physical provocation occurs 

are urged not to resist in order to avoid injury and to 

report the incident to the regional security officer 

immediately (see telephone number above). 


Travelers should be alert for pickpockets and 
purse-snatchers 
tourist attractions 


(Begin text) О: Amajor breakthrough has been achieved following your meeting with UN Secretary 
s with MFA Deputy Director General for Mexico, Central America, and Caribbean Carmen Diez on Jul 
ite Secretary, Ministry of Defense Ms. Zane Vasule, Snr. Desk Officer, International Operations and C 
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and trains in morocco are relatively safe 

considered safe. Avoid carrying large sums of cash 
credit cards should be secured in the safe deposit box at 
your hotel. In the event you are victimized by crime 
attempted crime 

during your stay in morocco 

the RSO as soon as possible. 


D. Demonstrations/Harassment: 


When regional tensions increase many diplomatic missions 
including ours 

calls 

receive any of these while at post 

and/or the RSO immediately. Further 

several white powder letters through the local mail. Please 
note: mission policy strictly prohibits any unopened mail 
packages or boxes from being brought into any facility prior 
to screening by the embassy and consulate mailroom staff. 
There are no exceptions to this policy and all personnel are 
expected to abide by it rigidly for the protection of the 
mission and its personnel. 


Finally 
morocco during periods of heightened tension. Occasionally 
a few of these demonstrations have been anti-American/western 


with a small number of these resulting in some minor 
destruction of personal and public property. Travelers 
should be cognizant of the current levels of tension in the 
region 

crowds. Demonstrations and suspicious incidents should be 
immediately reported to the marine security guard (post 1) 
and the RSO. 


E. electronic devices: 


Privately owned laptops 

and similar devices are strictly prohibited in controlled 

access areas (CAA\'s) of the chancery and consulate. 
Travelers with USG unclassified and classified 

laptop/notebook computers must notify the information 
management officer (IMO) through marine post one or the RSO 
before bringing these machines into the embassy or consulate. 
Questions concerning other types of electronic devices must 

be directed to either the IMO or the RSO. 


F. Cultural Awareness: 


Travelers need to be cognizant of the fact that morocco is an 
Islamic country despite the appearance of some aspects of 


ssion to the Convention оп International Trade in Endangered Species of Wild Flora and Fauna (СІТІ 
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western culture. Generally 

should dress conservatively for all occasions to avoid 
harassment from young men in public or offending Moroccan 
interlocutors during social occasions. Men should not wear 
ostentatious apparel that draws attention. The purchase and 
consumption of alcohol is permitted in morocco but Islamic 
conservatives in Moroccan society are fundamentally against 
its sale or use. Travelers should let common sense prevail 
and only buy or consume alcohol in shops 

hotels where it is readily available and permitted. 


G. Post Specific Security Briefings: 


Travelers planning to stay in Morocco 14 days or longer 
should request that their sponsoring office schedule a 
security briefing for them with the RSO. 

Visit Embassy RabatVs Classified Website; 

http://www. state.sgov.gov/p/nea/rabat 
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blocked a road in Diyarbakir and had displayed a banner reading 
\"Mr. Ocalan is our political will power\" on February 22 


ULKEDE OZGUR GUNDEM: Sirin Bagli 

provincial office of Batman 

from Batman to Diyarbakir during a road check on the ground that 
there was an arrest warrant against him. Bagli has been taken to 
the Anti-terror office of the Batman Security Directorate and 

his house has also been searched by police. 


EVRENSEL: The newly adopted Anti-terror Bill has been put into 
force after being published in the official gazette. The 

government gave \"political instructions\" to the army for a 
cross-border operation in northern Iraq. Annual leaves for the 
army has been annulled and more troops and military equipment 
have been amassed along the border. Special Operations Team 
members have been deployed in city centers. Opposition parties 
have been supporting a cross border operation. Non-governmental 
Organizations expressed their reaction and urged the government 
to solve the problems through democratic means. Mazlumder\'s 
National President Ozkaya said that a cross-border operation 
would cause faults within the country while KESK -Public 
Employees\' Union- President Tombul said an operation at Kandil 
Mountain in northern Iraq would not be the solution to the 
problem. 


HURRIYET: Omer Fetah 


a July 30, 2006 to о/а August 5, 2006 to provide financial management services to client mission. Mr. 
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Region Administration in northern Iraq 

an agreement with one of the biggest Saudi Arms and Defense 
Products companies 

Schweizer" U.S. make helicopters for the Kurdish Government for 
35 

helicopters would be used for VIP visitors and transporting a 
limited number of personnel. 


CUMHURIYET/ZAMAN: Тһе Sirnak Governorate announced that jandarma 
units searching the countryside in Idil township found over 46 

kilos of A4 explosives 

and over 5000 bullets for Kalashnikof weapons. An investigation 

is underway 


SABAH-GUNEY: Because of Israel\'s bombing of Lebanon 
14 persons -4 French 
German 


YENI SAFAK/ULKEDE OZGUR GUNDEM/CUMHURIYET: It has been 
discovered that the recent explosion which killed 5 soldiers had 
occurred because of a remote control bomb not because the 

military vehicle had passed over a mine. Finger prints of a 

village guard have been detected on the remote control of the 

device used in the incident. The village guards who have been 
detained are being interrogated by jandarma. 


REID 
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extra work. It may surprise you to learn that we in Tunis 

have no complaints about our investment of time in MEPI 
mainly because what the Initiative seeks to promote happens 
to be our number one MPP priority. The source of my concern 
in this area is that our collective efforts do not seem to 
produce results that advance our policy. To my mind 
frustration is directly linked to my above concern about the 
absence of the COM and Country Team in the decision-making 
process. Our MEPI Committee (which is headed by the DCM) can 
spend hours and hours evaluating SPAs or RFPs or a range of 
proposals or candidates for a program 

submit qualitative and quantitative commentary on them 

fill out form after form only to find that 

post\'s opinion was overlooked or overruled in the award of a 
grant 

projects the post did not endorse often turn up demanding 
considerable logistical and political support to accomplish 
what they are being paid far more than our officers are to 
deliver. If the post had no input into the selection or 

approval of a grantee or project - or possibly even opposed 

it - that post is unlikely to be enthusiastic about spending 

its weekend clearing up last-minute political and logistical 


onia. Ruutel\'s party, People\'s Union, is working hard to ensure the election is decided іп the Elector: 
(ARA 3986 1. The Turkish Foreign Ministry made the following public announcement on July 17 in re 
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problems the implementer has encountered. 


5. (C/NF) | fully recognize that the obvious answer to my 
first two concerns could be that the COM and Country Team 
need to involve themselves more fully in all aspects of MEPI 
and need to pay closer attention to its inner workings. Post 
MEPI Committees and/or the МЕРІ RO should be keeping COMs up 
to date and in the loop. | assure you that my ΜΕΡΙ Committee 
and the Regional Office we host have done exactly that -- to 
the extent of their ability to understand what is going on in 
Washington -- and that brings me to my final concern. | 
leave you with two observations on what | believe to be the 
source of the disconnect. First 

new program that involves significant new bureaucratic and 
decision-making processes 

on NEA/PI to proactively integrate itself into the Bureau 
insist that Offices and Desks not just clear ideas and 
documents but fully understand them 

officers are always given explanations of proposals and 
opportunities to participate in decision-making. Ideally 

key NEA/PI information and requests/taskings would come 
through front-channel cables rather than emails to post or 
the Regional Office. Without the formality of a 
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front-channel message 

priority for the many requests we receive. Second 

needs to clarify for COMs the importance it places on COMs 
personal attention to MEPI*and to assure COMs that their 
MEPI-related engagement will be rewarded with FO support. 
Simply put 

priorities are more important than other NEA priorities on a 
case-by-case basis. NEA should speak with one voice. 


6. (C/NF) | submit these comments out of great respect and 
support for what MEPI. | suspect 

alone in suggesting that the above conditions do not help us 
achieve them. 

HUDSON 
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getting sick 

court does not technically have jurisdiction over the prison 
administration 

more appropriate facility for his health condition 
announced that at the next court session it would rule 
further on the conditions under which the prisoners were 
being kept. As of July 14 

court promised to rule on the matter in the next session. 


aderal Aviation Administration,to travel to Lisbon, Portugal from July 19-21, 2006. The purpose of the 


neeting with President Bingu wa Mutharika and other cabinet officials. Clinton signed а memorandun 
' but unclassified. Not for Internet distribution. (SBU) Finmeccanica\'s Head of Public and Institution: 


ZILVS MERCOSUL PRESIDENCY REF: А. Buenos Aires 1566 В. Brasilia 918 С. Montevideo 5 
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(NOTE: The court ruled July 19 that Berhanu \"be put in an 
area that is not damp and dusty.\" END NOTE.) Amnesty 
International subsequently issued a public appeal noting 
Berhanu\'s \"potentially life-threatening\" health condition. 


5. (U) On June 29 and July 3 
audiocassette phase of its case. Though the prosecution had 
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initially submitted eleven cassettes as evidence 

ultimately decided to present only one 

other 10 were redundant. However 

video stage 

additional audiocassette 

came from a number of radio interviews 

Shawel 

defendants being tried in absentia. Whereas the court had 
disallowed the introduction of the additional video that 
contained clips of the most damning evidence (reftel) 
allowed prosecutors to present this additional audiocassette. 


6. (U) The only audiocassette that was presented from the 
original eleven submitted featured an October 5 

interview of Hailu Shawel by co-defendant Tinsae Ethiopia 
Radio interviewer Dawit Kebede. The prosecutor stated that 
this cassette demonstrated that the CUD was \"plotting to 
dismantle the constitutional order and to provoke illegal 
violence 

force.\" The content of this interview was largely similar to 
what was presented in much of the video phase of the trial 
with Hailu stating that 

respected 

opposition) to tell them what to do 

illegal; we will win through peaceful struggle 

arms 

victory.\" 


7. (SBU) In the additional cassette submitted by the 
prosecution 

proved 

contained statements by Hailu Shawel that were significantly 
stronger than was heard in either the videocassettes or the 
previous audiocassette. In these in interviews given to 

local and international media 

the establishment of a \"provisional government 


: PolOff CBrown, reasons 1.4 b/d. 1. (C) Summary: More than 3,500 militia members һауе voluntarih 
.4 B/D (С) On July 17, MFA officials confirmed that France would be represented at the July 20 Iraq ( 


sensitive but unclassified. Please protect accordingly. 2. (U) This cable is a response to a request fc 
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of \"the oppressive regime 

the military 

stand by our side 

the people 

opposition.\" He also stated that 

we believe the army will not stand by the side of few 
dictators. It shall stand by our side.\" He followed this by 
saying 

commanded by the few individuals to shoot straight at the 
people. We believe they will not obey their orders.\" He 
closed this interview by stating 

militias in the villages. We would like to advise them not 
to support the dictatorial regime and endanger the lives of 
the people. Because at the end they will not avoid the 
judgment of history.\" The full interviews were not 
presented 

interpreted as calling for a long-term struggle to overthrow 
the current government. The most concrete evidence 
presented 

tried in absentia 

force (with whom they) can stand together in solidarity... 
the Eritrean people 

this racist government in a peaceful way 

down and design alternative strategies 

make (the GoE) understand that they can be toppled in the 
same manner they came to ... power. \" 


8. (U) Following the close of the audiocassette phase of the 
prosecution\'s case 

evidence. At the start of the trial 

originally presented a package of 91 documents constituting 
the written evidence against the defendants. Judges agreed 
to the prosecution\'s request to present only a summary of the 
documents (rather than the entire text of all the documents) 
to the court 

submit new documentary evidence allegedly discovered since 
the beginning of the trial. (NOTE: According to the judge 
prosecutors must submit written evidence to the court 

not necessarily have to present such evidence to defendants. 
END NOTE.) Consistent with the ruling on the audiocassettes 
the bench allowed this new evidence to be presented. 
Prosecutors have not yet presented this additional written 
evidence 
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prosecution moves to the witness stage of evidence. 


9. (U) Most of the 91 originally submitted written documents 
were press releases issued by the CUD party or interviews 
with party leaders. There were also a number of articles and 
editorials that were presented against journalists 

newspapers 

evidence appeared to be a \"top secret list of TPLF/EPRDF 
party members to be eliminated 

in the home of Eng. Gizachew 

stated that the CUD would \"supply grenades (and other 
munitions) to members and will cooperate with the Eritrean 
government. The prosecutor presented this evidence by 
reading aloud an explanation of each of the documents: what 
they contained 

to which defendants they pertained. This was accompanied by 
an overhead presentation of the \"explanations 

for the defendants and international observers. Though 

copies of the actual documents were presented to the judges 
and defendants in January 

the presentation was limited to prosecutors 

it is difficult to determine the quality of the evidence. 

For example 

to \"stand by the constitution 

shows the CUD \"calling on the public to take measures against 
the government.\" In another press release the CUD states 
that \"as we proceed from one (government) system to another 
the oppression gets stronger 

shows that the CUD \"instigated the public not to peacefully 
accept a transfer of power.\" In another example 

document stated that \"the election failed to bring about a 
democratic system 

CUD \"wanted to overthrow the government with force.\" Most of 
the explanations were similar. At one point the lead 
prosecutor summarized several CUD press releases by saying 
\"In nearly every speech they say they support peaceful 
struggle 


10. (SBU) COMMENT: The evidence that the prosecution 
presented in the audiocassette phase was significantly more 
damaging than what had been seen or heard to that point in 
the trial. Though the only defendant in Ethiopia to which it 
applied is Hailu Shawel (and was not in and of itself 
necessarily incriminating against him) 

the government has a case against Hailu Shawel -- whether it 
is sufficient to convict is an issue for the courts. The 

written evidence was largely unconvincing 
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documents 

evidence. As the trial approaches what will likely be a 
summer recess (Post recently granted the lead judge a 
non-immigrant visa to travel to the United States at the end 
of July) 

prepared to begin the witness phase of the trial. As the 
break nears 

their complaints about prison conditions. Without 
opportunities for frequent trips out of the prison for court 
appearances (and regular attention by international 
observers) 

defendants may be exacerbated. END COMMENT. 
HUDDLESTON 


72007 

72008 

72009 

equality 

members. He said there could be no quid-pro-quo linking 
Halki and Thrace issues 

his conversation with the Ecumenical Patriarch in Istanbul 
regarding simultaneous - but not explicitly linked - progress 
on both issues. Valynakis also provided a readout on a July 
14 Iranian FM Motaki-PM Karamanlis meeting (reftel). End 
Summary. 


2. (C) EUR DAS Bryza and Ambassador Ries met with GoG Deputy 
FM Yiannis Valynakis on July 14 to discuss Cyprus in advance 
of Bryza\'s trip to Nicosia. At the outset of the meeting 

all praised GambariVs recent breakthrough (\"unexpected 
Valynakis). Valynakis highlighted increased Green Line 
crossings and greater numbers of T/Cs receiving Cypriot 

social security benefits as examples of confidence building 
measures that signal positive trends. Bryza said he hoped to 
build upon Gambari\'s positive momentum in his upcoming 
\"pulse-taking\" trip to Cyprus. An optimal next step scenario 
would involve concerned parties leveraging the Gambari 
agreement to re-stimulate the settlement process 

foundation of cooperation 

Valynakis said he was \"optimistic but realistic.\" Both hoped 
an exchange of lists of \"substantive issues\" would soon occur. 


3. (C) Valynakis was initially less accommodating concerning 
Turkey. He delivered a strong message that the Greek 
Cypriots would not countenance an opening of Famagusta Port 


5 Е.О. 12958: N/A TAGS: SENV, TBIO, KSCA, BR SUBJECT: FOLLOW-UP TO BRAZILIAN ЕМУТ 
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without (the fenced portion of) Varosha. Both Bryza and 
Valynakis agreed they were ultimately on the same page: the 
U.S. and Greece both envision a Turkey integrated into the EU 
as in our strategic long-term interest; both officials 

reiterated that Turkey is obligated to implement the Ankara 
Protocol without exception 

upon in October 2005; and both also acknowledged that Turkey 
would not find it politically feasible to comply without 

sufficient political cover. 


4. (C) Valynakis derived his steadfast position on 
Famagusta/Varosha from the argument that Turkey is obligated 
to comply with the Ankara Protocol in order to meet EU 
accession criteria. From a practical standpoint 

recognized that Turkey will require some degree of political 
cover to comply. Valynakis argued that a Famagusta 
compromise proposal that excludes the fenced portion of 
Varosha is unbalanced and unfair to the Greek Cypriots. He 
repeatedly emphasized that the acquis is non-negotiable 

Turks must be held accountable to their October 2005 
Negotiating Framework commitments 

permit Turkey to extract concessions through the 
\"bilateralization\" of issues. The GoG continues to support 
Turkey\'s full membership to the EU 

support is contingent upon the Turks altering their behavior 

to comply with EU norms and adopting reforms to conform to 
the EU. Valynakis urged us not to send the message that each 
time there is a negotiation 

another concession.\" The worst scenario 

opinion 


the extent that Turkey could enter the EU on its own terms. 


5. (C) Bryza responded to Valynakis by saying that everyone 
must give way to put together a deal on ports but that the 
United States did not advocate loosening EU accession 
criteria for Turkey. The United States supported Turkey\'s EU 
accession as a way to stimulate deeper modernizing reform; 
relaxing EU accession criteria would undermine this goal. 
Bryza highlighted that the Turks feel waning support for EU 
accession. Under increased domestic political duress 

are unlikely to extend the Ankara Protocol to Cyprus. The 
Famagusta/Varosha package advanced by Papadopoulos in 2004 
was rejected. A new package must emerge 

parties willing to hone and adjust the details so that it can 


о providing $4,975,900 іп commitment authority for the 2006-2007 biennium for additional office accc 
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be palatable to everyone. Bryza\'s suggestion of opening 
Ercan was immediately rejected. Bryza also wondered whether 
the G/C would entertain individual Varosha property returns 
versus a complete land parcel transfer 

did not have a reply. 


6. (С) At a dinner at Valynakis\' home later that evening 

Deputy FM was in more of a bargaining mood. He conceded the 
need to find a way forward on the ports issue. Valynakis and 
Bryza agreed to explore a package that might include: 
--Opening Famagusta port to international trade under EU 
administration 

produced in the area administered by Turkish Cypriots; 
--Returning all (or some) of the properties in the fenced 

area of Varosha to the Greek Cypriot owners 

question of sovereignty of the neighborhood to be determined 
later; 

--Reopening Ercan Airport to direct flights; and 

--Placing a moratorium on sales and development of properties 
owned by Greek Cypriots in the area administered by Turkish 
Cypriots. 


7. (C) Ambassador Ries explained that EU accession 
negotiations are not negotiations in the normal sense in that 
the acquis is fixed 

negotiations had concerned timing and transition periods. 
For example 

commit GoT to a timetable for port opening 

progress review. Although the fall 2006 review could 
adversely impact Turkey\'s negotiations and chapter 
openings/closings 

Past examples where EU candidate countries negotiated 
\"special deals" include 

Hungary (agreed to an early pharmaceutical patent provision 
after negotiating concessions for itself) 

transitional periods were arranged for the alcohol monopoly). 
Ambassador Ries suggested that Turkey\'s desire to negotiate 
additional time for acquis compliance is substantively no 
different. As the Turks\' perceive their EU accession 
prospects to be receding 

while to remain engaged. Valynakis responded with the 
reflexive comment that you \"can\'t compare Turkey to Hungary 
or Estonia 

EU negotiations as if \"horse trading.\" 


8. (C) DAS Bryza asked for an explanation concerning the 
recent UNSC discussion of the Gambari pre-visit statement 
whereby the Greek delegation refused to accept any text that 
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used the term \"sides.\" Valynakis said the GoG position was 
merely that \"sides\" incorrectly implies equality between the 
communities. Bryza responded that \"sides\" and \"parties\" had 
been used in UN statements for years 

hardline positions appears to imply an attempt to push Greece 
and Turkey out of the UN\'s comprehensive settlement process 
and undermine the 1960 Treaties of Guarantee. Valynakis 
commented 

feeling more confident.\" 


9. (C) Bryza proposed a simultaneous strategy (not 
quid-pro-quo) whereby the Turks could find a legal basis to 
enable the re-opening of Halki 

with a simultaneous 

allow for elections of muftis without civil functions. 

Valynakis rejected the idea 

applied to Cyprus: Turkey must reopen Halki to be in 
compliance with EU acquis on religious freedom 

refuses to \"bilateralize\" these issues and set a precedent of 
making concessions. At dinner that evening 

to take on board Bryza\'s account of his discussion two days 
earlier with Ecumenical Patriarch Bartholomew in Istanbul 
during which Bartholomew expressed support for pursuing 
simultaneous progress on both issues 

quid-pro-quo. 


10. (U) DAS Bryza cleared this message. 
RIES 
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Lebanon and Palestine." 

Papers also reported that the Regional Command of the Syrian 
Baath Party decided to form a higher popular committee to boost 
the steadfastness of the Lebanese people. The committee will set 
plans to mobilize popular capabilities and hold national 
campaigns to collect financial donations and contributions for 

the Lebanese people. 


Papers also reported that Foreign Minister Walid Mouallem and 
Alexander Sultanov 

the dangerous situation in Lebanon 

reach a ceasefire. In a meeting in Damascus the two sides 
exchanged views on the situation in the region 

support of the political process in Iraq. The Russian and Syrian 
diplomats reiterated the importance of ending bloodshed and 
violence in the Middle East through a political and diplomatic 


STATE 111495 Taiwan is planning to send two candidates for the APEC seminar on assessing Par 


to travel to Bangkok, Thailand from July 19-21, 2006. The purpose of Ms. Haddavs visit is to attend 
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settlement for the crisis. 


Papers also reported that Italian FM Massimo DVAlema expressed 
appreciation for Syria\'s efforts to achieve stability and calm in 
the Middle East 

Syria\'s constructive and efficient role to realize stability in 

the region. DVAlema rejected allegations and accusations about 
the so-called non-positive role of Syria and Iran. He stressed 
that Syria 

to play a pivotal regional role. The Italian Minister reiterated 
criticism of the continuing Israeli aggressions against Lebanon 
and the Palestinian territories 

have surpassed the limits of logic 

and led to catastrophic outcomes in Lebanon and Palestine. He 
warned against the possibility of expanding the war to other 
countries in the region 

the region. He also criticized the US war on Iraq 

this war ignited hostility and terrorism against western 

countries and created a very dangerous situation in the world. 
End of summary. 

2. Selected Headlines: 

President Asad and Turkish Prime Minister Erdogan: The 
international community is delaying enforcement of a cease-fire\" 
(Government-owned Al-Thawra 


\"The Regional Command of the Baath Party forms a higher popular 
committee to support the Lebanese people\" (Government-owned Al- 
Thawra 


\"The EU thanks Syria for its help in evacuating its nationals; 
Foreign Minister Mouallem discusses the situation in Lebanon and 
Palestine with Russian Deputy Foreign Minister Sultanov\" 
(Government-owned Al-Ba\'th 


“Тһе hysteria of the Israeli aggression expands in Palestine. 
Over 15 Palestinians martyred іп Nablus and Gaza\" (Government- 
owned Al-BaVth 


\"Syria\'s Ambassador to the UN: A US-Israeli agenda to continue 
the Israeli aggression another week" (Government-owned Al-Thawra 
7/20) 


Unlimited Israeli terrorism in Palestine and Lebanon. Two 
Israeli massacres in Salaa and Sarifa. Heroic acts by the 
resistance in a ground battle with Israeli forces. Six Israeli 
soldiers killed 

16 plane brought down\" (Government-owned Al-Thawra 


VArrest of traitors who display signs for the Israeli warplanes 
to shell specific targets in Beirut" (Government-owned Tishreen 
7/20) 
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\"Italian Foreign Minister DVAlema: The Israeli aggression against 
Lebanon has surpassed limits of logic. We rely on a constructive 
Syrian role to achieve stability" (Government-owned Tishreen 


7/20) 


\"The hysteria of Israeli aggression expands in Palestine. Over 15 
Palestinians martyred in Nablus and Gaza\" (Government-owned Al- 
Ba\'th 

\"The Egyptian opposition calls for canceling Camp David Accord. A 
campaign of a million signatures in Jordan to abrogate the Wadi 
Araba Agreement (Government-owned Al-Ba\'th 


\"An American soldier and scores of lraqis killed in separate 
attacks іп Iraq\" (Government-owned Tishreen 


3. Editorial Block Quotes: 


Abd-al-Fattah al-Awad 
Thawra 

playing the role of a fair broker 
adopting 


\"Turning to the international community is exactly like turning 
to the enemy 

international community is controlled by the United States 
which is in ideological and behavioral harmony with Israel. Both 
occupy Arab lands 


\"International envoys are coming to the region to present a list 
of conditions 

solution lies in stopping Israeli barbarism and then conducting 

a prisoner swap through which the Lebanese prisoners in Israeli 
jails are liberated.... Any other proposals would only be an 
incitement to continue the aggression and kill civilians... 


\"The US arrogance is obvious in President BushVs remark that he 
will ask UN Secretary General Kofi Annan to contact Syria over 
the Lebanese crisis... 

Administration....\" 


=: State 111495 On July 10, Econoff delivered reftel message to Assistant Secretary for Health, Welf: 


ry 2005, Edition 1, Reason: 1.4 (B,D) 1. (C) Summary. NWFP Governor Jan Mohammad Orakzai or 


; requested for USAID/OFDA/ECARO Regional Advisor, Alan Dwyer to travel to Kampala, Uganda du 
Regional Advisor, Georgianna Platt to travel to Addis Ababa, Ethiopia during the period о/а July 24, 21 
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\"Calm Talk on a Hot Issue\" 


Isam Dari 

(7/20): \"It is definitely untrue that Israel\'s Vopen war\' 
against Lebanon is a reaction to Hizbollah\'s capture of two 
Israeli soldiers.... Israel would have invented excuses and 
justifications to do what it is doing even if the resistance had 
not captured the two soldiers.... 


\"The aim is not to release the two soldiers in Lebanon and the 
soldier in Gaza; the target is not only Hizbollah and HAMAS. The 
aim is to undermine the approach of resistance and steadfastness 
and to tame all those who stand in the face of the Zionist- 
American plan....\" 


Haifa Alli 

(7/20): WIsrael took advantage of the international community\'s 
silence and collusion to direct its brutality and aggression 
toward the entire Lebanese people in an attempt to avenge its 
defeat in Lebanon six years а00.... 


\"Israel also took advantage of some defeatist Arab positions to 
escalate its brutal aggression.... Arabs have failed to use oil 

as a weapon to pressure Israel.... Had the Gulf countries 
stopped 

have forced Bush to pressure Israel to stop its aggression and 
brutality. Regrettably 

happen.... Arabs will not use this powerful weapon.... When Arab 
foreign ministers decided to act 

very disappointing.... Arabs must produce effective Arab action 
at the Security Council before Lebanon is reduced to a heap of 
rubble. \" 


Ahmad Dawwa 

wrote (7/20): \"If the international parties were really serious 
in their effort to stop the aggression 

pressure Israel into halting its barbaric aggression and then 
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act to find a political solution. But their acceptance of this 
role while the Israeli war machine is still pounding Lebanon 
means that they work on Israel\'s behalf... 


“Тһе international moves came upon US guidance.... They seek to 
impose Israel\'s conditions and to save Israel from a new 
predicament after the Lebanese resistance managed to break the 
rules of the game and control its course in the field... 


\"The Resistance is able to expose and foil the conspiracies and 
achieve victory. All that the defeatist Arabs need to do is not 
stab the Resistance in the back once again....\" 


Dr. Adnan Mahmud 

said (7/20): \"The accusations that some Arabs have leveled 
against the resistance movements and their call on these 
movements to control their conduct 

excuse for Israel to kill and to practice further terrorism and 
crimes against the Lebanese and the Palestinians without fear of 
punishment... 


\"When some Arabs consider the capture of Israeli soldiers to 
exchange them for Arab prisoners as an uncalculated adventure 
then the Arab peoples must really be worried about their future 
and prepare to perform their duty towards the Resistance now 
that their governments have failed to take any initiative 

if nominal 


\"Hizbollah\'s capture of the Israeli soldiers is an honorable 
resistance action.... Any Arab criticism of the operation is 
naked collusion and submission to Israel...\" 


Seche 
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decentralized \"bottom-up\" approach with increased input from the 
states. This change of focus has further complicated the budgetary 
picture. Should transfer funds come to as little as fifty percent 

of the original projection 

allocations largely meaningless. 


5. (SBU) The implications for GoSS operations are significant. 
Salaries are protected so a shortfall would translate into reduced 
outlays for development and social priorities for a population 
increasingly unhappy with what it perceives as a lack of delivery on 
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the part of the GoSS and international community. The GoSS is 
currently hiring at the director and sub-director level 

continued shortfalls would also prevent the ministries from staffing 
up to the levels required to adequately support future delivery of 
services. 


6. (SBU) The blame game has already begun at various levels. 
Senior GoSS officials 

criticized the IBRD for being overly bureaucratic and slowing down 
MDTF disbursements for roads and other development projects. MDTF 
officials say that much of criticism was based on misinformation and 
they are in the process of smoothing things over. However 

a significant shortfall materializes 

recriminations and sharp differences of opinion in technical circles 
over how the revenue and budget projections came in so high above 
the mark. One of the most problematic areas of CPA implementation 
for the GoSS at least 

by the GNU Ministry of Energy and Mining on production 

and auction figures. The apparent discrepancy between initial 
projections and the actual transfer amount can only exacerbate this 
debate. 


7. (SBU) An expatriate expert working with the GoSS Ministry of 
Finance and a consultant on financial economics have told us that 
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while the budget situation is \"a mess 

murky 

of December 2005 

holdover funds that it had been unable to spend 

may have been earmarked for the MDTF. Although the GoSS is expected 
to expend available revenues more rapidly as the ministries staff 

up 

GNU may also increase as additional oil wells and pipelines come 

on-line 

above. In sum 


STEINFELD 
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CDC, HHS for July 20- August 18 visit. Control officer is Phillip Smith, Public Health Advisor, WHO; 1 
letter to President Bush from the National Society for Human Rights (NSHR) calling for the closure of 


1 By: Ambassador Patricia М. Haslach, reason 1.4 (б) апа (а). 1. (С) Summary: In spite of the onset 
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not distinguished good or bad. We condemn it completely 
without hesitation 

specific actions 

international community 

must be explicit: 


--Immediate ceasefire. 

--Immediate and unconditional release of captive soldiers. 
--Immediate disarmament of paramilitary organizations. 

--Full and speedy restoration of the sovereignty of the 
Lebanese Government throughout Lebanese 4e2RiQo29.Q 
--Protection to noncombatan4s wh) siSh t/ depaRt the areas of 
the c2i3iq&Q 

-%l&t%Rb!ti%fal assistance for the co6er!g% gb huea.i4!rian 
needs.\" 


3. (U) Th% PM !dded Qha4 CReece is ready to actir%l9 a*$Q 
sQb3Ta&Tial$y contribute to the \"fele3Qa2l !ctik&Q\" о& The 
international comedfit9 

quick defusing of the dangerous crisis 

of peace in the region. He continued 

in Lebanon and Israel 

highest rights -- human life and human dignity." He said 

that the violence is testing the conscience 

values of the international community 

of international legality and international law 

the problems and impasses 

peace of the region. 


FM CALLS FOR CEASEFIRE 

4. (U) FM Dora Bakoyannis on July 18 called for the crisis 
to be \"controlled soon.\" She said 

situation in Lebanon 

soldiers 

the continuous Hizballah activity 

infrastructure on both sides. Human life has exactly the 
same value in Haifa as in Beirut. Bakoyannis stressed that 
she wants a \"clearer\" message from the EU on an immediate 
ceasefire 

the EU and UN. 


MORE PROTESTS AND PROTESTERS AT US AND ISRAELI EMBASSIES 
5. (SBU) There have been a series of peaceful demonstrations 

over the past week at the US and Israeli embassies. 

Attendance has steadily risen from approximately 200 

protesters gathering last week (reftel) to an expected 

1000-1200 July 20. Another demonstration is planned for July 

25. The Hellenic National Police (HNP) have provided 

anti-riot buses in front of the embassy 


owne for Reason 1.4 (D). 1. (С) Summary: During a June 25 meeting, Ebonyi State Governor Sam 
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officers on foot have escorted protesters along the route. 
So far 

the protests. 


6. (SBU) COMMENT: While the GoG statements reflect the July 
17 \"Conclusions on the Middle East\" of the EU External 
Relations Council 

for an even clearer statement from the international 
community for an immediate ceasefire. It is not surprising 
that protests at the embassy are growing steadily larger 
since press reports in Greece hardly mention HizballahVs 
actions and focusing instead on \"atrocities\" committed by 
Israel. We expect the GoG to continue to openly share their 
positions both with the press and with us 

to continue unequivocal calls for a cessation to all attacks. 
RIES 
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the crisis. ΑΙ have nothing to add 

it\'s important to pray to God to help us.\" Benedict is 

currently on vacation and made the brief statement in response 
to journalists\' questions as he returned from a day-trip. 


5. (C) Vatican-based media reported July 20 that Lebanese PM 
Siniora had contacted Sodano to request help in resolving the 
crisis with Israel. Media reported \"a long communication by 
telephone\" between the PM and Sodano in which Siniora called for 
the immediate intervention of the Holy See to push the parties 

to announce a ceasefire 

interest in Lebanon. Our contacts in Sodano\'s office confirmed 
that Sodano had spoken to Siniora - and the gist of the 
conversation - but cautioned us not to read too much into the 
call. \"[Sodano] is going to talk to anyone who wants to address 
this dire situation 

Sodano would be meeting with Saad Hariri 

assassinated Lebanese Prime Minister. 


6. (SBU) Voices linked - even if tenuously - to the Holy See 


Column 3 
have produced disparate messages in the last few days. Middle 
East specialist and Egyptian-born Jesuit Father Samir Khalil 
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Samir attributed the root cause of the rise of Hezbollah and 
Palestinian terrorism to Israel\'s former occupation of southern 
Lebanon and its current \"illegal\" occupation of the Golan 
Heights and the Palestinian Territories. During his July 18 
radio interview 

with the actions of the partisans in Nazi-occupied France during 
the Second World War. 


7. (SBU) Meanwhile 

influential Holy See negotiator on Vatican-Israel issues 

described Israeli PM Olmert as the \"only moderate voice\" on the 
crisis 

Lebanon. According to Jaeger 

biggest losers of the current crisis because the Hezbollah 

rocket attacks and kidnappings have turned attention away from 
the humanitarian crisis in Gaza and stymied negotiations for the 
release of another kidnapped Israeli soldier 

aimed at an eventual cease-fire in the Gaza Strip. Jaeger 

hardly an apologist for Israel despite being Israeli-born 

that the government of Lebanon needed to show some courage and 
reaffirm Lebanese sovereignty 


8. (SBU) Vatican-based media have also reported the opinions 
of Catholic bishops responsible for dioceses in northern Israel 
and Beirut in recent days. Archbishop Paul Nabil Sayah of Haifa 
declared the situation in Lebanon as \"atrocious.\" He noted that 
almost 95 percent of casualties in Lebanon were civilians and 
said the Lebanese feel that have been \"hijacked and used by 
everyone and his uncle." Sayah described the current situation 
as \"simply dirty politics V' using Wunthinkable means. \"Everyone 
who has a problem comes to settle it in Lebanon 

archbishop called for a halt to \"the carnage.\" 


9. (SBU) Similar sentiments came from the bishop responsible 
for Roman Catholics in Beirut. Archbishop Paul Dahdah said 
Catholic institutions were collaborating with other Christian 
churches to provide refuge and assistance 

attacks on innocent people. The archbishop lamented that once 
again the Lebanese people V'are the victims of the historical 
conflict between Israel and the Palestinians. He said 
international calls for a ceasefire should now be put into 

action and urged a strong intervention in order to safeguard 
everyone\'s human rights. 


experiencing high levels of seismic activity and lava flows reaching 800 meters downwards from the : 
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Comment 


10. (C) The various statements above 

and secular papers here and throughout the world 

effect on public opinion 

statements obviously carry the most weight. These are generally 
bound to follow the Vatican\'s twenty-year pattern of saying no 

to terrorism 

and urging dialogue and negotiation. With Lebanon\'s substantial 
Christian population at risk 

compelled to decry any military action by Israel affecting 

civilians. 


11. (C) Since Sodano and FM-equivalent Lajolo (privately also 
very critical of Israel 

rein it in) are both leaving their posts in September 

be feeling somewhat more freedom than normal in their 
statements. There are various opinions as to how much clearance 
Sodano had from the pope for his Friday statement 

pontiff having issued a milder message Sunday 

endorsing the G-8 statement 

repeat his strong criticism of Israel. 


12. (С) In continuing conversations with Vatican officials 
have made the point that this is an opportunity for Lebanon 
finally to rid itself of Hezbollah and eliminate the cause of 
many problems in the region. The safety of civilians will 
always be a Vatican priority 

for the region as a whole 

Islamic fundamentalism 

has appeared to resonate. 

MARTIN 
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officials. END SUMMARY 


2. U) On July 12 

Centroamericana (UCA) 

of Channel 10Vs V'EI 10 de la Nacion\" heard National Assembly 
candidates from the Sandinista (FSLN) 

Party (PLC) 

Alliance (ALN) 

discuss their parties 

late start 

fuse mid-way through the AC candidate 

miscues by the host 

The audience was treated to a first glimpse at the nascent 
legislative platforms of the leading political parties. The 


Andrew Steinfeld, reason: Section 1.4 (b) and (а) 1. (C) The following summarizes some key issue 
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Foro Electoral 2006 was sponsored by the Danish Embassy and 
co-sponsored by the Nicaraguan Chamber of Commerce (Jose Adan 
Aguerri 

Deputy Director) 

Arauz) 

(Jaime Arellano - host). 


ALN - \"You and Your Family\" 


3. (U) ALN candidate Bonilla emphasized that: 


-- Nicaragua needs a new approach to government. An 
important theme was \"you and your family.\" This theme 
focuses on poverty reduction 
corruption and the pacts (called \"pactos\") between political 
parties 
The government should help provide jobs for everyone 
strengthen social justice 


-- The 1980\'s Sandinista government destroyed the 
country 
difficult. 


-- Technical assistance 
necessary for producers. 


-- The new government will emphasize women 
including laws to protect them. 


PLC - No Clear Platform 


4. (U) PLC candidate Aguirre stated that: 


-- Nicaragua 
housing deficit (500 
economic migration out of the country and a serious energy 
crisis are hurting the country. 


-- Due to the Bolanos government 
is becoming \"Dominicanized.\" 


-- The National Assembly must be an agent of change. 


(Note: PLC candidate Aguirre did not summarize the PLC 
legislative agenda. His presentation was short 

and ended quite abruptly. It is unclear whether he was 
unwilling or unable to present details related to the PLC 
agenda. End note) 


\, on July 14 post convened an EAC meeting to discuss the local security implications of escalating hı 
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FSLN - Fostering Small Business 


5. (U) FSLN candidate Arce stressed that: 
-- The FSLN would promote a government of reconciliation 
and national unity. 


-- The National Assembly needs to institutionalize 
dialogue with the Executive Branch and other civil 
institutions. 


-- The FSLN will promote laws and actions to generate 
employment and activate production. 


-- The debt carried by \"producers\" must be reduced. 


-- The FSLN government will establish a development bank 
\"Banco de Fomento\" and state intervention should be 
eliminated. 


-- Communal banks are required to help micro-enterprises 
and small businesses. 


-- Banks that extend services and credit for 
under-served clients and areas should receive incentives. 


-- The National Assembly must pass a law that guarantees 
credit for small and medium size businesses. 


-- Employment generation is the key to reducing poverty. 


-- Companies that hire recently graduated professionals 
should receive tax breaks. 


-- The GON must pass laws that promote and provide 
incentives to investment in clean and renewable energy 
sources (ethanol 


-- Incentives should be given to companies that sell and 
promote the use of low-energy consumption products. 


-- Laws regarding health 
international economic integration must be legislative 
priorities. 


(Note: In sharp contrast to the PLC presentation 

candidate Arce was very well prepared. He presented a clear 
and detailed list of the party 

End note.) 
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AC - Participation of Civil Society 


6. (U) AC candidate Tardencilla promised to: 

-- Pass a new \"organic law\" for the Legislative Branch 
stating that the GON cannot continue legislating under the 
current system. 


-- Revise the \"Law of Citizen Participation.\" 


-- Organize the National Assembly by simplifying 
procedures and taking into account citizens 


-- Reform the law governing control over spending of 
public funds so that it punishes the corrupt and prevents 
further corruption. 


-- Create a law to measure the performance of elected 
National Assembly Representatives. 


MRS - Fire and Brimstone 


7. (U) MRS candidate TinocoWs priorities: 


-- Launch an ethics and morality crusade to clean up 
government and improve job performance among public officials. 


-- Break the political \"pacto\" between Aleman and Ortega. 
-- Change the composition and reduce the number of 
representatives in the CSJ (Supreme Court) and CSE (Electoral 


Counsel) to break the \"pacto.\" 


-- Alter the composition of \"Mesas Electorales\" to 
guarantee greater citizen participation. 


-- Cut the \"mega salaries\" of high government officials 
by 50 percent and use the savings to improve salaries of the 


health and education system personnel. 

-- Punish corrupt officials. 

-- Require MRS National Assembly deputies to donate 50 
percent of their salaries to fund the purchase of school 


furniture and drugs and equipment for health centers. 


-- Promote the generation of 500 


Column 3 
five years. 


-- Emphasize laws to promote family and small business 
in the tourism sector to create more jobs. 


(Note: Tinoco launched into his presentation in the style of 
a fire and brimstone preacher talking to a roomful of 
sinners. His intensity and use of strong words like 

break 

relative to the other candidates. End note.) 


Students Universally Critical of National Assembly 


8. (U) Immediately following the presentations 

to a five minute segment of live interviews with students on 

the UCA campus that the audience could hear by speakerphone. 
A Channel 10 reporter asked students what they thought of the 
National Assembly. The students\' responses were universally 
negative and critical of the National Assembly. Students 
described the deputies as corrupt and blamed the \"pactos\" for 
Nicaragua\'s economic and social woes. Listening to these 
criticisms 

the audience openly laughed. (Note: There was no response - 
applause 

during the candidates\' platform presentations 

impossible to assess audience reactions. It may be that the 
live broadcast intimidated the audience or they did not want 

to disrupt the host who moved quickly from one candidate to 
the next. However 

broadcast might have silenced the audience members 
students outside felt no such reservations about expressing 
their opinions of the National Assembly.) 

BRENNAN 
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settlement 

troops in Transnistria" Vinciunas told us that Lithuanian 
Undersecretary Albinas Januska made this same point to 
Russian Deputy Foreign Minister Karasin during the latter\'s 
visit to Vilnius in May 

its Istanbul commitments to withdraw troops from 
Transnistria. Vinciunas said that Karasin tried to \"argue 
away\" the Istanbul Commitments with respect to Transnistria. 
Vinciunas said that Lithuania continues to promote \"frank 
conversation\" about the frozen conflicts in its bilateral 
relations with Russia. 


LITHUANIA HELPING MOLDOVA TOWARDS DEEPER EU INTEGRATION 


lowing participant for the 2006 USNATO/USEU Pol-Mil conference on October 4-6, 2006: -- Name: 
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3. (SBU) Ав with Ukraine and Georgia 

primary assistance to Moldova to be political advocacy for 
Moldova\'s euro-integration process and support for 
\"open-doors\" accession policies in NATO and EU structures. 
Lithuania consistently advocates before the EU\'s General 
Affairs and External Relations Council (GAERC) and other 
European structures for greater euro-integration of Moldova. 
Vinciunas told us that Moldova readily accepts Lithuania\'s 
advice on euro-integration 

MFA has posted an advisor on euro-integration in the Moldovan 
Ministry of Foreign Affairs. The Lithuanian MFA is 

co-hosting with the Moldovan MFA a conference in Chisinau 
September 8-9 

together with Moldovan officials and civil society leaders to 
discuss resolution of the conflict in Transnistria 
euro-integration and regional cooperation between Moldova 
Ukraine 


4. (SBU) Lithuania is currently pressing European structures 
to extend discounts to Moldovan citizens on Schengen visas. 
Lithuania is asking that Moldovan citizens pay 35 rather 
than 60 euros for the visas. Echoing Lithuania\'s similar 

call for citizens of Belarus 

importance of person-to-person contact in the 
euro-integration process. 


5. (SBU) Lithuania has begun an assistance program 
financed by the United Kingdom 

EU Action Plan. As part of the program 

official will sit in the Moldovan Ministry of Foreign Affairs 
and help the Ministry implement different reforms aimed at 
deeper ties between the EU and Moldova. Moldovan desk 
officer Arturas Valionas told us that the Moldovan Foreign 
Minister seated the advisor next to his office as a 
significant sign of Moldovan buy-in to the project. Another 
ongoing project pays for Moldovan Ministry of Defense 
officials to study at the Baltic Defense College 

two-week course on NATO integration held in Vilnius. 
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6. (SBU) Valionas told us that Lithuania plans to increase 
its assistance 
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Moldova\'s Border Assistance Mission. The eight advisors from 
the Lithuanian security service focus on technical assistance 

to combat corruption and smuggling. According to Valionas 
the assistance does little to address smuggling 

Moldovan border guards do not control the problem areas along 
the Transnistria border. Nevertheless 

guards have helped gather information about smuggling and 
brought transparency to the problem. Valionas told a story 
about how the border guards recently applied the normal entry 
procedures to Transnistrian leader Igor Smirnov 

according to Valionas 

border without inspection. 


7. (SBU) Lithuania is considering another assistance project 
to send sanitary experts to help Moldova attain international 
standards in its production of food products for export. 
Valionas conceded that this program was aimed directly at 
Russia\'s recent ban on Moldovan wines on sanitary grounds. 
He added that an international technical advisor could add 
transparency to the merits behind Russia\'s claims that 
Moldovan wine didn\'t meet Russia sanitary standards. 


8. (C) Lithuania can be counted on to support U.S. positions 
on the Transnistria conflict. Its keen interest in 

neighborhood policy and demonstrated willingness to engage 
Russia and European structures on European integration and 
frozen conflicts make Lithuania a valuable 

interlocutor on these topics. 

KELLY 
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Lebanese people.\" 


2. (U) In addition 

reported 

people attended a rally held at the same time by the Sudanese 
Workers Union at which speakers called for a pan-Arab jihad. People 
packed stairwells and perched on window ledges for lack of space to 
hear union chief Ahmed Ghandour contrast the WestVs insistence on 
U.N. peacekeepers in Darfur with its reluctance to deploy a similar 
force to protect Palestinians. V'This is the international law we 

are living with. Believe me 

international law except the law of power 


3. (SBU) Post will continue to monitor local news and places of 
worship for information on potential unrest and/or planned 
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demonstrations. 
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with the aim of boosting their steadfastness in facing the 
Israeli enemy machine and its criminal war 

media reported. On July 19 

to Syrian MFA Protocol Director Amir Smadi 

SARG\'s responsibility to ensure the safe and successful 
evacuation of Americans from Lebanon. Smadi responded that 
Syria was fully aware of the humanitarian crisis in Lebanon 
and was doing all it could to assist those fleeing the 

conflict. The Consular Section received on July 19 an 
estimated 200 walk-in requests for American Citizen Services 
(ACS) 

private sector were organizing to provide housing and other 
assistance to those displaced from Lebanon 

were emerging of profiteering in the hotel and transportation 
sectors. End Summary. 


POLITICAL/MILITARY 


2. (SBU) The following is an update of political/military 
issues: 


-- Russia\'s Middle East Envoy and Deputy FM Alexander 
Saltanov met July 20 with Syrian President Asad to discuss 
the Israel-Hizballah conflict 

Saltanov met July 19 with Syria\'s FM Walid Mu\allim 

talks focusing on the situation in the Palestinian 

Territories and Lebanon and ways to broker a cease-fire 
according to the official Syrian Arab News Agency (SANA). 
Saltanov arrived in Syria from Jordan. 


-- Syria\'s President Asad called Turkish PM Erdogan July 20 
to discuss the Israel-Hizballah conflict and \"the slow-down 
of the international community to impose a cease-fire and an 
end to the crisis 


-- The BaVath Party\'s most important policy-making body 
Regional Command 

calling for the formation of a committee to mobilize popular 
support and donations to \"the Lebanese brothers with the aim 
of boosting their steadfastness in facing the Israeli enemy 
machine and its criminal war 


-- Syria\'s Ambassador to Washington Imad Mustapha told U.S. 
News in a July 19 interview that Syria rejected U.S. and 

Israeli assertions that Syria has been supplying Hizballah 

with rockets or financial support. Mustapha said that 


yndary school teachers, who suspended their strike June 20 after meeting with President Gbagbo (re 
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Hizballah was \"an independent 

that Syria is a political supporter of such \"national 
liberation' movements such as Hizballah. 


-- The DAO and RSO reported that a group of about 100 women 
carrying candles approached the U.S. Embassy at around 1930 
July 19 in what appeared to be a vigil or demonstration. 

Syrian security kept the group under control until it moved 

away from the Embassy after a short time. Another 
demonstration was scheduled the evening of July 20 in 
downtown Damascus 

support the Lebanese \"resistance 

Students Union. 


CONSULAR 
3. (S) The following is an update of consular issues: 


-- In response to reftel 

demarche to the Syrian MFA\'s Protocol Director stressing that 
the SARG must take all possible measures to ensure the safe 
and successful evacuation of Americans from Lebanon. Smadi 
responded that Syria was fully aware of the humanitarian 

crisis in Lebanon 

those fleeing 

thousands of displaced persons \"regardless of nationality.\" 
Additionally 

international airports at full capacity to allow displaced 

persons to leave as quickly as possible. 
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4. (SBU) Additionally: 


-- The Consular Section received on July 19 an estimated 200 
walk-in requests for American Citizen Services (ACS) 
to the previous day. 


-- Calls from American citizens in Lebanon were focused on 
how to join the boat lift from Lebanon 

were still seeking information about how to evacuate 
themselves by road through Syria. 


-- The Consular Section has not disbursed any repatriation 
funds. It processed one Overseas Citizen Services trust on 
July 19. 


-- A Canadian diplomat spent July 17 and 18 on the northern 
border crossing of al-Arida between Syria and Lebanon 
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that immigration officials are able to process a maximum of 
3 

number of total departures from Lebanon since the start of 
the crisis are: up to 50 

100 

foreigners 


-- Reports indicate that commercial carriers out of Damascus 
are fully booked through the end of the month 

have been adding new flights as possible or reconfiguring 
existing flights to accommodate more passengers. Separately 
Lebanon\'s national airline carrier 

announced it would resume international flights out of 
Damascus International Airport after the destruction of the 
Beirut airport 


ECONOMIC 
5. (SBU) The following is an update of economic issues: 


-- The public and private sectors continued to organize 
themselves to provide housing and other assistance to those 
displaced from Lebanon 

contacts. Several companies have teamed up with the Syrian 
Arab Red Crescent to organize a call center that processed 

4 

hours of operation. 


-- There were increasing reports of profiteering 
particularly in the hotel and bussing sectors 
business contacts. 

SECHE 
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former 

Prime minister JaVafri that plans to lobby Iraqi politicians 

Turkey 

and Iran in reference to Kirkuk\'s future. END INTRODUCTION AND 
SUMMARY. 


2. (SBU) IPAO met with Ahmed Al-Ubaydi 

Iraqi 

Republican Gathering (IRG) and Coordinator of the Arab 
Consultative 

Council 

Abdul 

Razaq Nawa Al-Ubaydi 

president of the United Arab Front; and Office of the Martyr 
Sadr (OMS) 

representative Dr. Abdul Karim Khalifa al-Hassan on July 10 to 
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discuss 
the implementation of article 140 in Kirkuk. 


ARABS WILL FIGHT IF KIRKUK JOINS THE KRG 


3. (SBU) Sheik Abdul Razaq Nawa Al-Ubaydi began the discussion 
by 

strongly stating that he was from Kirkuk and lamented current 
ethnic 

tensions in the city. He agreed that many Arabs have already 
fled to 

the south but that was primarily due to abuse 

persecution 

effect on 

the community of arresting Arabs and sending them to the KRG 
where \"they 

are lost" 

not told 

of their status. Sheik Ubaydi stated that his children and 
grandchildren were born in Kirkuk 

would stay 

and fight if thats what it takes. He 

currently cooperating with the local government but he noted 
that he 

would be \"terrorist #1\" if the Arabs were forced out of Kirkuk. 


CITIZENS SHOULD BE ALLOWED TO MOVE FREELY WITHOUT COERSIO 


4. (SBU) OMS representative Dr. Hassan stated that all 
citizens in 

Iraq should be free to move and live without discrimination 
throughout 

the country. He used the United States as an example and felt 
that 

enticing people with money was as bad as forcing people to move. 
He 

noted that the Kurdish political parties were paying salaries to 
poor 

Arab families and coaching them to act as representatives of the 
Kirkuk 

Arab population. The Arabs who were paid used distorted 
statistics 

supplied by the Kurds and were not representative of \"anything 
but 

greed\" according to Hassan. He explained that most families 
that have 

moved have done so because of fear and hunger. It was lack of 
opportunity and harassment coupled with promises of payment that 
were 
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encouraging citizens to say they want to move. According to 
Hassan 

\"Bremer was smart when he wrote the TAL 

Kirkuk needs 

to be an independent province\". He also noted that claims of 
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large 
numbers of Arabs wanting to leave Kirkuk were Kurdish lies. 


GROUP - \"KIRKUK FOR IRAQIS\" ORGANIZED 


5. (C) IRG head Ahmed al-Ubaydi believes that the Kurdish 
dream for 

Kirkuk will never exist V'unless all the Arabs in Kirkuk are 

killed. He 

stated that the only reason the constitution was originally 

passed was 

because there was an agreement to re-open discussions on article 
140. 

He and a group of Sunni and Shia leaders from Kirkuk have been 
visiting 

Baghdad weekly to push for changes in the article 140 process. 
He noted 

that his group was also interested in talking to neighboring 
countries 

Turkey and Iran in the hope that they could have an impact on 
the Kirkuk 

negotiations. 


6. (C) Sheik Ubaydi said that the Sunni and Shia Arabs of 

Kirkuk were 

working on a plan for Kirkuk\'s future. He described a Baghdad 
working 

group called \"Kirkuk for IragisW headed by former Prime Minister 
JaVafri. The group was in discussions with Iraqi politicians and 
planned 

to meet with Turkey and Iran. He noted that it was only Hakim 
who 

supports this idea of original Arabs. The Kirkuk for Iraqis 

group 

rejects the idea of original versus non-original Arabs in 

Kirkuk. That 

is only Kurdish propaganda according to the Sheik. Sheik Ubaydi 
is 

concerned that the Kurds and some of the Shia parties will make a 
federalism deal that will lead to the de facto division Iraq. He 
believed this was an ominous outcome because \"Kirkuk would go to 
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the 

Kurds and Southern federalism only means the south will be part 
of Iran 

and all patriotic Iraqis hate Iran\". 


BIOGRAPHIC NOTE 


7. (SBU) Sheik Abdul Razaq Nawa Al-Ubaydi came to Kirkuk from 
the south 

in 1960. He is currently vice president of the Southern Tribe 
Council 

vice president of the united Arab front and a member of the Arab 
council. He patiently waits during discussions and when he 
speaks 

chooses his words carefully. He has a calm demeanor and 
exhibits less 

of a tendency towards exaggerated rhetoric. 


COMMENT 


8.(С) The Kirkuk Shia and Sunni groups feel abandoned by their 
brethren in the south on the Kirkuk question and are attempting 
to work 

together. On the one hand they try to downplay their religious 
identities and attempt to strike a traditional pan-Arab posture. 
However 

statements like 

Vall Iraqis hate Iran". With the reference to Hakim and the 
recruitment 

of JaVafri to their cause it appears the group is attempting to 
capitalize on political differences in the Shia voting bloc. 
JBIGUS 
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the inter-war period. In response to the attack 

Kazimierz Marcinkiewicz called Rabbi Schudrich within hours. 
President Lech Kaczynski met with Schudrich personally within 
three days 

attacker 

the politically astute Rabbi -- are quick to point to these 
efforts 

evidence that Poland is not 

anti-Semitism. Schudrich himself pointed this out in a 

letter to the editor of the New York Times. 


4. (U) Indeed 

for their history of support. When he was mayor of Warsaw 

President Lech Kaczynski was widely credited with breathing 
new life into the proposed Museum of the History of Jews in 
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Poland by ramming through the city bureaucracy a plan to 
donate the necessary land for the museum\'s construction. 
That museum is scheduled to break ground this year and open 
in 2009. Kaczynski equally secured a favorable lease for the 
museum staff\'s offices in the center of the capitol. As the 
chairman of the Sejm\'s Treasury Committee 

Marcinkiewicz was also instrumental in drafting legislation 

to provide for private property restitution. Although that 

effort has yet to pass 

local and foreign Jewish leaders for his expertise and 

efforts. Jewish leaders were effusive when PiS unexpectedly 
won both parliamentary and presidential elections last fall 
because of PiS\'s proven 

Polish-Jewish relations. In addition to these efforts 
government continues to maintain close ties with Israel 
making Poland one of Tel Aviv\'s steadiest allies in Europe. 


So What Went Wrong? 


5. (C) Despite the good track record 

audiences have been aghast at the elevation of two Polish 
fringe political parties 

Polish Families (LPR) to the government coalition. Allied 

with SO and LPR 

majority that permits it to accelerate its efforts on a wide 
range of domestic political projects 

corruption and rooting out vestiges of Communist-era 
influence. PiS\'s singular focus on vanquishing the remaining 
elements of a shadowy network of businesses 

military officials 

unpalatable to a majority of Poles (who by a wide margin 
dislike SO and LPR) and the international Jewish community. 


Restitution Plan Held Hostage to Political Divisions 


6. (C) Restitution is an example of politics holding 

sensible ideas hostage. While most centrist parties agree 
with PiS that Poland should do something to address private 
property restitution 

The government has proposed legislation 

bill proposed by the former SLD government 

in the Sejm 

and New York to discuss the plan with USG and Jewish leaders 
in April 

struck. However 

unlikely that the government will move forward on restitution 
legislation 

reluctant junior partners 

compromise with the opposition -- not a likely proposition in 
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the negative political environment here. 


7. (C) SO gets its share of criticism owing to the honorary 
degree awarded to its leader 

virulently anti-Semitic Academy of Personnel Management 
(MAUP) in Ukraine. When asked why he failed to distance 
himself from that institution 

journalist to \"go ahead 

The majority of criticism 

understandably against Roman Giertych and LPR. 


LPR and the Political Legacy of Anti-Semitism 


8. (C) Giertych 

history that is without question anti-Semitic. His 

grandfather 

Democratic Party (Endecja) 

anti-Semitic policies in the inter-war period. The youth arm 
of that party 

supported an economic boycott against Jews and policies 
restricting Jews access to higher education. Giertych\'s 
father 

member of the European Parliament 

anti-Semite stemming in part from statements like those he 
made urging authorities to avoid \"press outlets controlled by 
the Jews\" in restoring order during Martial Law. Maciej 
Giertych caused a flap in the European Parliament earlier 
this month when he praised fascist dictactor Francisco Franco 
as aman who maintained order and supported a strongly 
Catholic vision of society. 


9. (C) While not wanting to visit the sins of the father(s) 
on the (grand)son 

family\'s affiliation when it will benefit him politically. 

For instance 

a revitalized All-Poland Youth 

notably bearing the same name as its anti-Semitic 
predecessor. And while he has studiously avoided making 
anti-Semitic remarks 

Schudrich\'s assault for failing to address the issue 
squarely. Giertych\'s comments 

anti-Semitic\" and \"hooliganism can happen anywhere 
many as faint 

by PiS officials. Moreover 

other LPR members from making outrageous statements 
his deputy 

gay rights advocates in Warsaw\'s recent Equality Parade. 
\"Perverts 

Giertych steadfastly has supported the appointment of Piotr 
Farfal 
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to a senior position at Polish National Television 
revelations in the press that Farfal published a neo-Nazi 
paper for several years as a teenager 

shocking characterizations of Jews. Farfal remains in his 
job. 


Ministry of Education 


10. (С) The GOP\'s frustration with the anti-Semitic label is 
exacerbated by Giertych\'s plans to promote \"patriotic 
education\" in his capacity as Minister of Education. As part 
of that effort 

Holocaust-education programming has been cut off as 
\"inconsistent with the Minister\'s plan for patriotic 
education. Giertych himself told the Ambassador in their 
meeting on May 23 that \"Holocaust education programming would 
be an integral part of patriotic education 

level contacts at the Ministry of Education confirmed on July 
17 that funding for teacher training (which includes many 
Holocaust education programs) had \"decreased seriously.\" 


11. (C) Polish media widely reported on the Israeli Embassy\'s 
boycott of Giertych and his LPR deputies 

Ambassador David Peleg has repeatedly told the Ambassador 
that his government will have nothing to do with LPR. In 
contrast to U.S. diplomatic efforts 

publicly for moving Holocaust education programming out of 
the Ministry of Education altogether 

programs that bring thousands of Israeli teenagers annually 

to Poland to visits sites related to Jewish life as well as 

Nazi concentration camps. The President\'s Chancellery 
asserts it was working on a plan to remove Holocaust 
education from the Ministry of Education when Peleg\'s public 
remarks forced it to put the plan on hold. Giertych and 

Peleg were both present at the commemoration last week of the 
massacre in Jedwabne 

1941 herded their Jewish neighbors into a barn and burned 
them alive. As part of his public boycott 

meet with Giertych at the event. 


Comment 


12. (С) Giertych\'s high profile 

LPR\'s fortunes. Two polls this week show LPR capturing only 
one and two percent 

Kaczynskis\' plan for some time has been to move PiS to the 
right and devour the competition 

that this plan is succeeding. But the Kaczynskis\' inward 
focus on domestic politics comes at a real cost in terms of 
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Poland\'s standing and influence abroad 

EU. Furthermore 

the Weimar summit with President Chirac and Chancellor Merkel 
has exacerbated the Polish governmentVs increasingly negative 
and parochial image. Notwithstanding his solid track record 
Lech Kaczynski is concerned that Giertych is poised to hijack 
his legacy goal of full Jewish-Polish reconciliation. The 
European Parliament\'s condemnation of \"the rise in racist 
xenophobic 

Poland\" equally suggests that PiS will continue to suffer 
politically from its choice of coalition partners. Clearly 

the GOP must move forward on a range of issues like private 
property restitution 

recommiting to Holocaust education 

initiatives such as marshalling resources for improvements to 
the Treblinka death camp. If progress is not made soon on 
Holocaust education 

the pressure for action (septel). PiS is not an anti-Semitic 
party. But this aside 

likely to continue to damage Poland\'s standing as long as he 
remains in the government. 

HILLAS 
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2. (C) Poloff discussed the possibility of a French 
statement of support with MFA Iraq desk officer Bernard 
Cappedelaine 

statement until there was further clarification about how the 
Compact will proceed 

future meetings. He took the occasion to express the French 
sentiment that the Compact should give greater weight to 
security issues 

participation in the Compact 

neighboring states in the region. 

Please visit ParisW Classified Website at: 

http://www .state.sgov.gov/p/eur/paris/index.c fm 
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to restrict what Transnistrian negotiators could talk about 

and would be a headache" for the negotiating process. Не 
believed the move was also aimed at Transnistria\'s domestic 
audience 

Moldovan customs rules on Transnistria. Nesterushkin refused 
to comment on how the Russians would react if the resolution 
passed 

Transnistrians on the wording of the referendum. End Summary. 


2. (C) We made reftel demarche July 19 to Russian MFA 
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negotiator for Transnistria Valeriy Nesterushkin 

just returned from the G-8 summit in St. Petersburg. The 
conversation lasted one hour and 45 minutes 

interrupting with the sly comments and gratuitous 
America-bashing for which he is well-known. We stressed the 
cynical wording of the referendum. We underlined that Russia 
would have to choose between recognizing the results of the 
referendum -- expressing Transnistria\'s intention to join 
Russia -- and President Putin\'s declaration that Russia did 
not want anyone else\'s territory. We emphasized that the 
referendum would create a conflict of interest that would 

make it impossible for Russia to be a neutral intermediary in 
the negotiating process. 


The First Line of Defense... 


3. (C) Nesterushkin\'s argumentation in reply was on two 
levels: the first (and lengthiest) was that of the debater 
scoring rhetorical points; the second (and most unexpected) 
was a serious discussion placing the referendum in context 
and analyzing where it leaves the negotiating process. In 
the first category was the assertion that a referendum 
represented the will of the people 

engage with the Transnistrians about how to make it as 
democratic as possible; the time to criticize and call it 
non-democratic would only come after an objective monitoring 
of the conduct of the referendum. The Transnistrians 

said 

referendum -- because only the Russians were willing to talk 
to them. The U.S. 

Transnistrians 

should not be consulted about their own fate. 


4. (C) But of course 

was a decision by the Transnistrians 

confined themselves on advising on how to make the referendum 
a \"true expression of the will of the people. Nesterushkin 
did admit that the Russians had expressed their opinions on 
what would be acceptable or unacceptable to Russia 

Russia would recognize or not recognize. He pointed out that 
the referendum would have no political effects -- except on 
the December \"presidential\" elections in Transnistria; 

rather 

already following and for which h it wanted to show the 
backing of the people. 


5. (C) Nesterushkin refused -- despite our repeated 
questioning -- to say what the Russians \"would recognize\" or 
how it would react to the referendum. He said 

have to react to every referendum around the world 
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such as whether dogs should be kept on leashes in the town 
parks. Reminded several times that this particular 
referendum was about part of one country trying to become 
part of his country 

subject. He made a few references to a potential 
\"association\" of Transnistria with Russia 

Puerto Rico or the Marshall Islands have with the U.S.\" He 
changed the subject 

President Putin had categorically stated that Russia did not 
want foreign territory. 


6. (C) We urged Russia to fulfill its Istanbul commitments to 
withdraw its troops. Nesterushkin protested that it was up 

to Moldova to create conditions under which the troops and 
the weaponry they guarded could be withdrawn in a condition 
of security. \"We are hostages to that situation 

When we doubted that the Transnistrians could stop the 
Russian army if it wanted to leave 

that Russia is “по longer like America 

it wants without asking anyone.\" 
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... And Some Unexpected Realism 


7. (C) Eventually 

part of his answer. This was 

Ukraine\'s enforcement of Moldovan customs rules on the 
Transnistrian sector of the border. Ukraine\'s turnabout had 
shocked the Transnistrians. They reacted with \"feelings of 
sharp injustice. The referendum was Tiraspol\'s way of 
showing the Transnistrian population (in advance of 
December\'s \"presidential\" election) that it was standing up 
to that pressure. In addition 

obstacle in the way of the negotiating process. In this 
respect 

the Moldovan parliamentary directive last year forbidding the 
Moldovan negotiators from engaging on status 

them to discussions of democratization and disarmament. 
Those sorts of actions 

crockery scattered around the negotiating table. And the 
sides will continue to break crockery. We cannot take 
responsibility for that broken crockery.\" 


8. (C) Nesterushkin admitted that the referendum would be a 
\"headache\" for Russia. He maintained that he was \"trying to 
be an objective intermediary\" within the current framework of 
the negotiations 
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might no longer be desired.\" He thought that getting the 
sides to talk without preconditions would be an appropriate 
goal for the 5 2 

could spell the effective end of the negotiating process. 
Nonetheless 

urged the U.S. to engage directly with the Transnistrians 
who got their backs up whenever they felt their views and 
opinions were being dismissed out of hand. Nesterushkin also 
urged the U.S. to engage with the Russians (and with him in 
particular 

potential ways forward. 

BURNS 
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or next week.\" Fahmy did not specify the size of the 
imminent increase. Post 

the downstream market here 

pressing for a move toward more realistic pricing of 
petroleum products in Egypt. 


3. (SBU) According to recent meetings with industry sources 
plans were reportedly afoot in the Cabinet to raise the price 
of 90 octane fuel from LE 1 (17 cents) to LE 1.30 (USD 23 
cents) per liter 

expensive than the higher grade 92 octane that retails for LE 
1.40. While this move would only negligibly affect the 
overall subsidy 

retailers. Exxon-Mobil 

an additional USD 100 million in Egypt over the next 6-7 
years to upgrade service stations and other aspects of its 
retail business. This plan 

assumption that the GOE will reduce the subsidy and move to 
more reasonable pricing. 


4. (SBU) Gasoline prices in Egypt are five to seven times 
lower than comparable markets in the region 

here among the cheapest in the world. A liter of 90 octane 
gasoline costs LE 1 (USD 17 cents). Official GOE estimates 
place the cost of the subsidy at LE 40 billion per year (USD 
7 billion) 

USD 50 per barrel oil. Fuels costs are set nationally 

the price of 90 octane gasoline has remained static for 
fourteen years. The GOE did 

diesel fuel in 2004 by nearly 50 percent with negligible 
flow-through effects on the costs of services. In the 
absence of market pricing 
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exploited 

squeeze any profitability from their retail operations. The 
price increase will create space for such an increase. In 
addition 

shortages felt by retailers who continually fight to supply 

the market. 


5. (SBU) If enacted 

steady 

need to reduce gasoline subsidies. On May 24 

before the Industry Committee of the People\'s Assembly 

the first time publicly 

on the GOE and that \"no one would guarantee the stability of 
prices\" for the indefinite future. Minister of Finance 

Yousef Boutros Ghali has also been quoted decrying the 
subsidy as benefiting primarily the wealthiest tier of 

Egyptians and suggesting the money could better be spent on 
education 

including the Minister for Social Insurance 

publicly on the subject. 


6. (C) The actual impact of an increase in the fuel price is 
likely to have a negligible financial effect on the average 
consumer according to industry sources. Following the 
doubling of diesel prices in 2004 

the flow-through effect of the increase on their large fleet 
of diesel powered trucks. The study found that the 50 
percent increase іп fuel costs only translated into a 5 
percent increase in transport costs. Granted ExxonMobil\'s 
transportation operations run with greater efficiencies than 
most 

operations would likely see an increase of 10 percent on 
average. Price gauging at the consumer level 

impact those with a less than sophisticated understanding of 
the effects of commodity price changes. In 2004 

erupted among the many 

on the city\'s ubiquitous mini-bus taxis over price gauging. 
Many drivers 

diesel price as license to increase their fares by fifty 
percent as well. 


Comment 
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7. (С) Despite the Cabinet\'s apparent approval of the 
measure 

move that could cause domestic turbulence 

other events in the region. Even though the effect of the 
price increase on the average Egyptian would likely be 
negligible 

entitlement could spark dissent among the masses. If 
enacted 

positive impact on downstream companies\' profitability with 
only minor flow-through effects on the driving public. 
RICCIARDONE 
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the United States. ParrilliWs comments reflected the view 
that the GOA accepts the idea of the U.S. leadership in the 
region 

raised the issue of Venezuela 

relationship with Venezuelan President Hugo Chavez and 
Chavez\'s threats against democracy 

for slandering President Bush and the USG made it difficult 
for the Embassy to maintain constructive bilateral relations 
with the GOA. Parrilli responded by saying the GOA\'s 
relationship with the GOV was based primarily on economics 
and Mercosur. The DCM next turned the discussion to Bolivia 
expressing the U.S. concern that Bolivian President Evo 
Morales needs to respect Bolivia\'s constitutional democracy 
and cooperate with the U.S. and regional neighbors to control 
narcotrafficking. Parrilli said that the GOA shares the U.S. 
goal of ensuring President Evo Morales operates within a 
democratic framework and said that the two nations should be 
very clear with Morales on counternarcotics. On the whole 
question of hemispheric free trade 

view that the Summit of the Americas was a success in the 
sense that a majority of the region -- 29 countries -- said 

that they wanted to continue discussions about creating an 
FTAA. END SUMMARY. 


2. (C) On July 5 

General of the Presidency Oscar Parrilli that included а 

frank discussion on GOA policy in the region. Oscar 

Parrilli 

key Kirchner insider (See Reftel). Parrilli has been a good 
contact of the Embassy and is known for his calm disposition 
although he clearly shares the world view of the rest of 
Kirchner\'s inner circle. Parrilli began the discussion by 
remarking on the good personal relations the Casa Rosada has 
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enjoyed over the past three years with the Ambassador and 

DCM. The DCM highlighted the strong background of incoming 
Ambassador Wayne and corrected the misperception expressed by 
some members of the GOA that Ambassador Wayne had praised 
former President Carlos Menem during his recent confirmation 
hearings. 


3. (C) Attempting to clarify Kirchner\'s recent comments 
about the U.S. in Madrid 

U.S. support during the crisis and that Kirchner wanted a 
\"mature\" relationship with the United States. \"President 
Kirchner has acknowledged this publicly in the past. Despite 
our differences 

Argentina really needed it.\" Parrilli said that Argentina 

in turn 

said that at times in the past 

leadership role necessary in the region. Parrilli said that 
Kirchner was referring to this \"historic debt\" of the U.S. in 

the region 

Kirchner wants is a \'mature\' relationship with the U.S.\" 
Parrilli further commented that \"what crashed in 2001 was not 
the de la Rua government 

of having your economy owned by foreign interests. Countries 
need to be able to defend their rights 

(COMMENT: ParrilliVs comments reflect the GOA view that they 
acknowledge and accept the idea of the U.S. as the natural 
leader of the region 

Argentina\'s and the region\'s interests. In particular 
mentioned that the GOA would like to see more U.S. economic 
assistance to the region. END COMMENT.) 


4. (C) The DCM raised the issue of Venezuela 
Kirchner\'s close relationship with Venezuelan President Hugo 
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Chavez and Chavez\'s threats against democracy 

penchant for slandering President Bush and the USG made it 
difficult for the Embassy to maintain constructive bilateral 
relations with the GOA. The DCM said 

meeting with Chavez 

because Kirchner has asked Chavez to avoid incidents 

next day Chavez is calling President Bush a drunkard 
genocidal maniac and worse than Hitler.\" The DCM said that 
by so closely associating himself with a leader like Chavez 
Kirchner risks being viewed by Washington as sharing Chavez\'s 
views. 


5. (C) Parrilli responded by saying that the GOAVs 
relationship with the GOV was based primarily on economics 
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and Mercosur. Parrilli also said that the GOA does not agree 
\"with the message or the style of Chavez\'s attacks on 
President Bush or the U.S.\" Parrilli added 

relationship with Venezuela is not an axis. Argentina and 
Brazil are the two main drivers of regional integration in 
South America. We need to include the other big countries in 
the region -- Venezuela 

process.\" 


6. (C) The DCM next turned the discussion to Bolivia 
expressing the U.S. concern that Bolivian President Evo 
Morales needs to respect Bolivia\'s constitutional democracy 
and cooperate with the U.S. and regional neighbors to control 
narcotrafficking. Parrilli said that the GOA shares the U.S. 
goal of ensuring President Evo Morales operates within a 
democratic framework. Parrilli said that Morales is 

defending and respecting the rights of the mainly indigenous 
voters that elected him 

Bolivian political system until now. Parrilli added that \"we 
have to hope that Morales is successful.\" The DCM noted the 
concern that the recent increase in Bolivian coca production 
will lead to an increase in cocaine trafficking. Parrilli 

agreed that the two nations should be very clear with Morales 
on counternarcotics. 


7. (C) On the whole question of hemispheric free trade 

DCM noted the U.S. view that the Summit of the Americas was a 
success in the sense that a majority of the region -- 29 
countries -- said that they wanted to continue discussions 
about creating an FTAA. The DCM said that the Mercosur 
objections to the FTAA over agricultural issues at least 
leaves room for discussion 

country in the region to object to the FTAA on ideological 
grounds. Parrilli responded by saying 

were offering us in terms of free trade deals was not what 
Argentina needed." The DCM pointed to the benefits of free 
trade and noted that NAFTA is no longer an issue for the left 
or the right in both Canada and Mexico. \"NAFTA has been а 
win-win for all countries involved. V 


8. (C) Oscar Parrilli shares the leftist world view of most 

of KirchnerVs inner circle 

insiders 

to Embassy officials. Parrilli clearly received the official 

talking points on how to respond to questions about 

KirchnerVs recent statements on the U.S. in Madrid and on GOA 
relations with Venezuela 
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comments on these two issues repeated on several recent 
occasions by high-level GOA officials. This continues a long 
pattern in the Kirchner administration where GOA officials 
tell us what they think we want to hear in private 

Kirchner\'s actions and public statements project a different 
image to the rest of the world. 


9. (С) Although Kirchner\'s inner circle тау not diverge fromthe official line 
given to them are immediately conveyed to President Kirchner 

and Kirchner uses them to deliver his message to the USG. 

With President Kirchner often inaccessible and relying on an 
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ever-shrinking group of close advisors 

inner circle is often the best way to maintain a dialogue 
with the GOA. We believe it would be far worse for U.S. 
interests to discontinue dialogue with some of the only 
people that can still influence Kirchner. END COMMENT. 
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elections\" rather than an objective description of the 
current political configuration. End Summary. 


2.(U) The Ministry of the Interior (MOI) conducted polling 
and simulations in order to gauge where parties stand in the 
current political configuration. The MOI findings estimated 
that the PUD could win between 60 and 70 seats; USFP could 
win approximately 50 seats; Istiqlal approximately 40 seats; 
and the Popular Movement Party (UMP) and National Rally of 
Independents (RNI) could win between 30 and 40 seats each. 
The Party of Progress and Socialism (PPS) could increase its 
position to a little over 20 seats. 


3. (U) Le Journal said that the 2002 legislative elections 
failed to present a clear majority and forced the King to 
nominate a politically independent prime minister. The 
weekly asserted that 

King intends to nominate a partisan prime minister in 2007 
and that the MOIVs polling and simulations are laying the 
groundwork for this decision. An unnamed official of the MOI 
said it was not intervening in the elections but merely 
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conducting a study in order to predict the results; however 
Le Journal criticized the MOI for attempting to \"orient\" the 
results of the elections. 


4. (U) According to the report 

massive victory of one party or the formation of a 

homogeneous coalition that would not need the Palace\'s 
support and thereby weaken its authority. The GOM also seeks 
a party committed to democratization without questioning the 
Monarchy. The GOM\'s main goal is to create a balance between 
the parties which will last beyond the 2007 elections. 


5. (U) The GOMVs strategy regarding the Islamists and the 
PJD is to maintain the 2002 electoral lists and distribution 

of constituencies. The report notes that the votes of 
Moroccan residents abroad will continue to be discarded so as 
to limit Islamists\' power. Le Journal claims that the PUD 
would have trouble gaining votes in rural areas if the 
electoral code is passed but also acknowledges that the 14 
parties unfavorable to the code might then seek support from 
the PJD. The MOI report maintained that the best defense 
against conservative Islam is an active opposition with 
innovative ideas presented by credible people. The \"Left 
according to Le Journal 

institutional democratization but could also threaten the 
Palace\'s authority. 


6. (U) Le Journal claims that the proposed electoral code 
reform will most likely be amended in order to allow for the 
participation of the Unified Socialist Party (PSU) 

absence in the elections would discredit the code. The MOI 
official was allegedly vague regarding questions about the 
PSU but did acknowledge that the progressive party would win 
seats by associating itself with other parties from the 

radical Left. The MOI predicts the institutionalization of 

the PSU and other parties of the Moroccan Left into a united 


opposition integrated into Parliament after 2007 
to Le Journal. 


7. (U) This united Left also depends on whether the USFP 
will cooperate or pursue \"hegemonic ambitions.\" It predicted 
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that the USFP under its current Secretary General 

Elyazghi 

other parties from the Left. Le Journal wrote that the MOI 

is not pleased with the isolation of the USFP regarding its 
support for the electoral code reform unanimously contested 
by other parties. Le Journal suggested the GOM\'s interest in 
the changes in the Left was a way to appease critics and to 
find a counterbalance to Islamist parties. 


8. (U) The MOI report also recognized the increasing 
importance of the PPS. It acknowledged the importance of 
political bureau member Nabil Benabdallah 
Communication and government spokesperson 
constitutional reforms from friends if the PPS has electoral 
difficulties similar to those of the PSU. 


9. (U) According to Le Journal 

the future Chamber of Representatives would be ideal for the 
MOI as it would calm USFP demands for constitutional reforms. 
The MOI also hopes the PSU would have around 14 deputies so 
that it would be coherent enough to form an active opposition 

in Parliament and balance the PJD discourse but small enough 
so that its reformist discourse would resonate minimally. Le 
Journal reported that there has been recent communication 
between the MOI and certain PSU leaders. The Minister 
Delegate to the Ministry of the Interior 

made it known that he expected increased PSU participation in 
Parliament 

institutions in Morocco. 
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Visit Embassy Rabat\'s Classified Website; 
http://www.state.sgov.gov/p/nea/rabat 
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Partnership for Growth 

to promote dynamism in the Italian economy. The four pillars 
of the Partnership are: (i) to encourage increased 
university-private sector collaboration in research and 
development 

creation of new companies; (ii) to broaden and deepen capital 
markets 

equity (\"buy-out\") funds; (iii) to promote stronger 

intellectual property rights enforcement 

innovation; and (iv) to promote business and student 
exchanges to encourage further innovation and business 
partnerships. The Partnership 

leadership of Confindustria 


Irish Department of Foreign Affairs Americas Section Third Secretary Myles Doherty. Doherty explair 
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organization 
ways the private sector can work to energize the economy. 


PRIVATE EQUITY INVESTMENT OPPORTUNITIES IN ITALY 


5. (U) Following the launch of the Partnership for Growth 
Embassy Rome and the National Italian American Foundation 
(NIAF) collaborated on a meeting of Italian and American 
private equity experts to discuss opportunities for private 
equity investment in Italy by American firms and the 

obstacles that discourage foreign private equity investment. 
On June 20 

Roundtable 

lawyers 

and accountants who have advised foreign investors in Italy. 


6. (U) According to a roundtable presentation by Giampo 
Bracchi 

Capital Association 

\"buy-out\" investment 

share in a company from the individual or family owning it. 
Some 58 percent of Italian companies are family-owned. Of 
these 

of age. Family-owned companies in Italy have a \"mortality 
rate\" of 50 percent in the second generation of ownership 
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and 15 percent in the third generation. These statistics 
tandem with Italy\'s very low birth rate 

generational crisis among Italian entrepreneurs. The 
generation which rebuilt the Italian economy after the Second 
World War is now making way for the next generation. Often 
however 

-- or a willing heir -- to take over the business. While 

private equity financing offers a way to preserve the firm 
roundtable participants concluded that private equity 
investment in Italy had not lived up to its potential and is 

not well-understood because of differences in communications 
and corporate culture. 


MISUNDERSTANDINGS AND COMMUNICATION 


7. (U) Roundtable participants agreed that part of the 
reason that private equity investment in Italy has not 
reached the levels it has in other European countries is 
because of misunderstandings as to what private equity 
investment is and what it can do for a company. 


5 Official representation at the 61st UN General Assembly (UNGA) high-level events in September 2C 


‚sembly candidate Jean-Luc Mutokambali in Rugarama, North Kivu on June 17. Mutokambali, a Hutt 
issified By: Ambassador Ronald L. Schlicher, reasons 1.4 B/D 1. (S) Summary: The total number of 
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Traditionally 

the founder\'s family 

suspicious of external investment sources. Many Italian 
entrepreneurs believe private equity firms will break up a 
company once they have control 

private equity investor will cause the entrepreneur to lose 
control over the company he has spent a lifetime building. 
Many roundtable participants pointed out that while these 
generalizations are true 

phenomenon 

barriers in the United States in the 1960\'s and 1970Vs. 
These misconceptions can be addressed through outreach to 
business associations 

belong 

private equity investment is and the positive effects it can 
have for a family business through providing increased 
capital and management expertise. 


8. (U) Roundtable participants identified the second type of 
misunderstanding as coming into play after an Italian company 
has decided to enter into buy-out negotiations with a private 
equity firm and when both parties 

investor 

of the investment process. One participant explained that he 
had spent two years working on a buy-out deal 

it fall through when the entrepreneur realized the ultimate 
goal of the private equity investor was to take the company 
public. One roundtable participant stated that \"clarity of 
intent avoids 90 percent of misunderstandings.\" 


ITALY IS ON THE CUSP ... 


9. (U) The consensus at the roundtable 

and American experts 

Italian companies is on the verge of taking off. All foreign 

private equity firms which are already present in the Italian 
market are making a profit here and intend to stay. Many 
participants pointed out there are many Italian companies 
that are ideal for \"buy-and-build\" investing. Furthermore 

as Italian capital markets grow 

for private equity investors to take their companies public 

through a stock exchange listing 

private equity investment in the United States. 


... BUT BUREAUCRACY IMPEDES INVESTMENT 


10. (U) Predictably 
effect that the bureaucracy has on investment. Guido 
Lombardo of the Fortress Investment Group (FIG) 


: Charge d\'Affaires Jennifer L. Brush, for reasons 1.4 (b) апа (d) (S/NF) Turkmenistan\'s Minister с 
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rules to regulate investment and business transactions 

abound 

\"systematic demotivation\" of investors and businesses. Sarah 
Pinto 

exchange listings that should be processed within 60 days are 
routinely delayed by bureaucratic inefficiency. Other 
participants noted prospective investors can be deterred by 
Italy\'s bureaucracy 

infrastructure. 


11. (U) Comment: Comments during the roundtable confirmed 
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the conventional wisdom as to why there is not more private 
equity investment in Italy. What was unique about this event 
was that it brought together key players in an atmosphere 
conducive to a frank exchange of views. Many participants 
noted that it was the first time that the problems and 
opportunities in Italy had been set out in such a 
straight-forward manner. Participants said they look forward 
to more technical follow-up discussions. 


12. (U) Comment continued: The roundtable succeeded in 
launching the private equity component of the Partnership for 
Growth by bringing together American and Italian experts in 
private equity 

aware of opportunities in Italy and how best to deal with 
obstacles that have discouraged investment in the past. NIAF 
and the American Chamber of Commerce have begun planning for 
a \"private equity fair 

the event 

equity investment is and how it can benefit privately-held 
companies. Companies will also present their products and 
business plans. Organizers hope companies and potential 
investors make connections that lead to investment deals. If 
the event is successful 

series of private equity fairs in different parts of Italy. 

End comment. 

SPOGLI 
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prisoners 

adhere to the Quartet\'s conditions. The meeting ended with 
no concrete results as the Hamas delegates reportedly 
expressed reservations to some of the president\'s suggestions 
-- including the revival of Tahdia. The factions agreed to 

form a committee to draft a new document that lays out the 
points of agreement and the points in dispute to be resolved 


sy call on Ambassador Oliver today, June 30th. The two Ambassadors discussed the need to work сі 


те June 28 Israeli strike knocking out Gaza\'s power station and the subsequent cuts in Israeli supply, 
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in further discussions. 


8. (C) An Israeli military court on July 16 decided to 

release Palestinian Planning Minister Samir Abu-Ayshah on 
5000 NIS bail. Abu-Ayshah 

Hamas 

leading Hamas figures on June 29. The court extended the 
remand of the other arrested Hamas cabinet ministers and PLC 
members so that Israeli officials could continue their 
nvestigation. 


9. (SBU) Crossigs: The Karni/al-Mintar commercial 
crossing opened July 20 at 1130 local 

PalTrade Gaza-based official. The Karni/al-Mintar crossing 
July 19 processed 206 truckloads into Gaza 

USAID contractor. 


(SBU) The Nahal Oz fuel transfer station is operational 
on July 20. 


(SBU) The Rafah passenger crossing is closed July 20. 


10. (SBU) Electricity: According to USAID Gaza-based field 
staff 

Gaza is disabled 

are operational. The single line that supplies the Mid-Gaza 
Governorate was damaged in the fighting July 18 and has not 
yet been repaired. 


WALLES 
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roll 

because of his handling of a narcotics case. Ambassador 
underscored our concern about the narcotics situation in 
Ghana 

disastrous impact narcotics trafficking can have оп а 
country. 


4. (SBU) Ambassador praised our excellent cooperation on 
extradition issues 
so-far fruitless efforts to extradite Member of Parliament 


Embassy that a meeting of the Joint Commission will be convened at an unspecified date after the cc 
‘arasov, Caribbean Section Chief in the MFA Latin America Department. Tarasov said he would pass 
ary and background: On July 17, the Darfur Ceasefire Commission (CFC) met in El Fasher, Darfur. | 


ily 2006, Ambassador met with the Tunisian Minister of Interior Bel Haj Kacem in his office for a 30 m 
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Grace Coleman. PolChief underscored the seriousness of the 
case against Coleman. Ghartey agreed that a Member of 
Parliament should not be above the law and said he would look 
into the matter. PolChief noted our interest in updating the 
1931 bilateral extradition treaty. Ghartey agreed that such 

an old treaty probably needed to be brought into the modern 
world and said he would look into this further. 


5. (SBU) In response to a question from PolChief 
explained his ministry\'s involvement in prosecuting 
corruption cases. He stressed the importance of raising 
awareness about the ills of corruption 

roots levels. He praised the passage of several 
anti-corruption laws 

is being considered in parliament and that the GOG was 
working on a Freedom of Information bill. According to 
Ghartey 

in naming a fully empowered head (rather than Acting 
Director) of the Commission on Human Rights and Justice 
(CHRAJ) 

corruption 

secondment overseas and has not retired. 


6. (C) PolChief noted our concerns about financial crime 
and scams 

highlighted deficiencies in the Ghana Police Service which 
foster a climate of corruption. Ghartey was hopeful an 
anti-moneylaundering bill would go to parliament soon. He 
said we were \"preaching to the converted\" on corruption 
issues and he readily agreed to speak at an upcoming PAS 
program on corruption. Ambassador pointed out that fighting 
corruption was an important part of keeping our Millennium 


Challenge Account compact with Ghana on track. 


7. (U) For Ghana to move to Tier 1 

and convict perpetrators of trafficking in persons 

Ambassador told the minister. PolChief noted that we hope to 
offer INL-funded training in the next year on TIP for judges 
prosecutors and police. PolChief also expressed concerns 
about Ghana\'s overcrowded prisons and the large number of 
prisoners on remand. Ghartey agreed that TIP was a problem. 
He said the ministry is working on a study and strategy to 


06 REF: FAMS 1813347 JUN 06 1. Country Clearance is granted for Federal Air Marshal Service С 
| SUMMARY: Chancellor Schuessel\'s latest effort to broker a broad-based compromise оп additiona 
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improve the prison problem. Ambassador asked about the 
status of the case of Issa Mobila 

in military custody in 2004. Ghartey said the case is still 
under investigation 

ascertain whether Mobila was killed by the military. 


8. (C) The purpose for this dinner remains unclear. 

Ghartey 

Minister to Minister in the last Cabinet reshuffle 

wanted it for self-promotion. He seemed eager to project 
himself (quite convincingly) as open 

progressive. The dinner was organized by the local 
representative of U.S. company Kosmos Energy 

wanted the dinner to promote himself as a middle man. The 
Kosmos rep claimed the minister wanted an informal setting to 
share frustrations and discuss U.S. assistance in capacity 
training for lawyers and in fighting cybercrime and 

narcotics. However 

never mentioned cybercrime 

narcotics. He was receptive but noncommittal on many issues 
we raised. 


9. (C) Given the high profile of our advocacy on narcotics 
and corruption (and the growing media coverage about 
narcotics) 

commercial advocacy dinner to send us a private message 
possibly on the orders of the President or someone in the 
presidency 

reform and counternarcotics. Lending weight to this theory 
is the fact that on July 19 

to stress the GOG\'s seriousness about tackling narcotics. He 
stated in the event that the GOG would work to ensure those 
arrested for drug offenses are denied bail until their cases 
go to court. He also said the GOG was working out a legal 
framework to destroy cocaine that is seized rather than 
retain it as evidence. (Ambassador had earlier asked the 
President to find ways to destroy evidence to reduce the 
\"disappearance\" of drugs.) Ghartey criticized the slow pace 
of narcotics trials and said the ministry had set up a 
committee to review all court judgments on drug cases. 
Emboffs have a meeting with the Castle next week to discuss 
next steps on counternarcotics. This may confirm that 
Ghartey 

through the ranks 

counternarcotics effort. 


: 117318 1. Country clearance is granted for the National Aeronautic and Space Administration Ame: 
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relations with Raul Castro and Cuban Foreign Minister Felipe 
Perez Roque on the basis that they will be the most likely 
leaders of a post-Fidel Cuban government. The same official 
criticized the Commission for Assistance to a Free Cuba and 
USG transition policy in general 

to \"let the Cuban people decide\" their own future. 


2. (C) However 

others 

work out some of the differences in our approaches towards 
promoting change in Cuba 

overall goal of achieving a democratic Cuba (as in 
conversations with A/S Shannon and Cuba Transition 
Coordinator McCarry). Vice President Maria Teresa Fernandez 
de la Vega and FM Moratinos have downplayed with the 
Ambassador any differences on Cuba 

that the USG and Spain are working together now to discuss 
transition issues. Given stepped up Castro government 
planning to guarantee the continuation of the current regime 
(ref A) 

Spanish Government position on a succession versus a 
transition. Specifically 

would immediately recognize a Raul Castro-led successor 
government or whether Madrid could be convinced to commit to 
delaying recognition until a transition is underway. We are 
addressing this issue in our own contacts 

also be one of the topics of our regular high-level 

discussions on Latin America 

again before Secretary Rice visits Madrid this fall. A 

potential opportunity for discussions between WHA A/S Shannon 
and Deputy Foreign Minister Leon may be the upcoming 
inauguration ceremony in Bogota 
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accompany the Crown Prince in representation of Spain. 
Depending on the results of these discussions 

begin to consider how we would respond to Spanish efforts to 
ensure a soft landing for Fidel Castro\'s successors. End 
Summary. 


//CUBA - ALWAYS A HOT ТОРІС// 


3. (С) For the Spanish Government 

economic interests combine to make Cuba an important 
domestic 

culture enjoy broad appeal in Spain 

bonds created by large-scale immigration in both directions 
over the past 150 years and also to current Spanish tourism 
to Cuba. The Castro revolution maintains a lingering appeal 
for Spanish leftists 

consistently place Castro among the foreign leaders 
least-liked by Spanish citizens. In private conversations 
with the Ambassador and other US officials 

Zapatero has emphasized that he has no personal or 
professinal friendship with Fidel Castro and is not 
interested in developing any such relationship. 


4. (C) Economically 

for Spanish exports to Latin America (amounting to $488 

million in Spanish goods to Cuba in 2005) and some 170 
companies belong to the the \"Association of Soanish Companies 
in Cuba.\" Spain 

investor in Cuba 

potential in the post-Fidel era and is eager to strengthen 

its hold before competitors (especially US competitors) 

arrive on the scene. We have suggested to President Zapatero 
and other Spanish officials that 
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competition in the post-Fidel era 

the fact that a joint strategy with the US would create a 
more stable climate for all businesses in Cuba and would 
facilitate an orderly multi-national effort to reconstruct 
Cubas crumbling infrastructure. 


5. (C) Given these circumstances 

has had to engage on the Cuba issue 

periods of friction with Castro. Under former President 
Aznar 

emphasis on defense of human rights 

promoted Spanish investment in Cuba and criticized the 
Libertad Act and the US sanctions regime in general). 
Zapatero 


screening the following candidates of the Jamaican Defence Force (JDF) who have been nominated : 
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reversed course and began to emphasize engagement with the 
Castro government and advocated a softening of the EU line on 
Cuba. The lack of Cuban reciprocity to Spanish overtures has 
led Foreign Minister Moratinos to put Cuba on the back-burner 
as a foreign policy issue and to await more favorable 
circumstances before advocating further engagement. But the 
underlying Spanish policy prioritizing engagement with regime 
elements remains unchanged. We have explored the potential 
for concerted action on Cuba in our discussions with Spanish 
officials and in the course of visits by WHA A/S Shannon and 
Cuba Transition Coordinator McCarry 

meetings of the US-Spain high-level working group on Latin 
America. These discussions have not yet yielded progress 
towards concrete joint strategies on Cuba. 


//SPAIN FOCUSED ON STABILITY 


6. (C) Spanish sentiment favoring a succession is very much 
influenced by its own experience during the transition from 
the Franco dictatorship to electoral democracy. The Spanish 
Civil War and the Franco era are part of the living memory of 
older Spaniards 

social changes of the 1970s and 1980s represented a dramatic 
success. Spanish officials are convinced that elements of 
the Spanish model may be replicated in Cuba and that the key 
to success lies in achieving influence with Cuban regime 
leaders and convincing them of the need for reforms. In 
their view 

be waited out 

Several Spanish officials have told us that it is not only 
acceptable 

Felipe Perez Roque 

reins after Fidel\'s departure in order to guarantee а stable 
climate for institution building and economic reforms. 
Spanish officials fear that weak leadership could quickly 
undermine law and order 

humanitarian disaster. In their view 

work towards a soft landing for Castro regime elements so 
that they (like Franco-era leaders before them) will feel it 

is safe to loosen their grip on power. 


7. (С) Despite broad acceptance of the gradualist model among 
some Spanish officials 

also acknowledge fundamental differences between the Spain of 
1976 and the Cuba of today. First and foremost 

permitted economic liberalization in the 1960s 

groundwork for positive economic growth and job creation in 

the 1970s 

based on unsustainable policies that will require massive 
restructuring. This virtually assures social disruptions in 

Cuba that Spain did not have to endure during its transition. 


about 0600 local, Young Patriot militias erected a series of roadblocks at main road and intersections 
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Also 

role undertaken by King Juan Carlos in Spain 

capable of binding both conservative and reformist elements 
in a campaign of national reconstruction. Some in Spain 
believe only the Cuban armed forces are in a position to play 
that stabilizing role 

is an institution without a democratic vocation. Finally 

there is no European Union or NATO for Cuba to join and 
Cuba\'s relations with the most important regional actor 

US 

power. These differences call into question the relevance of 
the Spanish transition model to Cuba\'s present-day reality. 


//SPAIN \"MODERATING\" USG CUBA POLICY?// 


8. (C) Coinciding with general support for the gradualist 

model among Spanish officials is a conviction that USG 
transition policy is misdirected and unlikely to succeed. 

There appears to be a perception among some Spanish officials 
that US policy is hostage to what they see as a shrill 

extremist Cuban exile community and that the results of that 
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policy are likely to lead to instability in Cuba. Ina 

special insert in the July 18 edition of the Spanish daily 

VEI Pais 

issues is quoted as saying that \"Spain has no roadmap 

that of the United States 

view 

future).\" The article notes that while there have been few 
high level visits to Cuba by Spanish officials 

number of high ranking Cuban officials are making discreet 
visits to Madrid. According to the Spanish diplomat cited in 
the report 

visitors is that Spain desires democratic reforms 

without the \"violence or convulsions that may make such a 
transition more difficult.\" The article indicates that the 
Zapatero Government also maintains ties with Cuban dissidents 
such as Oswaldo Paya 

Beatriz Roque (NOTE: the article repeats assertions by 
Spanish officials that Roque was released from prison due to 
pressure from Spain. Raul Rivero is not mentioned 

did have a role in his release and has assisted him in his 
exile in Spain). The article implies that current opposition 
figures are not seen as credible political actors. COMMENT: 
The Spanish official cited in this article is more definitive 
regarding Spain\'s positions than any interlocutors have been 
with us 


A's November 2006 meeting. That message was delivered March 2006. 2. The Argentine MFA has 
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9. (C) The \"EI Pais\" article also cites Cuba as an important 
topic of discussion between the US and Spain. It implies a 
view among Spanish officials that these discussions are 
colored by differences regarding \"Washington\'s use of 
pressure where Madrid maintains an open dialogue... 
Washington places a priority on indeminizations for those 
whose property was expropriated 

need for a successful transition trumps such issues...\" 
However 

US 

important actors in a transition and must therefore be 
engaged. The article suggests that a key Spanish objective 
will be to \"moderate\" the US role in a Cuba transition 
process 

Senator Mel Martinez... who has demonstrated a certain 
openness to SpainVs focus on not cutting links\" to the Castro 
regime. 


//COMMENT// 


10. (C) As the Castro regimeVs plans for a succession 
coalesce (REF A) 

Government to encourage as much convergence as possible in 
terms of how we will deal with the post-Fidel era. We may or 
may not be able to bridge the gap between support for 
succession and support for transition 

sufficiently important player (in the region and within the 

EU) that we should seek to do so. Our first priority is to 
determine whether: 


A) Spain plans to support a succession by Raul Castro; or 


B) Whether Madrid could be convinced to commit to withholding 
recognition until a democratic transition is underway. 


We suggest that this be included as a topic for discussion 

for the next high-level bilateral meeting on Latin America 

which ideally will take place before Secretary Rice visits 

Madrid this fall. We understand that efforts to arrange a 
meeting between A/S Shannon and Deputy FM Rice are ongoing; 
one possibility for such a meeting could be on the margins of 
the upcoming inauguration ceremonies in Bogota 

FM Leon will accompany Crown Prince Felipe in representation 
of Spain. If we cannot gain Spain\'s support for withholding 
recognition of Raul Castro or other regime successor 

should anticipate strong Spanish pressure on its EU allies to 
follow its lead in recognizing such a government. We then 
should consider our own strategy to counter this position. 
AGUIRRE 
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ocated), Сосоау, and Deux Plateaux, where most Embassy personnel reside, have been dismantled 
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by a description of current status and findings. 


a. 109 is currently occupied by a standard-rank family of 

six. PostVs re-measurement of this residence showed a net 
size of 156 sq m 

less than the maximum guideline (222 sq m) for this size 
family. Yet 

to another larger house being held for a particular agency 
due to a funding and make-ready deal made two years prior. 


b. 97 is assigned to the Chief of Party Defense A 
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Kings\" located in Northern Morocco. Secretary Spellings and 
Ambassador Aguirre expressed gratitude for Spain 

work with the U.S. in these areas and undertook to develop 
concrete ideas. 


5. (SBU) Spellings met with Vice President Maria Teresa 
Fernandez de la Vega on June 30. De la Vega began by noting 
the recent meeting between Secretary Rice and FM Moratinos as 
a sign of the improving bilateral relationship. De la Vega 
proposed a bilateral agreement to expand either university 
exchanges or joint research and development that could be 
highlighted by Secretary Rice during her anticipated visit to 
Spain in the fall of 2006. (NOTE: Post is developing several 
ideas to share with the Department on these and related 

issues such as IPR. END NOTE.) De la Vega emphasized the 
need for continued and expanded educational interchange 
between Spain and the U.S. 

partnershipsW between Spanish and American universities that 
already existed. Noting that her government\'s top education 
priorities are student interchange and university-level 

applied research and investigation 

the idea of establishing a bilateral team in the respective 
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Education ministries to work on improving the exchange of 
students and teachers. 


6. (SBU) De la Vega said she has always been impressed with 
U.S. research programs and would like to improve Spanish 
programs with help from the U.S 

pharmaceutical field. De la Vega noted with regret that many 
of Spain\'s best and brightest go to the U.S. to study. 
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secretary Chertoff to Minister of Public Works, Transportation and Communication, Frantz Verella, off 
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Secretary Spellings replied that she had said the same thing 


SIPDIS 

about Spanish institutions earlier in the day. The 
Ambassador noted that pharmaceutical research would be 
difficult in Spain due to weaknesses in Spain\'s Intellectual 
Property Rights laws which could impede patenting of new 
discoveries. The Vice President denied that there are any 
problems with Spain\'s current IPR laws. 


7. (U) Secretary SpellingsW June 30 meeting with Esperanza 
Aguirre 

a state governor in the U.S.) 

Behind Act. Esperanza Aguirre would like to send the 
Community of Madrid\'s Director of Education to the U.S. to 
consult with the Department of Education sometime in the near 
future 

education initiative modeled after the U.S. act. Secretary 
Spellings said she would be happy to have her Department host 
a Spanish visitor. Like VP de la Vega 

concerned with the state of Spanish research institutions and 
was committed to improving them. 


8.(SBU) Ambassador asked Aguirre about the newly announced 
ETA negotiations. Aguirre 

which is vehemently opposed to negotiations with ETA 

expressed her deep concern about the Zapatero government\'s 
ETA policy. She refuted any equation of the ETA situation 

with the Northern Ireland peace process 

alone was the only party doing the killing. She expressed 

her strong view that President Zapatero should not negotiate 

until ETA had proven its disarmament 

negotiations will eventually be possible. 


9.(U) Prior to her meeting with Minister of Education and 
Science Mercedes Cabrera Calvo-Sotelo 

witnessed the signing of a letter of intention between 
Ambassador Aguirre and Cabrera. This letter will promote the 
strengthening of scientific research ties between the U.S. 

and Spain. Cabrera and FM Moratinos are working together on 
a Spanish initiative to create a \"Transatlantic Network of 
Knowledge\" that Moratinos said is \"a proposal to engage the 
USA in the education and scientific system of the EU.V While 
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still in the brainstorming phase 

to create an education and scientific network within the EU 
that would attract American graduate 

post-doctoral students and scientists to Europe. Secretary 
Spellings expressed interest in the idea. 


10. (U) Secretary Spellings cleared this message. 
AGUIRRE 
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identification with the three electric companies. U.S. 
government and other international assistance has contributed 
to significant progress in infrastructure reconstruction and 
institutional strengthening. However 

needed 

challenges. The principal challenge will be the unification 

of the internal electricity market 

the unbundling of the vertically-integrated and 
ethnically-aligned electricity companies and establishment of 
new independent companies for generation and distribution. 
The transmission function has already been broken out into a 
new national transmission company 

struggling against vested interests. In order to comply with 
international obligations to the EU and a new regional energy 
market treaty 

bodies into one. All of these needed reforms will help 
eliminate the corruption that has long been present in the 
sector 

challenge for movement on the reforms. If ВІН can succeed in 
continuing its progress in the sector 

to provide a significant source of export revenue and 
contribute to the country 

Summary. 


Background 


2. After the 1992-1995 war 

in BiH was split into three vertically-integrated companies 

with ownership residing in the new sub-national government 
\"entities\" of the Republika Srpska (RS) and the Federation of 
BiH. Each company (called \"Elektroprivreda\" or EP) covers a 
distinct territory 

identification with one of the three principal ethnic groups: 

а \"Serb\" EP headquartered in Banja Luka 

headquartered in Mostar 

Sarajevo. As a result 

and influence for the nationalist parties in power since the 
war. The market became fractured 

coordination. 


run for public office until 2007. With Gutierrez blocked from running, а PRIAN-PSP alliance is а stror 


th, for reasons 1.4 (b&d) 1. (C) Summary. President Palacio accepted Minister of Trade Roberto Illi 
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3. Early international assistance focused on reconstruction 
of the physical infrastructure that was destroyed in the war. 
As part of this effort 

1996-2001 on the reconstruction of facilities and networks. 
Although international financing for physical improvements 
continues 

government focus since 2001 has been on institutional 
strengthening and restructuring the EPs. 


4. U.S. government efforts have produced significant 
successes and progress for the sector. A State (national) 
Electricity Framework Law and an Electricity Law in both 
entities were enacted. USAID assistance to the EPs resulted 
in gains in market-based pricing 

EPs 

were established and are now up and running. Both entities 
have approved plans for the unbundling of the EPs into 
separate generation 

companies. USAID advice to the State Ministry of Foreign 
Trade and Economic relations (MOFTER) helped it prepare for 
signature of the newly-established Energy Community Treaty 
for Southeast Europe. State laws for the establishment of a 
State-level Transmission Company (Transco) and Independent 
System Operator (ISO) were passed 

ISO are now separate registered companies. 


5. These gains have laid the groundwork for a more 
transparent 

BiH. All of this progress was painful and slow due to the 
fragmented nature of politics in BIH. Additional reform 

needed in the sector is sure to face further challenges 

vested interests are made to give up more and more control of 
a valuable resource. The most significant upcoming 
challenges are outlined below. 
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The Road to a Unified Market 


6. BiH does not have a unified energy market. The EP for 
the Republika Srpska (\"EPRS\") covers only the territory of 
the RS and is not required to meet domestic demand in the 
Federation. Within the Federation 

distinct territories 

Herzegovina (a predominantly Croat region) and \"EPBiH\" 
covering the rest of the Federation. These two EPs are not 
required to meet any domestic demand in the RS. Within the 
Federation 


2) 1.(С) Summary. On July 12, EmbOffs met with newly appointed Chair of the Human Rights Comi 
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between EPBiH and EPHZHB. EPHZHB has lower generation costs 
because its generation facilities are mostly hydropower 

while EPBiH has a larger proportion of more costly thermal 
power plants. However 

within its territory 

a large aluminum factory with significant power demands. As 
a result of a conflict between Aluminij and EPBiH over power 
sale arrangements 

Representative (OHR) imposed a decision that required both 
Federation EPs to meet the power demands of strategically 
important domestic companies in the Federation. (Refs E and 
F) Given EPBiH 

power to EPHZHB continues to be a sensitive issue 

Aluminij has demanded power below cost 

evidence of economic need for subsidies. The price between 
the companies is now set by the new Federation regulatory 
commission. 


7. The result of this fractured market is that once EPRS 
meets domestic demand in the RS 

power 

been met. If EPRS sells power to the Federation 

at market rates as though it were exporting to another 
country. In the Federation 

electricity to EPHZHB below its costs. 


8. The vertically-integrated structure of the EPs compounds 
the problem by adding a lack of transparency that facilitates 
corruption and higher costs. As a result 

the EPs into separate generation 

distribution operations is the precursor to a unified market. 
Plans for unbundling of the EPs have been approved in both 
entities 

electricity sector. All of the EPs have already separated 

out their transmission functions in order to transfer those 
assets to the State-level Transco. (Problems with completion 
of this process are discussed below.) All three EPs are now 
proceeding with separation of accounting and assets into 
generation and distribution functions 

setting up new and independent joint stock companies. 
Notionally 

privatized 

defined. 


9. Approval and implementation of the Action Plans has been 
extremely slow and has been met with resistance from many 
sides. The Federation Action Plan was originally passed by 
the Federation Parliament in October 2003 

completion by mid-2005. The plan was then challenged in 
court by the Croat nationalist party HDZ 

that the Federation Action Plan did not go into effect until 


irs William Moz dzierz, Reasons 1.4 (В) and (D) (С) Denmark sees Transnistria\'s proposed indepen 


ir his visit to Afghanistan on July 20-24, 2006, for consultations. Control Officer is Idris Rahimi, Politic 


CH SUBJECT: ЕВ/Е5С DAS SIMONS MEETING WITH CHINA CENTRAL BANK REF: BEIJING 11 


Column 3 

June 2005. (Refs A апа D) The RS slowed compliance with its 
own Action Plan until the Federation Action Plan controversy 
was resolved. The main problem for the Federation Action 
Plan was that the HDZ did not want to lose its control over 
EPHZHB 

power base. All of the EPs are subject to this political 
identification to a greater and lesser extent 

problems are sure to continue to crop up as the Action Plan 
implementation proceeds. 


10. Even when the Action Plans are completed and the new 
generation and distribution companies are functional 

entities still have to make an agreement to unify the market 
(the new companies will not combine assets from the 
Federation and RS EPs). In the Republika Srpska 

a unified market is not recognized or discussed. As a 

result 

unified BiH electricity market has yet to be resolved. 


A Single Regulator 


11. When the entities agreed to set up an independent 
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regulatory system 

Transco and ISO tariffs 

generation and distribution at the entity level. As a 

result 

Commission (SERC) 

Commission (FERC) 

Commission (RSERC). All of the Commissions began issuing 
tariff decisions in 2006. The establishment of the 
regulators is a significant step forward 

able to fulfill their role of protecting consumers from price 
manipulation 


12. The immediate challenge for these new regulators is 
public acceptance and maintaining independence in the face of 
political pressures. The first challenge has been to the 
FERC. The FERC issued its first tariff rulings in April 

2006 

tariffs. Federation electricity prices had already been 
subjected to a 7 percent increase at the beginning of 2006 as 
a result of the introduction of a value-added tax in BiH. 

The additional increase by the FERC caused a public outcry 
that resulted in attempts by the Federation Parliament to 
diminish the FERC 

FERC will continue 


) Ref A logistical information, Zhanbulat Ussenov of the MFA\'s North America/Europe division reporte 
; the visit of Ambassador Clint Williamson and staff assistant Louis-Alexandre Berg to Belgrade July ¿ 
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election year. 


13. The larger challenge for the regulatory environment is 

the need to consolidate all of the regulators into one 
State-level regulator for all electricity functions. The 

existence of multiple regulators will not be compatible with 

BiH 

Southeast Europe signed in October 2005. Although it has not 
yet been officially stated 

have said that the establishment of a single regulator will 

be a requirement under the energy market conditions included 
in BiH 

Agreement with the EU. Like the concept of a unified market 
in general 

agreed to a single regulatory body. Reaching this agreement 
will be the next step for regulatory reform. 


Transco and ISO 


14. Although the State-level Transco and ISO have been 
formed 

Transco 

Mijatovic 

EPRS-Elektroprenos 

EPRS. According to a report done by the OHR Special Auditor 
in January 2005 

EPRS-Elektroprenos was involved in corrupt practices 
concerning the misuse of materials purchased under the \"Power 
IIN" electricity reconstruction project. (Ref B) His 

subsequent appointment as the General Director of the new 
State-level Transco was a matter of some concern. 


15. Since his appointment 

RS control of the Transco 

functioning of the ISO. As a result 

Mijatovic is attempting to consolidate control of the Transco 
and ISO function in Banja Luka 

agreements that were reached with the Federation. Because of 
this concern 

EPs 

Federation could pull out of the Transco to avoid an RS 
takeover of the assets. The Federation government has so far 
failed to assert its rights as the majority shareholder in 

the Transco. As a result 

scenario is a Transco locked in the control of a potentially 
corrupt General Director aligned with one entity. 
Non-discriminatory access to the transmission lines is 

crucial to the functioning of the electricity sector 

problem must be resolved. 
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State-level Capacity 


16. Like many other areas of BiH government 

hampered by the lack of State-level capacity in the energy 
sector. Currently 

under MOFTER 

matters is low. This hinders the sector 

unavoidable instances where State-level participation is 
necessary. 


17. BiH recently signed the Energy Community Treaty for 
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Southeast Europe in October 2005. The Treaty commits BiH to 
become part of a regional energy market 

many reforms in the BiH energy sector. The negotiations of 
this treaty were conducted by MOFTER. Given that most energy 
competencies are still under the control of the entity 
governments 

in the energy sector will not necessarily be complied with as 
promised. If the Treaty goes into effect as expected in 

August 2006 

terms of the gas sector. Other obligations will be affected 

by the Federation 

clear to what extent this obligation entered into by the 

State government will serve as a motivation for the entity 
governments to press forward with reforms. 


Corruption 


18. In February 2003 the OHR Special Auditor published a set 
of audits of the three EPs. The audits revealed a high level 

of mismanagement 

procurement procedures. The situation in EPRS was judged to 
be particularly egregious 

million KM per year due to corruption. Since then 

have been improvements in management in all three companies 
with EPBiH currently considered to be the best run and most 
progressive of the three. However 

have improved 

corruption are still a problem. 


Conclusion 


19. Much progress has already been achieved in electricity 
sector reform. The U.S. government 
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projects 

resources to the energy sector because of its high potential 
to contribute to BiH 

comparative advantage in electricity 

its natural hydropower resources. With investment in new 
hydropower generation 

production levels. If BiH can maintain its status as an 
energy exporter 

regional energy market. However 

attract the investment necessary to expand capacity in the 
sector if it does not follow through on the needed reforms 
that will make the power sector more efficient 
independently regulated 

still permeates the system. 


20. Although the remaining challenges for the sector are 
significant 

above will help achieve these goals. The unbundling of the 
EPs and the creation of a unified market will increase 
efficiency and transparency. It will provide customer 
choice 

cost efficiencies and reliability. It will help break the 

hold that political parties still have in the EPs 

eliminate a corrupt source of financing for nationalist 
political activities. The consolidation of the electricity 
regulators into one State-level regulator will allow BiH to 
fulfill its international obligations to the EU and the 
Southeast Europe Energy Community 

stronger protection for consumers. Solidifying the viability 
of the new Transco and ISO companies will ensure 
non-discriminatory access to the transmission lines and 
operation of the electricity market 

for future competition and customer choice. 

CEFKIN 
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statements. End Summary. 


JULY 19 ELECTION RE-RUNS - GENERALLY CALM 
IRREGULARITIES 


3. (SBU) A little more than a week after Macedonia\'s July 5 
parliamentary elections (reftel) 

a number of election appeals from the main contending parties 
(VMRO-DPMNE 

polling stations in three of the country\'s six electoral 

districts on July 19. The Supreme Court decision came after 
the State Election Commission (SEC) summarily dismissed the 


r, REO Basrah, Department of State. REASON: 1.4 (g) 1. (SBU) Тһе Deputy Regional Coordinator ( 
1g to AMIS sources, a July 11 argument over grazing rights for livestock between a local farmer and e 
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appeals without examining the evidence the parties had 
presented. Up to five MP seats 

the unicameral parliament 


4. (U) The international community (IC -- US Embassy 

EU 

including two Embassy teams 

local NGO MOST also provided monitors in each of the 29 
polling stations 

the more than 3 

presence at many of the stations was strong. 


5. (U) On July 20 

voting was well conducted in most stations. They noted 
however 

such as ballot-stuffing 

voting 

and international observers -- in other stations. 


6. (U) One polling station was closed during the day to avoid 
potential clashes between ethnic Albanian rival parties DUI 
and DPA. The State Election Commission (SEC) may call for 
re-voting at that station if it is clear that voting there 

could have affected the final outcome in that electoral 

district. 


VMRO-DPMNE-LED COALITION WINS A SEAT 


7. (SBU) Voter turnout was low 

results showed a net gain of one MP seat for right-of-center 
VMRO-DPMNE (now with 45 seats) 

election 

seats) 

government. If that result is confirmed 

VMRO-DPMNE President Gruevski is cobbling together (reftel) 
likely will hold 65 seats (including 11 DPA seats 

NSDP 


8. (SBU) With eAlbanian PDP (3 seats) indicating it may leave 
its DUI coalition partner to join Gruevski 

ethnic Turk (2 seats) and Serb (1 seat) parties expected to 
abandon the SDSM-led coalition to do the same 

conceivably end up with a 71-seat majority. That would fall 
short of the 2/3 majority he had aimed for when he was 
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courting DUI just after the July 5 balloting 


provide a solid base from which to pursue an ambitious reform 
agenda. 


Column 3 
CHARGE ENCOURAGES DUI TO PLAY CONSTRUCTIVE OPPOSITION ROI 


9. (C) Throughout the July 19 polling 

received messages from DUI officials warning that failure to 
include DUI in a future government could lead to eAlbanian 
discontent. That discontent might be manifested 

through demonstrations 

express anger over GruevskiVs perceived refusal to recognize 
DUI as the legitimate representative of eAlbanian citizens in 
Macedonia. DUI Deputy PM Xhaferi and party leader Ali Ahmeti 
made similar statements in the local press. 


10. (C) Charge phoned Ahmeti and Xhaferi July 20 to caution 
them against making such statements. Warning that it was 
unacceptable for any party to threaten destabilization in the 
event its political demands were not met 

DUI leaders to strive for a constructive role as an 

opposition party if Gruevski decided against including them 
in a future government. 


11. (C) Ahmeti insisted that many eAlbanians were \"outraged\" 
at the outcome of the elections. They felt they no longer 

were able to shape the fate of Macedonia. He argued that 
ethnic Albanian citizens had voted against DPA in previous 
elections because of that party\'s links to corruption and 
prostitution. As a result 

government while excluding DUI would be seen as thwarting the 
will of the eAlbanian population 


GRUEVSKI DISCUSSES NEXT STEPS 


12. (C) DCM met with Gruevski July 20 to discuss next steps 
in the coalition-building process. Gruevski said he was 

still counting on a 65-seat coalition 

with the Serbs and Turks 

that number. Those parties\' demands were higher than their 
electoral strength warranted 

would not include them in the government. 


13. (C) The chances of DUI joining the government had been 
slim 

made it even more unlikely that he could bring them into the 
government since he would then appear to be bowing to 
blackmail. DCM encouraged Gruevski to maintain a 
constructive relationship with DUI 

the coalition. Gruevski agreed and said he wanted to 
maintain a positive relationship with AhmetiVs party. 


14. (C) Gruevski said he wanted to finish \"80 percent\" of the 
coalition-building process by July 26 
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receive the mandate from President Crvenkovski following the 
first constitutive session of the new parliament. Ten days 
after that 

government and governing program. 


COMMENT 


15. (C) Overall 

violence at the polling stations was a welcome sign 

the numerous reported instances of procedural and other 
serious irregularities. The fact that the Supreme Court 
carefully examined the partiesY appeals and then ordered the 
re-runs also was a positive development. With Gruevski 
nearly assured of a solid majority 

DUI would be invited to join a governing coalition. As 
Gruevski noted 

would look to the public and the VMRO-DPMNE rank-and-file as 
if he had caved in to DUIVs threatening statements. 
MILOVANOVIC 
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expect significant changes in most areas. With respect to 
Iraq 

now 

coordination with allies.” Тһе Ambassador asked if the 
final product is likely to be detailed with respect to Iraq. 
Kubis answered yes 

DefMin 


4. (C) When pressed by the Ambassador as to whether the 
Slovak deminers might stay in place until their mission could 
be handed over to Iraqis in perhaps one year\'s time 
responded 

mission is doable.\" Kubis agreed that the needs of the Iraqi 
people remain an important consideration. Kubis acknowledged 
that the DefMin is developing alternatives that could allow 
the PM to keep some forces in Iraq after the demining 
contingent is finally withdrawn 

ability to forthrightly say to his Socialist constituency and 
others that he has changed the mission of Slovak forces in 
Iraq. 


5. (C) The Ambassador urged Kubis and the GoS to work closely 
with Centcom and coalition partners. Kubis asked again that 

the USG provide additional ideas to the Def Min on 

alternative missions. 


6. (SBU) Kubis said that both coalition partner HZDS and 
President Gasparovic have been very supportive of continuing 
the mission in Iraq 

be traveling in the next few days but agreed to meet the 


By: ACTING POL-ECON COUNSELOR KAREN C. REIDER FOR REASONS 1.4 B & D. (С) On the | 
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Ambassador again late the week of July 24 to review the lraq 
component of the government\'s plan for comment and feedback. 
Kubis suggested the governmentVs entire program 

Iraq 

on August 1. 


ISRAEL-LEBANON 

7. (SBU) When asked about the situation in Lebanon 
replied that he thought it a shame the international 
community had ever allowed Hezbollah to get all those 
missiles.\" Kubis thought it was telling that Sunni Arab 
states have been muted in their criticism. 


UKRAINE 

8. (SBU) Kubis reiterated his desire to have Slovaks man the 

NATO liaison mission in Kiev 

Yanukovich coalition Slovaks would need to be active at all 

levels to promote further democratic progress. REQUEST FOR 
GUIDANCE: Embassy Bratislava requests feedback from EUR/RPM 
on which countries have formally expressed an interest in 

hosting the NATO Contact Point Embassy in Ukraine 

whether the USG could support SlovakiaWs candidacy. 


NEW FACES AT MFA 

9. (SBU) Kubis praised newly-designated State Secretary Diana 
Strofova of HZDS 

transatlantic outlook 

particpated in the NATO Parliamentary Committee. Kubis said 
the PM had asked him to pick a second State Secretary but he 
had demurred 

his new advisors; Pavol Hamzik and Ivan Lancaric 

whom are carreer diplomats. 
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10. (SBU) Hamzik was Slovak Ambassador to Germany from 1994 
to 1996 

Foreign Affairs under Vladimir Meciar. Hamzik left that post 

after the referenda on NATO membership and direct 

presidential elections. From 1998 to 2001 Hamzik served in 
Dzurinda\'s government as а Deputy Prime Minister for European 
Integration. Lancaric was the foreign affairs advisor to 

Zuzana Martinakova\'s Free Forum party prior to the June 
elections. 

VALLEE 


T: YEMEN REQUEST FOR ҒҮ07 COMMODITIES DONATION UNDER THE FOOD FOR PROGRES 


MARY. Spain\'s Deputy Foreign Minister Leon confirmed to Ambassador Aguirre on July 18 that брай 
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situation in the Middle East\" this afternoon (July 20). The 
statement noted the pope\'s \"great concern\" for the \"destinies of 
all the peoples involved\" and expressed hope for \"an immediate 
cease-fire between the sides 

opened in order to bring help to the suffering peoples 
for...negotiations to begin to put an end to objective 

situations of injustice that exist in that region.\" The 

statement added that \"the Lebanese have the right to see the 
integrity and sovereignty of their country respected 

Israelis the right to live in peace in their State 

Palestinians have the right to have their own free and sovereign 
homeland.\" 


2. (C) Our sources tell us that the statement was at least in 
part a result of entreaties by PM Siniora and Saad Hariri to the 
Vatican in recent days (reftel). Both had urged Cardinal 
Secretary of State Sodano to call for an immediate cease-fire 


SIPDIS 

humanitarian corridor to Cyprus 

aid. They may not have gotten exactly what they wanted 

most of the elements are there. With the pope on vacation and 
absent from Rome 

today\'s statement 

reflects a more balanced outlook than the Sodano\'s Friday 
statement (reftel). 


3. (U) Faced with worsening situation in the Middle East 
Holy See Press Office has been directed to communicate the 
following: 


\"The Holy Father is following with great concern the destinies 
of all the peoples involved and has proclaimed this Sunday 
23 
and faithful of all the particular Churches 
of the world 


Javie Ausdemore, Safety Engineer; Kenneth Buckner, Occupational Health Specialist; Brian Cook, Еп 
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\"In particular 
raised to the Lord for an immediate cease-fire between the 
sides 
help to the suffering peoples 
responsible negotiations to begin to put an end to objective 
situations of injustice that exist in that region; as already 
indicated by Pope Benedict XVI at the Angelus last Sunday 
16. 


\"In reality 
and sovereignty of their country respected 
right to live in peace in their State 
the right to have their own free and sovereign homeland. 


\"At this sorrowful moment 
to charitable organizations to help all the people struck by 
this pitiless conflict.\" 


MARTIN 
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revolution. They find Guatemala\'s behavior in undermining 
their economies \"unforgivable.\" PM Arthur also revealed that 
he believes Trinidad and Tobago plans to abstain from the 
UNSC vote for similar reasons. 


4.(C) Comment: PM Arthur\'s leadership in the face of 
apparent CARICOM-wide support for Venezuela is commendable 
and may encourage other Caribbean nations to reconsider their 
wavering \"consensus\" position on the upcoming UNSC ballot. 
End Comment. 


5. (C) Action Request: Post recommends that the USG support 
Barbados\' bid for membership on the UNYs Economic and Social 
Council (ECOSOC). PM Arthur told Ambassador Kramer June 29 
that his government had previously requested U.S. support for 
election to one of the 10 Latin American/Caribbean seats but 

had not received a response. Post believes that Barbados 

could make a very positive contribution to ECOSOC and that 

its presence on the Council would resonate positively 

throughout the Caribbean. 

KRAMER 
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UNSC mandate in the autumn 

would face if the UNSC mandate was scaled down. End Summary. 


1. Country clearance is granted for National Aeronautics and Space Administration Johnson Space 
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2. (C) Assistant Secretary of State for Political-Military 
Affairs John Hillen met with Nigel Casey 

Director 

Team July 18 along with a couple members of 

their staffs. Casey lamented the deterioration in the 
situation since he had arrived in his current position six 
months previously 

figures had more than doubled. He believed the violence 
was a result of the loss of credibility from PM MalikiVs 
having taken so long to form a government. Casey 
speculated that if Maliki failed to deliver a reconciliation 
plan as well as security plans for Baghdad 

and Basrah 

would worsen. Casey criticized Maliki for supporting 
counter insurgency operations in various areas and then 
complaining when key figures were detained 

lack of will in reining in the various militias. 


3. (C) Casey said HMG shared the concern that transition in 
certain areas of Iraq would allow some members of the 
Coalition an excuse to leave. HMG came to the conclusion 
that the Iraq Compact could be used as a means of 
reinvigorating the coalition and possibly retooling which 
types of assistance were needed. In the meantime 

trying to develop a picture of what the future of Iraq might 
look like so partners will know how they can 

contribute. Casey believed that attracting new partners in 
the coalition would be virtually impossible as the UK and 
U.S. were trying to draw down. 


4. (C) Hillen said the USG was looking to expand 

international commitment to the future of lraq 

attracting partners with niche capabilities. The U.S. was no 
longer measuring contributions through the metric of 

\"boots on the ground\" but rather through outcomes 
international assistance would obviously have a military 

flavor for a while 

to do the same. Casey said international commitment 

to МТМ-І was quite popular 

believed additional support might be obtained through 

those two mechanisms. In addition 

Police Training Center (JIPTC) was a good vehicle for 
contributors who do not want to go into Iraq. Unfortunately 
HMG had not seen very many JIPTC graduates emerge in useful 
roles in Iraq. Given that and HMG\'s urgent need for people 
in Basrah 

the British JIPTC contribution. Vincent said MOD was 
skeptical of expanding any assistance before determining that 
the current plan was on the right track. 


5. (C) Casey expressed hope that the Iraq Compact would also 


(d) 1. (С) Summary: Тһе GOJ wants to work with the U.S. toward a long-term improvement in sot 
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contain a Disarmament 

program) for militias 

on 

expensive. He hoped some \"deep pockets in the Gulf\" might be 
able to assist in that effort 

been reluctant to support Maliki until they determine he can 
deliver. In addition 

more contributions for ministries such as agriculture and 

justice. 


6. (С) Casey expressed concern about rumors that the Iraqis 
did not want to extend the UNSCR mandate in Iraq and urged a 
UK-U.S. agreement on the way forward. While the Iraqis would 
like to show that they are fully sovereign 

system allows HMG to detain people in Iraq based on the UNSC. 
If that function were removed from the 

UNSCR 

force protection would fall apart. Casey opined that 

if some of the smaller partners had to negotiate status of 

forces agreements to obtain immunities for their forces 

they might just leave Iraq 
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order to make it easy for partners to maintain their 
contributions 

UNSCR. Casey noted that U.S.-UK agreement this summer 
on how to handle this problem was essential before the issue 
came up in the autumn. 


7. (С) Finally 
and running 
support as HMG had hoped for. 


8. (U) This cable has been cleared by PM Assistant Secretary 
John Hillen. 


Visit London\'s Classified Website: 
http://www .state.sgov.gov/p/eur/london/index. cfm 
Tuttle 
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will deal with them eventually. Right now we see what Israel 
has done for two kidnapped soldiers and we draw our lesson. 
We are willing to go hungry 

terrorism.\" 


4. (C) Kapusuz said that as a result of the combination of 
the Israeli incursion 
killed by PKK terrorists in recent days 
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all segments of the population 

statements. It became a political imperative. He offered 
further context: large amounts of explosives are coming into 
Turkey via lraq. In just the past week 

authorities have confiscated 207 kg of plastic explosives 

kg of TNT 


5. (C) AKP leaders have talked to all political paries 
Kapusuz added 

People 

and they are with the government to the end. 


6. (C) As if to illustrate the point 

chairman Mehmet Agar 

Mumcu 

called this week for the government to consider a military 
operation in northern Iraq against the PKK. Agar asserted 
VIf Turkey 

desired results 

its right to a cross border operation under international 

law. Agar also emphasized that political opposition stops at 
the nation 

take measures to show that its patience has run out and it 
will prevent the PKK from using northern Iraq as a base for 
operations against Turkey. He added that Turkey should not 
wait for other countries to provide for its security. CHP 
Topuz stated 

It is supported by certain foreign countries that seem 
friendly to us.\" 


7. (C) Bahdir Koc 

us that Turkey has been waiting for 40 months for the U.S. or 
Iraq to do something about the PKK; nothing concrete has 
happened. AKP 
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the Turkish public seeks а \"serious gesture\" from the U.S. 
regarding PKK safe havens in northern Iraq 

not take more than that to satisfy them that the US is a 
serious partner and ally. National Security Council staffer 
Kenan Ipek told us that the U.S. needs to do something 
concrete and visible on the PKK in northern Iraq. The 
Turkish state understands our constraints 

longer sufficient 


8. (C) Turkish MFA First Secretary Aziz Sevi 

Fund director in Turkey Suat Kiniklioglu 

other interlocutors shared with us similar explanations 
regarding mounting Turkish frustration. Sevi and Kiniklioglu 


5 cable transmits Post\'s nomination of sixteen Brazilian participants to take part in the Financial Inve: 
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anuela Caldas Faria and Leandro Amado on the second report from the U.S. Commission for Assist: 
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reminded us that every week Turks watch TV coverage of 
funerals for Turkish soldiers who died fighting the PKK. 
They see images of crying mothers and fatherless children. 
Turkish families with young men of military age are worried 
that their sons will be sent to the southeast and die 

fighting against the PKK. 


9. (C) Everyone with whom we spoke sees a direct link between 
American involvement in Iraq and a rise in PKK violence in 
Turkey. This 

U.S. actions against the PKK in northern Iraq and U.S. 
opposition to a CBO contributes to the rise in 

anti-Americanism in Turkey. 


Visit Ankara\'s Classified Web Site at 
http://www.state.sgov.gov/p/eur/ankara/ 
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reiterated the importance of US-Indian cooperation on this 
issue 

role without involving the UNSC. 


4. (C) SUMMARY CONT: Saran said that Iranian FM Mottaki 
would visit India on July 19 (Comment: visit has since been 
postponed) and that the Gol would 

Iran to cooperate with the EU3 plus 3. Saran offered harsh 
words on Pakistani president Musharraf 

undermined Indian efforts to help in Afghanistan and that 
Musharraf himself 

parties 

groups in his own country. U/S Burns explained U.S. concerns 
on Burma and Venezuela. Saran noted them and promised to 
follow up. U/S Burns suggested that Indian PM Singh visit 
New York in conjunction with his visit to Havana for the 
non-aligned members meeting. END SUMMARY. 


5. (C) Saran said that on a recent visit to Sri Lanka he had 
encouraged the Sri Lankan government to be prepared to deal 
with potentially violent scenarios given the LTTE\'s recent 
escalation in attacks against the government while 
encouraging them not to engage in open hostilities. Saran 
said that the Gol believed that governmental retaliation in 

the form of air strikes and other high-profile 

operations would only embolden the terrorist movement. 
Instead 
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government to separate the interests of the Tamil population 
from the terrorist movement of the LTTE. 


6. (C) Saran said he believed one reason for the escalation 

in violence has been the gradual step-down from real 

political progress after the Oslo accord. He said that after 

the accords both sides showed a tendency to opt for temporary 
arrangements rather than longer-term political solutions. 

The result 

and any political process had been diminished. He added that 
India 

influence needed to play a role in bringing the parties 

together. 


7. (С) U/S Burns said that the U.S. shared IndiaWs views 
particularly on separating the interests of the Tamils 


their legitimate grievances 

said that a contact group was being formed and that the 

co-chairs could play a more active role. He added that Bob 

Blake would serve as U.S. Ambassador in Colombo. Ambassador 
Blake 

any Sri Lankan peace process 

Delhi 


8. (C) Saran said that the Sri Lankans sometimes had a 
negative assessment of the role of the Norwegians in the 
conflict but that he continued to support the Norwegian role 
as they were the only credible interlocutor between the Sri 
Lankan government and the LTTE. 


9. (C) Saran said that the physical condition of Nepalese 

prime minister Girija Prasad Koirala was worrysome. 

Currently 

travel to India for treatment; he was \"weak but recovering\" 

and would be bedridden for some time. Saran said that 

recent talk with Koirala 

by Maoists to have a role in government without giving up 

arms should not be accepted. This 

\"political suicide.\" He added that the Maoists committed to 

a UN role in arms management (decommissioning Maoist arms) 
and then backed out of it. He warned that the Maoists might 
try to claim that they would decommission weapons themselves 
which would have little credibility. 


10. (C) Saran said that a UN role under a UNSC mandate would 
be unwieldy and would complicate efforts that India was 
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making to remedy the situation \"behind the scenes.\" He said 
he was also concerned about who would be included in any UN 
mission. Saran suggested that a UN role would be helpful 

but at a more technical level 

such as the decommissioning of weapons (this 

needed to take place \"sooner rather than later\"). Other 
issues such as a cease-fire and monitoring needed to be 
separated. Saran added that there have been \"some Maoist 
noises\" asking for a release of their leaders held in India. 
India 

prisoners. Saran said that the Maoists needed to understand 
that if they are brought into the government 

leave violent and extortionary practices behind. This would 
include allowing opposing parties to canvass in Maoist 
territory. Saran said he would be in Nepal on July 23. 


11. (C) A/S Burns said that India had the key role to play 

in Nepal. He said that he could see a well-defined technical 
role for the UN in decommissioning weapons 

and resettlement and would examine ways these important 
missions could be undertaken without the UNSC. Saran 
suggested it would be beneficial if the UN Task Force 
scheduled to visit Nepal 

to be briefed by Indian experts on the issue. 


12. (C) Saran mentioned that the Defense Consultation Group 
between India and Nepal that had stopped after February 1 
2005 would reconvene in the next two weeks. 


Iran 


13. (C) U/S Burns gave a summary of EU 3 plus 3 talks noting 
that Iran\'s behavior enabled the six countries 

thought to be fractured on the subject 

unanimous agreement on the severity of the problem and the 
steps ahead. He said that suspension would be mandatory in 
an upcoming UN Security Council Resolution and that Iran 
would be given a deadline 

U/S Burns said that Iran\'s recent behavior managed at once to 
aggravate Russia and baffle the U.S. The U.S. 

had taken a big step in joining the parties to negotiate with 

Iran and Iran 

that there are additional concerns with Iran concerning Iraq 
where Iran has consistently supported Shia factions at the 
expense of stability; and Lebanon 

abduction of two Israeli soldiers showed evidence of Iranian 
and Syrian involvement. Saran said that Iranian FM 
Manouchehr Mottaki would be in India the following week (July 
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19) and that the Gol would pressure Iran \"in it's own way 
adding that it was problematic that the Iranians had \"begun 
to believe their own rhetoric.\" 


14. (C) Saran said that India and Pakistan should be working 
together on stabilizing Afghanistan but it was not the case. 

He said the problem was with Pakistan though he did not know 
at what level of government difficulties were being created. 

He said that the recent beheading of an Indian engineer upset 
the Gol. The Gol 

execution had been given from Pakistan. He added that a 
Pakistani official 

Indian Counterterrorism teams participated in Afghanistan 

that Pakistanis would \"love to take pot-shots at them.\" 


15. (C) Saran cited Afghan president Hamid KarzaiVs V'sea 
change\" in attitude towards Pakistan coming as a result of 
Pakistan\'s unhelpfulness. He added that Walid Khan 

in northwest Afghanistan 

that members of PakistanVs ISI had been active in Afghanistan 
for 20 years and were not about to give up their influence. 
When asked if PM Singh would meet with Musharraf 

that the two would see each other at the non-aligned 
conference in Havana but that setting up a one-on-one meet 
given the recent terrorist attacks would be out of the 
question. 


16. (C) On Kashmir 

Pakistan had been somewhat effective in curbing cross-border 
incursions into India; however 

Pakistani government has lost control. Saran warned that 
Musharraf was working to keep moderate parties at bay in 
Pakistan and that the result was a relative increase in the 
influence of more extreme Islamic groups. Saran predicted 
that Musharraf would ensure that he would stay President 
after 2007. 


17. (C) U/S Burns offered his condolences for the Mumbai 
bombings and asked if the U.S. could do anything to help. 
Saran thanked U/S Burns 

Bush and Secretary Rice for the gestures of solidarity and 
offers of U.S. help. He said the attacks have made Indians 
realize that they are in a state of war and underscored the 
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prominence of fighting terrorism on the GON's agenda. 
However 

allowed the attacks to completely disrupt their lives. A 
mere four hours after the attacks in Mumbai 

city was \"almost back to normal.\" 


18. (C) U/S Burns asked if Singh was considering a visit to 
New York after his upcoming visit to Havana. He suggested 
that a visit to Havana without visiting the U.S. might be 
misunderstood in the United States. Saran said that he would 
check 

the non-aligned summit and should not be seen as a political 
gesture towards Cuba. Furthermore 

unable to visit the United States during that timeframe 

would be a function of his tight schedule rather than a 

signal to the U.S. 


19. (С) U/S Burns said heVd be in New Delhi in early 
September adding that Secretary Rice was considering a visit 

to India and Central Asia in late October or early November. 
Saran said that the Secretary was always welcome and 
suggested that it could add momentum to how the public viewed 
the India-U.S. relationship. 


20. (C) U/S Burns said that Burma\'s inhumane treatment of 


Suu Kyi was not right; the U.S. 

non-punitive UNSC Resolution and asked for India\'s support. 
Saran said that Burma 

a key role as a buffer to Chinese influence. The government 
he admitted 

the capital abruptly); the alternative 

be a country under complete Chinese domination. 


21. (C) U/S Burns said that Guatemala and Venezuela were 
each vying for seats on the UNSC. Given Venezuelan president 
Chavez\'s unhelpful attitude about the U.S. 

Guatemala would be appreciated. Saran said he would note the 
U.S. request and follow-up. 
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22. (U) Members of P staff have cleared this cable. 


Please visit Paris\' Classified Website at: 
http://www .state.sgov.gov/p/eur/paris/index.c fm 
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would have to be one connecting Lebanon to the outside world. 
Pedersen suggested that a sea route would be superior to a 
land route running through Syria. Securing permission for 
humanitarian supply ships to cross Israel\'s blockade of the 
Lebanese coast would be the primary (if not sole) challenge. 
Pedersen and his senior political affairs officer recommended 
that the USG persuade the UN Secretariat to reorganize the 
way in which senior UN management in Beirut coordinates 
emergency humanitarian response. The system in its present 
form 

was a \"disaster\" in itself 

told us that he hoped the USG would support his idea for a 
senior humanitarian coordinator to report directly to him 
bypassing UNDP. (Comment: We agree. End comment.) End 
summary. 


INCREASING HUMANITARIAN DISASTER IN SOUTH 


2. (C/NF) Called on by the Ambassador on July 19 

said there was an \"increasing humanitarian disaster\" in 
southern Lebanon as fighting between the Israeli Defense 
Forces (IDF) and Hizballah continued. Villages were cut off 
from food and medicine. There was an urgent need to 
establish humanitarian corridors in response. At the very 
least 


-- anorth-south route; 


-- a route connecting the city of Tyre to the rest of 
southern Lebanon; and 


-- a route connecting Lebanon to the outside world 
presumably via Syria. 


BETTER TO BYPASS SYRIA IF POSSIBLE 


3. (C/NF) Pedersen said he was recommending a route to Syria 
with some reluctance. (Comment: It would appear to reward 
the SARG even as the SARG continued to strongly support 


22 1. Post recommends $3 million of Hard Wheat for а Govt-Govt PL 480 Title 1 funded Food for Pri 
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Hizballah while failing to contain its glee at the prospects 

of Prime Minister Siniora\'s government collapsing and the UN 
inquiry into the assassination of former Prime Minister Rafiq 
Hariri getting sidetracked. End comment.) He suggested that 
а more preferable humanitarian corridor to the outside world 
would be by sea 


IDEAS FOR A SEA CORRIDOR 


4. (C/NF) The problem with a sea corridor 

would be the need to secure Israeli permission for ships 
using it to cross its ongoing 

coast. How could the Israelis be assured that there were no 
weapons on board any of the ships? There were several 
possibilities for inspection 


-- the point of origin; 

-- a maritime \"hub 

-- the point where ships crossed the blockade; and 
-- a port of entry in Lebanon. 


5. (C/NF) Pedersen asked if the USG could provide inspectors 
for a notional maritime \"hub\" in Cyprus. The Ambassador 
explained that this kind of operation would not be something 
for which a U.S. Embassy could provide personnel. Another 
alternative -- one oriented toward inspection at the port of 


BEIRUT 00002427 002.2 OF 002 


entry -- would be for a detachment of UNIFIL to conduct 
inspections. Finally 
the ships at the 50-mile limit from the Lebanese coast. 


LET GOL TAKE THE LEAD 


6. (C/NF) Regardless of how exactly international assistance 
is conveyed to Lebanon 

government take the lead in coordinating the internal 
humanitarian relief effort to the greatest extent possible. 

This would be one way to help build the capacity of state 
institutions to eventually assert state authority over 

southern Lebanon in a post-conflict phase 


UN MANAGEMENT ON THE GROUND: ANOTHER \"DISASTER\" 


: Cheol-kyu, of the Ministry of Foreign Affairs and Trade\'s (MOFAT) International Economic Affairs Bu 
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7. (C/NF) Currently 

Permanent Representative 

within the UN for emergency humanitarian response in Lebanon. 
Pedersen and his senior political affairs officer 

Shaikh 

\"disaster.\" Her latest decision had been to deny clearance 

for representatives of the UN Office for Coordination of 
Humanitarian Relief (OCHA) to enter Lebanon. 


8. (C/NF) According to Pedersen and Shaikh 

оп controlling all humanitarian activities 

necessary competence to manage them. Pedersen suggested that 
U.S. officials might use their contacts with the UN 

Secretariat 


SIPDIS 

Brown 

to the establishment of any effective international 
humanitarian relief effort 


9. (C/NF) Subsequently 

proposing to UN headquarters that a senior UN humanitarian 
coordinator to assigned to Pedersen\'s unit. This person 
would coordinate all UN agencies as well as work with other 
donors 

that we would support his idea. (Comment: Locally 
certainly do. Pedersen is easy to work with 

accessible 

realities. Cooperation with Hammam has proven extremely 
difficult in other areas 

reform. She has a deadly combination of being a 
micro-manager and unorganized 

the United States. End comment.) 


COMMENT 


10. (C/NF) The internal humanitarian corridors are the most 
urgent. For now 

but not all -- food and medical supplies inside Lebanon. But 
there are areas of dire need 

matching supplies with needs should 

first humanitarian priority. We know that the Israelis will 

be suspicious of any humanitarian convoys to the south 

fear that Hizballah could use the convoys to smuggle weapons 
or fighters. Truck convoys have been hit in recent days 
presumably because the IDF believed they were carrying 
weapons for Hizballah. Any truck convoys in the South would 
be particularly at risk. We hope that the USG can work with 
the Israelis to determine how this problem can be overcome -- 
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UN or ICRC escorts? -- on an urgent basis. 
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of the international commitment to Lebanon. End summary. 


CABINET -- MINUS HIZBALLAH MEMBER -- IN ATTENDANCE 


2. (SBU) Prime Minister Siniora convoked all chiefs of 
mission of the diplomatic corps to the Grand Serail on the 
evening of July 19. Siniora arrived 

and others were assembled 

Cabinet. A noticeable exception was Mohammad Fneish 
minister of power and water resources and the Cabinet\'s sole 
card-carrying member of Hizballah. Trad Hamadeh 

minister of labor and the CabinetVs non-card-carrying 
Hizballah supporter 


CEASE FIRE 


3. (U) Siniora read a prepared address to the chiefs of 

mission 

between Hizballah and the IDF 

blockade of the Lebanese coast 

humanitarian assistance to those parts of Lebanon 

ravaged country 

has e-mailed the text to NEA/ELA-Lebanon desk and Task Force 
One). 


ADDING UP THE COSTS SO FAR 


4. (U) The past week of conflict had led to \"immeasurable\" 
losses in Lebanon 

killed 

more than 500 

problem was further compounded by overwhelmed hospitals and 
dwindling supplies of food and medicine 


5. (U) Siniora also called attention to the shelling of 

facilities of the Lebanese Armed Forces (LAF) 

Security Force (an amalgam of the LAF and gendarmerie charged 
with patrolling southern Lebanon) 

UN. \"The country has been torn to shreds 

the international community stand by while such callous 
retribution by the State of Israel is inflicted on us?\" 


1.4b,d (C) In its public statements, the Danish government will continue to assign responsibility for t 
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6. (U) Regarding Israeli attacks 

rhetorically 

self defense? 15 this the price we pay for aspiring to build 
our democratic institutions? Is this the message to send to 
the country of diversity 


CALL FOR REDOUBLED COMMITTMENT TO LEBANON 


7. (U) Referring to the international support shown for 
Lebanese sovereignty after the February 2005 assassination of 
former Prime Minister Rafiq Hariri 

repeated for emphasis) 

of Lebanon?\" \"No government can survive on the ruins of a 
nation 


8. (U) Siniora concluded by telling the assembled diplomats 
\" hope you will not let us down.\" The event 

less than a quarter of an hour 

FELTMAN 
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cadastral zones from neighboring Gjilan and Kamenica that 
will be added to the enlarged majority Serb municipality of 
Novo Brdo. 


3. (SBU) PolOff pressed Ivanovic to explain how many of his 
smaller proposed municipalities would have a sufficient 
economic base to support a new municipality. He replied that 
most of the local economies would be agriculture-based. He 
added that Gracanica is already a large town by Kosovo 
standards and has the monastery with its possibilities for 
tourism 

believes would employ Serb residents. Ivanovic similarly 
thinks that the ethnic Albanian owner of the now privatized 
mineral water bottling facility in Kllokot could also be 
\"convinced\" to employ local Serbs if a new Serb majority 
municipal is created there. Ivanovic said that the 
Government of Serbia would build/rehabilitate a transformer 
factory in his proposed municipality of Priluzje to employ 
local Serbs there. 


4. (SBU) PolOff shared the SLKM proposal on July 14 with 
Clarisse Pasztory 

decentralization to Deputy Prime Minister (and the head of 
Kosovo\'s negotiating team on decentralization) Lutfi Haziri. 
Pasztory was uniformly negative on the proposal 

repeated efforts by Ivanovic at \"ethnically engineering\" Serb 
majority municipalities by dividing existing urban areas such 
as the towns of Lipljan 

their ethnic Serb inhabitants. She questioned the viability 


656 1. Summary: РТ Dirgantara Indonesia (DI) verified оп July 21 that it ordered the CN235 compc 
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of the two smallest of his proposals -- Partesh and Kllokot 
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with just under 5 

prefer that these Serb villages instead become sub-municipal 
units within the existing ethnic Albanian majority 
municipalities of Gjilan and Viti 


5. (SBU) Pasztory told PolOff that Deputy Prime Minister 

Haziri noted that the new municipalities proposed by Ivanovic 
correspond exactly to the areas where the SLKM members in the 
Kosovo Assembly live. She was adamant that the new 
municipality in northern Mitrovica be limited to the urban 

town and not include any surrounding villages and called the 
proposed municipality carved out of Obilic and Vushtrri a 

\"land grab\" for the lignite deposits and power station 

located there. She also took issue with Ivanovic\'s (and 
UNOSEK\'s) proposals on expanding Novo Brdo. She believes 
neither take into account the physical topography of the 

region because both merge cadastral zones separated by 
mountains with no connecting roads. 


6. (SBU) COMMENT: Although Ivanovic was not able to discuss 
his proposal with Serbian and Kosovo government officials 
prior to the July 19 meeting on decentralization in Vienna 

he deserves credit for coming up with a thoughtful plan that 

he hoped would find a middle ground between them. His plan 
however 

Serb municipalities of questionable sustainability 

something the Kosovo government will approve. By accepting 
new innocuous municipalities of Partesh and Kllokot 

Kosovo negotiating team has agreed to the least objectionable 
of Ivanovic\'s proposals 

his other proposed municipalities. END COMMENT. 


7. (U) U.S. Office Pristina clears this cable for release in 
its entirety to U.N. Special Envoy for Kosovo Martti 
Ahtisaari. 
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to career state department Foreign Service employees. It does 
apply to state department civil service employees 

of other USG agencies and contractors. 


B. Terrorism: 


A series of terrorist bombings took place in Casablanca on 
May 16 


C. NICOSIA 1170 D. NICOSIA 1172 E. NICOSIA 1174 Е. NICOSIA 1175 G. NICOSIA: 
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vigorous efforts of Moroccan law enforcement since then. 
Although U.S. government facilities were not the target of 
the Casablanca attacks (and no Americans were killed or 
injured) 

interests and citizens remains high in Morocco. 
Establishments which are readily identifiable with the United 
States are potential targets for attacks. these may include 
facilities where us citizens and other foreigners congregate 
including clubs 

hotels 

also include establishments where activities occur that may 
offend religious sensitivities 

where alcoholic beverages are sold or consumed. While in 
Morocco it is important to be vigilant to one\'s surroundings 
and to maintain a low profile. Travelers should stay abreast 
of recent developments within country and read the latest 
state department consular information sheet covering travel 
to Morocco and any current worldwide caution messages about 


travel to the Middle East and North Africa before arrival in 
country. The mission takes all information concerning 
terrorist incidents and terrorism very seriously. The 
mission investigates all incidents fully in conjunction with 
Moroccan authorities. All travelers are expected to report 
any suspicious incidents or information to the RSO 
immediately 


C. Crime: 


The threat level for crime in Morocco has been designated 
\"high.\" Crimes ranging from aggressive panhandling 
pocketing 

harassment of women occur periodically. Attempted break-ins 
of mission residences by burglars have occurred 

general crime in Morocco tends to be non-violent. Most 
criminals look for opportunities to steal by stealth rather 

than confrontation but there are exceptions. 


Women walking alone in certain areas of cities and rural 

areas are particularly vulnerable to verbal harassment from 

young men. Women are advised to travel with a companion or in 

a group when possible and to ignore any harassment. Some 

women who have responded to verbal harassment have come under 
physical attack. If physical provocation occurs 

are urged not to resist in order to avoid injury and to 

report the incident to the regional security officer 

immediately (see telephone number above). 


Travelers should be alert for pickpockets and 
purse-snatchers 
tourist attractions 


sonomic Section Chief Timothy D. Neely, Reas ons 1.4 d/e 1. (C) On July 21, 2006, AIT Taipei receiv 
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and trains in Morocco are relatively safe 

considered safe. Avoid carrying large sums of cash 
credit cards should be secured in the safe deposit box at 
your hotel. In the event you are victimized by crime 
attempted crime 

during your stay in Morocco 

the RSO as soon as possible. 


D. Demonstrations/Harassment: 


When regional tensions increase many diplomatic missions 
including ours 

calls 

receive any of these while at post 

and/or the RSO immediately. Further 

several white powder letters through the local mail. Please 
note: mission policy strictly prohibits any unopened mail 
packages or boxes from being brought into any facility prior 
to screening by the embassy and consulate mailroom staff. 
There are no exceptions to this policy and all personnel are 
expected to abide by it rigidly for the protection of the 
mission and its personnel. 


Finally 

Morocco during periods of heightened tension. Occasionally 

a few of these demonstrations have been anti-American/western 
with a small number of these resulting in some minor 
destruction of personal and public property. Travelers 

should be cognizant of the current levels of tension in the 

region 

crowds. Demonstrations and suspicious incidents should be 
immediately reported to the marine security guard (post 1) 

and the RSO. 


E. Electronic Devices: 


Privately owned laptops 

and similar devices are strictly prohibited in controlled 

access areas (CAA\'s) of the chancery and consulate. 
Travelers with USG unclassified and classified 

laptop/notebook computers must notify the information 
management officer (IMO) through marine post one or the RSO 
before bringing these machines into the embassy or consulate. 
Questions concerning other types of electronic devices must 

be directed to either the IMO or the RSO. 


F. Cultural Awareness: 
Travelers need to be cognizant of the fact that Morocco is an 


Islamic country despite the appearance of some aspects of 
western culture. Generally 


8956 (DISASTER DECLARATION) JAKARTA 00009159 001.2 OF 002 Summary. The GOI has ad 
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should dress conservatively for all occasions to avoid 
harassment from young men in public or offending Moroccan 
interlocutors during social occasions. Men should not wear 
ostentatious apparel that draws attention. The purchase and 
consumption of alcohol is permitted in Morocco but Islamic 
conservatives in Moroccan society are fundamentally against 
its sale or use. Travelers should let common sense prevail 


and only buy or consume alcohol in shops 
hotels where it is readily available and permitted. 


G. Post Specific Security Briefings: 


Travelers planning to stay in Morocco 14 days or longer 
should request that their sponsoring office schedule a 
security briefing for them with the RSO. 

Visit Embassy RabatVs Classified Website; 
http://www.state.sgov.gov/p/nea/rabat 
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of authorities preventing publication of another journal 
\"Daily Express.\" The international NGO community has wasted 
no time in reacting to the crackdown 
July 14 statement of the Committee to Protect Journalists 
expressing concern over the plight of individual journalists. 
U.S. concern over the media crackdown remains a key topic 
in our dialog with the GOTG. END SUMMARY. 


ONGOING CRACKDOWN 


2. (C) The Gambia\'s privately owned media institutions 
continue to be targetted by authorities in the negative human 
rights trend here in recent months. As previously reported 
(ref a) 

GOTG closed the offices of a journal 

for its harsh criticisms of President Yahya Jammeh and his 
government 

Subsequently 

Newspaper 

pro-GOTG hackers had been responsible for the disruption of 
its website and public disclosure of subscribers\' names; 
authorities reacted by calling in locally resident 

subscribers for questioning. 


3. (C) Besides closing the \"Independent 
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detained the paper's General Manager 

Editor 

them without charge. A journalist with the paper 

Fatty 

being released on bail. He now faces trialon charges of 
\"printing false information.\" 


THE SAGA OF \"DAILY EXPRESS\" 


4. (C) Most recently 

preventing publication of another local journal 

Express 

1. Madi Ceesay 

Union (GPU) 

Intelligence Agency (NIA) had detained the journal\'s owner 
(and RFI correspondent) 

both Nigerians 

them earlier this week. However 

informed the pair that they will face further questioning. 
According to Ceesay and other sources 

earned the GOTG\'s displeasure for 

its initial edition that -- coinciding with the African 

Union Summit here -- reported the GOTG\'s refusal to permit a 
pre-Summit gathering of NGOV's to discuss freedom of 
expression in The Gambia. 


REACTIONS BY FOREIGN NGO\'S 


5. (C) The international NGO community has wasted no time in 
registering concern over the deteriorating media environment 
here and the plight of individual journalists. In its July 

14 statement 

cited the case of Ebrima Manneh 

government mouthpiece 

had been missing since July 7. The CPJ asserted that another 
journalist 

and V Daily Express 

It also noted that a former journalist 

up May 26 by the NIA 

(COMMENT: Our contacts indicate that Manneh and Makalo may 
well have fled to Senegal and that Mboob was detained when 
authorities determined that he was among local sources of 
information for Freedom Newspaper." END COMMENT) 


THE CASE OF DEYDA HYDARA 


6. (C) Meanwhile 
journalist Deyda Hydara 
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journal 
allegations of GOTG involvement. 


COMMENT 
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7. (C) U.S. concern over the media crackdown remains a 
prominent topic in our dialog with the GOTG 

DAS Thomas-Greenfield reiterated that concern in her July 2 
meeting with President Jammeh (ref b). Jammeh 

does not conceal his distaste for the private journals and 
their anti-GOTG criticisms 

will ever permit the \"Independent\" to resume publication. 
With the \"Independent\" closed 

journals still operating and producing any semblance of 
objective reporting (including measured anti-GOTG criticism) 
are the daily \"The Point" and \"Ғогоуаа 

several times a week. Under pressure from authorities 

Point 

Jammeh and his government in recent months. END COMMENT. 
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line in the war against terrorism\" and it must succeed. He 
thanked the CODEL for America\'s support. 


2. (C) In response to other CODEL questions 

identified several areas requiring improvement for the Iraqi 
military 

and command/control capacity. He stated that MOD was working 
closely with MNF-I and MNSTC-I to resolve these issues and 
that he expected the Iraqi Army to be close to fully mission 
capable sometime in 2007. Regarding possible impending 
drawdown of U.S. forces 

drawdown should be made based on military capabilities 
political calculations. He stressed that the IA is 

relatively free from ethno-sectarian tensions and are 
developing a loyalty to the Iraqi state 

compared to the Ministry of Interior police. 

KHALILZAD 
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) tapped to be Foreign Secretary if AMLO had won July 2. Perez Gay said he was perplexed by app: 
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sell and supply Venezuelan fuel to its citizens. Using the 
excess oil storage capacity of the West Indies Oil Company 
(WIOC) 

distribution center for PetroCaribe fuel. Allowing the WIOC 
a private company 

Venezuela\'s original plan for state-to-state oil transfers 

and may open the door for other private companies to take 
part in the energy deal. End Summary. 


2. (U) On July 14 

signed a bilateral sales and supply agreement with Venezuela 
effectively establishing a new joint venture company 

Antigua and Barbuda. This contract makes Antigua the fourth 
OECS country to agree to receive petroleum products through 
such an arrangement under the PetroCaribe oil accord 
Dominica 

Vincent and the Grenadines is reportedly in the process of 
negotiating a similar contract. According to Alejandro 
Granados 

Company (PDVSA) 

purchase up to a million barrels of fuel per year from 
Venezuela at concessionary financing rates. 


3. (U) In his remarks at the signing ceremony 

Spencer noted Venezuelan President Chavez\'s eagerness for the 
deal to be operational by the end of August. To that end 
Granados affirmed Venezuela\'s intent to provide the GOAB up 
to USD 47.5 million to construct any necessary infrastructure 

to expedite the agreement. This desire for quick results may 
open the door to an agreement for PDV Antigua and Barbuda to 
use existing West Indies Oil Company (WIOC) storage 
facilities. This \"hub and spoke\" distribution system would 
enable Antigua to serve as the repository and transshipment 
point for nearby smaller islands 

Nevis 

accept large oil shipments and could make the Venezuelan 
energy deal more feasible. According to press reports 

GOAB has a 25 per cent interest in the WIOC 

would not be in direct conflict with Venezuela\'s 
\"government-only\" plan for the accord. 


COMMENT 


. PREFERRED DATE AND TIME OF PROGRAM, FISCAL YEAR, QUARTER: Requested for Septem 
Michael Gfoeller for reasons 1.4 (b) and (d). 1. (U) МАСТ precedence justified due to urgency of th 
те status of New Zealand\'s efforts regarding the HSPD-6 initiative: 2. (SBU) The New Zealand Secu 
NGTON 437 (SBU) Embassy received and delivered the official request for extradition of U.S. fugiti\ 
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4. (С) Venezuela has apparently compromised on its 
\"government-only\" plan for PetroCaribe by agreeing to use 
WIOC\'s storage facilities. ChavezVs socialist ideal for the 
energy agreement has clashed with the economic reality that 
these small island states cannot support state-run oil 
companies and it makes no sense for them to build storage 
facilities that duplicate existing private structures. This 
compromise was necessary to counter recent grumblings about 
big promises from Venezuela but little or no petroleum 
delivery throughout the OECS. It may also provide a 
precedent for future private company involvement in the 
venture 

proposed storage and distribution of Venezuelan fuel using 
Antigua as a hub would help these small Eastern Caribbean 
governments solve one of their biggest logistical problems 
with the PetroCaribe deal. 

KRAMER 
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response to a question about the reaction of other 
delegations to the Co-Chairmen\'s proposals 

for some the suggested references were sufficient but others 
were still insisting on specific mention of \"state 

terrorism\". The Co-Chairmen plan to distribute a revised 
draft late next week or the following week. Events in the 
Security Council may affect the atmosphere 

therefore the timing. 


4. Picking up on Wolff\'s point about financial implications 
Menon said that he had asked the Secretariat what kind of 
\"minimal resources\" they were seeking to institutionalize the 
Secretary General\'s CT Task Force. He said that they 


SIPDIS 

envision the addition of two new posts (D-2 and P-3) anda 
budget for travel funds. The total cost is estimated at 
approximately $500 

object strongly to such a modest expenditure. Wolff 
responded that because it is not a large sum 

should be able to find the funds within the current budget 
and the Secretary General\'s authority to redeploy positions 
could be used for the staffing needs. 


5. Amb. Wolff reiterated the U.S. view that the General 
Assembly should adopt the Strategy during the current 60th 
session and not allow it to drag on into the 61st. Menon 
agreed. He said commitments in Singapore would require him 
to be out of New York for over a month during the beginning 
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of the next session and he has decided that he will not 
continue as a Co-Chairman after the 60th session. If 
agreement is reached during the 60th UNGA 

should be adopted under the current GA Presidency. 
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Taiwan as а V'down payment" for an FTA without offering any 
guarantee that an FTA deal would ever be reached. She said 
some business people reported that South Korea claimed to 
have offered a $30 billion package of trade incentives to the 
United States as an incentive for ап FTA. These business 
people suggested that Taiwan needed to offer a similar value 
of trade incentives. The VP said she hoped U.S. officials 
realized that Taiwan markets were already far more open to 
U.S. products than were South Korea\'s markets. 


8. (С) The Director corrected Vice Premier Tai\'s multiple 
misperceptions: First 

TIFA agenda laid out in May because progress on these issues 
is in both sides interests 

label this a V'high price." Second 

U.S. trade relations with Taiwan and with South Korea was 
misplaced here. Third 

spelled out the limitations that prevent the United States 
from embarking on another FTA negotiation at this time. 
Fourth 

emphasis on the expiration next summer of Congressionally 
mandated negotiating authority) an FTA with Taiwan might 
become feasible will very much take into account our ability 
to advance the trade agenda within TIFA. 


Sustainable Economic Development Conference 


9. (C) On the margins of the meeting discussed above 
Premier Tsai privately told the Director that she had lost 
hope of substantive outcomes on economic policy at the 
long-planned 

Development Conference. The Director told Tsai that 
Washington has been impressed by her efforts and those of 
Premier Su Tseng-chang to further liberalize cross-Strait 
economic links. He expressed hope that the political climate 
here will permit this trend to continue. Agreeing on the 
importance of this work 

the Premier just hope nothing said or done at the conference 
will limit or restrict efforts to liberalize cross-Strait 

economic relations. She particularly noted the deep Greens\' 
(particularly former president Lee Teng-huiVs TSU party) 
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desire to derail such efforts. 


Action Request 


10. (C) The Director told VP Tsai that AIT would advise 
Washington of these assurances on the PVS issues and let the 
Vice Premier know just as soon as possible if they fully 
addressed all U.S. concerns. Action request: Please advise 

if Washington agencies believe these assurances fully meet 
the U.S. concerns whether Taiwan is living up to the spirit 

and letter of understandings reached on pharmaceutical 
pricing during the May 2006 TIFA talks in Taipei. 


YOUNG 
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100 soldiers 
Echo 


2. (SBU) On July 20 

Foreign Policy Advisor Davaasuren and with MFA Director 
General for Americas 

Jambaldorj. DCM welcomed the Mongolian decision to 
continue to participate in the military coalition in 

Iraq 

decision to us could have been better; we had only 
received the MFA note late yesterday after an erroneous 
newspaper report in the morning indicating that the 
National Security Council (NSC) had decided before the 
July 11-14 Naadam holiday to completely withdraw from 
Iraq. 


3. (SBU) Jambaldorj agreed that the process could have 
been better 

the NSC as the press had reported 

decision on July 7. Because of the press of foreign 
delegations arriving for MongoliaWs 800th anniversary 
celebration during Naadam 

within the government. Commenting that Mongolian 
newspapers are prone to carrying inaccurate reports 
Jambaldorj said that the newspaper\'s information was 
erroneous: there had been no discussion at the NSC 
meeting or in Cabinet of totally withdrawing from Iraq 
only of deploying a group of officers. He stressed 

that the only factor going into the governmentVs 
decision was a shortage of peacekeeping soldiers 

had been particularly affected by the deployment of the 
250 soldiers in the second rotation to the UN war 
crimes tribunal in Sierra Leone. He added that 
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Mongolia continues to talk to Turkey about a deployment 
of soldiers to Afghanistan under Turkish command at 
some point in the future 

decision has been made yet. Davaasuren added that 
whenever the subject had come up 

Enkhbold had always been a strong supporter of 
continuing Mongolia\'s military commitment in Iraq. 


4. (SBU) Note: We intend to work with MFA and the 
Ministry of Defense to correct any misimpressions about 
the GOM decision 

commitment to remaining a part of the military 

coalition in lraq. 
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3. (SBU) The Ambassador met with Foreign Minister 
Enkhbold on July 20. She had wanted to meet with the 
Foreign Minister to be able to accurately describe to 
Washington the Mongolian decision and the factors that 
went into it. She noted she was without instructions 

but stated that she expected Washington would welcome 
Mongolia \'s decision to send a seventh rotation of 
troops to Iraq 

expressed regret 

had been informed of the decision - nearly two weeks 
after the July 7 Cabinet decision had been taken and 
only after an erroneous report in a newspaper on July 
19 that Mongolia intended to completely withdraw its 
military forces from Iraq. She noted that the influx 

of high level visitors and government closure for a 
week during Naadam (July 10-14) had understandably 
preoccupied the GOM 

comprehensive partnership and the importance the U.S. 
places on the global war on terrorism 

been preferable for the GOM to respond to our request 
and to inform us 

decision was taken. 


4. (SBU) The Foreign Minister replied that Washington 
should be informed that Mongolia is very interested in 
building relations and was taking concrete actions to 
demonstrate this. The newspaper story had also 
surprised his government 

about the delay in notifying the U.S. of the July 7 
Cabinet decision. He noted that Mongolia had faced an 


ind took on board the points without comment. WOS 


an 1. (SBU) Summary: TaiwanWs Central Bank of China (CBC) is currently questioning the Bank of 


it Asia and Oceania Division delivered a response declining to participate in the Afghanistan Provincie 
3006) addressed to the Embassy from the Commission of the African Union is as follows: Begin text: 


1006 visit to the Netherlands of Department of Transportation, FAA Miami official Robert Lawrence Ғе 
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unprecedented influx of foreign delegations during the 
July 10-14 Naadam holiday 

government should have at least informally communicated 
its decision earlier. 


5. (SBU) The Foreign Minister stated that Mongolia 
remains committed to the joint fight against 
international terrorism 

Iraq and Afghanistan. At the July 7 Cabinet meeting 
the seventh rotation of troops to Iraq had been 
approved in principle 

be worked out about the number of officers to be sent 
and their role. Enkhbold said he hopes the U.S. 
understands the decision 

for technical and financial reasons. He said that 
Mongolia had needed its few trained peacekeeping 
soldiers for other deployments 

Mongolia Vs commitment of 250 troops to the UN war 
crimes tribunal in Sierra Leone. However 

reiterated 

against terrorism and to the Coalition in Iraq. 


6. (SBU) In response to the Ambassador\'s question 


whether there had been any opposition to another 
deployment on political grounds 

there had not been. However 

might arise in the future 

about risks faced by Mongolian troops. He said he had 
just received information from the Ministry of Defense 
that a Mongolian soldier had suffered a concussion two 
days ago in an attack on the base where they are 
serving 

officers had been shot down. 


7. (SBU) The Ambassador asked whether and when the GOM 
might announce its decision to send a seventh 

rotation. The Foreign Minister responded that the 

public might be informed once the decision is 
disseminated throughout the Mongolian government 
once the details of the new deployment are worked out. 
The Ambassador noted that 

press story 

suggested that the GOM consider issuing a simple press 
statement to the effect that 

reports 

without going into the details of how many and what 

role. The Foreign Minister said he would consider this 
idea. (Note: After the meeting 

for the Americas 

said that he personally leaned against a press 


ЧАН, ASEC, BR SUBJECT: REDUCED VIOLENCE IN SAO PAULO NIGHT OF JULY 12, BUS PROE 
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announcement. In the past 

decisions to send new deployments 

publicity when soldiers were sent off. Issuing a press 
statement 

than it would prevent. The Ambassador urged the GOM to 
consider issuing a simple statement to clear the air 

to the effect that contrary to erroneous press reports 

the GOM remained committed to the war on terrorism and 
would send a seventh rotation to Iraq. She noted that 

the U.S. 

contingency press guidance to that effect and might be 
willing to issue a statement in tandem with a Mongolian 
statement to that effect.) 


8. (SBU) Earlier on July 20 

with PM\'s Foreign Policy Advisor Davaasuren and with 
MFA Director General Jambaldorj. Jambaldorj stressed 
that the only factor going into the government\'s 
decision was a shortage of peacekeeping soldiers 

had been particularly affected by the deployment of the 
250 soldiers in the second rotation to the UN war 
crimes tribunal in Sierra Leone. He added that 
Mongolia continues to talk to Turkey about a deployment 
of soldiers to Afghanistan under Turkish command at 
some point in the future 

decision has been made yet. Davaasuren added that 
whenever the subject had come up 

Enkhbold had always been a strong supporter of 
continuing Mongolia\'s military commitment in Iraq. 


9. (SBU) The following is the text of proposed press 
guidance 

asked about MongoliaWs decision 

here after a GOM press announcement of its decision on 
the seventh rotation: 


Begin text 


The U.S. Government welcomes the Mongolian government\'s 
continued commitment to the people of Iraq as reflected 

in its decision to send a seventh rotation of military 

personnel to Iraq. Mongolia\'s participation in 

international operations in Iraq and Afghanistan since 

2003 has supported reconstruction and peacekeeping 

efforts in those nations and made an important 

contribution to the global war against terrorism. We 

are pleased this contribution will continue. 


Experience gained through deployments in Iraq and 
Afghanistan have enhanced the capacity of Mongolia\'s 
Armed Forces to participate in international 


KLY REPORT JULY 14 REF: А. 05 STATE 153802 В. TOKYO 3811 AND PREVIOUS 1. There wert 
ry of Foreign Affairs (DEPLU) Deputy Director of Commodity and Natural Resources Musthafa Taufik 


Fortun. Prosecutors established how much the complainant drank before the alleged incident, and tr 
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peacekeeping operations elsewhere 

Leone and Kosovo. These deployments also demonstrate 
the success of cooperation between Mongolia and the 
United States aimed at increasing the capability of the 


Mongolian Armed Forces to take part in peacekeeping 
operations around the world. 


End text 
SLUTZ 
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choice. It is a matter of the heart. No one can force it. You cannot 
say good or bad because so and so went there 


Thus Koizumi left open latitude for a visit to the shrine before his 
term of office expires in September. 


Regarding a report that Emperor Showa expressed displeasure with the 
enshrinement of Class-A war criminals at Yasukuni 


VI don\'t know it in detail 
(Emperor Showa) had various thoughts in his mind. V 


Regarding the fact neither Emperor Showa nor the present Emperor 
have visited Yasukuni since it enshrined Class-A war criminal along 
with other war dead 


VI cannot say anything about it because different people have 
different thoughts. It\'s a matter of the heart. Every individual has 
the freedom to decide whether to visit or not. V" 


Touching on calls for removing Class-A war criminals from Yasukuni 
he also said: 


\"The government should abstain from imposing its view on any 
religious organization. People are free to discuss it 


Meanwhile 
yesterday afternoon reiterated the government\'s view on the Class-A 
war criminals\' responsibility for the war: 


\" is a fact that they were convicted of committing crimes against 
peace in the International Military Tribunal for the Far East. Japan 
is not in a position to raise objections.\" 


Chinese Foreign Ministry expresses hopes for speedy removal of 
obstacle to Japan-China relations 


Norihiro Shingai 


1. (C) Summary: The Emergency Action Committee (ЕАС) met on July 14 to discuss REFTEL advist 
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In a telephone interview on July 20 with a Chinese Foreign Ministry 
official on the revelation of a memorandum showing Emperor Showa\'s 
displeasure with Yasukuni Shrine\'s step 


\"There is no change in our clear intention to bring progress to 
relations with Japan. We hope for a removal of an obstacle to the 
improvement of bilateral relations.\" 


China\'s official Xinhua News Agency also simply reported on July 20 
that the memorandum was discovered without any commentaries. 


Yuji Yamamoto 


On July 20 

Emperor Showa\'s alleged displeasure with Yasukuni ShrineVs step 
regarding Class-A war criminals 

Koizumi\'s comments. The program also said that conservative Japanese 
lawmakers would lose their justification for visiting the shrine. 


The South Korean government has not released any official comment. 


5) V06 LDP presidential election: Emperor Showa\'s \"Yasukuni\" remarks 
found in a memo likely to give impetus to calls for separate 
enshrinement and construction of a new facility; Abe may find 

himself at disadvantage 


YOMIURI (Page 4) (Excerpts) 
July 21 


Following the discovery of a memo confirming Emperor Showa had 
discontinued visiting Yasukuni Shrine because of the enshrinement of 
Class-A war criminals there 

and opposition parties yesterday that this development is likely to 

give a boost to the notion of separate enshrinement 

former Liberal Democratic Party (LDP) Secretary General Makoto Koga 
chairman of the Japan War-Bereaved Association. It could also help 
the move led by former LDP Vice President Taku Yamasaki for the 
construction of a national memorial facility. There is also an 

analysis that Chief Cabinet Secretary Abe 

paying homage at Yasukuni Shrine 

the upcoming LDP presidential election in September. 


VI have nothing to comment beyond this 
end a press briefing yesterday evening 
of questions about the Yasukuni issue. 


it violence іп the Middle East to MFA Director General for Bilateral Affairs and Global Cooperation Mo 
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Abe\'s position is that the Yasukuni issue should not be used as a 
campaign issue. In his book published yesterday 

appropriateness of visits to Yasukuni Shrine and expresses his deep 
respect for the imperial family. He appeared irritated at the sign 

of an escalation of debates over shrine visits in the wake of the 
discovery of the memo. 


Also 

\"Yasukuni Shrine is a religious corporation. So 

politicians should not tell the shrine to do this or that. It\'s 

wrong to see this development in the context of whether it has an 
impact on the presidential election or not.\" In contrast 

Komeito Representative Kanzaki told reporters: V'Calls for separate 
enshrinement are certain to gain momentum in various quarters of 
Japan.V 
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LDP lawmakers who are in favor of the prime ministers visits to 
Yasukuni Shrine were shaken by the memo. 


6) Japan ratcheting up pressure on North Korea 


NIHON KEIZAI (Page 2) (Full) 
July 21 


Without waiting for additional sanctions against North Korea 

the public and private sectors are ratcheting up pressure on that 

nation. Some local governments have reduced or exempted the property 
tax for facilities related to North Korea. The government yesterday 
released the results of its survey on these governments and urged 

them to strengthen taxation on such facilities. In the private 

sector 

cargo from North Korean-registered ships at ports across the 

nation. 


The Internal Affairs and Communications Ministry conducted a survey 
on 140 local governments that house the head office or branch 
offices of the General Federation of Korean Residents in Japan to 
see the state of their special measures to reduce the property tax 

for such facilities for fiscal 2006 and released its results 

yesterday. The ministry publicized the results of the survey for 

fiscal 2005 in March. The latest survey is intended to see if the 

tax on North Korean facilities was raised over the last four 

months. 


There are 44 municipal governments that have exempted North 
Korea-affiliated facilities from taxation 
Saitama 


of Economy Lubomir Jahnatek reviews his options. Тһе outgoing Minister of Economy had ргерагес 
ador Arnall spoke July 14 with senior MFA and MOD officials to press for Dutch acceptance of an MN 
July 23-29, 2006, for the purpose of attending a regional promotional workshop on LBS protocol for | 
records by the European Court of Justice (Ref A), the GOCR has no objections to the data transfers : 
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survey. The number of governments that have not taken preferential 
measures increased nine to 41. 


Mainly private businesses have voluntarily refrained from 

discharging cargo. Nippon Express Co. 

operations for North Korean ships since July 7 at Maizuru Port in 

Kyoto 

company worker said: \"We voluntarily decided it 

circumstances into consideration.\" The company has no plan to remove 
this measure for the time being. 


7) Japan looking for ways to surround North Korea; High-level 
officials of Japan 


YOMIURI (Page 2) (Excerpts) 
July 21 


Following the United Nations Security Council's (UNSC) recent 
adoption of a resolution on North Korea 

officials from the US government and the South Korean government 
yesterday met separately with senior officials of Japan\'s Ministry 

of Foreign Affairs (МОҒА) and other agencies. They discussed such 
matters as the possibility of the resumption of the six-party talks. 
While leaving room for discussions with other countries 

instance 

intends to look for ways to tighten the net around North Korea in 
preparation for additional sanctions to take under the Foreign 
Exchange and Foreign Trade Control Law. 


MOFA\'s Asian and Oceanian Affairs Bureau Director-General Kenichiro 
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Sasae yesterday met with South Korea\'s Foreign Affairs and Trade 
Ministry\'s Korean Peninsula Peace Diplomacy Department Director Chun 
Young Woo at MOFA 

implementing the UNSC\'s North Korea resolution and bringing North 
Korea back to the six-party talks as quickly as possible. They also 
confirmed that they would use the upcoming ASEAN Regional Forum 
(ARF) in Malaysia slated for July 28 in order to translate this 

policy into action. 


But there is a difference between Japan and South Korea in terms of 
which to emphasize 

speaking of the UNSC\'s resolution that includes a provision 
preventing the transfer of money and technologies for missile 
development in North Korea 

used to obstruct the resumption of the six-party talks. It should 

not be used to impose sanctions for the sake of sanctions." Chun 
then indicated a willingness to hold a five-party meeting without 


Id Moulaye Zeine in the morning of July 14 to deliver ref e-mail points. Moulaye Zeine said the ministr 


ich requested the submission of a diplomatic note. We sent note по. 202 on July 14 requesting infor 


with РООН July 13 after suffering a minor stroke two weeks earlier. Zoyirov, an energetic opposition 
ion request: Embassy requests the Department assist in conducting a Leahy Amendment Human Rit 
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North Korea. 


8) Koizumi to visit resource-rich Central Asia next month 


YOMIURI (Page 1) (Full) 
July 21 


Prime Minister Junichiro Koizumi decided yesterday to visit several 
countries in Central Asia in late August. The aim is to strengthen 
relations with Central Asian countries with rich energy resources 
such as oil and natural gas. This will be the first trip to Central 

Asia by a Japanese prime minister. Koizumi is also scheduled to go 
to Mongolia in early August as part of strategic diplomatic efforts 

to curb the increasing influence of China and Russia in this 

region. 


In meetings with Kazakhstan President Nursultan Nazabayev and other 
leaders in this region 

efforts to adopt a market economy 

infectious diseases 


Japan has mapped out a plan to transport oil and natural gas 
exploited in Central Asia to the Indian Ocean via Afghanistan and 
then to import them to Japan. It is necessary to construct a 
pipeline and road network first. But such facilities will run 

through politically unstable areas 

worked out. In a bid to turn this plan into action 

convey Japan\'s willingness to accelerate working-level talks. 


Countries in Central Asia are traditionally pro-Japanese 
members of the Shanghai Cooperation Organization 

stronger cooperative relations with China and Russia on the 
political and military fronts. By expanding its economic ties with 
Central Asia 

economy 


9) Maritime Chief of Staff Saito tapped as joint staff head 


NIHON KEIZAI (Page 2) (Full) 
July 21 


Defense Agency (JDA) Director General Fukushiro Nukaga yesterday 
accepted Head of the Joint Staff Hajime Matsusaki\'s honorable 
retirement and unofficially appointed Maritime Chief of Staff 

Takashi Saito to replace him. The personnel decision will be 
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officially announced upon reported and approved at a cabinet meeting 
on Aug. 4. Matsusaki 


7/1955 PASSPORT NUMBER: 900482362 SECURITY CLEARANCE LEVEL: TS ARRIVAL: JOSEPF 


Jring a July 13 introductory call. Europe and the United States can only succeed when they work togt 
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(GSDF) member 

operation system was introduced in March. Saito will be the second 
head of Joint Staff. Given the completion of GSDF withdrawal from 
Samawah 


Takashi Saito: After graduating from National Defense Academy in 
1970 

Maizuru district commandant and Yokosuka district commandant 
assumed the post of maritime chief of staff in January 2005; comes 
from Kanagawa Prefecture; 58 years old. 


10) Defense spending cut likely to be focus of budget compilation; 
Tug of war between JDA 


YOMIURI (Page 4) (Full) 
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With a 1% cut in the national defense budget\'s discretionary outlays 
set by a guideline for budgetary requests 

decided today 

Ministry of Finance (MOF) is likely to intensify in the budget 

compilation that will start shortly. Given the huge amount of US 
force-realignment-related costs 

will be (1) the question of whether the realignment costs will be 
appropriated separately from the defense budget; and (2) when and 
how the midterm defense buildup program covering fiscal 2005 through 
fiscal 2009 will be reviewed. 


Regarding the US force realignment costs 

budgetary requests states: \"If trouble in terms of reducing local 
burdens is likely to arise even after the defense-related 
expenditures are further streamlined 

discussed in the process of budget compilation.\" The JDA has held 
that \"it is impossible to include all the realignment costs in the 
defense budget 

JDA official interprets the guidelines as \"leaving open the 
possibility of handling realignment costs in a separate budget.\" 


The realignment costs planned in the fiscal 2007 budget will be 
research expenses and the like 

construction of an alternate facility for the US Futenma Marine 
Corps Air Station 

the annual realignment costs are expected to reach hundreds of 
billions of yen. 


In the fiscal 2006 guideline for budgetary requests 
cut in the defense budget\'s discretionary outlays 
2007 

relieved. 


The JDAV's initial plan was to put off a review of the midterm 


/enes -- Media Visits Military Units in Southeastern Turkey -- Anatolian Eagle Exercise-2006/2 Takes 
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defense buildup program until next year 

force realignment plans are made clear. But in response to North 
Korea\'s recent ballistic missile launches 

beginning to contend that in order to minimize defense spending 
cuts 

is a heightened sense of crisis. 


11) Increasingly unlikely that Yasuo Fukuda will run in the LDP 
presidential election 
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MAINICHI (Top play) (Excerpt) 
July 21 


The outlook is growing stronger that former Chief Cabinet Secretary 
Yasuo Fukuda will not declare himself as a candidate in the 
September election of the Liberal Democratic Party (LDP) president. 
In addition to the large number of supporters of Chief Cabinet 
Secretary Shinzo Abe in the Mori faction 


SIPDIS 

belongs 

intention not to run. Another strong possibility that he will not 
run has been his showing in public opinion polls 

after Abe. The probability has become strong now that the LDP 
presidential election will find Abe as the easy frontrunner. 


12) BSE: US to end special inspections as early as end of August; 
Number of cattle subject to inspection to be reduced to 40 
year 


TOKYO SHIMBUN (Page 3) (Full) 
July 21 


Washington 


Mike Johanns 

telephone press conference yesterday. He announced that the US would 
end special BSE inspections 

early as the end of August and instead reinstate regular 

inspections. 


Japan imposed a second ban on US beef imports following to the 
discovery of specified risk materials in shipments 

believed to be the cause of BSE. The outlook is now that the beef 
trade will be reinstated as early as the end of this month. The 
curtailment of safety inspections before the resumption of beef 
trade will likely incur the distrust of Japanese consumers. 
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The special inspections target cattle categorized as high risk 
including downer animals. Inspections have thus far been carried out 
on 759 


Commenting on the special inspections 

found that the BSE level of US cattle is extremely low.\" Regarding 
regular inspections 

regular inspections by the US are ten times stricter than 
international standards.\" He thus underscored his perception that 
there is no problem about the safety of US beef. As to the timing of 
the announcement of the decision 

bring a sharp reaction from Japanese consumers 

the decision now is more honest than doing so after beef trade 
resumed.\" 


13) Abe effectively pledges to maintain 30-trillion-yen government 
bond framework 


SANKEI (Page 5) (Excerpts) 
July 21 2006 


Referring to policy themes to be tackled by the post-Koizumi 
administration 

at a meeting of the Editorial Study Group of Subscribers to the 
Kyodo News Agency 
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maintaining the current fiscal reconstruction efforts and the 
30-trillion-yen framework for the issuance of government bonds. He 
thus effectively made public commitments in the run-up to the 
Liberal Democratic Party (LDP) presidential election. He is viewed 
as being good at diplomatic and security policies 

his tough approach to North Korea. However 

the LDP is that his vulnerable point is domestic policy 

economic policy 

apparently taken a positive stance of playing up his approach to 
domestic affairs with an eye on the upcoming presidential race. 


Commenting on next year\'s draft budget 

Junichiro Koizumi upheld the 30-trillion-yen framework for the 
issuance of government bonds in the current fiscal year\'s budget. | 
will make efforts to maintain that framework.\" He thus hinted at 
including it in his own policy initiative. 


The 30-trillion-yen framework was a policy pledge Koizumi made when 
he came into office. However 

to a tax revenue shortage until this year 

this commitment 


inister Calin Popescu Tariceanu has по plans to attend. С. Attendance of the Foreign Minister. -- Вг 
(C) Summary: The Dutch expect discussion at the July GAERC to be more limited than normal - a re 
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14) M-5 rocket to be abandoned: JAXA to develop successor at lower 
cost 


TOKYO SHIMBUN (Page 3) (Full) 
July 21 


The Japan Aerospace Exploration Agency (JAXA) has decided to end the 
use of the M-5 solid-fueled rocket for the launch of a science 

satellite and instead develop a smaller-size solid-fuel rocket. The 

M-5 was developed by the former Institute of Space and Astronaut 
Science (ISASS). It has the capability of launching a satellite 

weighing 1.8 tons into an orbit 250 kilometers high. Six satellites 

have been launched as of this February 

successful. The problem was that one M-5 rocket costs 7 billion yen 
which is expensive in light of its launching capability. 


JAXA was established in October 2003 

another organization. The new organization reviewed projects that 
had been undertaken by the three organizations and decided not to 
allocate new budgetary funds to reduce the cost of the M-5. There 
was a strong call for continuing the development of a solid-fuel 
rocket 


The launch capability of a rocket to be developed anew will be 
between 0.5 and 1 ton 

billion yen. There is now a plan to use a solid strap-on booster for 
the main Н-ПА rocket for the main part of the envisaged rocket. 
JAXA will decided on details by around next May after completing 
research and development. It said that it wants to begin 
full-fledged development starting in 2008. 


The launching of the Solar-B 
end of September will be the last launch of an M-5. 


JAXA will report its decision at a meeting of the Space Development 
Commission on July 26. 


SCHIEFFER 


72076 

Asahi\'s Washington correspondent Umehara wrote (7/21): 
\"With Israel\'s offensive in Lebanon continuing 

appears that the Bush administration\'s Middle East 
diplomacy is at an impasse 

with an Iraq on the verge of civil war and Iranian 

nuclear development. In addition 

stated goal of expanding democracy has lost its luster in 
the face of the growing conflict. President Bush said: 
VDiplomacy is something that takes time 

that would have been unimaginable during the rush to war 


pondent Ana Filomena Rocha on July 14 to discuss the Balkans, Middle East, Sudan, Congo, and Мс 
ine, and noted that Ireland shares U.S. desire for a pluralist democracy, human rights protection, and 


urge that Turkey\'s exclusion from the upcoming Iraq compact preparatory meeting be reconsidered. 
IVISIONS Sensitive but Unclassified, entire text. 1. (SBU) Introduction and Summary. After a week 
ws the signing of a draft, non-binding agreement in February 2006 between Western Wireless and th 


ıtoglu, MFA U/S Tuygen, Deputy U/S and lead Cyprus negotiator Apakan, and FM Gul. Ambassador 


sorted two Nigerian AGIP Ой Company (NAOC) pipelines in different locations in Bayelsa State were 
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in Iraq.... The Bush administration has been unwavering 
in its support for Israel 

Lebanon as an act of self-defense. The administration is 
unwilling to support international intervention in the 
Lebanon crisis 

on the dispatch of an international force. European and 
Arab nations have been critical of this approach.... In 
the US 

administration 

diplomacy weak-kneed. They have been particularly 
critical about the announcement by the administration in 
late May that it is ready to take part in negotiations 

with Iran 

nuclear issue.... Іп response 

said there would be no Ycomprehensive bargaining 
dismissing the idea that there would be an administration 
turnaround on Iran 

the regime or guaranteeing its survival." 


SCHIEFFER 
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office) and the Ministry of Defense. The Construction 
Ministry received a sizeable supplemental and continues at 
high levels in 2006-07 

capital. Revenues from taxes and state-owned enterprises 
which include natural gas sales 

double. The projected deficit for 2006-07 is 235 billion 

kyat (US$ 180 million at current market exchange rates) 

2% of the governmentVs estimated GDP. However the new budget 
does not include figures for the large salary increases 
announced in April 

The figures that follow offer more of an outline of the GOB\'s 
intentions than likely reality 

fantasy figures and the regime leaders have carte blanche to 
spend what they want. End summary. 


2. (SBU) In April 

the 12006 State Budget Law!" іп the Burma Gazette 

not available to the general public. The Gazette also 
published the 2006 State Supplemental Appropriation Law 
which describes supplemental expenditures 

2005-06 overall budget balance. Prior to 2001-02 
published the annual budget figures in a public newspaper. 
Burmavs fiscal year runs from April 1 through March 31. 


3. (SBU) The official budget lists revenues and expenditures 

but does not include a summary 

breakout of categories or calculation of balance positions. 

State Economic Organizations (SOEs) are presented as a group 
lumping the few profitable enterprises (in the areas of 


ared, but Tilemans interest went straight to Lebanon/Hizballah points. He said De Gucht will be spea 
TOUM 1459 C. KHARTOUM 1474 D. USUN NEW YORK 1149 E. KHARTOUM 996 Classif 
з Officer at the UN Operation in Cote DVlvoire (ONUCI), briefed us July 12 on ONUCIVs efforts to con 


eater information sharing on the provisions of the agreement. In 2004, the site logged over 1.3 millioi 
‘that had been published in the Official Register on June 29. The previous regulation offered potenti< 
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natural gas 

at 2005-06 spending and 2006-07 projected revenues and 
expenditures 

reaching 226 billion kyat (US$ 174 million at current market 
rates) or 96 percent of the total projected 2005-06 deficit. 
Officials apply a variety of exchange rates to international 
transactions 

specific budget items. In addition 

and unbudgeted spending by the leaders further cast doubt on 
the reliability of the budget figures. Absent thorough 
independent reviews or reliable statistics collection 

numbers cited only provide broad outlines of GOB intentions 
rather than reliable 

figures. 


4. (U) Selected line items: 


EXPENDITURES %of 

in million kyat 2005-06 05-06 w/supp 2006-07 tot 
Total 1 

SOEs 925 

\"Government\" 15 


Defense Min. 150 
Construction Min. 86 
Finance Min. 85 
Agriculture Min. 65 
Transport Min. 40 
Education Min. 55 
Health Min. 20 


REVENUES 
in million kyat 2005-06 05-06 rev. 2006-07 
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Electric Power 3 91 


DEFICIT 
in million kyat 2005-06 05-06 w/supp 2006-07 


sy requests Department instruct U.S. missions in capitals of countries invited to send delegations to E 


arsha E. Barnes, reasons 1.4 (б) апа (а). 1. (0) Suriname\'s Minister of Foreign Affairs Lygia Kraag- 


ATY ///////ZFR///ZFR/I/////ZFR/I////ZFR// ΠΗ ППИМЕЗВБАСЕ PAP 1277 CANCELLED PER F 
‘ts are necessary. Santos urged the U.S. to work with the Ecuadorian government, noting Ecuador\'s 
xut unclassified - protect accordingly 2. (SBU) Summary. Lavalas parliamentarians say that they war 
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2005-06 Highlights 

5. (SBU) Supplemental spending increased overall 2005-06 
expenditures to K.2 

current market prices). Most of the increases went to 
capital expenditures (which cover such things as 
construction 

opposed to current expenditures (which cover salaries and 
office supplies). SOEs received a 52% increase. Other 
sizeable increases went to the \"Government\" and Transportion 
and Construction ministries 

of the capital. Since the GOB built its new capital on a 
green field site 

infrastructure 

the relatively isolated location. The supplemental capital 
expenditures in these three categories alone totaled 570 
billion kyat (US$ 438 million at current market rates) 
although we estimate that moving the capital cost $1 - $2 
billion 

services uncompensated by cash. 


6. (SBU) Initially the GOB deficit target in 2005-06 was 2% 
of GDP. Absent figures for revised revenues 

deficit could have surpassed 9% of GDP. However 

from the higher global price of natural gas contributed 
significantly to government revenues 

approximately $1 billion in 2005 

sources. The October 2005 reduction in fuel subsidies saved 
the GOB about K.123 billion ($95 million) during the last 
half of the fiscal year by our calculations. In addition 

GOB efforts to move more economic activities 

border trade and gem sales 

contributed additional revenues. A recent IMF/World Bank 
mission confirmed without specifics that the GOB increased 
its revenues over the course of the past year. 


2006-07 Highlights 

7. (SBU) Projected government revenues in the 2006-07 budget 
are K.2 

and total expenditures are K.3 

with a deficit target of K.235 billion or 1.9% of GDP. 
However 

increases announced in April 

450 billion (US$346 million). Ministry of Construction 
expenditures will remain significantly elevated as will 
\"Government 

increase. According to retired Finance Ministry officials 
the regime uses these funds for special projects. The 


n July 13. She stated, in no uncertain terms, that the CARICOM communique issued after the St. Kitt 


Column 3 

Defense 

allocations 

remain paltry (0.8% and 1.9% respectively of the total 
budget). On the other hand 

back to its pre-supplemental level. 


8. (SBU) On the revenue side 

almost double the taxes it targeted the previous year 

more than double its SOE receipts (including from natural 
gas). These two categories account for 95.3% of total 
revenues 

total deficit. Another notable 

government revenues 

which is projected to increase its revenues by 3000 percent. 


9. (SBU) Comment: All these numbers 
figure of 11 
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billion at current market rates) 

of salt. The GOB publishes only the figures it wants people 

to believe 

safely conclude that it will run a deficit 

Bank will finance by printing money. Money-losing SOEs are a 
major drain on the budget. The GOB will try to save money by 
continuing its practice of delaying payments to contractors 

and suppliers 

imports 

field causing them to demand more from local communities. 
The revenues the regime gathers will be spent on the leaders 
and their new capital. The Burmese people will bear the 

brunt of the costs in terms of higher inflation and declining 
public services. End Comment. 

VILLAROSA 
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between Israel\'s declared targets and the actual implementation. 
Israel wants the Lebanese army to station troops on the border to 
weaken Hezbollah\'s power. At the same time Israeli attacks are 
hitting the Lebanese army as well which in fact weakens the 
democratically elected Beirut government. In short Israel is doing 
wrong 

either - it is an organization aiming to destabilize the region and 

act as a branch of Iran and Syria in Lebanon. But given the current 
situation 

Syria by destroying Lebanon and by causing and extraordinary number 
of civilians killings. \" 


Writing in the Islamist-intellectual Zaman 


on Friday, July 14, 2006, attended by Ambassador, A/DCM, P/E, RSO, DET CDR, LEGATT, DEA, IRS 
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end in sight to the situation: \"As the Israeli military operation in 
Lebanon reaches its 9th day 

ceasefire. On the contrary there are strong indications that the 
attack will continue for two or three weeks with all its harshness 
and cruelty. Israeli generals have already and openly declared that 
additional time -- up to three weeks -- is needed to finish the job. 
Israeli sources also admit that despite air 

continuous bombardments 

military capability. Given the current missile attacks against 
Israel from Hezbollah-controlled areas 

significant supply of missiles. It seems there is no sign of hope 
for a settlement unless there is an unexpected and sudden 
ceasefire. \" 


Debates on a Possible Turkish Cross-Border Operation in Iraq 
Radikal 

Minister Erdogan confirmed military plans yesterday for a possible 
cross-border operation to eliminate terrorist bases in Northern Iraq 
and said that Turkey is waiting for replies from Washington and 
Baghdad on Ankara\'s request for concrete steps. Meanwhile 

daily press briefing 

stressed US opposition to any unilateral move by Turkey. Milliyet 
citing the US Embassy press release of yesterday 

words of US Ambassador Ross Wilson have been misunderstood. Turkey 
like every country 

its people.\ The US Embassy press release has been distributed to 
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the press in Washington by the State department 


Comparing the Turkish stance on the Israeli actions against 
Hezbollah to its stance on actions against the PKK in Iraq 

Ozkok commented in the mass appeal Hurriyet: \"Turkey has taken a 
leading role in the Middle East crisis 

initiatives even though some of them have not been welcomed by the 
US or Israel. All of this might be attractive to the domestic 

audience. At this point 

Is it really in our interest to take an actively binding role in the 

Middle East crisis as it has been a problem for half a century and 
while Turkey suffers from its own terrorism problem? Putting aside 
the voices of fanatics 

Israel and acting even more militantly than Egypt and Saudi Arabia 

is an unnecessary thing. Moreover Turkey should be very careful 
when criticizing others\' way of fighting against terrorism while it 

has plenty of its own terrorism problems. Regarding the recent 
polemic between the US Ambassador and Prime Minister Erdogan 
should understand that asking the US to stop Israel and to support 
Turkey can only weaken our case. What we see today is the fact that 


). Fernandez responded that the Dominican Republic will support Guatemala\'s bid, but also mentior 


2015 REF: SECSTATE 116010 1. Embassy Kuwait welcomes and hereby grants country clearance 


ntry clearance for Treasury Deputy Secretary Kimmitt, Department Counselor Zelikow, and delegatior 


; 1.4 (b) and (d). ------- Summary ------- 1. (С) Palestinian gunmen blew open a six-meter hole in tl 
-M/A leader Міппі Minawi reports that forces, including Chadian regulars, have crossed the Chadian t 
ach and English at the end of the discussion, Ambassador highlighted strong U.S. support for Algeria: 


-------------------------------- 1. (С) In July 14 discussion with Ambassador, recently-arrived Senegalese / 
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Turkish policies regarding the Middle East and northern Iraq have 
completely collapsed as a natural consequence of the rejection of 
March 1 parliamentary motion." 


TV Highlights 

NTV 

Domestic News 

Q A police helicopter has crashed in Antalya 

The cause of the crash was technical failure. 

Q Hundreds of representatives of the Kamu-Sen labor union threw eggs 
at the Israeli Embassy in Ankara to protest Israeli strikes against 
Lebanon and Palestine. 

Q The US Embassy in Ankara released a written statement saying that 
comments made by Ambassador Wilson in recent days have been 
misinterpreted. 

Q Prime Minister Erdogan urged the international community to remove 
unfair restrictions in Northern Cyprus 


International News 


Q US State Department Spokesman Sean McCormack said that the US 
would not support a cross-border operation by Turkey in Northern 

Iraq 

Q More Lebanese civilians died in Israeli air strikes 


Visit Ankara\'s Classified Web Site at 
http://www .state.sgov.gov/p/eur/ankara/ 
WILSON 
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Thank you very much for your message of July 13. | am 
personally touched and as a nation we are grateful for US 
condolences. 


While on first assessment 

believe that it is LeT and its Indian associate SIMI 

are responsible for the acts 

some overlap occurred between Al Qaeda and some of these 
traditional militant organizations operating in India. 


| am looking forward to receiving you and your delegation in 
India in November. In the meanwhile 


With Personal Regards 
K.C. Singh\" 


End Text 
PYATT 


fficer Simon Wood on July 14 the possibility of the U.S. using British Sovereign Base Areas (SBAs) о 
ΜΓΑ Assistant Undersecretary for Coordination and Follow Up Shaikh Abdul Aziz bin Mubarak Al Khal 
Khaled Al-Babtain requested from the Charge on July 15 U.S. support for Kuwaiti doctor Kazem Behl 
(C) INTRODUCTION AND SUMMARY: IPAO on June 26 met with leaders representing local Kurdis 
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have their agency certify to the Department of State\'s 
Bureau of Diplomatic Security that the employee has 
undergone equivalent security training. The contact for 
this training is Assistant Director for Training at (703) 
205-2617. Country clearance will not be granted for any 
traveler with planned TDY in excess of 30 days if this 
information is not stated/certified. POC for additional 
information is RSO Wellington. 


b. The U.S. Mission in New Zealand currently rates the 
threat from transnational and indigenous terrorism as 
low. There are no terrorist groups or support groups 
believed to be operating in New Zealand at this time. In 
light of the worldwide security alert all visitors should 
heighten their security awareness and report any unusual 
incidents to the Regional Security Officer. 


c. Anonymous telephonic threats and obscure threat mail 
have occasionally targeted U.S. diplomatic missions in 
New Zealand. In response to U.S. policies and actions 
various groups in New Zealand have demonstrated 
occasionally at the Embassy in Wellington and at the 
Consulate in Auckland. These demonstrations are usually 
small and are peacefully conducted. During these 
demonstrations 

services normally provide adequate protection to the 
Embassy and Consulate. 

d. New Zealand is considered a medium threat crime 
environment. As such 

experienced an increase in violent and petty crimes 
they are usually non-confrontational in nature. However 
home invasion robberies and assaults 

becoming more frequent. Burglaries and thefts occur 
countrywide but primarily in the large cities of 

Auckland 

should be especially aware that street crime 

scams and pickpockets is a daily occurrence in these 
cities. Common sense precautions should be taken 
especially at night 

opportunity. 


e. Generally 

role in the world drug situation; however 

indicates that New Zealand has been utilized as a transit 
point for shipments of Ecstasy 

Australia. The most abused drug in New Zealand is 
locally produced methamphetamine and cannabis. There 
have been increased amounts of lab seizures and violent 


RM, PA SUBJECT: PARAGUAY POLITICAL AND ECONOMIC UPDATE, JULY 8 - 14 2006 REF: AS 
imary: KRG Vice President Kosrat Rasul told IPAO in a July 1 meeting in Sulaymaniyah that the bigge 


President Uribe to discuss Colombia\'s counternarcotics efforts. Walters congratulated Uribe on his 
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crime associated with groups attempting to control this 
market. 


f. All forms of public transportation are generally safe 

at all times of the day; however 

should use common sense precautions so as to not become a 
target of opportunity. 


g. The traffic situation in Auckland can be difficult 

with a moderate amount of congestion. Wellington and 
Christchurch traffic is significantly better; however 
during rush hour moderate delays can be expected. 
Visitors are advised that traffic drives on the left-hand 
side of the road. Visitors are advised that traffic 
accidents are common and that it is safe to pull over so 
that police may take an accident report. However 
visitors who experience hostility or anti-American 
sentiment should depart the scene immediately and notify 
the RSO. 


h. Precautions should also be taken to not discuss 
sensitive or classified information outside secure 
environments or over unsecured and/or cellular 
telephones 

sensitive information at the Chancery and not at hotels 
or residences. 


i. Visitors should also be aware of the State 

Department\'s Consular Information sheet for New Zealand 
and the most recent Worldwide Caution Public 
Announcements 

http://travel.state.gov 


j. In essence 

appropriate caution and be alert to their surroundings 
with regard to their personal security. Suspicious 
incidents/activities should be reported to RSO Wellington 
(Telephone (64)(4)462-6000 

McCORMICK 
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have their agency certify to the Department of State\'s 
Bureau of Diplomatic Security that the employee has 
undergone equivalent security training. The contact for 
this training is Assistant Director for Training at (703) 
205-2617. Country clearance will not be granted for any 
traveler with planned TDY in excess of 30 days if this 
information is not stated/certified. POC for additional 
information is RSO Wellington. 


b. The U.S. Mission in New Zealand currently rates the 
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threat from transnational and indigenous terrorism as 
low. There are no terrorist groups or support groups 
believed to be operating in New Zealand at this time. In 
light of the worldwide security alert all visitors should 
heighten their security awareness and report any unusual 
incidents to the Regional Security Officer. 


c. Anonymous telephonic threats and obscure threat mail 
have occasionally targeted U.S. diplomatic missions in 
New Zealand. In response to U.S. policies and actions 
various groups in New Zealand have demonstrated 
occasionally at the Embassy in Wellington and at the 
Consulate in Auckland. These demonstrations are usually 
small and are peacefully conducted. During these 
demonstrations 

services normally provide adequate protection to the 
Embassy and Consulate. 


d. New Zealand is considered a medium threat crime 
environment. As such 

experienced an increase in violent and petty crimes 
they are usually non-confrontational in nature. However 
home invasion robberies and assaults 

becoming more frequent. Burglaries and thefts occur 
countrywide but primarily in the large cities of 
Auckland 

should be especially aware that street crime 

scams and pickpockets is a daily occurrence in these 
cities. Common sense precautions should be taken 
especially at night 

opportunity. 


e. Generally 

role in the world drug situation; however 

indicates that New Zealand has been utilized as a transit 
point for shipments of Ecstasy 

Australia. The most abused drug in New Zealand is 
locally produced methamphetamine and cannabis. There 
have been increased amounts of lab seizures and violent 
crime associated with groups attempting to control this 
market. 


f. All forms of public transportation are generally safe 

at all times of the day; however 

should use common sense precautions so as to not become a 
target of opportunity. 


g. The traffic situation in Auckland can be difficult 

with a moderate amount of congestion. Wellington and 
Christchurch traffic is significantly better; however 
during rush hour moderate delays can be expected. 


ır Magzoub al Khalifa. 2. (SBU) Letter to Kiir was delivered to his staff in Juba on July 13. Letter to 1 


sasons: 1.4 (b) and (d). 1. (С) The majority of IDF activities appear oriented to the Israel/Lebanon bo 
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Visitors are advised that traffic drives on the left-hand 
side of the road. Visitors are advised that traffic 

accidents are common and that it is safe to pull over so 
that police may take an accident report. However 

visitors who experience hostility or anti-American 
sentiment should depart the scene immediately and notify 
the RSO. 


h. Precautions should also be taken to not discuss 
sensitive or classified information outside secure 
environments or over unsecured and/or cellular 
telephones 

sensitive information at the Chancery and not at hotels 
or residences. 


i. Visitors should also be aware of the State 

Department\'s Consular Information sheet for New Zealand 
and the most recent Worldwide Caution Public 
Announcements 

http://travel.state.gov 


j. In essence 

appropriate caution and be alert to their surroundings 
with regard to their personal security. Suspicious 
incidents/activities should be reported to RSO Wellington 
(Telephone (64)(4)462-6000 
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are more concerned with development and poverty reduction 
but we do not ignore political harmony.\" \"The World Bank 
requires the right atmosphere to work with 

transparency 

the country.\" 


8. World Bank President Paul Wolfowitz said the bank will 
further strengthen its financial assistance to the ongoing 
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poverty reduction and development efforts in Ethiopia. The 
Ethiopian government and the World Bank have maintained a 
long-standing economic cooperation over the years. During 
talks with Prime Minister Meles and other cabinet members on 
July 13 

supporting Ethiopia in its efforts to advance its economy. 
Prime Minister Meles briefed Mr. Wolfowitz about the 
development policies pursued in Ethiopia and the multi- 
faceted activities being carried out in the country to 

accelerate economic development. Wolfowitz\'s first-ever 
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visit to Ethiopia has enabled him to closely observe the 
strenuous battle against poverty in this country. During 
his visit to the Parliament 

peaceful political situation in Ethiopia would be exemplary 
to other African countries besides contributing toward 
ensuring sustainable economic development in the country. 
Sharing of ideas between members of the ruling party and 
that of the oppositions in the parliament through mutual 
respect and friendship could be exemplary to other African 
countries. 


Former US President visits Ethiopia to launch project 

9. Former US President Bill Clinton arrived in Addis Ababa 
on July 15 to pay a working visit of the various projects 
supported by the Clinton Foundation 

development 

Prime Minister Meles Zenawi and other government officials. 
Former President Bill Clinton visited ALERT Hospital in 
Addis Ababa to break ground for Ethiopia\'s family-focused 
pediatric AIDS treatment program. He also met with a cross 
section of the society at the Africa Union Hall. 


10. Former US president Bill Clinton launched a program to 
help children suffering from AIDS in Ethiopia 

to 3 million people are estimated to be infected with the 
deadly virus. Under the program 

will fund 250 

from Yale University to work in 13 hospitals across the 
country for one year. The Clinton Foundation will provide 
the clinic with necessary equipment and medical supplies in 
addition to train health officials and boost hospital 
management systems. Former President Clinton laid the 
foundation stone for a clinic for orphans on July 16. 

Nearly a million Ethiopian children have been orphaned by 
the disease and about 5 


weekly. 

HUDDLESTON 
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Answer June | June ΙΙ 


Lukashenko 54.7(%) 54.3 
Milinkevich 137 13.6 


Kozulin 28 3.7 
Gaidukevich IF s 
No answer 223 --- 


\"Which of the below political figures more closely represents your 


idom, reported оп a meeting he held with his SAG contact who participated in the SAG-French meeti 
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ideal of a politician?\" (June |) 


% 
Lukashenko 41.4 
Putin 29.4 
Blair 5.1 
Bush 4.2 
Castro 3.2 
Nazarbaev 2.2 
Yushenko 2.0 


\"In your opinion 


following problems that the country faces?\" (June |) 


Yes 


Maintaining stability in society 


No 


70.0(%) 24.8 


Raising the economy and welfare 55.6 36.1 
Protecting social justice 425 45.5 
Battling corruption 41.7 47.7 
Improving Belarus\' international status 41.0 47.5 


Protecting democracy and political freedom 37.6 47.9 


Battling bureaucracy 


34.8 52.3 


\"Are you satisfied with the way Lukashenko has ran the country in 


the last 12 years?" (June |) 


% 
Completely satisfied 38.5 
Somewhat satisfied 29.8 
Somewhat not satisfied 9.1 
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Not at all satisfied 19.7 
\"In your opinion 
than one answer) (June |) 
% 
Pensioners 
Presidential hierarchy 


40.7 
39.7 


Leaders of government businesses/collective farms 33.3 


People like yourself 
Youth 


\"On a scale from one to ten 


23.9 


21.3 


located?" (V1V representing complete democracy and \'10\' 
representing a true dictatorship)(June |) 


yeriod о/а July 23-28, 2006. 2. The purpose of travel is to visit and review OFDA programs. 3. Trave 
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4. Lukashenko also has the majority of BelarusiansV trust 
only in second to the Orthodox Church: 


\"Do you trust the following government and public institutions?" 
(June |) 


Yes No 
Orthodox Church 66.5(%) 22.4 
President 60.8 30.6 
Government media 57.0 35.0 
Army 51.2 36.0 
Government 47.7 40.1 
Courts 449 42,5 
KGB 37.9 45.7 
Independent media 37.0 47.3 
Police 38.4 50.2 
Local executive committees 36.7 50.5 
Local soviets 36.5 50.3 
International organizations 30.8 49.3 
Protestant Church 16.6 58.4 


Opposition political parties 15.5 65.6 


5. The majority of respondents supports Lukashenko and is satisfied 
with his rule. However 

citizens fear expressing their opinions in public and commented on 
the lack of dialogue between the opposition and GOB. Also 
noteworthy is that 25 percent of respondents believe a change in 
leadership could occur only if initiated by the authorities and not 

as much by the people or the opposition. 


\"What do you think about Belarusians\' readiness to express their 
political opinions ?\" 


REA SONS 1.4 (В) AND (D) 


Column 3 


June I June Il 
No one afraid 18.6(%) 24.6 
Few people afraid 28.5 21.0 
Many people afraid 40.2 33.6 
All afraid 79 12.9 


\"Should there be a dialogue between the opposition and government?\" 
(June |) 


% 
Yes 70.9 
No 17.3 


“бо you think a dialogue exists between the opposition and 
government?" (June 1) 


No 66.2 
Yes 16.7 


\"If you think a dialogue does not exist 
than one answer)?\" (June |) 
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Authorities 30.2 
Opposition 25.9 
The West 15.0 
Russia 1.9 
No answer 16.1 


\"Would you like to see a change in leadership һарреп? (June 1) 


Yes 38.9 
No 29.4 
I don\'t care 16.6 
No answer 15.1 


\"In your opinion 
national leadership change in Belarus in the next five years?" 
(June І) 


Very possible 31.8 
Doubtful 43.9 
Not possible 14.6 


\"If you believe that a change is possible 
change?" (more than one answer)(June 1) 


rising international oil prices and mounting losses by state-owned energy and utility companies, the ! 
- Summary ------- 1. (S/NF) Reserve Bank Governor Gideon Gono acknowledged to the Ambassado! 


three rounds of negotiations, failed to agree on the new terms of the bilateral Senegal-EU fishing agr 
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Authorities 25.6 
The people 19.2 
The West 13.9 
The opposition 11.4 
Russia 11.1 


\"Do you think human rights are observed in Belarus?\" 


Yes 24.9 
Yes 

No 

No 14.3 
Information 


6. Belarusian state media and Russian media dominate BelarusiansV 
access to information. Only a miniscule number listens to external 
radio broadcasts and few read online news sources. 


\"What TV channels do you watch?\" 


June | June ll 


Russian TV (ORT 
Belarusian TV (BT 


Local TV 47.8 38.4 
Cable TV 375 31.5 
Russian EuroNews 18.2 12.7 
Satellite TV 13.9 15.8 
Polish TV 94 11.8 
Weekly RTVI 78 6.3 


\"Not long ago 
programming (in Russian and Belarusian) to Belarus. Do you listen 
to these broadcasts?" 

Junel June Il 

Yes No Yes No 


Euroradio (Warsaw) 4.8(%)94.4 3.8 93.8 
Radia Ratsia (Belyastok) 4.4 94.8 2.5 95.3 
Poloniya (Warsaw) 3.6 95.6 3.0 94.7 

German Wave (Bonn) 3.3 96.0 2.9 94.5 


Baltiskaya Khavalya (Vilnius) 2.0 96.8 1.7 95.8 


\"Do you use the internet?\" 
June I June Il 


Yes 


' returned to the UK and has поі been replaced. 2. Post notes that the ОНСНН web site (http://kazak 
J Subdirector General for the Middle East Teresa Lizaranzu. Lizaranzu said that Spain will be represt 


Advisor Ferdinand Trauttmansdorff. At Trauttmansdorff\'s initiative, Austrian Ambassador to UNESC( 


OLAT) had developed a document similar to the report of the Commission for Assistance to a Free Ci 


Соштп 3 

Yes 

Yes 

Yes 

No 67.8 73.7 


\"If you do use the internet 
you visit the most? (more than one answer)\" 


TUT.BY 16.7 6.7 
Independent media sites (i.e. 

Radio Liberty 4.5 0.3 
Government media (i.e. 

Interfax 2.6 0.5 
Charter 97 2.6 0.4 
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Belapan 2.1 0.4 
Vyasna 0.9 0.1 


\"In the last year 
seen or heard the results of independent polling surveys in 
Belarus?" 


June | June ll 
No 64.1(96) 72.2 
Yes 31.0 23.8 


\"Have you ever received the publication VBelaruski VyestnikV with 
results from public opinion surveys conducted not long ago by 
independent sociologists 21" 

96 


7. The majority of those polled prefer a union with Russia over 
closer integration with the EU 

feelings on RussiaVs interests in Belarus. On the one hand 
seek a closer integration with Russia and prefer Lukashenko as 
President of the Union 

eastern neighbor intends to deprive Belarus of its independence 
and 

over the newly created nation. 


VIf a referendum were held now оп Belarus\' accession to the EU and 


ted in reftel at the July 20 Iraq Compact and would like to accept the U.S. offer to provide transportati 


Column 3 
you were able to vote Vfor 
vote?" (June 1) 


Answer % 
For 49.2 
Against 31.5 
Abstain 18.5 


\"If you were to chose between a union with Russia or entry into the 
EU 


June I June ll 


Union with Russia 56.5(%) 52.3 
EU accession 29.2 29.6 


V'It is likely that soon Belarus and Russia will hold a referendum 
on the Constitutional Act 
integration of both governments. How would you vote?" 


June I June Il 


For the Act and closer integration 35.1(%) 34.7 
Against the Act and closer integration 15.2 17.7 


Will not participate 95 11.3 
Depends on the circumstances 35.3 29.4 
No answer 49 6.9 


\"If there were to be a referendum tomorrow on Belarus and Russia 
becoming one 


June | June ll 


For 44.9%) 42.0 
Against 28.9 37.6 


\"What is the best scenario mutual relationship for Belarus and 
Russia?\" 


June | June Il 
Union of independent governments 42.7(%) 45.1 
Neighborly relations of independent governments 36.5 30.9 
Formation of one government 190 21.1 


\"If there was to be a presidential position [of the Russia-Belarus 
Union] 


June | June ll 


Lukashenko 39.3(%) 45.1 


with Brazilian Revenue officials to discuss their challenges in dealing with contraband and illicit good 
GROWTH OF MAQUILA SECTOR REF: 05 ASUNCION 926 ------- SUMMARY ------- 1. Exports fre 
«er, Reason: Section 1.4 (b) and (d) 1. (С) SUMMARY: SLM/A leader Minawi reports that more forc 


JLAT) had developed a document similar to the report of the Commission for Assistance to a Free Cu 


‘A\'s South America Division. Mulder promised to contact the Dutch embassy іп Managua for consult 


are were по reports of any attempts at violence by the demonstrators. MINUSTAH and Haitian Natioı 
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Putin 24.2 24.7 
Milinkevich 22 19 
No answer 29.0 23.9 


\"Some people in Belarus and in Russia believe it would be better 
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for both countries if they become one and the union\'s leader became 
Lukashenko. How do you feel?\" (June 1) 


% 
Would not want thatto happen 38.4 
Would want that to happen 35.9 
| do not care 17.0 


\"In your opinion 
positive or negative effect on the lives of Belarus\' population?\" 
(June 11) 
% 
Positive 32.4 
Negative 33.7 
Мо effect 19.5 


The Belarusian and Russian governments are holding negotiations on 
the introduction of the Russian ruble in Belarus. In your opinion 
should the Russian ruble be introduced in Belarus? (June Il) 


8. The following results are likely a byproduct of the GOBYs 
successful propaganda campaign against perceived enemies of 
Belarus. Forty-five percent of June | respondents blame the EU and 
U.S. of violating international norms in internal and external 

politics 

course 

support ratings from respondents. However 

supported the EU [and U.S.] asset freezes of GOB officials: 


\"Not long ago 

high-ranking Belarusian officials in Lukashenko\'s administration. 
Some consider this move justified 

think?\" (June |) 


ilder, Carol Correia, sued the GOG on June 29, 2006 seeking the principal plus 5% interest on the 12 
) share the document, which contained information previously requested by senior officials at the Mini 


| American Affairs Division Chief Wassane Zailachi pledged to pass the White House Statement and | 
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% 
Justified 42.2 
Not justified 34.5 
No answer 23.3 


\"How do you rate the political attitude of neighboring countries 
towards Belarus?\" (June l) 


Positive Negative 


Russia 67.6(%) 14.4 
Ukraine 31.5 32.1 
Poland 23.1 38.6 
Lithuania 19.6 37.4 
Latvia 17.8 37.6 


\"In your opinion 


U.S. 

Belarus Russia U.S. 
Positive 43.5(%) 68.3 26.1 
Negative 11.4 9.5 52.0 


Not significant 38.3 11.7 8.3 


\"And what type of influence 
U.S. exert on Belarus?\" (June II) 


Russia U.S. 
Positive 61.6 20.6 
Negative 18.2 49.8 


Not significant 10.7 18.4 


\"In your opinion 
years considered the needs of its own citizens?\" (June Il) 


Belarus Russia U.S. 


Yes 51.3 462 18.6 
Мо 17.5 10.9 19.7 
No difference 23.4 245 26.7 


\"What type of opinion do you have about Presidents Putin 
Lukashenko?" (June 11) 
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it Nepal\'s annual Economic Survey Report for Fiscal Year (FY) 2005-2006, which highlighted decrea: 
ons have yielded the following results: -- the P.M.\'s Economic Advisor agreed that resolving IPR- rele 
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Positive Negative 


Bush 27.3 57.4 
Lukashenko 62.6 28.2 
Putin 74.1 13.6 
Energy 


9. Support for Russia turns sour 
asked about threats of Russian gas price increases. 


\"The media often discusses that beginning in 2007 
have to pay world prices for Russian gas. Do you believe this?\" 
(June |) 


% 
Yes 60.6 
No 28.0 
No answer 11.4 


\"If you said yes 
(more than one answer) (June |) 


% 
GAZPROM is a commercial structure going bankrupt making an 
exception for Belarus 37.9 
Putin is using GAZPROM to pressure Lukashenko into Union 
integration 30.2 
Putin is fulfilling the West\'s demands to remove Lukashenko 
from power 8.6 
No answer 15.7 


\"The leadership of GAZPROM has announced several times that in 
2007 

more than it does today. Which of the following conclusions do you 
agree with?" (June 11) 


% 
It will not affect Belarusian-Russian relations 22.7 
It will result in worsening relations 42.0 
It means the end of the Union government 16.4 


Belarus will be forced to reorient itself to the West 7.2 


10. Despite LukashenkoVs repeated statements that the GOB\'s 
priority is to increase the population\'s standard of living 


Column 3 

appears that many of these problems are not solved and top the 
respondents\ list of concerns. However 

believe that Belarus is developing on the right path. 


\"What are the most burning problems for the country and its 
citizens ?\" (more than one answer)(June 11) 


Answer % 


Price increases 60.1 
Unemployment 37.0 
Corruption 

Chernobyl consequences 25.5 
Crime 23.2 

Human right violations 22.1 
Absence of order 

Receding population 21.9 
Impoverished population 19.5 
Production decrease 18.7 
Threats from the West 18.2 
Belarus\' international isolation 14.4 
Decline of national culture 10.8 
Losing Belarus\' independence 8.3 
Dissent in society 7.3 


\"What is the average salary (including wages 
etc.) that a member of your family typically receives ?\" 


June! June ll 
Below USD 79 18.3(96) 15.9 
USD 79 - 116 42.1 42.0 
USD 116 - 232 32.0 33.7 


Greater than USD 232 7.0 7.7 


Average Salary USD 92 USD 132 
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\"What percent of your family\'s income is spent on food and housing 
services?" (June 11) 
% 


Less than 10% 2.7 
10-30% 11.5 
30-50% 37.6 
50-80% 34.0 


Over 80% 7.4 


Human Rights council, the US Government takes seriously Azerbaijan\'s commitment to work constr 


' General іп Banjul by extending the presence of the AU forces in Darfur for another six months. Wh: 
y 17. She noted Spain\'s strong commitment to reconstruction and stabilization in Haiti, which the ne 
risis Management Division, Security Policy Department, Ministry of Foreign Affairs MAJ Maris Tutins 
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\"What items are you able to purchase? (more than one answer)(June 


II) 


% 
Sometimes not enough money for simple food апа cheap clothes 14.9 
Only necessary food and clothes 55.1 
Quality and various food and good clothes 25.6 


Any food and clothing 
Basic household appliances (TV 
Modern appliances and technology (DVD players 


Newest high-end appliances and technology 1.4 
Inexpensive used car 22.9 

New car 1.2 

Cannot buy new apartment 

Apartment 


Real-estate (for vacation 


\"In your opinion 
course?\" 

June | June ll 
Right course 61.4(%) 56.9 
Wrong course 26.4 31.0 


\"How has your life and that of your family changed since 1994?" 
(June 11) 


% 
Changed for the better 51.2 
Did not change 27.1 
Got worse 17.4 
Comment 


11. The respondents! positive assessment of Lukashenko 
economic \"stability\" 

likely the result of the GOB\'s successful propaganda campaign and 
the general lack of access to (and perhaps lack of interest in) 
objective information. Internet usage is increasing 

and foreign radio broadcasts have failed to reach the majority of 
Belarusians. Nonetheless 

indicate that they are aware of the shortfalls in their government 
and do not believe everything the state media reports. Meanwhile 
Belarusians\' generally positive opinion of Russia could quickly 
change 

possible encroachment on Belarus\' sovereignty and its willingness 
to use gas prices as a political lever. 


ON. REASON: 1.4(D) 1. (SBU) SUMMARY. Neither host government, local media nor NGOs герог 
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that students with good academic records were given failing 
grades on their final exams. If these students do not pass 
the exams when they retake them in the fall 

expelled. Gryaznova speculate that the GOB is waiting for 
the start of the next academic year when the enrollment 
process in the committee\'s study abroad programs is complete 
before beginning to expel the other students 

them with few education opportunities. To hedge against this 
possibility 

Ukraine 

for future expelled Belarusian students. 


CDR Works with Local Parties and NGOs to Assist Students 


5. (C) The CDR is the main organization in Belarus 
facilitating the education programs established by foreign 
governments and universities to help expelled and victimized 
Belarusian students. Kulei told Ambassador on July 14 that 
assisting these students is an inclusive endeavor 

the talents and interests of rivaling opposition parties and 
most NGOs. The committee has developed productive 
relationships with the EU and Ukrainian embassies and their 
respective governments. 


6. (C) The largest and most generous educational assistance 
program for these students is the Kastus Kalinowski program 
in Poland. According to Kulei 

opportunities for 250 Belarusian students to receive a free 
education with a stipend at Polish universities. Similar 
programs exist in Estonia 

Ukraine. 
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7. (C) According to Gryaznova 

student application review panel 

to interview and select students to attend the foreign 

university programs. In order to qualify for the program 
student must have been either expelled from their university 
arrested and sentenced to prison 

criminal case 

experienced one of the above repressions. Students who have 
only been briefly detained by the authorities do not qualify 

for this program. 


ES) with Under Secretary for the Ministry of Foreign Affairs Sayyid Badr al-Busaidi (deputy-minister ex 
lomeland Security and Justice Team, visited Trinidad June 19-23 to observe the security of energy trc 


‚ Kairu holds an FSN-type security clearance. 2. His flight schedule is as follows: КО 472 30 Jul NB 
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Mixed Motives and Reactions from Students 


8. (C) Gryaznova told Poloff most of the students are 
grateful for a free education with a stipend in a western 
country where they believe the quality of life and education 
to be higher. Gryaznova admitted 

some students who wish to remain in Belarus despite the 
persecution to continue their academic and opposition 
activities. Kulei told Ambassador that the CDR is working to 
support these students by helping them find places to live 
and study. 


9. (C) Gryaznova added that 

percent of the arrested students participated in the 
demonstrations because they saw an easy opportunity to \"earn\" 
a free scholarship to study abroad or acquire political 

refugee status when abroad. Gryaznova knows that they abused 
the system and does not consider them to be \"real human 

rights activists 

qualify for the program. 


Comment 


10. (C) Aside from ostensibly \"non-political\" expulsions 
authorities continue to employ a variety of methods to punish 
students for expressing their inconformity with the regime. 
Fortunately 

forces have found a way to overcome their differences on this 
issue and develop creative ways to mitigate the effects of 
political repression. 

Krol 
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vote by making a conflicting promise to the Mongolians 
(ref a). We remain optimistic that the Mongolians will 
opt to vote for Guatemala but 

\"yes\" answer on support in 2008 which will never come 
from the Guatemalans 

much before the UNSC vote is held this fall. 


Slutz 

72086 

72087 

72088 
D-COMPANY 
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al College, where Ruutel has stronger support. This has only added to the speculation and the difficul 
action to the joint U.S. - Russia Global Initiative to Combat Nuclear Terrorism announced on July 15 ( 


' trip is to attend meetings with embassy, civil aviation officials and industry representatives, in connec 


1 of understanding (MOU) between the Clinton Hunter Development Initiative and the GOM. The pro 
al Relations, Camillo Pirozzi, informed us July 14 of Finmeccanica\'s decision not/not to pursue the sa 


67 D. Brasilia 786 1. (SBU) Summary. Recently, Econoffs met with Julio Laranjeiras, Counselor foi 
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News Service in Srinagar -- our J&K journalist contacts say 
terrorist groups regularly use CNS to distribute their 
messages to the media 

Al-Jazeera.\" Many Kashmiris have publicly denounced the 
announcement of al-QaVida operating in Kashmir as a hoax 
these same spokespersons have distanced themselves 
nonetheless from any connection to the group. In our 
assessment 

although J&K clearly is fertile ground for terrorism 

al-QaVida would have to overcome cultural hurdles to 
establish a presence beyond such affiliated terrorist groups 
as Lashkar-e-Tayyiba (LeT) and Jaish-e-Mohammad (JeM) 
we are witnessing the morphing of a preexisting group into a 
Kashmir-based al-Qa\'ida group to gain access to global jihadi 
funding. This does not rule out a possible expansion of the 
group into the region 

with success 

al-QaVida could provide 

affinities. End Summary. 


Kashmiris Say 7/13 Announcement Probably a Hoax 


2. (SBU) Reportedly speaking in Urdu 

Hadeed named as \"Kashmir 

Rahman Ansari 

terrorist attacks 

oppression in India of minorities in general and Muslims in 
particular.\" Additional Director General of Police Kuldeep 
Khoda (Reftel) told us police tracked the call to a public 
calling booth in downtown Srinagar and questioned the owner 
who said he did not know the caller but described him as 
Vlooking Каѕһтігі.\" CNS journalist Rashid Rahi 

call 

pure Urdu\" and \"was a Pakistani.\" 


3. (SBU) This is the first time anyone has publicly claimed 

to represent a direct al-Qa\'ida presence іп Kashmir.; Both 

Abu Hadeed and Abu Abdur Rahman Ansari are Arabic names 
which are not common in India and are possibly noms du 
guerre.; Hadeed claimed al-Qa\'ida in Kashmir would issue 
regular statements 

Arabic.; The statement drew swift denials from various 

corners of J&K: 


-- If the accounts of the press and Khoda are accurate 
inconsistencies in the reporting about the caller -- a man 
claiming to have an Arab (not Urdu) name looking like a 
Kashmiri and speaking Urdu -- suggest the caller may have 
been trying to mask a Kashmiri identity. 


y surrendered in Ituri in the Districts latest round of demobilization. Although the deadline for surrend 
zompact Meeting in Baghdad by Ambassador Jean-Pierre Guinhut, Chief of the Interministerial Missi 
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-- Hurriyat chairman Mirwaiz Umar Faroog told reporters that 
although the Kashmir movement had a \"military dimension 
there was \"no role\" (in his stated opinion) for al-QaVida. 

He called the event a hoax designed to malign the 
separatists. Other leading separatists 

Shabir Shah and Sajjad Gani Lone to pro-Pakistan hardliner 
SAS Geelani 
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-- Junai-ul-Islam 

largest ethnic Kashmiri terrorist organization -- publicly 

agreed that the announcement was a hoax 

was nor would be space for al-QaVida in the Kashmir movement 
and condemned the Mumbai blasts as an \"act of terrorism.\" 


-- Our journalist contacts 
Chief Muzamil Jaleel and “Тһе Hindu\" correspondent Shujaat 
Bukhari 


J&K Fertile Ground for Local Terrorists 


4. (SBU) J&K is undeniably fertile ground for terrorist 
recruitment 

there. The grievances we hear from our contacts (and their 
contacts) tend to be local/regional in nature (i.e. 
Delhi-Srinagar or Indo-Pak).; There appears to be almost no 
solid affiliation with pan-Islamic causes like Palestine or 
Chechnya 

The notable exception here was anger over the controversial 
Danish cartoons 

outbursts of outrage seen in Delhi and Uttar Pradesh. We 
doubt whether a global jinadist message can successfully 
appeal to Kashmiri extremists 

local nature of al-QaVida affiliates Lashkar-e-Tayyiba and 
Jaish-e-Mohammad 

play on the tangible grievances of a population besieged by 
both terrorists and security forces. Even the cross-border 
jihadi groups receive less support than indigenous groups 
like Hizbul Mujahedeen. 


Kashmiri Clannishness Would Complicate al-QaVida Recruiting 


5. (SBU) When the Kashmiri militancy first began 
accommodating Vforeign fighters V" -- primarily Pakistanis but 
also some Afghans and Arabs -- they were welcomed with open 


yr information on MINURSO\'s efforts to combat trafficking in persons (ТІР) and sexual exploitation ar 
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arms as \"guest militants\" in the parlance of the Valley. 
However 

mini-wars between Kashmiri and outside terrorist groups. 
Kashmiri clannishness and suspicion of \"foreigners 
including Indians from other parts of the country 
complicate local recruitment in J&K: 


-- Many Kashmiris already firmly differentiate themselves 
from Indians and Pakistanis 

distance from both groups resulting in a nearly island 
mentality (Reftel). This distance has evolved 

reinforced 

India. Groups whose ultimate allegiance is to either a 
non-South Asian leader or extra-regional goals will have 
trouble pitching their message to this clannish population. 
We know al-QaVida is able to recruit non-Arabs; we are less 
certain how well they can recruit Kashmiris. 


-- From our J&K police and journalist contacts 

NGO activists -- some of whom are former terrorists -- our 
sense is that there is no firm anti-US sentiment in J&K. At 
worst 

including through indirect reporting. 
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-- Kashmiri terror organizations like Hizbul Mujahedeen 
appeal to nationalist sentiments. Cross-border groups like 
LeT and JeM 

maintain an outward-looking jihadi orientation. Public GOI 
estimates of the J&K terrorist(population suggest around 75% 
of the 1400 \"active terrorists\" in J&K are Kashmiri. 


-- We cannot predict how established al-QaVida affiliates LeT 
and JeM would react to an al-QaVida branch in their area of 
operation. 


-- Recruitment into Kashmiri (and 

is often by personal connections; a terrorist might try to 

recruit his brother or cousin 

recruited by a stranger. Indian press has even reported 
anecdotal incidents of Hindus joining terrorist groups 

their Muslim friends 

many terror groups active in J&K are themselves off-shoots of 
prior terror groups 

although a Kashmir-based al-QaVida might seek to follow this 
paradigm. 


-- As a future \"Abu Hadeed\" would know if he conducted the 
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terrorist equivalent of market research 
over Urdu or Kashmiri marks the organization as an outsider. 


-- The high level of mistrust of all outsiders 

the pervasive belief in conspiracy in J&K 

potential recruits to be dismiss any alleged \"al-Qa\'ida\" as a 
sting operation conducted by Indian security forces. 


What Kind of al-Qa\'ida Is It? 


6. (SBU) The creation of an \"al-Qa\'ida in Kashmir" begs the 
question of what kind of al-QaVida may arise. Likely 
possibilities include: 


-- A new group -- either indigenous or exogenous -- with bona 
fide al-QaVida links may emerge. This scenario envisions 
al-QaVida fighters 

operating in the region. Such a group might be a spin-off 
under its own control 

al-QaVida organizations. 


-- A preexisting terrorist group may change its name to 
Val-QaVida in Kashmir 

from the main al-QaVida group. Cross-border jihadi groups 
such as LeT and JeM already are known to operate under 
multiple names 


-- As with the previous scenario 

from several groups may come together to form an V'al-QaVida 
in Kashmir 

main al-QaVida group. As noted above 

groups were themselves spun out of other groups 

which are now defunct. 


-- Itis also possible that Kashmiris (or Pakistanis) with no 
connection to the international jinadi movement might create 
an \"al-Qa\'ida in Kashmir\" with the hope of joining into the 
larger al-QaVida. 
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Comment: How al-QaVida Might Attract Followers 


7. (SBU) The above is not to rule out entirely al-QaVida 
achieving a foothold in J&K; although he doubted the veracity 
of the July 13 phone call 

the possibility of a future al-Qa\'ida in Kashmir. 


ECHNICAL ASSISTANCE INITIATIVE REF: BRASILIA 1292 1. Reftel outlines Government of Braz 
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-- The group does have several assets 

recognition 

funding which the group could use to provide cutting-edge 
weapons and a payroll to willing cadres. Its possible 
success would not lie in cultural or political affiliation 

but on what tangibles the organization has to offer. 


-- Although the global jinad message may not resonate in J&K 
appealing to the endemic feelings of alienation (and in many 
cases occupation 

pitching to disaffected Kashmiris -- such as the 

ex-terrorists described in Reftel who say they are routinely 
humiliated by security forces -- an opportunity to retaliate 
against Indian troops may hit home. 


-- Bin Ladin\'s relatively recent inclusion of Kashmiris in 
his recorded speeches may also help shape the ground for 
recruitment. 


-- Al-QaVida is also well positioned geographically to expand 
or spill over from the arc of northern Afghanistan and 
Pakistan into J&K. Al-QaVida elements could conceivably 
establish a position just across the porous LoC from Pakistan. 


8. (SBU) Al-QaVida as a new actor in the Valley may 
conversely be viewed as an asset to a desperate people 
compared to the groups active in J&K for over a decade. 
University of Kashmir Law Professor Sheikh Showcat Hussein 
told journalists V'the desperation is to such an extent here 
whoever is ready to support people 

or anyone else 


9. (U) Visit New DelhiVs Classified Website: 
(http://www.state.sgov.gov/p/sa/newdelhi/) 
PYATT 
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contracts every week. Recalling the impact of the early 
2006 shut off of gas to Ukraine and the shortages that had 
caused in Turkey 

situation again. Ambassador Wilson pointed out that that 
was precisely why we were very interested in working quickly 
and aggressively with Turkey and Azerbaijan to get larger 
volumes of Azerbaijani gas to Turkey and to Europe. 
Otherwise Russia could lock-in long term supply contracts 
that would lock-out Azerbaijani gas. 


Turkey\'s Nuclear and Alternative Energy Plans 


Column 3 


4. (C) Sell said he was encouraged by Turkey\'s interest in 
developing nuclear electricity generation capacity. He said 
the United States was supportive of this and ready to help 
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Turkey achieve its goal. This was consistent with the 
President\'s Global Nuclear Energy Partnership (GNEP). Sell 
hoped that U.S. companies 

technologies 

nuclear generating capacity was needed to meet growing energy 
needs and reduce dependence on gas imports. He said the 
private sector would make the investments in nuclear 
generation. He said Turkey also hoped to encourage 
investment in other nuclear applications 

and agriculture. Noting that Turkey was an agricultural 
country and held 72% of global boron reserves 

Turkey was interested in other areas of energy cooperation 
with the United States 

is also interested in working with the United States on clean 
coal generation technology 

Secretary Bodman in February. 


SIPDIS 


5. (C) Guler favorably described oil and gas exploration by 
U.S. companies on the Black Sea coast and in southeastern 
Turkey. In response to SellYs question about \"Bosphorus 
bypass\" pipelines 

backing the Samsun-Ceyhan project 

potential of Ceyhan as a regional energy oil and gas center. 
In addition to Samsun-Ceyhan 

with the United States on bringing Iraqi gas to Ceyhan along 
the existing right of way of the Kirkuk-Yumurtalik pipeline 
and building an LNG facility in Ceyhan to export Iraqi gas. 
Ambassador reminded the Minister that U.S. companies 
continued to be interested in the \"protocol\" hydropower 
projects agreed to in the late 1990s 

forward on them would send a good signal to investors. Guler 
said that Turkey had improved its laws to encourage foreign 
investment in the sector and would continue doing so. 


6. (U) This cable has been cleared by DOE. 


Visit AnkaraVs Classified Web Site at 
http://www .state.sgov.gov/p/eur/ankara/ 


WILSON 


immodation for staff at the OHCHR in Geneva (A/C.5/60/L.65). The Secretary-General will report on 
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inevitably some ex-FNI members will be based near their home 
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villages or regions they previously controlled as part of the 
militia. Burke said 

consulted by FARDC or GDRC officials regarding the brigades 
into which Karim and his FNI members will be integrated. 


6. (C) Hoping to build momentum in the fight against militias 
based on the experience with Karim 

Congolese government officials have now begun establishing 
contacts with other Ituri militia leaders 

persuading them to disband their armed groups and integrate 
into the Congolese military. Burke said FARDC and GDRC 
representatives -- with facilitation from MONUC -- have been 

in contact with Matthieu Ngonjolo 

Congolese Revolutionary Movement (MRC). Burke said officials 
have been in touch with Ngonjolo for V'several weeks!" 
following the hostage-taking by Karim at the end of May 
Ngonjolo has apparently been \"receptive\" to the idea of 
negotiations to facilitate disarmament. Formal discussions 
between Ngonjolo and an FARDC/GDRC delegation are expected to 
begin in Ituri July 20. Similarly 

Muhito 

Patriotic Force of Resistance in Ituri (FRPI) who surrendered 

to MONUC peacekeepers in June (ref B) 

MONUC and the FARDC in making contact with Cobra Matata 
of the FRPIVs military commanders. 


7. (С) Disbanding the FNI militia and integrating Karim into 

the FARDC eliminates a significant security threat throughout 
much of northern Ituri. At the same time 

integrating Karim and his forces into the Іші FARDC 

brigades is a much more menacing proposition and repeats past 
mistakes the GDRC has made with regard to coopting other 
armed groups. The GDRC followed a similar pattern in dealing 
with other militia leaders 

allowing their troops to be integrated into the FARDC 

despite having fought against them. Lacking the means to 


1demic Preparedness Plans: 1. Dr. Chan-Hsien Chiu Director of Surveillance Taiwan Center for Dise 
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arrest or eliminate Karim himself 

to negotiate with the FNI leader to secure the release of the 
MONUC hostages. Moreover 

prohibited it from negotiating with Karim 

reduced to the role of observer during the hostage 
negotiations 

agreements reached with Karim. The deal reached with Karim 
only serves to further weaken the bargaining position of the 
GDRC in future attempts to coopt militias. 


8. (C) Incorporating these militia members into the Ituri 
integrated brigades will ultimately undermine efforts to 
professionalize and discipline the FARDC. The purpose of 
brassage is to break up former armed groups and disperse 
their members throughout the country so they no longer pose a 
threat in the regions where they previously operated. In the 
case of General Jerome 

maintained as his militia was sent to neighboring North Kivu 
for integration and training. But keeping the unbrassaged 
ex-FNI forces in Ituri -- where the militias conducted 

illegal trade and harassed local populations -- will provide 
continued temptation for these same troops 

FARDC uniform they wear. Moreover 

elements into the FARDC -- which itself has discipline 
problems and often engages in gold and timber smuggling -- 
will erode efforts to build an effective military force. At 

the very least 

integration 

deployed to other areas of the country. While the immediate 
goal is to resolve the continuing insecurity in Ituri due to 
militia threats 

much larger objective: the professionalization of the FARDC 
which in the long run will provide a greater sense of 
security for Ituri and the rest of the country. 


9. (C) It is possible that the GDRC has struck this deal in 
bad faith -- in other words 

arresting Karim and other key leaders after some period of 
time. It is also conceivable that the deal was struck purely 
for expediency 

thought yet to longer-term plans. This bargain 

while providing breathing space іп Itrui immediately before 
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the bigger security problems in the District. End comment. 
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bilateral meetings that will take place іп Bangkok between U.S. апа New Zealand government official 
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2. (0) Тһе NSAB is а civilian body that provides inputs into 
national security decision-making. Its membership is a 
\"Who\'s Who\" of retired bureaucrats 

military officers and security officials 

journalists 

persons. The NSAB lacks its own offices 

relies on the National Security Council Secretariat (NSCS 
see Septel) for logistical support. 


3. (C) Current NSAB member Narendra Singh Sisodia -- who was 
also the NSCS\'s first Additional Secretary -- told PolOff the 
NSAB meets as often as 4-6 times per month for 1-2 days 
the direction of the Convenor. Most meetings are open to the 
full membership 

reside outside Delhi 

The agenda is typically devoted to a single topic. The 
Convenor may arrange 

briefings by government officials or outside experts if he so 
desires; these are usually unclassified 

receive security clearances and are cautioned not to discuss 
Board proceedings 

of NSAB media coverage (beyond publication of a lightly 
annotated roster when a new Board 


Designed for \"Out-of-the-Tiffin\" Thinking 


4. (С) Some NSAB meetings are specifically designated for 

only a subset of the full membership 

sometimes creates sub-groups to consider and critique 

specific topics. For example 

has made recommendations on New DelhiVs policies on Kashmir 
Bangladesh 

to Sisodia 

papers on specific topics 

self-initiated. 


5. (C) The typical NSAB product is a paper outlining policy 
options and likely consequences that is forwarded to the NSA 
which can then choose to send it up to the Cabinet-level NSC 
or the Cabinet Committee on Security (the top decision-making 
body on national security issues). The NSAB\'s mandate is to 
be holistic 

provide (as Joshi once quipped) \"out-of-the-tiffin\" thinking. 

As such 

the \"news of the day.\" 
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аге and Food Bonnie Yau. Оп SIPDIS July 17, Yau sent a reply recommending that Dr. Ronald Lam 
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Nuclear 


6. (SBU) The first NSAB was formed in December 1998 to 
consider a nuclear doctrine for India 

control. The first two NSABs included several members of the 
Kargil Core Group 

errors in Indian strategic thinking that eventually led to 

the 1999 Kargil War 

India and Pakistan. 


Structure Impedes Developing Strategic Vision 


7. (C) Hardline nationalist commentator Bharat Karnad 
member of the first NSAB 

decision-making institutions for preventing the government 
from developing a \"true\" strategic vision. Karnad reflected 
that many commentators in India provide what he dismissed as 
\"casual strategic analysis\" -- spot commentary on strategic 
topics -- but few provide \"real analysis\" on critical issues 

or \"develop bodies of consistent work.\" He lamented that 
much of India\'s national security debate unfolds not within 
the environment of the NSC 

newspaper editorials. Karnad lambasted the way Indian 
bureaucrats are hired 

for generalists over specialists and shifting bureaucrats 
sufficiently often to prevent them from accumulating depth of 
experience \"stunted India\'s strategic thinking.\" 


8. (C) Not surprisingly 

which he was a member) 

strategic thinkers.\" He also called the first NSAB 
\"aggressive\" and said it refused to back down to politicians 
or bureaucrats 

government circles. To avoid such discomfort in subsequent 
NSABs 

bureaucrats \"who are safer for the government.\" However 
concluded 

strategic vision. 


9. (C) Prominent security commentator Rear Admiral (ret.) 
Raja Menon said that one impediment to making the NSAB 
operate smoothly is the absence of a dedicated staff. He 
contended that few Indian civilian officials appreciate the 
importance of a professional staff 

create them are often killed by turf-conscious bureaucrats. 
(NOTE: This emphasis on possessing a qualified staff is an 
attitude common to senior Indian military officers. End 


1 July 16 announced the convening of a 45 member grand jirga to bring peace to Waziristan (and FAT 


ring the period o/a July 31, 2006 through o/a August 12, 2006. 2. The purpose of travel is to visit OFI 
006 through August 2, 2006. 2. The purpose of travel is to meet with Senior OFDA Program Officer, ( 
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Note.) 


Current NSAB: Biographic Notes 


10. (U) NSAB V was convened July 2004 and has 21 members. 
(NOTE: * denotes members of more than one NSAB. End Note.) 


11. (SBU) Ambassador Hamid Ansari 

National Commission for Minorities 

Foreign Service officer who served as India\'s Permanent 
Representative to the United Nations and Ambassador to Saudi 
Arabia prior to retirement. A Muslim 

envoy to the United Arab Emirates 
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Ansari was a member of former Foreign Minister Natwar SinghVs 
\"Kitchen Cabinet\" and he participated in the Pugwash Workshop 
on South Asian Security 

Chancellor of Aligarh Muslim University from 2000-02. 


12. (U) Air Marshal Prithvi Singh \"Big Ben\" Brar 

Vice Air Chief 

(IAF) on December 15 

40 years of service. Brar also served as Air Officer 
Commander-in-Chief of the Eastern Air Command. He was a 
founding member of the Tactics Air Combat Development 
Establishment (TACDE) and he was the first commander of the 
\"Thunderbolts\" Indian Air Force aerobatics team when he held 
the rank of Wing Commander. 


13. (U) Former Border Security Force Director-General EN 
Rammohan was an Indian Police Service (IPS) officer of the 
Assam-Meghalaya cadre. He was also Advisor to the Governor 
of Manipur. He published a book of essays 

Frontiers: Essays from the Troubled Northeast 

criticized the political leadership of that region. 


14. (SBU) Lady Sri Ram College (New Delhi) Principal 
Meenakshi Gopinath also founded the Women in Security 
Conflict Management and Peace (WISCOMP) NGO 
promote the leadership of South Asian women in the fields of 
security and regional cooperation. She participates in 
Indo-Pak Track II initiatives 

Initiative 

Peoples\' Forum for Peace and Democracy. Gopinath authored 
several books 

interests include issues of human rights and gender rights 
conflict resolution 
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the Board of Directors of the Coexistence Initiative 

York and a member of the International Research Committee of 
the Regional Centre for Strategic Studies 


15. (U) Former Vice Navy Chief Vice Admiral PJ Jacob is a 
Christian from South India. He was involved in India\'s 
efforts to broker a peace deal in Sri Lanka. 


16. (U) VK Jain was a Special Secretary in the Ministry of 
Home Affairs. 


17. (SBU) Dr. Manoj K. Joshi 

Times 

1999-2004 

newsweekly 

international issues. He began his journalism career in 1984 
as a correspondent with V'The Hindu 

correspondent for \"The Times of India\" and the \"Financial 
Express\" (1995-96). Prior to his journalist career 

was an Academic Associate in History at the American Studies 
Research Center 

Jawaharlal Nehru University (JNU) in 1980 for his thesis 
entitled \"Antebellum: A Black History of America.\" Joshi has 
written several books including \"New Perspectives on America 
and South Asia 

Democracy in Crisis 

the Nineties.\" 


18. (U) Ashok Khosla is the President of Development 
Alternatives 
are the promotion of sustainable development 
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eradication 

chairs Technology and Action for Rural Advancement (TARA) and 
Decentralized Energy Systems India Ltd. He is a managing 
trustee of People First 

People\'s Commission on Environment and Development. At the 
United Nations\' Environmental Programme headquarters in 
Nairobi from 1976-82 

INFOTERRA 

United Nations Environmental Information; this global network 
now disseminates information in 110 countries. Dr. Khosla 
received his BA (Hons) and MA (Natural Sciences) from 
Cambridge University 

from Harvard. From 1963-71 he was a Resident Tutor in 
Harvard; from 1972-76 he was a Director in the Office of 
Environmental Planning and Coordination in the Ministry of 
Science and Technology. 


TEL: 880-2-875-4505. 2. Per reftel, traveler has made arrangements at the Radisson Water Garder 
‘the Guantanamo Bay detention facility. A member of the МНА gave the Ambassador а copy of the 


Column 3 


19. (SBU) Ambassador Satinder K. Lambah 

Pakistan 

Board before he became Special Envoy (July 2004 - August 
2005). He capped a long and distinguished diplomatic career 
as Ambassador in Moscow (1998-2001). Before that 

served as Ambassador in Bonn (1995-98) and High Commissioner 
in Islamabad (1992-95). He also was Ambassador to Hungary 
(1986-89) and Consul General in San Francisco (1989-92). 
Lambah served as Joint Secretary (Iran 

Afghanistan) in the MEA (1982-86) after a tour as Deputy 
Chief of Mission in Islamabad (1978-82). His junior level 
diplomatic assignments were in Moscow 

to a Hindu family from Peshawar 

degree in History. He and his wife Nilima have a son and а 
daughter. 


20. (U) A defense scientist with Зб years of R&D experience 
in electronics and lasers 

was in high power laser technology 

in high-technology areas 

and technology planning and coordination. Mallik was the 
first Advisor on Defense Technology accredited to the Indian 
Embassy in Washington (1988-94). He has authored over 50 
technical papers and produced over 100 classified documents 
on technology and strategy issues for the Defense Research 
and Development Organization (DRDO) and the Ministry of 
Defense (MOD). 


21. (U) Lt. Gen. Shamsher Singh Mehta is an alumnus of the 
National Defense Academy and was commissioned in the Armored 
Corps in 1962. His operational appointments include General 
Officer Commanding (GOC) of an armored division 

Staff Officer of the Military Operations Directorate at Army 

HQ 

in Charge (GOC-in-C) of Western Command 

India-Pakistan border. Prior to this 

Army Training Command (ARTRAC) and he was Additional Director 
General (Military Operations) at Army headquarters. 


22. (U) Professor Om Prakash Mishra earned his M.Phil (1986) 
and MA (1984) from the JNU School of International Studies. 
He graduated from North Bengal University. Mishra teaches at 
the Jadavpur University in West Bengal and campaigned -- 
unsuccessfully - as the Congress party nominee in the 2004 
Lok Sabha elections from the Jadavpur Constituency 

the 2006 state assembly elections. He is close to Defense 
Minister Pranab Mukherjee. Mishra has edited a number of 
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of the rainy season, Lao military forces are pressing remaining insurgent pockets, especially іп Bolikr 
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Egwu told the Consul General that the Presidency should go to a Northerner, with the Vice Presidenc 
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books on security issues. Mishra was born March 7 
His research projects have included forced migration and 
security in South Asia. 


23. (U) Rodham Narasimha* 

Institute of Advanced Studies in Bangalore 

Professor at the California Institute of Technology (1995-97) 
and the Indian Institute of Science (Bangalore). 


24. (U) Former Intelligence Bureau Director Dinesh C. Pathak 
authored the book \"Intelligence 


25. (SBU) \"Indian Express\" Strategic Affairs Editor Dr. C. 
Raja Mohan* is one of India\'s foremost foreign policy 
strategists. Prior to \"Indian Express 

School of International Studies and was the Strategic Affairs 
Editor for \"The Hindu.\" Mohan is an alumnus of the Institute 
for Defense Studies & Analyses 

very well connected in the MEA bureaucracy 

major policy-makers in India and the United States. Mohan 
has an MS in Nuclear Physics and a PhD in Political Science. 
His wife 

Associated Press. 


26. (U) BKR Rao* is a former member of the Indian Police 
Service. He retired from the IPS as Secretary (Security) in 
the Cabinet Secretariat. Rao also worked in the Ministries 
of External Affairs and Home as well as in Indian 
intelligence agencies 


27. (U) KS Rao was formerly the Chief Secretary of Sikkim 
senior Indian Administrative Service (IAS) position. 


28. (SBU) Ambassador MK Rasgotra* was named NSAB Convenor in 
August 2005 when Ambassador Lambah was tipped to be the PM\'s 
Special Envoy to Pakistan. He had served as Foreign 

Secretary (Senior-most career diplomat) from 1982-85. Before 


SIPDIS 

that 

France 

served as Deputy Chief of Mission in the Indian Embassy in 
Washington (1969-72). Rasgotra is also associated with the 
Rajiv Gandhi Foundation 

Sonia Gandhi. He was a Visiting Professor at JNU and a 
Regent\'s Professor at the University of California. Rasgotra 
comes from a Punjabi Hindu family and was born in what is now 
Pakistani Punjab. 


29. (U) Former Planning Commission Secretary Naresh C Saxena 


Column 3 

is a retired IAS officer. His last posting was Secretary of 
Rural Development. Saxena published a number of papers 
of which are listed at www.planningcommission.nic.in. Born 
on July 26 

at Oxford and worked primarily in that field. From 1983-85 
he worked on rural development issues in Afghanistan 

from 1962-64 he was Lecturer at the University of Allahabad. 


30. (U) Dr. SK Sharma 

Instruction at Punjab University 

Indian Institute of Chemical Engineers. The Founder-Director 
of the Energy Research Centre at Punjab University 

helped convert Chandigarh into a city with the highest per 
capita alternative energy use in the Asia-Pacific. He was a 
Visiting Professor at the University of Florida 

active contributor to programs on energy conservation. 


NEW DELHI 00005135 006 OF 008 


SharmaWs research includes thermal energy storage 
quality 

According to the National Council for Agricultural Research 
the research conducted by the Energy Research Centre in 
improving cooking stoves saves 7 million tons of wood per 
year. 


31. (SBU) Institute for Defense Studies & Analyses Director 
(since September 2005) Narendra Singh Sisodia retired from 
the IAS in 2004 as Secretary (Financial Sector) in the 
Ministry of Finance. Before that 

Secretary in the Ministry of Defense 


SIPDIS 
the National Security Council Secretariat 
Secretary 


SIPDIS 

Finance Ministry and the Cabinet Secretariat. He is 
considered close to Prime Minister Singh and Defense Minister 
Mukherjee. Born on January 13 

Rajput family 

Harvard MBA. He also holds an M. Phil in economics and 
management. Sisodia joined the IAS in 1968 in the Rajasthan 
cadre. 


Five Generations of NSAB: Rosters 


32. (U) Since its formation in December 1998 
have been constituted (NOTE: * denotes members of more than 


summit. Experts here expect minimal impact on Manila, possibly increased particulates in the air. Re 


th U.S. policy in the Balkans, but differs slightly іп its position оп Kosovo. The GOC feels the current 
atiana Gfoeller for reason 1.4 (b) and (а). 1. (C) Summary. On June 28 Pol/EconOffs met Mr. Moha! 


Column 3 
one NSAB. End Note.) 


33. (0) NSAB І (Dec 1998-April 2000 


-- Dr. Sanjay Baru 

-- Dr. Brahma Chellaney 
expert 

-- JN Dixit 

-- Muchkund Dubey 

-- Mohammad Fazal 

-- KPS Gill 

-- Sanjoy Hazarika 

(CPR) 

-- Major General Afsir Karim 
\"Akrosh\" (\"The Wrath\")* 
-- Bharat Karnad 

-- Ved Marwah 

Manipur 

-- Air Chief Marshal SK Mehra 
-- Jagat Mehta 

-- Rakesh Mohan 

-- Dr. Rodham Narasimha 
-- N Narasimhan 

-- MK Narayanan 

-- Dr. C Raja Mohan 
Express\"* 

-- Dr. Raja Ramanna 

-- UR Rao 

-- Ambassador MK Rasgotra 
-- Gen. SF Rodrigues 

-- Admiral VS Shekhawat 

-- Air Commodore Jasjit Singh 
Studies 

-- K Subrahmanyam 

II* 

-- BG Verghese 

-- NN Vohra 
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-- KM Warikoo 
-- Matin Zuberi 


34. (U) NSAB II (April 2000 - December 2001 


-- Kalyan Banerjee 

-- Dr. Sanjay Baru 

-- Major General Afsir Karim 
\"Akrosh\" (\"The Wrath\")* 
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-- Air Chief Marshal SK Mehra 
-- Jagat Mehta 

-- Rakesh Mohan 

-- Dr. Rodham Narasimha 

-- MK Narayanan 

-- K. Raghunath 

-- B Raman 

-- UR Rao 

-- Gen. SF Rodrigues 

-- Admiral VS Shekhawat 

-- Jagadish Shettigar 

-- Air Commodore Jasjit Singh 
Studies 

-- K Subrahmanyam 

Ip 

-- BG Verghese 

-- NN Vohra 


-- KM Warikoo 
-- Matin Zuberi 


35. (U) NSAB III (December 2001-January 2003 


-- RK Ahuja 

-- Kalyan Banerjee 

-- Arun Bhagat 

-- ST Deware 

-- Nikhil Kumar 

-- Gen VP Malik 

-- Amitabh Mattoo 

-- Vice Admiral KK Nayyar 
-- Air Marshal Vinod Patney 
-- B Raman 

-- Ambassador CV Ranganathan 
-- Dr. K Santhanam 
scientist 

-- Jagadish Shettigar 

-- Dr. MR Srinivasan 

-- Dr. Charan Wadhva 


36. (U) NSAB IV (January 2003-July 2004 


-- RK Ahuja 

-- Arun Bhagat 

-- ST Deware 

-- Nikhil Kumar 

-- Gen VP Malik 

-- Dr. Amitav Mallik 

-- Amitabh Mattoo 

-- Vice Admiral KK Nayyar 
-- Air Marshal Vinod Patney 


3s currently facing Government of National Unity (GNU) First Vice President and Government of Sout 
26, economic and finance ministers (ECOFIN) of the 35 countries of the Euromed zone met in Gamm 
тте of Infectious Diseases and Vaccine Sciences, ICDDR, В; TEL: (mobile) 88-01711-593-416, (һо! 
seases and Vaccine Sciences, ICDDR, B; TEL: (mobile) 88-01711-593-416, (home) 880-2-885-5583. 
s. The sustainability of such changes remains uncertain, however, and they are at best only small ste 
муев concurrently as Algeria\'s WTO coordinator. Ambassador previously delivered the same demar 


ostilities between Israel and Hezbollah. 2. (SBU) The Consulate has received no information indicatir 
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-- Ambassador CV Ranganathan 
-- BKR Rao 

-- Dr. MR Srinivasan 
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-- Dr. Leena Srivastava 
Institute 

-- Dr. Charan Wadhva 
-- K. M. Warikoo 
expert* 


37. (0) Visit New Delhi\'s Classified Website: 
(http://www.state.sgov.gov/p/sa/newdelhi/) 
PYATT 


72094 
BACKWATER\" 


REF: A. NEW DELHI 4836 
B. 05 NEW DELHI 6596 
C. 05 NEW DELHI 6980 


Classified By: A/PolCouns Jon Dorschner for Reasons 1.4 (B 


1. (С) Summary: India\'s National Security Council 
Secretariat (NSCS) was a little-known institution until a 


SIPDIS 

recent series of \"Indian Express\" articles alleged that 
several of its employees were involved in a spy ring (Ref A). 
From collating intelligence inputs to supporting National 
Security Advisor MK Narayanan to servicing the National 
Security Advisory Board (NSAB) 

its staff. Although former NSCS employees appreciated the 
organization\'s mandate for long-term analysis over 
news-of-the-day reportage 

consider the NSCS a backwater that lacks the prestige to 
attract top-flight cadre. It also suffers from a 

over-reliance on detailees and contract employees vice 
maintaining a full-time professional complement 

Embassy New Delhi\'s experience 

to for substantive expertise within an Indian bureaucracy 
that typically values generalists over experts. End Summary. 


2. (C) Our information is based on open source reporting and 
interviews with the following people: 


-- Harinder Sekhon 
Foundation 


Column 3 

on the NSCS studying alleged linkages between Pakistan\'s ISI 
and criminal/terrorist organizations throughout the rest of 
South Asia. An historian by profession 

books on Punjabi history and the history of US-India 

relations. She did not disclose specifics of her NSCS 

research 

classified. 


-- Manoj Joshi 
current NSAB member. 


-- Prominent security commentator Rear Admiral (ret.) Raja 
Menon 


-- K. Subrahmanyam 
Developments and Convenor of NSAB І and NSAB II. 


-- Bharat Karnad 
Studies 


-- NSCS\'s first Additional Secretary and Current NSAB member 
Narendra Singh Sisodia. 


NSCS Structure 


3. (C) The National Security Council Secretariat is the 
National Security Advisor\'s permanent staff. The NSCS is 
chaired by the D/NSA. Below him are one secretary 
additional secretary (A/S) 

for internal security 

(i.e. the US 

(IndiaWs neighbors 

senior-most J/S 

NOTE: Sekhon told Poloff that Gupta will likely stay at NSCS 
for another few years 

Gupta 
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burnt up all her leave 
posting.\" End Bio Note.) 


Multi-Functional ... 


4. (SBU) The NSCS performs many tasks: 


-- It collates intelligence reports from the Intelligence 
Bureau (IB) 


sed post at 1430 that Akrotiri air base cannot be used for the NEO\'s Beirut air bridge (BAB) after July 
"were co-chaired by Jordanian Prime Minister Marouf Bakhit and Syrian Prime Minister Otari іп Dame 


i citizens arrested in Kathmandu on July 13 (ref A) have no connection to the July 11 Mumbai train bo 
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External Affairs (MEA) 

and Military Intelligence (MI) for the NSA and D/NSA. When 
information from different sources diverge 

mandated to adjudicate discrepancies. 


-- Having evolved out of the GOl\'s former Joint Intelligence 
Committee 

for the NSA and through him the Cabinet-level National 
Security Council (NSC 


-- The NSCS staffs the NSC 

Board (NSAB) (Septel) 

top civil servants of national security ministries 
intelligence agencies and chief of the armed forces 
by the Cabinet Secretary). 


-- Itis the focal agency for GOI international cybersecurity 
cooperation and domestic promotion of cybersecurity. 


-- According to the \"Indian Express 

India\'s nuclear program 

Kashmir 

(China 

us the organization is also a key player on such 
non-traditional security concerns as global warming 
influenza 

policy issue between India and its neighbors. 


... and Multi-Disciplinary 


5. (C) Sisodia and Sekhon heralded as one of NSCSVs main 
strengths that its analysts were historically largely 

shielded from having to deal with the V'issues of the day.\" 
VAt NSCS we are given time to read 

ourselves on the issues 

NSCS was meant to be inoculated against \"operational 
pressures\" and its analysts are encouraged to take a 
multi-disciplinary approach to assessing security concerns 
for New Delhi. 


Professionals in a Bureaucratic Backwater 


6. (C) Although the NSCS is staffed with many subject-matter 
experts (a resource lacking in many other parts of the GOI 
bureaucracy) 

few GOI officials seek postings there 

Menon echoed verbatim his assessment of the NSCS as a 
backwater 

second-rate people." (COMMENT: This assessment conflicts 


Aaron Underwood Chase -- Title: Fascell Fellow / Pol-Mil Officer -- Date of Birth: 17, January 1975 -- 
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with our experience in dealing with NSCS. End Comment.) 
Menon added the NSCS was too small 

NSA JN Dixit (\"who minimized the importance of the NSCS\") and 
former D/NSA Satish Chandra (\"who did not understand the 
concept of staffs\") for having turned the NSCS into a 
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\"backwater.\" 


7. (C) One reason the NSCS has become so poorly regarded 
within the GOI may be its lack of glitter when compared to 

the \"prestigious\" Indian Administrative Service and Indian 
Foreign Service. The NSCS is less than a decade old and 
shares with several other GOI agencies 

National Commission for Minorities 

busy street corner near central New Delhi. This contrasts 
with the four \"power ministries\" (External Affairs 

Home 

boulevard overlooking India Gate 

Minister\'s Office and Rashtrapathi Bhavan (the President\'s 
House) 

the GOI is known as a breeding ground for generalists; the 
NSCS\'s reputation as the home of subject-matter experts may 
perversely encourage bureaucratic mandarins to brand its 
staffers as clerks and technicians. 


8. (C) Sisodia acknowledged that the NSCS was victim of 
\"uneven development\" and positions there \"are not coveted 
but he added that the organization would over time accumulate 
sufficient prestige necessary to compete for top-notch staff 
with \"blue chip\" elements of the Indian bureaucracy. There 
are fewer perks for the NSCS than for other GOI agencies 
fewer opportunities to participate in meetings and 

negotiations than at most Ministries. 


NSCS\'s Impermanence a Hindrance 


9. (SBU) Menon publicly argued that for the NSCS to be 
effective 

careerists 

many of whom undoubtedly retain more interest and loyalty to 
their home ministries than to the NSCS. \"The core of the NSC 
was always supposed to be a National Security Staff 

of bright staffers from the armed forces 

scientists 

Delhi was unsure how much power they would retain and how 
much power the NSCS would gather 

of retaining power by retaining control over staffing 
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wrote. (NOTE: Sekhon was an academic who worked for the NSCS 
оп a contract basis. End Note.) 


10. (C) Dean of IndiaVs strategic community K Subrahmanyam 
echoed many of Joshi\'s and Menon\'s criticisms of the NSCS 
but added that much of the negativity in India surrounding 

the NSCS is fueled by politics and \"bureaucratic sour 
grapes.\" He did add 

a particularly weak element in the NSC system. (NOTE: The 
UPA government has to date not had to cope with an unfolding 
crisis situation like the December 1999 IC-814 hijacking that 
might have field-tested the NSC. The NSC potentially has a 
pivotal role under the GON's 2005 anti-hijack policy 

according to the limited Indian press reporting about that 
policy 

provide real-time support to the NSC in such an event. End 
Note.) 


Resources Taxed 


11. (C) Sekhon complained that 
2004 
This support function led to NSCS beginning to shift toward 
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short turn-around research and away from long-term analysis. 
The remainder of the NSCS\'s time was spent fulfilling similar 
duties for other GOI customers 

creation of the Subrahmanyam Task Force further strained NSCS 
resources 

Force as well 

analysis. 


Greater Foreign Policy Role than Before 


12. (C) One result of MK Narayanan becoming NSA after the 
death of his predecessor 

was a power shift from the MEA in favor of the NSCS. Under 
Dixit 

but with his passing and replacement by Narayanan 
Intelligence Bureau chief wrested some of that authority for 
NSCS 


Comment: Repository of Expertise 


13. (C) Embassy New Delhi\'s experience with the NSCS 


imary. The GOT has offered Turkey as an alternate debarkation point for Lebanon evacuees. Missic 


nly created Sierra Leone Avian Influenza Secretariat. The Secretariat presented the National Action F 
ik, Igor Kipman, at the Ministry of External Affairs. 2. (U) The Public Affairs Section is in the process « 
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conflicts with Menon and JoshiVs criticisms. We have found 
the NSCS to be better informed on complex issues than its 
counterparts elsewhere in the GOI. For example 

GOI cybersecurity POC was an Indian Navy commander who 
specialized in telecommunications and electronic warfare and 
was seconded to the NSCS; he has since retired from 
government service and now heads up Microsoft India\'s 
cybersecurity division. We view our other NSCS contacts as 
equally impressive 

is treated 

caste\" Indian ministries. 


14. (U) Visit New Delhi\'s Classified Website: 
(http://www. state.sgov.gov/p/sa/newdelhi/) 
PYATT 
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longer than other developing countries 

eight and nine months. For this reason 

macroeconomic effects of increasing government expenditures 
on prices and currency appreciation may not be fully felt 

until late fourth quarter 2006 and early 2007. By the time 

the macroeconomic environment begins to show signs of 
destabilizing consequences 

positioned to reverse course and rein in government spending 
leading to macroeconomic harm. 


NEW SOVEREIGN DEBT RATING 


7. (С) The IMF and EBRD representatives both told the 
Ambassador that Moody\'s has sent a sovereign debt rating team 
to Azerbaijan in order to obtain a second sovereign rating. 

In January 

The GOAJ is interested in a second rating in order to float a 
Eurobond offering in order to establish a benchmark. The 
EBRD representative noted that the lack of transparency in 
Azerbaijan would limit Moody\'s ability to rate the country 
higher than Fitch\'s rating. Economic Development Minister 
Babayev and Finance Minister Sharifov have both highlighted 
to Embassy interlocutors the governmentVs interest in a 
second sovereign rating. Citibank has assisted Moody\'s with 
its review in Azerbaijan 

offering by the GOAJ. (Comment: The Citigroup advisor 
working with the GOAJ on the Moody\'s rating was less 
pessimistic 

debt 

growing reserves and ability to service its debt. See 

septel.) 


ҒА), are threatening to resume the strike July 18. The teachers said at the time that their demands һ 


------ Summary ------- 1. (С) Zimbabwe Election Support Network (ZESN) chairperson Reginald Мак 
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WTO MEMBERSHIP 


8. (C) The Ambassador raised with the group the importance of 
WTO membership 

noting that these elements would be key to the Embassy\'s 
economic strategy. While all agreed on the benefits of WTO 
membership 

the GOAJ really just wants to \"belong to the club\" without 
actually abiding by the rules and reforming the economy. The 
EBRD representative added that Azerbaijan viewed 
international organizations as a means to win support for its 
side in the Nagorno-Karabagh issue with Armenia. In 
addition 

also to use it relations with the IFIs to gain \"legitimacy.\" 


DIFFICULT OPERATING ENVIRONMENT 


9. (C) All the breakfast participants agreed that Azerbaijan 

is becoming a more difficult environment in which to operate. 
They highlighted the lack of inter-ministerial coordination 
rampant corruption 

governmentVs increasing disinterest in conditionality in loan 
and financing terms. The new World Bank head 

holdout 

of Health 

and supportive of the Bank\'s programs. He noted that the 
Bank is moving away from IDA funding for Azerbaijan and 
moving towards the loans on IBRD terms. (NOTE: Тһе GOAJ 
generally has been supportive of the World Bank compared to 
other international financial institutions. This support may 

be due to the Bank\'s enormous lending plans in the country 
and the projects\' focus on large infrastructure (roads 
highways 

(judiciary and primary health care). 


10. (C) The EBRD representative noted that the Minister of 
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Finance has recently refused several EBRD loans based on 
\"negative pledge clause.\" He particularly noted a power 
generating station deal that the GOAJ now wanted to cancel 
based on this conditionality. While the EBRD representative 
personally understood the reasoning behind the refusals 
noted that all the IFIs included such language and that only 
as a group should remove it from lending conditionality. 

Both the EBRD and IMF representative opined that the GOAJ 
really only wanted to support the \"perception of engagement 
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with the IFls\" while really disengaging from their programs. 

The EBRD representative told the Ambassador that the IFls 
bring value added with project implementation and management 
and that the GOAJ is not interested in this aspect of 

financial assistance. 


11. (C) In addition 

the new Minister of Finance Samir Sharifov is an effective 
manager 

international community. (NOTE: Embassy does not fully agree 
with this assessment of Sharifov and believes that he has 
access to key individuals in the government 

President.) He added that V'other people!" are actually 
controlling the GOAJ and making decisions. Іп addition 
several of the IFl representatives noted that the attitudes 

of key officials in the GOAJ appear to be more nervous and 
less secure. Some officials are afraid to discuss 

potentially negative issues 

positive. This perception 

economic team\'s growing confidence and experience. 


CORRUPTION 


12. (C) Corruption remains one of the largest impediments to 
doing business in Azerbaijan. According to some of the IFI 
representatives the system in Azerbaijan is built upon 
corruption and without it 

that there are no cultural norms against corruption and no 
recourse to combat it. All Azerbaijanis depend upon the 
system since there is no credible alternative. The EBRD 
representative highlighted the \"punishment\" of Turkish 
electricity distributor Barmek for not participating in 

corrupt activities. 


13. (C) The EBRD rep also related to the Ambassador the 
difficulty of finding good private sector companies with 

clean balance sheets to finance and invest. He noted that 
GOAJ authorities 

many companies to under-report imports and kickback money to 
officials. He added that good companies were not being 
allowed to operate in Azerbaijan. Due to the poor business 

and investment climate 

after having invested USD 280 million in 2005 and USD 250 
million in 2004. 


COMMENT 


14. (C) While the problems cited by the IF ls are real 
of the IFIsV comments appear to reflect their growing 


Column 3 

unhappiness that their influence with the GOAJ is waning as 
oil revenues come on line. The waning influence of the IFls 
reinforces 

dialogue with the GOAJ on critical issues of economic policy 
reform and liberalization. 

DERSE 
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June 

privatization is necessary for its very survival. \"The question 

he remarked in an interview 

the means to carry out its mission (to provide public services) ina 
time of unprecedented rapid change.\" In an energy sector dominated 
by consolidating firms with ever larger economies of scale 
medium-sized GDF will need to find partners in order to meet the 
many challenges on the horizon 

prices 

infrastructure that will require 1.7 trillion euros worth of 

investment over the coming years. In French political circles 
Socialist Party has been violently opposed to the GOF-proposed 
measure which would reduce the state\'s stake in the company to 34 
percent (albeit with \"golden shares\"). However 

own UMP party are also hostile to the idea. French National 
Assembly deputies called July 19 hearings on the merger a 
\"mascarade\" and a campaign of \"disinformation\". Meanwhile 
parliamentarians continued to show reticence toward the deal. 
Popular daily newspaper Le Parisien labeled the issue a \"thorny 
case\" for the prime minister\'s office. Opponents have vowed to kill 
Breton\'s energy proposal during the legislative process with the 
addition of 50 

threat as undemocratic 

occurred in the past and promised that his allies in the majority 
would defeat any such effort. The bill goes before the National 
Assembly on September 7. 


3. (U) France is feeling the heat: During a heat wave over several 
days in mid-July 

reduce electricity generation at some of its nuclear power stations. 
As a result 

weather is being compared to a similar heat wave in the summer of 
2008 that claimed the lives of several thousand 

among Frances elderly. French health minister Xavier Bertrand 
attributed nine recent deaths to the heat. Normally a large 
electricity exporter 

electricity as the heat wave across Europe triggered high demand for 
power supplies. France is the largest net exporter of electricity 

in the EU 

importer 

electricity from abroad during a short period in mid-July to make up 
for its shortfall. Increased use of air conditioners and 

refrigerators 


atin Affairs Section. We additionally delivered the points on July 18 to Herberth Linder, Director in the 
//www.state.sgov.gov/p/eur/oslo/index.cf m WHITNEY 
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nuclear power stations in France 

demand. The 2 

equivalent capacity of two large nuclear stations. Analysts 
speculated that the power had come from Germany. EDF Chairman 
Pierre Gadonneix 

EDF to invest to ensure energy security. The firm plans to invest 

20 billion euros in distribution 

including a new generation European Pressurized Reactor in Normandy 
on which construction will begin in late 2006 or early 2007. For 
other future production investments 

on coastal plants 

inland plants. 


4. (U) France may allow return to regulated electricity prices: On 
July 19 

a parliamentary committee that he was ready to discuss allowing 
business customers to switch back to government regulated tariffs 
from 

Gadonneix said that he hoped to minimize the hit on EdF\'s balance 
sheet at a time when the company has to finance hefty investment in 
new power plants. \"It\'s important to find a balance between 
preserving our capacity to invest in plants and the concerns of 

small and medium sized businesses 

and are faced with strong increases in prices 

economic affairs committee hearing. The debate over France\'s 
two-tier power prices system is heating up because some lawmakers 
have threatened to reject the proposed privatization of GDF unless 
the government and EDF help lower the electricity bill of French 
businesses. Earlier in July 

he was ready to explore ways to allow business customers to return 
to regulated prices but insisted any amendment to current rules 
would have to be sanctioned by European Union antitrust authorities. 
Large industrial customers won the right to choose their power 
supplier in 2000. At the time 

rescind their long-term contracts with EDF because market prices 
were at 17 euros a megawatt-hour 

government-regulated prices. But market prices have climbed 
steadily because of shrinking spare capacity in Europe and since 
2003 have been consistently above regulated prices 
energy-intensive industries heavily pressured by costs. Prices rose 
further in 2005 with the introduction of greenhouse gas emission 
surcharges in France and across Europe. 


5. (U) Areva CEO in India eyeing future nuclear power deals: French 
state-owned company Areva 

nuclear reactors and provider of nuclear fuel-cycle services 

it would make energy-hungry India one of its \"first priorities\" once 
the Indo-US nuclear deal is finalized. India currently produces 

about 3 

generation from nuclear power. \"As soon as the international 
framework will allow it 


16 9 Nissan\'s District Advisory Council (DAC) described the difficulties facing the IDPs in the area, nc 
Office Director for the Vice Ministry of North American and Multilateral Affairs, on July 17. Poloff prov 
|. (C) Poloff met with Yaneth Arocha, Office Director for the Vice Ministry of North American and Mul 
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priorities 

New Delhi on July 20. Her statement comes in the wake of an accord 
on technology-sharing to develop civil nuclear energy signed between 
India and France during a visit here in February 2006 by President 
Chirac. Areva already has a presence in India through power 
transmission maker Areva T&D India Ltd. 

to reap the benefits of U.S.-India civilian nuclear cooperation 

pact. India clearly wishes to promote its own home-grown technical 
expertise 

Areva\'s strategy involves \"fully recognizing the existing competence 
and know-how of Indian industry.\" Moreover 

expect that a significant share of an VEPR reactor\' will be 
manufactured here. And there is a potential to source in India some 
components to other international markets 

next-generation European Pressurised Reactor. Lauvergeon denied 
that any deals had already been sewn up before the conclusion of the 
India-US agreement. \"We have no agreement in the nuclear (field) 
with India or Indian companies ... because we are not allowed to ... 
we are waiting for the international green light 


6. (U) Michelin highlights future of transportation and energy 
challenges: A conference on sustainable mobility 

Challenge Bibendum 

note for the future of road mobility. Sponsored by Michelin 

five-day event involved some 2 

challenges of road mobility 

technological advances to improve safety. It also addressed energy 
supply security and diversification 

protection and road safety in view of the expected doubling of the 
worldWs vehicle population in the next 25 years. The 2006 Challenge 
Bibendum brought together every form of automotive energy 

type of technology and every kind of vehicle - whether on two 

three 

Patrick Oliva 

fuels that participated in the past Bibendums have demonstrated big 
improvements in terms of performance and actual road use this year. 
According to conference organizers 

running on clean energy that participated in the rally survived more 
than 200 kilometers of varying road and traffic conditions in Paris 
without problems. Oliva said 

individuals can use as everyday rides in the near future. They have 
improved a lot in terms of speed 

Ecology Minister Nelly Olin visited the conference 

that \"All credit should be given to the Michelin initiative as it 

truly helps to reduce automobile pollution. Obviously 

time but knowing that a multitude of solutions exists is rather 
reassuring.\" 


Stapleton 
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delegation to Libya soon 


ARTICLES: 


(1) Emperor Showa\'s words from Tomita memos (Part 1): Unpleasant 
feeling toward war described in careful language 


NIHON KEIZAI (Page 39) (Abridged slightly) 
July 21 


Former Imperial Household Agency Grand Steward Tomohiko Tomita\'s 
diaries and notebooks portraying Emperor ShowaWs strong displeasure 
with Yasukuni Shrine\'s decision to enshrine Class-A war criminals 
along with the war dead contained many words of the emperor 

not at liberty to express his candid views on such subjects as the 

war and paying homage at the shrine. By sharing with Tomita his 
memories of the late Prime Minister Reijiro Wakatsuki 

alluded to his difficult position that he was not allowed to speak 

from his heart. 


The memorandum dated May 9 


VI often recall memories of Prime Minister Wakatsuki. He used to 
say 

reflect the US Congress\' drawbacks and the Japanese parliament\'s 
negative aspects.Y He always avoided criticizing and blaming other 
people as much as possible. | often asked him about his hardships in 
early years of the Showa Period 

mostly talked about his experience of offering government bonds in 
London in his early days during the Russo-Japanese War.\" 


Prime Minister Wakatsuki refers to Reijiro Wakatsuki 

twice as prime minister before World War ΙΙ. The first Wakatsuki 
administration experienced the banking crisis in 1927 

second administration the Manchurian Incident in 1931. Although when 
Emperor Showa had questioned Wakatsuki is not clear 

seems to have tried to learn the prime minister\'s difficult 

experiences. 


The emperor also said to Tomita: 


\"Now 

feel about the war and ask me questions about responsibility for the 
war 

around. That\'s why | talk about my trip to Europe 

of fun.\" 


Emperor Showa last visited Yasukuni Shrine in November 1975. Class-A 
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war criminals were enshrined at Yasukuni in 1978 
stopped visiting there without offering any official reason. 


The April 28 

with the enshrinement of Class-A war criminals was preceded by his 
feelings about the war in response to a question in a press 
conference held ahead of his birthday (April 29). The annual 
birthday press conference was a rare opportunity for the emperor to 
announce his views. The memo clearly tells that the emperor used 
extremely measured language. 


In the birthday interview 
major war is the worst memory.\" He later explained it this way: 


VI wanted to express my unpleasant feeling in response to a question 
asking about my sentiments regarding the war. | used the word 
VdislikeV in indirect reference to (cabinet ministers\') comments on 
Yasukuni and China 


On the August 15 end-of-the-war anniversary in 1985 

Minister Yasuhiro Nakasone visited the shrine in his official 

capacity. Such countries as China and South Korea reacted furiously 

to the visit. Cabinet ministers\' statements on the responsibility 

for the war and Yasukuni Shrine caused much controversy in 1988. The 
emperor apparently tried to answer the question without directly 
commenting on the ministers\' statements. 


Tomita\'s diary had this entry under July 23 

have been called quite often to report to the emperor regarding 
Yasukuni 

believed to have spoken his mind to Tomita 


(2) Editorial: Enshrinement of Class-A war criminals along with the 
war dead -- Emperor Showa\'s remarks carry special weight 


ASAHI (Page 3) (Full) 
July 21 


Fourteen Class-A war criminals 

Hideki Tojo 

Emperor Showa had visited the shrine eight times after the war 
stopped coming after that. 


It was discovered that then Imperial Household Agency Grand Steward 
Tomohiko Miyata wrote down the words of Emperor Showa that were 
spoken from the heart. His memorandum noted that the Emperor 
expressed his displeasure about the enshrinement of the Class-A war 
criminals together with the war dead. He was quoted as saying. 
\"That\'s why | have not paid a visit since then. ThatVs how | feel in 

my heart.\" 


= 1. Statistics released by the Central Bank of Sudan (CBOS) show that b 
=GR). Safie was nominated after his predecessor, Belasario Artiga, failed to garner enough support fc 
Jislation on Friday July 14th in a unanimous 72-0 vote. Three amendments were made to the origina 
int is portraying as a major success its presentation to the EU of its &Action Plan8 for completing coo 


TO ACHIEVE STRUCTURAL REFORMS (FIRST OF THREE-PART SERIES ON MEXICAN FEDER 
AND CHALLENGES - A BANK OF MEXICOVS VIEW Classified By: Economic Minister Counselor V 
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It is now clear that Emperor Showa stopped visiting the shrine 
because of the enshrinement of Class-A war criminals along with the 
souls of the war dead. 


The father of the chief priest of Yasukuni Shrine who decided to 

honor the Class-A war criminals was then Imperial Household Minister 
Yoshitami Matsudaira. The memo included the emperor\'s remarks on 
him: \"I thought Matsudaira had a strong aspiration for peace. He was 
the child that did not understand the parent\'s mind.\" 


Emperor Showa probably thought that had he visited the shrine that 
honors Class-A war criminals 
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Japan that was reborn as a pacifist nation. 


We think that the emperor 

the people\" under the new Constitution rather than just the emperor 
himself 

We want to give special weight to the fact that he independently 
made that judgment even before China and other countries made an 
issue over the enshrinement of Class-A criminals together with the 
war dead. 


Emperor Showa was the supreme commander of the Japanese Army and 
Navy before the war. He sent many soldiers to battlefields in his 

own name. The feelings of soldiers killed during the war toward the 
emperor may vary greatly. The emperor wanted to visit the shrine and 
console the souls of the war dead 

natural feeling. 


He probably thought that it was another matter to enshrine together 
with the war dead those senior military officers and politicians who 

had planned and launched the war. The emperor was quoted as saying 
\"Class-A war criminals were enshrined together with the war dead 
even including Matsuoka and Shiratori.\" The memo evokes the 
impression that he was angry with former Foreign Minister Yosuke 
Matsuoka and former Ambassador to Italy Toshio Shiratori 

promoted the Tripartite Pact among Japan 


It had long been known through testimonies by his aides that Emperor 
Showa had expressed his displeasure with the enshrinement of Class-A 
criminals along with the souls of the war dead. 


And yet 

Yasukuni was really not the reason why he had stopped visiting the 
shrine has been floated a number of times by those who favor 
honoring war criminals at the shrine. Their position is that when 


зе ой accord to import diesel supplied by PDVSA, Venezuela\'s state-owned oil company, as a means 


> paragraphs 2 and 3. 2. Action request: Embassy requests the Department assist in conducting a L 
‘gions. We would like to invite up to 10 officers from the Department, USAID, NSC and other posts tc 
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Prime Minister Takeo Miki visited Yasukuni in 1975 in his private 
capacity 

shrine should be considered as a visit in his public or private 
capacity 

should be viewed in this context 

it last August. 


Such a claim was unreasonable from the beginning. The remarks of 
Showa Emperor unveiled through then Grand Steward Tomita will bring 
such an argument to an end. 


The present Emperor has never visited Yasukuni Shrine. Even if he 
wants to offer condolences to the war dead 
so at Yasukuni Shrine as it exists now. 


There is the need for a place where anybody can offer condolences to 
the victims of the war. It is a question to which we Japanese must 
find an answer 

Emperor Showa\'s remarks point that out. 


(3) Editorial: Emperor Showavs feelings should be respected 


NIHON KEIZAI (Page 2) (Full) 
July 21 


It has been revealed that Emperor Showa (Hirohito) expressed his 
strong displeasure at the enshrinement of Class-A war criminals at 
Yasukuni Shrine. According to a memorandum written by then Imperial 
Household Agency Grand Steward Tomohiko Tomita (now deceased) 


TOKYO 00004084 004 OF 007 


emperor told Tomita: \"That is why | haven\'t visited the shrine since 
then. That is my feeling.\" The late emperor made his final visit to 
Yasukuni in 1975. The highly reliable historical documents have 
revealed for the first time how the emperor felt about the 
enshrinement of Class-A war criminals. 


There has been a heated debate over Prime Minister Junichiro 
Koizumi\'s visits to Yasukuni Shrine. In addition 

damaged Japan\'s relations with China and South Korea 

bilateral summits being suspended. Following this new revelation 
Japanese people should discuss the Yasukuni issue in a cool-headed 
manner and try to resolve it without being affected by the opinion 

of other countries. 


Persons connected with the Imperial Household Agency were quoted as 
saying that the emperor stopped visiting the shrine because he was 
unhappy with the enshrinement of Class-A war criminals. But those 
supportive of the prime minister\'s visits to Yasukuni Shrine 


Maurtua оп 7/18. Maurtua said һе had seen nothing from his UN Mission on the subject. Не said th. 
Ministry\'s Multilateral Relations Directorate. Carranza said Guatemalan ratification of the Optional P 


JECT: PARAGUAY: BCP PRESIDENT BLOCKING HSBC PURCHASE OF LLOYDS BANK REF: AS 
2 travel to St. Lucia, July 24-28, for the purpose of assessing security conditions, conducting U.S. air 
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strongly rejected that idea. Some assert that since Prime Minister 
Takeo Miki paid homage at Yasukuni in the capacity of a private 
citizen 

destroys the basis for this argument. 


The emperor\'s expression of strong displeasure reflected his 
profound remorse regarding the past war 

maintain global peace and to keep faith with other countries 
including the United States 

feelings must be respected. 


Emperor Showa stopped visiting Yasukuni Shrine following the 
inclusion of Class-A war criminals in the list of war dead honored 
there in 1978 

Despite his advanced age 

service for all the war dead every year and expressed his sorrow and 
desire for peace. 


It is reasonable to offer our deep condolences and appreciation to 
the war dead. In this respect 

should not be denied. But it is also true that it is difficult to 

obtain understanding both inside and outside the nation regarding 
the enshrinement of Class-A war criminals. Japan must keep in mind 
that public opinion in the US and Europe 

China and South Korea 

criminals at Yasukuni. 


Prime Minister Koizumi says that Yasukuni is a matter of the heart 
but the issue is not so simple. We keenly hope that Prime Minister 
Koizumi and other persons concerned will behave in an appropriate 
manner while taking seriously the historical background behind the 
late emperor\'s feelings. 


(4) Perilous provocation -- North Korea missiles: Abe played leading 
role 
and US 


NIHON KEIZAI (Page 2) (Full) 
July 20 


Hiroshi Maruya 
\"Don\'t do anything that will put Prime Minister Junichiro Koizumi in 
a predicament.\" US President Bush gave only this instruction to his 


staff before they engaged in diplomatic horse-trading at the United 


TOKYO 00004084 005 OF 007 


Nations over North Korea\'s missile tests. 


9), a U.S. citizen, was forcibly taken from his car at a stoplight near the town of Villanueva, which is Ic 
portadora de Armas Martin Armar on July 14. The business is located in the basement of a private г 
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Following this instruction 

Security Affairs Hadley played his part in the White House. Hadley 
traveled with the president from Washington to Germany to Russia. 
Getting Chief Cabinet Secretary Shinzo Abe\'s cell phone number from 
a concerned official 

between Hadley and Abe was the \"hot line\" between the Prime 
Minister\'s Official Residence (Kantei) and the White House. 


On the morning of July 14 
was held among three officials: Hadley 
Secretary of State Rice 


SIPDIS 

then in New York. Referring to a resolution submitted to the UN 
Security Council (UNSC) 

the resolution to a vote to your judgment.\" Then Hadley confirmed 
that Japan and the US would work together. Immediately before this 
conference 

two discussed how to handle the UN Charter\'s Chapter 7 

to which means to impose sanctions. Hadley again contacted Abe to 
convey to him the US administration\'s final position that was 
determined on the basis of what Abe and Schieffer had discussed. 


Ambassador Bolton is known for his tough stance 

ambassador to the UN 

control. In contrast 

the importance of international cooperation; as a result 

language \"sanctions\" disappeared (from the resolution). Around 
then 

delicate relationship between Secretary Rice and Ambassador Bolton 
may affect the fate of the resolution.\" The role played by Hadley 

was to unify the Bush administration\'s view and negotiate with 
Japan. 


While letting Japan lead negotiations in the UN 

administration kept close attention on China\'s moves. On July 10 
when the adoption of the resolution was put off 

\"China is saying 

North Korea.\' Let give a chance for China to do 5ο.” The idea was 
viewed as a tactic to make China more responsible for North Korea. 
While setting the deadline for the adoption of the resolution at 

just before the start of a US-China summit meeting 

adamantly stuck to Chapter 7. This was intended in order to see 
China\'s reaction. 


According to the Ministry of Foreign Affairs (MOFA) 

no hot line in the past between the Kantei and the White House. The 
hot line was put in motion by Hadley\'s first congratulatory phone 

call to Abe to express congratulations on his assumption of the post 
of chief cabinet secretary. Last year 

deputy secretary general (of the Liberal Democratic Party) 


“to provide secure shelter and assistance to trafficking victims in Slovenia. In June 2006, Karitas took 
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with Hadley. This spring 

arranging a meeting between the Japanese abductee Megumi Yokota\'s 
mother and the president. 


Once the North Korean issue came under the direct control of the 
White House 

table with the US. Hadley thus can make contacts with Abe via the 
cell phone wherever he may be on the globe. This in part reflects 
the White House view that Abe is a powerful candidate to succeed 
Prime Minister Koizumi 

Abe are both in charge of foreign policy coordination. 


TOKYO 00004084 006 OF 007 


\"It was of great significance for the resolution to be unanimously 
adopted by the UNSC. This is proof that Japan and the US have 
maintained the solidity of the alliance. We have been able to come 
to this point thanks to Chief Cabinet Secretary Abe\'s leadership.\" 
Yesterday evening 

him in that way. Abe told Schieffer: \"| am thankful for the close 
cooperation of Presidential Assistant Hadley and other officials 
involved.\" 


The true value of this sort of the Japan-US hot line will be tested 
in terms of how it will respond to the changing international 
situation 


(5) METI eager to spread \"Hinomaru oil\" projects and will send 
delegation to Libya soon 


SANKEI (Page 2) (Full) 
July 18 


Focusing on a number of unexplored oil fields in Libya 

high expectations of that nation as a promising oil supplier in the 
future. The Ministry of Economy 

aim of strengthening bilateral relations with Libya 

dispatch a delegation of senior officials to that country shortly. 
Libya introduced an international open bidding system for oil 
concession rights last year. The third bid has been planned for this 
fall. Japanese oil development companies and trading houses are 
eager to participate in the bid. МЕТІ is willing to construct а 
system to offer indirect support for private firms\' efforts to 
increase the ratio of \"Hinomaru oil\" (independently developed oil 
supply) through the planned visit of its senior officials. 


Meeting with METI Minister Toshihiro Nikai on July 13 
Libyan National Oil Corp. Chairman Shukri Ganem said he expected 
Japanese firms to participate in the bid by Japanese firms. In 


i Summary: The flare-up between Israel and Lebanon has impacted stock and foreign exchange (FX 
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response 

vice minister or the Natural Resources and Energy Agency director 
general 

eagerness.\" 


METI came up with the nation\'s new energy strategy this May 

calls for raising the ratio of Japan\'s independent oil development 
from the current 15% to 40 as part of efforts to revise up its 

energy security. Although Japanese firms acquired concession rights 
for the Azadegan oil field in Iran in 2004 

looming large over the feasibility of the development due to the 
negative effect of Iran\'s alleged nuclear development. Given this 

the government needs to be hurriedly seek oil-exploitation rights 

for other oil fields. 


The energy agency is going to make arrangements for the public and 
private sectors to take a joint approach to oil-producing countries. 

An official of the Oil and Natural Gas Development said: \"Keeping 
favorable relations with oil producers will result in assisting 

private firms.\" 


Libya is situated on the western side of Egypt and has about 39 
billion barrels of underground deposits of oil in 2004 

the 9th place. Western countries had slapped economic sanctions on 
that nation for its alleged development of weapons of mass 
destruction 

May in response to its disbandment of its development program. 
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From Japan 

took part in the second bid held in October of last year. As a 
result 

Exploration Co. 

acquired concession rights for six oil fields out of 26. Each 
company is willing to also become successful bidders in the next 
bidding. 


The Libyan government expects Japanese firms to join projects to 
construct plants to manufacture oil petrochemical products and offer 
technology 

commented: \"We would like to offer cooperation in a wide range of 
areas 


SCHIEFFER 
72099 
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well as a controversy over elections to the PIC last November 


‘oject proposal for INL Bureau funding contained іп ref A. We continue to support our initial request о 
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drew official 

indications that radical sentiments have found a foothold in the 
north. 


8. (SBU) Although a majority of Muslims in rural areas are poor 
farmers with little education 

with an internationalist outlook. The Consul General met Pam 
Kannaporn Akrapisan 

University\'s International Affairs Department 

interpreted for the 2005 Muslim speaker program. Kannaporn 
studied at Western Michigan covers her head 
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and is agitating for a Muslim prayer room at Payap 
institution. 


9. (U) Concerned by anti-Muslim comments she overheard in a 
Chiang Mai book store one day 

letter last year to both English-language papers in Bangkok. 

Her article asked Muslims to \"set a good example and show 
society what we are really about\". She also told the head of 
government \"you are going the wrong way\" and suggested sending 
educated Islamic gurus to the south rather than \"troupes of 

movie stars and celebrities.\" 


10. (SBU) Kannaporn told the CG how important it is to show 
young Thai Muslims that Muslims in the US can go to mosque 
halal food 

Department\'s publication on V'Muslim Life in America\" and urged 
that the Consulate host more speaker programs and offer youth 
exchanges. 


Why is it hard for Muslims to get visas? 


11.(U) Audiences at Imam Rahmat\'s four programs in northern 
Thailand drove home the desire for U.S. help in improving 
educational opportunities for their children. At the 

conclusion of the final presentation in the border town of Mae 
Sai 

microphone to answer three questions: what will the U.S. do to 
assist exchanges 

community 

Fortunately an AFS student applicant - a high school girl who 
had been selected to introduce the Imam in English -- presented 
one route to the goals that the mosque leader presented. 


12. (u) Comment: Chiang Mai\'s well-integrated Muslim community 
offers a moderate Muslim model for the area. The recent 


IONS REF: А) 2005 PRT WEEKLY - DECEMBER 10 B) KABUL 3090 1. (SBU) Summary: On July 


ABABA 1736 1. (SBU) SUMMARY: African Union planners state that USD 440 million will be needed 
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northern tour by Thai-speaking American Imam Rahmat showed 
widespread interest in even rural communities about how Muslims 
live 

Greater U.S. Government attention via exchange programs would 
pay dividends in Thailand and the region in demonstrating the 
values of an ecumenical 

by side with other religions. 

SIGNATURE 
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in Dubrovnik. Grabar-Kitarovic was joined by MFA State 
Secretary Hidajet Biscevic 


SIPDIS 

Neven Jurica 

and MFA advisor Betty Pavelic-Sirois. A/S Fried was 
accompanied by DCM (notetaker). Following the 
Grabar-Kitarovic meeting he had a brief pull-aside with PM 
Ivo Sanader 


Serbia/Kosovo 

3. (C) Assistant Secretary Fried began the meeting by noting 
his concern about Serbia and Kosovo. PM Kostunica has been 
told clearly (though in private only) that Kosovo will become 
independent 

will be unacceptable. He noted that the Serbs seem to be 
misreading Russia 

about Kosovo because of its interest in the precedential 
implications its independence might have for South Ossetia 
and Chechnya. Our message to Pristina is that it has to 
demonstrate that Kosovo needs to earn responsibility and 
statehood 

Belgrade is to stop holding on to the past. We will not ask 
Belgrade to explicitly agree to an independent Kosovo 

noted; but we do expect Serbia will not behave in a 
disruptive fashion. Serbia potentially has a better future 

than the Serbs realize; the USG wants Serbia to feel that it 
has a valid European future. Milosevic lost Kosovo 

Tadic and Kostunica; the current government needs to find a 
way to blame Milosevic. 


4. (С) FM Grabar-Kitarovic agreed that the psychology of 

ignoring reality was a real problem in Serbia. She noted 

that Kostunica was disappointed with the results of the 
Montenegro referendum - he and FM Draskovic thought the \"yes\" 
vote would not pass 55 percent. Loss of Kosovo will be 

harder for Serbs to accept than the loss of Montenegro. The 
international community must facilitate between Pristina and 
Belgrade 


July 27, 2006 to August 8, 2006 to review source conditions, conduct field investigation, and author : 
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help it remain in power. With all its faults 
Serbian government is the best the country has had yet. 


5. (C) Croatia is not worried about another war with Serbia 
Grabar-Kitarovic noted 

Croatia some Radical Party members have expressed. 
Nevertheless 

setback for Serbia and the region. Croatia is concerned that 
Kostunica is thinking of engineering a Radical-led government 
to take the blame for the loss of Kosovo. If Kostunica is to 
remain in power 

him. 


6. (C) Croatia does not believe the move toward Kosovo\'s 
independence should proceed too quickly - it is concerned 
about the rise in popular support of the Radical Party 

will continue to grow as the Kosovo issue comes to a head. 
One option is to slow down the status process 

to write a new constitution 

new democratic government. A/S Fried 

strongly that the timeline on Kosovo status resolution should 
be altered - slowing down the process will not provide any 

real benefits; suspending status talks until there is a new 
government in Belgrade would guarantee that there would be no 
new government in Belgrade for a year. The region cannot be 
hostage to Serbian politics 


7. (С) State Secretary Biscevic said that the active 

bilateral relationship between Croatia and Serbia 

their joint participation in the Southeast Europe Cooperative 
Process (SEECP) gave Croatia an opportunity to be a valuable 
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partner in resolution of the Kosovo issue. It has an 

effective dialog with both Kostunica and President Tadic. He 
noted that Prime Minister Sanader would be in Belgrade on 
July 21. 


8. (C) A/S Fried and Grabar-Kitarovic agreed that Kosovo 
status should not be linked with issues in Bosnia-Hercegovina 
or anywhere else. There is no \"precedent\" in the Kosovo 
situation for any other issue. They agreed our governments 
should remain in touch on Kosovo status issues. 


Standards 

9. (C) Grabar-Kitarovic expressed concern that the standards 
process has not moved forward recently. A/S Fried replied 
that it was important for the Kosovo leadership to do more; 


approach to preparing for inevitable transition to take place іп Cuba after Castro. Vandriessche ackn 
to the U.N. his last post, expressed Belgium\'s desire to see Guatemala win the bid. He felt the cam 


JRMATION: A. Name: MOHAMUD, Honey A. (female). В. Grade 6/2 C. Consular Section Chief is 
hat the Iranians canceled the planned meeting at their initiative, telling New Delhi that the developing 
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independence would not be a gift 

does need to do more 

Kosovar Serbs from moving forward 

are not the only problem; Belgrade needs to allow the Kosovar 
Serbs to negotiate a good deal with the Albanians. 


Croatia/NATO 

10. (C) A/S Fried said he appreciated all that Croatia has 

done recently to become a security provider. NATO membership 
has brought with it obligations 

guarantee. After the Riga NATO Summit he hoped the 
government would do a better job of explaining to Croatians 
what NATO means and brings. 


11. (C) Grabar-Kitarovic said that recent visits by NATO 
international staff and officials of NATO member states have 
been very helpful in educating the public. Biscevic said 

that once there is a clear prospect for Croatia\'s NATO 
membership Croats will support it more. He also noted the 
importance that all of Croatia\'s political leadership of all 
mainstream parties agree оп Croatia\'s future in NATO. 
Croatia\'s increasing level of cooperation with NATO and the 
EU was one of the best incentives for Serbian cooperation 
with the international community 


ICTY 

12. (С) A/S Fried asked how Croatia can support Serbia\'s 
cooperation with ICTY on the PIFWC issue; Kostunica has 
promised to arrest Mladic multiple times but has not 

delivered 

cooperation with the EU and NATO. He noted that Croatia had 
handled the political challenges of arresting its PIFWC (Ante 
Gotovina) very well. 


13. (C) Biscevic said that Croatia is actively consulting 
Serbia on the Mladic hunt; he thought Kostunica was serious 
in his desire to catch the fugitive 

serious challenges as well 

services and military. Grabar-Kitarovic said that one 
obstacle for Kostunica was the fear that arresting Mladic 
might lead to an assassination attempt against the prime 
minister. 


Pull-Aside with PM Sanader 

14. (C) A/S Fried asked PM Sanader to work with the USG to 
reach out to Belgrade and to Kosovar Albanians on Kosovo 
issues; he promised to keep the GOC informed about our 
progress on Kosovo. Sanader replied that Croatia would not 
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conduct a solo policy in the region; it would work with the 
USG and Europe to advance our joint agenda. In addition 
Croatia is already consulting with Serbia on PIFWC issues 
trying to give Serbia the benefit of CroatiaWs experience in 
the Gotovina hunt. He said he would travel to Belgrade on 
July 21. 


15. (C) Sanader expressed his desire for an early White House 
meeting with President Bush. 
BRADTKE 
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policy. Vice Premier Tsai Ing-wen told the Director she 

had lost hope of accomplishing anything substantial at the 
conference. Council for Economic Planning and Development 
(CEPD) Chairman Hu Sheng-cheng 

conference 

recommendations that he described do not represent a major 
breakthrough on cross-Strait economic policy. End summary. 


Week of Setbacks 


2. (U) The last week has seen a series of events that cast 
doubt on the possibility that Taiwan\'s Sustainable Economic 
Development Conference will result in any major 
breakthroughs in cross-Strait policy or other important 
economic issues. On July 13 

Christina Liu 

announced that she would not participate. Former President 
Lee Teng-hui and the Pan-Green Taiwan Solidarity Union have 
repeatedly objected to the possibility that the conference 
might result in further economic opening to the PRC 
especially proposals to relax the 40 percent limit on 
investment in the Mainland. On July 16 

reaffirmed the \"active management 

policy and said that the aim of the conference was not to 
relax restrictions on cross-Strait economic relations. In 
addition 

preparatory meeting for the conference that it would no 
longer pursue the goal of reducing the number of financial 
holding companies in half and would re-assess plans for a 
special international board for the Taiwan stock exchange. 


Tsai Losing Hope 


SIPDIS 


3. (C) A downbeat Vice Premier Tsai Ing-wen privately told 
the Director on July 19 that she had lost hope of 


ine Nugent, the papal representative in Hong Kong, told poloff that he did not expect any illicit Chines: 
i diamond export value has fallen 12.23% from the same period in 2005. This decline in export value 
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accomplishing anything substantial on economic policy at 

the conference. When the Director complimented Tsai\'s work 
with Premier Su Tseng-chang to quietly liberalize remaining 
cross-Strait economic restrictions 

work was important. She said at this point she and the 
Premier hoped nothing said or done at the conference would 
limit or restrict those efforts. She noted that the Deep 
GreensY desire to derail such efforts could make the 
conference rather raucous. 


Hu Still Cheering 


4. (C) Chairman Hu Sheng-cheng 

organizing the conference 

still hoped the conference would yield positive results. 

He noted that LY Member Christina Liu and LY Vice President 
Chung Jong-qi 

the conference preparations even though they would not 
actually appear at the event. He described their behind 

the scenes efforts as a way to support the conference while 
saving face for the PFP leadership that had asked party 
members not to participate. Liu even wrote an op-ed piece 
in support of the conference that appeared in the United 
Daily News on July 19. 


5. (C) Hu emphasized that Liu had been a key contributor to 
recommendations on financial policy. She formulated 
compromise language on opening the way for Taiwan banks to 
set up branches in the PRC and permitting PRC banks to open 
representative offices in Taiwan. In addition 

commented that the conference would likely recommend that 
Renminbi exchange be legalized in Taiwan after industry-led 
discussions with the PRC instead of waiting for a formal 
agreement between the two authorities. This recommendation 
echoes Liu\'s earlier efforts to amend Taiwan regulations 

that call for a V'currency settlement agreement" to require 
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only a V'currency settlement mechanism. V 


6. (C) Hu also described a likely compromise on the cross- 
Strait investment restrictions that limit Taiwan firms to 
investing no more than 40 percent of their capital in 
Mainland China. Hu said the conference would recommend 
that the restriction stay in place as a general rule 

investment beyond the 40 percent ceiling would be approved 
on a case-by-case basis. Pointing out that only a small 
number of Taiwan businesses had actually reached the 40 
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percent ceiling 

could effectively resolve the objections to the ceiling. 

(Note: Taiwan\'s Securities Exchange Commission recently 
announced that 140 listed companies had reached the ceiling 
on investment in China. End note.) The case-by-case 
approach would be consistent with the \"active management\" 
policy. Ministry of Economic Affairs Investment Commission 
officials have hinted since January that the \"active 
management" policy could lead to case-by-case flexibility 

on the 40 percent rule (ref A). 


Comment - Keep Expectations Low 


7. (С) Recent events and Tsai\'s pessimistic comments 
indicate that there re likely to be no major breakthroughs 

on cross-Strait policy at the conference. Hu must play the 
role of conference cheerleader. His optimism seems 
sincere 

wonWt be a radical departure from the \"active management\" 
policy. The results will almost certainly be criticized by 

the Deep Greens as going too far and the Deep Blues as 
accomplishing too little. As Hu observed 

surest sign that the conference struck an acceptable 
balance that approximates a consensus. Nevertheless 
these modest recommendations will represent movement in the 
right direction. The burden will then be on Su and Tsai to 
implement the meager proposals іп Taiwan\'s charged 
political environment. End comment. 

YOUNG 
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be adequately relayed to the public and transparent to the EU 
to reassure everyone of the preserved transatlantic essence 

of the alliance. Several representatives emphasized that the 
global partnership is meant for practical coordination 

creating membership in a \"global NATO.\" The new allies shared 
a common vision for NATO\'s future that included an emphasis 
on securing the entire Western Balkans within NATO 

an Intensified Dialogue with Georgia before the Riga Summit 
giving Ukraine a Membership Action Plan when merited 
further engaging Moldova. 


Countering Russian Assertiveness 


4. (C) Lithuania\'s Zygimantas Pavilionis expressed strong 
concerns about Russian behavior in the region 

preparations for a possible \"anschluss\" annexing Belarus 

high pressure aimed at replacing Georgia\'s leadership 

heavy hand in Transnistria. The entire group agreed that NATO 


лей that there is SIPDIS little Irish presence in Haiti and that the GOI would likely not be represented 
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needed to send a strong message on enlargement to encourage 
democratic movements increasingly under pressure in the 
region. They also urged that the Istanbul Commitments should 
not be redefined (as Germany had recently suggested) 

Russia should be given a strong message at the G8 summit 
regarding its behavior in the region 

should remain in place as a cornerstone of security in 

Europe. All urged that Georgia be given an Intensified 
Dialogue immediately 

thing\" for NATO 

Pavilionis said Russian President Putin clearly told Georgian 
President Saakashvili that Russia would not \"solve the frozen 
conflicts\" while Georgia \"heads west.\" Lithuanian 
representatives were also eager to see the West intensify its 
relations with Moldova and ensure the OSCE\'s principles were 
not rewritten by Russia. Most of the new allies made specific 
requests that energy security be included on the agenda of 

the Riga Summit. 


Engaging Serbia -- Key to Securing Balkans 


5. (C) All of the new allies stressed the need to engage 
Serbia before the end of the Kosovo Final Status Talks. 
Slovakia\'s Ambassador Miroslav Lajcak 

congratulated for playing a crucial role in organizing the 
Montenegrin referendum - the first peaceful transformation of 
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former Yugoslavia - argued 

mentioned that the EU is preparing a comprehensive package 
for Serbia 

consideration 

Partnership for Peace (PFP) membership. He also recommended 
no artificial barriers be placed on Montenegro\'s PfP 

membership as \"denying Montenegro\" would not \"help Serbia.\" 
Czech\'s Martin Povejsil added 

isolation.\" Slovenia\'s Bogdan Benko urged incentives to be 
offered to Serbia by developing concrete actions and 

projects. Romania\'s Ovidiu Dranga suggested NATO \"should be 
more flexible on Serbia.\" 


NATO Statement if North Korea Launches Missile 


6. (С) When Czech\'s Martin Povejsil raised the subject of 
North Korea 

should issue a statement of concern should North Korea launch 
a missile. Povejsil added that such a statement would fit in 


earthquake and tsunami to 525 dead, 383 injured апа 273 missing. Most observers expect the casu: 
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with NATO\'s global partnership by showing necessary support 
to Japan and South Korea. 


Eastern Europe Enhances Transatlantic Relationship 


7. (С) Volker recognized the new allies 

improving the transatlantic relationship between the EU and 

U.S. and the increasing depth and breadth of that 

relationship. He commented that some Central Europeans were 
beginning to take the lead in the EU on Cuba and had helped 
produced a more balanced view in advocating for democracy. He 
also commented on the EU\'s emerging more positive position on 
Venezuela 

voice is heard so that Venezuelan President Hugo Chavez 
cannot just blame the U.S. to conceal his own actions. PDAS 
Volker also provided a brief overview of issues regarding 
Afghanistan 

his country\'s future assumption of the lead role in Baglan 
Afghanistan 

mission. Estonia\'s Sander Soone cautioned that the common 
position on RussiaVs Istanbul commitments needed to be 
reconfirmed as some EU voices were casting doubt on the 
clarity of those commitments. He argued 

consent is very basic" and means the \"withdrawal of forces 

the host country doesn\'t want. V" 


Western Balkans Start to Show Solidarity 


8. (C) Political Directors from the Western Balkans joined 

the third session of the meeting 

Serbia 

membership 

help reinforce their efforts. Serbia\'s Bratislav Djordjevic 

said SerbiaVs two foreign policy priorities were to enter 
NATOVs PFP and conclude a stabilization agreement with the 
EU. He listed various reforms Serbia has been taking to reach 
those goals. The representatives from Croatia 

Albania sought definite signals at the Riga Summit on their 
NATO accessions based on each country's demonstrated hard 
work. Croatia\'s Damir Kusen also suggested Serbia 
Bosnia-Herzegovina 

to further enhance regional cooperation toward Euro-Atlantic 
integration. He offered this in addition to PFP 

also urged \"not as a reward 

countries for membership." Several of the new allies 
commented on such emerging regional cooperation as the 
Adriatic Charter as a V'good sign\" for successfully securing 
the entire Balkans within Euro-Atlantic institutions. 


if Foreign Affairs Rashit Meredov called іп Charge at 1500 (local) to inform her President Niyazov һас 
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and principles. Mazeiks termed it a \"qualified yes\" while 
Henins said that Vike-Freiberga was clear in a tete-a-tete 
with Nazerbayev that he needed to implement further reforms 
at home. Both suggested that Latvia would be willing to drop 
their support if the human rights and democracy situation in 
Kazakhstan deteriorated. 


6. (U) The leaders also discussed educational exchanges. 
Nazerbayev was especially interested in getting Kazakh 
students to the Riga Business School 

USAID-funded project and operates in affiliation with 
SUNY-Buffalo. 


7.(C) The Latvians were especially pleased that Nazerbayev 
agreed to visit the Occupation Museum 

Latvia\'s struggles under Nazi and Soviet rule. According to 
another source on President Vike-Freiberga\'s staff 
Nazerbayev overruled his staff 

upsetting Moscow 


8. (C) Comment: The Latvians are genuinely pleased with the 
visit 

the two countries. While a bit uncomfortable with his 

political record 

getting the economic deals. The key 

Russian reaction. The Latvians hope Nazerbayev can carry the 
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water in Moscow to get the necessary transit rights. 
Bailey 
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of the soldiers before implementing a cease fire would only 
result in more civilian deaths. Hamid also stated that 

Malaysia is willing to send peacekeepers to the area. 
Ambassador LaFleur replied that the U.S. had conveyed to the 
Israelis that while they have the right to defend themselves 
they also need to avoid civilian casualties and urged the GOM 
to encourage Hezbollah\'s and Hamas\' backers to cease their 
attacks. Hamid stressed that although Malaysians were 
concerned about the Middle East situation 

security problem with respect to the Secretary\'s security 
during her July 27-28 visit to Kuala Lumpur and he was 
personally looking forward to meeting with her. END SUMMARY. 


losely together to advance UNESCO capabilities to provide effective programs for Africa through all « 


, Egypt has been providing 5 megawatts of emergency supply to Gaza, with plans to increase supply: 
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2. (C) Foreign Minister Hamid said he had requested a 
meeting with Ambassador LaFleur in order to express his 
governments concern about the situation in the Middle East. 
Malaysia believes that the U.S. has a unique role to play in 
the current crisis 

belief among Muslim countries that Washington is not doing 
enough to achieve a cease fire. A cease fire needs to be 
established immediately 

to be released will just prolong the conflict and result in 
further civilian deaths 

everybody recognizes the right of self defense 

self defense must be seen to be proportionate 

responses to the kidnappings of its soldiers have exceeded 
the level of the original provocations. As Chairman of both 
the NAM and the OIC 

justice and reasonableness and urged that the U.S. get both 
sides to call a cease fire as soon as possible. 


3. (C) FM Hamid said he was not only concerned about the 
Palistinians 

East. He said that the Secretary of the Arab League had 
recently told him that there\'s a feeling among Arab countries 
that no-one cares about ending the crisis. He worried that 
\"extremist organizations will have a recruiting field day;\" 

that they would take advantage of the situation to create 
further instability 

efforts to resolve the crisis. Hamid commented that the 
Quartet by itself is unable to resolve the crisis and that 

the UNSC needed to be seized with the issue. He added that 
Malaysia was willing to take part in a \"stabilizing force\" 
should the situation warrant it 

U.S. to help stop the bombing and \"get the parties together.\" 
He cited press reports claiming that the U.S. had given 
Israel's campaign a \"green light." \"Nobody supports 
terrorism 

the Israeli response puts us in a difficult position 

need the U.S. to act.\" 


4. (C) Ambassador LaFleur replied that the U.S. had 
conveyed to the Israelis that while they have the right to 
defend themselves 

casualties. It was apparent 

fellow OIC members 

responsible for the crisis because of their encouragement and 
support for Hezbollah and Hamas. The Ambassador stressed 
that we needed not only to address the crisis but to address 
its causes as well 

He urged the СОМ to encourage Hezbollah\'s and Hamas\' backers 
to stop supporting violence and to contribute to a 

resolution. Secretary Rice is fully engaged in the effort to 


inclusion of the Brussels pledging conference. 2. The full text of the letter follows: (Begin text) Join! 
the information to his superiors but could not predict whether Russia would provide any assistance tt 
Para 2 presents the notes of the U.S. Observer. Noteworthy is that the Sudanese Government appar 


inute farewell call. The meeting was also attended by the MOIVs Deputy to the Special Assistant on | 


)peration Team SD 06-44 R55 to travel to The Netherlands from July 24 - August 10, 2006 for the pur 
| bilingual (German-Slovenian) town signs in the southern state of Carinthia has fallen short. The Chi 
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resolve the problem 
of the U.S. effort would be clear in the days ahead. 


5. (C) FM Hamid concluded the meeting by stating that while 
Malaysians were concerned about the Middle East 

groups could not operate in Malaysia 

security problem for the U.S. in general 

in particular. The Ambassador informed the FM that the 
ruling party\'s youth wing had organized a demonstration in 
front of the Embassy for that afternoon. The Foreign 
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Minister 

demonstration had no government support and reiterated that 
there would be no problem for the Secretary during her visit. 
He was very much looking forward to meeting her in Kuala 
Lumpur. 

LAFLEUR 
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Integration and Harmonization of Regional Economic 
Communities (RECs).V For the United States 

partner (i.e. non-member) 

however 

Officer on the margins of the Summit and from final 
decisions 

included a civil society declaration on the APRM and other 
governance issues; a decision to extend the deadline for 
integrating NEPAD into the AU to January 2007; adoption of 
a Declaration on the 25th Anniversary of the African 

Charter on Human and Peoples\' Rights; a decision to allow 
former Chadian president Habre to be tried in Senegal 
rather than Belgium; and consolidation of the African 

Court on Human and People\'s Rights 

Justice of the African Union 

of Justice and Human Rights. The AU Summit also adopted 
an African Youth Charter. Libyan opposition to language 

on governments that came to power through coups prevented 
the Summit from adopting a proposed African Charter on 
Democracy. END SUMMARY. 


CIVIL SOCIETY FORUM OUTCOMES 


2. In advance of the July 2 AU Assembly of the Heads of 
State 

countries met in Banjul from June 26-28 to discuss ways of 
improving compliance with commitments made under African 
Union treaties 


s Research Center official Lawrence Lemke to travel to The Netherlands from July 30 - August 4, 20( 
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Peer Review Mechanism (APRM). The participants reached 
the following conclusions in relation to: 


--African Peer Review Mechanism: The CSOs welcomed the 
APRM as a useful new process and recommended that those 
responsible for APRM processes improve the quality of 

civil society participation in APRM self-assessment. 


--Access of Information: Independent civil society 
monitoring of government performance is impossible without 
access to reliable 

However 

by other government departments and even when such 
information is required to be made public by law. CSOs 
urged African governments to change existing inadequate 
laws 

effective implementation. 


--Citizenship 

denial of legal citizenship marginalizes specific groups 
and the existence of different categories of citizenship 
entrenches discrimination. CSOs specifically recommended 
that States should: 

1) not create barriers to political participation based on 
origin or ethnicity; 

2) ensure that discrimination should not deprive specific 
groups of their rights to economic and political 
participation; 

3) bring national laws into conformity with international 
human rights standards; and 

4) recommend that the AU develop a new treaty to 
strengthen the rights of Africans to citizenship and 
nationality on a non-discriminatory basis. 


--Increasing AU/CSO Relations: CSOs welcomed the CSO 
forum in advance of the Summit 

a forum for at least two summits. However 

regret that they were unable to freely organize their own 
events. The Coordination Committee established by the 
Government of The Gambia tried to block the organization 
of a forum on freedom of expression. CSOs should be free 
to organize their own events 

permission from the AU 


--Civil Society Organizations\' own activities: CSOs must 
develop their own capacity to engage more effectively with 
efforts by the AU 

improve coordination and networking; reach out more 
effectively to rural and grassroots organizations; reach 

out to the media more to strengthen relationships with 
journalists; organize to engage the state and non-state 


ch Center official Diane Wooden to travel to The Netherlands from August 13-16, 2006 to work with L 
ipace Center official Paul Mudget to travel to the Netherlands from September 1-8, 2006 to participate 
) the IP Coordinator\'s office from the U.S. Department of Homeland Security, met with senior Greek 
ng of the crisis. The MFAVs director of middle eastern affairs told PolOff that the GoC fears the confli 
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actors on their own initiative in order to contribute pro- 
actively to the definition of the national agenda. 


3. COMMENT: On the margins of the CSO Forum in Banjul 
there was a counter-CSO Forum 
which produced a communique that was widely distributed. 
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This \"shadow\" forum caused great confusion 

spoke at the CSO press conference following the conclusion 
of the actual AU-sponsored CSO Forum. Only seven 
countries (Congo 

Sierra Leone 

\"shadow\" CSO forum. In their published and widely- 
distributed declaration 

\"promote Intra-African Trade and harmonize policies of the 
Regional Economic Communities and stop ALL unilateral 
negotiations on EPAs and AGOA.\" When asked by poloffs why 
they opposed AGOA 

representative remarked that it was because CSOs were not 
consulted before governments adopted AGOA. In contrast 
the authentic CSO declaration affirmed support for AGOA. 
END COMMENT. 


OUTCOMES OF NEPAD\'S INTEGRATION INTO THE AU 


4. As decided at the July 2003 AU Summit in Maputo 

New Partnership for African Development (NEPAD) was to be 
integrated into the structure of the African Union by mid- 
2006. However 

extend the deadline an additional six months to January 
2007 (when the next AU Summit will be held in Addis 
Ababa). To further coordinate the transition of NEPAD to 
the AU 

finalize the structure 

create a committee comprising: the AU Chairperson (Congo 
President Sassou Nguesso) 

Oumar Konare 

Government Implementation Committee (HSGIC) (President 
Olusegun Obasanjo) 

Chief Executive Officer of the NEPAD Secretariat Prof. 
Firmino G. Mucavele 

HSGIC. 


AFRICAN CHARTER ON DEMOCRACY NOT ADOPTED 


5. Due to disagreement (Libyan) about language on 
governments that came to power through coups 


for training in the U.S., pursuant to the Leahy Act and Foreign Assistance Act. Post has по derogator 
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Charter on Democracy was not/not adopted. 


BANJUL DECLARATION OF THE CHARTER ON HUMAN AND PEOPLES\' 
RIGHTS 

6. The AU adopted a \"Declaration on the 25th Anniversary 
of the African Charter on Human and Peoples\' Rights\" 
(ACHPR) which notes that the \"African Charter has 
contributed to the development of human rights norms on 
the continent 

instruments 

Welfare of the Child 

establishment of the African Court of Human and People\'s 
Rights and on the Rights of Women.\" The Declaration 
continues to \"rededicate ourselves to ensuring respect for 
human and peoples! rights as a prerequisite for the 
attainment of our common vision of a united and prosperous 
Africa 


HISSENE HABRE TO BE TRIED IN SENEGAL 


7. At the Summit 

former Chadian president Hissene Habre would be tried in 
Senegal 

prosecution for war crimes. Habre is accused of 
widespread atrocities between 1982 -1990 

control of Chad after a coup. An inquiry overseen by his 
successor accuses him of killing 40 

torturing 200 


8. In 2000 

abuses by a Senegalese court. However 

that it did not have authority to try him 

states spoke up to try the case. In 2005 

issued an arrest warrant for Habre 

Belgian courts to prosecute crimes against its citizens 
wherever they are committed. Senegal refused to extradite 
Habre and asked the African Union to study the issue. The 
AU formed a panel of legal experts and issued a decision 
the last day of the Summit that Habre be tried in Senegal. 
In the outcome 

a law allowing its courts to have jurisdiction over the 

crimes that Habre allegedly committed. COMMENT: 
Governments 

decision as a positive outcome of the Summit. END 
COMMENT. 


ESTABLISHING THE AFRICAN COURT OF JUSTICE AND HUMAN RIGHTS 
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throughout Abidjan to protest the mobile identification teams launched by Prime Minister Banny. The 


|. (0) In response to Task Force information (ref A) that AmCits may be arriving in the Turkish port cit 
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9. On June 10 

Peoples\' Rights established an African Court of Human and 
Peoples\' Rights 

2004. The AU established a protocol for the Court of 
Justice on July 11 

voted to merge the African Court on Human and People\'s 
Rights and the Court of Justice of the African Union into 

a single court: \"The African Court of Justice and Human 
Rights\". 


10. Cases pending before the African Court on Human and 
Peoples\' Rights will be transferred to the Human Rights 
Section of the African Court of Justice. The African 

Court of Justice will be the main judicial organ of the 
African Union. 


11. The Court will consist of 15 independent nationals of 
State Parties to serve six-year terms as judges 

whom were sworn in the last day of the Summit in Banjul. 
The Court will not 

from a single member state. Each geographical region of 
the continent shall be represented by at least two judges. 


12. The Court will have two sections: a General Affairs 
Section composed of eight Judges 
Section composed of seven Judges. 


13. The Court will be headquartered in Banjul 
The AU recommended that the Commission convene the first 
meeting of the Ministers of Justice in January 2007. 


AFRICAN YOUTH CHARTER ADOPTED 

14. The AU adopted the African Youth Charter as a legal 
framework of action for African youth and invited member 
states to sign and ratify the Charter. NOTE: The final 
text of the African Youth Charter has not yet been 
publicly distributed. END NOTE. 


COMMENT 


15. On the margins of the Summit 

informed that the January resolutions from the African 
Commission on Human and Peoples\' Rights condemning human 
rights violations in Ethiopia 

Zimbabwe (presented at the January 2006 AU Summit in 


ih, an Iraqi American from the Washington lobbying firm MITA, requested Embassy\'s assistance on. 


he most basic supplies and equipment. There are a total of 17 hospitals and numerous clinics in Bas 


responded with а diplomatic note containing a proposal for reciprocal assistance. That is, Argentina 
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Khartoum) were thrown out by the AU Heads of State on 
technical grounds. This has not been confirmed in the 
official communique 

clarification of final outcomes from the AU CommissionVs 
Department of Political Affairs. END COMMENT. 
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Aging.\" Post understands research institutions involved are 
the Rand Corporation in Santa Monica 

University of Gadjah Mada in Yogyakarta 


PASCOE 
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Executive Yuan not to repeat its mistakes in opening cross-Strait 
trade and investment. Three local English-language papers 
editorialized on the current predicament facing President Chen and 
the DPP. Editorials in the limited-circulation 

English-language \"Taipei Times\" and \"Taiwan News\" both said Chen 
should not step down 

received 2004. An editorial in the limited-circulation 

conservative 

however 

political crisis and \"show Chen the door.\" End summary. 


A) \"Executive Yuan Must Not Become a Historical Sinner That Loses 
Taiwan\'s Lifeline for Good\" 


The pro-independence \"Liberty Times\" [circulation: 600 
editorialized (7/21): 


\"... As the key sponsor of the Sustainable Economic Development 
Conference 

particular is the fact that cross-Strait relations are an important 

part of the island\'s national security 

president\'s powers 

authority is different from the party and governing powers President 
Chen said he would relinquish in late May. To put it plainly 

always the president who decides on policies related to cross-Strait 
relations 

that implements the policies. ... 


\"The Sustainable Economic Development Conference\'s focus on 
cross-Strait relations should thus be placed on adopting proactive 
moves to improve the island\'s current economic status 

heavily towards China. In particular 

repeat the mistakes it made in the previous Economic Development 
Advisory Conference. Five years ago 

abandoned the \'No Haste 

and economics 


: Preparations continue to accommodate thousands over the next few days. Total headcount of U.S. 
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VProactive Opening 

errors 

opening\' part only 

having Taiwan\'s economy rely heavily on China. The Executive Yuan 
must not repeat its mistakes 

that loses Taiwan\'s lifeline for good.\" 


B) \"Some Advice for Chen Shui-bian\" 


The pro-independence 
30 


\"President Chen Shui-bian is probably under more pressure now than 
at any other time in his life 

home and mounting stresses in his job. ... But it is in the worst 

of times that true leadership comes to the fore. It is now that the 
president should stand up and commit himself to the job at hand 
making full use of his last 18 months in office. It is no time to 

turn back - the legacy of the Chen administration depends on taking 
the initiative and looking forward. ... 


\"Other than talking less and pushing his family to the background 
the policy areas the president could address with some urgency 
include: pushing ahead with the proposed statute on stolen party 
assets 

the governmentVs multitude of state-owned enterprises 

Lafayette frigate scandal to a close and ensuring the opening of the 
high-speed rail system. Indeed 

and behind schedule. Chen still holds the nation\'s top job. He 
should start to act like it.\" 


C) \"DPP\'s Task Now Is to Move Onward\" 


The pro-independence 

20 

\"The governing Democratic Progressive Party faces a decisive turning 
point tomorrow with the convention of a crucial party congress 
result of which may well determine the fate of the 20-year-old 
organization and the future of Taiwan\'s democracy. ... For reasons 
of both political responsibility and for the future of Taiwan\'s 
democratic progress 

Chen. Instead 

responsibility and respect for democratic institutions 

should complete the four-year mandate which he received from the 
majority of the Taiwan people on March 20 


\"We strongly urge the DPP leadership to reaffirm the party\'s role 
and commitment to promote the VTaiwan road\' of Vdemocracy 
human rights 

that its base of support lies among Taiwan\'s ordinary people and not 
among the ranks of big business 


or shut down. The airport remains open апа we understand that Air France is flying tonight. Ап Еті 


. 12958: DECL: 07/19/2016 TAGS: ECON, EFIN, EAID, ENRG, SG SUBJECT: SENEGAL,S ECONO 
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KMT. Last but not least 

the vast majority of the Taiwan people and ensure that Taiwan\'s 
economic and social development retains its autonomy 

our political self-determination would be difficult to defend.\" 


D) \"DPP Faces a Tough Choice\" 


The conservative 
[circulation: 30 


Y... The fact is 

who used to play a key role in keeping the DPP strong and coherent 
has become a liability rather than an asset of the party. The 

recent series of events surrounding him and his family have done so 
much damage to the DPP that the party might be better off without 
him. ... As one DPP lawmaker said after Chao Chien-ming was 
indicted 

members 

thatVs bringing the party to its demise. They must have the courage 
to show Chen the door if they want their party to survive.\" 


YOUNG 
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should have been given the draft well in advance. Japan has 
repeatedly asked the U.S. Government to include Japan in the 
substantive decision making process on Iran \"with other 
important countries 

replied that it understands Japan\'s request 

involve Japan at all 

be provided information and any future draft resolutions in a 
timely fashion and be included in future decision making 
reiterated. 

SCHIEFFER 
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monk (Thich Duc Chinh) allegedly died as a result of his 
mistreatment. After a court sentenced the abused monks to lengthy 
prison terms in June 2005 

\"non-stop protests\" and petitioned provincial authorities for their 
release to no avail. On June 28 

Court reportedly suspended the appeal case due to a \"lack of 
evidence and ordered the \"temporary release of the eight 
Buddhists.\" 


\"No demonstrations occurred\" 


3. (SBU) On July 18 
Vice Chairman of the VBS\' Executive Council 


RISING EXPORTS -------------- 1. Brazil's main sugarcane-producing center, in the southwest regio 


icially informing Haiti that DHS determined that airport security measures had been brought into com] 
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VBS Secretary. He opened by conveying the concerns of the USG over 
the allegations contained in the IBIB report. Tu interjected that 
\"there was no demonstration of any sort\" and challenged the 
truthfulness of statements issued by the UBCV (which had not been 
mentioned before this point). \"The UBCV has no credibility and does 
not have the best interests of Vietnam and Vietnamese Buddhists at 
heart 

could have taken place 

Bac Giang and \"not all could have participated to the so-called 
protest in Hanoi.\" 


Two Separate Incidents 


4. (SBU) Tu differentiated the monk\'s death from the Buddhists\' 
mistreatment in Bac Giang and explained that a congregation from 
Thai Nguyen Province tasked a monk (NFI) from На Tay Province to 
supervise the renovation of a local temple. After the restoration 
was completed 

benefits of the new temple 

requests for a clarification 

that Vill-willed individuals claimed that he was not a genuine monk\" 
and turned him in to the police. While the monk was awaiting his 
trial 

without any explanations. 


5. (SBU) Regarding the theft of the statues in Bac Giang 

confirmed that eight monks 

charged with stealing some statues. The local police had contacted 
the VBS and requested the dismissal of the alleged instigator from 
the executive board of Bac Giang Buddhist clergy. Citing lack of 
evidence 

the eight monks. Tu admitted that the police deliberately held them 
longer to obtain confessions. Addressing the protests in Bac Giang 
after the initial court ruling 

reiterated that it was simply a \"gathering of monks and sisters 
attending the trials.\" 


VBS is waiting for the official inquiry 


6. (SBU) Asked about the treatment of monks during their detention 
Tien maintained that the VBS was not aware of any reports of 
mistreatment before lay-followers submitted complaints and the 
accused monks raised the issue during their first trial. \"Nobody 
informed us of anything prior to that 

noted that 

official request for inquiry to the Ministry of Public Security 

(MPS) 
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1g possibility and could produce а strong showing in this year\'s elections. In the interim, however, А! 


ngworth\'s resignation on July 13, after only a week in office for the latter. Illingworth had been facing 
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Bac Giang People\'s Provincial Committee and provincial police. The 
MPS Investigation Office responded that the Supreme People\'s 
Procuracy will conduct an official investigation; therefore 

is \"waiting for a formal response.\" 


Comment 


7. (SBU) Despite the rather unclear and incomplete explanations of 
VBS officials 

members of Bac Giang Buddhist clergy were mistreated during their 
detention. We will follow up with the VBS to learn the results of 

the official investigation. End Comment. 


Background 


8. (SBU) Since 1975 

under the officially recognized VBS. Non-compliant members of the 
UBCV 

persecuted and harassed for refusing to join the State-sponsored 
umbrella structure. Many UBCV leading figures 

Quang Do 

(Refs A and B) since the GVN officially outlawed the organization in 
1981. Despite signs indicating that the GVN might relax its policy 
-- in 2003 

high-profile UBCV leaders organized public gatherings after 
then-Prime Minister Phan Van Khai suggested that the UBCV may 
reorganize again -- the authorities resumed their interference in 
UBCV-sponsored activities and have isolated senior monks 

Thich Quang Do (Refs C and D). 


MARINE 
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for humanitarian 

assistance (compared to 15 million for the previous six-month 
period 


9. Italy was the third Paris Club member to announce a 
cancellation of lraqi debt 

cancel 80 percent of Iraq\'s debt to Italy 

billion Euro. 


10. Italy leads three of out four modules in the NATO 
Training Mission in Iraq (МТМ-І) at al-Rustamiyah 

the МТМ-І deputy and 32 others conducting staff college-type 
training. In addition 

to the NTM-I trust fund. On July 20 


lassified By: Ambassador J. Thomas Schieffer. For reasons 1.4 (b,d). 1. (С) New МЕТІ Vice Ministe 
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Military Advisory and Liaison Team (MALT) began a six-month 
deployment whose purpose is to oversee the Iraqi security 
forces that will soon take over force protection for NTM-I. 
Italy has also expressed interest in providing Carabinieri 
trainers for МТМ-І once NATO members agree to expand the 
mission to include training for Iraqi security forces. 

Italy\'s Carabinieri forces in Dhi Qar province already have 
trained over 10 

one hundred Iraqi staff officers have received training at 

the Italian war college in Rome. 


11. Italy also participates in the EU\'s integrated rule of 
law mission (EUJUST LEX) 

Iraqi officials in the area of crime investigation. The 
Italian Ministry of Justice led two courses in the year 
ending June 30 

Euro 

additional cost of 500 


Host to the Multinational Force and Observers (MFO) 


12. The Multinational Force and Observers (MFO) 
headquartered in Rome 

organization created by agreement between the Arab Republic 
of Egypt and the State of Israel. The MFO also has offices 

in Cairo and Tel Aviv. The United States 

and Israel 

Director General 

Foreign Service Officer who previously served as U.S. 
Ambassador to Kuwait. 


13. The MFO 

the security provisions of the 1979 Egyptian-Israeli Treaty 
of Peace. Contingents from 11 countries 

participate in the activities of the MFO. Italy 

to providing the MFO headquarters in Rome 

MFO 

nearly 80 personnel (mostly Coastal Patrol Units) and three 
ships. Since March 2004 

Sinai has also been an Italian 

Martinelli. 

SPOGLI 
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to be made by the cabinet 
involvement in Bosnia 

(Organization of Islamic Conference) 
for Malaysia to seriously consider it.\" 


mittee for the Council of Representatives (CoR), Mohammed al-Haideri (Shia Coalition/Independent). 


idence referendum as unhelpful and damaging to ongoing 5 2 negotiations. MFA Desk Officer for Mc 


‚al Officer, email address: RahimilA@state.gov, telephone 011-937-010-8160 or cell number 011-937. 
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Foreign Minister Condemns Israel 


3. (U) NajibWs statement came on the heels of Foreign 
Minister Hamid Albar\'s July 19 statement condemning the 
\"disproportionate use of force by Israel in Gaza and 
Lebanon.\" Hamid 

currently chaired by Malaysia 

situation in the Middle East 

military actions in Gaza and Beirut\" and \"cynical attitude 
towards the peace process.\" However the statement made no 
mention of Hezbollah rocket attacks or the kidnapping of 

Israeli soldiers which precipitated the current conflict. 


4. (U) Hamid had previously released on July 13 an official 
statement from the foreign ministry condemning the \"unlawful 
air strikes by Israel on the Rafic Hariri International 

Airport in Beirut 

action in the Occupied Palestinian Territories and Lebanon.\" 
Hamid has since commented publicly that the ASEAN Foreign 
Ministerial Conference and Regional Forum to be held July 26 
- 28 will focus on the Middle East peace process 

hoped a joint statement would be released calling for an 
immediate ceasefire. On July 21 

French 

Commissioner to his office to discuss the Israeli incursion 

into Lebanon. Ambassador LaFleur\'s meeting with Hamid will be 
reported septel. 


Malay Press Ratchets up the Rhetoric and UMNO Youth Respond 


5. (U) The English language press in Malaysia has been 
fairly even handed in its reporting of the conflict. In 

contrast 

of Israel 

employed their typical sensationalistic style of reporting. 
Everyday 

women and children injured or displaced due to Israeli 
actions in Lebanon. On July 21 

Organization (UMNO) controlled daily 

front page article announcing an UMNO Youth-sponsored 
anti-Israel demonstration at the U.S. Embassy the same day. 
UMNO Youth Chief (and Education Minister) Hishamuddin Tun 
Hussein told the press that this event would present ruling 
coalition youth with an opportunity to demonstrate their 
opposition to the \"Israeli military regime.\" Also on July 
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712 1. (SBU) Оп July 12, 2006, EB/ESC DAS Раш Simons and ECON MinCouns Robert Luke met 


ad on July 19 that Kazakhstani ambassador to Hungary Rashid Ibrayev would attend the July 20-21 P 
25-28, 2006, to meet on war crimes issues. Transportation is arranged, including onward transportatic 


to address transnational TIP across Burma,s borders with China and Thailand appear to be stalling с 
TO JULY 21. WE LOOK FORWARD TO ASSISTING YOU IN ANY WAY WE CAN TO MAKE THIS V 
IC has claimed its carefully-choreographed July 17 surrender of a major faction of the SSA-S as its 1: 
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21 

of UMNO Youth 

Malaysia\'s largest television broadcaster 

all members of UMNO Youth to join the demonstration. In the 
event 

afternoon departed the scene noisily but without incident 
watched by a phalanx of riot police. In an early afternoon 
meeting with the Ambassador today 

denied a Government connection to the demonstration 
Hishamuddin\'s public comments notwithstanding. 


COMMENT 


6. (С) The strength of the Malaysian public\'s emotion 

the extent of GOM posturing 

inability to influence events on the ground in the Middle 

East. Malaysia does not have relations with Israel and we 
understand that the GOM is uncomfortable dealing with the 
Lebanese. Indeed 

driven less by a calculation ofQangible national interests 
than by strong anti-Israeli public opinion 

among Muslim Malays but not limited to them. It is also 
driven by Malaysia\'s Chairmanship of the NAM and the OIC. 
Malaysia has not been a particularly strong chairman of 
either organization 

hew closely to each group\'s consensus on the Middle East. We 
suspect that a recent expression of PAS (the Islamic 
opposition party) interest in organizing anti-Israel 
demonstrations at the Embassy may have lain behind UMNO 
Youth\'s sudden activism. We will keep the Department 
informed of possible future demonstration plans 

not expect anything out-of-the-ordinary at this point. 
LAFLEUR 
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worry 

about keeping to the agenda as planned and the North Koreans 
had already decided to return to Pyongyang. 


DPRK RESPONSE UNEXPECTEDLY HARSH 


4. (S) The DPRK\'s suspension of family reunions was ап 
attack on the ROK\'s \"most fragile social element.\" Park said 
that the suspension was very painful to the President 
government and the people of South Korea. In addition 

DPRK expelled South Korean construction workers at Mt. 
Kumgang and cut off government-to-government contacts at the 
Kaesong Industrial Complex (KIC) 

between North and South Korean officials had become routine 
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(See Comment). The DPRK would probably ask the Ministry of 
Unification to close its KIC office. Park pointed out that 

the seriousness of the DPRKVs response was indicative of the 
strength of ROK countermeasures to the missile launches. 


5. (S) Park appeared frustrated at international criticism 
that the ROKG was not doing enough in response to DPRK 
provocations. \"We are the front line state. We are directly 
exposed to the threat and will be the first casualties. 

Thus 

strongly than anyone else. We want the U.S. to understand 
and relate to our situation in a more realistic and fair 
manner 


6. (S) A/DCM observed that government statements condemning 
North Korean behavior were often watered down by other 
statements that aid would soon resume or other activities 

would continue as planned. Park replied that the government 
was adhering to a plan of speaking reasonably 

firmly. He said the ROKG would not 

out rashly in ways that would have no impact on North Korean 
behavior. 


FOOD SHORTAGE COULD PROVOKE NUKE TEST 
ο ο eee ee 


7. (S) Park said that North Korea appeared to have sustained 
tremendous flood damage following heavier-than-normal monsoon 
rains last weekend. The flooding and the suspension of food 
and fertilizer could combine to cause a serious food 

shortage. In that event 

lash out even more strongly. For example 

chance\" the DPRK would test a nuclear bomb 

missiles 

or other outside observers. There was a \"low possibility\" 

that the DPRK would withdraw its representatives from the UN. 
There was also a possibility that the DPRK would engage in 
actions designed to increase tension in the South 
orchestrating incursions along the Demilitarized Zone or the 
Northern Limit Line (in the West Sea). 


ARIRANG FESTIVAL 


8. (S) The ROKG has not yet decided its position with regard 

to the Arirang Festival 

to commemorate DPRK Founder Kim Il-sung\'s birthday. Park said 
that there were many members of civil society who wished to 
travel to the festival 

that could forbid them from going. Last year 

permitted anyone to go 
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briefing that warned them away from certain places or people 
in Pyongyang. This year 

conservative and try to restrict attendees further 


COMMON U.S.-ROK FRONT NECESSARY 


9. (S) Park and A/DCM agreed that 

the DPRK\'s strong response to the ROKG countermeasures 
would be necessary for the U.S. and ROKG to maintain a common 
front. They concurred that the only chance of bringing 

Pyongyang back to the Six Party Talks would be through 
maintaining a common approach. 


SIX PARTY TALKS MUST GO ON 


10. (S) The ROKG continued to believe that there should be 
Five Party Talks if the DPRK refused to attend Six Party 
Talks. Park said that President Roh intended to call Chinese 
President Hu Jintao on the evening of July 21 to probe for 
China\'s impressions and intentions. Roh intended to address 
President Hu\'s apparent reluctance to hold Five Party Talks 
and explain that it would be important to continue dialogue 

in order to implement the September 19 

China 

becoming even more important. 


COMMENT 


11. (S) Our Unification Ministry contacts subsequently 
confirmed that Pyongyang had notified Seoul to withdraw all 
ROKG personnel from the Kaesong Industrial Complex. This 
would be the official government-to-government liaison office 
in the KIC where virtually all administrative decisions -- 
ranging from investment licenses to personnel -- are made. 
On the ROKG side 

Unification and Finance Ministries 

office. This is the only ROKG presence in the DPRK. 
VERSHBOW 
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angry at their government\'s relatively slow response to the 
launches. More still are angry at Japan\'s reaction 

was perceived as being too extremist. Few expressed outrage 
at North Korea or any sense of panic. END SUMMARY 


POLLS SHOW DISGUST AT ROKG AND JAPAN 


DRC) chaired a session of the Emergency Action Committee (EAC) on July 17 to discuss the securit 
i herder escalated into a tribal conflict between the Habaniya and the Rezeigat tribes in the El Ferdou 
Jrnalistic bodies and foster improved relations between mass media and the government. However, ı 
for Reasons 1.4 (b, а) 1.(C) SUMMARY: Reflecting the country,s vast humanitarian needs, accordin 


ommon goals with the U.S. for a future democratic Cuba in а post-Castro environment. VAN VOORS 
ms 1.4B/D 1.(C) Summary: Embassy Nicosia\'s focus remains assisting arriving U.S. citizens and 
;ounterterrorism Cooperation Division Deputy Director Miyako Ishimura and Ministry of Finance Lega 


Column 3 

2. (U) On July 12 

immediately after the launches 

\"indifferent\" to the North Korean missile tests. However 
more recent internet polling indicates that opinions are 
forming that the ROKG responded too slowly 

responded promptly 

in an ongoing internet opinion poll that began July 7 

that out of 2 

felt ROK security policy was inadequate compared to 
neighboring countries; 69 percent indicated that the ROKG 
should take the present opportunity to reevaluate the issue 
of humanitarian assistance in general. In a poll of over 
2000 people conducted by Nate News from July 10 to 17 
percent said that regardless of the North Korea missile 
launches 

of pre-emptive strikes. 


KOREAN STREET MIFFED AT ROKG 


3. (U) Similar themes surfaced in our July 16 to 19 
nonscientific survey of about 30 South Koreans in downtown 
Seoul. A man in his fifties said 

with Kim Dae-Jung 

received nothing in return.\" Another man 

his forties remarked 

the situation is out of our hands.\" 


4. (U) Many thought that the ROKG should have initially sent 

a stronger message condemning the missile launches. An 
elderly woman in her seventies spoke to this point: VI am 

sick and tired of the idiots in the Blue House who keep 

catering to the North. The government will never learn from 
their mistakes.\" Moreover 

decision to continue with the ministerial level talks held in 
Busan the previous week. They seem to consider these talks a 
failure that only undermined the ROKG\'s credibility in the 

eyes of the international community. 


5. (U) The majority of those we spoke with expressed mixed 
sentiments about an appropriate response to North Korea. An 
office worker in his fifties said 

think. | do not think it is right to support North Korea for 
shooting missiles 

should give them the impression that we are abandoning them.\" 
Another passer-by 

provide assistance to North Korea 

North collapses 

shoulders. So we don\'t want it to collapse. We cannot give 
too much 

leverage altogether. So far the current government has 
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failed to find that strategic middle ground.\" 


WHAT ARE JAPAN'S INTENTIONS? 


6. (U) The South Koreans we spoke were united in their 
overtly negative attitude toward Japan 

draft UN Security Council resolution that included a 
reference to Chapter VII of the UN Charter. An office worker 
in his fifties stated 

intentions. When you look back on our history 

you can never trust Japan.\" A woman in her mid-twenties 
agreed 

Although it is an Asian country 

attitude and behaves as if it is above the rest of Asia.\" 
Another man in his late thirties who claimed to have been a 
pro-democracy demonstrator during his college days replied 
\"The Japanese public character is radically different from 
the Korean public character. We simply cannot understand 
each other.\" 


COMMENT 


7. (SBU) Overall 

that the DPRK poses any threat to the personal safety of 

South Koreans. Likewise 

expressing outrage at North Korean behavior. Rather 

the impression that the Korean government did not appear as 
aggressive as the Japanese government in responding to this 
crisis that has irked most Koreans. Also 

Japanese regional aggression appears to have overwhelmed any 
concern that the DPRK may direct its missiles to the south. 


8. (U) This message was drafted by two interns 
and Su Youn Kim. 
VERSHBOW 
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for people living with HIV/AIDS 

needs of destitute senior citizens and monks. Last year 
Rangoon clinic provided care for 300 persons living with 
AIDS. Yetana Metta has worked informally since 2004 
on local private donations and a small amount of UNICEF 
funding 

as an indigenous NGO. 


7. (SBU) COMMENT: While international donors 
agencies find it increasingly difficult to overcome regime 
paranoia and obstruction of their assistance programs 


Column 3 

civic-minded Burmese citizens have found new creative ways to 
offer rays of hope to those in need. Their small scale and 
informal organization are key to their success; an enlarged 
or more formal profile would likely attract negative 

attention. As we travel around the country 

local groups of our small grants program. Burmese people 
have become skillful at getting around the military. Our 
support encourages their efforts and helps potential leaders 
develop. END COMMENT. 

VILLAROSA 
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The Latin American States aligned themselves with Western European 
States to advocate a system of \"equal regional representation\" on 

the Committee. The Africa Group and Middle Eastern States 

less strident than Eastern Europe 

Asia-Pacific States. 


4. The centerpiece of this meeting was the final day\'s critical 

election of 18 States Parties to the Convention to fill seats on the 

IGC. The breakdown of States elected by Regional Groupings was as 
follows: Group | (Belgium and Turkey); Group ΙΙ (Bulgaria 

Hungary 

(China 

Group V(b) (Algeria 

candidacy within Group IV 


5. There were a few other noteworthy developments that occurred 
during the three-day meeting. By design or chance 

morning of the first day of meeting 

the Intangible Cultural Heritage Convention and the Diversity of 
Cultural Expressions Convention 

closer to formal ratification. This development was dramatically 
announced to those assembled. Japan 

order 

was ultimately selected because the chair of the meeting was 
Algerian former Foreign Minister Mohammed Benjauoui. 


6. The Inter-Governmental Committee once it begins to function 
will 

(subject to the approval of the GA of States Parties) for 
determining which \"intangible cultural heritages 

the Convention) will be included on two lists to be established and 
maintained. One list will comprise a \"Representative List of 
Intangible Cultural Heritage of Humanity.\" The other will comprise 
a \"List of Intangible Cultural Heritage in Need of Urgent 
Safeguarding.\" 


7. Begin Comment. In practice 
this Convention is likely to encounter many of the substantive 
challenges that have been faced by the World Heritage Committee 


margins of his meeting with the Ambassador оп a separate issue, Prime Minister Jiri Paroubek inforn 
GUE 820 Classified By: Ambassador William Cabaniss for reasons 1.4 (b) + (d). 1. (5/МЕ) Summar 
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under the Convention Concerning the Protection of the World Cultural 
and Natural Heritage. For this reason 

processes could begin to feed off of one another for better or 

worse. The upcoming meeting in Algiers will likely be an important 
barometer for the Committee. For a variety of reasons 

Intangible Heritage CommitteeVs evolution merits continued close 
monitoring by the U.S. for the foreseeable future. End Comment. 
Oliver 
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federalism 

counterterrorism bill and legislation to restore tax 

incentives at Clark) and aspects of her economic reform plan. 
She may revive Constitutional change proposals. 


3. (SBU) Extrajudicial killings -- of leftists 

judges 

perhaps record levels. Creation of a new \"Task Force Usig\" 
within the Philippine National Police has done little to stem 
this trend or to reassure the public that the GRP is serious 
about bringing these culprits to justice. 


4. (SBU) President Arroyo continues to press ahead with key 
priorities of her substantive agenda 

-- combating corruption and plugging revenue leaks (programs 
that the Millennium Challenge Threshold Country program to be 
signed July 24 will assist); 

-- pursuing peace talks with the Moro Islamic Liberation 

Front (MILF); 

-- maintaining progress on Philippine Defense Reform (PDR); 
-- instituting a transformational program for the Philippine 
National Police (which we will assist with the deployment of 

a Senior Law Enforcement Adviser in August provided by ICITAP 
and funded by INL); 

-- pursuing poverty reduction 

multi-faceted and robust USAID program 

Mindanao and the Sulu Archipelago; 

-- continuing to make Mindanao and Sulu inhospitable for the 
Jemaah Islamayah and Abu Sayyaf Group 

civil/humanitarian programs (often in conjunction with 
JSOTF-P) to reward communities that have made the choice away 
from terrorism; 

- making a renewed push to \"eliminate\" the New People\'s 
Army with a combination of new military and legal offensives 

as well as a newly funded \"hearts and minds V" program; 

-- pursuing economic and fiscal reform initiatives that will 
continue to reduce the budget deficit and improve tax 
collection; 

-- electoral reform (it is not clear how sincere the 

electoral reform effort is over the long term 


keep troops іп Afghanistan. Не said he will ask Parliament this fall for authorization to increase Croa 
MON (CWC): U.S. CW DESTRUCTION 100% EXTENSION REQUEST REF: THE HAGUE 1530 Т 


Ὁ PROGRAM REF: SECSTATE 99922 ------- SUMMARY -------- 1.(U) Embassy Sanaa seeks $20 


1 will donate USD 22 million to the Basrah Children\'s Hospital and should have no problem delivering 
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essential to greater stability). 


MILITARY ISSUES 


5. (SBU) The GRP deposited $17.53 million into a Foreign 
Military Sales holding account in 2004 for Philippine Defense 
Reform (PDR). There are now 11 US Subject Matter Experts on 
the ground 

near future to help reform the inspector general\'s office and 
develop strategic planning. In addition to long term 

institutional changes 

Program will upgrade and modernize 72 Philippine Army and 12 
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Philippine Marine Corps battalions over the next six years. 
The Battalion of Excellence concept focuses on personnel and 
logistics programs while also introducing new personnel 
policies 

part of Philippine Defense Reform. 


6. (SBU) The Armed Forces of the Philippines is beginning to 
see the positive effects of the Maintenance Mobility Program. 
Three C-130\'s are now operational and a fourth is awaiting 
depot maintenance. Several efforts are coming together that 
will eventually bring a total of 46 UH-1H helicopters to the 
Philippines. The AFP purchased 20 reconditioned Hueys from 
Singapore 

additional six Excess Defense Article UH-1Hs purchased with 
national funds are undergoing refurbishment at the DynCorp 
facility in Panama City 

this August 2006. The first 10 of 20 UH-1Hs promised by 
President Bush during President Arroyo\'s May 2003 State Visit 
to Washington are also undergoing refurbishment at the same 
facility. 


7. (SBU) The bilateral Security Engagement Board (SEB) held 
its inaugural meeting on April 21 and for the first time put 
US-RP joint counterterrorism efforts within a formal 
structure. Modeled after the existing Mutual Defense Board 
the SEB is designed specifically to deal with non-traditional 
security issues 

disaster relief 

agreement sets the framework for the GRP-proposed \"Kapit 
Bisig\" (Shoulder-to-Shoulder) counterterrorism activities 
focused on civil affairs 

and specific scenarios for cooperation. 


8. (SBU) The outgoing Armed Forces of the Philippines Chief 


ivironmental Health Specialist; Francis Hardy-Bennett, Safety Engineer, Office of Health and Safety, C 


ЕРЕТ, SG, CH, VE, IR SUBJECT: SENEGAL PLANS ТО TACKLE ONGOING ENERGY CRISIS RE 


Column 3 

of Staff has just approved initial stages of courts martial 
against about 40 officers and 100 enlisted men allegedly 
involved in the February coup attempt. 


MARINE CASE 


9. (SBU) The case of four US Marines accused of the November 
2005 rape of a Filipina continues to move its way through the 
Philippine court system. The GRP has recognized the US right 
to custody of the four servicemen 

supervision of JUSMAG and III Marine Expeditionary Force 
representatives on the grounds of the US Embassy. The 
prosecution has now almost finished its case 

defense due to make its arguments next. We do not expect a 
verdict before sentence. We remain committed to ensuring the 
safety and morale of our Marines and continue to raise the 
importance of a fair and speedy trial with President Arroyo 

and her Cabinet. 


ECONOMY 


10. (SBU) We are the Philippines\' largest grant aid donor 
with about $70 million in bilateral economic assistance in 
2006. With the Millennium Challenge Corporation\'s (MCC) 
recent June approval of financing for $21 million over a 
two-year period for a Threshold Program 

growing even stronger. The formal agreement will be signed 
on July 26 and aims to improve revenue administration and 
anti-corruption efforts in key GRP agencies including the 
Bureau of Internal Revenue 

Department of Finance. If the Philippines can demonstrate 
the political will to strengthen the rule-of-law and 
successfully fight corruption 

foreign investment as well as more jobs and growth. 


11. (SBU) The U.S. also remains the Philippines largest 
overall trading partner (including both goods and services 
combined) 

trade. Japan falls slightly behind us. Trade with China 
though only about $6 billion in 2005 

the last year. Major U.S. exports are electronics 
machinery 

investor with over $6 billion in assets in a broad range of 
manufacturing and service industries 

insurance 

agriculture. 


12. (SBU) Over the last year 
substantial progress in advancing its economic reform agenda. 


5 CAPE TOWN AND DURBAN ALSO FOR FCS Е.О. 12958: N/A TAGS: BEXP, MZ SUBJECT: RE( 
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It reduced its budget deficit from about 4% of GDP to about 
2%. Improvements in intellectual property rights protection 
led USTR to move the Philippines from the Special 301 
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Priority Watch List to the Watch List. The mining industry 
is being opened to foreign investment and lapses in certain 
tax incentives for foreign investors are being addressed. 


13. (SBU) In comparison to other countries in the region 
the Philippine public and private sector investment levels 
remain low. This condition inhibits the economy\'s ability to 
sustain growth rates at a level necessary to begin reducing 
poverty. The current GDP growth of about 5% is respectable 
but 

capita income remains elusive. 


DEVELOPMENT ASSISTANCE 


14. (SBU) USAID/Philippines manages а $900 million 
assistance portfolio with an average operating annual budget 
of between $65 and $85 million. Nearly 60% of this 
assistance goes to conflict-affected areas of Mindanao. 
USAID programs focus on transparency and anti-corruption 
public health 

education 

reintegrating former combatants into the economy 

basic infrastructure 

strengthening local government unit service delivery. USAID 
is preparing for an increased assistance package to Mindanao 
in the event that the GRP and the Moro Islamic Front reach a 
comprehensive peace agreement. USAID is also supporting 
Philippine electoral reform initiatives and Avian Influenza 

and disaster preparedness. 


15. (SBU) Our Peace Corps program is the second oldest and 
the current large program remains close to the heart of 
Filipinos. Our agricultural assistance has played a key role 

in developing agricultural research 

capabilities and enhancing trade capacity. 


SUGGESTED THEMES 


16. (SBU) In your meetings with President Arroyo 
Teves 
suggest you stress the following: 


Center official Steven Smith to travel to the Netherlands from July 18-20, 2006 to attend and particip: 


та Nonproliferation. He will consult with his colleagues at the MFA and the Ministry of Defense (most 
. K. Chauncey Wu to meet with Dr. Gurdal of the Delft University to discuss research on tow-placed, \ 
N, RW, КЕ, TZ, UG SUBJECT: DEPARTMENT OF TRANSPORTATION ENGAGES RWANDA 1. Sul 


1thern Lebanon, but is under strong public pressure, from all sectors of society, to call publicly for an 
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OVERALL 

-- The U.S.-Philippine partnership is strong and growing as 
we celebrate 60 years of friendship as well as the 100th year 
of Philippine emigration to the U.S. 

-- Likely U.S. Congressional visitors in August will 

reinforce these important ties 

expected participation in a September commemorative event in 
Hawaii; 

-- Our shared history is not as important as our shared 
future 

-- We look forward to working with you on the US-ASEAN 
Enhanced Partnership initiative as you chair ASEAN over the 
next year; 


PEACE AND PROSPERITY 

-- Your reform programs for security forces are making great 
progress 

leadership; 

-- Our assistance programs will continue to be robust and to 
focus on Mindanao and the Sulu Archipelago 

prepared to seek additional funding in the event of an 
MILF/GRP peace accord; 

-- The new Millennium Challenge Threshold Country program is 
an excellent opportunity for the Philippines to make real 
headway on corruption and revenue enhancement; 

-- Your economic reform programs are important steps to 
improving the investment climate and encouraging general 
economic development; 


WITH FAVILA AND TEVES 

-- Appreciate the progress on intellectual property rights 

but we must continue to work on this issue 

regarding pharmaceuticals and the entertainment industry 

-- Delighted to see so many US investors here. Important to 
work together to solve individual trade problems so that 
investors continue to look favorably on the Philippines; 


GOVERNANCE 

-- Welcome your support for electoral reform to strengthen 
people\'s confidence in the institutions of democracy; 

-- Extrajudicial killings undermine confidence in your 
Government\'s commitment to justice and ability to provide 
security to its citizens 
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confidence in the RP as a safe place to do business. 


Creation of a new task force is a good first step 
essential to bring the culprits to justice. 


n differing in details, link the militia movement to Rahanweyn clan disgruntlement with the Transitiona 
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Visit Embassy Manila\'s Classified website: 
http://www. state.sgov.gov/p/eap/manila/index. cfm 
Kenney 
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the underwear and used condom have been \"marked\" but not yet 
formally WadmittedW as evidence. END NOTE) The judge will 
then rule on the admissibility of the prosecution\'s evidence 

after which the defense counsels will have the apparent 

chance to comment. The defense counsels will then commence 
their cases 

defendants. At least one defense attorney has also requested 
USG assistance in bringing in three other U.S. military 
witnesses who were at Subic at the time of the alleged 

incident. NCIS has assisted in locating them and believes 

that two would be available 

the Marine Corps and may not wish to return to testify. The 
defense case is expected to last no more than three weeks. 


4. On July 17 

gave LCpl Daniel Smith via his lawyer a set of written 
interview questions to answer. In light of LCpl SmithVs 
unexpected interview July 12 to the AP 

agreed once again to make clear to all four Marines the 
guidelines in reftels and the need to give prior notification 
if they wish to speak to the media. Mission intends to 
permit all reasonable requests that the defendants and 
defense counsels believe would enhance their case. 


5. ACS Manila and State Consular Affairs (CA) have responded 
to regular inquiries from one family member 

recent inquiry from another. The Working Group requested 

that ACS urge Consular Affairs to consult with NCIS 
headquarters and Marine Corps headquarters 

have received inquiries from at least one family member 

to ensure the USG is providing the best possible support and 
information to the families. Embassy is awaiting final 

approval from Consular Affairs for a letter responding to a 

letter from one family member. 


6. Mission continues to provide security 

and other support to the Marines. Personnel from ΙΙ MEF 
JUSMAG 

Section continue to attend all court sessions. RSO remains 
pleased with the extent and quality of security support 
provided by the mayor\'s office and police department. 
Kenney 
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stigations Techniques (FIT) courses to be held at the International Law Enforcement Academy (ILEA) 
VERED TO DUTCH REF: STATE 117616 1. (U) Econoff shared on July 20 reftel points concerning : 
ance to a Free Cuba, detailing the U.S. strategy to assist in Cuba\'s transition process. Caldas Faria : 
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Bomb\") investigators to Sulawesi in late 2005 to take over 
the investigations. In January 

Sulawesi Security Operation Command (KOOPSKAM) 
investigative team led by Inspector General Paulos Purwoko 
seasoned INP investigator with a good reputation and a strong 
friendship with Mere. 


Confessions Link Jl to Poso Violence 

4. (С) The KOOPSKAM and Team Bomb investigative combo has 
been a one-two punch to cracking unsolved cases. At least 
three of the Jl-linked terrorists arrested in May confessed 

to a string of heinous attacks 

schoolgirl beheadings and Tentena market bombing. Embassy 
contacts have identified the main suspects as Hasanudin (aka 
Hamza) 

Irwan). The INP reportedly transferred the suspects to 

Jakarta in early July and announced that they expected the 

trial process to begin shortly. 


5. (C) The INP released portions of the suspects\' videotaped 
confessions to the local media in May 

a copy from Nasir Abas 

now works side-by-side with INP CT investigators. In the 
video 

involvement in several of the attacks 

revenge for Christian attacks on Muslims and government 
inaction as their driving motivation. According to local Jl 
expert Sidney Jones 

networks in Sulawesi 

members in documents uncovered by the INP during the 2003 
arrest of Achmad Roihan (aka SaVad 

of Mantiqi II under Abdullah Anshori (aka Abu Fatih). 
Confirming their Jl ties 
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days at JI camps in the Southern Philippines 

mantiqi leader. Under INP direction 

suspects separately for several hours after their arrest and 
convinced them to cooperate with authorities 

taped confessions. 


6. (C) We have pieced together the following information on 
the suspects from media reports and Embassy contacts: 


-- Hasanudin (aka Hamzah) was arrested May 8 in Poso. Since 
October 2002 

previously had spent several years in the Southern 

Philippines at JI's Camp Hudaibiyah. He is married to the 


ald L. Schlicher, reasons 1.4 B/D 1. (С) Summary: Ambassador weighed in septel with request that 


IK FORCE ONE-DUTY OFFICER 7/19 CALL В. АМКАВА 4154 C. SECSTATE 7843 D. DCN 
TIONAL MECHANISM REF: JERUSALEM 2853 Classified By: Consul General Jake Walles for rea: 
told us he will immediately urge President Talabani and KRG President Barzani to take public steps : 


nts a joint initiative by the Ministries of Islamic Affairs (MIA) and Health (MOH), and consists of classe 
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daughter of Adnan Arsal (also seen as Arsel or Arsol) 

known Sulawesi Muslim radical with ties to the violence 
there. The INP interrogation of Ustadz баһа! (also SaVal) 
teacher at Arsal\'s pesantran 

Hasanudin. As demonstrated in his taped confession 
Hasanudin is well spoken and fluent in jihadist rhetoric. He 
is suspected of being the mastermind behind at least most of 
the attacks. 


-- Lilik Purwanto (aka Haris) was arrested May 5 in Tolitoli. 
He is one of the operational planners in the JI Poso 
wakalah. He is a suspect in the May 2004 assassination of 
GOI CT prosecutor Feri Silalahi 

of Reverend Susianti Tinulele 

beheading of a Christian village chief suspected of having 
been a police informant and embezzling government refugee 
assistance. He also may have participated in the murder of 
Iwayan Sumaryasa with Ipung and Mhd Yusuf 

sentenced to nine years in early July. He is originally from 
Sulawesi 

personally affected by large-scale Christian-Muslim communal 
violence in the past. 


-- Irwanto Irano (aka Irwan) was arrested May 5 with Haris in 
Tolitoli. He is a suspect in the 2004 Susianti 

assassination 

schoolgirl beheadings. Like Haris 

Sulawesi and likewise personally justified his attacks as 
vengeance for earlier communal violence. 


7. (С) Other suspects arrested by the INP in Sulawesi in 
recent months include Taufik (aka Opik) and Jendra (aka 
Rahmat 

suspected of involvement in the July 2004 shooting of Helmi 
Tobiling 

the schoolgirl beheadings. Jendra was among those arrested 
May 5 in Tolitoli and is also a suspect in the Helmi murder. 
Abas told us that INP investigators had the names of other 
suspects tied to the attacks and planned more arrests in July 
and August. Mere privately explained to us in early June 

that an INP informant close to the Jl-linked Sulawesi 

militant group Anak Tanah Runtuh (ATR) had agreed to assist 
the INP in arresting at least an additional five suspects 
involved in the schoolgirl beheadings and Tentena bombing. 
Mere said in mid-July that Basri 

associated with ATR 

Sulawesi. Jones told us that approximately 15 out of ATR\'s 
estimated 20 active members remained at large. 


8. (C) The renewed INP activity in Central Sulawesi since 
January has frightened the area\'s concentration of militants 


:onoff polled three Hizballah experts оп the party\'s strategy and next steps in the current fighting witt 
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according to private comments to us by top INP investigator 
Benny Mamoto. He said INP information suggested many 
jihadists in Sulawesi had recently returned to their homes 
elsewhere in Indonesia. Also 

with known links to Jl and its Al Mukmin pesantran іп Solo 
had abandoned their teaching positions in Sulawesi and 
returned to Central Java to lie low. In further 

developments 

the more radical voices in that area 

embarrassed by his son-in-law\'s publicized confession and had 
lost some of his charisma and grassroots influence. Despite 
Arsal\'s participation in the 2001 peace accords and his joint 
statements with Christian leaders condemning specific 
attacks 

involved in orchestrating much of the violence and social 
friction but that the INP had not been able to build a case 
against him. Mere compared Arsal\'s role in the Sulawesi 
conflict with the role of JI spiritual leader Abu Bakar 
BaVasyir in planting the seeds of conflict. 


INP\s Game Plan 
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9. (C) Mere 

need to gain public grassroots involvement and told us that 
the INP\'s current objective was to use the arrest of those 
responsible for the recent violence to convince local leaders 
that peace was in reach. The INP still felt the sting of the 
botched attempt in April to arrest suspected Tentena bomber 
Taufiq Belaga (also Bulaga) 

off the police and set fire to their motorcycles 

experience the INP did not want to repeat 

(Note: The INP told us previously that the two policemen were 
local police assigned to surveil the suspect 

arrest.) 


10. (C) Mere took an important initial step when he reached 
out to soothe strained relations between INP and Indonesian 
military (TNI) leaders at a June 25 meeting in Poso. Mere 
said militant groups have previously used disinformation to 
pit the TNI and INP against each other. The new regional INP 
chief joined Mere at the meeting 

Surya Dharma and Nasir Abas 

significance of the arrests. According to Abas 

INP leaders agreed to seek public grassroots commitment to 
peace by meeting with local officials 

other influential figures in the conflict area to explain the 
arrests and urge them to actively promote cooperation with 


:gislation to permanently establish the Independent High Electoral Commission (IHEC) (REFTEL). А: 
ania and the United States of America regarding the activities of the U.S. forces stationed on Roman 


JMMARY. Senator John Cornyn of Texas and his Foreign Affairs Advisor Russ Thomasson visited Ві 
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the authorities. Once the INP is confident they have gained 
broader public support 

to reach in the coming weeks 

additional suspects. 


11. (C) Mamoto described to us an even more ambitious and 
longer term INP plan that includes a new peace agreement 
among the conflict area\'s various groups 

economy 

neutralize the influence of radical and jihadist teachings 

like those of JI. Reaching beyond the typical law 
enforcement purview 

the support of other agencies under the Coordinating Ministry 
for Politics 

to Vice President Yusuf Kalla. Mere said he had briefed 
senior GOI officials several times and received widespread 
agreement on the INP\'s recommendations 

little to no action. 


12. (C) Despite some intricate connections among jihadist 
networks involved in the conflict 

among the hodgepodge of radical elements there may work in 
the INP\'s favor. According to Jones 

of a JI chain of command beyond the wakalah in these recent 
Jl-linked cases supports the theory that the JI organization 

is less hierarchical than before and that at least some Jl 

cells operate with significant autonomy. INP investigators 
hold similar views and told us they seek to exploit this 
condition to further divide and defeat the remaining 
extremists. 


COMMENT 

13. (C) The GOI decision not to renew the KOOPSKAM charter 
when it expired on July 3 was a testament to their confidence 
that authorities can maintain the current advantage. 

However 

enduring legacy of violence 

often been too short to resolve the underlying frictions. 
Although area\'s communities stand united against corruption 
particularly that involving humanitarian aid for those 

displaced by the conflict 

and potential sources of friction remain. Broad economic 
disparities largely mirror religious fault lines 

less prosperous Muslim communities lagging behind. Many of 
the area\'s Muslims arrived via the СОГ transmigration 
program from more populated islands 

proposal to create a new province in the area 

fruition over the next year 

religious groups seek to balance representation. As long as 
the issues remain starkly defined in Christian-versus-Muslim 
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Central Sulawesi likely will continue to attract the 
attention of radical Islamists outside of Sulawesi eager to 
fan the flames. 
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Assistant Unification Minister Park Chan-bong on July 6 
opined to the A/DCM that if the ROK refused food and 
fertilizer aid the North might respond by halting family 
reunions (reftel). END NOTE.) 


STALEMATE NOT NEW FOR NORTH-SOUTH DIALOGUE 


4. (C) Um mentioned that the DPRK response was unfortunate 
but it was not unusual. Inter-Korean talks had broken down 
before 

status after the September 11 attacks 

after the airlift of some 450 North Korean refugees to South 
Korea from Vietnam. Both times North-South ministerials were 
delayed for about a year 

sent a high-level emissary 

Security Adviser Lim Dong-won in 2002 and then Unification 
Minister Chung Dong-young in 2005 

Kim Jong-il. (COMMENT: Um did not say that a visit by 
Unification Minister Lee Jong-seok was being considered. 
However 

of ministerials 

it would provide a natural occasion for Minister Lee 

role as chief ROKG delegate 

Jong-il. END COMMENT.) 


5. (C) Asked whether the ROKG had experienced any public 
pressure to restore humanitarian aid to salvage family 
reunions 

pressure to mount 

rise. Um said that military exercises scheduled for this 
summer 

July and the U.S.-ROK Ulchi Focus Lens (UFL) in August 
probably delay inter-Korean talks regardless of the current 
situation. The ROKG was likely to adopt a wait-and-see 
attitude to ascertain how upset the North was this time and 
inter-Korean relations would probably worsen before they 


improved. 


6. (C) Um speculated that it was relatively painless for 

North Korea to stop inter-Korean governmental contacts at the 
Kaesong Industrial Complex 

to postpone construction on the family reunion center because 
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none of these things really cost the North anything. Echoing 
what A/MOU Park said on July 6 

South something to eventually turn these things back on. 
Still 

restarted because it would not want to miss the planting 
season. 


NEXT STEPS 


7. (C) Um opined that he thought it unlikely that the North 
would seek to enflame inter-Korean and international tension 
by doing anything as significant as a nuclear test. Um also 
thought it unlikely that the North would conduct another long 
range missile test in the near future. 


8. (C) Um commented that he was unsure whether North Korean 
Foreign Minister Paek Nam-sun would agree to meet with the 
foreign ministers of the Six Party Talks member countries on 

the sidelines of next week\'s meetings at the ASEAN Regional 
Forum (ARF). FM Paek\'s background was on inter-Korean 
affairs 

authority to conduct a meeting with the Secretary because he 
lacked experience on U.S.-DPRK matters 


9. (C) In discussing the Arirang Festival 

the ROKG was not planning to send a government delegation 
but it was unlikely to stop South Korean citizens from 

attending the event. Um noted that a better term for the 

event might be the \"Arirang Performance 

more of a Broadway musical than a celebration of North Korean 
ideology. He emphasized that UNSCR 1695 was targeted against 
DPRK WMD programs and there was no direct link to the Arirang 
events. The A/DCM suggested that the optics of South Korean 
officials going to Pyongyang to view a homage to Kim Il-Sung 
would not be welcomed in many capitals. Especially in the 
aftermath of the missile launches 

consider issuing some kind of travel advisory or at least 

state Seoul\'s view of the event 

civilian travel to the North 


10. (C) Um remarked that the ROKG had yet to decide whether 
it would send a ROKG delegation to the August 15 Liberation 
Day or the Arirang events in North Korea. He noted that ROKG 
participation in the Liberation Day events was a reciprocal 
commitment and a follow-up to a DPRK delegation that visited 
Seoul last year. The head of the 200-person DPRK delegation 
last year visited the National Cemetery in Seoul and met with 
President Roh Moo-hyun. 

VERSHBOW 
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diameter 

environmentalists as a \"ping-pong ball.\" Pojar also asked 
about the U.S. decision-making and construction timelines. 
Finally 

not/not request any kind of a quid pro quo for hosting an MD 
base 

such an arrangement. He asked that the U.S. to be mindful 
that much of the media debate would not reflect the final 
GOCR offer. 


5. (S/NF) Turning to public affairs issues 

Director Smigolova said both the MOD and MFA agreed the 
political benefits of MD outweigh the risks. Referring to a 

poll released July 19 

claiming 83% opposition to MD in the Czech Republic (Ref D) 
Czech officials would have to explain to the public that 
hosting the United States installation would be nothing like 
the experience with Russian bases. She also said they would 
have to address a public perception that an MD base would 
make the Czech Republic a target for terrorists. Political 
Director Povejsil said the Czechs would have to know what 
information would be publicly releasable from a U.S. 
standpoint. Such information would form part of a Czech-run 
public education campaign. For example 

in the project by hosting a radar would resonate with the 
Czech public 

being singled out as a sole cooperating nation. Povejsil 
asked whether in the medium term the U.S. might be able to 
assist with Czech public diplomacy efforts 

hosting a visit of Czech journalists to a U.S. facility. BG 
McNamara said he would welcome the opportunity to develop a 
phased strategy 

such outreach. Both sides agreed that maximum openness would 
be ideal 


6. (S/NF) Pojar raised the issue of Czech high-tech companies 
that would welcome the opportunity to talk with U.S. experts 

to see if any of their technologies would be useful as future 
elements of U.S. missile defense architecture (Note: The 
Czechs are world-leaders in the area of certain remote 
sensing technologies. End note). He acknowledged that this 
could be an opportunity for future collaboration 

a defined part of the facility under consideration. BG 
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McNamara said such cooperation might be considered 


explained that members of his agency were always open to 
examining new technologies that might be useful. 


ogress (FFP) for ҒҮ06, Sri Lanka. Sri Lanka does not produce wheat and its entire requirement is m 
slowdown as unions demand a salary hike. The partial strike has significantly slowed work at the go 


ireau, to convey appreciation for the ROKG\'s willingness to attend the Iraq Compact meeting. Choe 
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7. (5/МЕ) DASD Green invited the Czechs to send a team to 
Washington in the mid-August timeframe for a detailed 
discussion on all aspects of host-country cooperation. The 
Czechs accepted the U.S. offer 

work carefully with the U.S. to craft the appropriate 
interagency team for the visit. 


8. (U) DASD Green and BG McNamara have cleared this cable. 


CABANISS 
CABANISS 
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TO CT EFFORTS 


REF: MANILA 2937 


Classified By: (U) Ambassador Kristie A. Kenney 
for reasons 1.4(b) and (d). 


1. (C) SUMMARY. Defense Secretary Cruz views the Kapit Bisig 
framework as a \"big plus\" for US-RP counterterrorism 
cooperation 

and believes the Kapit Bisig implementing guidelines are 

flexible enough to accommodate a variety of circumstances. 

He takes the long view on the Communist insurgency 

predicting it will take 6-10 years to defeat it using 

military and socio-economic tools. END SUMMARY. 


2. (C) In private talks with DCM at the July 18 Philippine 
Defense Reform (PDR) talks 

Cruz expressed satisfaction at the successful conclusion of 
the Kapit Bisig counterterrorism framework negotiations 
(reftel) 

of eliminating terrorism. 


3. (S) Cruz said he viewed the accompanying implementing 
guidelines as a standing offer of US assistance that 

Philippine commanders could draw upon 

to support their counterterrorism operations. He 

particularly focused on their flexibility to accommodate 
operations necessary to neutralize High Value Targets. The 
Armed Forces of the Philippines (AFP) had already developed 
several potential areas of cooperation in addition to those 

in the implementing guidelines -- such as joint intelligence 
fusion and analysis centers; joint civil-military and 
psychological operations; and use of precision-guided 
munitions delivered from either AFP or U.S. (with 
accompanying AFP crew) platforms. \"Let\'s gain experience and 
see the gaps 
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interaction with the AFP would provide \"a scientific basis\" 
for determining what new equipment the Philippine military 
needed to acquire themselves. 


4. (C) Asked about press reporting that the Administration 
hoped to defeat the Communist insurgency in two years 
ascribed the remark to Presidential Advisor Mike Defensor and 
called Defensor\'s remarks \"unrealistic.\" He said that 
President Arroyo had never made that prediction 

told her it would take 6-10 years strategically to defeat the 
NPA. The campaign to defeat the Ник rebellion in the 1950Vs 
and the successful effort by the Ramos administration against 
the Communist Party of the Philippines/New People\'s Army 
(CPP/NPA) in the 1990\'s had each taken 6-10 years. Cruz 
noted that the decline in CPP/NPA strength from its peak of 

26 

dramatic improvements in the economy. We need to repeat what 
we did earlier 

strength 

declining at the rate of 13% per year. He believed that the 
\"Kalayaan Barangay\" program aimed at improving the 
socio-economic conditions of under serviced communities in 
Communist and Muslim insurgent areas could help win back the 
population to the governments side. \"We need to under 
promise and over deliver 


5. (C) COMMENT. Cruz is right to take the long view about 
the NPA insurgency. While the GRP just announced it will 
allocate 700 million pesos ($13.4 million) to the AFP and 300 
million pesos ($5.7 million) to the Philippine National 

Police to eliminate the NPA 

effort of military operations and socio-economic programs to 
defeat the Communist threat and to win over Muslim separatist 
groups. However 

of Staff 

pledge during his July 21 change of command ceremony. 


Visit Embassy Manila\'s Classified website: 
http://www. state.sgov.gov/p/eap/manila/index. cfm 
Kenney 
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to career state department Foreign Service employees. lt does 
apply to state department civil service employees 

of other USG agencies and contractors. 


B. Terrorism: 


A series of terrorist bombings took place in Casablanca on 
May 16 


he Lebanon conflict to Hizballah and will steadfastly avoid any suggestion of an unconditional cease-t 
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vigorous efforts of Moroccan law enforcement since then. 
Although U.S. government facilities were not the target of 
the Casablanca attacks (and no Americans were killed or 
injured) 

interests and citizens remains high in Morocco. 
Establishments which are readily identifiable with the United 
States are potential targets for attacks. these may include 
facilities where us citizens and other foreigners congregate 
including clubs 

hotels 

also include establishments where activities occur that may 
offend religious sensitivities 

where alcoholic beverages are sold or consumed. While in 
Morocco it is important to be vigilant to one\'s surroundings 
and to maintain a low profile. Travelers should stay abreast 
of recent developments within country and read the latest 
state department consular information sheet covering travel 
to Morocco and any current worldwide caution messages about 
travel to the Middle East and North Africa before arrival in 
country. The mission takes all information concerning 
terrorist incidents and terrorism very seriously. The 

mission investigates all incidents fully in conjunction with 
Moroccan authorities. All travelers are expected to report 
any suspicious incidents or information to the RSO 
immediately 


C. Crime: 


The threat level for crime in Morocco has been designated 
\"high.\" Crimes ranging from aggressive panhandling 
pocketing 

harassment of women occur periodically. Attempted break-ins 
of mission residences by burglars have occurred 

general crime in Morocco tends to be non-violent. Most 
criminals look for opportunities to steal by stealth rather 

than confrontation but there are exceptions. 


Women walking alone in certain areas of cities and rural 

areas are particularly vulnerable to verbal harassment from 

young men. Women are advised to travel with a companion or in 

a group when possible and to ignore any harassment. Some 

women who have responded to verbal harassment have come under 
physical attack. If physical provocation occurs 

are urged not to resist in order to avoid injury and to 

report the incident to the regional security officer 

immediately (see telephone number above). 


Travelers should be alert for pickpockets and 
purse-snatchers 

tourist attractions 

and trains in Morocco are relatively safe 


nents from Summit Aviation in October 21, 2005 (see reftel). The transaction is related to a sales co 
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considered safe. Avoid carrying large sums of cash 
credit cards should be secured in the safe deposit box at 
your hotel. In the event you are victimized by crime 
attempted crime 

during your stay in Morocco 

the RSO as soon as possible. 


D. Demonstrations/Harassment: 


When regional tensions increase many diplomatic missions 
including ours 

calls 

receive any of these while at post 

and/or the RSO immediately. Further 

several white powder letters through the local mail. Please 
note: mission policy strictly prohibits any unopened mail 
packages or boxes from being brought into any facility prior 
to screening by the embassy and consulate mailroom staff. 
There are no exceptions to this policy and all personnel are 
expected to abide by it rigidly for the protection of the 
mission and its personnel. 


Finally 

Morocco during periods of heightened tension. Occasionally 

a few of these demonstrations have been anti-American/western 
with a small number of these resulting in some minor 
destruction of personal and public property. Travelers 

should be cognizant of the current levels of tension in the 

region 

crowds. Demonstrations and suspicious incidents should be 
immediately reported to the marine security guard (post 1) 

and the RSO. 


E. Electronic Devices: 


Privately owned laptops 

and similar devices are strictly prohibited in controlled 

access areas (CAA\'s) of the chancery and consulate. 
Travelers with USG unclassified and classified 

laptop/notebook computers must notify the information 
management officer (IMO) through marine post one or the RSO 
before bringing these machines into the embassy or consulate. 
Questions concerning other types of electronic devices must 

be directed to either the IMO or the RSO. 


F. Cultural Awareness: 


Travelers need to be cognizant of the fact that Morocco is an 
Islamic country despite the appearance of some aspects of 
western culture. Generally 

should dress conservatively for all occasions to avoid 


1176 Classified By: Ambassador Ronald L. Schlicher, reasons 1.4 B/D 1. (С) Summary: Total heac 
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harassment from young men in public or offending Moroccan 
interlocutors during social occasions. Men should not wear 
ostentatious apparel that draws attention. The purchase and 
consumption of alcohol is permitted in Morocco but Islamic 
conservatives in Moroccan society are fundamentally against 
its sale or use. Travelers should let common sense prevail 
and only buy or consume alcohol in shops 

hotels where it is readily available and permitted. 


G. Post Specific Security Briefings: 


Travelers planning to stay in Morocco 14 days or longer 
should request that their sponsoring office schedule a 
security briefing for them with the RSO. 

Visit Embassy RabatVs Classified Website; 
http://www.state.sgov.gov/p/nea/rabat 
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opposition have signaled their intention to come out swinging 
and inflict as much damage as possible on the UPA/Congress. 
While one press report speculated that the NDA could call for 
a vote of confidence with the object of bringing down the 

UPA 

not have enough seats to pull off such a move. Itis likely 
however 

failing to provide security 

price increases and stem corruption. There is a good 
likelihood that the Left 

join in combined attacks against a beleaguered Congress/UPA. 
While the UPA is almost certainly assured of survival 

have to expend more time and energy defending itself in a 
post session environment 

aggressive policy goals. End Summary. 


The Left Gearing-up for Action 


2. (U) Communist leaders indicated on July 19 that they were 
determined to make life difficult for the UPA government and 
it \"neo-liberal\" Prime Minister Manmohan Singh when 
Parliament convenes on July 24. Zeroing in on economic 
policy 

check inflation and warned that the Congress Party \"cannot 
take Left support for granted.\" CPI(M) superstar and MP 
Brinda Karat accused the UPA of mimicking the previous NDA 
government\'s economic policies by reducing the number of 
items in the essential commodities list from 70 to 15. CPI 


ed written assurances from TECRO for DTC 980274 ав requested ref A. The text of TECRO\'s assur 


ESERVE/BOARD OF GOVERNORS, AND SAN FRANCISCO FRB/TERESA CURRAN Е.О. 12958: 
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National Secretary D Raja attacked the UPA\'s food policy 
stating \"As far as food security is concerned 

government has been a total failure. Raja asserted that \"We 
will raise the issue of agrarian crisis 

by farmers 

conditions in the coming monsoon session of Parliament.\" 


While the BJP is out for Blood 


3. (U) The \"Asian Age\" claimed on July 19 that the BUP 
leadership is seriously considering moving a no-confidence 
motion against the UPA government. The account asserted that 
the NDA would call for the UPA government\'s dismissal for 
failing to control rising prices 

proper security to the nation. The \"Asian Age\" was the only 
media outlet to speculate on this possibility. 


4. (U) The BJP leadership met on July 20 to map out its 
Parliamentary strategy 

mention of a possible no confidence motion. They did 

confirm 

to march to the Presidential palace (Rashtrapati Bhavan) on 
July 24 and present President Abdul Kalam with a memorandum 
on \"national security 

agenda and demand that Parliament devote the entire day to 
the impact of the Mumbai terrorist attack. The BUP announced 
that during the monsoon session it plans to attack the UPA on 
four broad issues 

war-room spy case) 

petroleum and essential commodities 


NEW DELHI 00005138 002 OF 003 


the Volcker case against former Foreign Minister Natwar 
Singh) and agricultural policies (with a focus on farmersV 
suicides). 


But Willing to Compromise on Offices of Profit 


5. (U) Press reports indicate that the BJP opposes the 
\"Parliament (Prevention of Disqualification) Amendment Bill 
also known as the V'office-of-profit Bill put forward by 
Congress 

indicated that it will support an amended bill if it contains 
the following provisions: that it conform to the 

Constitution in letter and spirit 

апа MLA\'s holding \"offices of profit\" to remain but \"draw a 
firm line\" on future violations 


ision Director Shigeki Takizaki on July 21. Takizaki thanked us and said Japan believes this is an img 


justed its count of victims from the July 17 earthquake and tsunami to 493 dead, 954 injured and 362 


Column 3 

provision that would discontinue all salaries 

perquisites to MPs and MLAs currently holding \"offices of 
profit.\" 


Some Regional Parties Willing to Back the BUP 


6. (U) Press reports indicate that some influential regional 
parties will also join the opposition/left attacks on the 

UPA. The Samajwadi Party (SP) 

Pradesh (UP) 

has grown increasingly hostile to Congress in the run-up to 
the February 2007 UP elections and is likely to support 
opposition/Left attacks. On July 19 

(BSP) President and former UP Chief Minister Mayawati also 
threatened to withdraw her party\'s support from the UPA if it 
failed to contain inflation. On July 19 

Rashtra Samithi (TRS) 

which currently belongs to the UPA 

threatening to withdraw from the UPA if the ruling coalition 
fails to support statehood for the Telengana region of AP 
before Independence Day on August 15. 


Growing Consensus Regarding UPA Vulnerability 


7. (C) Journalists Sanjay Kapoor and Zafar Agha and Congress 
MP Rashid Alvi agreed on July 20 that the NDA would love to 
bring a vote of no-confidence to the floor of Parliament 
during the Monsoon session 

increased dramatically in recent months. They asserted that 
the purported \"failure\" of the GOI to prevent the Mumbai 
terrorist attack 

Civil Nuclear Agreement (septel) 

and rising inflation 

corruption provide plenty of ready-made issues for the 
opposition. 


But the Numbers Just Don\'t Add Up 


8. (C) While there is a growing consensus that the UPA is 
weak and vulnerable 

it will fall. The numbers do not add up. In a house of 529 
MPs 

seats to win a vote of confidence. Likely candidates come 
from the SP (41 seats) and a combination of smaller regional 
parties (30 - 35 seats). Even with the support of these 
parties 

convince other UPA affiliates to cross over and join the 
opposition. In addition 


m the P5 1 incentive package for Iran. Mustafaj said the GoA shared U.S. апа EU concern about Iran 
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Ministerial Candidate around which to build a по confidence 
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motion 
change of government and a new election. 


Comment: A Stormy Session - But Life Goes On 


9. (C) It is almost a certainty in recent Indian politics 

that Parliamentary sessions are dominated by drama and little 
substance. This session is unlikely to be different. Should 
it turn into a free for all 

and regional parties attacking the UPA 

the scene could be quite ugly. Placed on the defensive 
Congress Party and Prime Minister Singh could present an 
image of a party in trouble 

furthering weakening the UPA. In the post session 
environment 

on survival and less on realizing ambitious goals. 


10. (U) Visit New Delhi\'s Classified Website: 
(http://www.state.sgov.gov/p/sa/newdelhi/) 
PYATT 
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press is giving various names for the two men arrested in Bihar. 

One is called either "Mohammad Kalam\" or Kamal" and the second 
\"Khaleel AzizW or Khalil Azeem.\" 


3. (C) The names of two of those arrested match information that 
Consulate Mumbai received from the local police in an earlier 
briefing. K.S. Pasricha 

police 

searching for a man from Bihar whom Pasricha called \"Kamal\" and 
two persons from Uttar Pradesh 

Pasricha said the police suspected that \"Kamal\" played a central 
role in the planning and execution of the Mumbai train bombings. 
He told us that investigators now believed that materials and 
manpower for the operation came to Mumbai from Pakistan via 
Nepal and Bihar. Іп Bihar 

logistics role in moving the material to Mumbai 

us. Police had observed the person known as \"Mumtaz 

with a second person 

registered a spike in communications on the day of the bombings. 
\"Mumtaz\" and the second man from UP were brothers-in-law of 
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which is supposed to finish 


opposition parties and sympathetic 


for example 

including 

incomplete 

and voters who live in areas different from where 


Planas said COPEI had discovered a 
such as former CNE official 


have raised 


working unofficially with 


Central Venezuelan University 


but also the audit. During her trip to Europe in 
CNE President Lucena informally invited electoral 
Belgium 


is also the EU President) told the Ambassador 
however 


and EU Mission Second Secretary David Bouanchaud 


arent inconsistencies in preliminary numbers released by the Federal Electoral Institute (IFE), and tho 
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the CNE is also mounting their own sympathetic 
Lucena met with and 

Sofia Broarfa 

and Wily Meyer Pleite 


the current CNE is quickly 
such as withdrawing the 
in order to play to international 


the CNE is not interested in any real changes that 
if 
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some saying 


Post 


at their July 3-6 meeting in St. Kitts 


but admitted he had to leave 


presumably for the same condition. 


рег 19 (5:00pm Washington DST = 9:00am NZ the following day)(3:00pm California = 10am NZ the: 
е message conveyed by the Government of Saudi Arabia. 2. (SBU) On July 14, the Saudi Foreign 1 
rity Intelligence Service (NZSIS), which is the lead agency for the HSPD-6 initiative in New Zealand, i 
ve Robin Muller to the New Zealand Ministry of Foreign Affairs and Trade on July 13, 2006. McCormi 
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\" Anthony 


supported by the U.S. 


such as St. Lucia. End Note.) He described 


Anthony simply stated 


his statement mainly reflects his own country\'s 
St. Lucia has hesitated to implement 


Anthony must be responsive to his home 


reporting from Embassies Georgetown and Nassau 
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citing the success of DEA 


the St. Lucia government has 

is training 65 to 120 new 

forcing new recruits to undergo 
launching a \"scooter patrol\" to police 
and has established large rewards for 
the country has 


such as a new fingerprinting 
updated evidence act 


UK 


as well as regional efforts such as Trinidad 


despite his 
crime was on the 


the 
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while his government 
there 


although he has met some resistance to the 


he plans to press ahead with 


who called the text \"harsh\" and 


including American citizens. The CG said that the 
but could 


the Embassy 


rather than corruption 


the Embassy plans to 


the St. Lucian opposition and press 


Column 4 
7/13/2006 19:17 
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a number of 


even if it means 
those who buy into the hard-line 


not as law suits before the elections. Thus 


the final voters list) is printed and ready. 


deadline for parties to submit 


but the August 28 


at an absolute minimum 
000 polling 


in mono-ethnic communities). For the 
it is critical that 


America (BOA) branch іп Taiwan about its dumping of U.S. dollars to manipulate the NTD:USD exch 
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whether 


but very tight. The 
more elusive 


the stubborn opposition will likely discredit 
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he acknowledged that ongoing events 


Palestinian President Abbas 
each soliciting former President Bill 


he 


and that such a development would 


il Reconstruction Team (PRT) Effectiveness Conference scheduled for July 20-21 in Hungary. 2. (U) 
The Commission of the African Union presents its compliments to the Embassy of the United States 


Idman, Aviation Safety Inspector to conduct inspection at KLM, an FAA certificated repair station and 
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000 
followed by an increased 


given the absence of any funding 


with the remaining 1.5 billion NIS to be 


hotels and tourist attractions in 
the High Court of 


based upon a court case brought by an 


as 
contained 500 Jewish and only four 


and that economic development of the 


3LEMS ON JULY 13 REFS: А) Sao Paulo 761 and Previous В) Sao Paulo 762 1. Sao Paulo and n 


ə no significant avian influenza (Al) developments in Japan during the period July 07 to 14. No huma 
Abdulatif said that he would be willing to discuss progress on the bilateral MOU on illegal logging on : 
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due 


after first trying to 


lat she intermittently experienced memory black-outs before, during, and after the incident allegedly t 
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іп fact 


5 development plans for the south 
5 support in the region. 


s post-election political ambivalence was on 
s visit 


attendance 
with only 80 persons 


which has provided jobs for increasing 
young residents 


both 
and local observers did not expect 
much less 


and infrastructure remains decrepit or non-existent 


but might instead throw its financial support 
and 
Alan 


there remain 35 different groups -- in addition to 


ory and the possible effect on Indonesia of increased hostilities between Israel and Lebanon. EAC т 
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апа 
іһе 


іһе 


while RN appears strong and well organized іп other 
the party\'s leadership in Arequipa 

Humberto 

does not enjoy good relations with the local branches of 
one of the best-organized 


Gutierrez was unable 


as in much 
local caudillos 


the fragmentation factor may become Garcia\'s next big 
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where predictably 


hammed Azeroul at opening of business July 14. Azeroual told Charge that FM Benaissa, en route tc 
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national parks 
this would open up new areas of dense 
increasing spray 


national parks 
but the 
350 (indigenous) 
the MOD agreed that the GOC 
indigenous areas 
and the border) and to facilitate law 
by mutual agreement 


000 hectares to a total of 160 


the Embassy was 
head of the 
s Anti-narcotics Directorate 


and T-65 spray planes. A formal GOC solicitation 


a four-plane operation would probably use 


ја GOS buy-back from Yukos of its 49 percent share, and media reports floated that а deal was imm 
Ғ-І position. Although the Dutch decision to withdraw its officer from Basra (reftel) is final, the GONL 
English speaking Caribbean countries and a sub-regional workshop on recreational water quality in с 
and will work with the Commission to produce a new treaty similar to the old one but based on EU Pil 


'y was aware of the Saudi statement, and said he would inform the minister of the USG position. He 
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logistical 
which is forthcoming. At the same time 


s to full time coca eradication. 


following the June 27 meeting 


000 

now that the Embassy 

000 to 160 

how much will the 

000 hectares cost the USG? 


various GOC 
in private and in public 


s own budget demonstrates an 
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‘mation outlined іп reftel. Embassy understands the deadline for this action request is August 1, 2004 


politician, was noticeably absent during the Embassy\'s official opening on June 28 and the July 4 rec 
ghts review, as well as a general name check of the following Chilean candidates who have been nor 
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Gutierrez launched 


he sought to show the legally 


was compelling. The 


who controls the court. Baki noted that PSC 


Gutierrez relaxed 


or allying with PRIAN and PRE 


as expected. He asserted that he was the only 
and showed videotapes on a 


he is certain that he would 


his support for an FTA and repayment 
in contrast to the positions of the current 
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sugar is so deeply imbedded in 
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Chile is an unwavering U.S. 
such as Iraq policy 
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a consequence of 
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әгіһ Korea per reftels. Rocha anticipates this GAERC will be slow since it is the first under the Finnisl 
civil society in Cuba. However, the GOI also supports constructive dialogue with the Cuban governrr 
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and 

asked for \"additional information\" 


the answer was inchoate - just 


the 


in meetings or via the USDA.GOV web 


which are now entering the shipping 
and for all other fresh fruit from the US. 
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as the thirtieth (30th) day after the expiration of the ninety 


the Protocol shall also enter into force between 
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including economic sanctions and the use of 


the destruction of peace 
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the sanctions resolution mandates the 
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which is to start on 


efforts to reach agreement will be focused on 


7/14/2006 3:31 


the Outer 

sits near New Zealand\'s largest producing field 

off the North Island\'s southwest coast. Although no 
seismic data shows promise. 

the Great South Basin 
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according to a company executive. 
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higher world oil prices are helping override the 
the slowing output of natural 
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saying it was not terrorism but an act of war 
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and 


and we think 
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causing serious 


the GOB launched a national public awareness 


City of 
\" which included seminars 
presentations and discussions. This program 


radio 
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local economic 
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the summit 
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Y said Kirill. \"An absence 
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especially when it is used for a pretext 
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in his view 
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chairman of the Council of Muftis of Russia. 
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rather than а 

that 

government 
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but nevertheless it gave the 
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at Iranian request. His sole 
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Benedict XVI 


the Holy See condemns on the one hand 
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intract from 1996 between DI and Indonesia\'s Department of Defense to build CN235 aircraft for the 
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on the other hand 
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Kanaan retorted 


saying it 


Kanaan suggested that 


who insisted he could persuade 
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although he stressed that the police had no 
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he noted that the police believed the three 
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had told us that he\'s convinced that the RSS 
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represented by the UN and Security Council 
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Dutch Minister for Foreign Trade 
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however tragic it 
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trust between Delhi 
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000 in the town of al-Arish. This group 


including patients who had received medical 
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WLFA participants set a goal 


and that there 


which received broad 
OSCE Democratization 


and for regular 


which focuses civic 


apacity 800) left Larnaca for Beirut on July 18 at 11:25 local time carrying 184 passengers including: ` 
who attended the June 28-29 session of the Jordanian-Syrian Higher Joint Committee meetings in D. 


ісе plan to request court permission on July 19 to extend the initial five days they were allowed to kee 
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democratic public participation 


and to promote regional 


women 
sometimes sounding downright 
\"This forum is all well and good 


the large turnout and 
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the Governor also argued that there 
despite 


in 
it 
which the other countries 


so a peg made sense and revaluation was 


it would make sense to move to a floating 
which tracks with comments he has made 


Al-Suwaidi has told us of his 
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it is 


Al-Suwaidi publicly said that the Central 
but 


but it does placate 
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and 
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he would simply ask \"Why?\" LOpl Smith added that his 


with their son being 


2005. 
apparently 
Patricia Formosa 


to | ΟΡΙ Smith. He and Ms. Formosa answered 
after which Ms. Formosa delivered the 
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the Chinese 


as 


it has been 
V China\'s \"civil 
\"and even a possible euphemism for human 


they had 


others saw 

with no real leaders 

several \"wei 

but that on the 

the Beijing authorities appeared to tolerate the use 


poloff met with a number of NGO 
\" an indigenous 


land grabs 
etc. While there is no direct English 
the term has been variously defined as \"defense 


its impact on China\'s human 

or on whether it should be called a 

all agreed that the increased willingness 

with assistance from some dedicated 

to demand their legally guaranteed rights was 


by the PRC Government\'s own 
PRC citizens have participated in tens of 


mainlanders increasingly describe them 


the city of Adana, with its U.S. consulate and commercial airport, and to Incirlik AB, which can billet L 


4 million and FAO committed to financial and logistic support. An offer of USAID training and technic 
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V they had became more willing to speak out and 


\" which 

the human rights movement on the mainland had 
\"ren quan\" was perceived 

Y on the other hand 

the son of Zhao 


speculated to poloff on June 21 that 


the Chinese 


then the abbreviation \"wei quan would not sound 
although it had the same meaning; and 2) It 
initially 

said Mark Allison 


a Chinese citizen\'s human rights (\"ren quan\") are 


but the Chinese term had 
become politically sensitive. \"Wei quan 
appeared to be 


during the June 4 
a recorded message from 


\"We also see that 
led by the lawyers 
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a reporter for \"Yazhou Zhoukan\" (a Hong 


2005 


many 
with background in commercial law 


but later realized that the individual case was part 
at which point issues such as upholding 


said Wang 


he has 


even at the expense of a possible arrest or even 


because doing so might bring him even greater moral 


Allison told poloff that \"wei quan\" 


the PRC lawyers 


t has taken no action on any of them since June 20. 2. (SBU) The teachers are demanding a housil 


deen no official announcement to that effect and he believed they were likely to go ahead as planned, 
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Hong Kong Program Director of Human Rights in China 


told poloff on June 30 that there was still a lack of 
\" 


then they might get 


which 


said Rife. To that end 


property 


\" especially if protestors made efforts to 


which in turn brought in more business to 


it increased the probability they would hire a lawyer 


then the ensuing attention from the local 


as well as offer some protection against 


Director of China Labour Bulletin 
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said Han. 
all 
economic 


livelihood and local 


investigative journalists 


but she believed the 


\" So Far 


said Han Dongfang. More 
in Han\'s opinion 


for example 
Hebei province 


killing at least six. 


legislator and Democratic Party Vice 


\"To Pledge Support 
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Director of the Hong Kong Human Rights 
told poloff on June 28 that all of the media in Hong 
but that the only 


the editors 
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/eur/oslo/index.cf m WHITNEY 
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to consult with anyone before transgressing international 


| speak of a 


Shaykha Fawzia Salim Al-Sabah observed in 


what have we given to those 


the 
the singer sing 


through the media 


we know of the egregious 


into 9 Nissan from the neighboring qadas. Тһе local officials also discussed the hardships facing the 


әу August 1, but that she anticipated the delegation would be similar the 2005 delegation. 2. (С) Aro 


remely constructive on Coca-Cola. He thought that the health ministry was playing politics, and һе ас 
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Mr. Nasrallah hid іп 


sea 


what Israel is doing in 


a word that was said long ago 


visit: 
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\" and denounced the GRP\'s 


the NDF made an appeal to the 


notably the removal of the CPP/NPA from the US and EU lists 


Ада Bojana Tender Fails -- More Foreign Tourists Expected -- RyanAir Lands іп 2007 -- Coastal Rea 
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2005. It addressed issues including the \"unity of the 
scientific and pro-people culture 


the investigation of government 
corruption and human rights 


CPP founder Jose Marie 


and stated that the GRP should only 


President Arroyo signed a new Executive Order 


such as surveillance and intelligence gathering. 


and military in the GRPYs campaign against the insurgency 


\" and that the effort requires the assistance of 


despite the GRPYs announced goal 


:ertainty as to who will be responsible for DPA implementation in the medium to long term. The issue 


>F, CG SUBJECT: USAID/FFP MONITORING MISSION TO EASTERN DRC ------- Summary ------- 
о a private Lebanese currency trader in Cyprus. However, it would need Israeli permission for the cor 
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2005 bomb 


but 


or that 


they said they were 


India has not made any formal request to 
they said. 
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the Armenian Ministry of Foreign 


as well as 


her USD 5 billion іп 2006. Although the Ministry of Finance does not provide country breakdowns, Ct 
st importantly, Safie has recommitted the FGR to working closely with the PNC to achieve successful 
OP can speak publicly on behalf of the referendum. 2. (U) President Torrijos signed the bill on July 1 
ed disappointment over the lack of real commitments in the plan. We agree that the GoS plan break 


resident will take office, this is а good time to review federal-state relations and their implications for | 
tion following the July elections. He said that the surprisingly favorable reaction of Mexican markets, « 


"DVSA and does not foresee involvement in a proposed regional storage facility that would serve the 
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describing it as the toughest ever made 


but that Armenia\'s role in this issue 
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Washington correspondent Corine Lesnes 
\" those Republicans who believe that 


istance Act. Please transmit the results of such, including information not strictly covered by the Lear 
must plan to arrive no later than Thursday, November 2 and depart no earlier than Tuesday, Novemb: 


would be in touch with his Mission to the UN. STRUBLE 
2, (SBU) Comment: The GOG has a lengthy and complex process for gaining congressional approv: 
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she is the most popular person іп the Bush Administration 


the U.S. is saying that Israel has the 
including France tends to 


Iran is continuing its 


the U.S. abandoned 


except 


the UN is 


he Ambassador to explain why she was holding up the ongoing attempt by HSBC Group to purchase 
ager, and security officer is requested. No other assistance is required. Visitors will stay at the Royal 
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the crhme de la crhme of world power 


its total incapacity to act in a vaguely effective way 
Hezbollah is 


shows the extent to which it is out of the game in 


there are none. The 


but instead it has focused on security in the Middle East 


the U.S. and Europe... rather than coming to 


it is too powerful. It has 


get worse... But we must be careful. If the evacuation 


the Lebanese people will see it as the West\'s abandoning 
without whom nothing can be accomplished in the 
have yet to send a high-ranking envoy.\" 


теу contacted FBI Command Center. End Summary. 2. At approximately 1930 hours on Monday, Jul 
iw purchaser for Armeria Rex (Ref B). Few of the USML items imported by Importadora de Armas M 


iritas has also tapped the experience and expertise of present employees and volunteers who have ti 
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incapable of resolving the global crises of 
prepared in advance by the 


IMF 
but so what as long as it continues to bear 
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and al-Aqsa announced that rockets will be fired and 


but that 


and took particular aim at the choice of Yasser Abed 


asking why Abu Mazen had 


July 19 


-------------- 2. (U) Increased tension in the Middle East has caused capital to flow out of Asian marke 
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July 18 


and 


and 100 trucks entered Gaza by 1300 


according to local PalTrade staff. On July 16 


according to 
including: 


87 tons of rice 


000 liters of diesel through the 


000 liters July 17. 


000 liters of diesel; 
000 liters of gasoline; and 


all ten medium-tension electricity feeder lines into 
July 17 
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and that they would be no 
were they to take over. 


it seemed 
rather 
however 


such as an 


however 
active engagement on 


courage and commitment. 
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sexual exploitation 
she was also 


ring in August 2006. The new RLA has considerable IPR case experience and will include engaging t 


amid constant allegations of corruption. Local merchants also protested against Khan, closing almos 
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and UNFICYP has issued a 
dated 7/29/05) stating that anyone caught in 


no offenders have been reported 


it has recently 


Equality 
and the 


currently 


however 
victims 
paid much 


and paid them directly 


but that to date they have been unable to 
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ament will depend largely on the outcome of the July 18 pledging conference. On the security front, 5 


to Banhine National Park. Please advise as soon as possible regarding any schedule or itinerary che 
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and for its own political reasons would always 
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\" the Ambassador noted that the report presented 


victim protection services 


such as passing specific anti-TIP legislation 
and 


the Ambassador offered 


the Ambassador noted that the government 


which notes that \"personal freedom is guaranteed 
\" there is no explicit law on 


however 


the Under Secretary said 


given the recent amendments to the Labor Law (reftel 
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BUT МОТ MISHAL 


Deputy HAMAS Political 


he discussed 
but stressed that 


the two envoys 

leader of the Democratic Front for 
Syrian BaVath party 

leader of the Popular Front for 


President Abbas told reporters that the two 


CAFC could serve as impetus to these groups in push for democratic reform. KOROLOGOS . 
UNSC. Brievens acknowledged a Venezuelan victory could be problematic, especially if they decide 


s fully fluent in written and spoken English. G. Present Duties: Ms. Mohamud serves as one of the ft 
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Fatah officials downplayed the 


that the envoys have no influence on HamasV 
and that their ties to the Syrian regime are not 


before his July 11 
Abu Mazen told him he sent the two 
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b) creation of a buffer zone to extend 20 km 
c) the Lebanese Armed Forces (LAF) 

and d) Siniora sends a letter to 

in spite of its 

will respect the Blue Line in its entirety 


b) calls for an immediate and safe return of the two 
c) deplores the lack of progress in 

d) condemns the targeting of civilian 

e) deplores loss of civilian life and reminds 

f) 

9) 


апа һ) reminds neighboring 


Saudi Arabia 
Britain 
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orc)a 
New Zealand 


Israel and Lebanon could sit on the 
but this is unlikely to happen. 


Egypt 


(C/NF) Larsen explained that he and Pederson had met 


according Larsen. Larsen said that he 


who confirmed that Siniora had 


ig to assess the Holy See\'s China policy; more details about the meeting would likely emerge in the f 
‘alluvial diamonds are down over 10% while kimberlite exports are down 6%. 2. Comment: The dia 


School, Royal Thai Army, who has been selected to attend course(s) listed below. Embassy Bangkol 
RTAF), Directorate of Intelligence, Royal Thai Air Force, who has been selected to attend course(s) li: 
TAF, Directorate of Education and Training, Royal Thai Air Force, who has been selected to attend cc 
yal Military Academy, who has been selected to attend course(s) listed below. Embassy Bangkok po 
) has been selected to attend course(s) listed below. Embassy Bangkok possesses no credible infor! 
commission, and strengthening the transition process. -- Key recommendations include: - Reop 
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possibly including Qatar 


Minister of Telecommunications Marwan Hamadeh 


then it would be blamed for the 


if to just return the Israeli 


a large bottle of vodka 


and three 
Jumblatt gave a briefing on the 


it is hoping that Israel continues its 


Hizballah 
\" said Jumblatt. \"We don\'t want it to stop 
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as not a priority country for them in terms of Irish development assistance. 


south Darfur, on July 5. The primary goal of the workshop was to review the main provisions of the D 
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the Ambassador asked Jumblatt what 


\"he said. Jumblatt finally 


but it 


Hamadeh added. For emphasis 


Jumblatt added 


he counseled; 


Jumblatt and 
now back at the meeting said he 


noting that much could be achieved 
\"said Larsen. Pederson sensed Hizballah was 


\" Pederson said. 


they see the status quo ante 
they also privately 


with Nasrallah 


while 


nding. Additional information on itineraries and requests for meetings should be available by early ne 


tion; four attendees (including а FARDC soldier) were killed and six were wounded. 2. (С) Accordin 
ly arrive in Larnaca port early July 20. --The Beirut Air Bridge (BAB) began using Larnaca today, July 
n. West Java,s national political significance is further enhanced by the fact that it will hold provincial 


1andle the situation. The GOI has not/not yet declared it as a national disaster. The three-person Еп 
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is not in fact happening. Marwan 


while infrastructure under \"March 14\" control 
has been seriously damaged. 
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an explosion in the region was 
but the surprise is the confrontation started in Lebanon 


Hizbollah cannot be fought in the south 


projects and 


in 
be logical 


including Hizbollah. Yet 


rather from the necessity dictated by the interests 
the conspiratorial 


and most of all 


esident Niyazov thanked the USG for providing information on the flight. As in the June 2005 case, N 
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the capacity and the 
and led to the rise of the 


even political vacuum 
the possibility of reconciliation between Iran and 
the sectarian crisis suffered by the Iraqi resistance ... 


and declares that he is 


and none of those who got Lebanon into this 


all the keys to the 


accounts and fallout 
and will have what is beyond it in 


specifically between the regimes and the Islamic movements 


once it settles 

Sunni and ShiVa. The Arab official regimes 
and in fact have failed miserably in waging the 
mesmerized in front of TV 


they are no longer impressed by anything and 
dignity and vengeance is no 


i, China, Guinea Conakry, Tokyo, Lagos, Ottawa and at the UN in New York. 3. (SBU) Ambassador С 


ect reportedly has the financial backing of the Islamic Development Bank. End Summary. 2. (U) Rec 
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as the Americans have done 


elite English daily Jordan Times (07/17) editorializes: 
broad-minded 


over the past few 
all the reasons to be furious at the coverage by major US 


some newscasters have gone to the extent of 
omitting from their 


subtle or 

are exploited to relay the magnitude of Hizbollah attacks and 
but Lebanese suffering and Israeli attacks are 

the 

while 


despite the pains and horrors that wars entail. The 
maybe truthful 


Israel 


unless the Arab leaderships provide a convincing 


as 
into a Va Palestinian capsule\' known as 

as political thinker Adnan Abu Odeh had said 

as the Americans 

is an operation that is nearing a tragic conclusion for the 
how can others be stopped from 


‘those who are not signatories to the DPA. The meeting was suspended to allow for consultations or 
aid Russia covers Haiti from its embassy in Caracas. 2. (SBU) Tarasov agreed that international ass 
(SBU) The U.S. Observer\'s notes are as follows: Outline of Darfur Ceasefire Commission Meeting с 


ıproved during his three year tenure. He specifically relayed his thanks for the security provided to At 
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what Hizbollah is doing is an 
and Hassan Nasrallah acknowledged that. The next weeks 


then Israel 


because Hizbollah\'s 


or stand by 

as they chose to 

or a third option 

calling on the 

and at the same time blaming 
describing it as part of a regional 


which is completely different to previous ones 
is not enough 


Palestine and Iraq is 
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which was scheduled to begin at 0900 
with protesters dispensing 


Amir Smadi 


Зе proof of a clearance. If level of clearance was not provided in the original country clearance reque: 
October 1 (ref a). End summary. SCHUESSELVS LATEST EFFORT AT COMPROMISE FALLS SHC 
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but the protocol director did not repeat а previous 


\" according to an AP report. 


Hamad Bin Khalifa al Thani telephoned 


in which he denied that 


saying 


July 


?escorted access into secure areas of the Mission must provide proof of a clearance. If level of clear: 


orted access into secure areas of the Mission must provide proof of a clearance. If level of clearance 
the Mission must provide proof of a clearance. If level of clearance was not provided in the original cc 
the 2006 Special 301 Report issued by the U.S. Trade Representative this year, concerns were вис” 
ame day and condemned recent violence, particularly indiscriminate terrorist attacks on civilian target: 
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according to ап АР 
Syria has \"good relations" with it 


PD FSN noted that most 


Hassan Nasrallah 


with the exception of the ACS Unit 
the ACS unit serviced 
in addition to phone 


they paid USD 70 for a taxi to Amman 


Austrian and Swedish diplomats in Damascus 


with lengthy delays at the border of up 
according to a Canadian diplomat. 


and there are reports indicating that 


including those from Qatar and 
have arranged extra flights to Damascus to 
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airline officials said they would 
however 


with Damascus passengers being flown 


but did 
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who was on a Gulf swing 


the 


Shura Council Members Condemn Israel 


| Training (ІМЕТ). BLIDGEN, Romoneil Alphonso. Male. Jamaican Defence Force Corporal. DOB: 
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condemning 


the 


a reference attaching 


members of the COR also agreed to donate their 


000. The measure 
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more open minded.\" (Note: Although the 


the reform group continues to push for 


п no reports of violence and pedestrians have been allowed to proceed without harassment. Howevel 


st ferry is no longer current. According to the Canadian Embassy in Ankara, the ferry had difficulties ı 


shington. We plan оп not encouraging Alsalih\'s efforts, unless Department provides guidance to sup 


ir services. The most immediate needs facing the healthcare system in Basrah are blood bags, x-ray 
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Brigadier General Таш Matan Ruak. However 


including the Ministry for 
the Ministry of 
and the Ministry of Transportation and 


but his resignation from the position became 


citing them both as \"weak\" 


who has been elevated from the Vice 
though not a member of Fretilin 


who has also been 


who has previously been considered for a 


will leave his position 


revealing outstanding disagreements 


July 18. 3. Please advise when the Department takes a decision regarding Argentina\'s ITU Counci 


at Larnaca port тау be reaching berthing capacity, and ships may be diverted to Limassol. --DCM at 
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but two important ones іп the interior and 

a former commissioner on the domestic 

Truth and Reconciliation (CAVR) and 

noting to Emboffs 

he reported to Ambassador Rees 

but in his view \"because she\'s independent.\" 


which 
have been the most 


Ramos-Horta 
a human rights lawyer who 


Jose Luis 
Madalena Brites Boavida 


Ana Pessoa (incumbent) 
Josi Ramos-Horta (incumbent 


Alcino Barris (incumbent 


Inacio Moreira 
Forests and Fisheries 


Rosalia Corte-Real 


replacing Armindo Maia) 
Rui Maria de Arazjo (incumbent) 
Arsinio Paixco 


Domingos Sarmento (incumbent) 


manned ру derelicts апа opportunists looking for handouts. There are reportedly some roadblocks 5 
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Arcanjo da Silva (incumbent 


Odete Victor (incumbent) 


Minerals and Energy Policy 
replacing Mari 


Adalgiza Magno 

Aicha Bassarewa (incumbent) 

Valentim Ximenes (incumbent) 

Filomeno Aleixo (new 

TBA (previously held by Alcino Barris who is 
TBA (vacant in previous 

Forests and Fisheries 


TBA 


Ilda da Conceigco 
replacing Corte-Real who is 


Luis Lobato (incumbent) 
ТВА (previously held by Manuel Abrantes) 


Raul Mousaco (incumbent) 
Antsnio Cepeda (replacing Arcanjo da 


Gregsrio de Sousa 

Ordination of the 

Joco Batista Alves (incumbent) 
Josi Manuel Fernandes 


ТВА (vacant in previous cabinet) 


Josi Reis 


Adriano 


s for reasons 1.4 (b) апа (а). 1. (SBU) SUMMARY: Senegal,s real GDP growth for 2006 is likely to fi 


tes, which has been importing large volumes of ethanol this season due to the elimination, іп May, of 


its are still necessary despite this promising upgrade. SANDERSON 
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ТВА 


Lino Torrezco 


Albano Salem (incumbent) 


he would have made more 


but that Fretilin remains in control of cabinet 
the fact the Ramos-Horta was able to 
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the Timorese Social 
and the Timorese Democratic Union 
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with Truth and Friendship Commission member 


Gusmao has 


Railos did not handover his pistol 


who was inexplicably dressed in an F-FDTL uniform 


also in 


with plenary sessions proceeding as normal. 


normally due to begin July 15 


Parliament received a letter from former Prime 


two іп both regions. Тһе GOE has requested OAS election assistance, with up to 50 observers expe 


'oloff in Guayaquil he is being considered for the position as well as Cuenca Chamber of Industry Pre 


en the United States, Japan and China. According to Kitamura, China\'s leadership would allow Jap: 
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the National Front for Justice and Peace 


led by dissident F-FDTL major 


they plan to focus their 


official numbers of IDPs have yet to go down 
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participants applaud Oman\'s new labor law 
and call on Omani 


п a subsequent conversation July 17 that his committee was interested in passing legislation as soor 
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Omani coverage of the strife between 
Lebanon and the Palestinians initially front-paged 


with coverage generally moderating from Saturday 
the intensification of Israeli strikes in 


circulation 42 


displacing people and depriving them of their 


the Israeli 
especially since the conditions that the 


the matter is about far more 
Israel intends to 


the Chairman of Hamas Political Bureau Khalid Mashal 


and that the life of 


although 


which 


ent. Birnbaum said Denmark was already discussing with EU partners how to respond. PolOff urged 


| travelers to review information about traveling to Kabul on postVs website: http://kabul.state.gov. NI 


Financial Action Task Force (ҒАТЕ) membership, ОМ 1267 support, the expanded use of credit, and 
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000) published a July 


with the bombardment of Beirut airport 


as 


in light of 

and an all-encompassing war could 

and that the question of prisoner exchange can be 
in addition to IsraelVs killing and destruction of the 


IsraelVs aggression comes in the 


and this American policy does not help to create a 


VAI Watan\" worried that \"Israel\'s Escalation 


air 


particularly Beirut 
along with the targeting of civilians 


which could explode 
endangering the Middle 


which is considered by the 


the U.S. is setting an unlawful precedent 


conference organizers. 2. (SBU) Post understands that the GOK is still examining the question of w 
325-356. 2. DCM Moore, who will be Charge during the visit, extends his apologies to Ambassador \ 


regularly with the international community will е retiring shortly. Тһе regime,s cooperation with a b 
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ibination of autonomy promises, business concessions, and the right to remain armed. The SSA-S is 
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as expressed іп one of its famous resolutions 
and helps the killer and usurper at the expense of the 


all parties should exercise their responsibility 


privately owned \"Oman Tribune\" 
000) ran a July 15 editorial entitled \"License to 


kill their men women 


as they are certain that the 


but this does not 
first 


defend against whom? After all these years 


the English-language 
000) published a commentary by editor-in- 


it has been 


addicted to such heinous practices on a daily 
backed as it is by the silence of the international 


perhaps 
therefore 
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the US has been pumping funds and arms into Israel so 


the US has to cease backing the Israelis 


participants in Oman\'s largest online discussion 
Al-Sablah 

in terms sufficiently strong that site administrators 
90 people had 

though 


permitting labor 


we know very well that American 
it is rational to support 
and affect 


though our 
even if the American voice 
we should support 


and the press is still monopolized. Public 
and 


he hopes that the majority of the U.S. 
as the 


would he be so kind as to 
or would he consider us of less 


writers and 
and 
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elite English daily Jordan Times (07/17) 
broad-minded person equipped with the 


over the past few 
all the reasons to be furious at the coverage by 


omitting from their 


subtle or overt 


the correspondent from Israel sported a thick 
while his colleague from Beirut was 


mass-appeal Arabic daily Al-Arab Al-Yawm 


despite the pains and horrors that wars entail. 


maybe truthful 


int of discussion was the multiple mortar/rocket attacks on the REO and British compound on July 16 
12-16. (Note: these casualty figures are uncorroborated, and seem to be quite high. End note.) T 
edia in Tajikistan (NANSMIT), the Tajik Association of Independent Electronic Media (TAIEM), and the 
(5 basic community development and education, this INGO influx has occurred despite general regim 


to try to synchronize ship arrival with charter flight departures іп order to avoid reaching critical satura 
3ives more background information on the individual. She promised to alert her colleagues at Japan\ 
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Israel is the only beneficiary. What | want to 


unless the Arab leaderships provide a 


as far as Israel is 

into a Va Palestinian capsule\' known as the 
as political thinker Adnan Abu Odeh had said 
as the Americans state 

how can others be stopped from 


what Hizbollah is doing 
and Hassan Nasrallah acknowledged 


then Israel will be very happy with them 


mass-appeal Arabic daily Al-Arab Al-Yawm 


because Hizbollah\'s military 


or stand by Israel and of course 
Egypt and 

as they chose to 

or a third option 


describing it as part of a regional 
which is 


is not enough 
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the operational details. Paroubek also expressed his skepticism that Israel would be able to clear ol 
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supplying gas to 


Greece is hesitant to press 


but appeared to indicate 


Azerbaijan will work in 


Kazakhstan would be more interested in 


it may lose an opportunity to move Caspian gas to 
as Gazprom would lock in long-term agreements with 


Greece 


for example 


the Greece-Russia relationship 


‘alleviation through micro credit financing programs, and meeting critical water needs through enviror 


ims to Venezuela (septel). Leon noted that the GOS has publicly denounced Hizbullah\'s irresponsibl 
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Sharifov stressed to the Ambassador that the 


the Ambassador told 


eveloped economic partners. Sharifov said 


many sectors 


but added that while the 
an 


ecessary. POST ACCESS: 3. Visitors who need unescorted access into secure areas of the Missio 


ient of Senegal (GOS) recently hosted a three-day workshop in the coastal town of Saly to diagnose 1 
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the official bureau of statistics 
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it will not be sufficient 


below the 0.7 percent predicted by 


regulated prices 
and the rest 


increased 0.6 percent in June. Core 


Home Maintenance and 

and Food and Beverages were the three CPI components with 
increasing 0.8 percent 

respectively. Education was the CPI 


which rose 16.2 percent 


other Arabic channels have given prominent play in recent days to attacks on the two Kings Abdullah 


shicles have entered Baidoa with unspecified numbers of теп and equipment. Тһе UN estimates the 
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respectively. For a family of four in June 


an eight-year-old girl and a five-year-old 


and rose 10.1 percent in the June 2005 - June 2006 period. 
and 


and 40.2 percent in the second half of 2004. 


and 15.0 percent in the second half of 2004. 
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1.8 and 1.1 percent in formal private 
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16.8 and 

informal private sector and 

respectively. Inflation in the same period 
on average 


respectively. However 


bringing the total IPIM increase since June 2005 to 12 


anda 


respectively. 


except that it excludes taxes. The IPIB increased 0.8 
bringing the total IPIB increase since June 2005 to 


the Basic Prices to Producers Index 
whose weights are calculated considering sales in the 
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Sexually Transmitted Diseases (LMLMST), and is part of the GOMVs efforts to aggressively combat | 
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INDEC\'s CPI inflation is expected to 
and 11.5 percent in 2006. 


concluded that there was a deceleration in 


and Clothing 
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visit our classified 
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although the formula for doing 
taxes 


the reference price used to 


Minister of 


yet the calculation 


such as whether taxes would be included in 


however 


at this point 


Shia community suffers more, then Hizballah will feel more compelled to accept а face-saving cease- 


R is scheduled to return from its week-long recess. 2.(С) Тһе legislation is modeled after CPA Order 
bassy translation of the diplomatic note, which post understands has also been delivered in Washing 


ied Services Committee\'s Subcommittee on Emerging Threats and Capabilities, which he chairs, an 
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Sonatrach would reserve the right to 


Minister of Energy Khelil 


superficial taxes 


the 
noting 


the leader of the 
hailed \"this major political decision\" as a \"new 


a spokesperson for Algeria\'s 
the UGTA 


whose strong advocacy of the 2005 legislation made it 


Khelil told the 


but amended.\" An Embassy contact working for a 


the 


and 
Sonatrach\'s 
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which sought to transform Sonatrach into a 


Bouteflika reportedly has long been 


while 


as Khelil\'s 2005 law established 


while criticized by one 


would nonetheless likely come as a 


for 
appear to be holding their breath as they await 


slated for the end of the year. 


Column 4 


7/17/2006 13:09 
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State Minister for Foreign Affairs Oryem Henry Okello 


including a commitment to avoid insults or 


if 
it would be necessary for the 


at the very least. He denigrated 


\" but said 
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which was held at 


ernatives for the Govt-Govt FFP program. 2. The monetized proceeds from the sale of wheat will be 
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PM Koirala said that scrapping the incumbent 


on the other hand 


he said 


but neither 


FORMALIZE NEXT 


the 


formed a 


and formally 


including three women and two CPN-UML (the only major 


and declared that a tenth person would come from 


the CPN-UML 


Maoists in the 


000). The Kathmandu Post reported that the Maoists 
stole submitted offers from the 


the Maoists reportedly banned 


including those geared toward improving health 
electricity 


ted that the MOFAT had not yet identified an official point of contact for the Iraq Compact as it was be 
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important decisions 
and general confusion about what 


and the Maoists continue to exploit 
but 


concrete outcomes. The 
for its part 
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2005. Bin Byat also provided a copy of a 


a Dubai Free Zone 

was \"kind of vague\" on its sources of financial support. 
therefore 

he explained 


he noted 


to match the amount that Capital 


Stockwell explained that - in the company\'s view - 


when McKinley Reserve expressed interest 
TECOM 
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but 


since TECOM was selling \"built up area\" 


since it demonstrated that TECOM was in default of the 
he noted did not 


and it would be irresponsible for Capital Partners to have 


he does not mention the 


however 

as the current legal structure in Dubai does not provide 
October 20 

payments to TECOM have been based upon 


2005 for approximately 30-60 days.\" He goes 


however 


\" and that the original parcel of land was 
should Capital Partners/McKinley Reserve 
they would need to take legal 


Charles Mulcahy 
sent bin Byat a letter again proposing to settle the 
and requesting a response 


the RiverWalk property would 


iccessful) evacuation of its citizens from Lebanon and that the absence of many senior officials durin: 
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including Kulei\'s work on providing 
the current 
and Lukashenko\'s 


Ambassador met with United Democratic 


Ambassador 


Intent To Overcome Them 


but will focus his 


but 


but stressed that he 


acted РТ Dirgantara Indonesia\'s Engineering Services and Logistics Division Head Mulawarman Wa 


Column 4 


in defense of her husband\'s work 


an umbrella organization of some 230 NGOs 


which would serve as the 
Milinkevich 
Lebedko 


but the UDF leader 


including UCP regional chapters 


but would likely carry 
Milinkevich 


he is keen on developing a 


but speculated that 


һе following are consular updates. --Accounting of U.S. citizens who have arrived іп Cyprus: 11 via 
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the pro-government Communists 


the GOB has ensured that the 


the established opposition has found it extremely 
the donor 


Milinkevich said the international 


ғап, Republic of China CONFIDENTIAL (Taiwan Classification) SIPDIS Ref No: TECRO 09558024 


1 companies including a growing number of manufacturers of labor-intensive industries that have rela 
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Milinkevich was surprised the regime gave 


Milinkevich told Ambassador the United 


кіт) at USD 20 million. The three- person Embassy team returned from the emergency site after m 


=A Director General Mohamed ElBaradei in their April 2006 meeting that Albania stood ready to assist 
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but for 


Milinkevich and 


with or without 


but he appears to understand that as 


the prospects for widening the 
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concerned citizens 
Movimiento por Nicaragua (MpN) 


MpN Committee Executive Klaus Stadthagen set 


dominated by \"caudillos 


the audience cheered after each 


MpN members 

in broad terms 

improving the quality and professionalism of elected 
in which 

must be dismantled. Of the litany of 


the speakers elaborated on a small number 
including:: 


and eliminating many of 


health 
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the МрМ opened the 
the 
soliciting ideas and 


professionals 
etc. While the audience participation 
the only substantial critique of the MpN\'s 


during the audience 


there was no debate or arguing between 


it is raising the bar by publicly calling 


there was 
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to reform its economy 

and to become and economic and trade partner for 


must still ratify the results). Asked about AMLO\'s somewhat intemperate remarks at the Mexico City 
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business development 


the GoG 


friendly\" visit to 
MFA Secretary General Charalambos Rocanas told 


held a joint press 

and the delegations of both MFAs 

the GoG 

military 

and training (such as for doctors) outside 


education 
\"who undermine Iraq\'s security 


Zebari was asked about 


Zebari 


Greece\'s \"firm support\" for 
sovereignty 


Bakoyannis shared with Zebari 


and 


lopment, professional development, and publishing in the field of citizenship education. Select comn 
e Saudi Governments statement follows: The Kingdom of Saudi Arabia has believed and still believ 
approve and then send a memorandum on the initiative to the Prime Minister's office the week of Jt 
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(who was 


however 


\"as GoG 


the GoG sees Iraq at 


aid from Greece and other 
if the situation deteriorates 


while positive 


but frustrating that GoG has been unwilling to 


the cost of stepping up 
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highlighting it as a sign of 


in the 2007 general 


КАМ principal rival in these by-elections 


which 


Nakuru 


bordering predominantly-Kikuyu Central Province 
Nakuru is a thoroughly mixed 


the Nakuru 


this contest is the 


KANU 
while both 


although he has not formally 


while the rest will 


which earned 
principled 
has its 

will have 


and will 


in an area 
sparse 


Column 4 
gathering high voter turnout will be a challenge. 


the specter of intimidation 


will attempt to influence voters. 


but has only fueled Moi\'s 
and a critical test of its strategy to 


we plan to contribute as 
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is stillin operation. It advertises 
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and reported that the July 15 
which he 


had witnessed unanimous agreement that Hezbollah\'s 
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as well 
ambulances 


repatriation assistance for UAE 
and relaxation of visa rules for 


who noted that һе had chaired the Arab League\'s July 
said the UAE 
the UAE 


he continued 


said Al-ShaVali: 


2) it has Lebanon as a platform from which to operate 


Al-ShaVali said that current 


------------- 2. (SBU) Just before 11:00 a.m. (Taipei time) on Thursday July 13, BOA dumped 175 mill 


thank you for your kind invitation to an international PRT conference which is to be held on July 20-2: 
ssion wishes to indicate that she has served the Government of the Republic of Tanzania and Zanzib 


CCESS: 3. Visitors who need unescorted access into secure areas of the Mission must provide pro: 
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һе 


but a full discussion 


to avoid 
\" while focusing on broader issues of regional 


Al-ShaVali said the UAE 


\"he 
while Iran\'s support was financial and arms-related. 


ending the Israeli aggression 


and calls to rid the Middle 


to \"lighten the suffering\" of 


which 


Two deaths from July 12 were reported, though apparently по one was killed іп night attacks. More 
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000 
also 


000 non-UAE nationals were 


000. 
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the division of the Liberal forces has caused 
however 


Jose 


and Eduardo Montealegre to try to find a 
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\"We are not blind 


Eduardo Cuadra. Cuadra 
plans to 


s presence is preventing Liberal unity (and 


Jelegation: Herry Soetanto, Director General for International Trade Cooperation, Ministry of Trade; - 


»atedly, causing numerous short recesses. LCpl Smith\'s defense attorney Patricia Formoso success 
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Cuadra reported 


and 


have had a tremendous impact. Our repeated 


but if Aleman refuses to release 
they may decide to support Montealegre\'s 
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whose trial followed Lebedko\'s 


the sixth anniversary of the disappearance of opposition 


including UCP leader Anatoly 


Lebedko had been speaking with journalists. Poloff did 
and on July 17 UCP 


specific upcoming demonstrations. RSO and RA reviewed recent threat reporting and reiterated the 
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albeit much smaller 
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any disarmament of Hizballah 


Dr. Samir al-Taki 
and fellow analyst Sami Moubayed 


since Damascus is likely 

diplomats and others 

insisted Shueibi. 

the U.S. needs to approach Syria directly to 


the first 
as an 


the Hizballah shelling (as well as 


since Israel is being shown as vulnerable to 


assessed al-Taki. 
said al-Taki 


\" and 
such as 


Jairo in order to coordinate closely. *********************#sssssessssess Visit Embassy Rabat\'s Clas 
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the Syrian regime will also benefit from the conflict 
according to al-Taki and dissident 


it remained concerned about unfavorable trends 
for example those related to 


protesting in very strong terms SARG 


a move that alarmed Asad 


attack the opposition 


citing SARG interference with his 


al-Taki and Moubayed 


if 

none of these 

Syria will 

with a disarmed 

the completed implementation of UNSCR 1559 


if it ends badly 
could put the Asad regime in jeopardy. The 
whether justified or not 


it 
all 


in 
to inflict such a defeat on 


ne. The American firm М.Е. Zukerman Investments (MEZI) has formally expressed interest in buyinc 
. Annink promised to consult with Defense Minister Kamp, who is on vacation, regarding our offer of | 
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until a bilateral agreement is in place. End Summary. 2. Econoff met with the MFA Deputy Director fc 
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however.) Не also noted the 


maintaining that it indicated surprise 


the Syrians may have expected a 
but were not aware of 
like Hizballah 


as it had to a similar incident during 
as well as the group\'s decision to up 
as serious Hizballah 


or at least a close inner 
was not taken by surprise at 


a closed circle of people around the 


which likely included senior security official and 


head of Syrian Military 
and VP Farouk a-Shara\'a 


al-Taki described 


іп al-TakiVs view. This 


where there are already indications of disquiet with 


al-Taki added. 


noting that 


g with а consensus resolution. LeBaron 


5 body, but is visibly weak. His walk is slow and the right side of his body shows little movement. 2. 
y. 3. The proposed training is the Peacekeeping Operation (PKO) South 2006 exercise, which will ta 
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having been told so by Hizballah 


V Shueibi did not deny it directly but merely laughed 


since the group stood to benefit significantly if 
Hizballah 


although it might strike 


the analysts expressed 


since it would emerge a key player in resolving the 


the conflict needed to continue for at 


unless Israel agreed V'to pay a price." Moubayed 


although he agreed that Syria would enjoy 


if any 
Iran. The enormous risks at stake and the 


there are also indications that the regime is not 
that it is well aware of the political 
and beyond 


provoked by 
represents one of the best scenarios for 
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1 impossible to imagine the security and prosperity Croatians enjoy today. He committed to strongly s 
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neither scenario сап be completely discounted. 


the UN 


we assess that the Syrian regime is likely to sit on 
watching Lebanon burn as it sheds 
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the Ile-de-France Regional Council and NGO \"Solidarite 
the Afghans met 


Senate 


Paris city government 


апа USOECD Ambassador Constance Morella organized a luncl 
the Department\'s Acting 

gave closing 

providing the visitors and 


including projects carried out under the auspices of the 


the Afghans attended official sessions 


such as those providing 


il (NSC) held its bi-monthly meeting on June 22. National and international security issues and the fic 
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апа standing 

as some of 

they generally asked for coke. Yet 
at each venue the parliamentarians 


including some of the 
vied for the opportunity to speak (often breaking into 


giving examples of Afghans who 


seated in a circle under a big 
each woman told the ambassador the situation in her 
with some asking him to pass a message to the President. 


a lack of education and health facilities 
lack of jobs 


there is no incentive to 


radio 


and Catholic national daily La Croix devoted its June 13 


CNN 


each 
and 
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such as education assistance from NGO Solidarite 
investment and other commercial cooperation with the women 
especially in the health sector 


and seek to grow international assistance and 
as proposed by Belgian Senate 


Anne-Marie Lizin 
we hope this pilot project will be a 


for example 
SA 
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prompting the judge to bang his gavel. At the 
members of his extended 


one of Labwani\'s 
Muhanned al-Hasani 


former Damascus Spring detainee 
recently withdrew from the defense out of 


which the SARG is 


both of which were admitted into 


Labwani\'s sister tearfully 


members of the Labwani 


. D. Attendance of other VIP\'s. -- No plans to attend. E. Attendance of the Foreign Ministry official r 
t clarify its plans for Kosovo, the GONL has no plans to force either issue at this GAERC. 2. (U) Polo 
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including Labwani\'s wife 


family 


Sumer 


except as an 


other prominent Syrians who 


a Damascus Spring prisoner who was 


7/17/2006 14:33 
the 
in parliament. 


though 
who is considered to be 


a group of 


during which they also appealed to the 


offered their cooperation in finding ways to 


several radio stations 


the new Deputy 


sitions. She said ап open-ended schedule would be better, especially given Serbia\'s early election іп! 


key is not a major donor, its role as a strongly supportive neighbor is clear. On this basis, Turkey shoi 
xternal factors such as global liquidity and increasing interest rates in the U.S and other developed οἱ 
a shareholders. If the new operator did not do so, the government committed to pay the $6 million by 


hat Erdogan find ways strongly to express support for GambariVs initiative and for Talat. A forthcomir 


elines. Тһе AGIP official disagreed that large explosions or extensive damage had occurred. Italian ı 
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Klara Orgovanova 


but said that under his leadership the 
the 

has 50 MPs. The MOI 

now 

and has \"a 


Benova has been 
she says 


as her grandparents were Hungarians and her 


Benova said this week that she would never accept a 


in fact 
including Fico himself 


Benova believes that a coalition with HZDS and \"any 


Benova has been outspoken and critical 


ibductions is main cause for most recent cycle of violence and they (Israelis) are leaving little room to 
colleagues in Khartoum, and encourage similar U.S.-PRC discussions in Washington and Beijing. СІ 
yrevention. A three-hour training course to sensitize ONUCI personnel about SEA has been made m: 


iitors were based in the United States (57%), Morocco (31%), and France (5%). The web site effectiv 
ster of Energy Rodriguez and Presidential Secretary Apolo reportedly disagreed on the law\'s regulatic 
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V the 


although the NGOs suspect that the 


the NGO claims. The government should 


continually changing its paperwork requirements and 


based on an agreement 


the Slovak Parliament will 


\"We need to do as much as we 


the 


are requested to keep delegations small and provide names, titles and nationalities by Monday, July 


1 the end reached a consensus on backing Venezuela. When asked if the long-standing border dispu 


15 proceeding quickly. More Coca Eradication Needed ---------------------------- 2. (C) ONDCP Walters 
з forward alongside the elected government. However, according to the parliamentarians, the Preval : 
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whose lobby is still decorated with а communist-era 
houses youth-related NGOs and clubs 


some 
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the UAEG loaned more than $1 billion to Russia to 


5 direction 
U.S. Army missile defense 


completed April 19 


Al Bateen Air Base 
Fujairah Airport 
and much of the surrounding metropolitan areas of 


арреп between mid-July and the UN vote. Perhaps, she speculated, a third candidate will come forw. 
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Abu Dhabi and Dubai. 


of course 


would have the best 


an even more sophisticated line-up of exercise 


accompanied by his ministers for 
oil 


military 
and investment (especially in IraqYs energy and 


as well as seeking linkages between Baghdad and UAE 


another issue raised during Malaki\'s 


which was proposed by the Gol to lay a stronger 


and pledged $215 million to Iraqi 


iperating at a higher state of a alert than usual. RSO is unaware of planned demonstrations or specif 


Column 4 


but has said 


we might also encourage Abu Dhabi 


to lead the GCC on assistance 


as well as attempted 


the Emiratis have stated that they intend to 


four light reconnaissance 
43 French Panhard Armored Personnel Carriers) and 


ammunition 
an all-terrain vehicle (similar in purpose to 


as well as encouraging and facilitating 


in 
to support Iraqi 


Especially Iran and Lebanon 


‚rowne Plaza Kuwait at a rate of approximately USD 214 plus 15 percent tax (single room/breakfast ii 


T@state.sgov.gov. The Control Officer for the Department of Treasury and Individual Control Officer 


iined control. The IDF has moved its forces away from central and southern Gaza Palestinian popule 
pressure AMIS and UNMIS to verify the cross-border incursion and take action to prevent attacks on 
offers on goods and services market access and responses on other questions, which we had been 


ig with President Jammeh during the Summit was cordial, with Jammeh making clear his gratitude fo 
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the UAE is concerned that Iran has \"superpower\" 


and MbZ told a State/DoD team in May that Hizballah 


the 


the UAE must 


a significant Persian-origin 
and a very proximate threat from a 


yet is hesitant to stand alongside us publicly 


the U.S. delegation will also want to 


layered strategic air defense 
to include Patriot Missile and Air Defense 
Airborne Laser 


to include crisis 
counter-ballistic 
and denial and interdiction exercises. 


iuld have to be done through MOD channels. He also stressed the importance of coordinating with C 
Directorate of Bilateral Affairs Number: 1/100/231-71985 July 15, 2006 The Ministry of Foreign Affair 
ehaniVs curriculum vitae to the Charge. (Note: a copy of the CV has been scanned and sent to ΝΕΑ, 
nds to rebuild KirkukVs infrastructure. Attending the meeting were the Kurdistan Democratic Party (K 
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and our various perspectives 
DMI Chief 


although the UAE must prepare for any contingency. 


Minister of State for 

involving the Security 

to seek an immediate ceasefire. He also called for 
Israel could be 


and the international community had lost its focus 


000) 
and the fact that Beirut 


000 locals and 6 


as well as UNSC intervention. The UAE is also 


when he was still Crown Prince 


power 
we do not see sufficient coordination having 


largely due to the ad hoc nature of diverse 


7/9, SENAD (the National Antidrug Secretariat) seized 120 kg of cocaine near Pedro Juan Caballero, 
n became a regional epidemic with the flood of CPA funds in 2003. End Summary. (C) Challenges A 


sultivation figures caused difficulties for the GoC, but added that an accurate measurement is hard to 
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the Ministry of Interior is responsible for 


on the other hand 


power 


requesting information on the UAE\'s 


and has offered to take 


it is vital that we continue to 


UAE 


the UAE\'s record on counterproliferation cooperation 
closed 


and passed information to the U.S. in certain 
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when USG requests involve items or companies 
the 


in which 


to its credit 


reportedly because it is owned by an Emirati 


we have 


but we do not know if the UAE has taken 


the USG provided a draft template (in English and 
and the UAE said it would 

the law remains \"stuck in 

\" and the UAE has never established a national 


and have increased pressure upon them to do so. 
the U.S. Department of Commerce imposed more 
create an effective enforcement regime 


and interdiction. Should the UAE fail to take 
the USG may move the UAE to a 


including through the three working groups on 
transshipment and interdiction 


ad incursions in northern Gaza. 4 Qassams were fired against Sderot; there were some reported іпіш 
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however 


for example 


the Dubai authorities 
USCENTCOM intelligence experts will 


however 


the UAE does not 


it often arrests and deports foreign nationals 


the best approach for the UAE would 


Sheikh Mohammed bin Zayed Al-Nahyan (MbZ). 
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Commander 
General Sweidan joined 


General Mohammed oversaw for many years the UAE\'s 


General Headquarters 


he has 


Director of Military 


Al-Mazrouie enjoys insider status with the top 
including the July 9-12 


NGA 


Director 


he is aclose advisor to SSD Director Sheikh 
and often represents the SSD in 


International Affairs Director 


|. Competition by the French and others for a share of the Saudi defense market is intense and may 
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Al-Otaiba has а degree іп 


it is important to keep in 


as well as naval logistics support. The 


2006). There are 


NV 
Belgium 


Egypt 
the UK and France. In the future 


and use 
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regional and international issues 

including the 

followed by the exchange of 

according to SANA. The Iranian FM also asserted 


and many countries were seeking to 
SANA reported. 


Nairobi appreciates your assistance. ROWE 
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is a major victory for reformers in Kuwait. 


We Got Five 


Parliament voted 60 to 2 in favor of the 


ten 


areas outside the boundaries of the 


adding more than 30 


some MPs 


ieals for aid has been poor, citing corruption, the lack of security, and the presence of Coalition troops 
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which many pro-reform MPs һауе argued is the ideal 


but this is 


which was previously rejected by the 


an astute 
the passage of electoral reform 


it will change the 

MPs will no longer be able to 
familial 

Deyain argued. 


they will be forced to focus more on real 


he claimed. Even 


this would reduce the 


Deyain said. 


Dr. Nasser Al-Sane 
told Poloff on June 16. Asked about the next 
Al-Sane said he hoped Parliament would discuss a 


such as a financial accountability law requiring 


though 


like those in Bahrain 


its financial losses due to rising oil costs. The increase іп prices could encourage energy conservatic 
those targeted by western sanctions. Gono asked that the U.S. and the international community me 


‘needs the money, an agreement will be reached by the end of July. Senegalese-EU talks broke dow 
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virtually all of Iran\'s major government 


including 

President Ahmadinejad 

Defense Minister Najjar 

Islamic Revolutionary Guard Corps chief 
Majles Speaker Hadad-Adel 

former president Khatami 


perez Rubio to attend the event. AGUIRRE 


2 Austrian EU presidency, no опе had raised this issue at all. Не said he had been unaware that any 


del Castro\'s death was unavoidable. SCHLICHER 


Column 4 


illegitimate state using disproportionate and 
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Lautoka is the only mill capable of 


the mill can power most of its 
the 

the mill must buy 

it 


one million more than 


Little Action 


including 
lowering fuel import 
and decreasing net greenhouse gas emissions. However 
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distributors have considerable discretion to 


and any debt outstanding from prior months is 


existing incentives paradoxically 
environmentally-unfriendly 


because Ecuador pays them 100% in advance to meet 


businesses and families 
regularly not paying 


with the exception of Guayaquil 
and six 


Column 4 


the economic basis of many businesses іп several 
the GOE 
but the tangled web of 


Congress must hold two 


1999 and December 31 


which would open the door for more 
the 


at 


a quasi-governmental 


the purchasing distributor must be certified by 


without passing through the distributors\' 


it does not propose a method of 


‘*¥******* Visit Dublin\'s Classified Website: http://www.state.sgov.gov/p/eur/dublin/index. cfm KEN 


arfur Peace Agreement (DPA), introduce and explain the DDDC, and discuss the DDDCQs relationst 


xt week and will be forwarded. POLT 


gto MONUC, Mutokambali\'s family and other locals claim jealousy was the motive, noting Mutokamt 
19, for passengers from Beirut to Larnaca airport. 160 people are scheduled to arrive today, with the 
legislative elections (DPRD) and its first-ever directly elected governor,s race in 2008, making it in ef 


Column 4 


and define and implement a Code of 
the bill would require Fondo power 


without 


but would require it to target specific social 


who in 


Machala Power (owned by Noble 


the largest U.S. investor after Oxy\'s 
is a low-cost producer that has invested more than 
processing plant 


its headquarters in 


however the 


in contrast 
and 


1bassy team at the site reports no known American citizens injured or killed. Seven foreign citizens м 
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it is unlikely to pass in its 
or be implemented as intended. Indeed 


militant 


the Ministry of Economy would certainly pay some 
however the funds are unlikely to cover old 


investment in Ecuador\'s electricity sector is 
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external security 


as well as a new type of exercise to boost 


we will continue to press the 


Легедоу requested the USG keep Turkmenistan\'s decision confidential and not/not inform other gove 
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that the USG\'s hand-over of 
together with the 


also meant that Panama must assume 
the GOP 


the GOP 
rather than military 
particularly in light of 


Salamin stressed President 


\"This plan is ambitious. But 
can\'t we? All we ask is to be respected.\" 


\"democratic institutional 


but aims to leave a 


boosting citizen participation 
ensuring transparency in government 


Jliver told Deme that this biennium is critical for UNESCO, as it is the moment when priorities will be ‹ 


лопа! Arabic language newspaper Al Hayat reported July 18 that the Palestinian Authority (PA) had т 
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such as energy 
cultural diversity 


public services and infrastructure 
free trade agreements) 


Salamin said that the GOP hopes to 


i.e. 

\"the GOP developed its \"Panama Secure Trade 
the GOP envisions hosting an 

creating an 

implementing a 


control of 
and restricting the trade and transportation 


and Innovation (SENACYT). These programs 


are focused on combating the 
forming a \"network of 

\" establishing a regional center for 
and developing a network for handling 


the GOP is focused on training programs 


airports 


public 
and democratic institution building. Torrijos has 
inter alia 


1 these issues and find a way forward. It was agree that the Commission would reconvene soon afte! 
¡istance to the GOH was very important, but stressed that the Haitian people and government were ni 
f July 17, 2006 Today\'s CFC Session was attended by all members, with the DFC AMIS/1st VC CFt 


nerican citizens, and the Embassy, as well as the personal protection afforded him via the Ministry\'s 


st it should be done by separate cable. The cable should include SSN, and the name of the agency ç 
ӘНТ------------------------------------------- ------ 2. (SBU) The compromise Schuessel\'s OVP-BZO coali 
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organized 
and family violence 


the GOP plans to fuse its Maritime and 
create a National 
and establish a National Customs 


but noted 
in keeping with their new strategic vision 


as well 


ance was not provided in the original country clearance request it should be done by separate cable. 
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the date of the Panama 


but recognized that its \"other functions\" 


which will be 


Golcher stressed 
along with 
would not 


\" Espinosa said that fifteen years of PTJ\'s 


but 


GOP at Least Reassures in Word 


given a series of recent 


as well as hints that the Torrijos government may 


the GOP will likely 


was not provided in the original country clearance request it should be done by separate cable. The 
untry clearance request it should be done by separate cable. The cable should include SSN, and the 
1 that an Action Plan was developed to address IPR weaknesses in Greece. Тһе visit from the Comi 
s. END SUMMARY AND COMMENT. CROATIAN CITIZENS OUT OF LEBANON -----------------------. 
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which clearly de-emphas 


we are struck by the apparent 


inter alia 
guarantee transparency 


we will continue to watch closely what it does and 
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having 


| strongly believe we have a moral 


the citizens 
and the NYC firefighters and police 
are not 
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18 Dec 1973. Туре of Training: International Military Education Training (IMET). EMANUEL, Char 
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all of which would not 


there continue to be critical requirements to 


which is essential to the 
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Privacy Commissioner Jennifer 


and travel information 


r, all vehicles аге stopped at roadblocks and occupants questioned before they аге permitted to pass. 


entering Beirut harbor and will seek to reenter on 7/20. Canadian Embassy further reports that the fe 
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the trans-border flow of personal 


the security of personal 
and the adequacy of instruments governing 


there are clear indications that the 
75% of 

with 85% of those 

many have raised 

racial profiling 

as law enforcement and national 


and as 
there 


procedures 


much can be done 


according to the report: 


much of the information 


and not based on written requests. This 


port him. End Summary. 3. (С) MITA is attempting to raise 93-4 million on Tawafuq\'s behalf to fun 


"film and drugs. The hospitals also lack basic medical equipment, for example, there is only one MR 


| candidacy. Embassy POC is Econ officer Brian Jensen. GUTIERREZ 
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report either on the 


or how much and how often it shares this 
it cannot be certain that all 


which 


and section 8 of the Privacy Act 


among others 


foreign jurisdictions did not have 
electronic releases of 


deter 


accordingly 
use and sharing of vast amounts of 


the time is ripe for it to 


the Privacy Commissioner suggests that the 


tended MFA meeting today іп which Government of Cyprus (GOC) indicated that all/all ship arrivals d 
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and for what purpose. As is the case for 
the CBSA does not provide enough 
or 


MasterCard Canada CEO Kevin Stanton 


U.S.-based credit card firms (Capital One 
Chase and others) are concerned about possible changes 


with a view of drafting legislation which could be 


Finance Canada is 


internet 


Visa 


tillin place in the Yopougon area of Abidjan. 2. (SBU) There аге unconfirmed reports that the Young 


all short of earlier expectations. Production іп key export sectors is down; fish, phosphate and peanu 
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birth certificate 


most will not bother to complete the process 


rather than in person 


for example. 


Jennifer Reed 
pointed out in a letter to the 


for instance 
including 


Stanton also 


including in the U.S. 


and he is concerned that there could be 


because of an \"irrational\" fear of U.S. spying. 


such as India. He said that the 


but 


the country\'s use of the gasoline additive MTBE. According to the technical director of the Sao Paul 
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international columnist of leading \"Clarin 


Israel has the right to recover its captured soldiers. 
as in the Gaza Strip 


but its 


Hezbollah is smiling.\" 


Washington-based correspondent for leading \"Clarin 


Lebanese Ambassador to the UN Nouhad 


Mahmoud urged its members to 


at 


explained that those attacks were launched in its 


he expressed his concern over the 


disagreement was so profound 


cted to arrive 25 days before elections. End Summary. Gutierrez\'s Candidacy Barred ------------------ 


sident Xavier Abad Vicuna. End Summary. Illingworth\'s Days Numbered 
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international columnist of leading \"Clarin 


is chaos and heading for world economic disorder. 


with Iraq imbalanced for three years now and 
the region that Bush viewed 


Jordan and Lebanon 
once 
his short and retrograde view only made him say that \'Israel 


who writes (07/16) \"... If anything is clear 


based on the attacks of Hezbollah. Regarding ethics 


the first G8 summit ever held in 


ап and the United States to take supporting roles to advance shared objectives іп these talks. (Сот! 
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and he will 
Putin also 


and urged 


witnesses 


the UN Security Council adopted yesterday a resolution 


as well as the 


2006“ 


US Ambassador John Bolton said that the world 


on special assignment in New York for 
\" writes (07/15) \"Hindered by 

the UN Security Council did not 

which was asked by Lebanon 


which on the 


the ambassadors of the 15 countries making up the UN 


which ended 


1 as possible to establish the Human Rights Commission (ref). Al-Haideri is also the Imam of Baghde 


Birnbaum to look for opportunities for Denmark to register its concerns with Russian contacts. KAISE 


ZUMANN 
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international analyst of leading \"Clarin 


the problem may be reduced to some 


from the Universities of 
sustained... that VIsrael is no longer a US 


\ and 


Washington-based correspondent for 
V writes (07/16) \"The position of US 


the Republican administration is 


that of (US) Ambassador to the OAS... 


John Ensign 


the use of the Society for Worldwide Interbank Financial Telecommunication (SWIFT) systems intern 


hether to participate ina PRT. They are considering whether a civilian or military contribution would { 
Nilliamson that he will be unable to greet him upon arrival, due to a scheduling conflict with another d 


Шаїега! Australian government project to assist the Burmese police anti-TIP unit has deteriorated ove 
3 YEARS, MOST RECENTLY WITH THE VISIT OF THE USS RUSSELL TO SUKUMO IN MAY. THEY 
; well known for its role in the Shan State drug trade; the breakaway faction,s professed reforms may 
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апа 


this unleashed a confrontation with the lobby 
which responded with a Vdemonstration of power.\' 


the US Department of State is negotiating with Senator Ensign 


which for those who are most 


international editor of leading \"Clarin 


the crisis already 


but particularly behind Hezbollah 
the bigger the chaos. Iraq 
where today the US is looking for a way out 


Fidel continues being a legend!" 


who writes V'Most iron-handed leaders 


he appointed his brother Raul as his successor and 


with the harshness that inevitable realities 


neither Raul will preside 
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columnist of left-of-center \"Pagina 12 


the other 


the \'cop\' is sleeping. Adam Isaacson 


we can expect strong pressures from Washington to 
do not bother with 


which were recently Vdormant!... 


the plan is to speed up actions in order to convince that 
the other side will have the largest damage 


Column 4 
the best that local 
so to 


Viran and Syria believe that by 
they will strengthen their position in their 


it runs the risk of suffering a blunt defeat... 
but the truth 


Israel has seemingly decided to put an end to 
two 


and they could openly join the 


visit our classified website 
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but 


kidnapping and violations of 
just to clarify the permanent 


Burjanadze stated that under the current 


Vitaly Churkin 


‚and 17. 2. (SBU) In response to гене! (A) the EAC believes that anti U.S. sentiment centers aroun: 
‘his series of events, however, has resulted in a suspension of humanitarian operations in the area. 2 
x Media Alliance of Tajikistan (MAT). The Chairman of TAIEM, Muso Asozoda is also the Head of Adı 


e suspicion and hostility to INGOs and an unstable operating environment. The regime,s heightened 


ition on the ground іп Cyprus. This will allow us to avoid accommodating large numbers of people in 
5 UN Mission to the possible UN 1267 Committee submission. SCHIEFFER 
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said there was little he could do other than to \"throw 


but that 


but that UNOMIG had made 


Georgian Parliament President 


but that some problems it faced required more 


but 


kidnapping and violations 
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\" declared Burjanadze. 


Vitaly Churkin 
said there was little he could 


but that Burjanadze\'s blatant and ill-considered 


SRSG Heidi Tagliavini reviewed what she said she 


especially in Gali and a 


some of which had been implemented 
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at 


\" but 


Ambassador Sanders stated that the Security Council\'s 


Jt Hezbollah from Lebanon given Hezbollah\'s entrenched ties to local communities. CABANISS 
gestions that might increase the effectiveness of the GOCR\'s own public relations campaign оп MD. 
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but 


Tagliavini met with the Friends of 


Tagliavini said she thought the conditions were ripe 
but that it should 


though 


otherwise likely by 


including on public opinion. 
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000 to 1.5 million. During the rally 


allegedly to prevent tampering with the ballot boxes 


July 30. A PRD contact confirmed that AMLO had no 


'. (SBU) Minister Roncevic assured the Ambassador that the US was Стоайау5 number one partner i 
y to gain approval for its extension request at EC-47 and CSP-11. -------------------------- U.S CW DES 


mentally sound projects in water capture and irrigation. 2.(U) Yemen is a nascent democracy still іп 


е provocation of Israel, but also called on Israel to avoid attacks against civilians and infrastructure. | 
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July 16 

Mexico City\'s leading 

terminating in a vast rally in the city\'s 

or central square. The PRD-led Mexico City 


although other estimates of the crowd ranged from 
000 (MSNBC) to 700 


by all accounts the turnout was 

which 

000-280 

what may have been the largest crowd in Mexico City 
and no incidents of 


noting that the demonstration was 
and carried out so as to cause as little 


AMLO called on his 
AMLO demanded that 
\"vote by vote 

without any 


for the sake of your relatives 
| recommend that you 


AMLO unveiled a 
he called on his supporters 


allegedly to prevent tampering with the ballot boxes 


he called on his supporters to begin a strategy of 
starting this week. He said he 


n must provide proof of a clearance. If level of clearance was not provided in the original country clea 


the current energy crisis in the wake of the ongoing world market price increases that continue to neg 
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he called upon his 


July 30 


AMLO is meeting July 17 


to be announced in a press 


000 precincts which he specifically 


nationwide recount 
the 


Sunday\'s huge 

at least until his 

the real question is what AMLO\'s 
as it seems 


although such true believers probably 


as 
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he urged Muslims to travel to 
a salient theme given 


and includes an introduction 
General Secretary of the Indonesian Council 


while in the background we 


resulting in an explosion 


as it was \"the 
according to BaVasyir 


much of 


ince request it should be done by separate cable. The cable should include SSN, and the name of th 


request it should be done by separate cable. The cable should include SSN, and the name of the ag 
in identifying areas in which the USG could support aviation safety and security. The immediate outcı 


апа on President Mubarak for their public criticism of Hizballah. 3. ( C ) Jordanian leaders are espe 


Column 4 
with coverage routinely including pictures that 


referring to 
Central Java. An editorial in the Islamist-leaning 


and even 


some of them referencing 


which has been roundly condemned in the 


BaVasyir received a public invitation from 
former Vice President and now leader of the 
to 

and he has been invited to speak to the 


their 


and that they may be willing to move closer to 


Vice President Jusuf Kalla stated 


noting only that 


it the Courts do not have sufficient force numbers іп the area to mount an attack on the government, 


Column 4 


with officials stating firmly that it will be 
we have heard a rumor that Ba\'asyir might 


as there could be considerable pressure not 
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missile and abduction 
not mention measures for Middle East 


Labor and Welfare Ministry to enable people aged 65 and 


: Dr. Gilson Liborio de Oliveira Mendes - Advisor -- Unit: Department of Asset Recovery and Internati: 
p Nijssen, Acting Division Head, Security Policy Department, Dutch Ministry of Foreign Affairs. 2. (U) 
iintains an open dialogue with and access to Cuban authorities. Olson 
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July 16 


2006 


July 17 


followed by a photo session. 


adcount of U.S. citizens received as of 17001 was 1680. POL/MIL 2. (C) The following are pol/mil u} 


мепа to bus evacuees to Incirlik Air Base and conduct processing on the base. Mission has directed 
Window II, the European Commission has agreed to purchase diesel fuel for generators in the healtr 
tatus would be delayed. He also told us that the GOT was considering opening a border gate with Sy 


the spread of HIV while respecting traditional Muslim values. The involvement of religious leaders bu 
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2006 


according to findings from a Jiji Press poll released 
down 0.2 points. 
but there was no big change in 


the leading 
down 


with a total of 2 
the 
down 0.5 points from 


an LDP-allied coalition partner 
up 0.4 points. 


respectively leveling off from 


2006 


according to 


one of AbeVs predecessors in the CCS post 
down 4.1 points. Their margin has increased from 


with a total of 2 


Foreign Minister Taro Aso ranked third at 


fire. The experts said that if a cease-fire cannot be reached, Hizballah would welcome а ground war 


Column 4 
followed by Finance Minister Sadakazu Tanigaki at 1.6% and 


Abe stood at 65.7% 
the 
Abe was at 51.1% and Fukuda at 21.3%. 


Abe was at 36.8% and Fukuda at 29.6. 


2006 


Russia 
speaking to the domestic and foreign press 


stressed the following in referring to the 


including China and Russia. 


2006 


Masanori Yamaguchi 


European leaders were 
the prime minister 
conducting 


abduction and nuclear 


No. 92, the law which established the current Independent Electoral Commission of Iraq (IECI). Тһе 
ton. Begin Text: MINISTRY OF FOREIGN AFFAIRS H2-1/2187 The Ministry of Foreign Affairs of 


d the Judiciary Committee\'s Subcommittee on Immigration, Border Security, and Citizenship, which r 
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members pursued heated discussions on Israel\'s strikes 


noting 


the prime minister resorted to a strategy 


which he visited right before the Summit 


he 


Middle East come into in spotlight: Prime Minister 


2006 


who is to step down in September. He appears to 


which he visited right before the 
or leading discussions on North Korea\'s missile launches. 


he appears to have managed 
marking a brilliant 


\"We are looking forward to hearing a report on your 


which Russia 
will be a meaningful one.\" 


which advocates the realization of peace in 


Column 4 
the prime minister 


including 

missiles 

noting 

\" or \"We totally agree with you. In 

we support Japan on the abduction issue.\" 

the prime minister took a walk on 

V'| am also a setting sun.\" Mrs. Harper then showed 


responding 


the largest number of 
topping the five marked by Yasuhiro 


2006 


president of the leading opposition Democratic Party 
delivered a speech in Tokyo yesterday. In it 


and behind the scenes 
\" Ozawa 


but in point of fact 
\"he added. 


they had no choice but to cross out Chapter 7 (as an 
\" Ozawa noted. 


000 troops to Iraq in two and a half years 


2006 


Kuwait 
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engage іп broader range of 


2006 


GSDF ended its tour with a successfully 


Japan intends to continue the deployment of 


\" 


but Japan judged that overland transportation of goods would 
so SDF activities in that city were centered on water 
medical guidance 


SDF troops were able to build friendly ties with the local 


Column 4 
it was necessary for Japan to obtain 


the SDF and US forces will be even more unified in 


the US will likely expect Japan to do more than it did in the 


the Liberal Democratic 


2006 


Kuwait 


Japan time) 


saying: \"I think it is desirable that a general law will be 


Nukaga said 
\" indicating he welcomed the start of a full-fledged 


2006 


Kuwait 


used to support programs aimed at reducing post-harvest losses in the country. Lack of proper post- 
of the Port of Colombo, the main port in Sri Lanka, began a work slowdown on July 13 significantly sl 


ing handled out of MOFAT\'s Economic Affairs Bureau and the Middle East Division. The Bureau an 


Column 4 


Japan time). Referring to the fact that all 
the defense 


who have been engaged in 


such as lraq\'s security situation and 


Japan time) and asked for support for the ASDF. In response 


and we plan to extend any 


2006 


Kuwait 


a ceremony was held at the Olympic stadium in the 


devastated by war 
and its plumbing and spectators\' seats have been repaired 


Japan 

including its destination 

and its specific activities. Japan\'s comprehensive 
including ODA 


Column 4 


Japan\'s assistance has not preceded as planned 


the government announced ODA totaling 


the use of 2.8 billion dollars has not 


2006 

meeting the press 

yesterday evening (yesterday night Japan time) 
and he urged North Korea to return to the 

\" Koizumi said. 

\"he added. At the same 

Koizumi also said 


as well as behind-the-scenes talks.\" 
Koizumi indicated that it would be possible for North 


Koizumi ruled out the idea of carrying out a preemptive 


and we have no intention at all to carry outa 
\" Koizumi remarked. 


Koizumi indicated that Japan would improve the Self-Defense 
saying 


g the vacation season has also contributed to Denmark\'s relatively low public profile on the conflict. 


Column 4 


eager to 


2006 


Kuwait 


Japan time) told reporters traveling with him at a 
a 
and other officials. Nukaga highlighted 


which has made little 


the central government and the Okinawa 


the cabinet approved a basic policy concerning the US 


let alone when its first meeting will 


Nukaga 
with an eye 


the following view is emerging 
and discussions with Nago City 


bypassing the Okinawa prefectural 


2006 


‚ngsaputra on July 21 to verify order number 05-0008154. Mulawarman confirmed that DI had ordere 


Column 4 


acting 


and Secretary General Yukio Hatoyama separately 


the relocation site for Futenma Air 


Ozawa harshly criticized the government and the 
saying: \"If Japan is 

the two countries must talk things over. Japan 
and that is embodied in the base 


including Minshuto 


eager to bring about regime change 


a major campaign 


the party released its Okinawa vision urging the 


helicopter July 16 62 via helicopter and ship July 17 37 via French-chartered ship July 18 104 via 


Column 4 


а5 


\"At present 


Ozawa only said 
Y without referring to the governmentYs Futenma 


2006 


considered to be the most likely 
will publish 


the 
education and social security. 
Abe criticizes Chinese and South Korean leaders for 


including 


giving consideration to criticism of 


\"The book will go on sale 


300 July 19, 2006 Mr. Daniel К. Moore Chief Economic Section American Institute in Taipei Taipei ОҒ 


icated from China. Taiwan has become the Vietnam\'s largest source of foreign direct investment an 
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FTA 


but was largely silent throughout 


including the USDA\'s 


adding some had become discouraged by the 


stressing the 


1eeting with GOI officials and relief organizations to gather information and concluded that no Americ: 


Column 4 
and he planned to brief the 


including fulfillment of several 2004 


raising 
000 to Tugruk 
000 ($76 and $107 


000 Ulaanbaatar school 
with a 


with those 
000 


000 per month; 
000 and parents 
000; 

000 per month 


personal 
and had sought new sources of 


t in the process іп whatever way it could. 2. (С) Mustafaj said the GoA would try to maintain contact v 


Column 4 


even applying some 


\" and the Japanese concessional loan is 
as local banks are awash in funds 


a proposal 


but rejected by Parliament 


and fortunately is \"self-righting 
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Serbian Prime 


the Helsinki Final Act 


50 


but positions were far apart so it would be difficult 


Column 4 

have ап impact around the globe. In the 
President Sejdiu delivered a 

UK 


Prime Minister Kostunica 


but 


without 

reject any imposed solution and declare 

and Serbia would continue to consider the 

UK Deputy Permrep Karen 

but stated that the January Contact Group Statement 
welcomed 

but said the UK 

she said \"no one would be trying to 

no one would allow Kosovo to become a threat to 
however 


Pierce stated. In its 
Greece stressed that any solution needed to be 


but also \"no dragging out of the process.\" 


so we all needed 
parallel structures were not 


historic center late July 2, Perez Gay dismissed our cautions, saying AMLO was reflecting both his о! 


Column 4 


but 


nor could we accept the attachment of Kosovo to 


who asked to speak again at the end of the 
said that the London Contact Group statement 
but 


so we needed to find a solution without a change 


Ahtisaari spoke and read a prepared 


Russian Permrep Vitaly 


but that would set a negative precedent 


people were watching the outcome for Kosovo and 
averring 


saying 


nittee inquiries\' reports to Parliament show some of the local interest, and 2005 citizenship educatior 
es in the right of people in a state of occupation to engage in resistance to said occupation 
ily 17, which then would allow negotiations to begin on the agreement. NZSIS acknowledged a delay 


Column 4 


which was that while the repression 


but more still needed to be done. Above all 


which would be measured by returns on the 
ultimately 


President 


UK 
UK and French comments all 
but stressed that he had much 


saying Sejdiu should be offered only a lunch 
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moderate Yomiuri editorialized (7/18): 


Russia 


saying: VThese missile launches 


though 
which 


Israel\'s attacks on Lebanon 


the meeting fell somewhat short of expectations. 
PM Koizumi rightly called on Russian 


chair of the summit 


and the chairman\'s summary statement condemned 


which was adopted unanimously. The 
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China has а growing 


itis also 
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Cai has vastly different Chinese and Thai 


the most active five 
Tiewchow 
\" a larger organization that brings together 


President of the Tiewchow 
their relationship with the local 
\" which bodes well for their 


2005 
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Yala 


in order to escape \"bombing 
Chairman for the Songkhla Chamber of 
\"my business cannot be uprooted 


business in the tourism 
President of the 


lamented that \"business dropped by over 50 
President of the Thai-Taiwan Business 

explained that though tourism may be adversely 
other export industries -- such as shrimping 

and food-processing -- remain unaffected. Fang of 
citing that the boom 

since China\'s \"huge demand for rubber 

rubber prices have only 


however 


and Poloff was met with open 


one person replied that he can 


asking Poloff repeatedly 


ion US dollars in a shallow market in Taipei, instantly driving the foreign exchange (FX) rate from NTS 


Column 4 
suspicious as they тау be 


claiming that it is due toa 
Singapore and the 
lower prices) for them.\" He 


it is inciting unrest with plans to step in 


and thus is allowing the violence to occur because 
there is money to be taken.\" 

\"Mr. Li\" replied that 

\" and are \"dependent on 

\"Why 


Poloff was reminded by Chinese Consul Wu Guo Ting 


the Chinese Consulate 


both Wu and Li were very well-versed in the political 


and that 
\" especially 


Y and \"does not invade\" others 


1,2006 іп Hungary. | believe that the upcoming conference will 
iar Revolutionary government in different capacities for a long pe 


of of a clearance. If level of clearance was not provided іп the original country clearance request it sh 


Column 4 


\" and thus leads the locals to \"place more 


on the whole 
US public 


they came home weary of the USGVs \"insistence on 
Zhou 
\"first Iraq and now North Korea 


the 


or both 


interests 


currently concentrated on academe 
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1975-1986\" and met with the VME\'s Director 

and Vice Head of the Southeast Asian Department 
the 


a large number 
which boasts 


mannequins stand in line at a life-size storehouse 
setting the scene of the \"Bao Cap\" (Subsidy) Economy 
while Vietnamese adolescents take pictures of their friends 


police stations were attacked, and assaults against civilian targets continued (buses, supermarkets, 


-- Deddy Saleh, Director of Regional Cooperation, Ministry of Trade; -- Syafrudin Yahya, D 
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authentic household 
the 


ration coupons are 


the exhibition nonetheless points to 


in both English and Vietnamese 
inefficient systems and inappropriate 


corruption 

\"Buying and selling coupons illegally was common.\" On top 
the exhibition also hints at GVN 

a caption of a theatrical play book reads 


the 


novels 
all hostile to Bao Cap 


the exhibition does not go 


Y but the only repercussions mentioned are \"unequal 


\" without delving into the actual root 


the final sign of the exhibition 
which led Vietnam from a 


\"the energy of the people virtually 
creating a boom in socio-economic development.\" The final 


symbolizing a bright outlook 


ifully established during cross examination that the complainant had re-entered the 


Column 4 
as Vietnam prepares to enter the World Trade Organization 


but \"it is not a criticism of the GVN.\" 


Pol intern noted that the 


and inquired 


Huy provided a detailed overview of the strong public 
the VME has seen an 
which 


due to a shortage of 


younger individuals visit 


\"he 
grandparents have to explain to their 


\" Huy mentioned that people also 


but they also look forward to the future.\" 


\" which 


possibility that terrorists could change tactics to targeting individuals for kidnapping or individual bom 
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Huy insisted that \"the initiative was 


the VME worked on 


\" Huy declared. The VME secured 


Huy noted that his inspiration for the exhibition 


Huy praised the ability of 


the VME decided to display a famous 


the piece strongly criticizes Bao Cap policies and 


Huy explained that the 


WI believe the Party had to change 


sified Website; http://www.state.sgov.gov/p/nea/rabat *****eeeeeeeeeeeeeeenenenenenonnenner 


Column 4 


it does set a new precedent for careful political 
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delegates said that the parties had been 


more than 150 CPB delegates and 


a judge of the Moskovsky District Court sentenced 


Belarusian authorities detained as many as 40 


y the Yukos share and has requested to meet with the new minister later this month. End Summary 
MNF-I staff position(s) in Baghdad. Annink cautioned that the Dutch do not wis 

nile in the region within 10 working days of completion of travel. Please provide the outbrief 

y the Department of Internal Market and Related Policies Frantisek Trojacek to discuss development 


Column 4 


who is serving а \"restricted 
sent open letters to 
Prosecutor General Pyotr Miklashevich 


\" criticizes the correctional facility\'s 
and alleges that the Interior Ministry has 


Inna Kulei 
reported 


including those working with Kulei 
asserting that the true number is significantly 
about 30 percent of applicants have 


in protest of the authorities\' decision to close taxi 
between 50 and 100 


leaving 


(С) Zoyirov (48) claims that prior to the stroke, he had no health probl 
ke place in Lima, Peru, July 31 through August 4, 2006. The names and identifying information of the 


Column 4 


the Belarusian Defense Minister will travel to Cuba on 
Cuba\'s defense chief and brother of Cuban leader 

Raul Castro expressed an interest in meeting with Maltsev. 
Russia\'s Kamchatka Province Sign Cooperation Agreement 
Belarusian Prime Minister Sergei Sidorsky and Mikhail 


Governor of Russia\'s Kamchatka province 
economic 


Imposes Another 


a district court in the Grodno region ordered the 


894 on 
Tadas Blazevicius. Blazevicius and his sister Indre 


Grodno region 


170 after being found guilty on June 13 of illegally crossing 


officials 


Mogilyov region 


ITER FRANCESCA COSTANTINO WILL JOIN ME IN PRAGUE ARRIVING FRIDAY EVENING. РАС 


supporting Croatia,s aspirations to join NATO, and to help educate the Croatian public about 


Column 4 
foreign 
including Russian companies 


senior Belarusian government officials 


First Deputy Minister Anatoly Sverzh told a meeting of 
Finance and Tax Policy in the 


4.83 percent of next year\'s expenditures on law- 
19.38 percent the agricultural sector and 
4.4 percent for housing construction and 
and 2.55 percent for defense. Spending 


a one percent increase over this year. Sverzh said 


the anniversary of Belarus\' 1990 declaration 


the day of Minsk\'s liberation from the Nazis. According 
the concert would feature prominent Belarusian rock 
authorities can ban the 


seven others 
joined the hunger protest against fines imposed on them 


yht against terrorism topped the agenda of the т 


Column 4 


Lyubov Rezanovich 
\"We are not against the edict but against its 


Seven in Brest Region in One Day 

chairman of Belarus\' national beach 
OSVOD 

drowned in Belarus over the past week. The 
about 25 people 

seven people 

drowned in the Brest region on July 11 


most drownings occurred 


\" former presidential candidate Aleksandr Kozulin 


the entire Belarusian nation.\" 
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had already been chartered to the Swedish 


and would 


and that current Greek efforts called for evacuations 
or the Syrian 
Kassimis was 


which Kassimis presented as 


Column 4 


апа asked for the Minister\'s assistance 


000 
and that all assistance would be 


and 


but 


Ambassador informed the Minister that we had 
in the event that Limassol became 


and according to the base commander 


depending on the speed of the vessel 


and foreign ministry authorities to stand it up 


although he did not expressly give 


and would be making 


but that he would inform Kassimis if the 


Kassimis was quite positive 


‘esponsible for lO affairs. -- Stelian Stoian, MFA 
ffs delivered reftel demarches July 13 and 14, to Desiree Kopmels, MFA\'s Europ 


October. ------------------ Middle East Crisis ------------------ 


Jld come in, on the ground floor, of any new, multinational Iraq initiativ 
Juntries. Reynoso noted that, despite lingering political uncertainty, investors remain confident that МІ 
December 31, 2006. 2. (SBU) Cora has told us they were taken by surprise by the announcement 


Column 4 
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Kase said that the Council would adopt 
though no text has been circulated as 


the GOE now supports transferring 


and will increase its aid to 
000 EEK ($64 
Kase said that the GOE 


the GOE supports the EU common 

and will press for progress on a Community 
Kase said that the 

the GOE 


Kase said that 


but said that 


there is a real 


7/18/2006 5:29 


Finmeccanica\'s Head of Public Affairs and 
said that Finmeccanica understands 


ig gesture toward the Greek Cypriots, even a relatively small one, would be very 


ой major ЕМІ, AGIP\'s parent company, publicly denied reports of the loss of 120,000 barrels/day of o 


de-escalate. Later in the day, De Gucht made а public statement condemning Hizballah but crit 
hinese embassy staff here follow Darfur issues with interest (Ref E), and based on our observations, 
andatory, and he said the course completion rate is now 95 percent. A one-page code of conduct has 


Column 4 


but that from a business perspective 


Simone Bemporad 


and Pirozzi 


on the U.S. side 
now is not the time for \"business as usual\" with Iran. 


terrorism 
and concluded by commenting that Finmeccanica 


Pirozzi asserted repeatedly that \"TETRA is 


that the systems are not being sold 


and that TETRA will be the world-wide 


less than 40-bits 


responsible for international trade and 


but said \"maybe the technology is harmless.\" He 


and is being made on purely commercial grounds 


ely promoted greater public awareness of the agreement and facilitated the efforts of investors, both 
in; the embarrassingly public dispute and disarray culminated in Borja\'s and Apolo\'s resign 


18. 3. (С) Foreign delegations accepting the U.S. offer will be offered departure оп 
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worth only 6.5 million euros 
reported septel 


worth 600 million euros (reported ref B) 


the 


7/18/2006 5:37 


\"We cannot win against 


the 
who are 


which operate with little 


very quickly 


according to the 
has V'many armed Taliban ready to fight" and 
progress \"will be more difficult there. He 


te between Guyana and Venezuela was а consideration, Kraag-Keteldijk stated that CARICOM had s 


met with Vice President Santos on July 10 to discuss joint U.S.-Colombian coca eradication effor 
administration must begin to resolve the issues of political prisoners and unjustified dismissal from gc 


ard to cut through the current logjam. 2. (С) Turning to a press report tha 


Column 4 


De Decker was careful to explain that his proposals 
notably from the Flemish socialists 


United Nations Development Program (UNDP) 


but De Decker 


\" protected by soldiers 
possibly with the 


two 


but not 


the project has 
which was a visit of various 


іс threats directed against the U.S. Mission in Barbados and Grenada. 3. (C) Post will continue to mc 


Column 4 
Afghan 


and to develop food-processing industries to 


July 14 
s Chief of Staff Pierre Vaesen. Vaesen said 


but nothing was definitively 

Foreign Minister 

as was speeding up the C-130 delivery to early 

to be held on the eve (July 20) of Belgium 

should according to Vaesen firm up the military side of 


while 


the 7-8 million per year is not in the 


but 
Swedes and 


before leaving for Asia on 


on July 13 


reported to Econoff that Belgium 
000 euros to the World 


and that he foresees 


at least in part 


De Decker has yet to 
he talks a lot about 


ncluded). The per diem rate for Kuwait is USD 260 plus M&IE of USD 96 for а total of USD 356. The 


for Deputy Secretary of the Treasury Kimmitt is Treasury Attache Jeremy Pam, Mobile 914-360-6330 


Column 4 


һе has thus far failed to secure resources from 
like civilians for PRT or increased 


and provided Flahaut with an excuse to 
De Decker appears to 


De Decker noted that because 
any 


and capacity building 


Belgium is reluctant to send a 


De Decker had 
and passed a note 
including what the U.S. is doing in Africa 


as well as U.S. endeavors to encourage 


Vaesen (who may have been the author of the offending 


De Decker said that he was \"angry\" with 


the \"elections will 


ition centers. IAF air strikes and tank fire continued July 14-15, resulting in at least two Palestinian d: 
his forces. Minawi may try to postpone his trip to Washington as a result of these recent developmer 
waiting for in some cases for over a year, there did not seem to be a basis for bilateral talks at this 


r Dakar\'s contribution of Dols 500,000 to help cover the SummitVs costs (ref b). Ға! stated that бой 


yprus on any evacuation plans, suggested we should get permission from Cyprus to use its airspace 
5 of the Kingdom of Bahrain presents its compliments to the United States Embassy a 

‘ARP. End Note.) The Charge responded by saying that the U.S. does not make its votes known bef 
DP), Kurdistan Toilers Party (KTP), Kurdistan Social Democratic Party (KSDP), Kurdistan Communis 


Column 4 
adding 


although he was not 


De Decker has traveled to 


EU Development Commissioner Louis Michel 


De Decker would take office in 
office holders can hold both 
as well as 


De Decker could take advantage of a 
and 


including the Heads of both houses of parliament 
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Prime Minister Meles 


particularly in 
and 


Girma was skeptical of any 
he 


‚іп the Department of Amambay, and arrested three men. A major drug trafficker who is wanted in P; 
head for the new KRG -------------------------------------------- 2. (C) KRG Vi 


Column 4 


апа stated that in the future 


there is strong donor cooperation on WTO 
itis some 

particularly the Chambers of 

that remain resistant to WTO accession. 


BUT ETHIOPIA COULD DO MORE 


though he expressed disappointment that more US 


he told the Charge that Ethiopia needed to support a 
he has directed his 


were constrained by cargo limitations. 


and that of the Deputy Prime 
for USAID\'s livestock initiative 


were highly encouraging. Although Girma has made 


the fact that the Prime Minister appears to be fully 


obtain. Wood said the GoC has demobilized over 40,000 illegal armed actors, and is deprivin 


Column 4 


апа will continue to work 


including the Chambers 


including to exporters 


7/18/2006 7:21 
and supports AMIS; 


but needs capacity to support 


and that it has endured a 


not a decision of the Security Council 


including the highway between El Fasher 


is being done. He questioned what level of donor 


and cited a need 


Column 4 


work needs to be done on 


but 
during which AMIS must 


despite three years of violence. 


Reached its Limits 


and is not strengthening 
with some 


and countered that AMIS had 
but held discussions with 
and accepted its advice. 
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while 


there will not be enough 


according to specialists. 


000 Congolese refugees reside in 
and there is concern that this number 


ries, but no damage. 3. (SBU) In the West Bank, IDF arrest operations continue; raids in Nablus and 


Column 4 
in 
approximately 20 


adopting a 


many of whom have been working in 


but these concerns are 
some 


and the GOB has openly stated 
70 percent of 
NGOs 


and the GOB seems to have some confusion 


and an integrated 


donors agreed that OCHA 


Column 4 


most of which are 


USAID\'s Regional Economic 


democracy and 

HIV/AIDS 

and has requested USD 9.5 million for 
USAID/OFDA provided USD 

nutrition 

food security 


but is expected to be considerably 
consistent with the transition to 


the European Commission 
the Swiss Agency for Development and 


and the Heavily Indebted Poor 


Euro three 
and several 


six million of which will go to the UNDP 


health). 


well include attempts at misinformation. Long-standing U.S.-Saudi military ties, including Saudi expe 


Column 4 


most of which will go 


focusing on Ngozi Province. 


the GOB will receive 
most of which will 


and critical gaps between relief and 


as well as GOB 


Column 4 


although not shared by all 
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setting up a demilitarized buffer zone with monitoring 
Unsay Ampatuan 


and Mamasapano to prevent further 


Chairman Ramon Santos 


with IMT Chief-of-Mission Dato Pahlawan 


\" the two sides could not agree on this. 


MILF members who are actual residents in the 
but 


the agreement 


between 15 


000 displaced persons (4000 families) have begun to 
at least 


зіп Iraq. These concerns, coming on top of their objection to the Coalition,s 2003 intervention in Iraq, 


m. END SUMMARY. CPC PERSPECTIVE: PRICE HIKE ONLY ТО CUT LOSSES ---------------- 
‘et the GOZ more than halfway in extending assistance. The Ambassador responded that it was not : 


т when Dakar demanded а 60 percent reduction in European quotas, which currently only make up : 


Column 4 


IMT Chief-of-Mission Dato 


GRP/CCCH 


the proposed 


particularly in the second 
where there are untapped deposits of 


two MILF camps 


which the ARMM 


in the event of a 
the Ampatuan-dominated province 


UNESCO member was pushing this issue. 3. Trauttmansdorff added that he agreed entirely that the 


Column 4 


the long-standing 


despite the current truce. As the 
it will likely become 
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what can they do? Who...pays the bill in the 


Destruction 


‚ooperation and Development, Official Passport No. 097753 2. (U) 


Column 4 


both HAMAS and Hezbollah аге 


as 


you have your religion and we have ours. As 
they are the remnants of 


which has created a 


\"An Arab World Full of Impurities\" (7/18): 


Dr. Shamlan Yousef Al-Issa in 


ves from the region, and received a tour of the bi-national Itaipu Hydroelctric Dam. END SUMMARY. 
nt and growth in maquilas will contribute greatly to national employment and economic growth. One ι 
SLM Spokesman Hussein also sent a letter to a number of Western audiences. END SUMMARY. -- 


maintain order. End summary. 2. (U) Lavalas supporters began to gather at approximat 
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it will mean a return yet again to the cycle 


visit: 
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joining 
becoming professionals 


such as 
y 
have offset some of these gains. The ROKG is 


women have made many inroads across numerous 


fault that made headlines just over one month ago (Reftel). Citizens Bank, a subsidiary of Banks DIH 


Column 4 


of the 1.3 million 18- to 21-year-old women 
000 were enrolled college in 2004 -- almost 51 percent 
the Civil Service 


191 applicants 


girls are finding success. A 


including math and science 


women are increasingly working outside 

or 9.9 million 

47.0 percent 

and 48.8 percent in 2000. The surge of middle-aged 


2.7 million women 50 and older were 
and double income families represented 30 percent of 


and women 
lawyers 


000 at the end of September 
up eight percent from the previous year 


Korean 


the 
and more women are taking 


Kang Kum-sill 


Column 4 
Han had set 


2004) 


a former human rights attorney 


outspoken remarks and for her reform image. The 


as party officials pinned their hopes on Kang to 


rival Grand National Party (GNP) viewed her entry 


\" Park Geun-hye. Park was 


securing 121 of the 299 


because of her 
stands a real possibility of becoming 


revealed 


highly educated people 


compared to 35 percent of 


ht months of the year, which some experts say will not look as bad once the final fourth quarte 
1e was visibly upset that the Judicial Training Academy had not fulfilled its 


Column 4 
as previous generations had done 


then marriage 


outpacing their 


young women continued to outpace men 


which has benefited them as 


work for 
and 


income 


\" which assessed 


economic opportunity 
educational attainment 


Saudi Arabia (56) 


and Egypt (58) -- fared worse in gender 
the U.S. was 17 


the ROK came in 55th out of 58 
\" which spotlights the institutional 


000 ROK companies revealed that 
older 


and 


Column 4 


thus putting women at a hiring 


as demonstrated by the division of household duties. 


American women and men spent 192 and 110 
respectively 


that did not mean women had 


compared to 50 percent for women. Moreover 
especially older women 


not to pursue careers. As a result 
000 (USD 757) a month 
the 30 women only make up 


short the world 


such as Mozambique and Argentina 
Chang 


domestic violence continues to plague 
although official statistics and anecdotal 


one in 
conducted by Gallup Korea 
more than double that 


156 respondents (3 
3 


insion of the period of these forces іп Darfur. Q: What was the vision of the UN 
Nadrid on November 30. AGUIRRE 


orts to prevent ТІР and sexual exploitation and abuse (SEA) activity among its peacekeeping forces i 


Column 4 


Koreans have considered domestic 

such as 

\" which instructs a woman to obey her father 
husband until his death 

have kept women largely silent on the issue. 


\" reflect a deep-rooted 


many in the older generation 
hold onto such \"traditions.\" This existential 


as 
Rep. 
a three-term legislator is accused of 


Choi refused to step 
stating he would let the courts determine his fate. 
and the 


the National Assembly\'s censure of Choi 


more importantly 


the 2004 record low of 1.16 children per childbearing 


‘the environment has continued with the establishment of 14 nature reserves іп order to pro 
m the GOTT or in terms of resources. GAO officials expressed satisfaction with the visit, as it will 


Column 4 


C). As a result of the low birth rate 


000 every year starting in 2008. Ironically 


Assistant Director Kim Soon-rim of the 


700 by 
so that women are less compelled to choose between 


state-run unemployment 


ITY 


with more economic power 
leading to an increase in 


easily 
Korean women appear poised to continue to make 


economic 
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Who Urge Him Neither to Resign Nor to Withdraw from 
V on the other hand 


Column 4 
which showed 


while 48 percent believe that to save the DPP\'s 
the party should either expel Chen or he should withdraw from 


a VLiberty Times\" 


English-language \"Taipei Times 
an editorial in the limited-circulation 
English-language \"Taiwan News\" said Taiwan should 


including Pyongyang\'s provocative missile tests 


000] 


but in reality it was a trip of 
anti-Japan mentality. 


anti-Japan image but also helped to expose his 


Ma called on China 


Ma regards Taiwan the sovereign state as his 

and he even desired to join China to destroy TaiwanVs 
and while 

he claimed that he just \followed Japan\'s suit\' to 
after Ma\'s Japan trip 


Social Democrats) agreed to find a mutually acceptable presidential 
ts and have brought nuclear terrorism to the forefront among threats to international peace an 


Column 4 


000] (7/18): 


his rash decision to call a meeting yesterday 


Chen\'s remarks and behavior appeared to 
when he met with 
he passively expressed that he 


Chen reiterated his Four Nos pledge. 


for 
in order not to harm Taiwan 


the Bian administration must still remember 


Washington\'s reason for opposing President Annette Lu 


to secure his presidency) than Lu has to push for 


English-language \"Taipei Times\" [circulation: 
000] editorialized (7/18): 


would the president stepping down solve 
and would it be helpful to pro-localization forces in the 


‘length of time, as well as the type of service required. 4. Iti 


in traveled into Lilongwe to the old State Lodge to meet with Mutharika and sign the МО 


ғап complaints about lack of influence over decision-making, and disputes and GOB fissures over the 


Column 4 


but what the pan-green camp needs now more than ever is а 


but public requests from people within his own party for 


English-language \"Taiwan News\" [circulation: 
000] noted in an editorial (7/18): 


the close 


even if international 


despite its vow to \'build a human rights state 


including the illegal indefinite detention of 


Taiwan almost 


but did not gain any 


including Pyongyang\'s provocative missile tests or 
and the 


ig a growing possibility for unrest in Ішгі from discontented former militia me 
ibassy residence. His passport is French diplomatic passport number: 03CD11918. Please visit Pari: 


icked persons found in the Western Sahara. GOM has no complains about the MINURSO peacekee 


Column 4 
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with Abe stressing that it met 


with Yomiuri in particular lauding Japan\'s 


Yomiuri observed that Japan had not 
only on wording. The paper praised 
\" observing 


in which NSA Hadley is quoted as 


with all Japanese media reporting on the G-8 


and return 


Y the Nihon Keizai noted that 
the 


Column 4 
some in the 
saying 


Democratic 

therefore 

on a television panel 

lauded Japan\'s success at the UN. Despite 
most politicians appeared to be 

satisfied with the Japanese Government\'s efforts 


there remains a strong tendency for observers in 


on the other hand 
recognizing Japan\'s work in New York and at the G-8 
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the Patriotic Front 


Murat Pabuc 


from 
in Tofan hamlet of 


Column 4 
апа 


diarrhea 


which people considered curative 


an explosion occurred in Daggul Quarter of Hakkari 


on person has been 
and the area has been blockaded. 


clashes between the GOT forces and PKK 


2006 still 


political parties 


in order to accomplish its Zionist goals 


aves she discussed this concept with U/S Dobriansky last year during a meeting at the Department, € 


Column 4 


consisting of 
including labor unions and associations 


Ali Bal 


Ali Duru 
a foreign company had also applied 


Ali Ergezer 


000 acres in Tarsus and that most of 
000 


000 tons to 
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fair and free elections.\" Our first 
given 

doctrinal 


we believe identifying religious 
and those who might be 


Column 4 
may well be useful as longer-term 


we designed this cable as a primer on 


the Tidjanes. END SUMMARY. 


who founded a Khalifate in 1902 in Tivouane. 
Tivouane is 


though its ties to Tivouane are correct and 
Moroccan 


the khalifate 


Tivaouane City politics has been the story of 
and bitter and at times 


Serigne Mansour Sy 


his about-the-same-age half 
spiritual guide to the radical and 


a doctrinal 


but tried again in 1997 
privately 

though 

had left behind a 


but may again be derailed by 


Column 4 

Abdoul Aziz Sy Junior (everyone calls him Junior). 
de facto Tivouane 

mosque and annual religious 


Junior is well poised to shape such a letter. 
and even close adherents believe it 


he respects his elder brother 


though 
\" and we notice his bodyguards are armed. 


Junior is an unabashed Socialist but 


and Tivouane MP 
is 


at first privately but recently in public 


he asked the Mouride Khalif to join in a united 
transparent 


a modest 


Junior\'s son 
is rapidly coming into his own as a youth 
Junior and Tidjane Sy all died 


Maudou Sy has exiled 
right next to 


Column 4 


апа 
new Armed Forces 


and the traditionalist 


and compete for primacy in Saint Louis. Khalif 
though 
its four giant minarets strikingly visible from 


secularism and opposition to 
they have 


retired Colonel 
who on his own initiative led troops to block 


told us Senegal is now at risk. He fears there 


or whether 


especially 
with the imam of Mboumba 


but is doctrinally and 


Column 4 


but Gounass\' only political interest 


local Tidjane leaders or 
either because they are too 


home to an ancient 

is led by capable three-time 
with its long 

could break away if Cheikh 
but Moustapha Cisse is close 


though 


the proud but modest marabout runs a tightly 


the Wolofized Toucouleur Salls concentrate on 


as far as 
politically active. 


home of Interior Minister Ousmane Ngom and 
the Cisse family marabout 


two rival ethnic Lebou claimants to the imamship 


for 

reports they did not then seem a major factor in 
but in 

growth has brought schism 


ie conditions--such as the release of imprisoned SW апа NW militants--reportedly agreed upo 


Clearance. 5. USAID/OFDA/ECARO Nairobi appreciates your assistance. ROWE 


Column 4 


the two тау be equally 


to the point that Cisse has become known in 
for example 


the Medina Bayes dominate 
also 
on 


in the Sahel 


we called July 13 in Dakar on Ibrahima Mahmoud 
leader of the League of Moroccan and Senegalese Imams 


and of himself with Hassan ll 
Chad 
where he says his open-air speeches 


he 
with the \"puzzling\" exception of Guinea 


he agreed it would. Autonomy 
he argued 


\"or 
and fidelity and allegiance are 


the Leonas headquarters is a bare and 


the Leonas Niassenes 
except that their members 
owner of the influential radio 


Column 4 
апа his 
another Ahmed Khalifa 


presumably to avoid a total 
increase Niassene weight within the Tidjane 
and coordinate West African activities. 


but there are problems: 1) he has a history 
articulate and wide-ranging opposition to 
and 

ownership of one of the liveliest and most 
and December 2005 denunciation of official 
he is 


that he has tamely 


s Arabic language department contain 
though they are essentially 

as we understand it 

but also 


there are very few 
we believe 


many marabouts have already chosen a political camp 
or prefer to back the 


is khalifal contender Cheikh 

Moustapha 

is moral (meaning operational) leader of the radical 
000. Unfortunately 

though 

and it is difficult 


but neither could he figure at the center of 


Column 4 
Cheikh Tidjane Sy\'s younger 
is probably SenegalVs 


eloquence 


he is already doing so 


but it 


we need some time for reflection. 
it has been 
he is close 


however 


Leonas 


as well as a 

though 

how much independence he has managed to retain in 
and there is talk that he 

has been co-opted lock and barrel 


but it is uncertain if he still has the 
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num validity of six months. А valid visa is also required prior to arrival. В) Depar 
mo Bay. We were optimistic, like the rest of the world, at the 


uspected supporters of the resistance, with two more possible extra-judicial killings 


ity clearance. Cables must include the ASEC Tag to ensure distribution to the RSO office. COMPUT 
ng. The committee formed to address issues related to the economic impact of Al estimates that cor 


Column 4 


а PKK defector who 
was brought before a judge at the 


the owner of the Umut Bookstore 
had made a telephone call 


HPG -People 


Paascal 
Elizabeth 


the Amnesty 
Batman 


the spokesperson for the Prison Committee claimed that 


and a rocket launcher 


Cevdet 
said that the imperialist states talking about democracy 
freedom 


ING VP CANDIDACY; BELIEVES PRESIDENCY WILL GO NORTH ----------------------------------- 


Column 4 


а key executive іп the PKK ranks 


Tuncay Celen 
said that patriots 


Palestine 


from the Patriotic 

read \"War and blood has never stopped 
just on the pretext of one of 

it has started a big assault. The 


Retired Captain Murat Pabuc 


| ordered and commanded for years. | 


Lebanese 


000 people waiting at the Syrian 


where high security measures are being applied 


including 3 women had been arrested during the 


Column 4 
апа had been 


and that even one of his clients had been 


7/18/2006 8:48 
\" and asked people in southeastern 


an air raid at PKK\'s safe-heaven at 
application of stringent 

sending diplomatic 

calling for an urgent 

and renewing of \"Hot 


and that guerillas had retaliated 58 times. 5 
2 village guards 


the paper reported. 


AKA \"Yesil 

against YOK -Higher Education Council- 
Rector of 19 Mayis University 

Eskisehir Mayor 
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if in fact the allegations are true 


damage is expected to occur іп the Bonga Valley region, a rural agricultural area within 


He said that Israel was overreacting to the kidnapping of its so 
Nith the construction of the Economic Cities, Al Knosheim has a very positive outlook for JeddahVs e 


Column 4 
to confess to being the 


Djamin said PC has no incentive to give information 


should he expose his co-conspirators in 
he would endanger the lives of his wife and children. 


it will be the 


the Coordinator 
recently traveled to Belgium and the Netherlands 


an element of the prosecution\'s case against PC 


Garuda Airlines 


based in New York 


lid gains for the South: freedom of the press has taken hold; people are practicing thei 

to materialize anytime soon, notwithstanding their support for the idea. Demonstrating the importan: 
RTANT. Personnel entering Bangladesh are required to possess a valid passport, with a minimum v 
ntering Bangladesh are required to possess a valid passport, with a minimum validity of six 
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eyed our conclusion, with regret, that absent revised Algerian offers in certain areas, there did not set 
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it may well signal the 


we should 
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with an appeal to 
even as he moves to set the stage for a new 


controversial Election 


the 


sreased activity or threats in reaction to the events. Post will conti 
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Surayud Chulanont 
\"in horse 


horse owners hire jockeys to ride the horses. The 


but the 


to \"raise awareness.\" Indeed 


Thaksin 


but to fulfill his constitutionally required 


but reiterated their demand that the 


speculation is mounting 


including Minister of Commerce 
Deputy PM Surakiat and Education Minister Chaturon 


nch, 2 Japanese, 5 Palestinians, 1 Romanian, 1 Syrian, and 1 Swiss. Crew manifest is for 
it, industry, agriculture, higher education, health, environment, water sharing, and culture were a con 


5. DEAN 
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Е) 


000 people 


Sonthi also discussed the 


which is very critical of the monarch. According 
one of Thaksin\'s closest advisers played a key 


citing the 


Sonthi will have to fold his tent 


the monarch has suffered from this problem--a 
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HIV/AIDS is emerging as a concern 

infections are 

like the rest of the 

continues to struggle with the residue of South 


Column 4 


one of the \"Seven Sister\" states of 
shares a 443 km. border with Bangladesh. 
000 people out of the state\'s total population of 2.3 


the Jaintias in the Jaintia Hills and Garos of the 


the Garo Hills 


illegal migrants 

a region with an 
000. Fear of being 
prompted 


\"Gun down a Bangladeshi criminal and 
000.\" The villagers claimed that the step was 


H. Donkupar R. Lyngdoh 


informed the Legislative Assembly that 


463 illegal 


just 31 Bangladeshi nationals 


the state also experienced serious 


Column 4 


Hynniewtrep National Volunteer Council (HNLC) and Achik 
which had been engaged in 


which continues to be 


but given the groups 
the GOI has not responded. Lack of support 


ConGen participated in the 


a G/TIP funded NGO. Representatives from the United 
and senior police 


the conference discussions 


especially flooding 


notably 


which included a senior official from the 
a special agent with Immigration and 
and 

also helped in 


2 Summary 2. (С) Ambassador discussed the crisis in Israel and Lebanon with MFA Undersecretary 


intingency planning with the limited means available. However, with a non-functioning agricultural ext 
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Chief Minister J.D. 


especially power 


the road density is half of India\'s 


while services 


reflecting the need for 


which would 
the 


Meghalaya exports 


Column 4 


he claimed 


natural gas 
could be used. State authorities are 


on the other hand 


2006 
such as cement clinker 


which is dominated by tribal 
is the disintegration of the tribal communities 


individuals within the tribal communities have gained 
whether land or mineral rights 


Tewari noted bank deposits in the state are approximately 
Tewari wants to change the political 


V essentially local \"panchayatraj\" administrative 


000 tons of uranium ore 


the 


potentially displacing an estimated 100 
however 


п office to assure that teachers will be promptly paid for proctoring and grading ех 


iccession politics were dividing ZANU-PF, especially іп Masvingo province, and would have presente: 


Column 4 


the local community would be 


though the reported cases range only between 60 and 


two states with epidemic levels of 
and the low awareness of the disease in its mining 
which have a significant percentage of migrant labor. 


with great natural 


it has 


full 


such as trafficking of 
ethnic violence and poor public health. 
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its 
and its re-occupation of 
all mean that the peace process has long 


namely Egypt 


just as clearly as he had 


either from steps and 


because it is happening at a time when the Arab land 


the people and the sovereignty and not hand these people to 


then 


the \'friend\' of the Arabs 


that gave the 


then where is the Arab stand that should be 


where regional and international players 


Column 4 
British and Iranian occupations іп Iraq and 


Syrian and Lebanese lands.\" 


for Jordan must play a more effective role in the ongoing 
but it cannot do that alone. There must be an organized 


itis 
Syria and Hizbollah 


Egypt and Saudi Arabia. This alliance is not 
but rather is demanding Hizbollah to stop the 


which 


thus rendering it 


a popularity that will increase 


as the people have the right to know the political and 
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the Ambassador has raised Al in separate 
Presidential 
and Minister of Agriculture Anton 


Agriculture Minister Apriyantono 


and is not well 


the Ambassador has 


Presidential Advisor Dino Djalal on July 6 


the Ambassador noted the rising level of concern 


idar Mohammed and Security Chairman Hathem met with Poloffs July 9 to discuss security and hum: 


‘ican and Multilateral Affairs Maria Pilar (Mari Pili) Hernandez would attend. Arocha said she expect 


bergs plans to follow up with participants іп the Мау pan-Baltic trade and investment conference an 


Column 4 


held July 11-13. PDHI Chairman Budi Tri 


000 veterinarians in the 


a senior Ministry of 


although manuals describing the 


NAMRU-2 and MOH tests indicated 


the US CDC has confirmed H5N1 infection in a 


NAMRU-2 and MOH data now 


Indonesia should overtake 
likely 


the English language daily carried a front-page article 


of which 43 have been fatal 


with 3 deaths (fatality rate of 60 


yn -- Serb Company Announces 67 Million Investment -- Customs Corruption Perceived As Lower PL 
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which usually lag 
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even Indo-Pak peacenik 


they had 


and have now taken on the character 
with the Prime Minister cast as 


\" 
and an apparent inability to play 


the BJP appears 


using explosive and personal rhetoric attacking his 


and the BJP going for the jugular 


security environment in Darfur continues to be tense, volatile, and unpredictable, characterized 


Mutala, USAID/Kinshasa, Dan Suther, USAID/EA RFFPO, and Alex Deprez, Nairobi-based RFFPO, \ 
JSG assistance in securing permission from the Israeli government. 3. (C) In a subsequent telephon 


Column 4 


itself the strong proponent of closer 
has been politically 


the BJP has been unstinting in its 


\"A Call to 
\" regarding a possible cash ransom for the December 


the party has also 


Jaswant Singh publicly 


S Electric Power Contract --------------------------------------------- -------- 2. Тһе 

‘rid Safie as Attorney General of the Republic (FGR). Safie, an ARENA party operative, 

Gazette on Wednesday, July 19, thus completing the formal approval process. Mea 

Because the GoS has so far largely ignored the USG recommendations, we will need to work closely 


summary of discussions with a number of specialists in this area, including GOM officials, think tank ‹ 
‚e and to make financial stability a priority. Sidaoui stressed that investment in Mexico and overall po 


1ре\'ѕ concessionary financing scheme resembles that of other Eastern Caribbean countries, as it do 


Column 4 
һе 


was less a Margaret Thatcher or Indira Gandhi 


he 
is a hard-line response a la 


the PM has moved smartly to mount a defense. He 


which prop up the UPA government 


with prominent Left personality and MP Brinda 


they should 
because the terror strikes attempted to 
and terrorists should not be allowed to 


and with Congress 
they can now carve out their own space 


2006 exercise, which will take place іп Lima, Peru, July 31 through Autust 4, 2006. The name and ide 
e provided by host agency/office and should be sufficient to cover hotel and in-cou 


?easure is analyzed by Foreign Ministry lawyers and then submitted to the Office of the 


Column 4 
Delhi/Diwali 


the "War 


both of which dominated domestic headlines pre-Mumbai 


it was only the Mumbai attacks that pushed 


and 


plus pressure 


claiming the member countries were 


V Strategic Affairs Editor 


V the PM in St. Petersburg described it as V'very 
V and Saran told 


but New Delhi and the 


nearly five years after 9/11 


best hope. Even those 


local bank,s operations, as is required by law. Lloyds wants to convert from а branch (with the guar 
'olitical/Economic Section relating to activities while in the region within 10 
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see Ref A) 


when we ask them what Pakistani leader would 
the Indian critics\' 


we expect the PM will focus 
which will be an easier task for him 


firing direct 


inspired 


y 


Y a signal that he 


V a clear signal that the 


not 
V and that the decision was made primarily for 


the PM specified he 


in 


in а white Ford pick-up truck. While waiting for the traffic light to change, a green four door, Nissan p 
ompany. End Summary. 2. Owner Juan Carlos Martin was not available due to hospitalization. Inst 


established three locations for short-term emergency housing. Since b 


Column 4 
іп 


but massive fatalities in India\'s \"Maximum 
let alone one 


New elhi wants more than the standard \"catch 


the GOI wants -- and the 
real prosecutions 
Pakistani extraditions to India 
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she hopes the U.S. and the P5 1 will share a draft 
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DS/T 


thefts of unattended property 


streets 


in particular). Visitors should only use credit cards 


3 per US dollar (USD). The NTD\'s 0.59% depreciation was comparable to the drop of 0.78% for the 


Column 4 


suits 


seek assistance from Tourist 


unconsciousness 
death. 


although there may be a bus lane that 


they remain relatively 


including Al-Qa\'ida and Jemaah Islamiyah (Jl) 


including incidents attributed to armed local 


the indiscriminate nature 
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including 


especially in locations where Westerners congregate 
discos 
and other places frequented by foreigners. 


and to securely 


which are available 


visitors to Bangkok must exercise appropriate 


24 
we hope you 
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charged as а co-conspirator 


and said that the 


the trial was adjourned 


В notes, cooperation between police and prosecutors оп IPR cases remains weak. Police complain 


ammed Hashim as interim mayor to oversee the Deputy Mayor. This is the first time citizens of Faral 
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she would consider holding sessions twice 


7/18/2006 10:41 


whether other Asian candidates enter the race 
and whether 


Ban finds himself at the top of his 


Ban has not had to deal with large-scale 
Ban is among the 
and seems 


which is scheduled to chair the Security 
Ban 


Congo 
Ghana 
however 


he reported. 


Seoul announced that the ROK would increase 


President Roh also used the occasion of 


itary alliance with fellow DPA signatory SLA/Minni Minawi, while the recent ambush and surrender of: 


be the Acting Deputy Chief о? Mission, John Wysham. Не сап be contacted at: -- Office telephone: 


Column 4 


Ban attended the inaugural session of 
to which South 
and gave an address that 


he was particularly 
namely peace 
development 


despite private demarches to avoid 


Ban publicly took the surprising step to directly 


Seoul had gone out of 


to take a step toward addressing the criticism that 


Minister Ban and Foreign Ministry 


he has believed that the UN needed 
he said 


as another example of his and South 


his aides 
were strong decisions that were unpopular among senior 


Column 4 
Ban initiated weekly press 
the only South Korean minister who did this 


they said. Ban\'s media presence reportedly earned 


the Foreign Ministry sponsored a two-day 
\"International Seminar on the 


he delivered a speech to the Council 


as his career demonstrated. 


Ban 


data entering, preparing of IV/DV applications for interview by the consular officer, and мі 


Column 4 


Ban canceled а 
just a day prior to the DPRK 
due to \"outstanding diplomatic issues 


deadlocked Six Party Talks 


\" especially because Japan was slated to chair 


he said 


especially if he emerged as the leading Asian 


but may have switched its 


in case the consensus candidate failed and Asia 
ChinaWs official position 

was that all four major Asian candidates 

Ban opined 


he for the first time 
if the U.S. stayed non-committal much 


Column 4 
his candidacy could falter (details septel). 


\" \"consensus-seeker 


Ban now finds himself at the top of his 


it is to point out that Ban is a very skilled 
excellent at forging compromise solutions and 


Ban has 

got along with and been rapidly promoted by three 
a hot-tempered 

a global political figure 

finally 


a high-school graduate 
but with strong views and firm 


Ban has not 


we doubt that 


Ban has not had 
or have to seriously think about 


on one credential we have no doubt. This 


Ban has completed three tours in the United States 


values 
he is naturally sympathetic to 


and they remain convinced that the U.S. is a 
with shared ideals and goals for the region and 


ıriously -- planned on meeting with various Chinese Catholic communities throughout the world. And 
OSL as historically diamond exports have accounted for 70 percent of Sierra Leone\'s export and hart 


assy Bangkok Political Counselor, Susan M. Sutton, is the verifying officer for the Embassy/Departm: 
3 by this/these person(s). Embassy Bangkok Political Counselor, Susan М. Sutton, is the verifying off 
nan rights by this/these person(s). Embassy Bangkok Political Counselor, Susan M. Sutton, is the ve 
y Bangkok Political Counselor, Susan М. Sutton, is the verifying officer for the Embassy/Department ı 
selor, Susan M. Sutton, is the verifying officer for the Embassy/Department of State. WCN No., Cour: 
ID cards required for voter registration; - Allowing 


Column 4 


7/18/2006 10:47 


UAEG dispatched 25 ambulances via 
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\" right-of-center Le Figaro 


state-run France 2 television and 
in which he insisted that: \"creating 


Villepin is trying to put 
and above all he 


Villepin could not have dreamed 


political and cultural relationship that France has with 


had quick 


including from 
will help resolve the current crisis. For Villepin it 


МҮ 


тір with rule of law, traditional conflict resolution mechanisms, апа sustainable peace. Participants de 


Column 4 


Israel was never 


La 
by the lack of representation of developing African 


everyone has known at least since 


the successful 


print and broadcast media all announce that 


daliVs success in campaigning. They fingered Governor Serufuli and alleged he h 
first arrival scheduled at 1100L. Departures will still take off from Akrot 
fect the last significant election before 2009 and an extremely important testing g 


vere killed, nationals from Sweden, the Netherlands, Japan, Saudi Arabia and Pakistan. The Consula 


Column 4 


the editorial by Hubert Coudurier 


colluding with Hezbollah 
sponsor of the Islamist Shiites 
in 

France drags a pro-Arab 


Iran 


itis 


the 


ırnments of the decision. In response to Charge\'s question, Meredov said this decision shou 


Column 4 
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littered 
was largely devoted to a 


\" Qaddoumi was quite 


i.e. 


s monologue was accompanied by a seemingly random 


Sharon.V There were no questions from the audience. 


Qaddoumi circulated a copy of 
2006 


heralding PA President Mahmoud 
issuance of a decree designating Qaddoumi as the 
and 


the press release notes that 


set for the coming medium-term strategy. She also said that given the fact that this is the Director Ge 


ade arrangements with GOE to provide emergency electricity supply to Gaza to с 


Column 4 


s political profile." 


not only killing \"freedom fighters 
killing women and children. 16 


000 POWs in Israel. He is a 


t worry about Hamas. Hamas is not accepted in this 


m not threatening; just reading the future. Israel is 


t hate the U.S. 
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rthe AU Summit in Banjul. Indeed, recent developments in Darfur have increased the nec 
ot well served by relying on such aid. Good governance and anti-corruption initiatives were paramoun 
=, BG Kamanzi as the chair. The FC AMIS/CHMN CFC, MG lhikire, is in Brussels for the AMIS Dono 


Police and Protections Units. 3. (6) Іп terms of the National Guard, Ambas 
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Washington-based correspondent for 

V writes (07/14) V'Contradicting other G8 

US President George W. Bush yesterday justified 
he warned that Israel 


the UN and Russia) 


which 


the US 


Peru 
the measure did not progress in spite of ten votes in its 


which is related to the Palestinian-Israeli 


Washington-based correspondent for leading V'Clarin 


they unleashed tension in Europe 
the EU termed 


also in Germany 


jranting the security clearance. Cables must include the ASEC Tag to ensure distribution to the RSO 
ition submitted to parliament July 14 foresaw dozens of additional bilingual town signs in the province 


Column 4 
the US confirmed its 
which warned 


US President George W. Bush said that VIsrael has 
but whatever it does Vshould not 


along with Iran 


international analyst of leading \"Clarin 
the challenge for Olmert and his government 


Israel occupied and maintained a 
eliminating hostile forces. Neither the grabbing of the Strip 


and there is no 


Israel\'s legitimate cause seems to be 


number two at the Office of Coordination for 
pointed out that 
\ and he added that 


The cable should include SSN, and the name of the agency granting the security clearance. Cables 


cable should include SSN, and the name of the agency granting the security clearance. Cables mus 
з name of the agency granting the security clearance. Cables must include the ASEC Tag to ensure ı 
nerce IPR Coordinator\'s office was productive in helping us demonstrate the high-level USG interest 
T 2. Enisa Karamarko, director of the MFA\'s Department for Africa and the Near and Middle 


Column 4 


Washington-based correspondent for leading \"Clarin 
Earl Anthony Wayne 


or even 


the one who filed an objection to Wayne\'s nomination 


USG and Argentine officials confirmed to \'Clarin\' that 


they now 


and 


itis 


visit our classified website 
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including the 
did show up at the demonstration but did not take part 


the GOJ 


Column 4 


protest later the 
demonstrators chanted denunciations of unnamed Arab 
a jab at King Abdullah 


s King and other Arab moderates 
\" a reference to the Abdullah/Mubarak 
5 


B) that has 
been driven out off the front pages by the Lebanon 


like King Abdullah 
5 actions had ignited a conflict that would not 
and that Iran stood to gain. 


the head of the Association of Families 
in Israeli jails) 


Ajlouni said there are 31 Jordanian prisoners held in 


Jordanians 
in 


naine Rose. Female. Jamaican Defence Force Corporal. DOB: 22 Apr 1970. Type of Training: In 
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have already forgotten 


and also fault the USG for failing to 
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on July 17 
Maoist Central Committee member and Chairman of the 
\"declared 


a Maoist splinter group 


at least nine to date. The 


broke 


or sheltered the splinter organization. 


but only recently have the 


including abducting 


. As usual, the Ivoirian Defense and Security Forces have failed to intervene. 2. (С) As of early 


rry will be carrying Canadians, Australians, AmCits and Singaporians. They estimate the ferry will ari 


d its lobbying activities, including a planned visit by Tawafug\'s members in the 


| machine in the entire province and the wait can be up to six months. Poor infrast 
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Hussein Al-Alak 


cheered Hassan Nasrallah on 
was actively confronting Israel. 


Rasid\'s editors 
saying it was 


as well as a feeling of 
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only one 


lelivering foreign citizens from Lebanon and all assisted departures must arrive so 


Column 4 
but rather keep the DPT whole. Seven 


convinced that Vatan is the brainchild of the 


said that Vatan intends to name a new chairman 


leaving Vatan with less clout. A split in the DPT could 


Vatan could lend support to the governmentVs 


when the faction first surfaced 
in the latest meeting 


acknowledges they pose a legitimate threat to the party\'s 


50 his status and state of 


the DPT had tried to rally 


their 
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a leader of BNP\'s labor wing. Known to 
\" he has a rough 


stirring worker unrest 


Patriots have pledged to man the barricades again tomorrow starting at 0600 


Column 4 


calm returned to the area not long after his 


in many 


creating further 


adding to general 


in Kanshat (Ref E) 


workers clearly felt rising prices were 


especially after 


further heightened worker concerns about 


while 


t exports all face difficulties, and indications are that industrial sector output is below projected levels. 


о Sugar and Alcohol Producer Association (UNICA), Antonio de Padua Rodrigues, the region is likely 


Column 4 

have little experience in 

they are prone to under 

leading to late 

pressure to work uncompensated overtime 


particularly in the 
driving up wage costs for skilled labor 
workers who have completed their three-month 


even though 
with 


day laborers and bystanders all joined 
swelling crowds and contributing to the violence and 


where about 


deliberate agitation and provocation 


who are not paid when the 
began agitating at the other Youngone 
eventually forcing all to close for several days. 


but then led by him to the DEPZ. In a few cases 
especially Korean owned firms 


and the issues (timeliness of 


Column 4 


although the press often sensationalized these disputes 


despite efforts by some workers to enlist support from 


the rules governing 
which has helped 


rather 

to better account for depreciation of the taka 
which provided 

the transitional 

which do 

compared to the demands of their 
contributed initially to worker 

were not yet 


labor groups 
members of the WRWCs themselves helped 


Agreements Buy a Respite 


leaders of the two major industry groups 


June 12 and June 22 with nine 


MM 2. (SBU) The Supreme Electoral Tribunal (TSE) opened cand 


J) After less than а week in office, Minister of Trade Roberto Illingworth resigned on Ju 


nent: These meetings mirror the five-party regional energy security dialogue concept discussed іп 20 


Column 4 


including improved health 


unrest could resume if workers decide the agreements 
two worker 


factory owners fear it would 


owners worry that they will be unable to pass these 


the BDG quickly settled on 
and replaced the executive 
the new 


id\'s Khulaini mosque. End Summary. 2. (C) Al-Haideri told Poloffs that һе was іп the early 


Column 4 
Brigadier General Ashraf Abdullah Yousuf 


he seemed to quickly understand the important role 
the Executive Director is accorded 


labor groups and 


Yousuf seems genuinely to view his role as that of 


BGMEA and BKMEA moved to address 
however. The largest 

and understood 

at least 


roads 
corruption 


ationally for monitoring terrorist financing. --------------------------- AML Law proceeding smoothly ------- 


Column 4 
should government and 


further labor unrest is 


if 


even with wage increases 


rather than labor 
are the bigger threat to the industry in the 
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potentially 
a CWC Command 


under the command of a 
along with two sub-regional centers 


the 


augmented by international personnel and materiel 


CARICOM will issue a common visa. Sellman 


including interviewing procedures. Sellman 


as those countries that will 


зе more appropriate, and have informally expressed a preference for an area with cultural and/or ling! 
elegation. Mr. Moore looks forward to joining Ambassador Williamson for an in-brief on 6/25 a 


r the past 14 months. Prospect for a stronger anti-TIP commitment are unlikely. END SUMMARY 
Y WERE ALL SUCCESSFUL AND CONTRIBUTED TO IMPROVING THE ATMOSPHERE SURROUI 
be little more than media gloss. END SUMMARY 2.(C) In early July, the GOB announced the surrer 
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but did inquire if 


but that the U.S. was 


and would 


or perhaps 
would allow 


on e-mail at 
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\" according to SANA. The Command\'s 


\" according 


based on the regime\'s assessment 


according to a report in al-Hayat newspaper. 


Column 4 


said that Syria was sending non-military 


Reuters reported. 


as of the afternoon of July 
Syrian units continued to disperse defensively in and out 


but rather spontaneous events that 
non-threatening and \"festive.\" 


000 persons 


according to regional media. According to al-Hayat 
Europeans who had fled the turmoil in Lebanon to 


700 Danes 
900 still waiting to leave) 


according to al-Hayat. 


at least 75 extra scheduled flights and 15 


Column 4 
according to al-Hayat. 


the official said. Austrian Air 


according to business contacts. 


such 
Petro-Canada 


as well as contingency planning in the event of the 
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000 protesters 


including a Day of Rage demonstration by 


tentatively scheduled for 
via Erez crossing. 


d events іп Basrah rather than the situation in Lebanon. Furthermore, any demonstrations іп Basrah 
2, (SBU) AMIS sources further indicate that the South Darfur State Wali (governor) and Ed Dai 

ninistration for the People\'s Democratic Party of Tajikistan, President Rahmonov\'s political party. Εν 
| xenophobia gives most INGOs a more uncertain future in Burma. Local and expatriate staff face inc 


between arrivals and departures. CONSULAR 3. (С) The following 


Column 4 
according to PalTrade Gaza-based 


mainly food 


nine of the ten medium-tension electricity feeder 


thereby 
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the korun weakened 


but the Central Bank 
the Slovak central 
roughly 25 percent of total reserves. 


however 


Central Bank Governor Ivan 


moderate voice on fiscal policy 


however 


to assess whether 


Finance Minister Pociatek said he would direct budget 
but would \"at the same 


boost subsidies on mortgages 
pay Christmas bonuses to pensioners and 
within the limits of the 


Column 4 
еасһ 


Pociatek added that 
nor re-introduce any tax on dividends. Pociatek 


but with \"adjustments in personal income tax 


LABOR CODE 


Social Affairs and Family Minister Viera 


unfriendly labor code is a must.\" She is particularly 


however 


and have 
the Statistics Office 


analysts 


Social Affairs and Family 


which refers to those jobless immediately available and 
was 10.36 percent in June (or 10.9 percent if 


Rimavska Sobota 
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despite Lebanon\'s requests for 


under the headline \"International hypocrisy 


calling on Hezbollah to free the two captured soldiers 


effectively giving Israel a green 


namely UNSCRs 242 and 338 


Israel continues to occupy the 


the present situation would not have 


under the headline \"Paralyzed international will\" 


000) 


America has prevented the UN from issuing any resolution 


as 


while the eight countries Bolton referenced has 
why 


but what doesn\'t 


Paroubek made no requests for U.S. offsets, and did not mention а need for a referendum on the iss 


n defense and military cooperation and that the GoC will remain а reliable partner in ISAF and other i 
TRUCTION UPDATES -------------------------- 2. (U) In general, the latest approach to the U.S. CW De 
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wherein the world voices publicly its solidarity behind 


under the headline \"Support your brother\" 
000) wrote the following: 


Arab Foreign 


and laid blame 


and then blamed whoever they desired... Some other Arab 
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crime and drug trafficking were 

he said. The PRT\'s priority is to reform the 
as corruption in the Afghan National Police 
and among judges and prosecutors 


and also asked 


Hungary 


and 


Murghabi 


the Governor\'s authority effectively extended over 


i transition from the political and economic strife caused by the unification of North and South Yemen 


Leon told the Ambassador that he has offered Bolivian ex-President Rodriguez the opportunit 


Column 4 


according to Baublys. Baublys said that 


especially Herat. Drug 
he said 


which he said compete with other donors and confuse 


according to 

set up weekly shuras with the governor 
the judiciary 

he frequently visited the 

police 


but Lithuania still 


said Baublys 


such as buildings for rule-of-law institutions 
especially 


irance request it should be done by separate cable. The cable should include SSN, and t 


jatively affect the Senegalese economy. The workshop featured energy experts, official presentation: 


» Tuendue Maputo, Mozambique Fax: 258 21 465-783 E-mail: admptec@tropical.co.mz ----- 
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and the American police 


although noting that he had no 
if the USG could lean on Ukraine to 
which Lithuanian and 


KABUL 


local administrators and the 


he blames this on the fact that Ghor does not receive 


he added that 


low on Kabul\'s agenda. Baublys 


and others have significantly scaled back 


the 


e agency granting the security clearance. Cables must include the ASEC Tag to ensure distribution t 


епсу granting the security clearance. Cables must include the ASEC Tag to ensure distribution to the 
ome of the meetings was for the Department of Homeland Security\'s Transportation Security Admini: 
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һе said that he understood 


not willingness. 


he paints a slightly dimmer picture than 
who prefer to highlight Ghor\'s 
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with particular 
in preparation for 


BNP Joint Secretary Tariq Rahman 
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and senior Taiwan 


Ke also expressed hope that 


he suggested 


and said that Taiwan needs U.S. support to 


but the corrosion of Taiwan\'s 


responsive 


while strengthening 
Vietnam 


Column 4 
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but the quality of jobs 


but she suggested that the PRC is also reluctant 


Taiwan must 


Tsai presented many of Taiwan\'s arguments for 


she 
adding that the United States must develop a 


Tsai said the United States 


rowth of the local 
ish 


Column 4 
апа 


he suggested 


acknowledging that 
Wu asked 


Wu 


Wu mischaracterized Deputy Secretary 


explaining that in his remarks the 


in which China 


Executive 


the Taiwan authorities believe that TaiwanVs 


Column 4 


Taiwan must change its 
Taiwan cannot 


Taiwan must 


Hong said that domestic 


President of the Chung Hua Institute of 
commented that the Taiwan 


Ko observed. He said a free 


bilateral agreements like a free 


U.S. businessmen focused on 
human resource issues 


citing new regulations 


Column 4 
problems remain such as the rampant 


and penalties imposed 
equating to 


especially one with a better command 


the 
and emphasized the 


U.S. businesses are 
but 


including the creation of a 220-member IP task 
but 


the Judicial Yuan 


not just appeals. The Legislative Yuan (LY) prefers 
to avoid 


low-income 


but legislators think 


‚огаіпо to Mulawarman 


Column 4 


апа for that reason it 


by market saturation by domestic Chinese companies 
Huang said 
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but predicted 


but that President 


noting that the policies of extreme left- 


in which 


Column 4 


but did admit 


and that his party has the smallest financial 


but Lewites had 


MRS contacts in Rivas 
Boaco 


plus a considerable number of independent voters that 


unlike his predecessors 


unlike the 


but 


moderately left-wing alternative to FSLN candidate 


but his running mate 
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reign exchange earners. END SUMMARY. Mission Organized by Opposition Legislator 


Column 4 


however 


pointedly saying South Korea\'s 


tougher 


and one that would be reflected in ROK 


and particularly if he did so in a very 


\"even for you (the US) 
the United States should 


Japan and the ROK right now. \"You 
\" the 
noting that Korea\'s attempt to leverage 


it had been particularly 


not North Korea 


cautioning that his information 
\" Ambassador Ra said that 


forma 


Column 4 


he had а three-hour 
and he thought the ROK Government 


Ra said 


for example 


he thought there would not. 
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they still have 


in the same conversation he 


he wants to establish a civil 
comprising representatives of the Catholic 
non-governmental organizations 


with 


Ramos Horta remarked that civil society 


but the overall idea is to hire a 


particularly on economic development issues. 


Column 4 


and especially 
were significantly more developed. However 


Ramos 


he stated that there should be a new law 


for example by withdrawing advertising 


a draft of which 


Ramos Horta stated that he will insist on 


he noted that he has some specific 


he noted the current draft law\'s provisions for 


it should not be so 


or to have a proportional 


he believes that the 


Column 4 
he still believes that it will be necessary 
000 on the ground. He emphasized that he wants 


noting that the Australian 


Ramos Horta expressed to the Ambassador 
remarking 


such as the 


not the Fretilin committee 


a pet project of former Prime 
suggests that he really means this. An even 


which conform closely to those 
opposition parties 
but not very closely to the views of Fretilin 
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but were not injured. One 
but 


Lombok and 


Column 4 


000 to provide relief for the 


and has health kits ready for 


the UN Development Program (UNDP) 
the World Food Programme (WFP) and 


we expect U.S. assistance will 


Column 4 


the BMG 


which then contacted local police via 
BMG does not have a local office in West 


local authorities had 
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sources said 
who made two trips to Pyongyang for a normalization of 


Pyongyang 
pushing Japan and other countries toward a 


things will not move 


Bush said: \"You are the only leader who has objected 

Bush maintained a cautious 

saying to the Japanese prime minister: \"Engaging in a direct 
the North test-fired seven missiles 


but Bush did not 
according to the sources. The view is prevalent 


Column 4 
сһапсев һауе 


2006 


with а view 


to report on 
including export destinations and items. The 


it is considering imposing heavier economic 
such as halting cash remittances and trade activities 
which has refused to 


only direct trade with the North will come under the 


Trade and Industry intends to revise the law in order to 


it will designate \"firms linked to the country subject to the 
Y such as North Korea-affiliated companies 


those whose 


the firm is 


Column 4 


2006 


as well as freeze that country\'s 
following the United Nations Security Council\'s 


the 


Japan will examine domestic financial institutions as 


Chief Cabinet Secretary Shinzo Abe 


though it needs to do so. Following the UN 
we\'ll impose sanctions on it in both the areas of goods 


2006 


Seoul 


sources 


including North Korea 
Japan wants to take the opportunity to restart the 


according to a Japanese government source 
but no 


Column 4 


Chinese Foreign Minister Li Zhaoxing 
and others will take part in 


the Ministry of Foreign Affairs Asian and Oceanian 
the chief 
will accompany the foreign 


the chief representative to the six-party talks 


2006 

an explosion took place near a convoy of Ground 
a GSDF 

GSDF members 


but this episode shows a 


but this is the 


were running in 


GSDF members on board 


they saw 
the convoy turned 


a shootout 


Column 4 


2006 


Masahiro Tsuruoka 


though initial expectations were that it would take a month to 


the capital is in a state close to civil war. Though the 
some 


where Samawah is located 

the security situation there has worsened 

when the GSDF started pulling out. 

British 

there was an explosion on the 

the day before the final withdrawal of the GSDF troops. 
which guarded the GSDF troops 


\"The British troops intend to pull out of Samawah 


\"We rushed to pull out of Samawah in 


who visited Kuwait to meet the GSDF 
on the 17th told reporters that ASDF operations will be 


Column 4 


2006 


UN Secretary General Kofi Annan asked Prime Minister 


he also came up a policy course to 


which required ASDF transport planes. 


which has been making 


2006 


Hiroshi Funatsu 


Japan time) met with Foreign 


which have ended their humanitarian 


which will continue transport 


Column 4 


\"We fully trust the role Japan is fulfilling 


where 


2006 


meeting 


opposed the idea from within the government and 


\" Ozawa said. \"They\'re confusing the order of things 
V he added. 


the government is now beginning to prepare additional 


Ozawa raised a question about the 


or we can\'t expect Japan\'s sanction measures 


Column 4 


2006 


such as the transportation of disaster 


but according 


a joint drill with the USFJ with the participation of its 


Kanagawa Prefecture 


ships 


the USFJ 


2006 


the 


Ibaraki Prefecture. On this issue 


Column 4 
safety assurances 
Joichi Shimada 


however 
the city\'s municipal assembly also 


the city 
such as abating noise 
cooperating on local development 


the Japanese and US governments agreed on the planned 
the 


including Kadena Air Base in Okinawa 
to six ASDF bases 


000 times a year. 


moderate opposition party members in 
1960s 


2006 


Washington 


the US State 


public 


Column 4 


the operation was 


concluding that the program was inappropriate and that the 


editor-in-chief of the FRUS 


it included financial assistance.\" 


Tokyo-to) to party work that would 


three-day trip that starts July 


it was supposed to be \"private 
but later a schedule was added at the request of 


\"The main purpose of the trip is 

as well as to build up the island\'s image as 
\" some party members аге 

such a mid-level lawmaker who said 


2006 


taking into consideration an argument heard in the 


Column 4 


who wants to unite 


Yamasaki 


| want the 


| will do it myself.\" He thus 


the package noted that consideration should be 


as well as looking into the nature of 


centered on Japan 
China 


medical care 
benefits for handicapped persons 
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he said he could not agree with Japan 
which include Chapter 7 language. He 
s proposal did not 

he argued that the resolution as 


Column 4 


but that it should not include language about 


but to the help of neighboring 


non-nuclear DPRK 


reunified Korea. The Ambassador agreed and 


s forthright statement in favor of finding a solution 


the ROK would be the 


he said he would work to prepare the country for the 


and vowed that would not happen again. 
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189 3. (U) NO SPECIAL NEEDS OR REQUESTS. THANK YOU FOR ORGANIZING THIS 


Column 4 
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there are growing concerns that Syria is 
becoming isolated within the international 


Saudi Arabia 


which is supported by Iran and Syria 


there has been talk of 


so Syria is becoming somewhat 
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not limited in time or means.\" 
means that should be taken to confront it 
asking the government to outline suitable plans and 


stressing the legitimate right of the 


including 6 


Column 4 


іп 


the Lebanese National 


7/19) 


praises positions of the Arab people 


7/18) 


7/18) 


calls on Israel to exercise self-restraint\" 
7/18) 


7/17) 


7/17) 


Column 4 


regional and 


and means of backing the Lebanese and Palestinian 


not limited in time or means.\" 


means that should be taken to confront it 


asking the government to outline suitable plans and 


stressing the legitimate right of the 


including 6 


in 


the Lebanese National 


7/18) 


a columnist in government-owned Al- 
commented (7/17): \"Israel is telling a flagrant lie when 
with a 


Column 4 
to remove the 
or to bring back its two 


steadfast 


which is the key to its strength 


regional and 


and means of backing the Lebanese and Palestinian 


not limited in time or means.\" 


means that should be taken to confront it 
asking the government to outline suitable plans and 


stressing the legitimate right of the 


Column 4 
including 6 


іп 


the Lebanese National 


overlooking the fact that the real cause of 

in its expansionist 

in its determination to perpetuate its 

in its incessant threats against 

in its attempt to silence each and every resisting 

and before all else 

which has been seen by successive Israeli governments as 
carried out 


an editorialist in government-owned Tishreen 


which is supposed to be the 
turned into an umbrella 


which has been pouring its wrath on Lebanese 
villages 


Column 4 


regional and 


and means of backing the Lebanese and Palestinian 


not limited in time or means.\" 


means that should be taken to confront it 
asking the government to outline suitable plans and 


stressing the legitimate right of the 


including 6 


in 


the Lebanese National 


and saying that Israel has the right to defend itself 
having received a warning to leave their 
the residents of Marwahin sought shelter with the UN 


and then they met an aerial bombardment that killed 
dispersing body parts and shedding more blood of innocent 


Column 4 


an op-ed writer in government-owned Al-Ba\'th 
which broke the long arm of the Zionist-Israeli 
was known 

which were competently used by 

the new surprise for this 

stubborn 


particularly in sisterly 


artillery 
which Israel has used massively 
who came to Palestine 


regional and 


and means of backing the Lebanese and Palestinian 


not limited in time or means.\" 


means that should be taken to confront it 
asking the government to outline suitable plans and 


stressing the legitimate right of the 


Column 4 
including 6 
in 


the Lebanese National 


think that their destruction of 
their torching of farms 


this is no longer the case. Have the Israelis 


that their battleships will be set ablaze 
that their soldiers will be captured 
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\" which tasked the relevant ministries with 


the Ministry of Commerce has embarked on a campaign to 


this amendment will give customs officials 


Column 4 


іһе 


piracy and illegal imports. 


s weekly markets 
the 


clients and sellers 


for example 


2006 


held 


etc). They explained 


Column 4 


2006 


which allows the right holder 


Mr. 


whereas the utility model requires 


he urged 


and OTPDA are educating the public on the dangers 


2006 


Caterpillar Inc. (Note: CAT Footwear is a 


which produces industrial footwear using the CAT and 


the court ordered the manufacturer to pay all costs 


Caterpillar and CAT. 


Column 4 
771.59) sentimental loss 
TND 300 (USD 226.3) expertise fees and TND 400 (USD 


Addidas and 


post will 


2006 


no procedure had 


artistic and 
kind 


Column 4 


the protection is provided for а 
recorded 


which is published 


translations 


cultural or scientific use of a copyrighted 


1925 Hague 


ten or 


provided that the requestor 


assignment 


it is examined as to form only. The Tunisian Patent 


together with a summary of the 


or used 


Column 4 


Tunisia became 


2001 (No. 


1889 and its amendment of 1936. 


2002. 
sound and collective marks 


and the alteration 


during which time any party can 


000 (approximately USD 3 
000 (approximately USD 38 
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those convicted of \"grave\" and 


rather than one-third of their 
as was the case prior to the amendments. 


Armenian law enforcement has investigated 17 


and 


24 of whom were involved in the trafficking 
16 in the UAE 


39 in the UAE 


nine were trafficked to 


and one each by the National Security 
police 


between March 1 and July 1 there were two 


as 
it will be the GOAM\'s approach to 


Column 4 


transportation 


transportation 


abduction 


transportation 


or 


shall be punished with imprisonment from 10 


forced labor or 


Column 4 
slavery or practices similar to slavery 


forced labor or services 


forced labor or services 
by means of threat or non- 


abduction 


shall be punished with imprisonment from 12 
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the only 


Column 4 
totaling some 2.9 million 


which is 
but has never been a top development priority for 


and the insect and plant populations 
leopards 

rhino 

their last sanctuaries 


000-hectare Nakai Nam Theun watershed area іп Khammuan 


the GoL 


in 2002 the 
using 
a report that remains the best benchmark 


the 
but thus far 


and 


but in any case 
averaging about 150 


and in several 


Column 4 


but 


who installed it in 1975. In 
the Lao owe a \"war debt\" of undisclosed 
or nearly 


but it still retains a 


the forests in Laos are protected by Prime 
along with a Forestry Law 
amended in 1999 and 2002 to prohibit the export of 


they are protected 
road construction 
&except in special cases 


48-54 of the Forestry Law provide for 
and 


the GoL is the 

holding everything in the name of \"The People\". In 
this leaves no one safe in their holdings (certainly 
traditional claims 


the real 
which helps to finance 
mostly to Vietnamese buyers. 


some international 
forests 


Column 4 

іп agreements 

Тһаі 

as well as exotic species traders 

and fast. Despite their supposedly sacrosanct 

the NBCAs and even the national parks are being 


for there is 

let 

and the 

reportedly no longer exist. Chinese 


and post has confirmed 


but raw logs are still exported 


in 
sponsored 


and sell 


the GoL paid lip service to the 
and thereby 
but they 


Lao 


respecting 
and sharing profits fairly among the several levels 


Column 4 


such grass-roots organizations are not 
except under the rubric of the Communist 


for several reasons. No accurate 


who stood helplessly by as Vietnamese loggers 


the GoL has consistently refused to allow the 


and 


but did 
the GoL\'s real goal all along was to profit as 


to dismantle the 
and to resettle the people in places where 


but refused to implement anything 


with the difficulties in the first FSC plan 
the GoL\'s forest management policies 


anda 


they are trees 
especially in the far north of the country where 


in the GoL\'s version of 
the chief culprit is 


Column 4 
as a flight over the 


but the real culprit is the GoL 
as the real depredations country-wide 
not from farming. 


based on the GoL\'s eight-fold 


construction 
national defense 


but forests can be classified (and used) 


by simply designating 


so long as there are &no negative 


in which the original environment and 

in which watersheds and soil erosion problems are to 
young (replanted or 

mostly in areas in which the 

which are damaged or destroyed and available for 


livestock grazing 


but all the categories can 
the whole 


Column 4 


when it is used at all 
mostly by loggers and local authorities but also 


in 
sometimes with the justification that some 
so might as well cut down 


in general 
as that makes ita 


with no thought to conservation or 
there are some national differences in 
whereas before they could 

and 

MOAF approvals are needed for all 


and in practice these can be had for a 
at least 


where they are picked up by Japanese ships at Da 


thereby cutting the central 
and guaranteeing that the revenues 


Vietnamese 
as more than 60 


and the companies apparently do not 


so there is no incentive for companies to 


to be picked up by (mechanically superior) 
such as 


Column 4 
are hunted out by Vietnamese loggers in old 


are cut by teams dropped from the 
then plucked out and flown away to Vietnam. 


several expensive World Bank and 


economic and social 


and the GoL hasn\'t the means 
though they are adept at 
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was not 


and Bryza the GOT could 


Column 4 


regardless of 
would be considered in the patriarchal election 


following the current practice in Egypt for the 
in past patriarchal 
although not/not his election 


Inheritance and Sales 


including for example the Virgin Mary 


and their claims are being entertained by the 


but that the long term 


explained Bartholomew. Most recently rooms in 


Column 4 


political realities linked the two issues 


noting that even the smallest orthodox 
Finland) have at least one theological 


with the Anglican 
with the Lutheran Convention ) and on 


were no substitute for the monastic 


based ona 


Column 4 


noting that during recent discussions Erdogan 
head of the Higher Board of Education (YOK) 


Turkey 


which could allow Halki to 


not the 1951 regulation. 


s political climate to allow Halki 
but not as a 
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or if they were intentionally 


Column 4 


the impact of 


and there is 


however 
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not used by KDH. End note.) During an 
the 


Mikulas Dzurinda departed from 


KDH 


Alojz Pridal 


Column 4 


Justice 
where KDH supporters are 


the regional 
meaning Hrusovsky and 


SDKU and SMK. However 


further internal strife in KDH 


who is waiting to 
perhaps to the point of 


Daniel Lipsic 
and Pavol Minarik are the five former KDH presidium 


according to 


ready to be the 


Column 4 


which һе believes went to 
resulting in 


which should give him time to 


but it may take some time to 


and \"patriotic\" values. KDH\'s version of family 


SDKU remains the 


former Chairman 
\" Jan Carnogursky has 


return the politics to its principled base 
this solution may 


Column 4 


the pragmatists are ready to move 
they recognize that a problem exists within 


they wouldn\'t 


Palko and 


the 
including the 
is expected to endorse 
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Wolfowitz was generally positive about 
emphasizing the need 


\" with the Prime Minister supportive 


both economic and political 


World Bank Country Director for Ethiopia and Sudan 
described Wolfowitz\'s recent July 11-12 trip to 


buy-in 


Column 4 

Wolfowitz met in Addis Ababa with Prime 
members of 

donors 

where he was 

such as education. Diwan stated that 


including 


citing improved dialogue with the government. What 
however 


Diwan said. 


Prime 


and greater transparency and 

Meles also acknowledged a change of heart about the 
whereby he now understood that profits should 

Meles reiterated his oft-used phrase that poverty 


was Ethiopia\'s real enemy. Wolfowitz was described 


as well as Meles\' shared commitment to political 


and keep a focus on governance and transparency. 


POLITICAL HARMONY THE KEY 


basic services are the foundation of the pyramid 


governance 
and transparency. While the World Bank has 


progress in key areas such as 
transparency 


Column 4 


strengthening the GOE\'s Productive Safety-Net 
creating a culture of innovation and 
consolidating the Nile 

strengthening regional governments 

Diwan said it will be key for the GOE to 


and 


and rural 
as well as improved dialogue between the GOE 


which are often party-affliated 

the focus will be 

\" as well as ensuring that the program will not be 
there was evidence that some beneficiaries had 
for 


there will be the introduction of public 
with a 


including secondary roads to 
and developing 
increased irrigation 


though at a 


though not in 


Column 4 


ECONOMIC REFORM 


these 


a sector where donors have 
Meles acknowledged that 


but that it was acceptable to agree to disagree. 
with the GOE\'s strategy of 

for example 

for 

with IFC potentially providing partial guarantees to 
noting that there were certain red-lines that 


relating 
may have already been crossed 


which hit 5 per cent for June. Though 
there is concern 


it 


although formal GOE agreement for 


both economic and political 
the visit was seen as highly successful in 


the PBS program represents 


transparency 


Column 4 
апа a leading 


and Agricultural/Rural 


at the policy 
the GOE has also bought-in to the PBS concept. END 
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expressed his appreciation 


\"The operations of the Self-Defense 


2006 


who 


Abe rushed back to the Prime Minister\'s Official 


Abe during a press 


Column 4 


director general of the Foreign Policy Bureau of the 
who served as a secretary to his father Shintaro 
when he was a foreign minister 


Ambassador Schieffer met with Abe twice at the 
Abe urged Schieffer that Japan and the US 


noting: \"This is a matter of an emergency. | 


2006 


during a telephone 


soon after the United Nations Security Council (UNSC) 


US Secretary of State Rice also praised JapanVs diplomatic 


1956 


Column 4 


Japan had never taken the lead in submitting 
Japan tenaciously 


when Pyongyang launched a 

all the UN did then was to only issue a 

the weakest form of showing the UN\'s view. Learning 
Japan took a firm stand this time. 

because they 


but this idea was not realized due to 


\"Japan was forced to 


\" Aso said. Japan preferred to the 


but this time Japan aimed at playing a 
professor of 
praised Japan\'s 


because of its prewar experience 


but this time Japan 


however 


but this does not mean 


\" according 
the question facing Japan is how to make good use of 
the UN 


Column 4 
and how to reinforce the encircling net around 


2006 


which has constantly been under attacks by 


who has been covering the news in 
took this view about the governments decision to expand the 


seven or eight thunderous rockets landed in 
shaking the ground. Airport workers\' reactions 


which is ina 


Column 4 

every C-130 is now armed with equipment to detect 
a flare to emanate heat sources to avoid 

a bubble window over the cockpit to watch 
bulletproof sheets around the cockpit 


a large US transport plane was attacked 
the aircraft made an emergency landing. In 
the British military\'s C-130 crashed when 


killing 10 
a ground-based missile hit the US 


000 


500 SDF personnel dispatched to Iraq 


which will remain in Kuwait 


Column 4 


the ASDF is going to take 


who 
noted: 


time-limited 


according Rei Shiratori 


Japan would just follow in the USY footsteps. Japan 
not 


the SDF would 


nobody dares to voice opposition. When Prime Minister 
one journalist wrote 


Column 4 


other personnel would be sent there. Can the government 


foreign ministries agree to 3% 


July 19 


which form the 


the Foreign Ministry 
resulting in a cut that was about the same as 


July 14 


including 
will be 


the agency will also 


which currently has a total of 57 divisions 


Column 4 
the Defense Agency will have a total of five bureaus 


which determines a basic course of action for Japan\'s 
and the Operations and Planning Bureau (Defense 
which deals with specific 


the agency will also launch a 
which will be further reorganized later. 


aiming 


2006 


a local organization of the Japan Dentists 
a powerful support organization for the Liberal 


workplace chapters are treated 


whose party 


as well as to avoid opaqueness in the flow of 


in part because industrial 


Column 4 


such as post 
agricultural cooperatives 


the LDP sent its 


it needs to back the LDP 


with 
610 


the Japan Medical Association 
was divided over the election of its chairman 


2006 


who is trying to unite anti-Abe forces 


Column 4 


which is regarded as having a deep relationship 
refrained from making detailed reference to the issue 


\"Though there are arguments for and against constructing 
the package included my position as the chairman.\" 


Yamasaki in a speech given the 


saying: \"Japan-China relations have been cold 
a situation the post-Koizumi 


advocating the need to 

the package 

regarding which 

co-chairman of the 

has proposed separate enshrinement of Class-A war 


which has no potential candidate to succeed Koizumi and 


Trade and Industry (METI) Minister Toshihiro Nikai 
on the 15th told a news conference 


this 
who 


Column 4 


as well as considering the nature of 


LDP special 


2006 


Column 4 


the report incorporated а call for allowing foreigners 


the report proposed extending the duration of such training 
while keeping in mind 


after obtaining approval from 
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000 at which the vehicles are offered to 


they dare not benefit 


Column 4 


the letter refers to \"the 


purportedly by the EU 
the Foreign 


leader of 
BAC; Mr. Kelebone Maope 


leader of the Mahatammoho a Poelano Alliance 


or on the 


and subsequent reports that the 


VAT is only paid on new vehicles 


SARS by the Lesotho Revenue Authority. 


Column 4 

Standard Bank 

Standard Lesotho Bank starting over the weekend 
previously owned 

and has been operating as a separate entity since. 


Collin 
the merger is intended to ensure a more efficient 


customers of the two banks would be able 


the textile industry is 


000 jobs at the end of 2005. According to 

Regional Textile and Apparel Specialist for ComMark 
a non-governmental organization that monitors the 
all the factories that had been 

and the number of jobs that had shrunk 

000 to 40 


Mpho 
and comes 


another reason why Lesotho has caught 


a recently launched 


Column 4 
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retired former Hong Kong Chief Secretary 


and also that 
however 


including the drafting of the Basic Law and 
too late\" steps taken by the British 


she 
\"enshrine the concept that truly democratic 


the pro-democracy groups would have to address some of 


Column 4 
which she said would have done по more than 


as well 


Chan said there was \"much work to be 


Chan took 


the first audience question was 


at the 


which would include 8-10 


and to present a package of 
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1999 
the day before the Bytyqi brothers were 


Column 4 


\" the suspected ringleader 


which might indicate his presence at the camp. 
police officials told us that Legija and 


alleging that Legija even came 


Radosavljevic 


probably in late March or 


a relationship 


also possibly implicated 
remains a fugitive. Authorities 
who is also being sought by the 
is in hiding in Russia. 


Column 4 


interventions by 
A/S Harty and other senior Washington- 


since the upcoming 
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hence Denmark follows events with 
\"Hoeg said. Hoeg added 


lack of a fully independent CSE) 


while Hoeg indicated Denmark was in agreement 
it shares questions 


Hoeg confirmed. 
according to Hoeg 


Hoeg 
EU missions are advocating for \"quiet diplomacy.\" 


while quiet 
it is important that the people of 


Column 4 


rather than reflect 
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\" Taiwan\'s biggest 
ran a banner headline on page two that read \"Major Policies 


the 


for the third consecutive day 
covering 


a column in the 


the chances are slim for them to trigger a 
on the other hand 

which 

saying the policy will test President Chen 


English-language “Таіреі Times!" said that to find 
the 


\" 
criticized the Chen administration\'s political crisis by 


in which Taiwan was downgraded to Tier 2 watch list. End 


000] (7/19): 


Israel launched relentless retaliatory actions 
but in reality 


Column 4 


as a result of international restrictions 

the United States will not allow Hizbullah to upset its 
and will try its best to 

the new Israeli government does not have the political 
except for 


no other Middle East country likes to see escalating 
since they all cautiously guard 


000] 


Taiwan\'s investments in China have far surpassed its 


take precautions after suffering losses 


President Chen unveiled 


and that 


and all we saw were liberalization 
one after the other 


the 
so Chen should be 


Column 4 


English-language “Таіреі Times\" [circulation: 
000] editorialized (7/19): 


but so far his failures have been political 
not legal. In the political sohere 
heralding the arrival of the 

Chen and his family are being 


Chen himself has not broken the 

and finding him guilty by association is unreasonable. ... In 
the DPP should consider changing 

the political scene and party affairs are now entering the 


which begins on 
should deliberate on the model of collective leadership 


000] noted (7/19): 
the State 


and 
even trailing behind Pakistan 


V but in Washington\'s human rights 
Taiwan is listed in the one-third domain of 
it will be 


Y but the island\'s economy has declined to an 
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Column 4 
those 


meanwhile 


the Electoral Commission has not 
thereby allowing 


440 


the CEI announced that following the end of voter 
25 


the 
673 voters (who registered at 
029 centers) are presumed to be missing from voter lists 


the CEI reported that 394 


353 


both of which are prohibited under 
but the exact number is yet unknown. End 
however 


353 voters in its new total of 


Column 4 


the CEI has authorized the 


which are 
will be sent only to those voting stations 


these \"missing\" voters can present their 


but CEI officials have privately said most cases will 
which 


the CEI will 
and all those 
regardless of 


some candidates and 


without much success in achieving understanding 
and that 


there 


Column 4 

746 voting sites -- 8 

with the remaining 41 

each voting site in Kinshasa is 


with these figures 


746 voting sites in 


were destroyed 


the СЕІ 


000 legislative ballots 
Bandundu 
ballots in three of Kinshasa\'s four 


it is believed the number comes to around 


however 


BUT ARE THEY TOO LATE? 


the 
efficient or timely 
official CEI declarations attempting to 


the CEI has 


unbiased news sources -- simple answers 


Column 4 


the CEI has provided answers for the 
the CEI has legitimately 

000 such voters are the result of 

and enough data exists to 


000 \"missing\" 
since there is no way to verify 


however 
as they represent less than two percent of the 


the message is too late 
or not believed at all. For example 


weeks of political distraction and rumors could 

the issue now dominates political 

crowding out legitimate issues. The DRC\'s electoral 
and the logistical aspects 

however 


though 


the CEIVs leadership has demonstrated it is 
and is taking to 
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ood security situation іп these regions of DRC and to monitor 


Column 4 


in relation to the completion of the period 


and peacekeeping 


and followed persistent efforts by the 


Middle East and 


but referred us to the Ministry of Defense 
in turn 


Speaker and 


the Embassy 


no senior official 


in our view 
the message 


albeit at a reduced level. In addition 


there is a real shortage of 
English speaking soldiers available for 


Column 4 


meaning that Mongolia\'s fledgling 


7/19/2006 9:19 
provide training 
a gang of ex-Saddam loyalists and criminals. 


and Iran would support measures against them. 


in which 
\" Syria that was 


the 


the government would assemble the High Commission 
which will have representatives 


the 


Column 4 
and а Shaykh Ziad 


he would even put them on his payroll. He 


work needed to be done with the Shiites. 


high-level engagement plan. We had to 


who should examine together who was 
why 


Fallujah 


Column 4 


he was ready to pay them for 


they 


such as Barham Salih 


then security 


the Ambassador 


Jordan 
and the UAE should do more. Talabani said that 


7/19/2006 9:22 
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the U.S ambassador to Turkey 


Ankara 


Column 4 


Bulent Arinc 


2006. According to the newly-adopted 


encouraging to commit 

attack at sexual inviolability 

qualified thievery 

deliberately endangering security 

causing an atomic explosion 
endangering individuals! lives by 

drug 

creating panic and fear among 

encouraging people to commit crimes 
causing people to dislike to do 


and all sorts of acts 
against the president. 


and 


and thus turn them into 
and those who publish 


covering up faces totally or partially for 
carrying emblems or signals of the 


without hesitation 


Column 4 


has been included іп 


and a special team member was also killed in 


were killed in the latter clashes. 


Van 


the brother of HPG militant 
2005 
and that he 


which has 


two 

and 300 

and former MIT 

and FBI elements will be 


one of the former 


2006. Prime 


Column 4 
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Tajikistan\'s Jehovah\'s Witnesses 

met with PolOff July 17 to discuss the roots of 


SCRA 


but 


the 


the local 


local officials have turned a blind eye to Jehovah\'s 


he observed that 


including charity 


Davlatov\'s comments signal potential trouble. The 


Column 4 
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and that has 


the heavily 


2006 - Greenpeace activists blockaded the entrance to a 


denouncing the company\'s record of toxic waste dumping. Six 


citizens and activists staged a march near the \"Nueva 


Column 4 
located in region VIII in Southern Chile in Ranquil. 


activists are calling fora 


2006 - Chilean environmental authorities have approved 


and a final 


compromising the water\'s cleanliness. A 
Social and Cultural Rights 
warned 


the world\'s largest mining 
plans to begin building the mine this September 


2006 - With the market for corn-based ethanol booming 


which produces ethanol made from sugar cane. 
pointing out that sugar is much cheaper in Brazil than 


Column 4 

question whether the economics of sugar-based 
an economist with the 

agreed that the government would need to 


and conceivably some production incentives to use sugar 
VV he said. WThe way that the Brazilians established their 


to ensure there would be adequate demand and 


2006 - \"Be like Brazil\" have never been words to live by 
the second-largest U.S. 

was the talk of Wall Street. Wal-Mart wants to 

a sign that an lowa 

except that this is a fairly typical case study in how 


drivers can be forgiven for desiring a \"miracle\" fuel that 


to transport the crops and then 


one might expect the 
where green issues received scant attention in the 
was glossed over 


who takes office on July 28 


Column 4 


he said foreign companies operating in Peru 


but does not have a seat in the 


2006 - President Nestor Kirchner named a lawyer who has led 


35 


2006 - Antonio Herman Benjamin 


has been appointed by 


the only regular environmental law review 


including the 1998 Crimes against the Environment Act 
and the Anti-Corruption Act. 


Column 4 


ап internet 
reduce 
and increase access to key 


USAID 
and field staff around the world 


2006. 
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a.k.a. if he lost. Belatedly 
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\" along with 


\" and 


steppe 


wildlife sanctuaries and 
the law specifies procedures 


Column 4 


505 

the plant\'s 

a second release of the fry of valuable 
including plain and starred sturgeon 


\" she said. She added that 
000 


Krymbek 
is concerned about mass quantities of 


the 


105 million of which are uranium mill tailings. 


\"The problem has been repeatedly 


Almaty hosted the third international 


lran 
Turkey 


discussed newly-developed environment 
and launched 


and a ban on waste disposal 
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Column 4 
2006 


trained and 


while he was 
and his later years of training in 


he said 
even as a camp trainer 


like now 
\" since Muslims were free to practice their religion 


based on their own beliefs 


Abas 
he had become increasingly uncomfortable with Abu Bakar 


and added that he suspected BaVasyir 


BaVasyir accepted Al Qaeda\'s fatwas and 


who succeeded Hambali as leader of Mantiai | 
Faridah (also Paridah) 

Abas told us he was likewise 

Hashim Abas was held 


Abas told us 


the CT investigators who had arrested Abas confirmed 


Column 4 

originally from Sandakan (Sabah) 
Malaysia with their four children 
Hidaya (7) 

Abas told us he wanted to return to 


reassert his 
and reobtain a Malaysian passport. He 


he said 
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and the most important task for the Pan-Blue 
Lien 


the Director said that the key to Taiwan\'s future is 
especially on defense issues. The Director urged 


while President Bush 
is still in office. Lien agreed 


the Director expressed concern that for some time 


and blamed the disorganization and inexperience of 


Japan 


andasa 
Lien argued 


Lien claimed 
its 


Column 4 


\" said Lien 


he continued 


which the KMT is still 


like all 
must work through difficult early 
however 


which the Taiwan people deserve. Of particular 


the Director continued 


and Taiwan 


and to preserve the balance in any future 


and that KMT policy has not 

Lien said 

which he described as one of the 
the defense budget 

Lien claimed. 


but 


the 
and that it is 


while the opportunity exists. 
and 


Column 4 
\" by encouraging КМТ 
KMT LY Speaker Wang Jin-pyng 


who 

is evident. Like 

Lien has never viewed Chen as 

which explains the passion with which they pursue 
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the CFA itself would have to be 


Laagreid said. 


over the next few days 


the issue will be high on the agenda when 


Laagreid pointed out 


Hanssen-Bauer will be 

\" Laagreid 

however 

made clear to the LTTE that 


Column 4 
\" Laagreid said. He 


Laagreid 


citing as an 


however 


however 
not a deal.\" 


high marks to the Norwegians for patience 


Column 4 
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and Hizbollah volunteered and provided 


killed eight soldiers and captured two others. In itself 
but 


but rather will take the 


but it remained there 
on the pretext of ShabVa.... It is time for Hizbollah to 


influential Arabic daily Al-Rai (07/19): \"U.S. 


her intention will not be put out the fire that 
but rather to contain a fire that 


Column 4 
will not serve U.S. interests 


will mean the beginning of the end for 


regional and 
Israel - and the United 


a ceasefire without conditions means complete 


while trying to avoid accumulated 
Palestine 


Syrian 
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Beate Winkler; the Director of the 


Edward Serotta; OSCE Secretary General Marc 


Special Envoy Rickman noted that anti- 


saying this was due 


while the defense of free speech dominated 


Column 4 
of which 30-40 receive 


it had proven difficult to win a conviction 
because courts were 


those cases fell through the 
in 


and 


IKG President 


Spain 


and stressed the importance of education 
who is also 


Muzicant said. 


spokesman of the \"Forum 
\" told Rickman that anti-Semitism 


not as physical violence. That said 


Edelman said many 


Column 4 


even if they acknowledged that the 


a Jewish history project offering a multi- 
an 

described his goals as providing a positive 
this is a view 

it is a message about 


and about what 


his entire 


and the collection of 
he produces 


\" 


the high cost of 


Director of the European 


and pointed in 


Column 4 


Rickman noted that һе had just 


but 


including the rise of anti-Muslim and anti- 


a tool that could be used 


Kathrin Meyer. He mentioned that he would 


Column 4 


to find best practices. 


ODIHR has made its guidelines for preparing 


there are very few 


if they want to reach 


they will need to distribute printed 
ODIHR does not 


with support from the U.S. She has created 
Germany 


000 per country 


final adjustments will be 


they will be printed and distributed as widely as 


000 would cover the cost of 


Column 4 


she would like to 
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President Chirac wanted to 


French diplomacy is \"caught between a 


Hamas 


Column 4 


like every year only some or even none of 


their positions on the war against 
Lebanon was a subject 


the U.S. maintains its support for 


when the 


joined 


Column 4 


іһе 
has decided to measure his 


the brunt of the 


that is to say above all else the U.S. 


from Iran to the 
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but was rebuffed. Shaikh Khalid 


Column 4 


Foreign Minister 


Hezbollah leader Hasan Nasrallah is not losing 


who are now out of a job and on the streets. They 


but now 


UN or multi-national 
of international peacekeepers that could facilitate 


the 
this 


because 


insisting on the wording they 


Column 4 
he lamented that the 


to Oslo 


an essential step 
and solve the 


and he would 


several foreign ministers told 


including the U.S. encouraging 


the FM stated that 


\" he explained 


Column 4 
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the GSL permitted LTTE spokesman 


GSL Defense Spokesman Keheliya 


demanding that he 


papers prominently featured an appeal 


a pro-LTTE 


a Colombo University professor 


DREW LIMITED PROTESTS ВОТ OVERWHELMING S 


Column 4 


perhaps 


when large-scale military engagement 


\" with both 


the government also 


the attempt to portray the action as both 


7/19/2006 11:31 


the Director expressed concern that 


or worse 


Column 4 


іһе 

the U.S. is eager to see Taiwan make 
survivability 

and jointness. 


Soong insisted that it was the PFP who 


and urged him to act before the U.S. faces its own 
at which time a new president 


but agreed that 


and 
pending the outcome of ongoing corruption 


Soong said 
creating an 


since Su hadn\'t been implicated in any scandal 
and 


who had done nothing wrong. 


Soong said 


Column 4 
in hopes 


and to agree to allow the Pan-Blue 


but the timing was wrong. Instead 
the Pan-Blue should focus their attack on Chen 
based solely on the corruption scandals swirling 


but 
listing ten 


which Chen then used to rally the party 


the PFP would probably oppose a 


after the election 


former EPA minister and New Party member Hau 
for failing to support the 2004 Lien-Soong 

and for supporting Ma Ying-jeou\'s DPP 

a former 

said Hau also lacked the requisite 


in exchange for 


Soong\'s seeming confidence in his mayoral 
which show 
badly trailing 


Column 4 


if unprincipled politician 


possibly because he 
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while 


but the SARG no doubt found it embarrassing 
to be accused by the influential Sunni 
the Christians 


French 


telling them that the regime 


these officers used the 


Dr. Ali SaVad. Some contacts 


retreating quickly to placate a 


and with renewed vigor for the past seven months 


as in many others 
forty 
with the 


Column 4 
and claiming to Islamic leaders that it 


and even 
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000 naturalized former 
mostly elderly people without families 


UNHCR could not pull out and leave Armenia holding 


and that if UNHCR pulled its operation 


\'The more we involve the 
the more we can involve its political side 


and 
000 to 


Column 4 
000 
it\'s hard to explain 


though 


all 
000 or so naturalized former refugees who depend on the 
and conceivably could 


and would welcome the 
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Mr. Soghomonian included a list of opposition 


we received copies of letters from 


s letter to Mr. Haraszti states 
during a meeting with Mr. Haraszti 


but as the issue &remained 


Column 4 
Mr. Soghomonian was attaching an 


2006. Referring to this list 


&lt is not difficult to note that (the) 


excluding the possibility of government interference or 
and noted that state-owned Public Television was 


Head of the Yerevan Press Club 


the frequency with which television stations 


with those 


editor of \"Aravot\" newspaper 
stating that television station directors must 
s Office in 


\"The government claims that public television 
which is why 


a new television ratings system developed 


Column 4 


Director of IREX\'s Core Media 
noted that Public TV should not be concerned 
as the station is 


the only reason Public TV should be concerned about 


the top 
although 


a Kocharian loyalist. 


television station managers 


it appears the GOAM is feeling increased 


with opposition politicians now 
coalition 

and 

the most widely watched station (and 


s technical assistance to television stations is 


Column 4 
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Parliament held its final session before 


Parliament 
with two abstentions 


\"the AFP reported. As required 
ten percent of the budget (852 million KD) is 


\" estimated at 2.72 billion KD ($9.41 billion). 


a constitutional 
the allocations include not only the Amir\'s personal 
but also the salaries of the estimated 1 


the 


a pro-reform Islamist MP 
there 


possibly due to the recent concessions the 


a new National Action Bloc (NAB) has been 
pro-reform MPs. The 


Faisal Al-Shaye 


Column 4 
Saleh Al-Fadhala 


an alliance of eight pro-reform 


expected to include 


and in most cases the bloc 

who serve as ex 

always vote as a bloc. There are an additional 
government-leaning MPs 

who are not expected to join any parliamentary bloc. 


an astute 
told Poloff July 16 that the formation of the NAB 
the NAB 


whose members all support political 
have a simple majority (33 seats) in Parliament and 


despite some mutual recriminations 
which Deyain attributed to 


visit: 
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\" presumably something the task force 
would bind the Maoists into honoring their 


Yadav 


Column 4 


the SPA 


7/19/2006 12:19 


but rather to 


plane tickets 


visitors should avoid hanging a camera around 
carrying a protruding wallet 


doors should be kept locked and windows 


it rains frequently and daytime temperatures are 
dry 


but most 


Nairobi is not a 


Column 4 


if you are planning to travel outside 
particularly to areas below 3 
it is advisable to begin using oral malarial 


every effort should 
proper clothing 


restaurants and grocery 


particularly during the rainy seasons. 


public ground transportation 
particularly after dark 


as well as normal rental cars (with or 
but must be paid for in 


road signs 


soda 
and Kenyan crafts. All products are 


Column 4 


a visa сап be obtained at the airport 
but lines 


unless it has been included in the price 
there is a 200 Kenya 
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\"the AP reported. 

the 

held its second meeting in two days on July 
repeating its support for \"the resistance\" in Lebanon 
according to the official Syrian Arab News 

SANA 

including the opening of Damascus 


welcome centers on the Syrian side of 


hotlines to coordinate assistance to 
and Syrian civilian aid convoys to Lebanon. 


\" but that 


\" according to a SANA 


who must receive written 


Column 4 

000 displaced persons һауе fled Lebanon into 
according toa 

which quoted 

more 

000 people crossed into Syria 

20 

000 other foreigners 


as dual nationals 


but 200 walk-in Americans requested assistance 


Embassy Damascus was still verifying 


said that Syria had increased the power 


and that Syria was 
according 


according to the MFA\'s protocol director. 


Column 4 


including the branch of the Arab Bank where Serbian 
said the 


particularly since the imposition of the 


the Deutsche Presse Agency 


cutting off a main route used by 
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Torstila believes that at least 
000 troops -- with a clear \"peace enforcement\" 
as opposed to the 10 


Finland intends to show leadership by seeking a 


Finnish Secretary of State Pertti Torstila 


it 
neither Tel Aviv nor Beirut is prepared to 
Torstila said 


Torstila said that 


000 troops. However 
000 would be 
even though the EU and the UN 


Column 4 
any force that might eventually be 


he was careful 


he agreed with 


and said the EU role vis--vis 


Torstila 


to show leadership during its EU 


and that currently it is well under that 


but expressed confidence that 


politically difficult 
they are ready to 
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Column 4 


and thus he understood why the IDF may view 
he 


this delivery was clearly marked and its contents 
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while another 


which paved the way for an Israeli occupation of southern 


as Israeli attacks do not make 


\" questions who exactly Hezbollah is fighting for 


a third columnist in \"Al-Ittinad\" urged the world 
noting that their actions stood in 


the 
000) 


as it did in 1967 and 1982. It is using its international 
as it increases the magnitude of 


and aggravates the continuing tide of violence that is 
but 


instead of merely drifting 


otherwise it might lose everything.\" 


Abdul-Jalil Al-Noaimi 


\" (circulation 85 


Column 4 
the man who has declared the war within Israel\'s legitimate 
condemned Hezbollah and promised to continue 


just 


the 

000) published the following a 07/19 lead editorial: 
a known 

has started work on Lebanon 

when he collaborated with Israel to render 


apologizing to Israel and the United States for 


which refused to surrender in 1978 
will only foil their enemies! efforts 


000): 


the British occupation in 

and the French occupation of Algeria. George Bush 
one manipulated by Israel to serve its own 

just by being President of the world\'s 

he can do anything 


V female columnist Dr. Amina 


000): 


regardless of color 
from total liquidation if they even 


V female columnist Magdi 


Column 4 


000): 


and defending Israel is the best way to 


000): 


a day when it lost its significant legitimate international 
Hezbollah lost its Arab support when 


Egypt and Jordan labeled its actions as adventurism. 
many Lebanese now hold Hezbollah responsible 


000): 


Palestine and Iraq have come to challenge 
legitimate authorities. They have soldiers 
active media offices and they think they should make 


Emirati columnist Mohammed Al Hammadi wrote the 


000): 


Column 4 


bridges 


carried out massacres and even used weapons banned by the 
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the Lithuanian 


NATO 
Latvia 


Lithuania. The 
July 11 


the night before the BWG 


when possible 
Latvia no). 
their approach was clearly coordinated and the 


Column 4 


they said 


which negatively affects modernization and 


ID for Georgia 


Lithuania 


Global Partnerships 


Lithuania 
but was not 


rather than to any country that can 


Column 4 
airlift initiative 


a proposal to pool 

Director of the Defense 
expressed support for this on 
adding that commonly 


he said that Lithuania is in a different 


either by establishing 
training 


he 


the USG 


and that nations need to 


Column 4 


which is likely to strain its 


expanded SOF 
and combat support and combat service support 


emphasizing the 


Brown and Root 


Lithuania\'s Defense Ministry feels that an 


at least 
NATO interaction with Belarus. The head of the 
Alvydas Kunigelis 


Column 4 
Latvia 


demonstrating that the 
some differences remain 
we will encourage them to continue such 


which could make them a more effective force 
where they generally support 
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own judgment.\" The greatest 
in his opinion 


specifically for food and medicine. Secretary Bodman 


peaceful 


the Amir observed that current 


5 opinion 
s recent pledge to 


the Amir 


5 Foreign Minister suggesting that Iran was 


Column 4 
the Amir said 


President 
and former President Rafsanjani. The GOK 


however 
the Amir stated 


s nuclear ambitions 


s significant and ongoing support for U.S. Forces in 
5 perspective on 


strong support 


including Kuwait. He said that the 


5 first priority in 


Column 4 
Again 


the 8.5 


s northern oil fields 
s agenda when it reconvenes in 


the project would finally be 
s recent 
Project Kuwait was criticized by 


visit: 
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Foreign Minister Shaikh Khalid said 


he said the world can 


it is watching with 


representatives of 


Column 4 
women 


gathered and marched near downtown Manama July 


Palestine 


\"\"Hizballah is the Victor 


\"We must stand with Lebanon. We will 


leading Shia political society Al 


hospitals 


but \"these two countries have nothing to 


demanded that 


\" claiming that these statements 


Foreign Minister Shaikh Khalid Bin Anmed Al 


damage to the infrastructure 


Column 4 


establishing an independent Palestinian state 


Shaikh Khalid said that 


\"The Arab world 


the FM said 


saying that although 
\"different opinions 


Shaikh Khalid said that leaders were 


and that Bahrain was ready to participate provided 


in denouncing the international and regional silence 


Column 4 


which would also mark a 
itis also 


but Shia are once again taking to 


it is more difficult for the 
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Hamas gunmen attacked the Tamous home 
causing 


in Gaza as of July 18 


Column 4 


Abu Mazen is tentatively scheduled 


including the Old City 


but a number of businesses remained open. 


according to PalTrade Gaza-based 
mainly food 


a USAID contractor monitoring the 


000 liters of diesel; 
000 liters of gasoline; and 


eight of the ten medium-tension electricity feeder 


so Beit Hanoun and Jabaliya did not have 


so towns in the area are without power. 
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most Muslims 


or foreigners. 


played in the serial bombings that hit Mumbai in 2003. 


Column 4 


the group that had 
was actually a front for 


Pasricha claimed 


Pasricha said 


he said. Investigators were now searching for a 
persons and communications to the bomb 

both of whom are related to the man in 

he said. On the day of the bombings 


he said. All three disappeared after the bombings. 
but promised to 


Pasricha asked RSO to withhold 
so we ask that this 


it\'s entirely possible that the Bihar angle may 


he told us. He said the police 


computer-savvy young Muslim men who 
he said. After 
many SIMI operatives 


Column 4 

highly compartmentalized and operated оп а 
he said. Most SIMI members knew little 

or about other young men who might be part 
he said. The group\'s structure made it 

he said. 


the terminus of Mumbai\'s Western Railway in 
placed in the 
were 


Pasricha said. At the 
a group that has taken credit for the attacks 
publicly said that 15 of its 16 operatives who 


ammonium 
most likely diesel. Pasricha said the 


he said 
or perhaps even 
understand little about this 


known by its acronym ANFO. We 
being available both 


which RSO forwarded to DS/IP/ITA and 


Column 4 


а саве that the media has played up in a big way 
\"he 


chief of the Maharashtra state 


as the sole official public 
and said that anything the 


but he 


and that it was highly likely that the young men 


which was already beginning to 


Pasricha\'s 
he told us. Both Maharashtra Chief Minister V. 
professional investigation 


in a July 18 phone 
asked him to exercise patience and restraint to ensure 


which is clearly focusing on Muslims 


Column 4 
Pasricha (who is himself a Sikh) said. Careful 


the 


media commentators and spokesmen for 
he does not give the appearance that he has an 


Pasricha acknowledged that the 
the 


providing capacity-building types of 


even when rounding up hundreds of young 
appear to have а clear focus 


where most people 
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the purpose of the U.S. - built Pyanzh River Bridge 


\"Biznis i politika\" published a front-page 


Column 4 
\"Sovereign States Make Their Own Decisions 


in this case Central Asian countries 


\" including mass 
the political elite 
as well as students and young 


through which Washington 


it says the U.S. sent 


asking why the bridge is 


and potential gas and oil supply 


Column 4 


Tajik authorities tried to track down the by-line 
\"but no such journalist 
Nazarov said it\'s 


we note 


we\'re sure to see a rejoinder. 
this 


except the 
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YRJOLA SAID. AT A MINIMUM 
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SHE 
THAT SUCH SUPPORT WOULD UNDERMINE THE ARGUMEI 
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THAT INDEPENDENCE WOULD 


YRJOLA 
MOSCOWS REJECTION OF THE TRANSNISTRIA 


YRJOLA SAID THAT COUNCIL 
M 
iC 


YRJOLA REPORTED 


Ч 
BUT AGREED TO BRING ІТ UP ON THE MARGINS ОҒ 


BOTH THE FINNS AND THE COUNCIL REMAIN OPEN TO 
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giving Hezbollah more time to increase its 
Cohen said 


which came right 


as a signal from Iran. The 


Column 4 
otherwise ап 


Jordan 


Cohen said 


e.g. 


Iraq 
Cohen said 


not deter them. 


where support for 
seeing it instead 


in which he again 


albeit legitimate on the basis of 
went beyond all 


V' he underscored that the 


citing specifically both Hamas (based in 


Column 4 
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wondering out loud why President 
but 


he was still governor of 


Dariye opined that the 
claiming that 


on the 
had splintered into three factions and would lose 


All Nigerian People\'s Party 


Column 4 


there have been 


an ACD 


Dariye\'s senior 


and that the Federal Police 


he did mention his 


but rather suggested that 
this too would be rectified 


but 


unlike his counterparts in Bayelsa and 


has managed to control the state party machinery and 


it is likely he will be able to deliver Plateau 


Column 4 
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Prime Minister Shaukat 


\" he said 


characterizing the 
\" and 


and was working hard to that end. 


Foreign Secretary Riaz Khan convened G-8 


but he 


he 
and would certainly act if given specific 


because the 


for the region and 


\" he observed. Khan acknowledged 


DG for South Asia 


Column 4 


even before the attacks he had 


as acknowledged by third 
that levels of 


after a visit to 


had publicly acknowledged that the number 


whether from Indian Kashmir or elsewhere. 


Jilani stressed that 


India was 


saying that he thought the sides were close to 
prisoners 


very 


\" he concluded 


given Indian public sentiment in the wake 


these talks 
are one of the few 
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who have long opposed peace efforts 
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Jagdeo left the impression of not fully 


Jagdeo would not be 


he said the terms of Guyana\'s multilateral loans 


claiming 


More Concerned with Voters List 


427 possible duplicates out of a total 


Column 4 


Preoccupied with Campaign 


the AFC leaders were eager to discuss the challenges 
the 


on the grounds that the campaign 


too 


in trying to pin the 


together 
Canada 


with timelines and benchmarks 
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Column 4 


2006 іп Масарі 
including а call by some Front for the 


outspoken FLEC President 
Antonio Nzita Mbemba 


it is results 
that are more important to them 


2006 

and 

representing the military forces under 
signed the second and \"definitive\" 
Cabinda province (ref A). Witnesses to 


on behalf of the GRA 
on behalf of the 


son of the FLEC President Nzita Tiago and 
local press 


Mbemba said that he had been invited by friends \"to 


Column 4 


һе stated 


2006 Lusa article 


but by the United Nations 
and the international community. 


2006 EmbOff visit 
the 
was covered in GRA billboards and 


reconstruction 
while excited about the possibility of peace 


such as the building of a new port or the reduction 
were more important than the actual 


older generations 


not Rhetoric 


this ceremony 


and more 


Column 4 
the economic development of Cabinda is central to 


Mbemba 
indicates that 


2006 


where he will have his annual 


dos Santos will then go to the Czech Republic for 
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but according to Abdullah 


which implied NMRD military action against 
as the later had signed on to the DPA 


Daoussa has become 
and he is now openly hostile to 
to join JEM 


with Chadian 
including attacks on SLA/MM. The NMRD is 


Column 4 
for continued refusal to join 
for 


having only a Darfur focus. 


but only if NMRD could get a seat at the 
and sanctions could be lifted. He implied that NMRD 


and not especially tied to a sudden desire to suport 
and now it seems its Chadian 


or get out. We believe key 


but we are not clear that they 


we still do not 


especially the AMIS forces 
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Foreign 


Column 4 

noting his impression that 

he 

he was \"shocked\" that an armed group could be allowed 


he 
\"We did not need this -- it only complicates the 


the majority 


but other MFA 
and another 20 on July 18. Local media 
and that another 


there had been 
however 


but that Tunisian Embassy staff had retreated to a 


he said that there had been problems 
the result of which was a 


Abdallah complained that 


the July 17 demonstration was called for by 


including 


Palestinian 

they were holding banners which read 
\"Death to America.\" Police prevented the 
a closed 

toward the Habib 


Column 4 
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who have killed 16 


\"The way they look at 


\" Erdogan told a 


Erdogan stated 


we also wish to make sucha 


True Path Party [DYP] 


writing in mainstream Hurriyet 


it is hard to draw a direct parallel between IsraelVs 
and Turkey\'s possible action 


which runs the risk of a 


Column 4 
but its 


even harsher than the Arab world 


Veither you take care of the PKK presence іп 
or Turkey will take necessary measures alone.\' The 


and when it does not 
the second step will be taken -- a cross border operation by 


the US did not change its stance. Ambassador Ross 


while he also suggested that a cross 


Hasan Cemal wrote in the 


Iraqi 
Iraq and even from some Arab countries? We should not neglec 


Column 4 
we should also remember the lesson 


and it is not. Fighting PKK terrorism 
but it is very wrong to 


without any question 


including Turkey.\" 


Hezbollah retaliated with hundreds of missile attacks on 


Sweden and Ukraine have already evacuated their citizens 


000 Americans from Beirut. Yesterday evening 


a Turkish Foreign Ministry statement said 


Column 4 
000 more tons. 


according to the 


adding that the US has reiterated 


the son of former Prime Minister Rafiq Hariri in Istanbul. 


killing at least 50 


Massoud 
said the Kurds had the right to establish their own state 


818 civilians 
762 wounded during May and June 2006 in the 


for backing Armenian genocide claims. 
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but few focus on this. According to a scholar 


Column 4 
the organization founded by 


the vast majority of Turks form a 
however 


\" to 


as tarikats and cemaats maintain 
they are tolerated 


he explained 


has been influenced by the Naksibendi 

though he is not a member. Other contacts 
maintain that Erdogan is a Naksibendi member. 
emerging in the 

and lack the sheikh-disciple relationship that 
the 

and sought to save Islam by creating a new 


and wrote a 
\" which is considered a guide by 


the Gulenist cemaat 
has now eclipsed the 


in the mid-1980s 


Column 4 


while the 
and have become weaker and 


a 

told us that while perhaps only 20 percent of TNP 
the TNP 

a 

told 


but 


and most Gulenists voted for AKP. But AKP does not 


have a long-term goal of using their schools to 


whose brief 


traditional conservative 


poor rural Turks -- many of whom 


Column 4 

in the 

thanks largely to the influence of former PM 
a pious middle and upper class 


and even \"Anatolian Tigers.\" These 
pious Muslims form an important part of Erdogan 
5 support base 


s voters are not wealthy. Although schooled in the 
Erdogan is more open to modernization 


a Western-oriented Turk who speaks fluent 
is convinced that Turkey\'s Islamic orders do not 


who 


they may have dreamed of turning Turkey into a Sharia 
but now realize it is \"too late to really Islamicize 


he said 
such as the official ban 


a self proclaimed \"agnostic\" and foreign policy 
told us that Turks would never accept a 


but do not 

preferring democracy. Sencer 

a professor of sociology at Middle East Technical 
told us he believes Turkey 

\" during 


many 


human rights 


in part 


Column 4 


5 electoral success reflects these broader 


because their appeal was 
s Islamist minority. AKP 
won 34 percent of the vote by claiming it was a 


s larger group of 
but not Islamist 
s electoral 


an 
made a similar argument 

5 supporters were traditional 
around 15 percent were 

with the rest mostly swing protest 


our contacts\' views on Turkey\'s religious 


with those who 
technology 
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the JCCI stated that it 


JCCI board member Mrs. Nashwa Taher said that she 


and encouraged women to protest the 


by boycotting 
comfortably and 


\"We need your help! Only you can make a difference. 


al-Qussaibi has clashed with 
who consider him too liberal. The more 


the 
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he pulled out of the conference just 


we are told that neither the UMMA 


Column 4 


Bashir is quoted 


July 15 to meet with the Darfur non- 


only to be 


Kiir is focused on the 


news on Sunday 


news was that the 


as wellas a 


but they\'re 
V" 


however Yassir Arman 


Column 4 


2006. During 


the tentative agenda 
wealth sharing and 
EU and 


but thus far 


the wide-spread belief here is that the GNU 


having 
would 


eastern Front representatives 
regional Eastern 

Gederaf 

also believe that the Eastern 


does the 


Column 4 


especially if 


regarding the first 
it sounds like 


given their historical ties 
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damage to private properties 


damage to public property is 


Nahas estimates that the Lebanese economy will 


the Chairman of the Association of 


nearly one-third the 


Column 4 
excluding lost 


as Beirut hotels and restaurants were completely 
the day before the current crisis started. 


the Kleyate Airport near Tripoli and 


Tripoli 


at least 38 


making the 


Column 4 


five bridges іп Nabatieh 

the two bridges of Hadid linking Bgosta 
the Hajje bridge in 

the Namlieh bridge in Dahr-el-Baidar 


although at a 


bringing the total amount of its intervention to 


including: placing a withdrawal limit 
issuing travelers checks 


there is currently no flight of 


if 50 
000 each that would be an outflow of USD 50 million 


the demand for dollars in 


Column 4 


2005 


the Vice President of the 

confirmed that 

Liban Lait in the Biga 

and a paper mill and a medical supply company in 
the industrial 

but the direct damage from the attacks 

ALI President 


a major 
told us that the dairy plant in 


stating that there were \"2 
not katyushas.\" 


POWER LIMITED 


the Deputy General 


told Econoff that Lebanon had a supply of petroleum 


and he estimated that petroleum supplies could 


Column 4 
although 


which provides one quarter of Lebanon\'s power 


Kesrewan and Alley became empty 


however 
given security risks and damaged 


flour 


Lebanon\'s major agricultural production area 


Column 4 
the Beirut Stock Market (BSM) has remained closed 
18 


brokers 
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AY 


Lute also expressed concern that PM 


several 


declaring the UNSC\'s intent to 
and urging 


the 


possibly as early as this Friday. End 


Column 4 


Department of 


expressed concerns about the impact on 
and 


Gambari demanded that 


he also argued that Israeli targeting 
and asserted 


Gambari told the Council that the UN 


they would 


Gambari 


Gambari noted statements by 


the release of the Israeli \"abductees 


including a plan to ensure 


A/SYG Lute 


Column 4 


resulting in limitations on UNIFIL 


she said 


where UNIFIL personnel are 
had damaged an apartment building near UN housing but 


s briefing for USUN use in 


Lute also noted that UNIFIL had today 


the Danish 


however 
Chinese 


the Qatari delegation argued that the 


Column 4 


seek a lasting resolution of the conflict through 
and arrange 


recounting PM Blair\'s 


said the UK was ready to work 
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drugs 


which has also 


a lawyer by training 
reftel 
while IG in 1997 


Joseph\'s previous hands-off policy 
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Gaz de France CEO 


the 


its liquefaction 


subject 
Gaz de 
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even if challenges 


setting the stage 


Benedict 
abortion 


Column 4 
but the comments were not so much 
as a message aimed at 


charging that the West has 


the document encourages traditional family 


and condemns same-sex marriage 


who recently sounded off against 
threatening excommunication for 

health professionals and women involved. 
Prefect of the Vatican\'s 

has urged lawmakers to stand firm on issues 


the pope\'s tack in Spain was milder 
Benedict himself was keen to accent the 


the pontiff said he 
while at the same 


Vatican MFA Country Director for 
told us Benedict wanted to avoid direct criticism of the 
he addressed 


Column 4 
Gualtieri said 
international conflicts and Africa. 


Zapatero stayed home to \"save the Holy Father 


our contacts emphasized to us 


and hinted that as a 
he had become too 


\" he concluded. 


Benedict has used tact and 


but his 
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\" and added that in the last elections 
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currently based on local food ration and national 
and noted that changing food card registration 
Internally Displaced Persons 


but this would require 
\"new Arabs\" have 
and that he does not anticipate problems for 


and anticipated 


but that it probably would be the IECI and 


but Talabani said this number would increase for the 
there 
according to Talabani 


1 Assyrian 


which 


Column 4 


federal and local bureaucratic 
and lack of funding for projects may be deliberate 
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the MAS will enter it with a 


and it is working to pick off opposition party 


the Morales administration has 
which 
has translated into mixed 


the most 


which was later criticized by Minister of 


counternarcotics policy (mostly on 
its intent to sign a free trade agreement with 


and 


he has also attempted to undermine democratic 


Column 4 
the media 
including Gonzalo \"Goni\" Sanchez de Lozada. 


but many worry that he will 


but 


the GOB has used the bilateral relationship 
since criticizing the USG and 


the GOB appears to be 
but its end game 


the 

continued 

extended in the 

might keep the GOB on the 


at least for now. End comment. 
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and further light weapons were 


Column 4 


battle wounds 

BUT LEADERSHIP IS A CHALLENGE 
Dempsey 

who merely defend the country. The local police 


commando police 


not to focus exclusively on 
but 


Bolani reaffirmed his 
purging the ministry of 
sectarianism 


and by this September he intends to seek out 


and 


Al-WaNili and Bolani himself 


Maliki asked 
000 IA recruits could be 
especially if an effort were made 


and 


Column 4 
Dempsey suggested that 


as had been previously 


which 


augmented by an increase in new forces brought to 


and later the 

while inhibiting the movement of illegal armed groups 
if necessary 

the cordon would be expanded 

the cordon 

though only after success 


some troops would continue 


and the eastern sector is mainly Shia. End 
the MCNS authorized Chiarelli to 


and to 
July 23. 


Maliki has 


Column 4 
which many of them 


the proposed Phase II portion had been discussed 
and their suggestions 


the MCNS was more comfortable with the 
and authorized MNC-I to launch more detailed 
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poloffs met with Silvia Alonso 


to discuss the findings of her 


she said Alianza Civica\'s (AC) observers 
including possible 
as well as 


which she believes undermine public confidence 


but rather was seeking a recount to promote greater 


poloffs met with Silvia Alonso 
an organization devoted to 


to discuss the organization\'s 
AC fielded over 


AC is 


particularly its ability to open all but 11 of over 
000 polling booths planned nationwide. She said that 


Column 4 


they had detected enough 


which showed more votes having been 


she 


she argued that its anomalies eroded public confidence 


thumbs after they voted 

the ink apparently was of the incorrect type and 
this 

Oaxaca 


Coahuila 


Morelos 


apparently holding lists of votersQ 


presumably to sway voters to vote for a particular 


in 

the voting booths had 

guaranteeing the secrecy of the vote 
AC representatives witnessed voters 


a possible violation of electoral law. 


Column 4 
АС һаа 


as is standard 
so that everyone present could hear. She 
however 


so any inconsistency could be detected and challenged 
in some districts the PREP result did 


party 


but not universally 


she said its General Council had demonstrated a 
5 


but also by its failure to 
IFE had to be ordered by the 


V something she 
given its 


implicitly (and 


the Election Day irregularities 
Alonso told poloffs she believed 


when he announced that 


Calderon had received the 
IFE Counselor 


Calderon had received the most votes 


there were 
and she could not rule out the 


Column 4 


human error 
could be the main 


under IFE 


these \"officials\" were all chosen at random from 
and the only educational prerequisite 


numerous mathematical and procedural errors 


at the discretion of the TEPJF 
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implicitly (and 


the Election Day irregularities 
Alonso told poloffs she believed 


when he announced that 
Calderon had received the 
IFE Counselor 
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Calderon had received the most votes 


there were 
and she could not rule out the 
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could be the main 


under IFE 
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Muchadehame said the only 


seriously undermining the prosecution 


Despite Pro-Senate Rejection 


one of the lawyers assigned to the 
on July 19 told 


Column 4 


pro-Senate MDC Vice President Gibson 


however 
Sibanda 


as the government predictably appears 


establishing an investigative 


which is widely seen as independent and credible 


although 


if warranted 


we are left to apply the old legal 


particularly with the international 
it has made itself complicit in the government 


the best 
has in private told us she thinks her 


Column 4 
this hurts 
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he said 


before making a presidential statement on the situation 


an end to 

and an end to all targeting of 
he 

needed to be 


and for the Lebanese government to take control over 


democratic governance. 


citing destruction of 

including places of food production 

working 

would be sending emergency aid via 

July 19. The GoF would also be keeping large 
now being used for evacuations 


\" Chirac said 


a corridor from Cyprus to Lebanon for humanitarian 


but also all means possible for humanitarian 


Column 4 
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adding 


Gringo Gonzalez 


Pablo Solon 


American Airlines 
Garcia Linera made the American connection in Santa 
and was on his way to the United States. The 


Column 4 


conversation 


stating they would last 


as long as Bolivia\'s 


the GOB officials appeared to be satisfied 
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and that 


Azeroual 
he 


and the current violence was 


respecting prior 
and recognizing Israel\'s right to 


Column 4 


and by extension its own 


which 


the GOM is conscious 


brought to the fore by the fact that Israel\'s 


Morocco rarely breaks with Arab 
if requested by and with 
the Moroccan leadership is well 
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including 


in opposing the proposed reforms. 
and 


Bolivian educational 


Column 4 


but 


as 177 of its 628 delegates 


including teachers and professors 


and 

but also 

university 

and other groups objected to a perceived lack of 


attacking the GOB for seeking to stifle dissent. 


including Confederation of 


lamenting 
he said 


Bolivian 


universities and urban teachers. 
some say the education congress is a preview of 
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sexual assaults 


Column 4 


the work on the repatriated 
which further delays their identification 


but said that even if that 
it will not arrive for at least several 


and separate those 


finds and analyzes 


but not all 


analysis and identification. He 
and said he has 


or to any of the over 500 unidentified bodies OMPF 


since the decomposition process generates its 


Column 4 


since there is 


he is not legally qualified to write autopsy 
make а final determination on cause of death 


ready to come for two to three months 
000 
she added 


he is planning to 


autopsy reports and certificates of 


which will be given to the family along with 


Gjakova and Meja in order to arrange 


but only 


Column 4 
but thinks it means that 


or it did not reach ICMP\'s minimum 
which is 99.99%. Brasey (a 


it is technically 


and could be identified and 


and 
November 2002 and October 


or why it 


who compares the report to the post-mortem 
and forensic autopsy reports in order to issue 


the outreach division of OMPF approaches the 


OMPF continues to conduct exhumations. 


along the administrative boundary 
and said OMPF plans a 


Column 4 
but OMPF is too 


showing that OMPF exhumed a Kosovo 
and some 


outside Gracanica in January 2006. 


but found no human 


but so far several exhumations have failed to 


OMPF is 
exhuming the bodies is only 


and this requires intensive advanced 
the backlog of over 500 


which only serves to upset the very families this 


and returning the bodies of the missing to 


Column 4 
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Ceku told the media June 


| do not see any reason to change.\" In the debate 
opposition leaders pointedly 


Ceku acknowledged wide-spread accusations of corruption 
let alone corrupt 


a member of 


the LDK 


Jakup Krasniqi 
complained 


from the 
said the 
given 


the 

Anticorruption and Dignity \"Cohu\" 

run by former reporter on Surroi\'s 

issued a report alleging \"corruption scandals\" in 


the first 


Column 4 


a necessary 


Ceku has grown accustomed to the taunts of the 


\"we said our piece 
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17 


police in 


000 Afghans in Quetta and 


Zhob 


Column 4 


\" according to the IGP and 


Afghanistan. Hamdullah--who 


Northern 
the FATA and NWFP 


refugee 
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private TV channel \"Mega\" international analyst 


the United States and Great Britain. 


thus increasing the risk that 


conservative 
834) carried an editorial entitled \"War in Lebanon.\" Quote: 


Column 4 
the United 


conservative 
807) carried an editorial entitled \"Escalation 


which 
and by Iran 
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spending has grown ARP 


increasing the price of 


Chilean Energy and Mining 


Column 4 


and this 


the GOA announced that fuel stations will be allowed 
beginning August 10. Since Argentina has frozen 
there has been a 1.5-2 percent increase in 


this situation 


a liter of diesel costs 
respectively; in Argentina it costs just USD 


the Senate approved a measure giving the GOA 


where it is expected to be approved. The 


adding a clause that these 


\" this bill is different in that the powers 


the Senate approved a GOA-proposed law that would 


the UIF needed a court order in order to lift bank and 


appointed 


Column 4 
who would have the authority to lift banking and stock 


who will be chosen by the 
there is no indication who the GOA 


saying the company had not met its obligations. Italian 


respectively 


using a health-based 
a 


which already operates in many parts of the 


Economic Minister Felisa Miceli told the Senate that 


and that existing price agreements will remain 
price 


Argentine provincial finances 


the share of discretionary federal transfers 
transfers above and beyond those legally required by the 


indicating 


which are not 


Column 4 


which will be inaugurated with the issuance of the Southern 


which includes proposals for a redirection of infrastructure 
a reduction in transaction costs and a credit line in local 
the mission will announce 


Honduras 


the province calculates the 12 


companies were required to pay royalties on global oil 


while 


not the company 


Column 4 


021 private companies 


houses and cars. 


including a six-year grace 
the WB funds 
including the National 


the Provincial 
and the Buenos Aires Province 


without considering hours worked or special 


Column 4 


which rose 1.62 
1.80 percent and 1.10 percent 


showing a slight 


inequality has also increased in Argentina. 


down from 40 percent. The aim of this measure 
promote private lending and limit 


banks\' assets are 
of which ARP 63 billion are held as public debt (27 


2007. 


compared to ARP 1.1 billion in Lebacs that came 


respectively. The yield on the 


the 490-day Lebac 


Column 4 


closing at 3.10 


closing at 
the BCRA purchased USD 89.5 million to 


the BCRA purchased USD 170 million. The peso exchange 


or 41 percent 


spending has grown ARP 95 
by Jos Luis Espert 


Argentina has stood out among 
real GDP per 


a 


Chile grew 2.9 percent per year 
Ireland 4.2 percent and India 4 percent. Quite a 
no? 


with the exception of 2001. When the 
the budget deficit 


itwas 11.5 percent of GDP. During 

it was at 8.3 percent. When the Tequila 
it was З percent and when convertibility 
a historic 


as this is happening in 


public spending has continued to grow. If we 


Column 4 
that is 


with 4.5 percent) 
22.3 percent prior to hyper inflation 
and 25 percent before the collapse of 


little by little 


went backward (probably the country lagged 
as Capital 


the bulk of the rise in primary spending was 


pensions 
transfers to the private sector). The jump in 


if fiscal deficits have been decreasing and public 
this means that tax collection has consistently 


after a 26-year period (1980-2006) in which 


the \"lesson\" that we have apparently 


sooner or later 
that those who are in the formal sector pay the 


as if we were a rich country. This is nonsense. 


Column 4 


\" the party loyalties of factions 
as if it were a 


that is 
consolidated public 


among other 
an additional ARP 25 billion in salaries 
ARP 13 billion in social security 


ARP 6 billion in 


ARP 118 
with an additional ARP 53 billion going 


for long-term growth 


not of the Embassy. 
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two Cuban dentists 

and claimed by 

put the MFA in a position to choose. 


Column 4 


perceived pro-Cuba decisions 
the vote for Cuba on the 
the delay in sending the 


Ambassador Rood penned a 


resulting in pressure on Foreign 


VIf the FNM were in office 


while 
is largely pragmatic. The need to work closely 


current Bahamian interest in Cuba also 
Mitchell defended Cuba 

and said of Cuba 

has offered the level of assistance to this 
assistance that is not of direct benefit to the 


The Bahamas has been 


we expect The Bahamas to 


but 
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іһе 


but also 


which the law allowed in Art. 31 for the time spent 


Y is revoked. 


as opposed to only illicit assets signaled іп 
11.5 


to become involved in the 


to have access to the Fiscalia\'s formal case 
and to be present during all procedural stages. The 


the 


Column 4 


in some cases to extensive terms. 


with an 


the Court 
without explaining the 


it was \"softer\" than the Court\'s mid-May press 
which suggested parole could be revoked if the 


the Court declared it unconstitutional 


President Uribe announced that he 


as opposed to the more rigorous version the 


Column 4 
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their loyalties may now begin to shift. 


by comparison. However 


as some have 


he may influence 


they interact regularly with 
Mexico\'s finance ministry 


Column 4 


the governors 


most governors have been spoiled in the face of high 
unwilling to make the hard choices needed to 


among others. However 


leaving the president to face the 


taking the political heat before 


but few 


the 
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and works its way through Congress before 


our contacts told us 


and no margin once Congress allocates the funds. 
he may have an opportunity to influence governors 


if the 


then he would have an 


although their tax systems are generally weak. 


such as 
have implemented new taxes in order to diversify 


they engage in 


Column 4 


NAD bank has financed just under $105 million in 


states may only borrow in the national currency; any 


a Bank of Mexico concern is the 
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AL Presidium Member and 


the PM appealed to 


Column 4 
but that she would also have to take 


\" saying \"we have no objections 


asking that the 


business leaders were also appealing to the BNP 


including the Federation of Bangladesh 


asking them to sit down to talks 
adding that the business 


\" Manju told us. Manju said that he was now stepping 


the 


Column 4 
hoping neither will want to be a 


with the EC in full retreat from its 


and with the BDG withdrawing its 
the AL appears to have scored a couple of 


the BNP has the most to lose since 


its main weapon to 
the AL\'s 


relatively minor victories could serve to demonstrate 


the AL may need to 
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US to sign accord to share information on missile defense in 


according to memo 


Column 4 


11 missing 


government 


July 19 


2006 


Column 4 


Agriculture Minister Nakagawa 


followed by Internal Affairs and 


according to memorandum 


2006 


\" according to 


and 


and the memorandum confirms this. 


1988 


Column 4 

including Matsuoka апа 

though | heard Tsukuba was cautious about it.\" 
and 


the chief priest of Yasukuni Shrine. The Health and Welfare 


but Tsukuba did not enshrine them. 


was thinking. He did it so easily. | believe 
but | think he does not know how his father 


the last 
and his eldest son the late 
who decided to enshrine the Class-A war 


2006 


Beijing 


now visiting China 
head of the International Department 


it would be a good idea.\" 


but mixing up those who caused the war and the general 


Koga met with Vice Foreign Minister Wu Dawei in the city 


Column 4 
as well as the abduction issue. Wu told Koga: \"We\'d 


but we 


who is eager for Japan to prepare with US 
and Prime Minister 


2006 


\"It is important for Japan and the United States to 
Prime 

VI think 

who takes a hard-line stance. 

Prime Minister Koizumi 


entrusting the handling of the 
the two 


the Ambassador noted: \"It was a great 


saying 


2006 


55% of 


Column 4 


North Korea ranked seventh in importance. This 

the issue had risen to third place 

including pensions and medical care\" with 77% 

and \"making the fiscal system sound\" with 57% . It seems that 1 
as well as the press 


US sign MOI on provision of MD technology 


2006 


US to conclude agreement on intelligence sharing on 


2006 


the two countries failed to 


Column 4 


US military 


including the USFJVs X-band radar in 


\"US Ambassador Thomas Schieffer said in describing 


м 


2006 
President 


describing the growing enemy 
the United States 
Ozawa said regarding the UN 


while the US 


Column 4 


іһе 05 


ruling 


2006 


social security expenses will increase due to 
the fiscal 2007 budget will exceed 


which incorporated spending 


such as by lowering 


so spending on 


Column 4 


2006 


growth іп social security expenditures will be 


such as discretionary expenditures and 
will be slashed 3% from the previous 
the overall increase over the previous year\'s 


certain budgetary items have been 
meaning that the budget 


though 200 billion yen was allocated to cover the cost 


general account expenditures 
but the 


the guidelines incorporated a 1% cut in subsidies to public 
standardizing discretionary contracts with 
and reducing subsidies to local 


the government and the ruling 


Column 4 
which is to meet on the 20th 


bolster policy planning capability 


2006 


environmental issues and avian flu. MOFA will also 


the government will establish an Overseas Economic 
which will map out ODA strategy under the 


MOFA will review the current ODA 


a Specialized Agencies 

and a Global Environment Division 

will come under the supervision of a deputy 
who will work under the direct control of the 


which will come under the control of the Foreign Policy 
\"We will pursue strategic 


\"a senior MOFA official said. 


the principal aim will be to make clear Japan\'s 
which is 


Column 4 
\"the same official added. Тһе 


2006 


sources revealed yesterday. 


many in the party are beginning to speculate that he will not 


Foreign Minister Aso 

State Minister for Financial 

and Fukuda had been all invited to the general meeting. 
all the others will attend 


Fukuda has enjoyed the second highest 


thereby fueling the view in the LDP that Abe 


2006 


head of the Democratic Party of Japan (DPJ = 
yesterday gave an interview to foreign news companies at 
to present to 


he unusually 
\"Since | am not as smart as 
| am frequently criticized by the 


he referred to his effort to transform 


Column 4 
| am now trying to be patient and respond with а 
if 


but | am now doing my utmost 
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the livelihoods of creative artists and 

and the health and safety of consumers in the United 

Japan and beyond. Driven by new technologies that make it 
including organized criminal 

that use the Internet and global trading lanes to 

this illicit activity 


designs 


in the framework of their bilateral dialogue on IPR 
the United States and Japan are eager to strengthen their 


the United States and Japan want to act 


the United States and Japan will take the following 


and act 


Column 4 


delivery of joint 
cooperation on training and technical assistance programs 
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Prime Minister Nuri Al-Maliki issued the 


and affirms that these attacks shall increase the 


which is causing an 


CoR Speaker Mahmud Al-Mashhadani sent a 


the CoR 


he went so far as to call the \"war\" filthy. 


Grand Ayatollah Al-Sistani\'s office issued 


US 


Column 4 


anti-Israeli sermons dominated Friday 


leading to street demonstrations in 
Down 


a JAM campaign to 


a JAM member with high-ranking 


is reportedly in charge of the drive. 
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bringing an end to their two-and-a- 


it is necessary to 


we are glad there 


the GSDF troops seldom 


100 Iraqis to help rebuild 


Japan 


which are much more 


Column 4 
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Prescribe maximum 


with several critical aspects 


and the political utility of the 1999 Act 


the Department of Internal Trade within the 


the Secretary General 


persons who are in 
Directors or persons responsible for the 


there are 35 items formally listed as under 


Column 4 


condensed milk 


2) whether the 
3) whether there is a 


Column 4 


5) whether a product is significant for agriculture e.g. 
and 6) to conform with government policy. 


the terms and conditions under which manufacturers and 


000 (US$2600) 


one major food processor said 


he could sometimes make up the lost profits by expanding 
less sensitive 


while complaining about the price controls 


there is 


on July 14 the Commerce Ministry announced 


production 
efficiency and margins. A response is promised 


Column 4 


not detailing the 


for Agricultural goods 21.7 percent but for 
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which warned of the dangers faced by the Air 
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МОҒА 


оп hand іп 


at least in the near 


Column 4 


which 
2007. 


however 
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but said he wanted to explain some recent 
he explained why he did not attend our 


noting the Foreign Minister was out of 
\"came the 


Kyaw 


Naypyitaw 


he went on to describe the circumstances surrounding 
canceling 


Column 4 
informing Kyaw Thu that the Foreign Minister had 


but 


saying it would be difficult 


who could not receive visas 
which 


and asked if Charge had any suggestions. The 
which she would 


and said she would emphasize 


and that we were 


ultimately political issues had to be 


prosperous country-a goal all should 


which she replied was possible there or anywhere 


Column 4 


\" but indicated that his 


might be willing to 


always 


then adding that we could not 


emphasizing that his staffers were personally 


where he is studying. Charge suggested that a 


but added that the Home Affairs Ministry 


and he replied that he had asked 


he 


he called 
and now he 


but then he 


rather than 


Column 4 
however 
only absolute power. 
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as well 


Netcom 
Nokia 


the organizers admitted that this 


Nokia is focusing on the transition from 


and the importance of the smooth transition to and 


Nokia has 2G/GSM base-stations that can be 


Column 4 


a technical 


music downloads 
personal organizer and gaming) that potentially means a 


a 3G network and the 


Vice General Manager of Unicom-Brew 


over 2 million 


yet many industry analysts believe that MII will 


Deputy 


products 
multi-bands and wireless applications 


Column 4 


video 


as evidenced by the last minute registrations to 
MII procrastination over licenses has left 
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will put SAA talks back on track in the near future 


absent a resumption of SAA talks.) The Radicals 


since obviously they want no part of the responsibility 


very practical 
the GOS seeks to 
major telecoms interests 


the second cellular provider formerly owned by 
and a few key banking and insurance 


they note 


which legally must occur 45 to 90 


Column 4 

including the DS 
whenever they occur. 
for example 


which many view as a vote-getting strategy. 


the GOS continues to 


but have never gained 
Kosovo status remains a key factor in 


elections will be next year. What 


but 
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in the 

Caucasus and Central Asia\" 
headed by John 


Deschamps described the EBRD\'s focus: identify 


non-concessional financing based on LIBOR 


Column 4 
in the case of Mongolia 


000 (e.g. 
a second 


transportation (railroads and aviation) 
and SME-level projects (e.g. 


the EBRD can 


and French Ambassadors and DCM 


political 


and he sought \"potential allies\" for 


Deschamps 


\" he concluded. 


led by Masaru Honma (Director 
one member of the 


only lip service 


Mongolian political behavior 
and the economic challenges facing 


Column 4 
the EBRD may not find many economically 


Honma conveyed to the Ambassador his appreciation 


and confided that the EBRDVs strategy and work plan 


inter alia 
and tourism. Deschamps noted to the Ambassador 
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already in death thralls 
no prosp 
and less hope. END SUMMARY 


conservative Rep. Kang Jae-sup won the 


believe it signals a retreat by the GNP 


as it signals a return to 
others worry that national appeal will be 


Choung 


expressed dismay at the election of Kang. He 
\"with an overly conservative Council 


newly elected Supreme Council member Chun Yu-ok and 


Column 4 
said she was not \"for\" Park 


Park Geun-hye\'s popularity has continued 


before Park publicly signaled her support for 
he trailed Rep. Lee Jae-oh 
the party\'s support shifted strongly in favor 


there will be no way to beat the Uri Party 
no matter who it may be 


however 


as Rhee In-jae did in 1997 

for Lee to break from the 

he will have to do it before the primary season starts 
if Lee wins 

it is widely acc 


\"if Park and Lee stay together 


Korea University Professor Lee Na-Young 


but rather that they were 
he said 


Column 4 


Roh Moo-hyun won the 2002 presidential election. By 
if the Uri Party can find a candidate with 

they have a strong chance for victory. 

Lee and former Gyeong Gi Province governor Sohn 


but also would favor the GNP as it would lead 


if the 


observers are 


cabinet and key law 
including the chief prosecutor 
and high tax officials. Traditionally 


often excessively. Their single term of 


Column 4 

because there\'s по 

just like the ubiquitous historical dramas 

South Koreans are preparing to watch for the next 


7/20/2006 7:44 


NGO leaders 


including Julien 

Director of the Central Jewish Consistoire of 
Kouky Frohman from the Antwerp community 
leader of the secular Jewish community. 

the 


with strict enforcement of its hate crime legislation. 


the former is much more 
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English-language \"Taipei Times 


as they are concerned about the KMT\'s cross-Strait policy. 
an editorial in the 
conservative 


pro-independence 
\" however 


Column 4 


0001 (7/20): 
it 


the DPP leadership 


given the strong demand by all parties involved for the 


it is unlikely that they will support or cover up for Taiwan 
the Japanese authorities very clearly 
because it totally 


the DPP authoritiesV wishful thinking is that Japan does 


the DPP has deliberately tried to create the impression that 


the DPP 


Japanese officials expressed a 


Ма Ying-jeou and Reality" 
English-language “Таіреі Times\" [circulation: 


000] editorialized (7/20): 


especially 


and a few carefully tweaked 
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for that matter 


pro-unification 
000] editorialized (7/20): 


France and the 


many lives and stability in the region depend on the 


English-language \"Taiwan News\" [circulation: 
000] editorialized (7/20): 


however 

backed by 

that 
V 

to pound \'Hezbollah targetsV and other residential 


but it is clear 


whoever influential. 


whose political wing is a legal political 
should be Vrubbed out.Y What is legitimate is 


Column 4 


but such disarmament should be negotiated and not promoted 
a method 
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he said 


that recent Russian actions make it appear that 


Henins said Latvia continues to 


Henins 
is that the central European members of the EU cannot 
western European members to agree that the EU 


needed to find a long term solution in 
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US should 


ruling camp to treat expenses for USFJ realignment as 


Column 4 


July 20 


asked about whether Prime 


stated 


asked by the press about the Showa Emperor having stopped 


including the social situation at the time.\" He made this 


Abe only 


Abe would not reply 


he would only go so 
\"We must cautiously consider such 


\"The enshrinement should never have happened.\" Koichi Kato 
\"This will give impetus to the argument for separating 


Column 4 


one of the reasons when the Emperor cannot 


who chairs the LDP\'s junior Diet members\' forum to 
sought to constrain the spreading of the 

\"The souls cannot be 

it is technically 


2006 
Washington 


former Deputy Secretary of 


who served as deputy secretary of state during the first 
dismissed some Japanese people\'s 


VJapan-China relations are far 
V the controversy 


Armitage 


he cited this geopolitical view: Because Japan and China 


have begun to compete with each other on equal footing 


a number of problems 
have been 


Column 4 


including Class-A war 
as even the bodies of criminals are also buried with 


even if the prime minister stops 
China supposedly will 


China does not recognize this 


\" labeling 


the exhibit hall of Yasukuni Shrine 


he suggested that the US should stay out of 
saying: 


the US 


2006 
attention 


who is regarded as a strong rival to Chief Cabinet Secretary 
Fukuda has rarely attended 

such as parties thrown by lawmakers 

who has been in 


Column 4 
Fukuda abhors 


Fukuda told his 


Abe has boosted 


former LDP Vice President Taku Yamasaki 


citing his lack of 


the view is still strong in the LDP that Fukuda is 


who turned 70 on July 16 


they were over 70. | think Mr. Fukuda will announce his 


which Abe chairs. Abe will exchange 
Kyoto 


Column 4 


president of Minshuto (Democratic 


2006 
New York 


the United Nations Security Council (UNSC) adopted a 
Japan 


a Japanese diplomat posted in New 
the UNSC adopted a resolution of moderate severity. In 
some news companies reported that the UNSC had adopted a 


the UNSC-adopted resolution calls on UN member countries to 


the US and European media called it a 


that would be a good showing. This time 
it may safely be said that Japan got at least 70-80 points. 


Column 4 
we should abstain from attaching excessive expectations 


it is very significant that the UNSC 


Japan 
made desperate efforts for the UNSC\'s adoption of 
this experience might be even more 


Japan referred to Chapter 7 of the UN 


Chief Cabinet Secretary Abe and 


thinking that Japan might miss a chance to make a deal. 
however 
| must say 


Japan has failed to become a permanent UNSC member. In this 
there was something different behind the scenes. 


including the lraq war of three years ago 
and Iran\'s nuclear program. As a 
the United States is usually engaged in a 


in its proposal to expand the UNSC\'s membership 


however 
a country that may affect the 


Column 4 

Japanese politicians and diplomats 

might not have been fully aware of 

Japan was not ready to go for it. 

Japanese diplomats on the front made desperate efforts. 
however 


and he did not 


it is impossible for Japan to become a 


it is as difficult as making a camel to 


as Ambassador Oshima has noted 


Japan will have no choice but to ask the United States to 


there is 
the United States 


if and when it becomes a permanent UNSC member 
such as the Sudan 


2006 


of which 45% 


Column 4 
leaving little latitude. The US force realignment 
or 


saying that the country\'s security concerns 


thinking 
which is necessary for restoring fiscal 


aiming to turn the basic fiscal balance into 


economic growth 


US should 


2006 
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president of the Japan Foundation 


human dignity and human rights 
market economy 


creating a region that 
freedom 
market economy 


froma 

seems to be making progress in Asia. But 
not North Korea 

but it 


Japan\'s self-reflection on its past colonial rule and its 


Japan and the US appear to be 
and market economy in the region. Well then 


| think it is indispensable for 


Japan 


and South Korea should break with 
and Japan should deeply reflect 


and this attitude is only natural and a matter of 


Column 4 


the North\'s missile launches and its 


the values Japan has fostered in 


it is almost 


and Japan has failed to 


Asia Network; and is 67 years old. 
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US beef imports will likely resume as early as this 


which is known as a major 


Column 4 


the company has increased its on-the-job training 
such as 
which are believed to be a BSE disease risk. It 


Labor and Welfare and 
Forestry and Fisheries 
examined the 

and the 


noting: \"The inspectors did not make any 
but | got the impression that the inspections went 


following the discovery of a BSE infected cow in 
the company had exported more 


the US government 
firmly turned down the company\'s 


seeking authorization for the 


the Senate 
it 


Column 4 


which dominate more than 80% of the 
do not want to implement voluntary inspection 


000 yen) on average. The 


while that of those four companies is low. 


ruling camp to treat expenses for USFJ realignment as 


2006 


growth in social security expenditures will be 


such as discretionary expenditures and 
will be slashed 3% from the previous 
the overall increase over the previous year\'s 


Column 4 


certain budgetary items have been 
meaning that the budget 


though 200 billion yen was allocated to cover 


general account 


the guidelines incorporated a 1% cut in subsidies to public 
standardizing discretionary contracts with 
and reducing subsidies to local 


the government and the ruling 


which is to meet on the 20th 
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the GOS is concerned that it has fallen into a 
they 


Column 4 


German Chancellor Merkel Мау 15 
UK PM Blair on June 27 


Kostunica said 


he has emphasized 


however 
\"preventing 
noting that \"five of the 


but you 


although Kostunica was predictably resentful and bitter 
he blames the EU SAA decision for the 


among others 


who want badly to unseat him. As it stands 


which could lead to changes at 


the only principled 


had little long-term effect on the War 
but did serve to solidify MINFIN Dinkic\'s 


Column 4 
ICTY and other 


parties across the spectrum have begun 


democratic parties remain unprepared and divided 


according to our own surveys) with a dedicated following 


and the ability of democratic 


President Tadic 


you will 


and has indeed turned up the volume in recent weeks. His 


the Serbs are 


but less convincingly. Tadic will 
but has 


Tadic views the Kosovo question through the 


President Tadic has said publicly that Kosovo 


Column 4 


not independence) іп Kosovo 


he is more 


implying Russia has not agreed. Unlike Tadic 


you may hear a more realistic 

and Kosovo\'s fate 

she wields little real power at 

with Finance Minister Dinkic the real shot-caller in her 
a Nazi collaborator 

but she has not withered. She has 


an 


and next 


Iriniej Dobrievic will still be involved 


Bishop Artemije and 


we know 


and some have privately 


Column 4 
given 
this group will likely take a less 


we have arranged for a small group of business leaders 


rather 
businesspersons to give you a different 
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if P5 members stayed away. More than this 


because everyone would interpret it as lack of 
a virtual vote of no 


China would 

while Japan\'s 

especially in the wake 

Ban 

was the United States. Many capitals were 
especially China and Japan. Ban 


like 
would soon have to come to a decision. The 
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and taking the needed 


7/19) 


Column 4 


in addition to what Syria is already giving 
food and other basic needs. The PM 


facilities and services.\" The Cabinet denounced the \"Arab 


as totally baseless and unfounded 


which was 
in Lebanon near the Syrian 


in addition to a truck coming from Lebanon to Damascus 


praises the Lebanese resistance\'s 


7/19) 


Column 4 
not weapons\" (Government-owned Tishreen 


7/19) 


7/19) 


an editorialist in government-owned Al-Thawra 


but rather on harmful Arab 


to the extent that 


to political 


no one can 


an editorialist in government-owned Tishreen 


turning them 


villages 


Column 4 


regretfully 


stating that whoever seeks peace will eventually be 


a columnist in government-owned Tishreen 


but instead adopted the 


with or without a pretext 


member of the Central Command of the 
wrote an op-ed in government-owned Al- 


the Hadithah massacre 


Column 4 


with the purpose of resisting the forces of 


including all Arab arenas 
sit-ins and protests until Arab and 


and the siege and massacres 
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NDI reps said several problems need to be 


civil society 
and 


NDI will focus on enhancing the 


the 


helping political parties prepare 


National Democratic Institute (NDI) Senior 


Column 4 


Veilleux said \"we are confident 
Y adding that \"we are 


regardless of what happens (to an individual party\'s 


civil society 


\" Veilleux said 
or because 
Y Houel said 


met with Fal last week to 


but this does not provide anything for 
\" Houel said 


they 


Column 4 


апа they can then present it 
V Houel said 


NDI is trying to teach political parties to be 


Y Houel said. 


so the governments strong 
V Houel said 

however 

or risk invalidating the 


NDI will focus on enhancing 


platform formation 
and election observation. Other political 


and enhancing dialogue with the 
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make ye peace between them; but if one of them 
then fight 


then make peace 
and be fair; for God loves those 


Column 4 


\"(Muslim brotherhood) led the hordes of 


and it can help the nation face 


local mosques often do 
however 


they neither addressed the violence nor the 


Imam Shaykh Abdulbari 
trials and 


\"The optimist we 
resolve and 
\" fearing that one without hope \"hates 


which 


giving 


to protect them from every 
the Medina 


Column 4 
but alluded to the 


to the dismay of the worshippers 

they concentrated on the 

such as by 

instead of watching forbidden 

listening to music or traveling abroad. Some mosques 
and one made a 


Kashmir and Chechnya 


and that the Imams wasted their 


the Imam began with the history of 
praising their endurance for the harsh condition in 


gallantry 
initiative and understanding of their 


and that the fight 


Column 4 


Afghanistan 


and this reaction 
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simply 


the PPRD 


\"Hope for the Congolese 


\"was announced by PPRD Secretary-General Vital 


and managing their own campaigns for 


the 


the PPRD has reflected the 


Joseph Kabila knew that his long-term political 


whose interest was Kabila rather than 
never acted. Kabila repeated this request to 


Column 4 


a political party made-to-order for Kabila. 
the loyalty of the PPRD flows strictly in one 


but Kabila displays little 


claiming the role 
\" is just another indication of 


Kabila himself (along with Augustin Katumba and 


senior players among the PPRD 


but the majority of those tasked -- such as 
Vital Kamerhe in South Kivu 
and former Governor of Western 


but as members of Kabila\'s Alliance for the 
ref B) 


and Minister of Finance 


000 candidates competing for only 500 
this diversion of efforts is particularly onerous. 


the reality is that the \"managers\" һауе 


Column 4 
in typical 


should Kabila\'s showing be less than ideal in any of 
it is the \"manager\" who will most likely pay 


or they can concentrate on 


and whose main point of 
but 


one 


but leave his erstwhile political party 


but also maintaining enough cohesion to 


but lost the ability to effectively govern his 
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Sonthi\'s move has 


when asked 


it was the Queen--no fan 


met with his cabinet on July 19 to 


Column 4 
including 


the most high-profile has been the 


deflect any investigations of Thaksin and his 


and prepare Somchai to take over the Justice Minister 


instead claiming 


but \"naturally we had to discuss the 


ALL 80 


Thaksin met with nearly 80 


as representatives of the grass roots 
and blamed the current crisis on those 


Column 4 


the King will undergo 


and is expected to be in recovery for several days 
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if Kabila manages a 


shortening considerably the 


only a 


or to attract publicity. This is largely 
presidential 


the remainder 


such as VPs 
are also playing double hands 


however 


Column 4 

plus an ironic boost from the sheer number of 
seems not surprisingly 

who 

are VPs Bemba and Ruberwa 

National Assembly member (and 


and Joseph Olengenkoy (Transport) (note: both of 


of course 
could 


with 4 easterners 
Nyamwisi 
Diomi 


meaning that if easterner Kabila wins the 


706 candidates for the 500 National Assembly 
it is harder to call the results. Although initially 


i.e. 
MLC (VP Jean-Pierre Bembavs 


that dynamic is shifting. All 

as high-ranking members are preoccupied with 
many candidates from all three parties are 
without resources from their central 

in many cases 


although Kabila and Bemba began 


Ruberwa only launched his campaign 


Column 4 
loosing almost two weeks of an already compressed 


when Ruberwa 


and the sudden 
General 


the PPRD 


since the individual selected must 


conceivably as early as 
depending on how long it takes to 


it is possible (and widely 


Kabila). If the existing candidate 
the odds of a 
particularly since 


at 11%) If a presidential runoff is needed 
it is 


if the number 
current betting is ona 


Column 4 
notwithstanding the confidence of 


it is worth noting that while polls do 
polling results must be 


and there is no record on which to base an assessment 


the July 30 election will be the first democratic 
and it is not clear that voter 


too 
particularly in the Kasai provinces 


once installed the 
ranging 


competent; encouraging the rapid nomination and 


visible progress on key issues will be needed 


non-victorious candidates (numerically 


the post-electoral period will be the litmus test 


Column 4 
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the competing UNSYG candidacies of Thai Deputy 


and wants to ensure the proposal has full 
the Thai 


including the Sri Lankan Co-Chairs and ongoing 


the Bay of Bengal 


India and 
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Ip returned to Hong Kong as 
stating \"there is 


her supporters and analysts have 


\"Ip may be 


he also is replaceable. End 


Column 4 


former Secretary for 


a public policy think tank that will focus on 


where lp spent the last three years completing a 
a scholar in 


\" Ip\'s return to the political limelight has been 


who 


saying 
however 


including obtaining the support of the 


eight newspapers carried a summary of her 


\"Hong Kong: A Case Study in Democratic 


and she also expressed support for a bicameral 


she was dubbed \"Hong Kong\'s Iron Lady!" for her 


Column 4 
һег гесепі 


Ip became extremely 


she warned that democracy was not a 


one 
during the run-up to the July 1 
which attracted more than half a million 


ір became one of the targets of anti-Article 23 
the 


citing \"personal reasons.\" During the launch of 


ір declined to apologize for her work on Article 23 
saying that she 


both analysts and her 
generating 


political commentator Allen Lee opined to the \"South 


both Chan Wing-kee 
and tycoon 


in a statement to the 
establishing a think tank was a clever move 
but 


Christine Loh 


Column 4 
Ip will also host a weekly television program on 
for which she already has interviewed Civic Party leader 


Home Affairs Department 
Trade Department 


she was dubbed \"Hong Kong\'s Iron 


2003 for 
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it is the civilian population that 
\" says the daily\'s editorial adding that: 


Fouad Siniora says: \"l 


for its part 


Three Strategies:\" \"With its vast arsenal...the Israeli 
but also its weaknesses 


president of the French Institute for Strategic 

under the title: \"Four Reasons to be Afraid.\" According to 
protracted Israeli military operations in Lebanon and in Gaza 
and Western passivity are the 


Column 4 


director of the Institute of 
on Iran\'s influence in 
financial 

he dismisses the 


if only in the short run. 
\"Iran appears to be the only country capable of 


asking for \"a humanitarian passage both within Lebanon 


focusing especially on how 


but it still appears to be disproportionate and 
because of its scope 


Column 4 
Baghdad or Beirut іп 


that supports the Israeli offensive 


Ehoud Olmert does not have all the time in 


American diplomacy has burned all of 
Hezbollah or Hamas and observers see 


the U.S. still has a great 


the White House has regularly made a show of 
Lebanon and Afghanistan in terms 


Syria was forced to withdraw from 
the Syrian regime 


the 


there is no point in continuing 


and brother-in-law of Bachar al Assad 


Column 4 
science and ethics. Rightly so 


he said that he would 
such as Nancy 
are actively working to push the 


the issue will certainly be a determining factor in the 


Philippe 


since 
he used his power to veto a bill that he views as not 
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including OSCE/ODIHR Director 
pointed out that the growing 


discussed the need to unify 


and consensus-building in post-electoral 


in 


Strohal said many participating Eastern European 


Column 4 
but not to its full implementation. 


President 
a 
directly attacked the behavior of Russia and CIS 


charging ODIHR with being slanted toward 


with Lukov walking out for most of the 


a Belgian observer on several ODIHR missions 


it only damages the credibility of missions and 


Spencer Oliver 
apparently in protest that George had 


for his part 


and still is 


Strohal stated 


without embellishment. 


Column 4 
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the Public 


it did not include a 
who 

000 kwatcha ($1 
000 kwatcha ($2 


with 
the 
apparently flatly 


unsuccessfully 
and failing to 
the Speaker finally announced that 


still annoyed by government 

has been looking for an excuse to 
government needs 

and would likely have 


after two years of largely 


he will have to agree 
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G-17+ MP representing the 
noted during 


Column 4 


Dragisa Dabetic 
responded angrily to one 


stating 


rather than the Serbs 
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G-17+ MP representing the 
noted during her opening 


presumably referencing the DS walkout of parliament. 
Dragisa Dabetic 


stating that her 


rather than the Serbs 
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the most important contribution 


particularly among the Haitian 
that the U.S. could offer Haiti's maturing small 
both through training 


Column 4 


he mentioned targeting Verizon 


but Post has no illusions that this may 


prospects 
still look dim.) 
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Xu stated that any 


he said the PRC\'s desired outcome is a return to 


the PRC already has about 200 soldiers in Lebanon 


according to Xu 


which is located 


Column 4 
highlighting Beijing\'s 


both in Beijing and Israel and 


and today safely arrived in China. 


Xu said the PRC has no plans 


Xu said China believes there is no direct evidence 
Syrian Foreign 
if a proper opportunity arises 


Poloffs 


while adding that 


who was en route 
urging him to refrain from excessive force. FM 
passing on Israel\'s call for 
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employees 


Column 4 
2003. Additional attacks have been thwarted by the 


the potential for violence against American 


restaurants 
movie theaters and public areas. Such targets may 


such as casinos or places 


24 hours a day 


pick 
purse snatching 


but in 


visitors 


especially in outdoor shopping areas 
and in transportation centers. Taxis 


Column 4 
city buses аге not 
and 


oran 


or experience any security-related incident 
please report the incident to 


from time to time receive threatening phone 
e-mails and harassing letters/faxes. Should you 
contact marine post one 

the mission has received 


demonstrations do occur with some frequency in 


always be alert to their surroundings and avoid large 


PSC 


Column 4 
women should not travel alone and 


restaurants and 


7/20/2006 12:05 
2006. 


an administrator at DTP 
was put in custody while traveling 


the Deputy Prime Minister of the Kurdistan 


Column 4 
announced that һе signed 


Azib-Integraph 


455 


70 assault type hand grenades and fuses 
the officials said. 
a total of 


3 Belgians 
and 2 Danes- fleeing from Lebanon arrived at Mersin port. 
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this 


rank-order them 
and 
in the end 


fellowship 


Column 4 


since ΜΕΡΙ is а relatively 


| would argue that it is incumbent 
to 


and that COMs and other 


it is sometimes difficult to determine 
NEA/FO 


COMs cannot be expected to guess whether ΜΕΡΙ 


however 
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if will be the courtVs fault" Though the 


the bench ordered that Berhanu be moved to a 
and 


Berhanu had not been moved. The 


Column 4 


the prosecution presented the 


it 

stating that the 

as was the case in the 

the prosecutor subsequently introduced an 

which contained sound bites. These 

primarily with Hailu 

but also included Abayneh Berhanu and a number of 


2005 


and threatening to dissolve the government by 


\"the vote of the people must be 

\" that \"they (the people) did not need us (the 

V that Wa coup dVetat is 

not through 

\" and that \"peaceful struggle is long but leads to 


the prosecutor did not outline what the cassette 
but the clips from the interviews that were played 


Hailu made repeated calls for 
\" for removal 


Column 4 

\" and suggested attempts to subvert 

saying \"those elements who are carrying arms to 
\" and that \"the soldiers are the army of 

Y which do not \"create a problem for the 

When the hard days come 


\"The army understands the situation even if it is 


\"Above all there are armed 


but the language used by Hailu could be 
however 
who states that \"(the CUD) have a mighty 


V that \"we have not been able to change 
and we have to sit 
\" and that \"we can 


BY PROSECUTION 


the prosecutor presented documentary 


the prosecutor 


as well as to the prosecution\'s request to 


but do 


but are expected to do so July 19 


Column 4 


and publishers. On the surface 


\" which was reportedly found 
as well as an \"Agenda\" that 


what the prosecution claimed they proved 
\" with handouts 

they were not shown in court. As 
explanations 


in a press release 
\" which the prosecutor said 


V which the prosecutor explained 
when a 


\" the prosecutor claimed it shows that the 


but essentially they are promoting violence.\" 


BUT STILL SHY OF SOLID PROOF 


it does indicate that 


though a few 


Column 4 
if genuine 


it is unclear whether the prosecution will be 


the defendants have also become more vocal in 


the poor health conditions of some of the 
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\" and because the Cypriots are more confident as EU 


but took on board Bryza\'s readout of 


\" said 


and build a 
trust 


Column 4 


as per acquis criteria agreed 


he 


the 


and the GoG will not 


Valynakis said 


the Turks can \"walk away with 
in Valynakis\' 
would be if the EU were to lower its standards to 


they 


with the involved 


Column 4 


to which Valynakis 


the 


and with EU certificates of origin for goods 


with the 


yet in every previous enlargement 


the October 2005 Negotiating Framework did not 
only an annual 


suspension is not a foregone conclusion. 
Poland (agriculture exception) 


and Sweden (where 


the EU must make it worth Turkey\'s 


\" and that Turkey cannot be permitted to conduct 


Column 4 


so to return to 


\"but the Cypriots are in the EU now 


implemented in conjunction 
coincidental \"movement\" in Thrace to 


replying per similar logic 
and the GoG 


Valynakis seemed 


though without a 
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Russian Deputy Foreign Minister 
and Palestine and ways to 


including the 


Column 4 


saying that \"the Italian government depends on 


through its latest contacts 


noting that these offensives 
violated international law 


calling on Europe to play a key role in 
saying that 


7/20) 


7/20) 


7/2) 


9/20) 


14 injured 
7/20) 


Column 4 


9/20) 


7/20) 


7/20) 


Chief Editor of government-owned Al- 

said (7/20): \"The international community is not 
but rather imposing 

and promoting Israel's conditions. 


especially since what we now call the 


and both perpetrate massacres against Arabs. 


not to offer proposals for solutions.... The 


as if Annan were an employee of the US 


Column 4 


ап editorialist іп government-owned Tishreen 


a commentator in government-owned Al-Ba\'th 


or at least reduced 
this did not happen 


their meeting in Cairo was 


an editorialist in government-owned Al-Thawra 


they would at least 


Column 4 


a commentator іп government-owned Al-Thawra 


provide a cover and an 


even 
to disobey the US master... 


7/20/2006 12:57 


this would make existing budget 


Column 4 


but 


including Salva Kiir 


if such 
there will likely be new 


has been the perceived lack of transparency 
contract 


\" the final outlook remains 

but not necessarily as gloomy as it might seem. At the end 
the GoSS reportedly had USD 500 million in 

although this money 


the budget burn rate could continue to lag. Transfers from the 


further closing the gap and addressing some of the issues 
the final budget panorama is not yet painted. 
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Column 4 


and categorically.\" Calling for six 
he emphasized 
as it is expressed through the UN 


3)t( t(e 1cle objectives being the 
and the restoration 

\"In the last few days 

the use of violence has struck the 


principles and 

exhausting the limits 
enlarging 

and attacking the stability and 


\"the deterioration of the 

with the abductions of Israeli 

the excessive escalation of military operations and 
hurts civilians and their 


but was interested in safeguarding unity in both 


and anti-riot police 


Column 4 


no damage or injuries һауе been reported іп апу of 


the FM made it clear that she is looking 


and expect the GoG 
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Y he continued 


апа Sodano expressed the pope\'s special 


Y our source said. He also confirmed that 
son of the 


Column 4 


Father Samir equated the Hezbollah terrorism 


Franciscan Father David Jaeger 


and more or less accepted Israel\'s reasons for attacking 


the Palestinians will be the 


as well as talks 


said 


suppressing Hezbollah. 


\"he said. The 


and decried the 


Column 4 


reproduced іп Catholic 
will have some 
but papal and other official 


no to reprisals 


Vatican officials feel even more 


imploring the U.S. to take action to 
they may 


but with the 
and then 
it would be difficult for Sodano to 


we 


but given the Holy See\'s concern 
and its continuing concern about 
this argument and the united G-8 line 
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in a live broadcast from La Universidad 
listeners of Radio Tiempo and viewers 


Liberal Constitutional 

Alternative for Change (AC) 

and the Sandinista Renewal Movement (MRS) 
legislative platforms. Despite a 

the late arrival of the MRS candidate 

s remarks 

the event proceeded relatively smoothly. 


Column 4 


President) 
La Universidad Centroamericana (Manuel 
Radio Tiempo and Channel 10Vs \"EI 10 en la Nacion!" 


employment generation 
and improving salaries for public sector employees. 


and educate more citizens. 


s economy and economic recuperation will be very 


financing and training is 


s rights 


s economic situation is bad: A severe 
000 units); large income inequalities; 


s failure 


very general 


Column 4 


bio-diesel). 


education 


FSLN 


s legislative priorities. 


Column 4 


needs. 


000 jobs in the next 


Column 4 


the host cut 


the candidates chuckled and nodded and members of 


booing 
making it 


while the atmosphere of the live 
the 
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\" said Vinciunas 


and called on Russia to live up to 


Column 4 


Lithuania views its 


and since May 2006 the Lithuanian 


to bring European and American policy makers 


and Romania. 


Vinciunas outlined the 


in part 
to help Moldova implement its 
a Lithuanian MFA 


andina 


from four technical advisors to eight 


Column 4 


as the 


the Lithuanian border 


who 
had been accustomed to crossing the 


willing 
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both Reuters and the Sudanese News Agency 
again confirmed by Embassy FSNs 


brothers and sisters 
V Ghandour said. 


Column 4 


7/20/2006 13:48 
\" official Syrian 


the Charge delivered a demarche 
stressing the 


similar to the previous day. The SARG and the Syrian 


while reports 


according to regional media. 
with 


\" according to SANA. 


the 
met for the third consecutive day July 19 


\" SANA reported. 


Column 4 
autonomous organization 


jointly organized by an organization to 
\" Manar TV 


the Charge delivered on July 19 the 


that it was facilitating the entry of 
and that it was providing relief for tens of 


Smadi noted that the SARG was running its three 


similar 


although many people 


noting 


Column 4 
000-5 


000 Lebanese nationals 
000 Arab foreigners and between 10 
according to the diplomat. 


but airlines 


Middle East Airlines 


according to regional media. 


according to several business 


000 calls and found housing for 600 people in the first 24 


according to 
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the Kirkuk Head of the 


the Sunni Arab umbrella organization in Kirkuk; Sheik 


head of the Ubaydi tribe in Kirkuk and vice 


Column 4 


discrimination 
and arrests. He specifically noted the negative 


do not receive due process 


this was his home 


and many like him 


Column 4 


he recognized that 


Column 4 


\"we are all Arabs\" is often interspersed with 


7/20/2006 14:03 
then PM 


and police in late June arrested his alleged 
who faces criminal charges. PiS officials -- and 


and statements decrying the assault 
as some charge 


local Jewish leaders commend the Kaczynski 


Column 4 


former РМ 


Marcinkiewicz won high marks from 


positive track record on 
the 


Jewish and Israeli 

Self Defense (SO) and the League of 
PiS at last has achieved a parliamentary 
notably focused on 


government and 
led to a marriage of convenience that is 


neither SO nor LPR support the effort. 

identical to the 

awaiting action 

and sent two senior GOP officials to Washington 


before the coalition deal with SO and LPR was 
with PiS\'s focus elsewhere 


which would require twisting the arms of its 
and then possibly crafting a 


Column 4 


Andrej Lepper 


Lepper brazenly challenged one 
and write that I\'m an anti-Semite.\" 
however 


in some measure 


Jedrzej 
which promoted nationalist 


Mlodzierz Wszechpolska (All-Poland Youth) 


Maciej 
is equally viewed as an 


Giertych has been quick to use his 


Giertych\'s rise to political fame came through 
which he helped form in 1989 
inter-war 


he was criticized widely after Rabbi 


that \"LPR is not 

\" struck 

notably compared to the unequivocal statements 
he has done nothing to stop 

such as 

Wojciech Wierzejski 


\" Wierzejski opined 


a 28-year old lawyer with ties to All-Poland Youth 


Column 4 
despite 


which included 


funding to several NGOs for 


\" but working 


and Israeli 


Peleg has lobbied 


which would salvage 


a Polish town where local residents in 


Peleg refused to 


however 
respectively 


and all indications are 


Column 4 
notably within the 
Lech Kaczynski\'s recent decision to skip 


anti-Semitic and homophobic intolerance in 


resolving property disputes 
and high profile 


the Embassy may consider ways to step up 


distrust of Roman Giertych and LPR is 
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who said France was unlikely to make any 


and in particular the calendar for 


and to repeat the French desire to see wider 
including Russia and 
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in emotional reaction to Ukraine\'s imposition of 


though he admitted he had consulted with the 


Column 4 
who had 


Nesterushkin 


and the U.S. should 


he 
had indeed consulted with the Russians on the 


too 


who reacted badly to the suggestion that they 


Nesterushkin continued 


and the Russians had 


and what 


it just indicated a \"vector\" that the leadership was 


\"We do not 
on issues 


Column 4 


Nesterushkin repeatedly changed the 
\"of the sort that 


however 


\" he said. 


Nesterushkin answered 
able to do whatever 


Nesterushkin got around to the serious 
he said 


Tiraspol meant itto be an 
Nesterushkin thought the referendum was analogous to 
and limiting 


Nesterushkin maintained 


though he \"did not exclude that the process 


Column 4 


though һе understood that the referendum 


he called for another round of the 5 2. He 


either in Moscow or Washington) to brainstorm on 
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AmCham 
led by ExxonMobil 


thereby making it just slightly less 


it would be a major boost to downstream 
in particular 


however 


Zero Margins 


placing gasoline 


although these estimates were made at a time of 
and 


however 


and with all possible efficiencies 


Column 4 
downstream retailers require a margin increase to 


the increase should help ease some of the spot 


the price increase will make good on a 
and public 

Fahmy stated 

for 

that subsidies \"are a real pressure\" 


social services 
have weighed in 


ExxonMobil did a study on 


but contacts tell us that even the most inefficient 
however 


complaints 
mostly lower-income Cairenes who rely 


it appears 


Column 4 


President Mubarak could be disinclined to ok any 
particularly given 


price gauging and resentment at the removal of an 


the price increase could have a significant and 
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as long as it also benefits Argentina. The DCM 
stating that Kirchner\'s close 


as well as his penchant 


the DCM noted the U.S. 


the DCM paid a farewell call on Secretary 


President Nestor Kirchner\'s chief of staff 


Column 4 


Parrilli said that Argentina valued 


the U.S. has come to ArgentinaVs aid when 
can help ensure \"tranquillity\" in the region. He 
the U.S. has not played the 


not necessarily about current U.S. policy. \"What 


but an economic model. The model 


their economy.\" 


but they want that leadership to act in 
he 


stating that 


as well as his 


\"One day Kirchner is 

and Chavez may be on good behavior 
but the 

a 


Column 4 


“Ош 


Colombia 


who have been excluded from the 


the 


while Venezuela was the only 


\"In the past what you 


but like other Casa Rosada 
always appears friendly and cooperative in private 


as we have heard Parrilli\'s 


Column 4 


while 


engaging them is beneficial. Messages 


engaging Kirchner\'s 
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with a changed political landscape 


Column 4 


the СОМ seeks to avoid the 


\" 
holds the best keys for 


whose 


according 


Column 4 
Моһатеа 
is unlikely to form a coalition with the PSU or 


the Minister of 
who could demand 


a PPS with 20 to 25 seats in 


Fouad Ali El Himma 


which he claimed would benefit political 


7/20/2006 14:56 
\" a transformational diplomacy program 


strengthening technology transfer and the 
especially access to venture capital and private 


thus promoting 


launched in a speech to the 
Italy\'s leading industrialistsV 


Column 4 
has been positively received as identifying 


the Embassy arranged a \"Private Equity 
\" which brought together Italian and American 
investment bankers with private equity experience 


President of the Italian Private Equity and Venture 
Italy is ripe for an increase in 
in which an investor buys a controlling 


52.7 percent are headed by entrepreneurs over 60 years 


in 
illuminate the 


the owners of these family businesses have no heir 


Column 4 
Italian family-owned businesses remain within 
and Italian entrepreneurs tend to be 


and that selling out toa 


they are not an exclusively Italian 
and that private equity investment faced similar 


to which these family businesses 
to improve business owners\' understanding of what 


the entrepreneur and the 
do not make clear at the outset what they want out 


only to have 


among both Italian 
is that private equity investment in 


there will be opportunities 


the usual progression of a 


roundtable participants lamented the 


stated that 


Column 4 
but are administered arbitrarily 


an attorney with Latham and Watkins 


high labor costs 


and making the American participants more 


\" to be held in Milan this fall. At 
private equity companies will explain what private 


NIAF and the Chamber plan to hold a 
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and to form a national unity government that would 


Column 4 


an independent with ties to 
was arrested as part of the large-scale arrests of 


according toa 


according toa 


one of the ten electricity feeder lines from Israel to 
as of July 20 


7/20/2006 15:11 
\" he said 


noting the Colombian connection 


but highlighted our frustration with 


Column 4 


Ghartey 


especially at grass 


pointing out that a Whistleblower law 


at this time 


which takes the lead for the GOG on fighting 
because the substantive Commissioner is on 


which Ghartey agreed was a serious problem. RSO 


the GOG must prosecute 
the 


Column 4 
who was found dead while 


noting that it may be difficult to 


a 45-year-old lawyer who was promoted from Deputy 
may have 


youthful 


who may have 


the minister did not ask for training 
and only briefly discussed 


we suspect Ghartey may have used the cover of a 


that the GOG is serious about law enforcement 


Ghartey held a press conference 


who has a good reputation and has risen quickly 
is to be a key player in a revamped 


Column 4 
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saying Spanish policy was 


in conversations with the Ambassador and 
Spanish officials have indicated their readiness to 


stressing that they share our 


and have instead stressed 


we believe it is important to pin down the official 


we need to determine whether Spain 


but this should 


which ideally will take place 


where Deputy FM Leon will 


Column 4 


we should 


public interest and 


as well as foreign policy issue. Cubans and Cuban 
due in part to family 


though public opinion surveys 


President 


Cuba is the third largest destination 


which is believed to be the largest foreign 
views Cuba as a growth market with huge 


rather than girding for US 


Spain should take note of 


every Spanish government 
and most have had 


Spain reached a high-water mark in terms of its 
(but Aznar also actively 


wanting to mark a break with the Aznar era 


Column 4 


including during 


GRADUAL TRANSITION// 


for whom the gradual 


Fidel Castro himself is beyond influence and must 
but all others represent potential reformers. 


but preferable in Spain\'s view that Raul Castro 
or Vice President Carlos Lage take the 


leading to bloodshed 
it is important to 


many with direct experience in Cuba 


Franco 
laying the 


whereas the Cuban economy is in shambles and is 


Column 4 


there is no national figure in Cuba who сап play the 
who proved 


but they acknowledge that the MINFAR 


the 
will be poor as long as the existing regime remains in 


\"an unnamed Spanish diplomat involved in Cuba 
like 

nor do we want one. In Spain\'s 

it is the Cuban people who must decide (on their 


an increasing 


the official Spanish message to these Cuban 
but 


Eloy Gutierrez Menoyo 


but Spain 


even in private conversations. 


Column 4 


whereas Spain believes the 


official Spanish sources also acknowledge that the 
along with other regional actors such as Mexico 


perhaps through the offices of \"figures such as 


we should continue to engage the Spanish 


but Spain is a 


where Deputy 


we 
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Column 4 


so this residence is approximately 30% 


this residence was assigned in this manner due 
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5 desire to 


and emphasized the \"wonderful 


de la Vega put forward 


particularly in the 


Column 4 


President of the Community of Madrid (equivalent to 
focused on the No Child Left 


noting that Madrid is currently working on an 


Aguirre also was 


a key leader in the Popular Party 


saying that ETA 


but she believes that 


Secretary Spellings 


Column 4 
the intent of this plan is 


post-graduate and 
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more reforms are 
all of which will pose significant political 


a key element of which is 


but that company is 


BiH must consolidate its three regulatory 


although that same corruption will be the key 
it has the potential 


s economic development. End 


the once-integrated power system 


and is perceived to have an 

а \"Croat\" EP 

and a \"Bosniak\" EP headquartered in 
the EPs became a source of revenue 


without any national 


Column 4 


USAID spent $150 million from 


particularly through the World Bank 


significantly improving the 
bottom line. State and entity regulatory commissions 


transmission 


and both the Transco and 


functional 


as 


the two EPs also cover 
with \"EPHZHB\" principally covering 


there is a constant conflict over energy supply 


Column 4 


EPHZHB is not able to meet the demand 
due to the presence of Aluminij Mostar 


in December 2003 the Office of the High 


s higher costs 
given that 
without providing any 


it then exports its excess 
even when domestic demand in the Federation has not 
it does so 


ЕРВІН is pressured to supply 


the unbundling of 


transmission 


known as the \"Action Plans\" for restructuring the 


with the goal of 


the final corporatized companies could then be 
but that final step has not yet been accepted or 


with a timeline of 


with the result 


Column 4 


which it considers to be part of its financing and 


so political 


the 


the goal of 


the larger concept of whether and how to achieve a 


they agreed to a State-level regulator for 
but kept the regulators for 


there now exists a State Electricity Regulatory 
a Federation Electricity Regulatory 
and an RS Electricity Regulatory 


and they should be 


fraud 


and included a 6.58 percent increase in household 


s independence. These challenges for the 
particularly given that 2006 is an 


Column 4 


5 obligations under the Energy Community Treaty for 


European Commission counterparts 


5 negotiations for a Stabilization and Association 


the entities 


serious problems have emerged in terms of the 
5 management. The Transco General Director 
was formerly the General Director of 

the transmission daughter company of 


under Mijatovic 


he has taken actions to lock in 

and undermine the independence and 
the perception is that 

and ignore the previous 


the Federation EPs have stalled transfer of the 
assets to the Transco. In a worst-case scenario 


an even more serious worst-case 


so this 


Column 4 


the country is 


the State 
whose capacity and authority to handle energy 
since there are 


which would require 


an agreement by the State government to reforms 


BiH will be completely out of compliance in 


s delay in unbundling the EPs. It is not 


serious corruption 


with estimated losses of 100 
there 


while the EP managers 
the control of political parties and 


through its USAID 


Column 4 
has devoted extensive attention and developmental 


s economic development. BiH has a real 
particularly because of 


BiH could double its current power 


it can become a key supplier in the new 
BiH is less likely to 


transparent 
and free from the corruption that 


continued momentum on the reforms discussed 


which will create more pressure for further gains in 


which will 


as well as provide a 


which will be necessary 
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SOME SERIOUS 


the Supreme Court accepted 


DPA 


Column 4 


out of 120 seats total in 
were at stake. 


NATO 

OSCE 

to monitor the elections. The 

which represented just under one percent of 

000 polling stations in the country. Police 

IC representatives met and agreed that the 

that monitors had observed serious irregularities -- 


proxy and family voting 
inter-party tensions 


DUI LOSES ONE 

at 43 percent. Initial SEC 

which won the July 5 

and a loss of one seat for eAlbanian DUI (17 

a junior coalition member in the outgoing SDSM-led 
the coalition 

7 from 

and one each from DOM and PEI). 

and with the 


Gruevski could 


but it would 


Column 4 
ШЕ 


ІС representatives 


they said 
rioting 


he encouraged the 


including DPA in a future 


in his view. 


and was negotiating 
and indirectly with PDP 


however 


Gruevski said 


whatever he decided about 


when he expected to 


Column 4 


һе hoped to have the parliamentary vote on his 


the general lack of serious incidents or 
despite 


it is less likely that 


including DUI in the government at this stage 
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Kubis was awaiting input from the Defense Ministry. For 


he only reiterated the public line of \"cooperation and 


and said that it would incorporate the 
s \"calculations\"(Reftel). 


Kubis 


\"one year 


while still preserving his 


both publicly and privately. Kubis will 


Column 4 


including 
will be presented to the public at one time 


Kubis 


noting that with the new 


and 


saying she has a very positive 
which he saw first hand when she 


requesting only a right of veto. Kubis did name 
both of 


and from August 1996 to June 1997 was Minister of 


Column 4 
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for humanitarian corridors to be 
and 


the 
and the 


and for increased humanitarian 
but 


Sodano has been taking the lead on this issue; 
however 


the 


July 

as a special day of prayer and penance 

and all believers 

to implore from God the precious gift of peace. 


Column 4 
the Supreme Pontiff hopes that prayers will be 


for humanitarian corridors to be opened in order to bring 
and for reasonable and 


July 


the Lebanese have the right to see the integrity 
the Israelis the 
and the Palestinians have 


His Holiness also makes an appeal 
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given the legal difficulties HMG 


Column 4 


FCO\'s Acting Iraq 
and Dr. Richard Vincent of MOD\'s Iraq Commitments 


during which time the weekly attack 


he would lose all credibility and the situation 


indicating a 


HMG was 


possibly by 


although 
and he asserted that the Coalition needed 
as was protection for the UN. He 


the Jordan International 


Casey hoped the U.S. could find someone to replace 


Column 4 

Demobilization 

which the Iraqis did not seem focused 

but which was necessary and would inevitably be very 


but noted the Gulf states have 


HMG hoped the Compact would produce 


the UK legal 


the UK would have no legal basis for detention and its 


rather than bother with it. In 


we should make it easy for them and extend the 


Casey noted the British PRT in Basrah was up 
albeit without as much international 
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but do something about 


the 18 Turkish security personnel 
and pressure from 


Column 4 
the GOT had to issue strong 


he related 
28 
and 83 hand grenades. 


especially the main opposition Republican 
s Party (CHP). All agree this is a national issue 


True Path Party (DYP) 
Motherland Party (ANAP) chairman Erkan 
and CHP parliamentary group leader Ali Topuz all 


s diplomatic initiatives do not produce the 
\"the GOT should have the courage to exercise 


s borders. ANAP 


s 
V'Terrorism is not based on domestic problems. 


an analyst with the ASAM think thank 


s Kapusuz emphasized to us several times that 


but that it would 


but rhetoric is no 
he stated. 


German Marshall 
and a number of 


Column 4 


they said 
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and agreed to look into a possible UN decommissioning 


in its own way 
saying that Pakistan 


in trying to marginalize other political 
was boosting the influence of more extreme Islamic 


high-casualty 


he said 


Column 4 


he said 


with its interests 


with 


from the LTTE terrorists. He 


he said 
given his experience in New 
and would bring it to bear in his Sri Lanka posting. 


he said 


ina 
he emphasized that the strong pitch 


he insisted 


Column 4 


dealing with concrete issues 
he stressed 


he said 


they needed to 


rehabilitation 


could stop by India first in order 


at one time 
to come toa 


probably 20-45 days to comply. 
he continued 


in turn 


where Hezbollah\'s recent 


Column 4 
\" 


he said 


speaking recently in London 


a leader 
spoke to Indian officials saying 


Saran said 


Saran said that before the earthquakes 


since the earthquakes 


and asked him to thank President 


Column 4 
he added 


he said 


noting that Singh\'s visit to Havana would be to attend 


he said 
it 


he said 
wedged between China and India 


had a propensity to act strangely (i.e. moving 
however 


India support for 


Column 4 
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with the top UNDP official in Lebanon taking the lead 
they said. Pedersen subsequently 


Pedersen 


Pedersen said 
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possibly by way of Cyprus. 


Pedersen said 


total blockade of the Lebanese 


he said 


\" possibly Cyprus; 


the Israeli navy could simply inspect 


Shaikh recommended that the Lebanese 


he suggested. 


Column 4 


the UN Development Program (UNDP) 
Dr. Mona Hammam 


Salman 
described Hammamvs performance to date as a 


Hammam insisted 
but lacked the 


possibly Deputy Secretary-General Mark Malloch 


to have Hamman removed. This would be a prerequisite 
they suggested. 


Pedersen called to say that he was 


bypassing UNDP altogether. Pedersen expressed hope 
we 

always 

and generally attuned to global political 

such as promotion of electoral 


all with an \"attitude\" about 


there are sufficient quantities of most -- 


particularly in the south 
in our view 


for 


Column 4 
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once chiefs of mission 
accompanied by nearly the entire 
the 


the 
was present. 


LIFT BLOCKADE 


in which he called for an immediate cease-fire 
the lifting of IsraelVs 

and the delivery of 

\"my war 

\" affected by current conflict. (Note: Post 


Siniora said. Some 300 people had been 
and 1 
000 people had been internally displaced. The 


he said. 


the Joint 


the civil defense 
\"he said. \"Can 


Column 4 
Siniora asked 
\"Is this what the international community calls 


freedom and tolerance?" 


Siniora asked (and 
\"You want to support the government 


Y he added. 


having lasted 
then concluded. 
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while Lipljan has a bottling facility that he 


senior political advisor on 


particularly 


Gjilan and Kamenica by carving out 
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000 inhabitants each. Pasztory would 


respectively. 


creates a patchwork of nearly contiguous majority 
hardly 


the 


perhaps in the hope of turning off 
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employees 


2003. Additional attacks have been thwarted by the 
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the potential for violence against American 


restaurants 
movie theaters and public areas. Such targets may 


such as casinos or places 


24 hours a day 


pick 
purse snatching 


but in 


visitors 


especially in outdoor shopping areas 
and in transportation centers. Taxis 


Column 4 
city buses аге not 
and 


oran 
or experience any security-related incident 
please report the incident to 


from time to time receive threatening phone 
e-mails and harassing letters/faxes. Should you 
contact marine post one 

the mission has received 


demonstrations do occur with some frequency in 


always be alert to their surroundings and avoid large 


PSC 


women should not travel alone and 


Column 4 


restaurants апа 
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as exemplifed by the 


in late March 
\"Independent 


and it has yet to resume publication. 


the foreign-based online publication 
\" also anti-Jammeh in outlook 


\" authorities 


Column 4 

Madi Ceesay 

Musa Saidykhan 

Lamin 

was also picked up and held for over two months before 


there are reports of authorities 

\"Daily 

\" following its initial appearance on newsstands July 
in his capacity as head of the Gambia Press 

in a public statement 


Sam Obi and associate Abdou Gafar 
and 
the NIA reportedly has 


the \"Daily Express\" 
inter alia 


the Committee to Protect Journalists (CPJ) 
a journalist with the 
\"Daily Observer 


Sulayman Makalo 
\" had gone into hiding to avoid arrest. 
Malick Mboob 

remained in detention without charge. 


the December 2004 murder of prominent 
associated with the independent 


Column 4 
\"The Point 


and visiting AF 

for his part 

and it is uncertain whether he 
the two principal independent 
\" which appears 


\"The 
\"in particular 
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Al-Qader 


especially lraq\'s inadequate logistic 


Al-Qader emphasized that any 
not 


especially when 
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Antigua could become the Eastern Caribbean 


into PetroCaribe is a major departure from 


the government of Antigua and Barbuda 


PDV 


after 
Grenada 


Vice President of the Venezuelan National Petroleum 
this latest deal will allow the GOAB to 


PM Baldwin 


such as St. Kitts and 
which do not have adequate storage facilities to 


the 
so the deal 


Column 4 


such as that of Barbados-based SOL (ref В). Тһе 
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Menon said that 


he noted 


000/year and Menon asked whether we would 


the Secretariat 


Column 4 


the strategy 
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he explained 


and it was inappropriate to 
any comparison between 


DUSTR Bhatia and others have clearly 


any possibility that in the future (with special 


Vice 


much maligned July 27-28 Sustainable Economic 


Tsai said that at this point she and 


Column 4 
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whose tour is up іп September 
serving under Polish command in Camp 
performing force protection duties. 


DCM and E/P Chief met with PM\'s 


Middle East and Africa 


but noted that the process for conveying this 


and explained that the cabinet 
had made the 


paper flow had been stopped 


which 


Column 4 


but said that по government 


Prime Minister 


and to publicly welcome the 
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whose tour is up in September 

serving under Polish command in Camp 
performing force protection duties. 


albeit at a reduced level. She 
however 


but that given the spirit of our 
it would have 


even informally 


he said 


Column 4 


but acknowledged that the 


and supports operations in 


although many details remain to 


which was undertaken purely 


and specifically noted 


he 
Mongolia remains committed to the war 


Enkhbold replied that 
he said 
especially due to concern 


and that a helicopter carrying senior Polish 


and 


because of the erroneous 
there might be questions raised and 


contrary to press 


the GOM would in fact send a seventh rotation 


MFA Director General 
Middle East and Africa Jambaldorj 


Column 4 


Mongolia had not announced 
but had given wide 


he opined 


as a matter of course 


DCM and E/P Chief met 


which 


but said that no government 


Prime Minister 


which Washington might use if a question is 
or that we may issue 


Column 4 
including in Sierra 
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either.\" 


Koizumi said: 


but it\'s a matter of the heart. | think 


Koizumi only said: 


however.\" 


Chief Cabinet Secretary Shinzo Abe in a press conference 


Beijing 


Column 4 


he said: 


Seoul 
South Korea\'s KBS-TV 9 p.m. news program reported on 


while citing Prime Minister 


2006 


speculation began growing in the ruling 


as proposed by 


who is positive about 


may be placed at a disadvantage in 


\" Abe said in a firm tone to 
in which he faced a barrage 


Column 4 


Abe insists on the 


LDP Secretary General Takebe emphasized to the press corps: 
the government and 


New 


2006 


both 


many companies have voluntarily refrained from discharging 


including Sapporo 
and Fukuoka. This figure is 19 less than in the previous 


Column 4 


has stopped cargo-handling 


at which the largest number of North Korean ships called. A 
taking various 


US 


2006 


visiting high-level 


for 
under the six-party framework 


and the two officials agreed on the policy of 


dialogue or sanctions. After the meeting 


stressed: \"(The resolution) must not be 


Column 4 


2006 


Koizumi will reveal plans to support their 
construct roads 
and to protect the drought-affected Aral Sea. 


so no specifics have yet been 
Koizumi will 


but as 
they are forging 


Japan would like to prevent a formation of bloc 
centered on China and Russia 


2006 


who used to be a Ground Self-Defense Force 


Column 4 
assumed the current post when the SDF integration 


the JDA decided on the replacement. 


joined the Maritime Self-Defense Force; after serving as 


MOF over budget for US force realignment 


2006 


which will be formally 
a tug of war between the Defense Agency (JDA) and the 


the focus of budget compilation 


the guideline for 


such costs will be separately 


\" as JDA Director-General Nukaga has said. A senior 


but in the three years ahead 


for example 


there was а 3% 
but in the fiscal 
such a cut is likely to be only 1% . This has made the JDA 


Column 4 
when the details of the US 


some in the JDA are 


it is wise to review the buildup program this year 


making Abe the easy frontrunner 


2006 


to which Fukuda also 


Fukuda himself on the 20th strongly hinted to his aides his 


always second 


000 a 


2006 
Shinichi Kuru 
secretary of the Department of Agriculture 


which were introduced in June 2004 


which are 


Column 4 


000 cattle 
Johanns concluded 


which target 40 


he took the view that it would not 
saying 


Chief Cabinet Secretary Shinzo Abe in a speech given 


held in Tokyo yesterday 


as can be seen 

the deep-seated view in 

including 

as an LDP-connected source put it. He has 


Abe noted: \"Prime Minister 


he had been unable to fulfill it due 


when he managed fulfill 
backed by an increase in tax revenues. 


Column 4 


2006 


of which five were 


merging the former ISASS and 


which is connected with missile technology. 


but its price will be held to around 2.5 


a solar observation satellite 
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it 
as the US already has to deal 


the administration\'s 


\ a statement 


Column 4 


describing its attack on 


such as calls for a ceasefire or debate 


conservatives 
have been calling its Middle East 


so long as the talks are limited to the 
Secretary of State Rice 
V 


such as accepting the legitimacy of 
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presumably related to the new 
are slated to more than 


or 


so we expect the deficit will be larger. 


since numbers tend to be 


the GOB published its 2006-07 budget as 
which is 


but not the 
the GOB 


explanations 


Column 4 
gems апа timber) with the loss makers. Looking 


the SOE sector as a whole causes major losses 


but do not notate which rates they applied to 
inflated SOE earnings 


the 

574 

386 1 
332 218 
862 170 
955 117 
038 85 
766 92 
799 97 
845 56 
849 21 
337 
078 
879 424 


942 -1 


Column 4 


418 billion (about $1.86 billion at 


machinery 


presumably related to the move 


it had to build new buildings 
as well as transport materials and people to 


including foreign financing and construction 


the total 
receipts 


bringing in 
according to industry 


including 
into the formal sector may have 


827 billion ($2.18 billion at market exchange rates) 
062 billion ($2.36 billion) 


this budget does not include the sizeable salary 
which will likely total another 


\" and the Finance Ministry gets a 24 percent 


Column 4 
Health and Education Ministries all receive higher 
but the allocations to Health and Education 


the Transport Ministry drops 


the government plans to collect 
and 


but then the SOE deficit accounts for 96.2% of the 
but smaller 


will be the electric power ministry 


including the GDP 
856 billion kyat at current prices (US$ 9.1 


must be taken with a grain 


and keeps the real ones closely held. We can 
which the Central 


deferring loan payments 
and even reducing funds to military units in the 


7/21/2006 4:26 


although there is no way to defend Hezbollah\'s presence 


Israel seems to be leaving the control fully to Iran and 


Fikret Ertan 


Column 4 


where there is still no sign of 


sea and land forces 
Hezbollah has only lost half of its 


Hezbollah has still a 


Hurriyet 


at the 
US State Department spokesman Sean McCormack 


said that \'the 


has a right and obligation to defend itself and 


Milliyet notes. 


Ertugrul 


actively engaging in some 


I can\'t help but act as devil\'s advocate. 


anyone sensible can see that overreacting to 


we 


Column 4 


8.00р.т 


killing 5 policemen. 
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our intelligence agencies seem to 
which 


| would not be surprised if 


do keep in touch. 


Column 4 
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the host country police and protective 


Wellington and Auckland have 
but 


once very rare 


Christchurch and Wellington 
such as 


to avoid becoming a target of 
New Zealand does not play a significant 


evidence 


Heroin and Cocaine to 


Column 4 


at night visitors 


and to securely safeguard classified or 


which are available via the Internet at 


visitors to New Zealand must exercise 


24 hours/day). 
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the host country police and protective 


Wellington and Auckland have 
but 


once very rare 


Christchurch and Wellington 
such as 


to avoid becoming a target of 
New Zealand does not play a significant 


evidence 


Heroin and Cocaine to 


at night visitors 
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and to securely safeguard classified or 


which are available via the Internet at 


visitors to New Zealand must exercise 


24 hours/day). 
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such as 
independent justice and political harmony in 


Wolfowitz said the World Bank will continue 


Column 4 


Wolfowitz said creating 


focusing on rural 
HIV/AIDS and hospital management. He met with 


where close 


the Clinton Foundation 
000 dollars and provide 23 medical experts 


000 new infections are recorded 
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Column 4 


has Lukashenko been successful at solving the 


whose interests does Lukashenko serve?" (More 


in your opinion 


Column 4 


coming 


the majority of those polled admitted that 


Column 4 


then who is to blame (more 


is it possible to have a complete internal and 


who would initiate the 


Column 4 


more or less 36.1 
more or less 20.0 


NTV 
STV 


radio stations in other countries began broadcasting 


daily 5.1(%) 41 


Column 4 


several times per week 9.6 7.6 
several times per month 8.4 6.5 
several times per year 4.6 3.7 


what Belarusian information sites do 


BDG) 46 03 


Respublika) 3.2 0.3 


have you--via media 


I read the publication 9.6 
І never received this publication 88.5 


but the respondents revealed mixed 
they 


but on the other hand 65 percent fear their 


should this ever happen 


Column 4 
V Vagainst 


what would you chose?" 


which would open the way for closer 


how would you vote?" 


who would you vote for to fulfill the position?\" 


Column 4 


if Belarus became part of Russia 


whereas only 13.2 percent blame Belarus. Russia 
is Belarus\' closest friend and continues to get high 
many respondents 


the EU froze bank accounts in the EU belonging to 36 


others do not. What do you 


Column 4 


what type of world influence does Russia 


and Belarus have?\" (June Il) 


in your opinion 


has Russia 


Bush 


Column 4 


however 


Belarus will 


then in your opinion 


Belarus will pay European prices for gas 


But Belarus On Right Path 


Column 4 


the majority continues to 


bribery 27.6 


laws 22.1 


pensions 


Column 4 


whatever | want 5.0 
refrigerator 
etc.) 11.0 


although needed 28.9 
but using life savings or loan 6.2 
investment) 0.8 


is your country developing on the right or wrong 


his 
and the negative opinions of the West are 


but slowly 


some of the respondents\' opinions 


as Belarusians are increasingly concerned about Russia\'s 


Column 4 
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they сап бе 


thereby leaving 


some foreign universities 
have promised to keep a \"rolling admissions\" policy 


drawing on 


this program has provided 


the Czech Republic 


who has served on the CDRVs 
the CDR meets twice a week 


a 


fined 
or have a parent who has been fired or who has 


Column 4 


however 


regretfully 


\" but maintained that such students still 


the 


under Kulei\'s leadership 


7/21/2006 6:06 


while waiting for a 


MFA may not declare its position 
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LEAVES OUT LASHKAR? 


Column 4 
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earning it the nickname \"Kashmir\'s 


but 


unless 


but we judge that if such a move met 
it would be because of the tangible benefits 
and not from any social or cultural 


the so-called Abu 

s al-QaVida Chief" one Abu Abdur 

and \"expressed happiness\" at the Mumbai 
which he claimed were \"a reaction to the 


who took the 
told the Christian Science Monitor that Hadeed \"spoke 


with all future communication only in 


the 


Column 4 


\" 


from outsiders 


issued similar statements. 


spokesman for Hizbul Mujahedeen -- the 


claimed there never 


including \"Indian Express\" Bureau 


also believe a local conducted this call-in. 


but we question whether al-QaVida can take root 


which may limit 


but even that was muted compared to the 


when compared to the more 


and other local/regional organizations who 


Column 4 


cultural clashes led to prison fights and even 


\" 
would 


and maintain a social-cultural 


and is 
by J&K\'s physical isolation from the rest of 


as well as 


we encounter disappointment in USG policy 


who are populated by non-Kashmiris 


we believe 
but not recruit or be 


via 
seeking a paying job. Furthermore 


vice \"greenfield\" organizations 


Column 4 
the use of Arabic 


coupled with 
may well lead some 


with or without prior links to J&K 


or it may retain connections to other 


\" either with or without permission 


including paper-thin \"names of convenience. \" 


a collection of terrorists 


\" again either with or without permission from the 
many current jihadi 
some of 


Kuldeep Khoda refused to rule out 


Column 4 


including name 
a history of successful spectacular attacks 


see Reftel) might. An al-QaVida recruiter 


whether it is al-QaVida 
people are receptive to them." 
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Guler said 


Column 4 


which have the most advanced 
would be welcome. Guler noted that developing 


such as in medicine 
Guler said 
including biomass and hydrogen. He 


as he had discussed with 


Guler said that the Turkish government was 
and described the 


he is interested in working 


and said that moving 


Column 4 
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however 


MONUC 


with the aim of 


another leader of the 


and 


Burke said Colonel Emile 
the head of military and political wing of the 


has been assisting 
one 


however 


notably General Jerome Kakawave 


Column 4 
the GDRC apparently opted 


as MONUC\'s policy and mandate 
MONUC was largely 


and could not realistically object to any 


the pretense of brassage was at least 


regardless of the 
adding these suspect 


if the ex-FNI militia members seek military 


they should enter the brassage process and be 


it is being achieved now at the expense of a 


with the intent of eventually 


to get by the immediate crisis 
however 


obviously does not resolve 
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diplomats 
as well as 
scientists 
staff 


at 


but attendance is not required; some members 
which makes full meetings a rarity. 


but NSAB members do 


which probably contributes to the dearth 


and the NSAB Convenor 
Joshi told us the current NSAB 
and hostage situations 


although the NSA can task the NSAB to produce 
most of its production is 


forward-leaning 


Sisodia said it is discouraged from responding to 


Column 4 


Indo-Pak Origins 


including command and 
which was tasked to correct perceived 


the first war between a nuclear-armed 


a 
criticized the GOIVs 


NSCS 


trained 


Karnad applauded the first NSAB (of 
describing it as V'stocked with 

which he added caused some discomfort in 
Karnad continued 


he 
safe bureaucrats do not help develop India\'s 


and that initiatives to 


Column 4 


Chairperson of the 
is a retired Indian 


he was also India\'s 
Afghanistan 


in Geneva in 2002. Ansari was Vice 


former 
was commissioned in the Indian Air Force 
1960 as fighter pilot and retired after 


\"Insurgent 
\" which roundly 


which seeks to 

including the Neemrana Peace 
Dostaana-e-Kashmir 

including \"Pakistan in Transition.\" Her 


and Buddhist philosophy. Gopinath is on 


Column 4 
New 


Sri Lanka. 


Editor (Views) 
Y held the same position with \"The Times of India" from 
and was Defense Editor of the political 
\"India Today.\" Joshi writes on defense and 
\" and was the Washington 


Joshi 


Hyderabad. He earned a PhD from the 


\"\"Combating Terrorism in Punjab: Indian 
\" and \"The Lost Rebellion - Kashmir in 


a New Delhi group he founded in 1983. Its goals 


poverty 


and environmental regeneration. Khosla also 


and secretary general of the 


Khosla designed and established 
the International Referral System for Sources of 


UK 


Column 4 
Special Envoy to 


was Convener of the National Security Advisory 


Lambah 


Pakistan 


Dhaka and Rome. Born 
Lambah holds a master\'s 


Dr. Amitav Mallik\'s* major work 
international cooperation 
strategic and security analysis 


General 
and GOC of a strike corps. He capped his career as GOC 


on the 
he was GOC-in-C of the 


and in 


Column 4 


1961. 


Director of the National 
was a Visiting 


A Security Weapon.\" 


\" he taught at JNUVs 


the MoDVs think-tank. He is 
and knows most 


Nirmala George 


where he focused on terrorism issues. 


a 


Rasgotra was Ambassador to Nepal 
and High Commissioner to the United Kingdom. He also 


and is close to its Chairperson 


Column 4 

тапу 

1942 

апа 

who is currently Dean of University 
is the President of the 


Sharma 


and is an 


indoor air 
energy conservation and energy management. 


he was Defense Production 
Additional Secretary at 


and Joint 
at MoD. Sisodia also held key portfolios in the 


1945 
Sisodia holds an MA in Public Policy and a 


five NSABs 


Column 4 


28 members): 


economist 
non-proliferation/strategic affairs 


former Foreign Secretary 

former Foreign Secretary 

Retired civil servant 

former Chief of Punjab Police 
Fellow at Centre for Policy Research 
expert on Northeast 
counterterrorism expert 


Defense/non-proliferation expert 
internal security expert 


former Air Chief* 

former Foreign Secretary * 
economist* 

Banglore-based space scientist* 
former GOI Official 

NSA 

Strategic Affairs Editor 


nuclear scientist 

space scientist* 

Convenor NSAB V* 

former Army Chief* 

former Navy Chief* 
Director/Centre for Air Power 
former Director IDSA* 
Strategic commentator 


Research Professor at CPR* 
former Home Secretary 


JNU professor 
JNU professor 


20 members): 
Pune-based bio-technologist* 


economist 
counterterrorism expert 
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former Air Chief* 

former Foreign Secretary * 
economist* 

Banglore-based space scientist* 
NSA 

former Foreign Secretary 
former RAW official* 

space scientist* 

former Army Chief* 

former Navy Chief* 

Convenor BJP Economic Cell* 
Director/Centre for Air Power 
former Director IDSA* 
strategic commentator 


Research Professor 
former Home Secretary 


JNU professor 
JNU professor 


15 members): 


former Special Secretary for Home Affairs* 
Pune-based bio-technologist* 

former IB Chief* 

former Secretary for Economic Relations 
former Special Secretary for Home Affairs* 
former Army Chief* 

JNU disarmament professor* 

former Vice Navy Chief* 

former Vice Air Chief * 

former RAW official* 

Convenor NSAB III & IV* 

former Director IDSA 


Convenor BJP Economic Cell* 
nuclear/space physicist* 
economist 


15 members): 


former Special Secretary for Home Affairs* 
former IB Chief* 

former Secretary for Economic Relations 
former Special Secretary for Home Affairs* 
former Army Chief * 

defense scientist* 

JNU disarmament professor* 

former Vice Navy Chief* 

former Vice Air Chief* 


Column 4 

Convenor NSAB III & IV* 
former police officer 
nuclear/space physicist* 


Director Tata Energy Research 


economist 
JNU professor 


7/21/2006 7:29 


its tasks are as varied as 


many in India\'s bureaucracy 


but in 
it is also the place to turn 


Senior Fellow 
and former NSCS staffer. Sekhon spent two years 


Column 4 


she has published 


and stated that her findings are considered 


Editor (Views) 


former Assistant Chief of Naval Operations. 


Chairman 


Research Professor in National Security 
Centre for Policy Research 


one 

and four joint secretaries (J/S) 
economics 

Europe 

including China). Arvind Gupta 

heads the international affairs wing. (BIO 


because his wife 
is on the GOI Planning Commission (Ref C) and \"has 


so they can\'t take a foreign 


Research and Analysis Wing (RAW) 


Column 4 
Defense Intelligence Agency (DIA) 


the NSCS is 


it generates policy papers and strategic forecasts 
chaired by the Prime Minister). 


the National Security Advisory 

and the Strategic Policy Group (the 
heads of 

headed 


\"NSCS also deals with 

domestic intelligence including 

and security assessments of India\'s neighbors 
Pakistan 


avian 
environmental issues 


research 
V said Sekhon. Sisodia added that 


it is considered a \"bureaucratic backwater\" and 
according to Joshi. 


and both men regarded the NSCS as \"full of 


Column 4 


and һе criticized former 


including the 
a decrepit building ona 


Defense 
and Finance) that occupy stately Lutyens buildings on a 
adjacent to the Prime 


and a short walk to Parliament. Finally 


м 


апа 


it must be populated with a permanent staff of 
not by detailees seconded from across the GOI 


a bunch 
MEA 
and administrators ... but every bureaucracy in 


V so they erred on the side 
he 


Column 4 


however 


see Ref B. In theory 


before she left NSCS in late 
staffing the NSAB took up about half the NSCSVs time. 


Sekhon said. The 2005 


because the NSCS was directed to staff the Task 
leaving yet fewer resources for research and 


former Foreign Secretary JN Dixit 


MEA retained a hammer-lock on foreign policy issues 
the former 


according to Sekhon. 


Professionalism 


Column 4 


our former 


but we do not doubt that the organization 
in many respects 
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equaling between 
the true 


the GOAJ may not be well 


Fitch reiterated its \"BB\" rating for Azerbaijan. 


hoping to take the lead on any debt 


citing Azerbaijan\'s low and falling sovereign 
shift from deficit to surplus in the current account 


Column 4 


transparency апа anticorruption efforts 


the IMF representative told the Ambassador that 


several participants noted that the GOAJ appears 


lack of procurement procedures and the 


alone 
told the Ambassador that he believed the Ministers 
Economic Development and Justice were efficient 


water sanitation) and social reform projects 


he 


Column 4 


the EBRD representative said that while 


he is \"not a power-player\" and is for \"show\" for the 


including the 


and instead only focus on the 
however 


it would collapse. They added 


especially the Customs service 


EBRD will only invest USD 30 million 


some 


Column 4 


іп our views 
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but Breton has rekindled hopes 

y 

Vis whether... we are ready to give GDF 


the 


including record high oil and gas 


a doubling of demand within 20 to 25 years 


the 


many in the GOFYs 


many UMP 


000 amendments. The Finance Minister condemned the 
but pointed out that similar situations had 


French electricity company 
the company asked clients to conserve energy. The 


particularly many 


EDF has had to urge firms to use less 


sending 103.6 Bkwh to its neighbors in 2003. Rarely an 
EDF actually had to purchase 2 


coupled with lower power output at hydro-electric and 


Column 4 
contributed to the stain on 
000 MWh France was forced to import was the 


said that the heat wave underlined the need for 


transport and production 


EDF said it was concentrating 
which cope better with high temperatures than 


Electricite de France (EDF) Chairman Pierre Gadonneix told 


currently higher 


which have opted for deregulation 
V Gadonneix said an 


Finance Minister Thierry Breton said 


many of them exercised options to 


or about half the level of 


leaving some 


the world\'s biggest manufacturer of 
said 


360 megawatts or 2.7 percent of its total electricity 


the Indian market will be one of our first 


Column 4 
\" Areva CEO Anne Lauvergeon told a business audience іп 


which has said it is hoping 


so as part of Areva\'s pitch to India 


she said that \"We 


\" referring to Areva\'s 


\" she said. 


the 2006 

concluded on June 12 in Paris on an optimistic 
the 

500 participants 

its impact on the environment and 


as well as environmental 


every 
four or more wheels. Challenge Bibendum Director 
said that most of the vehicles using alternative 


the more than 100 vehicles 


\"These are the cars that families or 


range and safety.\" When French 
she commented 


things take 
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Column 4 


2006 


who was 


the emperor 


1988 


\'The Diet and the lawmakers today (may mean Vback then\') 


but his lips were usually tight. He 


who served 
and the 


the emperor 


| can understand how Wakatsuki felt. People often ask me how | 


but | cannot answer them so easily because some are still 
where | had a lot 


Column 4 


and the emperor 


1988 


the emperor said: \"Above all 


as well.\" 


then Prime 


1986: \"These days 


the textbook issue 
whom he trusted. 


2006 


including wartime prime minister 
were enshrined in 1978 at Yasukuni Shrine. Though 
he 


Column 4 


it would negate the postwar history of 


being seen as the \"symbol of the unity of 


made a wise decision to stop paying homage at the shrine. 


which probably came from a 


who had 
Germany and Italy. 


the claim that the enshrinement of Class-A war criminals at 


Column 4 
it created the issue of whether the emperor\'s visit to the 


and that Emperor Showa\'s cessation of his shrine visits 
as a Sankei Shimbun editorial put 


it is not possible to do 


before being told to do so by China or South Korea. 


2006 


the 


this issue has 
resulting in 


Column 4 


the emperor found it difficult to visit. The Tomita memo 


as well as his desire to 


Britain 


but his deep sorrow and regret remained unchanged. 
the emperor attended the Aug. 15 memorial 


paying homage at Yasukuni Shrine 


in addition to that in 
is also critical of the enshrinement of war 


backed by hot line between Prime Minister\'s Official Residence 


2006 


Washington 


Column 4 
Presidential Assistant for National 


Hadley kept in contact with Abe. This contact 


the US Eastern Time 
who was then abroad 
and Ambassador to the UN Bolton 


Rice told Bolton: VI will leave when to put 


Abe met with US Ambassador to Japan Schieffer and the 
a reference 


and before becoming 

he served as under secretary of State for arms 
the State Department repeatedly pointed out 
the 


some in the Japanese government voiced this concern: \"The 


the Bush 


Hadley told Abe: 
\'lf more time were given to us 


Japan and the US 


there had been 


when Abe visited the US as 
he met 


Column 4 
the two worked іп close coordination in 


the Kantei 


but the stronger reason is that Hadley and 


Ambassador Schieffer telephoned Abe and thanked 


including North Korea 


2006 
Japan has 


Trade and Industry (МЕТІ) 
has decided to 


visiting 


Column 4 
Nikai decided to dispatch a delegation headed by a senior 


saying: \"It is necessary for the government to show its 


which 


uncertainty is now 


recording 


but the US normalized diplomatic ties with Libya this 


Teikoku Oil Co. 


five companies - these two companies 
Inpex Corporation 


as well 


not limited to energy.\" 


7/21/2006 8:20 
7/21/2006 8:29 


Column 4 
albeit discrete 


their city cousins include many 


special program coordinator at Payap 
when she 


eats halal food 


a Christian 


Kannaporn wrote an impassioned 


eat 
and get religious education. She praised the 


the mosque leader called the Consul General to the 


can the U.S. send English teachers to the 
and why is it so hard for Muslims to get visas? 


Column 4 


work 


locally relevant Islam that lives side 
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Croatian Ambassador to the US 


Croatian Ambassador to NATO Davor Bozinovic 


at which A/S Fried was joined by the Ambassador. 


but nevertheless keeps saying publicly that this 


s interest in the issue -- Russia cares 


which is not a gift or entitlement; our message to 


he 


not 


she said 


Column 4 
the current 


despite the territorial Claims on 


a Radical-led government would represent a real 


he will want a Kosovo solution imposed on 


which 


press Belgrade 
and then wait for election of a 
however 


he said. 


as well as 


Column 4 
it must be earned. Ceku 


but Belgrade has been blocking the 
so the Kosovar authorities 


not just an Article 5 


he noted. 


and this issue still blocks expanded Serbian 


but that he faced 
especially in the security 


Column 4 
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who is organizing the 
is still optimistic 


Legislative Yuan Member 
of the Pan-Blue People First Party (PFP) 


President Chen 
effective opening\" 


the Executive Yuan announced during a July 19 


Column 4 


Tsai agreed that the 


whose CEPD is charged with 
told econoffs on July 20 that he 


both of the PFP 


Hu 


but 


Column 4 
Hu claimed that а case-by-case approach 


but the conference recommendations he described 


this may be the 


even 
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not 


starting 


and 


including 


anda 


Column 4 


that 


and that the CFE Treaty 


which they characterized as a \"small 
but a sign of crucial support to Georgia. 


whom Volker 


\"We must not lose Serbia.\" Lajcak 


urged EU members to give the proposal serious 
and suggested NATO offer Serbia conditional 


\"We must prevent Serbia\'s 


the У10 came to a quick consensus that NATO 


Column 4 


contribution to 


saying that it was very helpful that the EU\'s 


Iraq 


and encouraged others to join the Hungarian 


\"Host country 


where they all 
emphasized that they were working towards NATO 
and would welcome positive signals from NATO to 


Macedonia 


and Montenegro join the Adriatic Charter 


which he 
but as a mechanism to prepare 


Column 4 
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which was originally а 


which chronicles 


who cautioned against 
to visit the museum. 


which they feel really cemented economic ties between 


they are swallowing that in hopes of 
though 
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there would be no 


Column 4 


Hamid explained 
and waiting for the Israeli soldiers 
Hamid said. He argued that 


but acts of 
and Israel\'s 


he appealed to the American sense of 


but about regional stability in the Middle 


and that this would further frustrate 


but he first appealed to the 


\" Hamid concluded 
and we 


they also need to avoid civilian 
he added 
Iran and Syria 


to avoid repeated violence in the future. 


Column 4 
he added 


extremist 
and there would be no 
and the Secretary 


who looked surprised at this news 
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as an AU 
most sessions were closed; 
these are the outcomes as collected by a DRL 


declarations 


and the Court of 
into a unified African Court 


civil society organizations (CSOs) from 19 African 


with particular reference to the African 


Column 4 


quality 
dependable information is hard to obtain -- even 


enact freedom of information laws 


Discrimination and Participation: The 


after the absence of such 
CSOs expressed 


without the need for 
which it currently requires. 


APRM 


Column 4 


not sponsored by the AU 


because they 


The Gambia 
and Zambia) were represented at this 


they recommended that AU members 


a widely popular program 


the 


at the Summit 


realign NEPAD with its original objectives 
the Heads of State decided to 


AU Commission Chairperson Alpha 
the Chairman of the NEPAD Heads of State and 


President Mbeki of South Africa 


and the Vice-Chairpersons of the 


the African 


Column 4 


including the adoption of supplementary 
such as the African Charter on the Rights and 
and the Protocols on the 


and reaffirm our confidence in the ACHPR.\" 


an African Union panel decided that 
rather than extradited to Belgium to face 
after he took 


000 people and 
000 others. 


Habre was first charged with human rights 
the court ruled 

and no African 

a Belgium court 

under a law allowing 


the AU panel recommended that Senegal pass 


NGOs 


Column 4 


1998 
which entered into force on January 25 


2003. At the Summit in Banjul 


11 of 


at any time 


and a Human Rights 


The Gambia. 


the DRL Officer was 


Eritrea 


Column 4 


which lacks detail. Post is seeking 
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California and the 
Indonesia. 
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pro-independence 
but should complete the four-year mandate he 


pro-unification 
suggested that the DPP bravely face Chen and the party\'s 


000] 


a Clear line that the Executive Yuan must grasp in 


which is under the 
as stipulated in the Constitution. This 


itis 


and the Executive Yuan is simply the government agency 


which leans 
the government must not 


the ruling authorities 
Be Patient policy on cross-Strait trade 
and replaced it with an ambiguous slogan of 


Column 4 

Effective Management." With some implementation 
the government actually paid attention to the Vproactive 
which led to the undesirable consequences of 


or it will become a historical sinner 


English-language \"Taipei Times\" [circulation: 
000] editorialized (7/21): 


with serious personal problems at 


speeding up the next stage of financial reform 
bringing the 


the list of things to do is long 


English-language \"Taiwan News\" [circulation: 
000] noted in an editorial (7/21): 


the 


we also oppose the resignation of President 
we argue from the standpoints of political 
that Chen 

2004. ... 

freedom 


peace 


whose favorite party remains the 


Column 4 
the DPP must respond to the concerns of 


without which 


pro-unification 
000] said in an editorial (7/21): 


almost every DPP member is aware now that Chen 


this case has imposed the death penalty on the party. DPP 
and the party\'s heavyweights 
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like Germany.\" The United States has 
\"yet does not 
\"he stated. Japan hopes that it will 


he 
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followers of the congregation staged 


the Bac Giang Provincial People\'s 


Pol intern met with Thich Thanh Tu 
and Thich Minh Tien 


Column 4 


\"he complained. Tien further argued that no demonstrations 
since there are only 50 clergy members in 


\"lay-followers did not want the monk to reap the 
because it is very attractive.\" Despite 
Tu did not elaborate but simply added 


Vhe got a cold and passed away very quickly 


Tu 
also from Ha Tay Province 


the VBS refused to comply and local authorities arrested 


Tu dismissed the claim and 


\"he asserted. Tien further 
as a delegate of the National Assembly 


the Supreme People\'s Court 


Column 4 


the VBS 


their account supports the allegation that several 


the GVN requires all Buddhist monks to work 
Vietnam\'s legacy Buddhist organization 
including Thich 


have been detained or have lived under State surveillance 


the GVN ended Thich Quang Do\'s detention and several 


including 
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stabilization 


a 100 percent increase). 


agreeing in October 2005 to 
amounting to 2.4 


providing 


Italy has contributed 1 million Euro 
a seven-member Italian 


Column 4 


000 Iraqi security forces 


which provides training for senior 


2006 


and intends to provide a third course this year for an 
000 Euro. 


is an independent international 


along with Egypt 
provides most of the MFO funding. The MFO\'s 
Ambassador Jim Larocco 


s mission is to supervise the implementation of 


including Italy 

in addition 

has provided the 

s Coastal Patrol Unit since 1982 


the MFO Force Commander in the 
Brigadier General Roberto 
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but based on our experience and 
and our position as OIC chairman 
there is a strong case 


Column 4 


on behalf of the Non-Aligned Movement (МАМ) 
released a statement on the 
criticizing \"Israel\'s brutal 


\" and urging \"Israel to cease all military 


and he 


Hamid called the U.S. 
and Russian Ambassadors and the British High 


the Malay language papers have been highly critical 
and secondarily of the United States 


Malay newspapers feature front-page pictures of 


the United Malays National 
Utusan Malaysia 


Column 4 


Prime Minister Abdullah\'s son іп law and deputy president 
Khairy Jamaluddin 


making a plea for 


about the 500 people who turned up at the Embassy this 


Foreign Minister Hamid 


and 
contrasts with Malaysia\'s 


Government policy on the Middle East is 


particularly 


and the GOM generally feels compelled to 


but we do 
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my brother 


the 


where daily contacts 


Column 4 


we аге doing what we should do and аге struggling more 


\" he said. 


but acting 
\"like Japan 


OTHER RESPONSES 


the DPRK could 

there was \"some 

test medium-range 

or display a thermo-nuclear device to journalists 


such as 


which is held annually in Pyongyang 


and there was nothing in the ROK laws 
the government 
but only after an intelligence 


Column 4 


the government would likely be more 
he said. 


especially in light of 
it 


EVEN IF FIVE ATTEND 


2005 Joint Statement. 
Park said 


around fifteen officers 
work in the liaison 
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which 


Column 4 
Heo Jin-jae from Gallup Korea told us that 
South Korean citizens seemed 


while Japan 

but too aggressively. Maeil Economy News 
found 

556 respondents so far 


91 


the ROKG should strongly oppose Japan\'s discussion 


\"It is ош fault. Starting 

we kept giving them (NK) so much and 
a store clerk in 

\"We have spoiled North Korea and now 


some people lamented the ROKG\'s 


VI don\'t know what to 
but at the same time 

a тап in his thirties said 
it will collapse. If the 


the greatest burden will fall on our 


but we cannot isolate the North or we lose any 


Column 4 


in particular 


\"| am suspicious of Japan\'s 
you know that 


saying that \"Japan has never been a good neighbor. 
it takes on a self-righteous 


there is little sense of panic 


there are relatively few people 
itis 


the fear of 


Daisy Kim 
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as well as caring for the 
its 

relying 


and is applying this year for official registration 


INGOs and UN 


Column 4 


we inform these 
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though 
nonetheless sided with 


Estonia 

Romania); Group lll (Brazil 
India 

UAE). Interestingly 

but did not get elected. 


during the 
the French Senate approved both 
moving both instruments one step 


China 
offered to host the next GA of States Parties 


among other things 


\" (as defined by 


the Committee\'s implementation of 


Column 4 


it is possible the two 


the 
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key legislation to pass (including the 


journalists 
lawyers 


which include: 


which we assist with our 
primarily in Muslim 


and working on 


but it is 


Column 4 


and the Filipinos intend to add two more іп the 


the multi-year Capability Upgrade 


new equipment 


all of which have now been delivered. An 


Florida 


notably counterterrorism 
and counter-narcotics. This watershed 


capability upgrades 


Column 4 


who remain under the 


with the 


this relationship is 


the Bureau of Customs 


we could see more domestic and 


with over $16 billion in two-way merchandise 
grew by about 60% over 

and agriculture. We are also the largest foreign 
including banking 


consumer goods 


the Philippines has made 


Column 4 


with a population growth rate of 2.3% 


improved management of natural resources 

and strengthening the peace process in Mindanao by 
improving 

promoting economic growth 


improving farm to market 


Secretary 
and Secretary Favila 


Column 4 


as will President Arroyo\'s 


based on common values 


including in reinforcing the respect for civilian 


and we are 


especially 


as well as damage investor 


but it is 


Column 4 
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which will include testimony by the four 


but a third apparently has left 


INQ7.net 


the Working Group 


and to one 


both of which 
and 


citizen services 


Regional Security Office (RSO) 
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Column 4 
the INP stood up the Central 


a temporary 
a 


including last year\'s 


Lilik Purwanto (aka Haris) 


and we later obtained 
а reformed ex-JI Mantigi III head who 


each suspect separately described in detail his 
uniformly citing 

who has extensively researched militant 

the three suspects are listed as Jl 


Mat Ucang 


Abas told us he knew them from his 


and later asa 
Abas met with the three 


leading to the 


he headed JI\'s Poso wakalah. Hasanudin 


Column 4 
а well 


а 
А! Атапаһ 


the July 
and the November 2004 


both of whom were 


and his confession suggests he has been deeply and 


the 2005 Tentena bombing 
Irwan is also from 


Asrudin). Taufik was arrested May 8 in Palu and is 


the wife of a TNI soldier assigned to Sulawesi 


a Javanese Jl member 
topped the INP\'s wanted list in Central 


Column 4 


many of the radical ustadz 


Mamoto told us that Adnan Arsal 
was publicly 


Mere told us July 14 


who is originally from Sulawesi 


when angry villagers had chased 
an 
Mere noted. 


not make an 


as did Team Bomb Commander 
to brief ТМІ on the details and 
both TNI and 


religious leaders 


Column 4 


a point Mere optimistically expects 
the INP will move to arrest the 


reviving the 


and bringing in moderate Islamic ustadz to 


Mere told us the INP continued to seek 


Law 


but so far had seen 


lack of a unified front 


the noticeable absence 


despite INP optimism 
and the GOIVs attention span has 


emotions on both sides run deep 
with the 
like Java and Madura. A 


if it comes to 
may further raise tensions as 


Column 4 
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most notably in 2001 after the South raised its alert 
and again in 2004 


only to be resumed after the South 
then Special Presidential 


to see North Korean leader 


some press have speculated that when the next round 
yet to be scheduled 

in his 

to seek a meeting with Kim 


Um said that it was too soon for that kind of 
but over time it would be expected to 


including Rim of the Pacific Exercises (RIMPAC) in 
would 


to suspend family reunions 


Column 4 
it would probably cost the 


the North might feel some pressure to get fertilizer 


so he might have less confidence or even less 
Um said. 


Um stated that 


\" adding that it was 


the ROKG might want to 


even if it would not ban 
the A/DCM said. 


Column 4 
7/21/2006 10:03 
\" joking that he could describe this to 


he cautioned that 


some in Czech society would use the media to call for 


Security Policy 


Smigolova said that with a newspaper 


Japan\'s cooperation 


because they would realize that they were not 


perhaps by 


government then public representatives 


and agreed to stay in close contact. 


rather than 


and 


Column 4 


indicating that they would 
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is focused on neutralizing High Value Targets 


Secretary of National Defense 


saying that it was \"a big plus\" to the common goal 


should the need arise 


\" Cruz said 


Column 4 


Сги2 


and that he 


000 insurgents in 1987 to 4 


Cruz said 
currently estimated at 7 


\" Cruz concluded. 


it will require a sustained 


other officials differ. The incoming Chief 
Lieutenant General Esperon 
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employees 


2003. Additional attacks have been thwarted by the 


Column 4 


the potential for violence against American 


restaurants 
movie theaters and public areas. Such targets may 


such as casinos or places 


24 hours a day 


pick 
purse snatching 


but in 


visitors 


especially in outdoor shopping areas 
and in transportation centers. Taxis 
city buses are not 


Column 4 
апа 


or an 
or experience any security-related incident 
please report the incident to 


from time to time receive threatening phone 
e-mails and harassing letters/faxes. Should you 
contact marine post one 

the mission has received 


demonstrations do occur with some frequency in 


always be alert to their surroundings and avoid large 


PSC 


women should not travel alone and 


Column 4 


restaurants апа 
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the rest of the media has remained silent. Тһе NDA does 


to mount serious verbal attacks 
combat terrorism 


Right and regional parties will 
it may 


leaving little impetus for 


the Left Front (LF) accused the UPA of \"failure\" to 


Column 4 
the UPA 


including suicides 
food crisis 


curb terrorism or provide 


and July 21 press reports made no 


however 


\" it then plans to \"adjourn\" the tabled 


national security (terrorism and the 
inflation and price increases on 
corruption (including 


as unconstitutional (Ref A). However 


allow current serving MP\'s 


include a compromise 


Column 4 
allowances and 


the ruling party in Uttar 
continues to support the UPA from outside 


Bahujan Samaj Party 


the Telegana 
an Andhra Pradesh (AP) regional party 
issued an ultimatum 


as anti-UPA sentiment has 


the controversy surrounding the US/India 
the petroleum price hike 
as well as serious allegations of UPA 


almost no one is willing to predict that 


the NDA has only 171 seats. It would have to garner 265 


the NDA would fall short 


the BJP has no charismatic Prime 


Column 4 


апа there is little interest in Parliament for а 


with a wide swath of Left 
as many anticipate 

the 

weak and on the defensive 


the UPA could then become more and more focused 
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Director General of the Maharashtra 
told us on July 19 (reftel) that investigators were 


on of whom he called \"Mumtaz.\" 


\"Kamal\" played an important 
Pasricha told 

\" along 
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VZCZCXRO8718RR RUEHGHDE RUEHIN #2388/01 1950629ZNR UUUUU ZZHR 140629Z JUL O6FM AIT TAIPE 


VZCZCXYZ0019PP RUEHWEBDE RUEHTU #1776 1950629ZNY ССССС ZZHP 1406297 JUL 06FM AMEMBAS: 


Column 9 


VZCZCXRO8711PP RUEHDBUDE RUEHMO #7493/01 1950642ZNY ССССС ZZHP 1406427 JUL 06ЕМ АМЕМЕ 


Column 9 


VZCZCXRO8720PP RUEHROVDE RUEHDS #1924/01 1950645ZNY ССССС ZZHP 1406457 JUL 06ЕМ АМЕМВ 


Column 9 


VZCZCXRO8715RR RUEHLMCDE RUEHLM #1160/01 1950646ZNR 00000 ZZHR 1406467 JUL 06FM AMEME 


Column 9 


VZCZCXYZ0012PP RUEHWEBDE RUEHUL #2351 1950655ZNY ССССС ZZHP 1406557 JUL 06FM AMEMBAS: 
VZCZCXYZ0007RR RUEHWEBDE RUEHDS #1925 1950700ZNR UUUUU ZZHR 140700Z JUL O6FM AMEMBAS 
VZCZCXRO8728RR RUEHCN RUEHGH RUEHHM RUEHLN RUEHMA RUEHPBDE RUEHGZ #1232/01 1950701 


Column 9 


VZCZCXRO8733RR RUEHATDE RUEHTC #1552/01 1950706ZNR 00000 ZZHR 1407067 JUL 06FM АМЕМВА 
O 140722Z JUL 06FM AMEMBASSY BEIJINGTO SECSTATE WASHDC IMMEDIATE 1682INFO CHINA POSTS С 


Column 9 


VZCZCXRO878200 RUEHBC RUEHDE RUEHKUKDE RUEHRO #2006/01 19507507МҮ 55555 ZZHO 140750: 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available. 


VZCZCXYZ0004RR RUEHWEBDE RUEHIN #2401/01 1950833ZNR UUUUU ZZHR 140833Z JUL O6FM AIT TAIF 


Column 9 


VZCZCXRO892000 RUEHRGDE RUEHSO #0765 1950859ZNR 00000 ZZHO 1408597 JUL 06FM AMCONSU 
VZCZCXRO8844PP RUEHFK RUEHKSO RUEHNAG RUEHNHDE RUEHKO #3952/01 1950905ZNR UUUUU ZZ 


Column 9 


VZCZCXRO8858PP ВОЕННМ RUEHLN RUEHMA RUEHPBDE RUEHKO #3953 1950905ZNR UUUUU ZZHP 14 
VZCZCXRO8883RR RUEHCHI RUEHDT RUEHHMDE RUEHJA #8854 1950920ZNR UUUUU ZZHR 140920Z JU 
VZCZCXRO890600 RUEHBC RUEHDE RUEHKUKDE RUEHTU #1785 1950937ZNY ССССС ZZHO 140937Z J 


Column 9 


VZCZCXRO8900PP RUEHDU RUEHJO RUEHRNDE RUEHMR #0334 1950942ZNR 00000 ZZHP 140942Z JU 


Column 9 


VZCZCXRO891800 ВОЕНВС RUEHDE RUEHKUKDE RUEHAD #2886 1951001ZNY CCCCC ZZHO 141001Z J 


VZCZCXRO892400 RUEHAG RUEHBC RUEHDE RUEHKUKDE RUEHLB #2386/01 1951013ZNY ССССС ZZH 


Column 9 


VZCZCXYZ000000 RUEHWEBDE RUEHML #2962 1951014ZNR 00000 ZZHO 1410142 JUL 06ЕМ АМЕМВАС 
VZCZCXYZ000100 RUEHWEBDE RUEHUL #2362/01 1951016ZNY CCCCC 77НО 141016Z JUL 06ЕМ АМЕМЕ 


Column 9 


VZCZCXRO893700 RUEHAG RUEHBC RUEHDE RUEHKUKDE RUEHLB #2387/01 19510227МҮ ССССС 22Н 


Column 9 


VZCZCXRO8956RR RUEHCHI RUEHDT RUEHHMDE RUEHBK #4212/01 1951033ZNR 00000 ZZHR 1410332 


Column 9 


VZCZCXYZ0020RR RUEHWEBDE RUEHNE #4968 1951038ZNR UUUUU ZZHR 1410382 JUL 06FM AMEMBAS 
VZCZCXRO898600 RUEHCHI RUEHDT RUEHHMDE RUEHJA #8858/01 1951059ZNY ССССС ZZHO 1410592 
This record is a partial extract of the original cable. The full text of the original cable is not available. 


Column 9 


VZCZCXRO899500 RUEHBI RUEHCI RUEHLH RUEHPWDE RUEHNE #4973/01 1951121ZNY 55555 ZZHO 1 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available. 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available. 


Column 9 


VZCZCXRO906900 RUEHBC RUEHDE RUEHKUKDE RUEHRB #1341 1951207ZNY ССССС ZZHO 141207Z J 
VZCZCXRO9095RR RUEHASTDE RUEHSQ #0668/01 1951207ZNR UUUUU ZZHR 141207Z JUL O6FM AMEME 


Column 9 


VZCZCXRO9112PP RUEHDBU RUEHFL RUEHKW RUEHLA RUEHROV RUEHSRDE RUEHNC #1112 1951215; 


Column 9 


VZCZCXRO352800 RUEHDBUDE RUEHIL #3519/01 1951216ZNY ССССС ZZHO 1412167 JUL O6FM AMEMB; 


Column 9 


VZCZCXRO910800 RUEHDBU RUEHFL RUEHKW RUEHLA RUEHROVDE RUEHPG #0803/01 1951231ZNY S 


VZCZCXRO9114PP RUEHDBU RUEHFL RUEHKW RUEHLA RUEHROV RUEHSRDE RUEHSL #0577/01 19512 
VZCZCXYZ0016PP RUEHWEBDE RUEHTO #1559 1951239ZNY ССССС ZZHP 141239Z JUL 06FM AMEMBAS: 
VZCZCXYZ0014RR RUEHWEBDE RUEHWN #1223 1951241ZNR UUUUU ZZHR 141241Z JUL O6FM АМЕМВА: 
VZCZCXRO9117RR RUEHASTDE RUEHPG #0804 1951242ZNR UUUUU ZZHR 141242Z JUL 06FM AMEMBAS 
VZCZCXYZ000000 RUEHWEBDE RUEHBS #2463/01 1951248ZNY CCCCC ZZHO 1412487 JUL 06FM AMEME 


Column 9 


VZCZCXYZ000000 RUEHWEBDE RUEHNC #1113 1951250ZNR 00000 77НО 1412507 JUL 06FM AMEMBAS 


Column 9 


VZCZCXRO913500 RUEHDBU RUEHFL RUEHKW RUEHLA RUEHROV RUEHSRDE RUEHSQ #0669/01 1951 


Column 9 


VZCZCXRO9119RR ВОЕНВС RUEHDE RUEHKUKDE RUEHNK #0885 1951251ZNY ССССС ZZHR 141251Z Jl 
VZCZCXRO912600 RUEHDBU RUEHFL RUEHKW RUEHLA RUEHROV RUEHSRDE RUEHPG #0806 195125: 


Column 9 


VZCZCXRO918700 RUEHRGDE RUEHBR #1429 1951256ZNR 00000 ZZHO 1412567 JUL 06FM AMEMBAS: 
VZCZCXRO9133RR RUEHDBU RUEHFL RUEHKW RUEHLA RUEHROV RUEHSRDE RUEHPG #0807 1951304 


Column 9 


VZCZCXYZ002400 RUEHWEBDE RUEHSO #0766 1951309ZNR 00000 77НО 1413097 JUL 06FM AMCONSI 


VZCZCXRO9149RR RUEHDBU RUEHFL RUEHKW RUEHLA RUEHROV RUEHSRDE RUEHAK #41 20/01 1951: 


Column 9 


VZCZCXRO9134RR RUEHDBUDE RUEHDBU #1329 1951318ZNY CCCCC ZZHR 1413187 JUL 06FM AMEMBA 
VZCZCXYZ0047PP RUEHWEBDE RUEHSG #1511 1951319ZNR UUUUU ZZHP 141319Z JUL 06FM AMEMBAS 
VZCZCXYZ0049RR RUEHWEBDE RUEHKB #1034/01 1951324ZNR UUUUU ZZHR 141324Z JUL 06FM АМЕМЕ 


VZCZCXRO915100 RUEHBC RUEHDBU RUEHDE RUEHKUK RUEHLH RUEHPWDE RUEHROV #0134/01 19: 


Column 9 


VZCZCXRO9154RR RUEHDADE RUEHDA #0164/01 1951327ZNR 00000 ZZHR 1413272 JUL 06FM AMCONE 


Column 9 


VZCZCXYZ0004PP RUEHWEBDE RUEHTI #0747 1951327ZNR 00000 ΖΖΗ (CCY ADF50242 0751877 538)P 


AL 


Column 9 
VZCZCXRO916400 RUEHAG RUEHBC RUEHDE RUEHKUKDE RUEHLB #2390/01 1951329ZNY CCCCC ZZH 


Column 9 


VZCZCXYZ0001PP RUEHWEBDE RUEHSK #0731/01 1951337ZNY ССССС ZZHP 141337Z JUL 06FM AMEMB. 


Column 9 


VZCZCXYZ0012RR RUEHWEBDE RUEHBS #2466 1951339ZNR 00000 ZZHR 1413397 JUL 06FM AMEMBAS 
VZCZCXRO9221PP RUEHASTDE RUEHVB #0846 1951341ZNR UUUUU ZZHP 141341Z JUL 06ЕМ AMEMBAS: 


VZCZCXRO9224RR RUEHDBU RUEHFL RUEHKW RUEHLA RUEHROV RUEHSRDE RUEHVB #0847 1951342 
VZCZCXRO9172PP RUEHBI RUEHCI RUEHLH RUEHPWDE RUEHBI #1310/01 1951347ZNY CCCCC ZZHP R 


Column 9 


nullDiana Т Fritz 08/26/2006 04:56:44 РМ From DB/Inbox: Search ResultsCable Text: 


Column 9 


VZCZCXYZ0004PP RUEHWEBDE RUEHHE #0665 1951353ZNR 00000 ZZHP 1419537 JUL 06FM AMEMBAS 


Column 9 


VZCZCXRO9192PP RUEHAG RUEHAP RUEHDE RUEHDF RUEHGI RUEHHM RUEHIK RUEHLZ RUEHMRRUI 


Column 9 


VZCZCXYZ0006RR RUEHWEBDE RUEHHE #0667 1951357ZNR 00000 ZZHR 1413572 JUL 06FM AMEMBAS 


Column 9 


VZCZCXRO920200 RUEHBI RUEHCI RUEHLH RUEHPWDE RUEHNE #4989/01 1951404ZNY CCCCC ZZHO : 


Column 9 


VZCZCXRO9211RR RUEHDADE RUEHAK #4129/01 1951413ZNR 00000 ZZHR 1414137 JUL 06FM АМЕМВА 
VZCZCXRO9327RR RUEHAGDE RUEHVL #0663 19514157МҮ ССССС ZZHR 141415Z JUL 06FM AMEMBASS 


VZCZCXYZ000000 RUEHWEBDE RUEHJM #2937/01 1951425ZNY ССССС ΖΖΗΟ 141425Z JUL 06FM ΑΜΟΟΝ 


Column 9 


VZCZCXRO3660RR RUEHDBUDE RUEHTA #2564/01 1951428ZNR 00000 ZZHR 1414287 JUL 06FM AMEMB 


Column 9 


VZCZCXYZ0018RR RUEHWEBDE RUEHTH #1836/01 1951447ZNR 00000 ZZHR 141447Z JUL 06FM AMEME 


Column 9 


VZCZCXRO9243PP RUEHMA RUEHPADE RUEHUJA #1826/01 1951449ZNR 00000 ZZHP 1414497 JUL 06ҒА 


Column 9 


VZCZCXYZ0009PP RUEHWEBDE RUEHNC #1114/01 1951449ZNY ССССС ZZHP 1414497 JUL 06FM AMEMB, 


Column 9 


VZCZCXRO0078PP RUEHDBU RUEHFL RUEHKW RUEHLA RUEHROV RUEHSRDE RUEHSF #0986/01 19514 


Column 9 


VZCZCXRO9294PP RUEHBC RUEHDE RUEHIHL RUEHKUKDE RUEHSL #0584/01 1951503ZNY CCCCC ZZHI 


Column 9 


VZCZCXYZ0008RR RUEHWEBDE RUEHBS #2470 1951511ZNR 00000 ZZHR 1415117 JUL 06FM AMEMBAS 


VZCZCXRO9223RR RUEHASTDE RUEHBM #1132 1951514ZNR UUUUU ZZHR 141514Z JUL 06ЕМ AMEMBAS 
VZCZCXYZ0046PP RUEHWEBDE RUEHTO #1562 1951514ZNY CCCCC ZZHP 141514Z JUL 06FM AMEMBAS: 
VZCZCXRO9230PP RUEHASTDE RUEHBM #1133/01 1951518ZNR UUUUU ZZHP 141518Z JUL 06FM АМЕМВ 


Column 9 


nulCONFIDENTIAL BERLIN 01993SIPDISCXBERLIN: ACTION: POL INFO: JIS DAO CHRON DC 


VZCZCXRO9362PP RUEHAG RUEHKWDE RUEHLI #1425 1951603ZNY ССССС ZZHP 141603Z JUL 06FM AM 
VZCZCXRO9370PP RUEHASTDE RUEHDL #0838 1951628ZNR UUUUU ZZHP 1416287 JUL 06FM AMEMBAS: 
VZCZCXRO937100 RUEHFL RUEHNPDE RUEHRO #2013/01 1951629ZNY CCCCC ZZHO 141629Z JUL 06ЕМ 


Column 9 


This record is а partial extract of the original cable. The full text of the original cable is not available. 

VZCZCXYZ0014RR RUEHWEBDE RUEHME #3904/01 1951631ZNR UUUUU ZZHR 1416312 JUL 06ЕМ AMEME 
VZCZCXYZ0000RR RUEHWEBDE RUEHAB #0758 1951632ZNR UUUUU ZZHR 141632Z JUL 06FM AMEMBAS 
VZCZCXRO9389PP RUEHAGDE RUEHCV #2104/01 1951636ZNY CCCCC ZZHP 141636Z JUL 06FM АМЕМВА 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available. 
VZCZCXRO9378PP RUEHAG RUEHDBU RUEHFL RUEHKW RUEHLA RUEHROV RUEHSRDE RUEHDL #0835 


Column 9 


VZCZCXRO9429RR RUEHPADE RUEHOS #0991 1951642ZNY ССССС ZZHR 1416427 JUL 06FM AMCONSUL 
VZCZCXRO9406PP RUEHAG RUEHBC RUEHDE RUEHIHL RUEHKUKDE RUEHTH #1838/01 1951652ZNY СС 


Column 9 


VZCZCXRO9455PP RUEHPADE RUEHAB #0759/01 1951653ZNY CCCCC ΖΖΗΡ 1416537 JUL 06FM АМЕМВА: 


Column 9 


VZCZCXYZ0005PP RUEHWEBDE RUEHTH #1839/01 1951657ZNY ССССС ZZHP 1416577 JUL 06FM AMEMB. 


Column 9 


VZCZCXYZ0001RR RUEHWEBDE RUEHBS #2476 1951658ZNY ССССС ZZHR 1416587 JUL 06FM AMEMBAS 
VZCZCXRO9415PP RUEHROVDE RUEHKH #1666 1951704ZNY CCCCC ZZHP 141704Z JUL 06FM AMEMBAS 
VZCZCXYZ0007RR RUEHWEBDE RUEHAB #0760 1951721ZNY CCCCC ZZHR 141721Z JUL 06FM AMEMBAS 
VZCZCXRO9433RR RUEHCD RUEHGD RUEHHO RUEHMC RUEHNG RUEHNL RUEHRD RUEHRS RUEHTMI 


Column 9 


VZCZCXRO9440RR RUEHCD RUEHGD RUEHHO RUEHMC RUEHNG RUEHNL RUEHRD RUEHRS RUEHTMI 


Column 9 


VZCZCXYZ0021PP RUEHWEBDE RUEHRB #1344 1951810ZNR 00000 ZZHP 1418107 JUL 06FM AMEMBAS 
VZCZCXYZ000100 RUEHWEBDE RUEHQT #1722/01 1951828ZNR UUUUU ZZHO 1418287 JUL 06FM АМЕМІ 
VZCZCXRO955300 RUEHRGDE RUEHSO #0771/01 1951832ZNR UUUUU ZZHO 141832Z JUL 06FM AMCON 


Column 9 


VZCZCXRO950400 RUEHBC RUEHDE RUEHIHL RUEHKUKDE RUEHGB #2511 1951843ZNY CCCCC ZZHO 
VZCZCXRO9522PP RUEHBC RUEHDE RUEHIHL RUEHKUKDE RUEHGB #2512 1951854ZNY ССССС ZZHP 1 


Column 9 


VZCZCXRO9483RR RUEHCD RUEHGD RUEHHO RUEHMC RUEHNG RUEHNL RUEHRD RUEHRS RUEHTMI 


Column 9 


VZCZCXRO951200 RUEHATDE RUEHC #5971/01 1951901ZNR 00000 77НО 1418567 JUL 06ЕМ SECSTATI 


Column 9 


VZCZCXRO1018RR RUEHAODE RUEHPO #0442 1951900ZNY ССССС ZZHR 1419007 JUL 06 ZDS PER HSD 
VZCZCXYZ001100 RUEHWEBDE RUCNDT #1365 1951909ZNR UUUUU ZZHO 141909Ζ JUL 06FM USMISSIC 


VZCZCXRO4399RR RUEHQUDE RUEHPU #1277 1951919ZNY ССССС ZZHR 141919Z JUL 06 ZFR ZDKFM А! 
VZCZCXYZ0000PP RUEHWEBDE RUEHBO #6406 1951920ZNY ССССС ZZHP 141920Z JUL 06FM AMEMBAS 
VZCZCXRO9549RR RUEHQUDE RUEHPU #1278/01 1951921ZNR UUUUU ZZHR 141921Z JUL O6FM AMEMB/ 
VZCZCXYZ0006RR RUEHWEBDE RUEHMU #1552/01 1951949ZNR UUUUU ZZHR 1419497 JUL 06FM АМЕМІ 


Column 9 


VZCZCXYZ0001PP RUEHWEBDE RUEHSP #0841 1951951ZNY ССССС ZZHP 14195127 JUL 06FM AMEMBAS: 
VZCZCXYZ0002PP RUEHWEBDE RUEHBU #1566/01 1952004ZNY ССССС ZZHP 142004Z JUL 06FM AMEMB 


Column 9 


VZCZCXYZ000000 RUEHWEBDE RUEHPU #1279/01 1952014ZNY CCCCC ZZHO 1420147 JUL 06FM AMEME 


Column 9 


VZCZCXYZ0015PP RUEHWEBDE RUEHBU #1567 1952016ZNR 00000 ZZHP 1420167 JUL 06FM AMEMBAS 


Column 9 


VZCZCXYZ0000PP RUEHWEBDE RUEHLP #1936/01 1952054ZNR 00000 ZZHP 1420547 JUL 06FM AMEMB, 


VZCZCXRO959700 RUEHBC RUEHDE RUEHKUKDE RUCNDT #1366/01 1952101ZNR UUUUU ZZHO 142101 


Column 9 


VZCZCXYZ0006PP RUEHWEBDE RUEHWN #1235 1952104ZNY ССССС ZZHP 1421047 JUL 06FM AMEMBAS 
VZCZCXYZO000RR RUEHWEBDE RUEHBU #1571/01 1952109ZNY CCCCC ZZHR 1421097 JUL 06FM AMEME 


Column 9 


VZCZCXRO9579RR RUEHGA RUEHHA RUEHQU RUEHVCDE RUEHOT #2149 1952127ZNR 00000 ZZHR 14 


Column 9 


VZCZCXYZ0000PP RUEHWEBDE RUEHWN #1236/01 1952145ZNY ССССС ΖΖΗΡ 1421457 JUL 06FM AMEME 


Column 9 


R 1422067 JUL 06FM SECSTATE WASHDCTO AMEMBASSY ABUJA AMEMBASSY ADDIS ABABA AMEMBASS 


Column 9 


VZCZCXYZ0012PP RUEHWEBDE RUEHDG #2314 1952241ZNY ССССС ΖΖΗΡ 1422412 JUL 06FM AMEMBAS 
VZCZCXYZ0007RR RUEHWEBDE RUEHDG #2315 1952243ZNR UUUUU ZZHR 142243Z JUL 06FM АМЕМВАС 


VZCZCXYZ0011PP RUEHWEBDE RUEHSJ #1569 1952255ZNR UUUUU ΖΖΗΡ 142255Z JUL 06FM AMEMBASS 


Column 9 


VZCZCXYZ000200 RUEHWEBDE RUEHKU #2828/01 1960834ZNR 00000 ZZHO 1508347 JUL 06FM АМЕМІ 
VZCZCXRO974500 RUEHBC RUEHDE RUEHKUKDE RUEHKU #2831/01 1960938ZNR UUUUU ZZHO 150938 


Column 9 


VZCZCXYZ000000 RUEHWEBDE RUEHGB #2516 1961009ZNR 00000 ZZHO 1510097 JUL 06FM АМЕМВА: 
VZCZCXRO974800 RUEHROVDE RUEHKH #1667/01 1961027ZNY ССССС ZZHO 151027Z JUL O6FM АМЕМІ 


Column 9 


VZCZCXYZ000000 RUEHWEBDE RUEHJM #2940 1961042ZNY CCCCC 77НО 1510427 JUL 06FM AMCONSL 
VZCZCXRO975700 RUEHROVDE RUEHKH #1668/01 1961208ZNY ССССС ZZHO 151208Z JUL 06FM АМЕМІ 
VZCZCXYZ0000PP RUEHWEBDE RUEHAS #1299/01 1961225ZNR UUUUU ZZHP 151225Z JUL 06FM AMEMB 


Column 9 
VZCZCXRO0107RR RUEHPADE RUEHJL #0450 19612257МҮ ССССС ZZHR 1512257 JUL 06FM AMEMBASSY 


VZCZCXROO108RR RUEHPADE RUEHJL #0451 1961226ZNY ССССС ΖΖΗΗ 151226Z JUL 06FM AMEMBASSY 
VZCZCXYZ000000 RUEHWEBDE RUEHKU #2836 1961318ZNY ССССС ZZHO 151318Z JUL O6FM AMEMBAS 


Column 9 


VZCZCXYZ000000 RUEHWEBDE RUEHMK #1288/01 1961322ZNY CCCCC 77НО 1513227 JUL 06FM АМЕМІ 


Column 9 


VZCZCXYZ000000 RUEHWEBDE RUEHLO #5198 1961323ZNY CCCCC 77НО 1513237 JUL O6FM AMEMBAS 
VZCZCXRO9764PP RUEHDEDE RUEHMK #1289 1961354ZNY 55555 ZZHP 151354Z JUL 06FM AMEMBASS" 
VZCZCXYZ0001PP RUEHWEBDE RUEHKU #2838 1961357ZNY ССССС ZZHP 151357Z JUL 06ЕМ AMEMBAS. 
VZCZCXRO9771PP ВОЕНВС RUEHDE RUEHIHLDE RUEHKUK #0123/01 1961422ZNY CCCCC ZZHP R 15142 
VZCZCXRO9780PP RUEHBC RUEHDE RUEHKUKDE RUEHAD #2893 1961428ZNY ССССС ZZHP 151428Z JL 


VZCZCXRO9777PP ВОЕНВС RUEHDE RUEHIHLDE RUEHKUK #0124/01 1961428ZNY CCCCC ZZHP R 15142 


Column 9 


VZCZCXRO9784PP RUEHBC RUEHDE RUEHIHLDE RUEHKUK #0125/01 1961433ZNY CCCCC ZZHP R 1514: 


Column 9 


VZCZCXRO9803PP RUEHDEDE RUEHJI #0478/01 19614357МҮ CCCCC ZZHP 1514352 JUL 06FM AMCONSU 


Column 9 


VZCZCXRO9787PP RUEHBC RUEHDE НОЕНІНІ ВЕ RUEHKUK #0126/01 1961438ZNY CCCCC ZZHP R 1514: 


Column 9 


VZCZCXRO9792PP RUEHBC RUEHDE RUEHIHLDE RUEHKUK #0127/01 1961442ZNY ССССС ZZHP R 15144 


Column 9 


VZCZCXYZ0001RR RUEHWEBDE RUEHAC #0729 1961445ZNR 00000 ZZHR 1514457 JUL 06FM AMEMBAS 
VZCZCXRO9796PP RUEHBC RUEHDE RUEHIHLDE RUEHKUK #0128/01 1961445ZNY CCCCC ZZHP R 15144 
VZCZCXYZ0002PP RUEHWEBDE RUEHAS #1305 1961531ZNR UUUUU ZZHP 151531Z JUL 06FM AMEMBAS 


Column 9 


VZCZCXRO9806PP RUEHBC RUEHDE RUEHIHL RUEHKUKDE RUEHGB #2519 1961740ZNY CCCCC ZZHP 1 


Column 9 


VZCZCXYZ0002RR RUEHWEBDE RUEHAC #0730/01 1961747ZNR 00000 ZZHR 1517472 JUL 06FM AMEME 


Column 9 


VZCZCXYZ000100 RUEHWEBDE RUEHBO #6424 19620387МҮ ССССС ZZHO 15203827 JUL 06FM AMEMBAS 
VZCZCXRO9826PP RUEHFK RUEHKSO RUEHNAG RUEHNHDE RUEHKO #3955/01 1970102ZNR UUUUU ZZ 


Column 9 


VZCZCXYZ0000PP RUEHWEBDE RUEHAS #1308/01 1970543ZNY ССССС ZZHP 1605437 JUL O6FM AMEMB. 


Column 9 


VZCZCXRO9862PP RUEHDE RUEHIHL RUEHKUKDE RUEHBC #0118 19706417МҮ ССССС ZZHP 160641Z Jl 


Column 9 
VZCZCXYZ0002RR RUEHWEBDE RUEHKH #1671 1970706ZNR UUUUU ΖΖΗΒ 1607062 JUL O6FM AMEMBAS 
VZCZCXYZ0000RR RUEHWEBDE RUEHAM #5324/01 1970731ZNY 55555 ZZHR 160731Z JUL 06FM AMEMB 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available. 


Column 9 


VZCZCXYZ000000 RUEHWEBDE RUEHJM #2941 1970853ZNY CCCCC 77НО 1608537 JUL 06FM AMCONSL 
VZCZCXRO9914RR RUEHCIDE RUEHKA #4339 1970910ZNR UUUUU ΖΖΗΗ 160910Z JUL O6FM AMEMBASS\ 


Column 9 


VZCZCXRO9932PP RUEHMA RUEHROVDE RUEHKH #1674/01 1971110ZNR 00000 ZZHP 1611104 JUL O6F? 


Column 9 


VZCZCXRO993400 RUEHROVDE RUEHKH #1675/01 1971119ZNR 00000 ZZHO 1611197 JUL 06FM AMEME 


Column 9 


VZCZCXRO993600 RUEHBC RUEHDE RUEHKUKDE RUEHKU #2854/01 1971129ZNR 00000 ZZHO 161129. 


Column 9 


VZCZCXRO9941RR RUEHDEDE RUEHAD #2905 1971214ZNY 55555 ZZHR 1612147 JUL 06FM AMEMBASS" 


VZCZCXYZ000000 RUEHWEBDE RUEHDM #3481/01 1971254ZNR UUUUU ZZHO 161254Z JUL 06FM AMEM 


Column 9 


VZCZCXYZ000000 RUEHWEBDE RUEHKU #2855 1971303ZNY CCCCC 77НО 1613037 JUL 06ЕМ AMEMBAS 


Column 9 


VZCZCXRO994600 RUEHAGDE RUEHDM #3482/01 1971308ZNY ССССС ZZHO 1613087 JUL 06FM AMEMB, 


Column 9 
VZCZCXYZ0000PP RUEHWEBDE RUEHJI #0481 1971318ZNY 55555 ZZHP 161318Z JUL O6FM AMCONSUL. 
VZCZCXRO994900 RUEHBC RUEHDE RUEHKUKDE RUEHKU #2856/01 1971320ZNR UUUUU ZZHO 161320 


Column 9 


VZCZCXRO995100 RUEHBC RUEHDE RUEHKUKDE RUEHKU #2857/01 1971320ZNR 00000 ZZHO 161320 


Column 9 


nullDiana Т Fritz 08/26/2006 04:56:14 PM From DB/Inbox: Search ResultsCable Text: 


Column 9 


VZCZCXYZO005RR RUEHWEBDE RUEHEG #4414/01 1971335ZNR 00000 ZZHR 1613357 JUL 06 ЕМ AMEME 


Column 9 


VZCZCXYZ0000PP RUEHWEBDE RUEHAS #1311 1971623ZNR 00000 ZZHP 1616237 JUL 06ЕМ AMEMBAS: 


Column 9 


VZCZCXRO997500 RUEHBC RUEHDE RUEHKUKDE RUEHIHL #0117 1971805ZNY 55555 ZZHO 161805Z Jl 


Column 9 


VZCZCXRO9980PP RUEHBC RUEHDE RUEHKUKDE RUEHIHL #0118/01 1971826ZNY ССССС ZZHP 1618262 


Column 9 


VZCZCXRO004400 RUEHBC RUEHDE RUEHIHL RUEHKUKDE RUEHGB #2534/01 1980220ZNY ССССС ZZF 


Column 9 


VZCZCXYZ0006RR RUEHWEBDE RUEHNR #3088 1980242ZNR UUUUU ZZHR 1702427 JUL 06FM AMEMBAS 
nullDaniele А Schoenauer 08/09/2006 11:17:13 AM From DB/Inbox: Search ResultsCable Text: 


Column 9 


VZCZCXRO0082RR RUEHCHI RUEHDT RUEHHMDE RUEHHI #1802/01 1980436ZNR 00000 ZZHR 1704367 


Column 9 


VZCZCXRO0088RR RUEHCHI RUEHDT RUEHHMDE RUEHHI #1803/01 1980446ZNR 00000 ZZHR 1704467 


Column 9 


VZCZCXRO0106RR RUEHCN RUEHGHDE RUEHIN #2411/01 1980510ZNY ССССС ZZHR 1705104 JUL 06FM 


Column 9 


nullLucia А Keegan 07/18/2006 03:08:26 PM From DB/Inbox: Lucia А KeeganCable Text: 
VZCZCXRO0156RR RUEHCN RUEHGHDE RUEHGZ #1650/01 1980638ZNY CCCCC ZZHR 170638Z JUL O6FN 


Column 9 


VZCZCXYZ0001RR RUEHWEBDE RUEHIN #2412/01 1980638ZNR 00000 ZZHR 1706387 JUL 06FM AIT TAIF 
VZCZCXRO0119PP RUEHMR RUEHRNDE RUEHSB #0884/01 1980705ZNY 55555 ZZHP 170705Z JUL 06FM. 
VZCZCXRO0211PP RUEHLMCDE RUEHUM #0537/01 1980725ZNR UUUUU ZZHP 170725Z JUL 06FM AMEME 


Column 9 
VZCZCXRO018600 RUEHDBU RUEHFL RUEHKW RUEHLA RUEHROV RUEHSRDE RUEHVI #2109 1980726. 


VZCZCXRO0199RR RUEHMA RUEHPADE RUEHDK #1703/01 1980738ZNR UUUUU ΖΖΗΗ 1707387 JUL ΟΘΕΜ 
VZCZCXRO0291PP RUEHDBUDE RUEHBUL #3179/01 1980811ZNY CCCCC ZZHP 170811Z JUL 06FM AMEME 


Column 9 


VZCZCXYZ0000RR RUEHWEBDE RUEHIN #2413/01 1980833ZNR UUUUU ZZHR 1708337 JUL O6FM AIT TAIF 


Column 9 


VZCZCXRO0315RR RUEHASTDE RUEHTA #2573 1980844ZNR 00000 ZZHR 1708447 JUL 06FM AMEMBAS: 
VZCZCXYZ000100 RUEHWEBDE RUEHMD #1806 1980849ZNY ССССС ZZHO 170849Z JUL O6FM АМЕМВА: 
VZCZCXRO0301RR RUEHDBU RUEHLN RUEHVK RUEHYGDE RUEHYE #0946 1980850ZNR UUUUU ZZHR 1 


Column 9 


VZCZCXRO030000 RUEHAP RUEHFL RUEHGR RUEHKN RUEHKR RUEHMA RUEHMJ RUEHMR RUEHPAR 
VZCZCXRO0298RR RUEHDEDE RUEHAD #2913 1980906ZNY CCCCC ZZHR 1709067 JUL 06FM AMEMBASS 


Column 9 


VZCZCXYZ000900 RUEHWEBDE RUEHML #2969 1980914ZNR 00000 ZZHO 1709147 JUL 06ЕМ АМЕМВАС 


VZCZCXYZ001600 RUEHWEBDE RUEHNC #1157 1980919ZNR UUUUU ZZHO 170919Z JUL 06FM AMEMBAS 
VZCZCXRO0328PP RUEHCN RUEHGHDE RUEHHK #2908/01 1980936ZNY ССССС ΖΖΗΡ 170936Z JUL 06FM 


Column 9 


VZCZCXRO034400 RUEHBC RUEHDE RUEHKUKDE RUEHKU #2867/01 1980939ZNR 00000 ZZHO 170939 


Column 9 


VZCZCXRO036300 RUEHCHI RUEHDT RUEHHMDE RUEHML #2973/01 1980958ZNR 00000 ZZHO 170958. 


Column 9 


VZCZCXYZ000600 RUEHWEBDE RUEHRO #2017 1981001ZNY ССССС 77НО 1710017 JUL 06FM AMEMBA: 
VZCZCXRO0393RR RUEHCIDE RUEHKA #4399 1981016ZNR UUUUU ZZHR 171016Z JUL 06FM AMEMBASSY 


nullChristian M Lilley 07/20/2006 03:53:33 PM From DB/Inbox: Christian M LilleyCable Text: 


Column 9 


nullLucia А Keegan 07/18/2006 03:08:55 РМ From DB/Inbox: Lucia A KeeganCable Text: 


Column 9 


VZCZCXYZ001200 RUEHWEBDE RUEHJM #3001/01 19810537МҮ ССССС 77НО 1710534 JUL 06FM AMCOP 


Column 9 


VZCZCXYZ0001PP RUEHWEBDE RUEHAC #0731/01 1981100ZNR 00000 ZZHP 171100Z JUL O6FM AMEMB. 
VZCZCXRO0455RR RUEHLMCDE RUEHAC #0732/01 1981100ZNR UUUUU ZZHR 1711004 JUL 06FM AMEME 
VZCZCXRO043000 RUEHROVDE RUEHKH #1682/01 1981103ZNY ССССС ZZHO 171103Z JUL 06FM AMEME 
VZCZCXRO0454RR RUEHDBUDE RUEHYE #0951/01 1981116ZNY ССССС ZZHR 171116Z JUL 06FM AMEMB, 


VZCZCXYZ001700 RUEHWEBDE RUEHNC #1159 1981117ZNR UUUUU ZZHO 171117Z JUL 06FM AMEMBAS 


Column 9 


VZCZCXYZ000000 RUEHWEBDE RUEHNC #1160 1981117ZNY CCCCC ΖΖΗΟ 1711172 JUL 06ЕМ AMEMBAS 


Column 9 


VZCZCXYZ001800 RUEHWEBDE RUEHNC #1161 1981118ZNR UUUUU 77НО 1711187 JUL 06FM AMEMBAS 
nullPatrick X Disney 07/18/2006 08:33:56 AM From DB/Inbox: Patrick X DisneyCable Text: 


Column 9 


VZCZCXYZ0011PP RUEHWEBDE RUEHTC #1566 1981122ZNY ССССС ZZHP 1711222 JUL 06FM AMEMBASS 
VZCZCXYZ000100 RUEHWEBDE RUEHJM #3005 1981142ZNY ССССС ZZHO 171142Z JUL 06ЕМ AMCONSL 


Column 9 


VZCZCXYZ000000 RUEHWEBDE RUEHPU #1283 1981148ZNR 00000 ZZHO 1711487 JUL 06FM AMEMBAS 
VZCZCXRO047400 RUEHAG RUEHBC RUEHDE RUEHKUKDE RUEHLB #2403/01 1981149ZNY CCCCC ZZH 


Column 9 


VZCZCXYZ000000 RUEHWEBDE RUEHAM #5352/01 1981150ZNR 00000 ZZHO 1711507 JUL 06FM AMEME 


Column 9 


VZCZCXRO048300 RUEHAGDE RUEHDM #3485/01 1981200ZNY 55555 ZZHO 1712007 JUL 06ЕМ AMEMB/ 


Column 9 


VZCZCXRO0485RR RUEHGRDE RUEHGE #0694 1981200ZNR 00000 ZZHR 171200Z JUL 06FM AMEMBASS 
VZCZCXYZ0021PP RUEHWEBDE RUEHTO #1567 1981200ZNR UUUUU ZZHP 171200Z JUL 06FM AMEMBAS 
VZCZCXYZ001300 RUEHWEBDE RUEHMK #1305/01 1981206ZNY ССССС ZZHO 171206Z JUL 06 ZDKFM Al 


Column 9 


VZCZCXYZ0001PP RUEHWEBDE RUEHRB #1350 1981206ZNR 00000 ZZHP 1712067 JUL 06FM AMEMBAS 
VZCZCXRO0490PP RUEHCHI RUEHNH RUEHPBDE RUEHDT #0368/01 1981209ZNR UUUUU ZZHP 1712097 


Column 9 


VZCZCXRO0496PP RUEHCHI RUEHNH RUEHPBDE RUEHDT #0369/01 1981209ZNR 00000 ZZHP 1712092 


Column 9 


nullDaniele А Schoenauer 08/09/2006 11:17:24 AM From DB/Inbox: Search ResultsCable Text: 


Column 9 


VZCZCXYZ000000 RUEHWEBDE RUEHAM #5363/01 1981212ZNR 00000 ZZHO 1712122 JUL 06FM AMEM 


Column 9 


VZCZCXYZ000000 RUEHWEBDE RUEHKT #1906/01 1981229ZNY CCCCC ZZHO 1712297 JUL 06FM AMEME 
VZCZCXYZ0003RR RUEHWEBDE RUEHTH #1849/01 1981232ZNR UUUUU ZZHR 171232Z JUL 06FM АМЕМЕ 
nullChristian M Lilley 07/20/2006 03:50:48 PM From DB/Inbox: Christian M LilleyCable Text: 


Column 9 


VZCZCXRO0601RR RUEHAG RUEHDBUDE RUEHKB #1042/01 1981241ZNY ССССС ΖΖΗΗ 1712412 JUL 06F 


Column 9 


VZCZCXYZ0000RR RUEHWEBDE RUEHBU #1573/01 1981243ZNR 00000 ZZHR 1712497 JUL 06FM AMEME 


Column 9 


VZCZCXRO0656PP RUEHDEDE RUEHAS #1315/01 1981258ZNR 00000 ZZHP 1712587 JUL 06FM АМЕМВА 


Column 9 


VZCZCXRO063700 RUEHROVDE RUEHKH #1684 1981309ZNR 00000 ZZHO 1713097 JUL 06FM АМЕМВА: 


Column 9 


VZCZCXRO0671PP RUEHATDE RUEHKB #1044 1981324ZNR 00000 ΖΖΗΡ 1713247 JUL 06FM AMEMBASS* 
VZCZCXYZ000000 RUEHWEBDE RUEHKT #1908/01 1981327ZNY ССССС ZZHO 171327Z JUL 06FM AMEME 


Column 9 


nullDiana Т Fritz 08/26/2006 04:55:36 РМ From DB/Inbox: Search ResultsCable Text: 


Column 9 


VZCZCXRO0695PP RUEHMA RUEHROVDE RUEHKH 41685 1981333ZNR UUUUU ZZHP 1713337 JUL 06 ΖΩΗ 
VZCZCXROO669RR RUEHLADE RUEHMD #1808 1981333ZNR UUUUU ZZHR 171333Z JUL 06FM AMEMBASS 
VZCZCXYZ0020PP RUEHWEBDE RUEHRA #0561 1981334ZNR UUUUU ZZHP 171334Z JUL 06FM AMEMBAS 
VZCZCXRO0729RR RUEHDBU RUEHFL RUEHKW RUEHLA RUEHROV RUEHSRDE RUEHSK #0737/01 1981: 


Column 9 


VZCZCXRO0684RR RUEHDBU RUEHFL RUEHKW RUEHLA RUEHROV RUEHSRDE RUEHHE #0671 1981340 


VZCZCXYZ0000PP RUEHWEBDE RUEHMU #1555/01 1981340ZNR UUUUU ZZHP 171340Z JUL 06FM AMEME 


Column 9 


VZCZCXYZ0016RR RUEHWEBDE RUEHDS #1951 1981344ZNY ССССС ZZHR 1713447 JUL 06ЕМ AMEMBAS 
VZCZCXRO0697PP RUEHBC RUEHDE RUEHIHL RUEHKUKDE RUEHTH #1851/01 1981348ZNY CCCCC ZZH 


Column 9 
VZCZCXYZ000800 RUEHWEBDE RUEHNR #3090/01 1981400ZNY ССССС 77НО 1714007. JUL 06FM AMEMI 


Column 9 


VZCZCXRO0716PP RUEHBC RUEHDE RUEHIHL RUEHKUKDE RUEHAD #2927 1981403ZNY 55555 ΖΖΗΡ 1; 


VZCZCXYZ0000PP RUEHWEBDE RUEHAD #2928/01 1981403ZNY CCCCC ZZHP 171403Z JUL 06FM АМЕМВ 


Column 9 


VZCZCXYZ0003PP RUEHWEBDE RUEHMU #1556/01 1981406ZNY ССССС ZZHP 1714067 JUL 06FM АМЕМЕ 


Column 9 


VZCZCXROO0817RR RUEHASTDE RUEHSK #0738 1981406ZNR 00000 ZZHR 1714067 JUL 06FM AMEMBAS 


Column 9 


VZCZCXRO072100 RUEHAGDE RUEHDM #3487/01 1981410ZNY ССССС ZZHO 171410Z JUL 06FM AMEMB, 


Column 9 


nullPatrick Х Disney 07/18/2006 08:32:31 АМ From DB/Inbox: Patrick X DisneyCable Text: 
VZCZCXRO0832PP RUEHGRDE RUEHSP #0848/01 1981421ZNR UUUUU ZZHP 171421Z JUL 06FM АМЕМВА 
nullLucia А Keegan 07/18/2006 03:09:33 PM From DB/Inbox: Lucia A KeeganCable Text: 


Column 9 


VZCZCXYZ002000 RUEHWEBDE RUEHNR #3096 1981427ZNR 00000 ZZHO 1714272 JUL 06ЕМ АМЕМВА: 
VZCZCXRO073200 RUEHAGDE RUEHDM #3488 1981429ZNY ССССС ZZHO 171429Z JUL 06ЕМ AMEMBAS: 


Column 9 


VZCZCXRO0791RR RUEHDBU RUEHFL RUEHKW RUEHLA RUEHROV RUEHSRDE RUEHSL #0586/01 19814 


Column 9 


VZCZCXRO0761PP RUEHDEDE RUEHAD #2930/01 19814357МҮ 55555 ZZHP 1714357 JUL 06FM AMEMBAS 


Column 9 


VZCZCXRO075200 RUEHAG RUEHDF RUEHIK RUEHLZDE RUEHDM #3489 1981435ZNR UUUUU ZZHO 17° 


Column 9 


VZCZCXROO0810RR RUEHASTDE RUEHTL #0658 1981441ZNR 00000 ZZHR 1714412 JUL 06FM AMEMBAS: 
VZCZCXYZ000000 RUEHWEBDE RUEHAK #4145 1981445ZNR UUUUU ZZHO 1714457 JUL O6FM AMEMBAS 
VZCZCXRO0823PP ВОЕНВС RUEHDE RUEHKUKDE RUEHKU #2871/01 1981446ZNY ССССС ZZHP 1714462 


Column 9 


VZCZCXYZ0016RR RUEHWEBDE RUEHPE #2768 1981448ZNR 00000 ZZHR 1714487 JUL 06FM AMEMBAS 


VZCZCXROO806RR RUEHBC RUEHKUKDE RUEHDE #4503/01 1981452ZNY CCCCC ZZHR 171452Z JUL 06F 


Column 9 


VZCZCXYZ0015RR RUEHWEBDE RUEHLI #1447 1981501ZNR 00000 ZZHR 171501Z JUL 06FM AMEMBASS 
VZCZCXRO0844RR RUEHAG RUEHDF RUEHIK RUEHLZDE RUEHTL #0659 1981502ZNR UUUUU ZZHR 171! 


Column 9 


VZCZCXRO0839RR RUEHDU RUEHJO RUEHMR RUEHRNDE RUEHLG #0612 1981506ZNR 00000 ZZHR 17 
VZCZCXRO0847PP RUEHFL RUEHNPDE RUEHRO #2032 1981513ZNR UUUUU ZZHP 171513Z JUL ΟΘΕΜ АМ 
VZCZCXRO086200 RUEHBC RUEHDE RUEHIHL RUEHKUKDE RUEHSL #0588/01 1981514ZNY CCCCC ZZH 


Column 9 


VZCZCXRO0960PP RUEHRGDE RUEHBR #1440/01 1981532ZNR 00000 ZZHP 1715327 JUL 06FM АМЕМВА 
VZCZCXRO089200 RUEHBC RUEHDBU RUEHDE RUEHFL RUEHKUK RUEHKW RUEHLA RUEHROV RUEH. 


Column 9 


nullAnne W McNeill 10/19/2006 03:15:41 PM From DB/Inbox: Search ResultsCable Text: 


Column 9 


nullLucia А Keegan 07/18/2006 03:09:58 РМ From DB/Inbox: Lucia A KeeganCable Text: 


Column 9 


VZCZCXYZ0042RR RUEHWEBDE RUEHFR #4854/01 1981552ZNY ССССС ZZHR 171552Z JUL 06FM AMEME 


Column 9 


VZCZCXRO0946PP RUEHMR RUEHRNDE RUEHKI #1145/01 1981558ZNY CCCCC ZZHP 1715587 JUL 06FM, 
nullLucia A Keegan 07/18/2006 03:12:27 PM From DB/Inbox: Lucia A KeeganCable Text: 
VZCZCXRO091200 RUEHBC RUEHDE RUEHKUKDE RUCNDT #1367/01 1981558ZNR UUUUU ZZHO 171558 


Column 9 


VZCZCXRO0916PP ВОЕНМА RUEHPADE RUEHUJA #1838/01 1981604ZNR UUUUU ZZHP 1716042 JUL Ο6ΕΝ 


Column 9 


VZCZCXYZ0007RR RUEHWEBDE RUEHCL #0819 1981616ZNR 00000 ZZHR 1716167 JUL 06FM AMCONSL 
VZCZCXRO0982RR RUEHDU RUEHJO RUEHMR RUEHRNDE RUEHLU #0736 1981618ZNR UUUUU ZZHR 17 


Column 9 


VZCZCXRO098400 RUEHDBUDE RUEHBUL #3198/01 1981629ZNY CCCCC ZZHO 17162927 JUL 06FM AMEN 


Column 9 


VZCZCXRO0975RR RUEHAG RUEHDF RUEHIK RUEHLZDE RUEHLI #1449/01 1981631ZNR 00000 ZZHR 1; 


Column 9 


VZCZCXYZ0004RR RUEHWEBDE RUEHRB #1358/01 1981707ZNR 00000 ZZHR 171707Z JUL 06FM AMEME 


Column 9 


VZCZCXYZ000700 RUEHWEBDE RUEHGE #0704/01 19817357МҮ 55555 ZZHO 171735Z JUL 06FM АМЕМЕ 


Column 9 


VZCZCXRO096300 RUEHDBU RUEHFL RUEHKW RUEHLA RUEHROV RUEHSRDE RUEHPS #0598/01 1981 


Column 9 


VZCZCXRO1282RR RUEHPBDE RUEHSV #0287/01 1981743ZNR 00000 ZZHR 1717432 JUL 06FM АМЕМВА 


Column 9 


VZCZCXRO103400 RUEHAG RUEHBC RUEHDE RUEHKUKDE RUEHLB #2407/01 19817507МҮ ССССС 22Н 


Column 9 


VZCZCXRO1154PP RUEHRGDE RUEHBR #1442 1981842ZNR 00000 ZZHP 171842Z JUL 06FM AMEMBASS 
VZCZCXRO102400 RUEHASTDE RUEHPS #0599/01 1981850ZNR UUUUU ZZHO 1718504 JUL 06FM USOFF 


Column 9 


VZCZCXRO102700 RUEHASTDE RUEHPS #0600/01 1981850ZNR 00000 ZZHO 1718507 JUL 06FM USOFF 


Column 9 


VZCZCXYZ000000 RUEHWEBDE RUEHQT #1735/01 1982007ZNR 00000 ZZHO 1720072 JUL 06FM АМЕМІ 


Column 9 


VZCZCXYZ0000RR RUEHWEBDE RUEHZP #1402/01 1982009ZNY 55555 ZZHR 1720097 JUL 06FM AMEMB; 


Column 9 


VZCZCXYZ0014PP RUEHWEBDE RUCNDT #1372 1982015ZNR 00000 ZZHP 1720157 JUL 06FM USMISSIO 


VZCZCXYZ0014RR RUEHWEBDE RUCNDT #1373 1982017ZNR UUUUU ZZHR 172017Z JUL O6FM USMISSIC 


Column 9 


VZCZCXYZ0024PP RUEHWEBDE RUCNDT #1374 1982019ZNR 00000 ZZHP 1720197 JUL 06FM USMISSIO 
VZCZCXRO1125RR RUEHGA RUEHHA RUEHQU RUEHVCDE RUEHOT #2158/01 1982020ZNR UUUUU ZZHR 


Column 9 


VZCZCXYZ000100 RUEHWEBDE RUEHBU #1584/01 1982036ZNR 00000 ZZHO 1720367 JUL 06FM AMEMI 


Column 9 


VZCZCXYZ0010PP RUEHWEBDE RUCNDT #1375/01 1982046ZNY ССССС ZZHP 1720467 JUL 06FM USMISS 


Column 9 


VZCZCXRO5820RR RUEHCHI RUEHFK RUEHHM RUEHKSO RUEHPBDE RUEHIN #2421 1982224ZNR UUUL 
VZCZCXYZ0000RR RUEHWEBDE RUEHME #3953/01 1990021ZNY ССССС ZZHR 180021Z JUL 06FM AMEME 


Column 9 


VZCZCXYZ0019RR RUEHWEBDE RUEHWL #0556 1990037ZNR 00000 ZZHR 1800377 JUL 06FM AMEMBAS 


Column 9 
VZCZCXRO1426PP RUEHCHI RUEHDT RUEHHMDE RUEHJA #8929/01 1990110ZNY CCCCC ZZHP 1801107. 


Column 9 


VZCZCXRO1414PP RUEHFK RUEHKSO RUEHNAG RUEHNHDE RUEHKO #3967/01 1990115ZNR 00000 ZZ 


Column 9 


VZCZCXRO1429RR RUEHCN RUEHGHDE RUEHHK #2914 1990133ZNR 00000 ZZHR 180133Z JUL 06FM Al 
VZCZCXRO1439PP RUEHLMCDE RUEHUM #0539/01 1990147ZNR UUUUU ZZHP 180147Z JUL O6FM АМЕМЕ 


Column 9 


VZCZCXYZ0001PP RUEHWEBDE RUCNDT #1378/01 1990200ZNY CCCCC ZZHP 1802007 JUL 06FM USMISS 


Column 9 


VZCZCXRO143600 RUEHCIDE RUEHIL #3677/01 19902057МҮ ССССС 77НО 1802057 JUL 06FM AMEMBAS 


Column 9 
VZCZCXRO1445PP RUEHFKDE RUEHKO #3971/01 1990229ZNR 00000 77НР 1802297 JUL 06FM AMEMBA 


Column 9 


VZCZCXYZ0001RR RUEHWEBDE RUEHNR #3111 1990239ZNR 00000 ZZHR 1802397 JUL 06FM AMEMBAS 
VZCZCXYZ0002RR RUEHWEBDE RUEHNR #3112 1990239ZNR UUUUU ΖΖΗΗ 180239Z JUL 06FM AMEMBAS 
VZCZCXRO1459RR RUEHCHI RUEHDT RUEHHM RUEHNHDE RUEHBK #4254/01 1990315ZNY CCCCC ZZHI 


Column 9 


VZCZCXRO1465RR RUEHCHI RUEHDT RUEHHMDE RUEHHI #1814/01 1990330ZNR 00000 ZZHR 1803307 


Column 9 


VZCZCXRO1490RR RUEHASTDE RUEHSK #0740/01 1990348ZNR 00000 ZZHR 1803487 JUL 06FM АМЕМВ 


Column 9 


VZCZCXRO150300 RUEHAGDE RUEHTH #1853/01 1990441ZNY ССССС ZZHO 1804412 JUL 06FM AMEMB/ 


Column 9 


VZCZCXRO1499RR RUEHAG RUEHDF RUEHIK RUEHLZDE RUEHTL #0660 1990441ZNR 00000 ZZHR 180: 


VZCZCXRO151800 RUEHFL RUEHNPDE RUEHRO #2034/01 1990529ZNY ССССС ZZHO 180529Z JUL 06ЕМ 


Column 9 


VZCZCXYZ000000 RUEHWEBDE RUEHBS #2502/01 1990537ZNY CCCCC ZZHO 1805374 JUL 06FM AMEME 


Column 9 


VZCZCXRO1587PP RUEHROVDE RUEHDS #1954/01 1990628ZNR 00000 ZZHP 1806287 JUL 06FM AMEME 


Column 9 


VZCZCXRO162800 RUEHROVDE RUEHKH #1699/01 1990721ZNY ССССС ZZHO 1807212. JUL 06FM АМЕМІ 


Column 9 


VZCZCXYZ0000RR RUEHWEBDE RUEHJB #0607/01 1990728ZNR 00000 ZZHR 1807287 JUL 06FM AMEMB 


Column 9 


VZCZCXYZ0012PP RUEHWEBDE RUEHKA #4408/01 1990728ZNR 00000 ZZHP 1807287 JUL 06FM AMEMB. 
VZCZCXYZ0015PP RUEHWEBDE RUEHRH #5707 1990730ZNR UUUUU ZZHP 180730Z JUL 06FM AMEMBAS 
VZCZCXRO165600 RUEHCHI RUEHDT RUEHHMDE RUEHML #2994/01 1990742ZNY ССССС ZZHO 180742; 


Column 9 


VZCZCXRO1660PP RUEHCHIDE RUEHVN #0670/01 1990756ZNY ССССС ZZHP 1807567 JUL 06FM AMEMB/ 
VZCZCXRO168200 RUEHBC RUEHDE RUEHKUKDE RUEHKU #2878/01 1990757ZNR UUUUU ZZHO 180757 


Column 9 


VZCZCXRO1685RR RUEHATDE RUEHTO #1571/01 1990807ZNR 00000 ZZHR 1808072 JUL 06FM АМЕМВА 
VZCZCXRO168800 RUEHMA RUEHROVDE RUEHKH #1709/01 1990809ZNR UUUUU ZZHO 180809Z JUL 06! 
VZCZCXYZ0026RR RUEHWEBDE RUEHUL #2392/01 1990809ZNR UUUUU ZZHR 180809Z JUL 06FM AMEME 


Column 9 


VZCZCXRO1754RR RUEHPADE RUEHOS #1000/01 1990815ZNY ССССС ZZHR 1808157 JUL 06FM AMCONE 
VZCZCXYZ0007RR RUEHWEBDE RUEHIN #2424/01 1990822ZNR UUUUU ZZHR 180822Z JUL O6FM AIT TAIF 


Column 9 


VZCZCXYZ001000 RUEHWEBDE RUEHKO #3985/01 1990824ZNY ССССС ZZHO 1808242. JUL 06FM AMEMI 


Column 9 


VZCZCXRO1722RR RUEHDADE RUEHDA #0165/01 1990845ZNR 00000 ZZHR 1808457 JUL 06FM AMCONE 


Column 9 


VZCZCXRO1738PP RUEHBC RUEHDBU RUEHDE RUEHKUK RUEHLH RUEHPA RUEHPWDE RUEHDK #172: 


Column 9 


VZCZCXRO1726RR RUEHDADE RUEHDA #0166/01 1990848ZNR 00000 ZZHR 1808487 JUL 06FM AMCONE 


Column 9 


VZCZCXRO1728RR RUEHDADE RUEHDA #0167 1990848ZNR 00000 ZZHR 1808487 JUL 06FM AMCONSUL 


VZCZCXRO177700 RUEHCHI RUEHDT RUEHHMDE RUEHML #2998 1990912ZNR UUUUU ZZHO 1809122 JI 
VZCZCXRO1788PP RUEHPBDE RUEHJA #8954/01 1990915ZNY CCCCC ZZHP 180915Z JUL 06FM AMEMBAS 


Column 9 


VZCZCXYZ000200 RUEHWEBDE RUEHNC #1164 1990916ZNR UUUUU ZZHO 1809167 JUL 06FM AMEMBAS 
VZCZCXRO1831RR RUEHDEDE RUEHJI #0483/01 19909237МҮ ССССС ZZHR 1809237 JUL 06ЕМ AMCONSL 
VZCZCXRO1802PP RUEHCHI RUEHDT RUEHHMDE RUEHBK #4277/01 1990925ZNY ССССС ZZHP 1809252 


Column 9 


VZCZCXRO1783PP RUEHBI RUEHCIDE RUEHCI #0306/01 1990928ZNR 00000 ZZHP R 1809287 JUL 06FM 


Column 9 


VZCZCXYZ000000 RUEHWEBDE RUEHAM #5388/01 1990934ZNR 00000 ZZHO 1809342 JUL 06FM AMEM 


Column 9 


VZCZCXRO1810PP RUEHCHI RUEHDT RUEHHMDE RUEHJA #8955/01 1990940ZNR 00000 ZZHP 1809407 


Column 9 


VZCZCXRO180900 RUEHROVDE RUEHKH #1712/01 1990945ZNY ССССС ZZHO 1809457 JUL 06FM AMEMI 
VZCZCXYZ0006PP RUEHWEBDE RUEHTU #1816/01 1990949ZNR UUUUU ZZHP 180949Z JUL 06FM AMEMB 
VZCZCXYZ0022PP RUEHWEBDE RUEHKA #4409/01 1990954ZNR UUUUU ZZHP 180954Z JUL 06FM AMEMB. 
VZCZCXYZ0011RR RUEHWEBDE RUEHKA #4410/01 1990954ZNR UUUUU ZZHR 180954Z JUL 06FM AMEMB 
VZCZCXRO1824PP RUEHDEDE RUEHYN #2058/01 1990957ZNR UUUUU ZZHP 180957Z JUL 06FM AMEMBA 
VZCZCXYZ0000PP RUEHWEBDE RUEHAS 3331/01 1990959ZNR UUUUU ZZHP 180959Z JUL 06FM AMEMB 
VZCZCXRO181900 RUEHBI RUEHCI RUEHLH RUEHPWDE RUEHNE #5030/01 1991000ZNY CCCCC ZZHO © 


Column 9 


VZCZCXRO182900 RUEHAGDE RUEHTH #1861 19910017МҮ ССССС ZZHO 181001Z JUL O6FM AMEMBASS 


VZCZCXYZ000000 RUEHWEBDE RUEHBK #4278/01 1991023ZNR UUUUU ZZHO 1810237 JUL 06FM AMEME 


Column 9 


VZCZCXRO1848PP RUEHBI RUEHCIDE RUEHCI #0307 1991032ZNR 00000 ZZHP 1810327 JUL 06FM AMC 
VZCZCXRO187500 RUEHCHI RUEHDT RUEHHMDE RUEHJA #8958 1991037ZNR UUUUU ZZHO 181037Z JL 


Column 9 


VZCZCXRO185400 RUEHDBU RUEHFL RUEHKW RUEHLA RUEHROV RUEHSRDE RUEHUL #2399/01 19911 


Column 9 


VZCZCXYZ000700 RUEHWEBDE RUEHAD #2940 1991047ZNY ССССС ZZHO 181047Z JUL 06FM AMEMBAS 
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Column 9 


VZCZCXYZ0000PP RUEHWEBDE RUEHTU #1817/01 1991051ZNY ССССС ZZHP 181051Z JUL 06FM AMEMB 


Column 9 


VZCZCXYZ000000 RUEHWEBDE RUEHBU #1586/01 1991054ZNR 00000 ZZHO 1810544 JUL 06FM AMEMI 


Column 9 


VZCZCXYZ000000 RUEHWEBDE RUEHAM #5396 19911127МҮ CCCCC ZZHO 1811127 JUL 06ЕМ AMEMBAS 


Column 9 


VZCZCXYZ000000 RUEHWEBDE RUEHNC #1166 1991116ZNY 55555 ΖΖΗΟ 1811162 JUL 06ЕМ AMEMBAS< 
VZCZCXYZ0031RR RUEHWEBDE RUEHAM #5397 1991118ZNY ССССС ZZHR 181118Z JUL 06FM AMEMBAS 
VZCZCXYZ000100 RUEHWEBDE RUEHKT #1917 1991123ZNY ССССС ZZHO 181123Z JUL 06FM AMEMBAS 


Column 9 


VZCZCXRO196600 RUEHCIDE RUEHKT #1918 1991125ZNY ССССС 77НО 181125Z JUL 06FM AMEMBASSY 
VZCZCXRO1951PP RUEHDEDE RUEHRH #5709 19911267МҮ ССССС ZZHP 1811267 JUL O6FM AMEMBASS' 


VZCZCXRO1945RR RUEHLN RUEHVK RUEHYGDE RUEHDBU #1353 1991129ZNR UUUUU ZZHR 181129Z JL 


Column 9 


VZCZCXRO1980RR RUEHCIDE RUEHKA #4412/01 1991134ZNR 00000 ZZHR 1811947 JUL 06FM AMEMBAS 


Column 9 


VZCZCXYZ0012PP RUEHWEBDE RUEHSP #0849/01 1991137ZNY ССССС ΖΖΗΡ 1811372 JUL 06FM AMEMB; 


Column 9 


VZCZCXRO195200 RUEHAGDE RUEHDM #3490/01 1991138ZNY 55555 77НО 1811382 JUL 06FM АМЕМВА 


Column 9 


VZCZCXYZ000100 RUEHWEBDE RUEHJM #3022/01 19911387МҮ CCCCC ZZHO 1811387 JUL 06FM АМСОҺ 


Column 9 


VZCZCXRO1974RR RUEHAG RUEHDF RUEHIK RUEHLZDE RUEHSL #0589/01 1991145ZNR 00000 ZZHR 1 


Column 9 


VZCZCXRO1975RR RUEHASTDE RUEHSL #0590 1991145ZNR 00000 ZZHR 1811457 JUL 06FM AMEMBASS 
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Column 9 


VZCZCXRO3680RR RUEHDBUDE RUEHVL #0671/01 1991200ZNY ССССС ZZHR 1812007 JUL 06 ZDKFM AM 


Column 9 


VZCZCXRO2018RR RUEHCIDE RUEHKA #4413/01 1991207ZNY ССССС ΖΖΗΗ 1812072 JUL 06FM AMEMBAS 


Column 9 


VZCZCXRO1987RR RUEHDADE RUEHDA #0168/01 1991210ZNR 00000 ZZHR 1812107 JUL 06FM АМСОМЕ 


Column 9 


VZCZCXRO1989RR RUEHDADE RUEHDA #0169 1991210ZNR 00000 ZZHR 1812107 JUL 06FM AMCONSUL 


VZCZCXRO1992RR RUEHDADE RUEHDA #0170/01 1991210ZNR UUUUU ZZHR 181210Z JUL 06FM АМСОМЕ 


Column 9 


VZCZCXYZ000100 RUEHWEBDE RUEHKT #1920/01 1991212ZNY CCCCC ZZHO 1812127 JUL O6FM AMEME 


Column 9 


VZCZCXRO200900 RUEHDBU RUEHFL RUEHKW RUEHLA RUEHROV RUEHSRDE RUEHAK #4154/01 1991: 
VZCZCXRO2011RR RUEHGRDE RUEHGE #0706 1991216ZNR UUUUU ZZHR 181216Z JUL 06ЕМ AMEMBASS 


Column 9 


VZCZCXRO2014RR RUEHMA RUEHPADE RUEHFN #0579 1991226ZNR 00000 ZZHR 1812267 JUL 06FM АЛ 
VZCZCXRO2107PP RUEHAO RUEHCD RUEHGA RUEHGD RUEHGR RUEHHA RUEHHO RUEHMC RUEHNGI 
VZCZCXRO2020PP RUEHMR RUEHPA RUEHRNDE RUEHUJA #1841/01 1991232ZNY ССССС ZZHP 181232Z 


Column 9 


VZCZCXYZ0005RR RUEHWEBDE RUEHYE #0959 1991232ZNR 00000 ZZHR 181232Z JUL 06FM AMEMBAS 


VZCZCXRO2015RR RUEHDBUDE RUEHMO #7666/01 1991233ZNY CCCCC ZZHR 181233Z JUL 06FM АМЕМІ 


Column 9 


VZCZCXRO2041PP RUEHASTDE ВОЕНАН #0764/01 1991236ZNR 00000 ZZHP 1812367 JUL 06FM AMEMB 


Column 9 


VZCZCXRO203700 RUEHBC RUEHDE RUEHKUKDE RUEHMK #1307/01 1991236ZNY ССССС 77НО 181236 


Column 9 


VZCZCXYZO000RR RUEHWEBDE RUEHVI #2140 1991240ZNR 00000 ZZHR 1812407 JUL 06FM AMEMBAS: 


Column 9 


VZCZCXRO207000 RUEHBI RUEHCI RUEHLH RUEHPWDE RUEHNE #5035 1991308ZNR 00000 ZZHO 181 


VZCZCXRO2123RR RUEHPADE RUEHAB #0771 1991309ZNY ССССС ZZHR 181309Z JUL 06FM AMEMBASS 


Column 9 
VZCZCXRO1976RR RUEHMR RUEHRNDE RUEHSB #0908/01 1991311ZNY ССССС ZZHR 181311Z JUL О6ЕМ 
VZCZCXRO2073PP RUEHMA RUEHPADE RUEHUJA #1843 1991312ZNR UUUUU ZZHP 181312Z JUL 06ЕМ Al 


VZCZCXRO2212PP RUEHAG RUEHDF RUEHIK RUEHLZDE RUEHVL 0675/01 1991312ZNR UUUUU ZZHP 11 


Column 9 


VZCZCXRO2091PP RUEHBC RUEHDE RUEHKUKDE RUEHKU #2881/01 1991315ZNR UUUUU ZZHP 1813152 


Column 9 


VZCZCXYZ000000 RUEHWEBDE RUEHBU #1587/01 1991320ZNR 00000 ZZHO 1813204 JUL 06FM AMEMI 


Column 9 


VZCZCXRO2101PP RUEHDEDE RUEHYN #2063/01 1991321ZNR 00000 ZZHP 1813212 JUL 06FM АМЕМВА 


Column 9 


VZCZCXRO2141RR RUEHPADE RUEHOS #1001/01 1991323ZNY ССССС ZZHR 1813237 JUL 06FM AMCONS 


Column 9 


VZCZCXYZ0000RR RUEHWEBDE RUCNDT #1379/01 1991326ZNR 00000 ZZHR 1813267 JUL 06FM USMIS: 


Column 9 


VZCZCXRO209400 RUEHBI RUEHCI RUEHLH RUEHPWDE RUEHNE #5036/01 1991327ZNY CCCCC ZZHO : 


Column 9 


VZCZCXRO2049RR RUEHASTDE RUEHBM #1149/01 1991330ZNR 00000 ZZHR 1813307 JUL 06FM AMEME 


Column 9 
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Column 9 


VZCZCXRO3603PP RUEHDBUDE RUEHSL #0592/01 1991351ZNY ССССС ZZHP 1813517 JUL 06FM ΑΜΕΜΒ, 


Column 9 


VZCZCXRO2152PP RUEHBC RUEHDE RUEHKUKDE RUEHKU #2882 1991401ZNY ССССС ZZHP 181401Z Jl 


Column 9 


VZCZCXRO2155RR RUEHAG RUEHDF RUEHIK RUEHLZDE RUEHHE #0676/01 1991403ZNR UUUUU ZZHR * 


Column 9 


VZCZCXYZ0016PP RUEHWEBDE RUEHNY #0895 1991403ZNY ССССС ΖΖΗΡ 1814037 JUL 06ЕМ AMEMBAS: 
VZCZCXYZ0018PP RUEHWEBDE RUEHNY #0896 1991403ZNR UUUUU ZZHP 1814037 JUL 06FM AMEMBAS 
Р 181406Z JUL 06ЕМ AMEMBASSY KINSHASATO SECSTATE WASHDC PRIORITY 4401INFO RWANDA COLL 


Column 9 


VZCZCXRO217600 RUEHPADE RUEHJL #0459 1991417ZNY CCCCC 77НО 1814172 JUL 06FM AMEMBASS" 


VZCZCXRO355600 RUEHDBUDE RUEHAK #4162/01 1991419ZNY ССССС ZZHO 181419Z JUL O6FM АМЕМЕ 


Column 9 


VZCZCXRO2165RR RUEHDEDE RUEHDE #4511 19914197МҮ 55555 ZZHR 181419Z JUL O6FM AMCONSUL 


Column 9 
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Column 9 


VZCZCXYZ0029PP RUEHWEBDE RUEHDR #1197 1991433ZNY CCCCC ZZHP 1814332 JUL 06FM AMEMBAS. 


VZCZCXRO2215PP RUEHBC RUEHDE RUEHIHL RUEHKUKDE RUEHGB #2569 1991434ZNY ССССС ZZHP 1 
VZCZCXRO2200PP RUEHAGDE RUEHCV #2131 1991434ZNY CCCCC ZZHP 181434Z JUL 06FM AMEMBASS 
VZCZCXRO2202PP RUEHAGDE RUEHCV #2132 1991435ZNY ССССС ZZHP 181435Z JUL 06FM AMEMBASS 
VZCZCXRO2262PP RUEHDEDE RUEHJI #0484/01 1991436ZNY CCCCC ZZHP 181436Z JUL 06FM AMCONSU 


Column 9 


VZCZCXYZ0010RR RUEHWEBDE RUEHGV #1748/01 1991438ZNR 00000 ZZHR 1814382. JUL 06FM USMIS: 


Column 9 


VZCZCXRO3567PP RUEHDBUDE RUEHRA #0566/01 1991438ZNY ССССС ZZHP 18149387 JUL 06FM AMEMB 
VZCZCXRO2255PP RUEHAGDE RUEHTH #1867 19914417МҮ CCCCC ΖΖΗΡ 181441Z JUL 06 ZDKFM AMEME 


Column 9 


VZCZCXYZ0039RR RUEHWEBDE RUEHSG #1531 1991451ZNR 00000 ZZHR 1814512 JUL 06FM AMEMBAS 


Column 9 


VZCZCXRO2268RR RUEHHM RUEHLN RUEHMA RUEHPBDE RUEHLO #5267/01 1991457ZNR 00000 ZZHR 


Column 9 


VZCZCXRO3688RR RUEHDBUDE RUEHBW #1147/01 1991502ZNR 00000 ZZHR 1815027 JUL 06 ZDKFM Al 
VZCZCXYZ0015RR RUEHWEBDE RUEHEG #4482 1991503ZNR UUUUU ZZHR 181503Z JUL 06FM AMEMBAS 


Column 9 


VZCZCXRO224700 RUEHDEDE RUEHAD #2956 1991506ZNY ССССС ZZHO 1815067 JUL 06FM AMEMBASS 


VZCZCXYZ000000 RUEHWEBDE RUEHKU #2883 1991506ZNR UUUUU ZZHO 181506Z JUL O6FM AMEMBAS 


Column 9 


VZCZCXRO2261PP RUEHBC RUEHDE RUEHIHL RUEHKUKDE RUEHGB #2571/01 1991508ZNY ССССС ZZH 


Column 9 


VZCZCXRO2258PP RUEHBC RUEHDE RUEHKUKDE RUEHKU #2884/01 1991513ZNR 00000 ZZHP 1815132 


Column 9 


VZCZCXYZ0000RR RUEHWEBDE RUEHBO #6486 1991514ZNR 00000 ZZHR 1815147 JUL 06FM AMEMBAS 


Column 9 


VZCZCXYZ0010RR RUEHWEBDE RUEHBO #6487/01 1991519ZNY ССССС ZZHR 181519Z JUL O6FM АМЕМЕ 


Column 9 


VZCZCXRO224800 RUEHROVDE RUEHKH #1716/01 1991521ZNY ССССС ZZHO 1815212 JUL 06FM АМЕМІ 
VZCZCXYZ0003PP RUEHWEBDE RUEHMU #1565 1991527ZNY ССССС ZZHP 181527Z JUL 06ЕМ AMEMBAS 


Column 9 


VZCZCXRO2265PP RUEHPADE RUEHUJA #1846 1991534ZNY ССССС ΖΖΗΡ 1815344 JUL 06FM AMEMBASS 


Column 9 


VZCZCXRO2343PP RUEHPADE RUEHAB #0778 1991606ZNY ССССС ZZHP 1816064 JUL 06FM AMEMBASS" 


Column 9 


VZCZCXRO2347PP RUEHPADE RUEHAB #0779 1991614ZNY ССССС ZZHP 1816142 JUL 06FM AMEMBASS" 


VZCZCXRO2333RR RUEHRNDE RUEHKI #1150/01 1991619ZNR UUUUU ZZHR 181619Z JUL 06FM АМЕМВА: 
VZCZCXRO231000 RUEHAG RUEHBC RUEHDE RUEHKUKDE RUEHLB #2412 1991620ZNY CCCCC ZZHO 1 
VZCZCXRO2331PP RUEHBC RUEHDE RUEHIHL RUEHKUKDE RUEHGB #2572 1991624ZNY CCCCC ZZHP 1 


Column 9 


VZCZCXRO231700 RUEHAG RUEHBC RUEHDE RUEHKUKDE RUEHLB #2413/01 1991626ZNY 55555 ZZH( 


Column 9 


VZCZCXRO2339PP RUEHAG RUEHBC RUEHDE RUEHKUKDE RUEHLB #2415/01 1991643ZNY CCCCC ΖΖΗΙ 


Column 9 


VZCZCXYZ000000 RUEHWEBDE RUEHNC #1167/01 19916467МҮ 55555 ZZHO 1816467 JUL 06FM AMEMB 


Column 9 


VZCZCXRO2362PP RUEHROVDE RUEHKH #1718/01 1991710ZNR 00000 ZZHP 1817107 JUL O6FM AMEME 
VZCZCXYZ0000RR RUEHWEBDE RUEHSN #1823 1991723ZNY ССССС ZZHR 181723Z JUL 06FM AMEMBAS 
VZCZCXYZ0025RR RUEHWEBDE RUEHZP #1411 1991737ZNR UUUUU ZZHR 181737Z JUL 06FM AMEMBAS 
VZCZCXRO237400 RUEHDBU RUEHFL RUEHKW RUEHLA RUEHROV RUEHSRDE RUEHBW #1149/01 1991 
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Column 9 


VZCZCXRO2383RR RUEHCD RUEHGD RUEHHO RUEHMC RUEHNG RUEHNL RUEHRD RUEHRS RUEHTMI 
VZCZCXRO2385RR RUEHCD RUEHGD RUEHHO RUEHMC RUEHNG RUEHNL RUEHRD RUEHRS RUEHTMI 
VZCZCXRO2413PP RUEHAODE RUEHCV #2141/01 1991821ZNY ССССС ZZHP 181821Z JUL 06FM АМЕМВА 


Column 9 


VZCZCXRO241800 RUEHAG RUEHBC RUEHDE RUEHKUKDE RUEHLB #2417/01 1991833ZNY ССССС ZZH 


Column 9 


VZCZCXRO2439PP RUEHGRDE RUEHWN #1254/01 1991849ZNR 00000 ZZHP 1818497 JUL 06 ZDKFM АМ 


Column 9 
VZCZCXYZ0019PP RUEHWEBDE RUEHWN #1255/01 1991854ZNY ССССС ΖΖΗΡ 1818547 JUL 06FM AMEME 


Column 9 


VZCZCXRO251200 RUEHRGDE RUEHSO #0782 1991908ZNR 00000 ZZHO 1819087 JUL 06FM AMCONSU 


Column 9 


OR 181930Z JUL O6FM SECSTATE WASHDCTO AMEMBASSY ANKARA IMMEDIATEAMEMBASSY ATHENS IN 


Column 9 


VZCZCXYZ0031PP RUEHWEBDE RUEHSG #1542 1991934ZNR 00000 ZZHP 1819347 JUL 06FM AMEMBAS 
VZCZCXYZ0000PP RUEHWEBDE RUEHMU #1568 1991943ZNR UUUUU ZZHP 181943Z JUL 06FM AMEMBAS 
VZCZCXRO2497RR RUEHGRDE RUEHPO #0449/01 1991951ZNR UUUUU ZZHR 181951Z JUL 06 ZDSFM AMI 


Column 9 


VZCZCXRO2502RR RUEHGRDE RUEHPO #0450/01 1991951ZNR 00000 ZZHR 1819517 JUL 06 ZDSFM AMI 


Column 9 


VZCZCXYZ000100 RUEHWEBDE RUEHPE #2794 1991958ZNY CCCCC ZZHO 1819587 JUL 06FM AMEMBAS 
VZCZCXYZ0041RR RUEHWEBDE RUEHGT #1386 1992007ZNR UUUUU ZZHR 182007Z JUL 06FM AMEMBAS 
VZCZCXYZ0013PP RUEHWEBDE RUEHWN #1258/01 1992021ZNY ССССС ΖΖΗΡ 182021Z JUL 06FM AMEME 


Column 9 


VZCZCXYZ0007PP RUEHWEBDE RUEHAC #0743/01 1992026ZNY ССССС ZZHP 1820267 JUL 06FM AMEMB 
VZCZCXYZ0021PP RUEHWEBDE RUEHWN #1259 1992049ZNR UUUUU ZZHP 182049Z JUL 06FM AMEMBA£ 
VZCZCXYZ000100 RUEHWEBDE RUEHBU #1593/01 1992056ZNR UUUUU ZZHO 182056Z JUL 06FM AMEMI 


Column 9 


VZCZCXRO2557PP RUEHCD RUEHGA RUEHGD RUEHHA RUEHHO RUEHMC RUEHQU RUEHTM RUEHVCI 


Column 9 


VZCZCXYZ000700 RUEHWEBDE RUEHTG #1273 1992119ZNR 00000 77НО 1821192 JUL 06FM AMEMBAS 
VZCZCXYZ0003PP RUEHWEBDE RUEHSJ #1586/01 1992120ZNR UUUUU ZZHP 182120Z JUL 06FM AMEMB, 
VZCZCXYZ0008PP RUEHWEBDE RUEHMU #1571/01 1992206ZNY ССССС ZZHP 1822067 JUL 06FM AMEME 


Column 9 


VZCZCXRO3000RR RUEHASTDE RUEHLJ #0456 1992218ZNR 00000 ZZHR 1822182 JUL 06FM AMEMBAS< 
VZCZCXRO258000 RUEHCN RUEHGHDE RUEHIN #2431/01 1992229ZNY ССССС ZZHO 182229Z JUL 06FM 


Column 9 


VZCZCXRO258300 RUEHCN RUEHGHDE RUEHIN #2432/01 1992229ZNY ССССС ZZHO 1822297 JUL 06FM 


Column 9 


VZCZCXYZ0004PP RUEHWEBDE RUEHMU #1572 19922367МҮ CCCCC ΖΖΗΡ 1822367 JUL 06FM AMEMBAS 


Column 9 


VZCZCXYZ000000 RUEHWEBDE RUEHKO #3988 1992245ZNY ССССС ZZHO 1822457 JUL 06FM AMEMBAS 


Column 9 


VZCZCXRO2635RR RUEHGHDE RUEHIN #2433 2000011ZNR 00000 ZZHR 1900112 JUL O6FM АІТ TAIPEITC 
VZCZCXRO2627PP RUEHCHI RUEHNH RUEHPBDE RUEHDT #0372/01 2000015ZNR UUUUU ZZHP 1900157 


Column 9 


VZCZCXRO264900 RUEHCHI RUEHDT RUEHHMDE RUEHJA #8959/01 2000045ZNR 00000 ZZHO 1900452 


Column 9 


VZCZCXRO2663PP RUEHFK RUEHKSO RUEHNAG RUEHNHDE RUEHKO #3996/01 2000151ZNR UUUUU ZZ 


Column 9 


VZCZCXYZ0003PP RUEHWEBDE RUEHUL #2405/01 2000205ZNY ССССС ZZHP 1902057 JUL 06FM AMEMB, 


Column 9 


VZCZCXYZ0000RR RUEHWEBDE RUEHJA #8961 2000313ZNR UUUUU ZZHR 1903137 JUL 06FM AMEMBAS 


Column 9 
VZCZCXRO2733PP RUEHFKDE RUEHKO #3998 2000407ZNR 00000 ZZHP 1904077. JUL 06FM AMEMBASS 


VZCZCXRO2794PP RUEHDBU RUEHIK RUEHYGDE RUEHBUL #3216/01 2000444ZNR UUUUU ZZHP 190444. 
VZCZCXYZ000100 RUEHWEBDE RUEHDM #3491/01 2000446ZNR UUUUU ZZHO 190446Z JUL O6FM АМЕМ 


Column 9 


VZCZCXRO2754PP RUEHMA RUEHROVDE RUEHDS #1961/01 2000448ZNR 00000 ZZHP 1904487 JUL 06F 
VZCZCXRO2799PP RUEHTRODE RUEHTU #1818/01 2000528ZNR UUUUU ZZHP 190528Z JUL 06FM AMEMB 


Column 9 


VZCZCXYZ0002RR RUEHWEBDE RUEHTO #0868/01 2000556ZNR 00000 ΖΖΗΗ 1905567 JUL 06FM AMEME 


Column 9 
VZCZCXRO2884RR RUEHDBU RUEHLN RUEHVK RUEHYGDE RUEHYE #0960/01 2000648ZNR UUUUU ΖΖΗ 


Column 9 


VZCZCXRO2894RR RUEHCHI RUEHDT RUEHHMDE RUEHVN #0674/01 2000656ZNR 00000 ZZHR 1906562 


Column 9 


VZCZCXYZ0013PP RUEHWEBDE RUEHIT #1302/01 2000705ZNY ССССС ZZH (CCY ADF71CC4 М510528-695 


Column 9 


VZCZCXRO2950PP RUEHDBU RUEHLN RUEHVK RUEHYGDE RUEHTA #2603 2000733ZNR UUUUU ZZHP 15 


Column 9 


VZCZCXYZ0016RR RUEHWEBDE RUEHBS #2520 2000800ZNR 00000 ZZHR 1908004 JUL 06FM AMEMBAS 
VZCZCXYZ0001RR RUEHWEBDE RUEHBS #2521 2000802ZNY ССССС ZZHR 190802Z JUL 06FM AMEMBAS 
VZCZCXRO2957RR RUEHDBU RUEHFL RUEHKW RUEHLA RUEHROV RUEHSRDE RUEHSL #0594/01 2000€ 


Column 9 


VZCZCXYZ0031RR RUEHWEBDE RUEHNR #3145 2000809ZNR 00000 ZZHR 1908097 JUL 06FM AMEMBAS 
VZCZCXRO300100 RUEHBI RUEHCI RUEHLH RUEHPWDE RUEHNE #5048 2000818ZNR UUUUU ZZHO 190 
VZCZCXRO3005PP RUEHROVDE RUEHDS #1970/01 2000826ZNR UUUUU ZZHP 1908267 JUL 06FM АМЕМЕ 


Column 9 


VZCZCXRO2980PP RUEHFK RUEHKSO RUEHNAG RUEHNHDE RUEHKO #4011/01 2000826ZNR 00000 ZZ 


Column 9 


VZCZCXRO2988RR RUEHDU RUEHJO RUEHRNDE RUEHMR #0335/01 2000832ZNR 00000 ZZHR 1908322 


Column 9 


VZCZCXRO3034PP RUEHCN RUEHGHDE RUEHHK #2949 2000844ZNY ССССС ZZHP 1908447 JUL O6FM AN 
VZCZCXRO3033RR RUEHMA RUEHPADE RUEHFN #0586 2000845ZNR UUUUU ZZHR 190845Z JUL 06FM ΑΝ 
VZCZCXRO303900 RUEHCN RUEHGHDE RUEHHK #2950 2000848ZNR UUUUU ZZHO 190848Z JUL 06FM A 


Column 9 


VZCZCXYZ000800 RUEHWEBDE RUEHBK #4309 2000855ZNR 00000 77НО 1908557 JUL 06FM AMEMBAS 
VZCZCXYZ000700 RUEHWEBDE RUEHBK #4310 2000855ZNR UUUUU ZZHO 190855Z JUL O6FM AMEMBAS 
VZCZCXYZ001100 RUEHWEBDE RUEHBK #4311 2000855ZNR UUUUU ZZHO 190855Z JUL 06FM AMEMBAS 
VZCZCXYZ001000 RUEHWEBDE RUEHBK #4314 2000855ZNR UUUUU ZZHO 1908557 JUL 06FM AMEMBAS 
VZCZCXYZ001400 RUEHWEBDE RUEHBK #4315 2000855ZNR UUUUU ZZHO 1908557 JUL O6FM AMEMBAS 
VZCZCXRO3048RR RUEHBC RUEHDE RUEHKUK RUEHPADE RUEHNK #0894/01 2000858ZNY CCCCC ZZHI 
VZCZCXYZ0003PP RUEHWEBDE RUEHBW #1153/01 2000902ZNR UUUUU ZZHP 190902Z JUL 06FM AMEME 


Column 9 


VZCZCXYZ0028PP RUEHWEBDE RUEHCP #0973 2000908ZNY CCCCC ΖΖΗΡ 1909087 JUL 06FM AMEMBAS. 


Column 9 


VZCZCXYZ0002RR RUEHWEBDE RUEHIN #2439/01 2000910ZNR 00000 ZZHR 1909107 JUL O6FM AIT TAIF 


Column 9 


VZCZCXRO3097PP RUEHMR RUEHRNDE RUEHKI #1153/01 2000915ZNY CCCCC ZZHP 1909157 JUL 06FM , 


Column 9 


VZCZCXYZ000800 RUEHWEBDE RUEHUM #0550 2000917ZNR 00000 ZZHO 1909172 JUL 06FM АМЕМВА: 


Column 9 


VZCZCXRO308800 RUEHBC RUEHDE RUEHIHL RUEHKUKDE RUEHGB #2581/01 20009197МҮ 55555 ZZH 


Column 9 


VZCZCXRO3071PP ВОЕНАС RUEHDF RUEHIK RUEHLZDE RUEHDL #0849 2000922ZNR 00000 ZZHP 190€ 
VZCZCXRO3072RR RUEHDADE RUEHDA #0171/01 2000929ZNR 00000 ZZHR 190929Z JUL 06FM АМСОМЕ 


Column 9 


VZCZCXRO3100PP RUEHMA RUEHROVDE RUEHKH #1723/01 2000930ZNR 00000 ZZHP 1909307 JUL 06F 
VZCZCXRO3082RR RUEHLN RUEHVK RUEHYGDE RUEHDBU #1354 2000938ZNR UUUUU ZZHR 190938Z Jl 


Column 9 


VZCZCXRO3120RR RUEHASTDE RUEHBW #1154 2000953ZNR 00000 ΖΖΗΗ 1909537 JUL 06FM AMEMBAS 
VZCZCXRO3207RR RUEHRGDE RUEHBR #1455/01 2000953ZNR UUUUU ZZHR 190953Z JUL 06FM AMEMB/ 


Column 9 


VZCZCXRO3150PP RUEHDU RUEHGI RUEHJO RUEHMR RUEHRNDE RUEHKI #1154 2000958ZNR UUUUU ; 


VZCZCXRO3151PP RUEHMR RUEHRNDE RUEHKI #1155 2001000ZNY CCCCC ZZHP 191000Z JUL O6FM AM 
VZCZCXYZ000000 RUEHWEBDE RUEHNC #1170/01 2001001ZNY 55555 ZZHO 191001Z JUL 06FM AMEMB 
VZCZCXRO3144RR RUEHCHI RUEHDT RUEHHMDE RUEHJA #9043/01 2001004ZNY ССССС ZZHR 1910047 
VZCZCXRO3248RR RUEHDBU RUEHLN RUEHVK RUEHYGDE RUEHTA #2604/01 2001024ZNR UUUUU ZZHI 


Column 9 


VZCZCXRO320000 RUEHCHI RUEHDT RUEHHMDE RUEHJA #9044/01 2001030ZNR 00000 ZZHO 1910304 
VZCZCXRO320300 RUEHCHI RUEHDT RUEHHMDE RUEHJA #9045/01 2001036ZNY SSSSS ZZHO 191036Z 


Column 9 


VZCZCXRO323200 RUEHCN RUEHGHDE RUEHIN #2440/01 2001037ZNY ССССС ZZHO 1910374 JUL 06FM 


Column 9 


VZCZCXRO320400 RUEHBIDE RUEHLM #1183/01 2001044ZNY ССССС ZZHO 1910447 JUL 06ЕМ АМЕМВА: 


Column 9 


VZCZCXYZ003500 RUEHWEBDE RUEHAM #5428 2001046ZNR 00000 ZZHO 1910467 JUL O6FM AMEMBA: 


Column 9 


VZCZCXRO3254RR RUEHASTDE RUEHVI #2155/01 2001100ZNR 00000 ZZHR 1911007 JUL 06FM AMEMBA 


Column 9 


VZCZCXYZ000200 RUEHWEBDE RUEHAH #0767 2001102ZNY 55555 ZZHO 1911027 JUL 06ЕМ AMEMBAS: 
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Column 9 


VZCZCXYZ000400 RUEHWEBDE RUEHMK #1313/01 2001129ZNY CCCCC ZZHO 1911297 JUL 06FM AMEME 


Column 9 


VZCZCXRO3278PP RUEHBI RUEHCIDE RUEHLM #1184/01 2001131ZNR UUUUU ZZHP 19113127 JUL 06ҒМ Al 


Column 9 


VZCZCXRO331000 RUEHCN RUEHGHDE RUEHIN #2441/01 2001131ZNY ССССС ZZHO 1911317 JUL 06FM 


Column 9 


VZCZCXRO327600 RUEHAGDE RUEHDM #3514 2001133ZNY CCCCC ZZHO 1911337 JUL 06ЕМ AMEMBASS 


Column 9 


nullLucia А Keegan 07/19/2006 05:31:25 РМ From DB/Inbox: Lucia А KeeganCable Text: 
VZCZCXRO3301RR RUEHDBUDE RUEHYE #0970/01 2001155ZNY CCCCC ZZHR 191155Z JUL 06ЕМ AMEMB 


Column 9 


VZCZCXYZ0000PP RUEHWEBDE RUEHEG #4495 2001157ZNY ССССС ZZHP 1911577 JUL 06ЕМ AMEMBAS: 
VZCZCXRO3311RR RUEHDBUDE RUEHYE #0971/01 2001157ZNY CCCCC ZZHR 191157Z JUL O6FM АМЕМВ. 


Column 9 


VZCZCXRO3333PP RUEHDEDE RUEHKU #2896 20011587МҮ ССССС ZZHP 1911587 JUL 06FM AMEMBASS* 


Column 9 


VZCZCXYZ000700 RUEHWEBDE RUEHKT #1925/01 2001201ZNY CCCCC ZZHO 1912012 JUL 06FM AMEME 


Column 9 


VZCZCXYZ0012RR RUEHWEBDE RUEHNR #3153/01 2001219ZNR 00000 ZZHR 191219Z JUL 06FM AMEME 


Column 9 


VZCZCXRO338300 RUEHAGDE RUEHDM #3515/01 2001228ZNY ССССС ΖΖΗΟ 1912287 JUL 06FM AMEMB, 


Column 9 


VZCZCXRO3420RR RUEHDBU RUEHFL RUEHKW RUEHLA RUEHROV RUEHSRDE RUEHHE #0680 2001231 


Column 9 


VZCZCXRO3439PP RUEHROVDE RUEHKH #1725 2001241ZNR UUUUU ΖΖΗΡ 1912412 JUL 06FM AMEMBAS 
VZCZCXYZ0000RR RUEHWEBDE RUEHMO #7723 2001244ZNR UUUUU ZZHR 191244Z JUL 06FM АМЕМВА: 
VZCZCXRO3568PP RUEHMA RUEHROVDE RUEHKH #1726 2001252ZNR UUUUU ZZHP 191252Z JUL O6FM А 
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Column 9 


VZCZCXYZ0021RR RUEHWEBDE RUEHTU #1835 2001258ZNY 55555 ZZHR 1912587 JUL 06ЕМ AMEMBAS: 
nullDiana Т Fritz 08/26/2006 04:53:25 PM From DB/Inbox: Search ResultsCable Text: 


Column 9 


VZCZCXRO3711RR RUEHATDE RUEHTO #1578/01 2001307ZNR UUUUU ZZHR 1913077 JUL 06 ЕМ AMEMBA 
VZCZCXRO3792RR RUEHASTDE RUEHVI #2158 2001309ZNR UUUUU ZZHR 191309Z JUL 06FM AMEMBASS 
VZCZCXYZ0044RR RUEHWEBDE RUEHVL #0682/01 2001321ZNR UUUUU ZZHR 191321Z JUL 06FM AMEMB 


Column 9 


VZCZCXRO3839PP ВОЕНВС RUEHDE RUEHKUKDE RUEHKU #2898/01 2001324ZNY ССССС ZZHP 1913242 


Column 9 


VZCZCXYZ000100 RUEHWEBDE RUEHMK #1317/01 2001324ZNY CCCCC ZZHO 1913247 JUL 06FM АМЕМІ 


Column 9 


VZCZCXRO3786RR RUEHATDE RUEHTO #1579/01 2001325ZNR 00000 ZZHR 1913252 JUL 06ЕМ АМЕМВА 
VZCZCXYZ000000 RUEHWEBDE RUEHJM #3029/01 2001326ZNY CCCCC 77НО 191326Z JUL 06FM ΑΜΟΟΝ 


Column 9 


VZCZCXRO3766PP RUEHBI RUEHCI RUEHLH RUEHPWDE RUEHBI #1332/01 2001329ZNY CCCCC ZZHP R 


Column 9 


VZCZCXRO3811RR RUEHLN RUEHVK RUEHYGDE RUEHDBU #1361/01 2001333ZNR 00000 ZZHR 191333; 


Column 9 


VZCZCXRO3858RR RUEHATDE RUEHTC #1580/01 2001337ZNR 00000 ZZHR 191337Z JUL 06FM АМЕМВА 
VZCZCXRO3883RR RUEHATDE RUEHTC #1581/01 2001341ZNR UUUUU ZZHR 191341Z JUL 06FM AMEMBA 
VZCZCXRO3992RR RUEHAGDE RUEHTH #1881/01 2001344ZNY EEEEE ZZHR 191344Z JUL O6FM АМЕМВА: 
P 191344Z JUL 06FM AMEMBASSY ZAGREBTO RUEHC/SECSTATE WASHDC PRIORITY 6416INFO RUEHZL/ 
VZCZCXYZ0009RR RUEHWEBDE RUEHHEA #0682 2001357ZNY CCCCC ZZH ZUI RUEWCSE7588 2001821F 


Column 9 


VZCZCXRO403500 RUEHFL RUEHNP RUEHROVDE RUEHRO #2061 2001359ZNY ССССС ZZHO 191359Z J 


Column 9 


VZCZCXRO4058PP RUEHPADE RUEHUJA #1860/01 20014017МҮ ССССС ZZHP 1914012 JUL 06FM AMEMB/ 


Column 9 


VZCZCXRO412200 RUEHBI RUEHDBU RUEHLH RUEHPWDE RUEHIL #3801/01 2001410ZNY CCCCC ZZHO 


Column 9 


VZCZCXYZ0007RR RUEHWEBDE RUEHGE #0710/01 2001413ZNY ССССС ZZHR 1914137 JUL 06FM АМЕМЕ 


Column 9 


VZCZCXRO4127RR RUEHMR RUEHRNDE RUEHLU #0740/01 2001417ZNY CCCCC ZZHR 1914172 JUL 06ΕΝ 


Column 9 


VZCZCXRO4199RR RUEHTRODE RUEHNJ #0968/01 20014237МҮ ССССС ZZHR 1914237 JUL 06ЕМ АМЕМВ 


Column 9 


VZCZCXYZ0009RR RUEHWEBDE RUEHKG #1412 2001430ZNR 00000 ZZHR 1914907 JUL 06FM AMEMBAS 
VZCZCXYZ0000PP RUEHWEBDE RUEHTU #1847 2001430ZNY ССССС ZZHP 191430Z JUL 06FM AMEMBAS: 


Column 9 


VZCZCXRO426500 RUEHDADE RUEHAK #4197/01 2001431ZNR 00000 77НО 1914312 JUL 06FM AMEMB/ 


Column 9 


VZCZCXRO4293PP RUEHDBU RUEHFL RUEHKW RUEHLA RUEHROV RUEHSRDE RUEHAK #4199/01 20014 


Column 9 


VZCZCXYZ0000PP RUEHWEBDE RUEHJI #0486/01 2001435ZNY ССССС ΖΖΗΡ 1914352 JUL 06FM AMCONS 


Column 9 


VZCZCXRO4598PP RUEHPADE RUEHAB #0782 2001454ZNY ССССС ZZHP 1914547 JUL 06FM AMEMBASS" 
VZCZCXYZ0000PP RUEHWEBDE RUEHAE #0604/01 2001500ZNY ССССС ZZHP 191500Z JUL 06FM AMEMB, 


Column 9 


VZCZCXRO447400 RUEHASTDE RUEHAK #4200 2001505ZNR 00000 ZZHO 1915057 JUL 06FM AMEMBAS 
VZCZCXRO4454PP RUEHAG RUEHBC RUEHDE RUEHDF RUEHIK RUEHKUK RUEHLZDE RUEHLB #2422/01 


Column 9 


VZCZCXYZ000900 RUEHWEBDE RUEHRH #5780 2001514ZNY ССССС ZZHO 1915142 JUL 06FM AMEMBAS 
VZCZCXYZ005300 RUEHWEBDE RUEHBU #1599 2001516ZNY ССССС ZZHO 191516Z JUL O6FM AMEMBAS 


VZCZCXRO4552RR RUEHDE RUEHIHL RUEHKUKDE RUEHBC #0119/01 2001534ZNY CCCCC ZZHR 191534. 
VZCZCXRO462500 RUEHBC RUEHDBU RUEHDE RUEHFL RUEHKUK RUEHKW RUEHLA RUEHROV RUEH. 


Column 9 


VZCZCXRO4718RR RUEHQUDE RUEHPU #1303 2001544ZNY 55555 ZZHR 1915447 JUL 06FM AMEMBASS 


VZCZCXYZ0029RR RUEHWEBDE RUEHBU #1600 2001547ZNR UUUUU ZZHR 191547Z JUL 06ЕМ AMEMBAS 
VZCZCXRO7127RR RUEHMA RUEHPADE RUEHNK #0898 2001553ZNR UUUUU ZZHR 191553Z JUL 06 ZDK t 


Column 9 


VZCZCXRO4777PP RUEHDBU RUEHFL RUEHKW RUEHLA RUEHSRDE RUEHROV #0141/01 2001611ZNY С 


Column 9 


VZCZCXRO4781PP RUEHKUKDE RUEHKUK #0129/01 2001612ZNY ССССС ΖΖΗΡ R 1916122 JUL 06FM REC 


Column 9 


VZCZCXRO487300 RUEHLMCDE RUEHLP #1952/01 2001614ZNY ССССС 77НО 191614Z JUL O6FM АМЕМЕ 


Column 9 


VZCZCXYZ000000 RUEHWEBDE RUEHNC #1172/01 2001627ZNY 55555 ZZHO 1916272 JUL 06FM AMEMB 
VZCZCXRO498700 RUEHBC RUEHDE RUEHIHL RUEHKUKDE RUEHGB #2587/01 2001631ZNY SSSSS ZZH 


Column 9 


VZCZCXYZ0039RR RUEHWEBDE RUEHME #3999/01 2001631ZNR 00000 ZZHR 1916317 JUL 06FM AMEME 


Column 9 


VZCZCXYZ0002RR RUEHWEBDE RUEHME #4000/01 2001631ZNR 00000 ZZHR 1916312 JUL 06FM AMEME 


Column 9 


VZCZCXYZ0026RR RUEHWEBDE RUEHSB #0918/01 2001637ZNY ССССС ZZHR 1916377 JUL 06FM AMEME 


Column 9 


nullLucia А Keegan 07/21/2006 03:12:47 PM From DB/Inbox: Lucia A KeeganCable Text: 


Column 9 


VZCZCXRO5313PP RUEHMA RUEHPADE RUEHAB #0783 2001700ZNR 00000 ZZHP 1917007 JUL 06ЕМ АМ 
VZCZCXRO526600 RUEHLMCDE RUEHLP #1955/01 2001726ZNY ССССС 77НО 191726Z JUL O6FM АМЕМЕ 


Column 9 


VZCZCXRO5239PP RUEHBC RUEHDE RUEHKUKDE RUEHRB #1372/01 2001732ZNY ССССС ZZHP 1917322 


Column 9 


VZCZCXRO5342PP RUEHPADE RUEHDK #1740/01 2001738ZNY ССССС ZZHP 1917387 JUL 06FM АМЕМВА: 
VZCZCXYZ0038RR RUEHWEBDE RUEHLP #1956 2001742ZNR UUUUU ZZHR 191742Z JUL O6FM AMEMBAS 


Column 9 


VZCZCXRO505200 RUEHASTDE RUEHPS #0608/01 2001800ZNR UUUUU ZZHO 1918002. JUL 06ЕМ USOFF 


Column 9 


VZCZCXRO506700 RUEHASTDE RUEHPS #0609/01 2001801ZNR 00000 ZZHO 1918012 JUL 06ЕМ USOFF 


Column 9 


VZCZCXRO5513PP ВОЕНАО RUEHCD RUEHGA RUEHGD RUEHGR RUEHHA RUEHHO RUEHMC RUEHNGI 
VZCZCXRO546000 RUEHCIDE RUEHIL #3862 2001822ZNY CCCCC ZZHO 191822Z JUL 06FM AMEMBASSY 


Column 9 


VZCZCXYZ0016PP RUEHWEBDE RUEHPU #1310 2001916ZNR 00000 ZZHP 1919167 JUL 06FM AMEMBAS 
VZCZCXYZ0012RR RUEHWEBDE RUEHSG #1552 2001917ZNR UUUUU ZZHR 1919172 JUL 06FM AMEMBAS 


Column 9 


VZCZCXYZ0022RR RUEHWEBDE RUEHBU #1605/01 2001920ZNR 00000 ZZHR 1919207 JUL O6FM AMEME 


Column 9 


VZCZCXYZ0020PP RUEHWEBDE RUEHBH #1096/01 2002057ZNY ССССС ZZHP 1920572 JUL 06FM AMEMB 


Column 9 


VZCZCXYZ0015PP RUEHWEBDE RUEHBO #6549/01 2002100ZNY ССССС ZZHP 192100Z JUL 06FM AMEMB 


46). 


Column 9 


VZCZCXYZ001500 RUEHWEBDE RUEHQT #1772/01 2002233ZNR 00000 ZZHO 1922337 JUL 06FM АМЕМІ 
VZCZCXRO5628RR RUEHCD RUEHGD RUEHHO RUEHMC RUEHNG RUEHNL RUEHRD RUEHRS RUEHTMI 


Column 9 


VZCZCXYZ000100 RUEHWEBDE RUEHQT #1773/01 2002238ZNY ССССС ZZHO 1922384 JUL 06FM AMEME 
VZCZCXRO5634RR RUEHCD RUEHGD RUEHHO RUEHMC RUEHNG RUEHNL RUEHRD RUEHRS RUEHTMI 


Column 9 


VZCZCXRO5653RR RUEHFK RUEHKSO RUEHNHDE RUEHKO #4014 2002341ZNY ССССС ZZHR 192341Z JI 
VZCZCXRO5709RR RUEHCIDE RUEHKA #4435/01 2010116ZNY ССССС ZZHR 2001167 JUL 06FM AMEMBAS 


Column 9 


VZCZCXRO5695PP RUEHFK RUEHKSO RUEHNAG RUEHNHDE RUEHKO #4020/01 2010117ZNR 00000 ZZ 


Column 9 


VZCZCXRO5711PP RUEHFK RUEHKSO RUEHNAG RUEHNHDE RUEHKO #4025/01 2010153ZNR 00000 ZZ 


Column 9 


VZCZCXRO5728PP RUEHBC RUEHDE RUEHIHL RUEHKUKDE RUEHGB #2590 2010234ZNY CCCCC ZZHP 2 
VZCZCXRO5729PP RUEHBC RUEHDE RUEHIHL RUEHKUKDE RUEHGB #2591 2010235ZNY 55555 ZZHP 21 


Column 9 


VZCZCXRO5722PP RUEHFKDE RUEHKO #4027 2010235ZNR 00000 77НР 2002357 JUL 06FM AMEMBASS 


Column 9 


VZCZCXRO5798PP RUEHAGDE RUEHCP #0980 2010331ZNY ССССС ZZHP 200331Z JUL 06FM AMEMBASS 
VZCZCXRO5754RR RUEHCHI RUEHDT RUEHHM RUEHNHDE RUEHBK #4343/01 2010351ZNR UUUUU ZZHI 


Column 9 


VZCZCXRO577200 RUEHDEDE RUEHBUL #3225 2010353ZNR 00000 ZZHO 2003537 JUL 06FM AMEMBAS 
VZCZCXRO577600 RUEHFK RUEHKSO RUEHNHDE RUEHKO #4031/01 2010447ZNY CCCCC ZZHO 200447 


Column 9 


VZCZCXRO5825PP RUEHCHI RUEHDT RUEHHM RUEHNHDE RUEHGO #1010/01 2010601ZNY 55555 ZZHF 


Column 9 


VZCZCXRO5814RR RUEHCN RUEHGHDE RUEHBJ #5109/01 2010602ZNR 00000 ZZHR 2006022 JUL 06ҒМ 
VZCZCXRO5811RR RUEHCN RUEHGHDE RUEHBJ #5110/01 2010603ZNR UUUUU ZZHR 2006037 JUL 06FM 


Column 9 


VZCZCXRO5809PP RUEHASTDE RUEHBW #1157/01 2010611ZNR 00000 ZZHP 2006112 JUL 06FM AMEMB 


Column 9 


VZCZCXRO5847PP RUEHASTDE RUEHTA #2607 2010626ZNR 00000 ZZHP 2006267 JUL 06FM AMEMBASS 
VZCZCXYZ0006PP RUEHWEBDE RUEHBW #1158/01 2010651ZNR UUUUU ZZHP 200651Z JUL O6FM АМЕМЕ 
VZCZCXRO5905RR RUEHLMCDE RUEHUM #0552/01 2010706ZNY EEEEE ZZHR 200706Z JUL 06FM AMEMB 


Column 9 


VZCZCXRO591600 RUEHCHI RUEHDT RUEHHM RUEHNHDE RUEHGO #1012/01 2010714ZNY CCCCC ZZH 
VZCZCXRO5881PP RUEHFK RUEHKSO RUEHNAG RUEHNHDE RUEHOK #0366/01 2010718ZNR UUUUU ZZ 
VZCZCXRO592500 RUEHCHI RUEHDT RUEHHM RUEHNHDE RUEHGO #1013/01 2010722ZNY ССССС ZZH 
VZCZCXYZ0000PP RUEHWEBDE RUEHUL #2432/01 2010735ZNY CCCCC ZZHP 200735Z JUL 06FM AMEMB, 


Column 9 


VZCZCXYZ0005RR RUEHWEBDE RUEHBS #2538 2010744ZNR 00000 ZZHR 2007447 JUL 06FM AMEMBAS 


VZCZCXYZ0001RR RUEHWEBDE RUEHIN #2448/01 2010750ZNR UUUUU ZZHR 200750Z JUL 06FM AIT TAIF 


Column 9 


VZCZCXRO5948RR RUEHDBU RUEHFL RUEHKW RUEHLA RUEHROV RUEHSRDE RUEHRA #0573 2010815 


VZCZCXRO5931PP RUEHFK RUEHKSO RUEHNAG RUEHNHDE RUEHKO #4042/01 2010816ZNR UUUUU ZZ 


Column 9 


VZCZCXRO596300 RUEHASTDE RUEHBW #1160/01 2010824ZNR 00000 77НО 2008247 JUL 06FM АМЕМІ 


Column 9 


VZCZCXYZ000700 RUEHWEBDE RUEHUL #2442 2010826ZNY CCCCC 77НО 2008262. JUL 06FM AMEMBAS 


VZCZCXYZ000000 RUEHWEBDE RUEHDM #3552/01 2010829ZNR UUUUU ZZHO 2008297 JUL 06FM АМЕМ 


Column 9 


VZCZCXRO596100 RUEHBCDE RUEHBC #0120 2010831ZNY ССССС ZZHO 2008317 JUL 06FM REO BASR, 
VZCZCXRO5997PP RUEHMA RUEHROVDE RUEHKH #1731 2010845ZNR UUUUU ZZHP 200845Z JUL O6FM / 
VZCZCXRO5999RR RUEHLN RUEHVK RUEHYGDE RUEHDBU #1362 2010856ZNR UUUUU ZZHR 2008562 Jl 
VZCZCXRO603500 RUEHCHI RUEHDT RUEHHM RUEHNHDE RUEHGO #1014/01 2010856ZNY CCCCC ZZH 
VZCZCXRO6006RR RUEHBC RUEHDE RUEHKUK RUEHPADE RUEHNK #0901/01 2010901ZNY CCCCC ZZHI 


Column 9 


VZCZCXYZ0000PP RUEHWEBDE RUEHRK #0264 2010910ZNR 00000 ZZHP 2009107 JUL 06FM AMEMBAS 
VZCZCXYZ000100 RUEHWEBDE RUEHNC #1174/01 2010911ZNY ССССС ZZHO 200911Z JUL O6FM АМЕМЕ 
VZCZCXYZ0005PP RUEHWEBDE RUEHKO #4043 2010924ZNY 55555 ZZHP 200924Z JUL 06FM AMEMBASS 
VZCZCXYZ0000PP RUEHWEBDE RUEHJI #0487/01 2010938ZNY ССССС ΖΖΗΡ 200938Z JUL 06FM AMCONS 


Column 9 


VZCZCXRO6094PP RUEHMR RUEHRNDE RUEHKI #1161/01 2010950ZNY ССССС 27НР 2009507 JUL 06FM , 


Column 9 


VZCZCXRO6060PP RUEHCHI RUEHDT RUEHHMDE RUEHBK #4373/01 2010957ZNY ССССС ZZHP 2009572 


Column 9 


Р 2009587 JUL 06FM AMEMBASSY KINSHASATO SECSTATE WASHDC PRIORITY 4420INFO RWANDA COLL 


Column 9 


VZCZCXRO6087PP RUEHCIDE RUEHBK #4374 20110017МҮ ССССС ΖΖΗΡ 2010017 JUL 06FM AMEMBASSY 


VZCZCXRO6118PP RUEHCN RUEHGHDE RUEHHK #2966/01 2011017ZNY ССССС ZZHP 201017Z JUL 06ЕМ 


Column 9 


nullLucia А Keegan 07/21/2006 03:13:30 РМ From DB/Inbox: Lucia А KeeganCable Text: 


Column 9 


VZCZCXRO6044RR RUEHASTDE RUEHBS #2543/01 2011027ZNR 00000 ZZHR 2010277 JUL 06FM AMEMB 


Column 9 


VZCZCXRO6188RR RUEHDU RUEHJO RUEHMR RUEHRNDE RUEHLG #0620 2011122ZNR 00000 ZZHR 20 


VZCZCXRO6211RR RUEHASTDE RUEHBW #1162 2011144ZNR UUUUU ZZHR 201144Z JUL 06FM AMEMBAS 


Column 9 


VZCZCXRO6213RR RUEHASTDE RUEHBW #1163 2011144ZNR 00000 ZZHR 2011447 JUL 06FM AMEMBAS 


VZCZCXRO6236PP RUEHQUDE RUEHPU #1311/01 2011152ZNR UUUUU ZZHP 201152Z JUL O6FM AMEMBA: 


Column 9 


VZCZCXRO624400 RUEHCN RUEHGHDE RUEHBJ #5153/01 2011159ZNY ССССС ZZHO 2011597 JUL 06FM 


Column 9 


VZCZCXYZ0009RR RUEHWEBDE RUEHRB #1373/01 2011203ZNR 00000 ZZHR 2012037 JUL 06FM AMEME 


Column 9 


VZCZCXRO6230RR RUEHDADE RUEHDA #0172 2011205ZNR 00000 ZZHR 20120527 JUL 06FM AMCONSUL 


Column 9 


VZCZCXRO6357RR RUEHDEDE RUEHTU #1851/01 2011209ZNY ССССС ZZHR 2012097 JUL 06 ZDKFM AME 


Column 9 


VZCZCXRO6253PP RUEHROVDE RUEHDS #1987/01 2011212ZNR 00000 ΖΖΗΡ 2012127 JUL 06FM AMEMB 


Column 9 


VZCZCXRO625600 RUEHDBU RUEHFL RUEHKW RUEHLA RUEHROV RUEHSRDE RUEHPG #0822 201121 
VZCZCXRO626400 RUEHDBU RUEHFL RUEHKW RUEHLA RUEHROVDE RUEHPG #0823 2011221ZNY SSS 
VZCZCXYZ0000PP RUEHWEBDE RUEHTH #1891/01 2011231ZNY CCCCC ZZHP 201231Z JUL 06FM AMEMB, 


Column 9 


P 2012367 JUL 06FM AMEMBASSY ZAGREBTO RUEHC/SECSTATE WASHDC PRIORITY 6421INFO RUEHZL/ 
VZCZCXYZ0003PP RUEHWEBDE RUEHTC #1585/01 2011247ZNR UUUUU ZZHP 201247Z JUL O6FM AMEMB. 
VZCZCXYZ000500 RUEHWEBDE RUEHDM #3573/01 2011252ZNR UUUUU ZZHO 201252Z JUL 06FM AMEMI 


Column 9 


VZCZCXRO6276RR RUEHROVDE RUEHKH #1744/01 2011257ZNR 00000 ZZHR 2012572 JUL 06 ЕМ AMEME 


Column 9 


VZCZCXYZ0041PP RUEHWEBDE RUEHYN #2070/01 2011301ZNR 00000 ZZHP 201301Z JUL 06FM AMEMB 
VZCZCXRO6280PP RUEHASTDE RUEHTH #1892 2011303ZNR UUUUU ZZHP 201303Z JUL 06FM AMEMBAS: 


Column 9 


VZCZCXRO6299PP RUEHLADE RUEHMD #1832 2011326ZNY ССССС ΖΖΗΡ 2013267 JUL 06FM AMEMBASS' 
VZCZCXRO6295PP RUEHDBU RUEHFL RUEHKW RUEHLA RUEHSRDE RUEHROV #0142/01 2011327ZNY Ct 


Column 9 


VZCZCXYZ0035PP RUEHWEBDE RUEHMU #1573/01 2011331ZNR 00000 ZZHP 2013317 JUL 06FM AMEME 


Column 9 


VZCZCXRO6311RR RUEHATDE RUEHTO #1586/01 2011337ZNR 00000 ZZHR 2013377 JUL 06FM АМЕМВА: 
VZCZCXRO6471RR RUEHDBU RUEHFL RUEHKW RUEHLA RUEHROV RUEHSRDE RUEHVL #0686/01 20112 


Column 9 


VZCZCXRO6344PP RUEHPADE RUEHDK #1746/01 2011345ZNY CCCCC ZZHP 2013457 JUL 06FM АМЕМВА: 
VZCZCXRO6334RR RUEHMA RUEHROVDE RUEHKH #1746 2011346ZNR UUUUU ZZHR 2013467 JUL 06FM + 


Column 9 


VZCZCXRO633200 RUEHAGDE RUEHDM #3577/01 20113487МҮ 55555 ZZHO 2013487 JUL 06FM АМЕМВА 


Column 9 


VZCZCXRO6383RR RUEHDU RUEHJO RUEHMR RUEHRNDE RUEHTO #0883 2011348ZNR 00000 ZZHR 2( 
VZCZCXRO6333PP RUEHBC RUEHDE RUEHIHLDE RUEHKUK #0130/01 2011357ZNY CCCCC ZZHP R 20135 


Column 9 


nullAnne W McNeill 10/19/2006 03:24:56 РМ From DB/Inbox: Search ResultsCable Text: 


Column 9 


nullLucia А Keegan 07/21/2006 03:19:35 РМ From DB/Inbox: Lucia А KeeganCable Text: 


VZCZCXRO638400 RUEHDBUDE RUEHMO #7769/01 2011418ZNY ССССС ZZHO 201418Z JUL 06ЕМ АМЕМІ 


Column 9 


VZCZCXRO6393RR RUEHATDE RUEHTC #1587/01 2011420ZNR UUUUU ZZHR 2014207 JUL 06FM AMEMBA 
nullMayra Y Ahern 07/24/2006 09:47:16 AM From DB/Inbox: Mayra Y AhernCable Text: 


Column 9 


VZCZCXYZ0005PP RUEHWEBDE RUEHNY #0902 20114297МҮ ССССС ZZHP 2014297 JUL 06ЕМ AMEMBAS: 
VZCZCXRO6401RR RUEHATDE RUEHTC #1588/01 2011429ZNR UUUUU ZZHR 201429Z JUL 06FM AMEMBA 
VZCZCXYZO000RR RUEHWEBDE RUEHLGB #0712 2011437ZNR UUUUU ZZHR 2014377 JUL 06FM AMEMBA 
VZCZCXRO6431PP RUEHCD RUEHGA RUEHGD RUEHHA RUEHHO RUEHMC RUEHQU RUEHTM RUEHVCI 


Column 9 


VZCZCXYZ000000 RUEHWEBDE RUEHAM #5486/01 2011441ZNY ССССС 77НО 201441Z JUL 06ЕМ AMEME 
VZCZCXYZ0000RR RUEHWEBDE RUEHRB #1374/01 2011445ZNR UUUUU ZZHR 2014457 JUL 06FM AMEME 


Column 9 


VZCZCXRO6446PP RUEHFL RUEHNPDE RUEHRO #2072/01 2011456ZNR 00000 ZZHP 2014567 JUL 06FM 


Column 9 


VZCZCXRO650400 RUEHROVDE RUEHNR #3173/01 2011459ZNY ССССС ZZHO 2014597 JUL O6FM AMEMI 
VZCZCXYZ000000 RUEHWEBDE RUEHJM #3080/01 2011503ZNY ССССС ZZHO 201503Z JUL 06FM AMCON 


Column 9 


VZCZCXYZ0001RR RUEHWEBDE RUEHAR #1676/01 2011511ZNY ССССС ZZHR 2015117 JUL 06FM AMEMB 


Column 9 


VZCZCXRO6467PP RUEHAGDE RUEHMD #1834/01 2011514ZNY CCCCC ZZHP 2015147 JUL 06FM AMEMBA 


Column 9 


VZCZCXYZ0036RR RUEHWEBDE RUEHTO #0884/01 2011521ZNR 00000 ZZHR 2015212 JUL 06FM AMEME 


Column 9 


VZCZCXRO6478PP RUEHASTDE RUEHMD #1835/01 2011522ZNR 00000 ZZHP 2015222 JUL 06FM AMEMB 


Column 9 


VZCZCXRO6404PP RUEHASTDE RUEHVJ #1634/01 2011531ZNR 00000 ZZHP 2015312 JUL 06FM AMEMB/ 


Column 9 


VZCZCXRO6567RR RUEHRGDE RUEHBR #1467 2011535ZNR 00000 ZZHR 2015357 JUL 06FM AMEMBASS 
VZCZCXYZ0021PP RUEHWEBDE RUEHTC #1590 2011535ZNR UUUUU ZZHP 201535Z JUL O6FM AMEMBAS: 
VZCZCXYZ0000RR RUEHWEBDE RUEHLI #1500 2011540ZNR UUUUU ZZHR 201540Z JUL 06FM AMEMBASS 
VZCZCXRO6532PP RUEHDBU RUEHFL RUEHKW RUEHLA RUEHROV RUEHSRDE RUEHSQ #0696/01 2011: 


Column 9 


VZCZCXRO6530PP RUEHBC RUEHDE RUEHIHL RUEHKUKDE RUEHSL #0597/01 2011546ZNY ССССС ZZHF 


Column 9 
VZCZCXYZ000000 RUEHWEBDE RUEHNC #1175 2011551ZNY ССССС ZZHO 201551Z JUL 06FM AMEMBAS 
VZCZCXRO6535PP RUEHDBU RUEHFL RUEHKW RUEHLA RUEHSRDE RUEHROV #0143 2011612ZNY ССС! 


Column 9 


VZCZCXRO655400 RUEHASTDE RUEHAK #4234/01 2011614ZNR 00000 ZZHO 2016147 JUL 06FM AMEME 
VZCZCXYZ000200 RUEHWEBDE RUEHJM #3082/01 2011614ZNY ССССС ZZHO 201614Z JUL 06FM AMCON 
VZCZCXRO656300 RUEHBC RUEHDE RUEHIHL RUEHKUKDE RUEHAK #4235/01 2011622ZNY SSSSS ZZH( 
VZCZCXYZ0002PP RUEHWEBDE RUEHWN #1276 2011622ZNY CCCCC ZZHP 201622Z JUL 06FM AMEMBAS 


VZCZCXRO6560RR RUEHBC RUEHDE RUEHKUKDE RUEHRB #1377 2011629ZNR UUUUU ZZHR 201629Z JI 
VZCZCXRO6566PP RUEHBC RUEHDE RUEHIHL RUEHKUKDE RUEHLO #5371/01 2011630ZNY CCCCC ZZHI 


Column 9 


VZCZCXRO657300 RUEHDBU RUEHFL RUEHKW RUEHLA RUEHROV RUEHSRDE RUEHAK #4236/01 20111 


Column 9 


ПШІО 2016454 JUL 06FM AMEMBASSY PARISTO SECSTATE WASHDC IMMEDIATE 9691INFO IRAN COLLEC 


Column 9 


VZCZCXRO657800 RUEHAG RUEHBC RUEHDE RUEHKUKDE RUEHLB #2427/01 2011647ZNY 55555 ZZHC 


Column 9 


VZCZCXRO6584PP RUEHAG RUEHBC RUEHDE RUEHKUKDE RUEHLB #2428 2011647ZNY ССССС ZZHP οί 
VZCZCXRO6583PP RUEHAG RUEHBC RUEHDE RUEHDF RUEHIK RUEHKUK RUEHLZDE RUEHLB #2429 2( 


Column 9 


VZCZCXRO651700 RUEHASTDE RUEHPS #0611/01 2011649ZNR 00000 77НО 2016497 JUL 06FM USOFF 


Column 9 


VZCZCXYZ0003PP RUEHWEBDE RUEHRB #1378/01 2011700ZNR 00000 ZZHP 2017007 JUL 06FM AMEMB 


Column 9 


VZCZCXRO6629RR RUEHPADE RUEHJL #0465/01 2011716ZNY CCCCC ZZHR 2017167 JUL 06FM AMEMBAS 


Column 9 


VZCZCXRO6645PP RUEHBC RUEHDE RUEHIHL RUEHKUKDE RUEHGB #2609 2011753ZNY CCCCC ZZHP 2 
VZCZCXRO661400 RUEHASTDE RUEHBM #1158 2011753ZNR UUUUU ZZHO 201753Z JUL 06ЕМ AMEMBAS 
VZCZCXYZ0002RR RUEHWEBDE RUEHGB #2610 2011754ZNY ССССС ZZHR 201754Z JUL 06ЕМ AMEMBAS 


VZCZCXRO6722PP RUEHRGDE RUEHSO #0785/01 2011835ZNR UUUUU ZZHP 201835Z JUL 06FM AMCONS 
VZCZCXYZ0001PP RUEHWEBDE RUEHWN #1279 2012114ZNY CCCCC ZZHP 202114Z JUL O6FM AMEMBAS 


Column 9 


VZCZCXYZ0014RR RUEHWEBDE RUCNDT #1395 2012141ZNR 00000 ZZHR 2021412 JUL 06FM USMISSIC 


Column 9 


VZCZCXRO6851PP RUEHCN RUEHGHDE RUEHIN #2452/01 2012200ZNY ССССС ZZHP 2022007 JUL 06FM , 


Column 9 


VZCZCXYZ000100 RUEHWEBDE RUEHUM #0553 2012318ZNR 00000 ZZHO 2023187 JUL 06FM АМЕМВА: 


Column 9 


VZCZCXYZ000100 RUEHWEBDE RUEHUM #0554/01 2012321ZNR 00000 ZZHO 2023212 JUL 06FM АМЕМ 


Column 9 


VZCZCXRO6904PP RUEHFK RUEHKSO RUEHNAG RUEHNHDE RUEHKO #4061/01 2020119ZNR 00000 ZZ 


Column 9 


VZCZCXRO6928PP RUEHFKDE RUEHKO #4065 2020237ZNR 00000 ZZHP 2102372 JUL 06FM AMEMBASS 


Column 9 


VZCZCXRO7002RR RUEHCHI RUEHDT RUEHHM RUEHNHDE RUEHGO #1017/01 2020347ZNR 00000 ZZH 


774 100 


Column 9 


VZCZCXRO700600 RUEHDADE RUEHAK #4237/01 2020426ZNR 00000 ZZHO 2104267 JUL 06FM AMEMB/ 


Column 9 


апа others: Prime 


Column 9 


VZCZCXRO702100 RUEHBI RUEHCI RUEHLH RUEHPWDE RUEHNE #5129 2020454ZNY ССССС ZZHO 210 


Column 9 


VZCZCXYZ0026RR RUEHWEBDE RUEHWL #0567/01 2020511ZNR 00000 ZZHR 2105112 JUL 06FM AMEME 


Column 9 


VZCZCXYZ0001RR RUEHWEBDE RUEHWL #0568/01 2020512ZNR 00000 ZZHR 2105122 JUL 06FM AMEME 


Column 9 


VZCZCXRO7044RR RUEHROVDE RUEHDS #2002/01 2020531ZNR 00000 ZZHR 2105317 JUL 06FM AMEME 


Column 9 


VZCZCXRO7070RR RUEHASTDE RUEHSK #0758/01 2020535ZNR 00000 ZZHR 2105357 JUL 06FM АМЕМВ 


Column 9 


VZCZCXRO7092RR RUEHDBU RUEHFL RUEHKW RUEHLA RUEHROV RUEHSRDE RUEHSK #0759/01 2020! 


Column 9 


VZCZCXYZ0000PP RUEHWEBDE RUEHUM #0558 2020606ZNR 00000 ZZHP 2106067 JUL 06FM AMEMBAS 


VZCZCXYZ0007RR RUEHWEBDE RUEHLM #1199 2020623ZNR UUUUU ZZHR 210623Z JUL 06FM AMEMBAS 
VZCZCXRO7088PP RUEHLMCDE RUEHLM #1200/01 2020626ZNR UUUUU ZZHP 210626Z JUL 06FM AMEMB 
VZCZCXRO892100 RUEHBI RUEHCI RUEHLH RUEHPWDE RUEHNE #5132/01 2020636ZNR UUUUU ZZHO : 


Column 9 
VZCZCXRO712400 RUEHBI RUEHCI RUEHLH RUEHPWDE RUEHNE #5133/01 2020641ZNR UUUUU ZZHO : 


Column 9 


VZCZCXRO7122RR RUEHBC RUEHDA RUEHDE RUEHIHL RUEHKUKDE RUEHUL #2451 2020700ZNR UUUU 
VZCZCXRO7164PP RUEHDBU RUEHFL RUEHKW RUEHLA RUEHROV RUEHSRDE RUEHAK #4241/01 20207 


Column 9 


VZCZCXRO7186PP RUEHMR RUEHRNDE RUEHKI #1165/01 2020721ZNY CCCCC ΖΖΗΡ 2107212 JUL 06FM , 


Column 9 


VZCZCXRO716500 RUEHBI RUEHCI RUEHLH RUEHPWDE RUEHNE #5135/01 2020722ZNY CCCCC ZZHO : 


Column 9 


VZCZCXRO717800 RUEHBI RUEHCI RUEHLH RUEHPWDE RUEHNE #5136/01 2020729ZNY CCCCC ZZHO : 


Column 9 


VZCZCXYZ000100 RUEHWEBDE RUEHCP #0986 2020732ZNY ССССС ZZHO 2107322 JUL 06FM AMEMBAS 
VZCZCXRO7198RR RUEHDBUDE RUEHKB #1076/01 2020750ZNY CCCCC ZZHR 2107502. JUL 06FM AMEME 


Column 9 


nullLucia А Keegan 07/21/2006 03:15:58 PM From DB/Inbox: Lucia А KeeganCable Text: 


Column 9 


VZCZCXRO7203PP RUEHFK RUEHKSO RUEHNAG RUEHNHDE RUEHKO #4084/01 2020813ZNR 00000 ZZ 


Column 9 


VZCZCXYZ0002RR RUEHWEBDE RUEHJA #9156/01 2020820ZNR 00000 ΖΖΗΗ 2108207 JUL 06FM AMEMB 
VZCZCXRO7220PP RUEHDT RUEHHMDE RUEHCHI #0117/01 2020829ZNR UUUUU ZZHP 210829Z JUL 06FN 


Column 9 


VZCZCXRO7284RR RUEHDBU RUEHFL RUEHKW RUEHLA RUEHROV RUEHSRDE RUEHVB #0871/01 20204 


Column 9 


VZCZCXRO7227RR RUEHCN RUEHGHDE RUEHIN #2462/01 2020834ZNY ССССС ZZHR 2108347 JUL 06FM 


Column 9 


VZCZCXRO7190RR RUEHDBU RUEHFL RUEHKW RUEHLA RUEHROV RUEHSRDE RUEHBM #1160/01 2020: 


Column 9 


VZCZCXYZ000000 RUEHWEBDE RUEHNC #1177/01 2020835ZNY ССССС ZZHO 2108354 JUL 06FM AMEME 
VZCZCXRO7247PP RUEHDBU RUEHFL RUEHKW RUEHLA RUEHROV RUEHSRDE RUEHRA #0577/01 2020€ 


VZCZCXRO723900 RUEHCHI RUEHDT RUEHHM RUEHNHDE RUEHKL #1353/01 2020846ZNY CCCCC ZZH( 


Column 9 


VZCZCXRO7262PP RUEHDU RUEHGI RUEHJO RUEHMA RUEHMR RUEHPA RUEHRNDE RUEHDS #2009/01 


Column 9 


VZCZCXYZ0004RR RUEHWEBDE RUEHJA #9157 2020901ZNR 00000 ZZHR 2109012 JUL O6FM AMEMBAS. 


VZCZCXYZ0000RR RUEHWEBDE RUEHIN #2463 2020902ZNY ССССС ZZHR 210902Z JUL 06FM АІТ TAIPEI 
VZCZCXYZ0008RR RUEHWEBDE RUEHIN #2469/01 2020905ZNR UUUUU ZZHR 2109057 JUL 06FM AIT TAIF 


Column 9 


VZCZCXRO7259RR RUEHGHDE RUEHIN #2467/01 2020905ZNR 00000 ZZHR 2109057 JUL O6FM AIT TAIPE 
VZCZCXYZ000800 RUEHWEBDE RUEHKO #4087 2020909ZNY ССССС ZZHO 210909Z JUL 06FM AMEMBAS 


VZCZCXRO7280RR RUEHCHI RUEHDT RUEHHMDE RUEHHI #1864/01 2020910ZNR UUUUU ZZHR 2109107 


Column 9 


VZCZCXRO727300 RUEHBC RUEHDA RUEHDE RUEHIHL RUEHKUKDE RUEHRO #2076/01 2020912ZNR UI 


Column 9 


VZCZCXYZ000000 RUEHWEBDE RUEHKO #4088 2020913ZNY ССССС ZZHO 2109137 JUL 06FM AMEMBAS 
VZCZCXRO730100 RUEHCHI RUEHDT RUEHHM RUEHNHDE RUEHKL #1354/01 2020926ZNY CCCCC ZZH( 


Column 9 


VZCZCXYZ0000PP RUEHWEBDE RUEHUL #2457/01 2020926ZNY 55555 ZZHP 2109267 JUL 06FM AMEMBA 


Column 9 


VZCZCXYZ0007PP RUEHWEBDE RUEHUL #2458/01 2020932ZNR 00000 ZZHP 2109327 JUL O6FM AMEMB. 


Column 9 


VZCZCXRO738300 RUEHCHI RUEHDT RUEHHM RUEHNHDE RUEHGO #1036/01 2020933ZNR 0000077 


Column 9 


nullLucia А Keegan 07/21/2006 03:16:29 PM From DB/Inbox: Lucia А KeeganCable Text: 


Column 9 


VZCZCXRO733600 RUEHCHI RUEHDT RUEHHMDE RUEHJA #9159/01 2020944ZNR 00000 ZZHO 2109444 
VZCZCXRO7321PP RUEHCHI RUEHDT RUEHHMDE RUEHML #3064/01 2020944ZNR UUUUU ZZHP 2109442 


Column 9 


VZCZCXYZ0000PP RUEHWEBDE RUEHTI #0776 2020945ZNY ССССС ZZHP 2109457 JUL 06FM AMEMBASS 
VZCZCXYZ000000 RUEHWEBDE RUEHML #3065 2020957ZNR UUUUU ZZHO 210957Z JUL 06FM АМЕМВА‹ 


VZCZCXRO738600 RUEHCHI RUEHDT RUEHHMDE RUEHJA #9160/01 2021000ZNY CCCCC ZZHO 2110007 


Column 9 


VZCZCXYZ004500 RUEHWEBDE RUEHUL #2460/01 2021002ZNY CCCCC 77НО 2110027 JUL 06FM AMEME 


Column 9 
VZCZCXRO737300 RUEHDBU RUEHFL RUEHKW RUEHLA RUEHROVDE RUEHPG #0828/01 2021003ZNY 5 


Column 9 


VZCZCXYZ000700 RUEHWEBDE RUEHML #3066 2021005ZNY 55555 ZZHO 2110057 JUL 06FM AMEMBAS: 


Column 9 


VZCZCXYZ0003PP RUEHWEBDE RUEHRB #1380/01 2021007ZNR 00000 ZZHP 2110077 JUL 06FM AMEMB 


Column 9 


VZCZCXRO738400 RUEHBI RUEHCI RUEHLH RUEHPWDE RUEHNE #5138/01 2021010ZNY CCCCC ZZHO : 


Column 9 


VZCZCXRO7375PP RUEHBI RUEHCI RUEHLH RUEHPWDE RUEHBI #1356 2021017ZNY ССССС ZZHP R 211 


Column 10 


CONFIDENTIAL BRIDGETOWN 001215 SIPDIS SIPDIS SOUTHCOM ALSO FOR POLAD Ε.Ο. 12958: I 


Column 10 


CONFIDENTIAL BRIDGETOWN 001216 SIPDIS SIPDIS SOUTHCOM ALSO FOR POLAD Ε.Ο. 12958: I 


Column 10 
CONFIDENTIALMEXICO 003879 SIPDIS SIPDIS Е.О. 12958: БЕСІ: 07/13/2016 TAGS: PGOV, PINR, М 
CONFIDENTIAL GEORGETOWN 000685 SIPDIS SIPDIS WHA/CAR WHA/OAS S/CRS SOUTHCOM FC 


Column 10 


CONFIDENTIALSECTION 01 OF 02 TELAVIV 002782 SIPDIS E.O. 12958: DECL: 07/13/2016 TAGS: EC 


Column 10 


UNCLAS LIMA 002743 SIPDIS SIPDIS Е.О. 12958: N/A TAGS: PGOV, PINR, PREL, PE SUBJECT: HUMALA M 


Column 10 


CONFIDENTIAL SECTION 01 OF 02 BOGOTA 006342 SIPDIS STATE FOR INL/LP, WHA/AND Е.О. 129: 


Column 10 


UNCLAS QUITO 001707 SIPDIS SENSITIVE SIPDIS Е.О. 12958: N/A TAGS: PGOV, PREL, EC SUBJECT: AME 


Column 10 


UNCLAS SECTION 01 OF 02 BRIDGETOWN 001220 SIPDIS SENSITIVE SIPDIS SOUTHCOM ALSO FOR PC 


UNCLAS SANTIAGO 001504 SIPDIS SIPDIS FOR WHA/BSC, WHA/PDA, WHA/PA, S/ES E.O. 12958: N/A TA( 


Column 10 


UNCLAS WELLINGTON 000545 SIPDIS SIPDIS STATE FOR IIP/G/EA - SPRIETO; EAP/PD - AGRIMES; EAP// 
CONFIDENTIALRIYADH 005601 SIPDIS SIPDIS STATE FOR NEA AND NEA/ARPI, JERUSALEM FOR 4 
UNCLAS WELLINGTON 000547 SIPDIS SENSITIVE SIPDIS STATE FOR CA/P/IP-ERIN TREACY AND EAP/AP 
UNCLAS WELLINGTON 000548 SIPDIS SIPDIS SENSITIVE DEPT FOR EAP/ANP - DAN RICCI, DS/IP/EAP, Г 
UNCLAS JAKARTA 008794 SIPDIS SENSITIVE SIPDIS USDA FOR U/S PENN, A/U/S/ LAMBERT FAS/OA/YOS 


Column 10 


UNCLAS WELLINGTON 000550 SIPDIS SIPDIS STATE FOR EAP/ANP - DRICCI AND FOR EB/TRA - JHORW 


Column 10 


UNCLAS SECTION 01 OF 10 TOKYO 003930 SIPDIS SIPDIS DEPT FOR E, P, EB, EAP/J, EAP/P, EAP/PD, PA 


Column 10 


UNCLAS SECTION 01 OF 03 WELLINGTON 000551 SIPDIS SENSITIVE SIPDIS STATE FOR EB/TPP, ЕАР/А! 


Column 10 


UNCLAS SECTION 01 OF 02 TOKYO 003931 SIPDIS SIPDIS STATE FOR І/ВЕ, PA/PR/FPC/W, IIP/G/EA, EAP, 


Column 10 


UNCLAS SECTION 01 OF 03 PRETORIA 002873 SIPDIS SIPDIS Е.О. 12958: N/A TAGS: OTRA, PREL, MARF 


Column 10 


CONFIDENTIAL VIENTIANE 000660 SIPDIS SIPDIS DEPARTMENT FOR EAP/MLS, DRL, PRM Ε.Ο. 12 


Column 10 


UNCLAS SECTION 01 OF 03 SOFIA 000983 SIPDIS DEPT FOR EB/IPE JURBAN; SWILSON DEPT PLEASE P 


Column 10 


CONFIDENTIALSECTION 01 OF 03 COLOMBO 001156 SIPDIS SIPDIS Е.О. 12958: DECL: 07/14/2016 


Column 10 


CONFIDENTIALSECTION 01 OF 03 TIRANA 000743 SIPDIS SIPDIS EUR/SCE - PAUL PFEUFFER, BR 


Column 10 


CONFIDENTIALSECTION ΟΙ OF 03 BANJUL 000444 SIPDIS SIPDIS Ε.Ο. 12958: DECL: 07/14/2016 ТА 


Column 10 


UNCLAS SECTION 01 OF 03 JAKARTA 008800 SIPDIS SIPDIS SENSITIVE DEPT FOR EAP/MTS AND EB/IFE 


Column 10 


UNCLAS TALLINN 000649 SIPDIS SIPDIS Е.О. 12958: N/A TAGS: PGOV, PHUM, PREL, CU, EN SUBJECT: DI 
UNCLAS VIENNA 002097 SIPDIS SENSITIVE SIPDIS DEPARTMENT FOR EUR/AGS AND INR/EU Е.О. 1295 


UNCLAS TAIPEI 002387 SIPDIS SIPDIS SENSITIVE BUT UNCLASSIFIED STATE PLEASE PASS USTR STATI 
UNCLAS SECTION 01 OF 02 TAIPEI 002388 SIPDIS SIPDIS STATE PLEASE PASS USTR STATE FOR EAP/R 


CONFIDENTIALTUNIS 001776 SIPDIS SIPDIS STATE FOR NEA/MAG (MHARRIS) E.O. 12958: DECL: 


Column 10 


CONFIDENTIAL SECTION 01 OF 03 MOSCOW 007493 SIPDIS SIPDIS Ε.Ο. 12958: DECL: 07/10/2016 ` 


Column 10 


CONFIDENTIALSECTION 01 OF 02 ADDIS ABABA 001924 SIPDIS SIPDIS Е.О. 12958: DECL: 07/03/2C 


Column 10 


UNCLAS SECTION 01 OF 02 COLOMBO 001160 SIPDIS MCC FOR D NASSIRY AND E BURKE STATE PLEA: 


Column 10 


CONFIDENTIAL SEOUL 002351 SIPDIS SIPDIS Ε.Ο. 12958: DECL: 04/21/2014 TAGS: AORC, NATO, AF 
UNCLAS ADDIS ABABA 001925 SIPDIS SIPDIS STATE FOR AF/RSA Е.О. 12958: N/A TAGS: PREL, AU-1, 10: 
UNCLAS SECTION 01 OF 02 GUANGZHOU 021232 SIPDIS PACOM FOR FPA SENSITIVE SIPDIS Е.О. 1295 


Column 10 


UNCLAS SECTION 01 OF 02 THE HAGUE 001552 SIPDIS SIPDIS TO RHMCSUU AND TO THE FLORIDA FSI 
CONFIDENTIALBENING 014787 SIPDIS Е.О. 12958: DECL: 07/14/2016 TAGS: PREL, PARM, ETTC, E 


Column 10 


SECRET SECTION 01 OF 03 ROME 002006 SIPDIS NOFORN SIPDIS Е.О. 12958: DECL: 07/13/2026 ТАС 


Column 10 


UNCLAS TEL AVIV 002784 SIPDIS Ε.Ο. 12958: N/A TAGS: PGOV, PREL, PHUM, KIPR, KOMC, IS, GTIP, GOI Il 


UNCLAS AIT TAIPEI 002401 SIPDIS DEPARTMENT FOR INR/R/MR, EAP/TC, EAP/PA, EAP/PD - ERIC BARBC 


Column 10 


UNCLAS SAO PAULO 000765 SIPDIS DEPARTMENT FOR DS/IP/WHA, DS/ICI/PII, DS/DSS/OSAC, WHA/BSC 
UNCLAS SECTION 01 OF 08 TOKYO 003952 SIPDIS SIPDIS DEPT FOR E, P, EB, EAP/J, EAP/P, EAP/PD, PA 


Column 10 


UNCLAS TOKYO 003953 SIPDIS DEPT FOR AIAG AMBASSADOR LANGE DEPT FOR OES/IHA SINGER AND 
UNCLAS JAKARTA 008854 SIPDIS SIPDIS STATE FOR EAP/MTS; DEPT PLEASE PASS TO USTR FOR BWE 
CONFIDENTIALTUNIS 001785 SIPDIS SIPDIS STATE FOR NEAAND NEA/MAG Е.О. 12958: DECL: 0: 


Column 10 


UNCLAS MASERU 000334 SIPDIS SIPDIS AIDAC DEPT FOR AF/S - LINDA MUNCY Е.О. 12958: N/A TAGS: 


Column 10 


CONFIDENTIALABU DHABI 002886 SIPDIS SIPDIS DEPT FOR CMS TASK FORCE 1C-COORDINATO 


CONFIDENTIALSECTION 01 OF 03 BEIRUT 002386 SIPDIS SIPDIS NSC FOR ABRAMS/DORAN/WEF 


Column 10 


UNCLAS MANILA 002962 SIPDIS SIPDIS Е.О. 12958: N/A TAGS: PREL, MARR, KCRM, CASC, RP SUBJECT: 
CONFIDENTIAL SEOUL 002362 SIPDIS SIPDIS NSC FOR CHA Е.О. 12958: DECL: 08/18/2015 TAGS: 


Column 10 


CONFIDENTIALSECTION 01 OF 02 BEIRUT 002387 SIPDIS SIPDIS NSC FOR ABRAMS/DORAN/SING 


Column 10 


UNCLAS SECTION 01 OF 03 BANGKOK 004212 SIPDIS SIPDIS DEPARTMENT FOR EAP/MLS Е.О. 12958: I 


Column 10 


UNCLAS NEW DELHI 004968 SIPDIS SIPDIS Е.О. 12958: N/A TAGS: PGOV, PHUM, PREL, CU, PA SUBJECT: 
CONFIDENTIALSECTION 01 OF 02 JAKARTA 008858 SIPDIS SIPDIS DEPT FOR EAP/MTS, S/CT, CA, 
CONFIDENTIALSECTION 01 OF 02 TELAVIV 002787 SIPDIS E.O. 12958: DECL: 07/14/2016 TAGS: EC 


Column 10 


SECRET SECTION 01 OF 03 NEW DELHI 004973 SIPDIS SIPDIS Е.О. 12958: DECL: 07/14/2016 TAGS: Pt 


Column 10 


CONFIDENTIALSECTION 01 OF 02 TELAVIV 002788 SIPDIS E.O. 12958: DECL: 07/14/2016 TAGS: PG 


Column 10 


UNCLAS SECTION 01 OF 08 TELAVIV 002789 SIPDIS STATE FOR NEA, NEA/IPA, NEA/PPD WHITE HOUSE 


Column 10 


CONFIDENTIALRABAT 001341 SIPDIS SIPDIS Е.О. 12958: DECL: 07/14/2016 TAGS: KPAL, KWBG, МІ 
UNCLAS SECTION 01 OF 02 SKOPJE 000668 SIPDIS SIPDIS DEPT FOR EUR/SCE, G/TIP Е.О. 12958: М/А” 


Column 10 


CONFIDENTIALNICOSIA 001112 SIPDIS SIPDIS Е.О. 12958: DECL: 07/14/2016 TAGS: PGOV, PREL, L 


Column 10 


CONFIDENTIALSECTION 01 OF 03 ISLAMABAD 013519 SIPDIS SIPDIS E.O. 12958: DECL: 07/14/201 


Column 10 


SECRET SECTION 01 OF 03 PRAGUE 000803 SIPDIS SIPDIS NOFORN EUR/NCE FOR FICHTE, PM/RSZ 


CONFIDENTIALSECTION 01 OF 02 BRATISLAVA 000577 SIPDIS SIPDIS Е.О. 12958: DECL: 07/14/201 
CONFIDENTIALTHE HAGUE 001559 SIPDIS SIPDIS STATE FOR EUR/RPM AND EUR/UBI E.O. 1295€ 
UNCLAS BRIDGETOWN 001223 SIPDIS SIPDIS DEPT PASS ТО EPA/OIA CHILL-MACON Ε.Ο. 12958: N/A ТА 
UNCLAS PRAGUE 000804 SIPDIS SIPDIS STATE FOR EUR/NCE ERIC FICHTE, EB/TRA COMMERCE FOR I 
CONFIDENTIALBRUSSELS 002463 SIPDIS NOFORN SIPDIS Е.О. 12958: DECL: 07/13/2016 TAGS: PI 


Column 10 


UNCLAS NICOSIA 001113 SIPDIS SENSITIVE SIPDIS Ε.Ο. 12958: N/A TAGS: PREL, KPKO, CY SUBJECT: Ш 


Column 10 


CONFIDENTIALSECTION 01 OF 03 SKOPJE 000669 SIPDIS SIPDIS STATE FOR EUR/SCE Е.О. 129 


Column 10 


CONFIDENTIALNOUAKCHOTT 000885 SIPDIS SIPDIS Е.О. 12958: DECL: 07/14/2016 TAGS: PREL, IS 
CONFIDENTIAL PRAGUE 000806 SIPDIS SIPDIS NOFORN EUR/NCE FOR ERIC FICHTE Е.О. 12958: 


Column 10 


UNCLAS BRASILIA 001429 SIPDIS SIPDIS FOR IO/UNP:HARRIS, USUN:OLSON, NSC:WILLIAMS-MANIGAUI 
CONFIDENTIAL PRAGUE 000807 SIPDIS NOFORN SIPDIS EUR/NCE FOR ERIC FICHTE Е.О. 12958: 


Column 10 


UNCLAS SAO PAULO 000766 SIPDIS SIPDIS STATE INR/R/MR; IIP/R/MR; WHA/PD DEPT PASS USTR USE 


CONFIDENTIALSECTION 01 OF 02 ANKARA 004120 SIPDIS SIPDIS Е.О. 12958: DECL: 07/14/2021 T/ 


Column 10 


CONFIDENTIAL DUSHANBE 001329 SIPDIS SIPDIS STATE FOR SCA/CEN, DRL Е.О. 12958: DECL: 7 
UNCLAS SANTIAGO 001511 SIPDIS SIPDIS STATE FOR WHA/BSC, DRL, INR, PM Е.О. 12958: N/A TAGS: М 
UNCLAS BAKU 001034 SIPDIS SIPDIS DEPT PASS ΤΟ EUR/ACE JERRY OBERNDORFER Ε.Ο. 12958: N/A’ 


CONFIDENTIALSECTION 01 OF 02 VATICAN 000134 SIPDIS SIPDIS Е.О. 12958: DECL: 7/14/2016 T/ 


Column 10 


UNCLAS SECTION 01 OF 02 АПАМА 000164 SIPDIS SIPDIS Е.О. 12958: N/A TAGS: PREL, PINS, PGOV, PHL 


Column 10 


UNCLAS TIRANA 000747 SIPDIS CORRECTEDCOPY( 


Column 10 
CONFIDENTIALSECTION 01 OF 02 BEIRUT 002390 SIPDIS SIPDIS NSC FOR ABRAMS/DORAN/SING 


Column 10 


CONFIDENTIALMINSK 000731 SIPDIS SIPDIS Е.О. 12958: DECL: 07/14/2016 TAGS: PGOV, PREF, BC 


Column 10 


UNCLAS BRUSSELS 002466 SIPDIS SIPDIS PRAGUE FOR SARAH PECK Е.О. 12958: N/A TAGS: AMGT PR 
UNCLAS ZAGREB 000846 SIPDIS SENSITIVE SIPDIS DEPT FOR EUR/SCE ENGLISH, BELL, PFEUFFER E. 


CONFIDENTIAL ZAGREB 000847 SIPDIS SIPDIS FOR EUR/SCE Е.О. 12958: DECL: 07/14/2016 TAGS 
CONFIDENTIALSECTION 01 OF 03 MUMBAI 001310 SIPDIS SIPDIS STATE FOR OPS CENTER, S/CT 


Column 10 


UNCLAS SECTION 01 OF 02 ABU DHABI 002887 SIPDIS STATE FOR NEA/ARP; NEA/PPD; NEA/RA; INR/R/M 


Column 10 


UNCLAS HELSINKI 000665 SIPDIS C ORRECTEDCOP Y- CAPTION ADDED SENSITIVE SIPDIS Е.О. 1 


Column 10 


UNCLAS SECTION 01 OF 02 THE HAGUE 001560 SIPDIS SENSITIVE SIPDIS STATE FOR EB/TPP/BTA, EUF 


Column 10 


UNCLAS HELSINKI 000667 SIPDIS SIPDIS STATE FOR PM/DTCC - BLUE LANTERN COORDINATOR E.O. 1: 


Column 10 


CONFIDENTIALSECTION 01 OF 03 NEW DELHI 004989 SIPDIS NOFORN SIPDIS Е.О. 12958: DECL: 


Column 10 


UNCLAS SECTION 01 OF 02 ANKARA 004129 SIPDIS SIPDIS Е.О. 12958: N/A TAGS: MASS, MARR, PREL, 
CONFIDENTIAL VILNIUS 000663 SIPDIS SIPDIS Е.О. 12958: DECL: 07/13/2016 TAGS: UN, KPAL, PRE 


CONFIDENTIALJERUSALEM 002937 SIPDIS SIPDIS NEA FOR FRONT OFFICE AND IPA; NSC FOR D 


Column 10 


UNCLAS SECTION 01 OF 02 ALMATY 002564 SIPDIS SENSITIVE SIPDIS DEPARTMENT FOR SCA/CEN (J. 


Column 10 


UNCLAS ATHENS 001836 SIPDIS SENSITIVE SIPDIS STATE FOR EUR/SE, EUR/PGI, G/TIP, INL/HTSC Е.О. 


Column 10 


UNCLAS SECTION 01 OF 02 ABUJA 001826 SIPDIS SIPDIS STATE PASS TO USTR TREASURY FOR DPETE 


Column 10 


CONFIDENTIALNICOSIA 001114 SIPDIS SIPDIS Е.О. 12958: DECL: 07/13/2016 TAGS: EAID, PREL, Ρί 


Column 10 


CONFIDENTIALSECTION 01 OF 03 SOFIA 000986 SIPDIS SIPDIS Е.О. 12958: DECL: 07/14/2016 ТАС 


Column 10 


CONFIDENTIAL SECTION 01 OF 02 BRATISLAVA 000584 SIPDIS SIPDIS Ε.Ο. 12958: DECL: 07/14/201 


Column 10 


UNCLAS BRUSSELS 002470 SIPDIS SIPDIS ITECH FOR IRM/OPS/ITI/LWS/MNT FRANKFURT FOR RIMC DI 


UNCLAS BUCHAREST 001132 SIPDIS SIPDIS STATE FOR EUR/NCE - WILLIAM SILKWORTH Е.О. 12958: N 
CONFIDENTIALTHE HAGUE 001562 SIPDIS SIPDIS DEPT FOR EUR/ERA (HBISHARAT) E.O. 12958: 
UNCLAS SECTION 01 OF 02 BUCHAREST 001133 SIPDIS SENSITIVE SIPDIS DEPT FOR EUR/NCE - W.SIL! 


Column 10 


CONFIDENTIALSECTION 01 OF 02 BERLIN 001993 SIPDIS Е.О. 12958: DECL: 07/14/2016 TAGS: PRE 


CONFIDENTIALLISBON 001425 SIPDIS SIPDIS Е.О. 12958: DECL: 07/14/2016 TAGS: PREL, UN, EUN 
UNCLAS DUBLIN 000838 SIPDIS SIPDIS Е.О. 12958: N/A TAGS: CU, PHUM, PREL, PGOV, El SUBJECT: ΙΗΕΙ 
CONFIDENTIALSECTION 01 OF 02 ROME 002013 SIPDIS NOFORN SIPDIS Ε.Ο. 12958: БЕСІ: 07/14 


Column 10 


CONFIDENT IALANKARA 004132 SIPDIS Ε.Ο. 12958: DECL: 07/16/2016 TAGS: PREL, EAID, EFIN, TU, 
UNCLAS MEXICO 003904 SIPDIS SENSITIVE SIPDIS FOR WHA/MEX, WHA/EPC, EB/IED TREASURY FOR | 
UNCLAS ABIDJAN 000758 SIPDIS SENSITIVE SIPDIS STATE PLEASE PASS TO USTR E.O. 12958: N/A TAG 
CONFIDENTIALSECTION 01 OF 03 CARACAS 002104 SIPDIS SIPDIS NSC FOR DFISK AND DTOMLI 


Column 10 


CONFIDENT IALANKARA 004133 SIPDIS Ε.Ο. 12958: БЕСІ: 07/16/2016 TAGS: PREL, PGOV, TU, CY S 
CONFIDENTIALSECTION 01 OF 02 DUBLIN 000839 SIPDIS SIPDIS Е.О. 12958: DECL: 04/12/2016 TA 


Column 10 


CONFIDENTIALLAGOS 000991 SIPDIS SIPDIS STATE PASS DOE FOR DAS GPERSON AND CGAY S 
CONFIDENTIALSECTION 01 OF 02 ATHENS 001838 SIPDIS SIPDIS FOR EUR/SE, EUR/ERA Е.О. 12 


Column 10 


CONFIDENTIALSECTION 01 OF 02 ABIDJAN 000759 SIPDIS SIPDIS KINSHASA PASS TO BRAZZAVII 


Column 10 


CONFIDENT IALATHENS 001839 SIPDIS SIPDIS FOR EUR/SE, EUR/ERA, NEA/IR Ε.Ο. 12958: DECL: 


Column 10 


CONFIDENTIALBRUSSELS 002476 SIPDIS NOFORN SIPDIS EUR FOR ERA, UBI LASO FOR TFLE01 
CONFIDENTIALKHARTOUM 001666 SIPDIS SIPDIS USUN FOR AMB. BOLTON AF FOR A/S FRAZER 
CONFIDENT IALABIDJAN 000760 SIPDIS SIPDIS Е.О. 12958: DECL: 07/14/2016 TAGS: PREL, KPKO, | 
UNCLAS SECTION 01 OF 03 MEXICO 003905 SIPDIS SENSITIVE SIPDIS STATE FOR WHA/MEX AND EB/C! 


Column 10 


CONFIDENTIALSECTION 01 OF 03 MEXICO 003907 SIPDIS SIPDIS Е.О. 12958: DECL: 07/13/2016 Т/ 


Column 10 


UNCLAS RABAT 001344 SIPDIS SIPDIS STATE FOR NEA/PI AND NEA/MAG TUNIS FOR ΜΕΡΙ RO PMULRE/ 
UNCLAS QUITO 001722 SIPDIS SENSITIVE SIPDIS DEPT FOR WHA/AND TREASURY FOR SGOOCH E.O. 
UNCLAS SECTION 01 OF 02 SAO PAULO 000771 SIPDIS DEPARTMENT FOR DS/IP/WHA, DS/ICI/PII, DS/DS 


Column 10 


CONFIDENTIAL BAGHDAD 002511 SIPDIS SIPDIS FOR МЕА-І Е.О. 12958: DECL: 07/14/2016 TAGS: E 
CONFIDENTIALBAGHDAD 002512 SIPDIS SIPDIS Ε.Ο. 12958: DECL: 07/14/2016 TAGS: PGOV, PNAT 


Column 10 


UNCLAS SECTION 01 OF 02 MEXICO 003913 SIPDIS SENSITIVE SIPDIS STATE FOR WHA/MEX AND EB/C! 


Column 10 


UNCLAS SECTION 01 OF 05 STATE 115971 SIPDIS SIPDIS - INFORM CONSULS E.O. 12958: N/A TAGS: CA 


Column 10 


CONFIDENTIAL PARAMARIBO 000442 SIPDIS CORRECTED COPY ADDING DECLAS DATE 5 
UNCLAS USUN NEW YORK 001365 SIPDIS SIPDIS PLEASE PASS TO IO/PSC:BFITZGERALD Ε.Ο. 12958: I 


CONFIDENTIAL PORT AU PRINCE 001277 SIPDIS SIPDIS STATE FOR WHA/CAR S/CRS БООТНСОМ 
CONFIDENTIAL BOGOTA 006406 SIPDIS SIPDIS DEPARTMENT FOR WHA/AND Е.О. 12958: DECL: С 
UNCLAS SECTION 01 OF 02 PORT AU PRINCE 001278 SIPDIS SENSITIVE SIPDIS STATE FOR WHA/CAR € 
UNCLAS MANAGUA 001552 SIPDIS SENSITIVE SIPDIS DEPT FOR WHA/CEN Ε.Ο. 12958: N/A TAGS: ECO! 


Column 10 


CONFIDENTIAL PORT OF SPAIN 000841 SIPDIS SIPDIS DEPT FOR WHA/CAR, IO/UNP Ε.Ο. 12958: [ 
CONFIDENTIAL BUENOS AIRES 001566 SIPDIS SIPDIS STATE FOR WHA/BSC DEPT PASS USTR Μι 


Column 10 


CONFIDENTIAL PORT AU PRINCE 001279 SIPDIS SIPDIS SOUTHCOM ALSO FOR POLAD DEPARTM 


Column 10 


UNCLAS BUENOS AIRES 001567 SIPDIS SIPDIS FOR WHA/BSC, EB/OIA, EB/CBA, AND ШЕВ USTR FOR М. 


Column 10 


UNCLAS LA PAZ 001936 SIPDIS SENSITIVE SIPDIS STATE FOR WHA/AND TREASURY FOR SGOOCH ENE 


UNCLAS SECTION 01 OF 03 USUN NEW YORK 001366 SIPDIS SIPDIS PLEASE PASS TO L/UNA:TBUCHW; 


Column 10 


CONFIDENTIAL BRIDGETOWN 001235 SIPDIS SIPDIS DEPT FOR WHA/CAR Ε.Ο. 12958: DECL: 07/1 
CONFIDENTIAL BUENOS AIRES 001571 SIPDIS SIPDIS Е.О. 12958: DECL: 07/07/2016 TAGS: ECON, 


Column 10 


UNCLAS OTTAWA 002149 SIPDIS DEPT FOR WHA/CAN AND INR USDOC FOR 4310/MAC/ONA TREASUR' 


Column 10 


CONFIDENTIAL BRIDGETOWN 001236 SIPDIS SIPDIS SOUTHCOM ALSO FOR POLAD Ε.Ο. 12958: I 


Column 10 


UNCLAS STATE 116138 E.O. 12958: N/A TAGS: MASS, PHUM SUBJECT: LEAHY HUMAN RIGHTS VETTING | 


Column 10 


CONFIDENTIALSANTO DOMINGO 002314 SIPDIS SIPDIS Е.О. 12958: DECL: 07/14/2016 TAGS: GT, F 
UNCLAS SANTO DOMINGO 002315 SIPDIS SIPDIS Е.О. 12958: N/A TAGS: DR, PREL, SCUL SUBJECT: FER 


UNCLAS SAN JOSE 001569 SIPDIS SIPDIS DEPARTMENT FOR PM/DTCC - BLUE LANTERN COORDINATC 


Column 10 


UNCLAS KUWAIT 002828 SIPDIS SIPDIS LONDON FOR TSOU DEPARTMENT OF ENERGY FOR SECRETAI 
UNCLAS SECTION 01 OF 02 KUWAIT 002831 SIPDIS SIPDIS STATE FOR NEA/ARP, NEA/PA, NEA/AIA, NEA 


Column 10 


UNCLAS BAGHDAD 002516 SIPDIS SIPDIS Е.О. 12958: N/A TAGS: ECON, PGOV, AMGT SUBJECT: COUNT! 
CONFIDENTIALSECTION 01 OF 02 KHARTOUM 001667 SIPDIS SIPDIS DEPARTMENT FOR AF/SPG 


Column 10 


CONFIDENTIALJERUSALEM 002940 SIPDIS SIPDIS NEA FOR FRONT OFFICE, NSC FOR ABRAMS/L 
CONFIDENTIALSECTION 01 OF 02 KHARTOUM 001668 SIPDIS SIPDIS Е.О. 12958: DECL: 07/14/201! 
UNCLAS ALGIERS 001299 SIPDIS SENSITIVE SIPDIS STATE PASS TO USTR E.O. 12958: N/A TAGS: ETRD 


Column 10 
CONFIDENTIALBANJUL 000450 SIPDIS SIPDIS DAKAR PLS PASS DAO, ODC, AND RAO Е.О. 12958 


CONFIDENTIAL BANJUL 000451 SIPDIS SIPDIS DAKAR PLS PASS DAO, ODC, AND RAO Е.О. 12958 
CONFIDENT IALKUWAIT 002836 SIPDIS NOFORN SIPDIS FOR NEA/ARP AND TFLEO1 Е.О. 12958: E 


Column 10 


CONFIDENTIALMANAMA 001288 SIPDIS SIPDIS Е.О. 12958: DECL: 06/15/2016 TAGS: PREL, PGOV, 


Column 10 


CONFIDENTIALLONDON 005198 SIPDIS SIPDIS Е.О. 12958: DECL: 07/14/2016 TAGS: PREL, PINS, A 
SECRET MANAMA 001289 SIPDIS SIPDIS STATE FOR NEA/ARP, NEA/IR, PM/RSAT Е.О. 12958: DECL: 0 
CONFIDENT IALKUWAIT 002838 SIPDIS SIPDIS FOR NEA/ARP AND IO Ε.Ο. 12958: БЕСІ: 07/15/201! 
CONFIDENTIALSECTION 01 OF 02 KIRKUK 000123 SIPDIS SIPDIS Е.О. 12958: DECL: 7/15/2016 TAC 
CONFIDENTIALABU DHABI 002893 SIPDIS SIPDIS Е.О. 12958: DECL: 07/15/2016 TAGS: PREL, KPAL 


CONFIDENTIALSECTION 01 OF 03 KIRKUK 000124 SIPDIS SIPDIS Е.О. 12958: DECL: 7/15/2016 ΤΑί 


Column 10 


CONFIDENTIALSECTION 01 OF 02 KIRKUK 000125 SIPDIS SIPDIS Е.О. 12958: DECL: 7/15/2016 ΤΑί 


Column 10 


CONFIDENTIALSECTION 01 OF 02 JEDDAH 000478 SIPDIS SIPDIS RIYADH, PLEASE PASS TO DHA 


Column 10 


CONFIDENTIAL SECTION 01 OF 02 KIRKUK 000126 SIPDIS SIPDIS Е.О. 12958: DECL: 7/15/2016 ΤΑί 


Column 10 


CONFIDENTIALSECTION 01 OF 02 KIRKUK 000127 SIPDIS SIPDIS Ε.Ο. 12958: DECL: 7/15/2016 ΤΑΙ 


Column 10 


UNCLAS ASUNCION 000729 SIPDIS SIPDIS STATE FOR EB/IFD/OIA AND INL - ABBY SMITH STATE PASS Tt 
CONFIDENTIALSECTION 01 OF 03 KIRKUK 000128 SIPDIS SIPDIS Е.О. 12958: DECL: 7/15/2016 TAC 
UNCLAS ALGIERS 001305 SIPDIS SENSITIVE SIPDIS Е.О. 12958: N/A TAGS: PREL, IS, LE, AG SUBJECT: Al 


Column 10 


CONFIDENTIAL BAGHDAD 002519 SIPDIS SIPDIS Е.О. 12958: DECL: 07/14/2016 TAGS: PREL, PHUM 


Column 10 


UNCLAS ASUNCION 000730 SIPDIS SIPDIS USUN FOR ELIZABETH WILCOX AND CAROLYN WILSON; IO/F 


Column 10 


CONFIDENTIAL BOGOTA 006424 SIPDIS SIPDIS Ε.Ο. 12958: DECL: 07/13/2026 TAGS: PGOV, PREL, ‹ 
UNCLAS SECTION 01 OF 07 TOKYO 003955 SIPDIS SIPDIS DEPT FOR E, P, EB, EAP/J, EAP/P, EAP/PD, PA 


Column 10 


CONFIDENTIALALGIERS 001308 SIPDIS SIPDIS Е.О. 12958: DECL: 07/10/2016 TAGS: PREL, PTER, | 


Column 10 


CONFIDENTIALBASRAH 000118 SIPDIS SIPDIS Е.О. 12958: DECL: 7/16/2016 TAGS: ECON, ETRD, E 


Column 10 
UNCLAS KHARTOUM 001671 SIPDIS SIPDIS SENSITIVE Е.О. 12958: N/A TAGS: PREL, SU SUBJECT: DELI 
SECRET AMMAN 005324 SIPDIS SIPDIS Е.О. 12958: БЕСІ: 06/19/2016 TAGS: PREL, PTER, PHUM, JO S 


Column 10 


CONFIDENTIALSECTION 01 OF 03 CAIRO 004382 SIPDIS Е.О. 12958: DECL: 07/12/2016 TAGS: PREI 


Column 10 


CONFIDENTIALJERUSALEM 002941 SIPDIS SIPDIS NEA FOR FRONT OFFICE AND IPA; NSC FOR Al 
UNCLAS DHAKA 004339 SIPDIS SIPDIS STATE FOR NEA, SCA E.O. 12958: N/A TAGS: PTER, PGOV, ASEC 


Column 10 


UNCLAS SECTION 01 OF 02 KHARTOUM 001674 SIPDIS SIPDIS SENSITIVE DEPT FOR AF/SPG AND S/CR 


Column 10 


UNCLAS SECTION 01 OF 02 KHARTOUM 001675 SIPDIS SIPDIS SENSITIVE BRUSSELS FOR FRAZER AN 


Column 10 


UNCLAS SECTION 01 OF 02 KUWAIT 002854 SIPDIS SIPDIS STATE FOR NEA/ARP, NEA/PA, NEA/AIA, NEA 


Column 10 


SECRET ABU DHABI 002905 SIPDIS SIPDIS NOFORN STATE FOR Т PMCNERNEY, ISN FOLEY, NEA/FO 


UNCLAS DAMASCUS 003481 SIPDIS SIPDIS DEPARTMENT FOR РА, NEA/ARN, INR/IC/CD, INR/S:STHIBE 


Column 10 


CONFIDENTIALKUWAIT 002855 SIPDIS NOFORN SIPDIS FOR NEA/ARP, TFLEO1, AND DS FOR DSII 


Column 10 


CONFIDENTIALSECTION 01 OF 02 DAMASCUS 003482 SIPDIS SIPDIS PARIS FOR WALLER; LOND( 


Column 10 
SECRET JEDDAH 000481 SIPDIS SIPDIS NOFORN Е.О. 12958: DECL: 07/16/2016 TAGS: MARR, MASS, I 
UNCLAS SECTION 01 OF 02 KUWAIT 002856 SIPDIS SIPDIS STATE FOR NEA/ARP, NEA/PA, NEA/AIA, NEA 


Column 10 


UNCLAS SECTION 01 OF 02 KUWAIT 002857 SIPDIS SIPDIS STATE FOR NEA/ARP, NEA/PA, NEA/AIA, NEA 


Column 10 


UNCLAS SECTION 01 OF 02 ABU DHABI 002907 SIPDIS STATE FOR NEA/ARP; NEA/PPD; NEA/RA; INR/R/M 


Column 10 


UNCLAS CAIRO 004414 SIPDIS SIPDIS NSC FOR MIKE SINGH Е.О. 12958: N/A TAGS: PGOV, PHUM, KDE? 


Column 10 


UNCLAS ALGIERS 001311 SIPDIS SIPDIS Е.О. 12958: N/A TAGS: PREL, IS, LE, AG SUBJECT: MFA JOINS С. 


Column 10 


SECRET HILLAH 000117 SIPDIS SIPDIS Е.О. 12958: DECL: 7/16/2016 TAGS: PTER, MARR, PGOV, ASEC 


Column 10 


CONFIDENTIAL SECTION 01 OF 02 НІН АН 000118 SIPDIS SIPDIS Ε.Ο. 12958: DECL: 7/16/2016 ТАС 


Column 10 


CONFIDENTIALSECTION 01 OF 03 BAGHDAD 002534 SIPDIS SIPDIS STATE FOR COUNSELOR ZEL 


Column 10 


UNCLAS NAIROBI 003088 SIPDIS OFDA FOR CHANTAL NINTERETSE Е.О. 12958: N/A TAGS: N/A SUBJEC 
UNCLAS MUSCAT 001117 SIPDIS SENSITIVE SIPDIS DEPT FOR TASK FORCE 1, NEA/ARP, NEA/RA, NEA/F 


Column 10 


UNCLAS SECTION 01 OF 03 HANOI 001802 SIPDIS SENSITIVE SIPDIS STATE FOR EAP/MLS E.O. 12958: | 


Column 10 


UNCLAS SECTION 01 OF 03 HANOI 001803 SIPDIS SENSITIVE SIPDIS STATE FOR EAP/MLS E.O. 12958: | 


Column 10 


CONFIDENTIALSECTION 01 OF 02 TAIPEI 002411 SIPDIS SIPDIS DEPT FOR ЕАР/ТС Е.О. 12958: D 


Column 10 


CONFIDENTIALSECTION 01 OF 02 PARIS 004817 SIPDIS STATE FOR NEA/I-MAGSAMEN, S/I-SANFC 
CONFIDENTIALSECTION 01 OF 03 GUANGZHOU 021650 SIPDIS CONFIDENTIAL SIPDIS БІРІ 


Column 10 


UNCLAS SECTION 01 OF 02 TAIPEI 002412 SIPDIS SIPDIS EPA FOR OIA - DAN THOMPSON Е.О. 12958: М 
SECRET SECTION 01 OF 03 HARARE 000884 SIPDIS NOFORN SIPDIS AF/S FOR HEIDY SERVIN-BAEZ, 
UNCLAS SECTION 01 OF 02 ULAANBAATAR 000537 SIPDIS SIPDIS Е.О. 12958: N/A TAGS: PGOV, EMIN, El 


Column 10 
CONFIDENTIALVIENNA 002109 SIPDIS SIPDIS STATE FOR EUR/ERAAND EUR/AGS - SAINT-ANDRI 


UNCLAS SECTION 01 OF 02 DAKAR 001703 SIPDIS SIPDIS STATE FOR OES, AF/EPS AND AF/W USDOC F 
CONFIDENTIALSECTION 01 OF 03 KABUL 003179 SIPDIS SIPDIS DEPT FOR SCA/FO DAS GASTRIC 


Column 10 


UNCLAS AIT TAIPEI 002413 SIPDIS DEPARTMENT FOR INR/R/MR, EAP/TC, EAP/PA, EAP/PD - ERIC BARBC 


Column 10 


UNCLAS ALMATY 002573 SIPDIS SIPDIS DEPARTMENT FOR SCA/CEN (J. MUDGE), DRL/PHD (C. KUCHTA 
CONFIDENTIALMADRID 001806 SIPDIS SIPDIS E.O. 12958: DECL: 07/16/2016 TAGS: EAID, ECON, E 
UNCLAS YEREVAN 000946 SIPDIS SIPDIS DEPT FOR EUR/CARC Е.О. 12958: N/A TAGS: PREL, PGOV, КМ 


Column 10 


UNCLAS VIENNA 002119 SIPDIS SIPDIS STATE FOR EUR/OHI AND EUR/AGS Е.О. 12958: N/A TAGS: UNES 
CONFIDENTIALABU DHABI 002913 SIPDIS SIPDIS STATE FOR NEA/ARP, EB/IFD/OMA TREASURY F 


Column 10 


UNCLAS MANILA 002969 SIPDIS SIPDIS Е.О. 12958: N/A TAGS: PREL, MARR, KCRM, CASC, RP SUBJECT: 


UNCLAS NICOSIA 001157 SIPDIS SIPDIS E.O. 12958: N/A TAGS: CU, PGOV PHUM, PREL, CY SUBJECT: DE 
CONFIDENTIAL SECTION 01 OF 04 HONG KONG 002908 SIPDIS NOFORN SIPDIS DEPT FOR EAP A 


Column 10 


UNCLAS SECTION 01 OF 02 KUWAIT 002867 SIPDIS SIPDIS STATE FOR NEA/ARP, NEA/PA, NEA/AIA, NEA 


Column 10 


UNCLAS SECTION 01 OF 02 MANILA 002973 SIPDIS SENSITIVE SIPDIS Е.О. 12958: N/A TAGS: PTER, PHL 


Column 10 


CONFIDENTIAL ROME 002017 SIPDIS SIPDIS DEPT FOR NEA, EUR/WE AND S/I Е.О. 12958: DECL: 
UNCLAS DHAKA 004399 SIPDIS SIPDIS E.O. 12958: N/A TAGS: PTER, PGOV, BG SUBJECT: MUMBAI BLAS’ 


UNCLAS YEREVAN 000948 SIPDIS DEPT FOR EUR/CARC Е.О. 12958: N/A TAGS: PREL, LE, AM SUBJECT: 


Column 10 


UNCLAS SECTION 01 OF 03 PARIS 004825 SIPDIS DEPT FOR INR/R/MR; IIP/RW; IIP/RNY; BBG/VOA; IIP/W 


Column 10 


CONFIDENTIALJERUSALEM 003001 SIPDIS SENSITIVE SIPDIS NEA FOR FRONT OFFICE AND IPA; 


Column 10 


UNCLAS ASUNCION 000731 SIPDIS SIPDIS STATE FOR WHA/BSC H PASS NSC FOR CRONIN TREASURY | 
UNCLAS SECTION 01 OF 02 ASUNCION 000732 SIPDIS SIPDIS STATE FOR WHA/BSC, WHA/EPSC STATE 
CONFIDENTIALSECTION 01 OF 04 KHARTOUM 001682 SIPDIS SIPDIS BRUSSELS FOR AF/A/S FRA 
CONFIDENTIALSECTION 01 OF 02 YEREVAN 000951 SIPDIS SIPDIS DEPT FOR EUR/CARC, DRL E 


UNCLAS NICOSIA 001159 SIPDIS SENSITIVE SIPDIS Е.О. 12958: N/A TAGS: PREL, KPKO, CY SUBJECT: U! 


Column 10 


CONFIDENTIALNICOSIA 001160 SIPDIS SIPDIS Е.О. 12958: DECL: 07/15/2016 TAGS: OSCE, PBTS, F 


Column 10 


UNCLAS NICOSIA 001161 SIPDIS SIPDIS Е.О. 12958: N/A TAGS: CU, PGOV PHUM, PREL, CY SUBJECT: DE 
UNCLAS MUSCAT 001119 SIPDIS SIPDIS STATE FOR G/TIP, NEA/ARP, DRL STATE PASS USTR FOR J. ВО 


Column 10 


CONFIDENTIALTHE HAGUE 001566 SIPDIS SIPDIS Е.О. 12958: DECL: 07/17/2011 TAGS: PREL, AOR 
CONFIDENTIALJERUSALEM 003005 SIPDIS SIPDIS NEA FOR FRONT OFFICE; NSC FOR ABRAMS/I 


Column 10 


UNCLAS PORT AU PRINCE 001283 SIPDIS SENSITIVE SIPDIS E.O. 12958: N/A TAGS: ASEC, PGOV, KPKO, 
CONFIDENTIALSECTION 01 OF 03 BEIRUT 002403 SIPDIS NOFORN SIPDIS NSC FOR ABRAMS/DO 


Column 10 


UNCLAS AMMAN 005352 SIPDIS STATE FOR NEA/ARN, NEA/PA, NEA/AIA, INR/NESA, R/MR, I/GNEA, B/BXN 


Column 10 


SECRET SECTION 01 OF 02 DAMASCUS 003485 SIPDIS SIPDIS PARIS FOR WALLER, LONDON FOR Τι 


Column 10 


UNCLAS GEORGETOWN 000694 SIPDIS WHA/EPSC - ED MARTINEZ SIPDIS Е.О. 12598: N/A TAGS: EFIN, 
UNCLAS THE HAGUE 001567 SIPDIS SIPDIS Е.О. 12958: N/A TAGS: PHUM, KDEM, PGOV, PREL, CU, NL Sl 
CONFIDENTIALMANAMA 001305 SIPDIS SIPDIS Е.О. 12958: DECL: 07/17/2016 TAGS: PREL, PGOV, 


Column 10 


UNCLAS RABAT 001350 SIPDIS SIPDIS STATE FOR МЕА/МАС Е.О. 12958: N/A TAGS: PREL, PARM, KNNP, 
UNCLAS SECTION 01 OF 04 DILI 000368 SIPDIS SENSITIVE DEPT FOR EAP/MTS PACOM FOR POLAD AN 


Column 10 


UNCLAS SECTION 01 OF 02 DILI 000369 SIPDIS DEPT FOR EAP/MTS PACOM FOR POLAD AND JOC NSC | 


Column 10 


UNCLAS SECTION 01 ОҒ 03 MUSCAT 001122 SIPDIS SIPDIS STATE FOR NEA/ARP, NEA/PPD, NEA/PI, АМГ 


Column 10 


UNCLAS AMMAN 005363 SIPDIS STATE FOR NEA/ARN, NEA/PA, NEA/AIA, INR/NESA, R/MR, I/GNEA, B/BXN 


Column 10 


CONFIDENTIALKATHMANDU 001906 SIPDIS SIPDIS MANILAFOR PSPELTZ E.O. 12958: DECL: 07/1 
UNCLAS ATHENS 001849 SIPDIS SIPDIS SENSITIVE E.O. 12958 TAGS: KIPR, ECON, ETRD, GR SUBJECT: 
UNCLAS SECTION 01 OF 02 YEREVAN 000952 SIPDIS SENSITIVE DEPT FOR EUR/CARC AND DRL E.O. 1 


Column 10 


CONFIDENTIALSECTION 01 OF 03 BAKU 001042 SIPDIS SIPDIS COMMERCE FOR U/S LAVIN DEPT 


Column 10 


UNCLAS BUENOS AIRES 001573 SIPDIS PASS FED BOARD OF GOVERNORS FOR PATRICE ROBITAILLE С 


Column 10 


UNCLAS SECTION 01 OF 03 ALGIERS 001315 SIPDIS SIPDIS SENSITIVE Е.О. 12958: N/A TAGS: ENRG, ЕР 


Column 10 


UNCLAS KHARTOUM 001684 SIPDIS BRUSSELS FOR HUME AND FRAZER SIPDIS SENSITIVE Е.О. 1295: 


Column 10 


UNCLAS BAKU 001044 SIPDIS SENSITIVE SIPDIS Е.О. 12958: N/A TAGS: CU, PGOV, PHUM, PREL, AJ SUB 
CONFIDENTIALKATHMANDU 001908 SIPDIS SENSITIVE SIPDIS Е.О. 12958: DECL: 07/17/2016 ТАС 


Column 10 


UNCLAS SECTION 01 OF 02 ABU DHABI 002924 SIPDIS SENSITIVE STATE FOR EB/CBA - BEHRENS STAT 


Column 10 


UNCLAS KHARTOUM 001685 SIPDIS SIPDIS Е.О. 12958: N/A TAGS: PGOV, KPKO, UN, AU-1, SU SUBJECT 
UNCLAS MADRID 001808 SIPDIS SENSITIVE SIPDIS DEPT FOR EB AND WHA Е.О. 12958: N/A TAGS: EAIE 
UNCLAS RIGA 000561 SIPDIS SIPDIS Ε.Ο. 12958: N/A TAGS: PREL, MOPS, AF, LG SUBJECT: Afghanistan РІ 
CONFIDENTIALSECTION 01 OF 03 MINSK 000737 SIPDIS SIPDIS Е.О. 12958: DECL: 07/16/16 TAGS: 


Column 10 


CONFIDENTIALHELSINKI 000671 SIPDIS SIPDIS E.O. 12958: DECL: 07/17/2016 TAGS: PREL, PDOV, 


UNCLAS MANAGUA 001555 SIPDIS SENSITIVE SIPDIS DEPT FOR WHA/CEN Е.О. 12958: N/A TAGS: PGO' 


Column 10 


CONFIDENT IALADDIS ABABA 001951 SIPDIS SIPDIS DEPARTMENT FOR IO/PSC M.GURCH AND AF 
CONFIDENTIAL SECTION 01 OF 02 ATHENS 001851 SIPDIS SIPDIS Е.О. 12958: DECL: 07/13/2016 T/ 


Column 10 
CONFIDENTIALNAIROBI 003090 SIPDIS SENSITIVE SIPDIS LONDON AND PARIS FOR AFRICA WAT 


Column 10 


S E C R E T ABU DHABI 002927 SIPDIS NOFORN SIPDIS Ε.Ο. 12958: DECL: 06/11/2031 TAGS: EPET, EFIN, 


CONFIDENTIALABU DHABI 002928 SIPDIS SIPDIS Е.О. 12958: DECL: 07/17/2016 TAGS: PREL, PTEF 


Column 10 


CONFIDENTIALMANAGUA 001556 SIPDIS SIPDIS DEPT FOR WHA/CEN Е.О. 12958: DECL: 07/13/2( 


Column 10 


UNCLAS MINSK 000738 SIPDIS SENSITIVE SIPDIS Е.О. 12958: N/A TAGS: PGOV, PHUM, BO SUBJECT: O 


Column 10 


CONFIDENTIALSECTION 01 OF 03 DAMASCUS 003487 SIPDIS SIPDIS PARIS FOR WALLER; LOND( 


Column 10 


UNCLAS MUSCAT 001124 SIPDIS SIPDIS STATE FOR NEA/ARP, NEA/RA, OES/PCI STATE PASS USTR FOF 
UNCLAS SECTION 01 OF 02 PORT OF SPAIN 000848 SIPDIS SIPDIS SENSITIVE Е.О. 12958: N/A TAGS: АС 
UNCLAS SECTION 01 OF 02 PARIS 004843 SIPDIS STATE FOR EUR; EUR/PPD; SA; SA/PD; DRL, G/IWI, SC. 


Column 10 


UNCLAS NAIROBI 003096 SIPDIS AID BUJUMBURA FOR HCELESTINE Е.О. 12958: N/A TAGS: OTRA, ASEC 
CONFIDENTIAL DAMASCUS 003488 SIPDIS SIPDIS PARIS FOR WALLER, LONDON FOR TSOU Ε.Ο. 


Column 10 


CONFIDENTIALSECTION 01 OF 02 BRATISLAVA 000586 SIPDIS SIPDIS Е.О. 12958: DECL: 07/16/201 


Column 10 


SECRET SECTION 01 OF 07 ABU DHABI 002930 SIPDIS NOFORN SIPDIS DEPARTMENT FOR PM A/S H 


Column 10 


UNCLAS DAMASCUS 003489 SIPDIS SENSITIVE SIPDIS PARIS FOR WALLER, LONDON FOR TSOU E.O. 1 


Column 10 


UNCLAS TALLINN 000658 SIPDIS SENSITIVE SIPDIS Ε.Ο. 12958: N/A TAGS: PGOV, EN SUBJECT: ESTONIA 
UNCLAS ANKARA 004145 SIPDIS SIPDIS STATE FOR ISN/WMDT AND EUR/SE Е.О. 12958: N/A TAGS: МСА 
CONFIDENTIALSECTION 01 OF 02 KUWAIT 002871 SIPDIS NOFORN SIPDIS STATE FOR NEA/ARP, 


Column 10 


UNCLAS LIMA 002768 SIPDIS SIPDIS Е.О. 12958: N/A TAGS: TBIO, OSCI, KSCA, PE SUBJECT: CLEARANCI 


CONFIDENTIALSECTION 01 OF 03 DUBAI 004503 SIPDIS SIPDIS Е.О. 12958: DECL: 7/17/2016 ТАС. 


Column 10 


UNCLAS LISBON 001447 SIPDIS SIPDIS PARIS PASS TO FAA Е.О. 12958: N/A TAGS: ЕЛІН, PT SUBJECT: C 
UNCLAS TALLINN 000659 SIPDIS SENSITIVE SIPDIS Е.О. 12958: N/A TAGS: PREL, UN, EUN, YI, MW, SR, E 


Column 10 


UNCLAS LILONGWE 000612 SIPDIS SIPDIS Е.О. 12958: N/A TAGS: PGOV, КОЕМ, ОМІР, MI STATE FOR AF/ 
UNCLAS ROME 002032 SIPDIS SIPDIS STATE PLEASE PASS TO ISN/CATR, EUR/PRA, AND EUR/WE E.O. 
CONFIDENTIALSECTION 01 OF 02 BRATISLAVA 000588 SIPDIS SIPDIS Е.О. 12958: DECL: 07/17/201 


Column 10 


UNCLAS SECTION 01 OF 03 BRASILIA 001440 SIPDIS SENSITIVE SIPDIS STATE PASS USTR - MSULLIVAN 
CONFIDENTIAL SECTION 01 OF 02 ATHENS 001852 SIPDIS SIPDIS FOR EUR/SE, NEA/IR Е.О. 1295 


Column 10 


CONFIDENTIAL SECTION 01 OF 02 WARSAW 001445 SIPDIS WHITE HOUSE FOR OVP OSD FOR AS 


Column 10 


CONFIDENTIALSECTION 01 OF 02 PARIS 004850 SIPDIS Е.О. 12958: DECL: 07/17/2017 TAGS: PREL 


Column 10 


CONFIDENTIAL PARIS 004854 SIPDIS SIPDIS Ε.Ο. 12958: DECL: 07/13/2016 TAGS: FR, IO, PK, PREL 


Column 10 


CONFIDENTIALSECTION 01 OF 02 KINSHASA 001145 SIPDIS SIPDIS Ε.Ο. 12958: БЕСІ: 07/17/2016 ` 
CONFIDENTIAL PARIS 004855 SIPDIS Е.О. 12958: DECL: 07/17/2016 TAGS: EAID, ECON, EINV, IZ, FR 
UNCLAS SECTION 01 OF 02 USUN NEW YORK 001367 SIPDIS SIPDIS Е.О. 12958: N/A TAGS: PGOV, PREL 


Column 10 


UNCLAS SECTION 01 OF 03 ABUJA 001838 SIPDIS SIPDIS Е.О. 12958: N/A TAGS: PHUM, PGOV, PREL, NI 


Column 10 


UNCLAS CASABLANCA 000819 SIPDIS SIPDIS SENSITIVE Е.О. 12958: N/A TAGS: PREL, PHUM, KPRO, РС 
UNCLAS LUANDA 000736 SIPDIS SIPDIS E.O. 12958: N/A TAGS: PREL, PGOV, PHUM, PTER, AO SUBJECT: 


Column 10 


CONFIDENTIALSECTION 01 OF 05 KABUL 003198 SIPDIS SIPDIS STATE FOR SCA/FO DAS GASTRI 


Column 10 


UNCLAS SECTION 01 OF 02 LISBON 001449 SIPDIS SENSITIVE SIPDIS DEPARTMENT FOR TFLEO1 Е.О. 


Column 10 


UNCLAS RABAT 001358 SIPDIS SIPDIS STATE FOR NEA/MAG, NEA/PI Е.О. 12958: N/A TAGS: PGOV, PTEF 


Column 10 


SECRET GEORGETOWN 000704 SIPDIS NOFORN SIPDIS WHA/CAR INL/LP DS/IP/WHA CARACAS ALS 


Column 10 


CONFIDENTIALSECTION 01 OF 03 PRISTINA 000598 SIPDIS SENSITIVE SIPDIS DEPT FOR DRL, IN 


Column 10 


UNCLAS SECTION 01 OF 03 SUVA 000287 SIPDIS SENSITIVE SIPDIS Manila for ADB Mission E.O. 12958: 


Column 10 


CONFIDENTIALSECTION 01 OF 03 BEIRUT 002407 SIPDIS NOFORN SIPDIS NSC FOR ABRAMS/DO 


Column 10 


UNCLAS BRASILIA 001442 SIPDIS STATE TO OES/PCI FOR LKAMAKURA/LSPERLING STATE TO OES/ENV 
UNCLAS SECTION 01 OF 02 PRISTINA 000599 SIPDIS SENSITIVE SIPDIS DEPT FOR EUR/SCE, EUR/ACE, 


Column 10 


UNCLAS SECTION 01 OF 04 PRISTINA 000600 SIPDIS SIPDIS DEPT FOR DRL, INL, EUR/SCE, AND EUR/S: 


Column 10 


UNCLAS QUITO 001735 SIPDIS SENSITIVE SIPDIS DEPT FOR WHA/AND TREASURY FOR SGOOCH E.O. 


Column 10 


S E C R E T PANAMA 001402 SIPDIS SIPDIS Е.О. 12958: DNG: CO 07/17/2016 TAGS: PGOV, PREL, PTER, F 


Column 10 


UNCLAS USUN NEW YORK 001372 SIPDIS SIPDIS Ε.Ο. 12958: N/A TAGS: AORC, UN SUBJECT: UN CAPITA 


UNCLAS USUN NEW YORK 001373 SIPDIS SIPDIS Е.О. 12958: N/A TAGS: AORC SUBJECT: UN: SG SEEKS 


Column 10 


UNCLAS USUN NEW YORK 001374 SIPDIS SIPDIS Е.О. 12958: N/A TAGS: AORC, KUNR, UNGA/C-5 SUBJE 
UNCLAS SECTION 01 OF 03 OTTAWA 002158 SIPDIS SENSITIVE SIPDIS STATE FOR WHA/CAN, EB/IFD/O 


Column 10 


UNCLAS BUENOS AIRES 001584 SIPDIS STATE FOR INR/R/MR, I/GWHA, WHA, WHA/PDA, WHA/BSC, WHA 


Column 10 


CONFIDENTIALUSUN NEW YORK 001375 SIPDIS SIPDIS Е.О. 12958: DECL: 07/17/2016 TAGS: PGO 


Column 10 


UNCLAS TAIPEI 002421 SIPDIS SENSITIVE SIPDIS STATE FOR HHS/OGHA VANESSA BROWN AND EAP/EI 
CONFIDENTIALMEXICO 003953 SIPDIS SIPDIS Е.О. 12958: DECL: 07/16/2016 TAGS: PGOV, PINR, P 


Column 10 


UNCLAS WELLINGTON 000556 SIPDIS SENSITIVE SIPDIS DEPT FOR EAP/ANP DRICCI Е.О. 12958: N/A Т/ 


Column 10 
CONFIDENTIALSECTION 01 OF 02 JAKARTA 008929 SIPDIS SIPDIS DEPT FOR ЕАРЛЕТ AND 5/СТІ 


Column 10 


UNCLAS SECTION 01 OF 11 TOKYO 003967 SIPDIS SIPDIS DEPT FOR E, P, EB, EAP/J, EAP/P, EAP/PD, PA 


Column 10 


UNCLAS HONG KONG 002914 SIPDIS SIPDIS STATE FOR EAP/EX, EAP/EP JRAGLAND, EAP/CM КВЕММЕ” 
UNCLAS SECTION 01 OF 03 ULAANBAATAR 000539 SIPDIS SENSITIVE SIPDIS Е.О. 12958: N/A TAGS: PRE 


Column 10 


CONFIDENTIALUSUN NEW YORK 001378 SIPDIS SIPDIS Е.О. 12958: DECL: 07/17/2016 TAGS: PGO 


Column 10 


CONFIDENTIAL SECTION 01 OF 02 ISLAMABAD 013677 SIPDIS SIPDIS Ε.Ο. 12958: DECL: 09/19/201. 


Column 10 
UNCLAS SECTION 01 OF 02 TOKYO 003971 SIPDIS SIPDIS STATE FOR I/RF, PA/PR/FPC/W, IIP/G/EA, EAP, 


Column 10 


UNCLAS NAIROBI 003111 SIPDIS AID KAMPALA FOR WALTER WELTZ Е.О. 12958: N/A TAGS: AMGT ОТН/ 
UNCLAS NAIROBI 003112 SIPDIS Е.О. 12958: N/A TAGS: AMGT, OTRA, ET SUBJECT: COUNTRY CLEARANC 
CONFIDENTIALSECTION 01 OF 03 BANGKOK 004254 SIPDIS SIPDIS Е.О. 12958: DECL: 07/17/2016 


Column 10 


UNCLAS SECTION 01 OF 03 HANOI 001814 SIPDIS SENSITIVE SIPDIS STATE FOR EAP/MLS E.O. 12958: | 


Column 10 


UNCLAS SECTION 01 OF 03 MINSK 000740 SIPDIS SIPDIS E.O. 12958: N/A TAGS: PGOV, PREL, PHUM, EC 


Column 10 


CONFIDENTIALSECTION 01 OF 02 ATHENS 001853 SIPDIS SIPDIS NOFORN DEPARTMENT PLEAS 


Column 10 


UNCLAS TALLINN 000660 SIPDIS SENSITIVE SIPDIS Е.О. 12958: N/A TAGS: PREL, UN, EUN, YI, MW, SR, E 


CONFIDENTIALSECTION 01 OF 02 ROME 002034 SIPDIS SIPDIS NOFORN STATE PLEASE PASS TC 


Column 10 


CONFIDENTIALBRUSSELS 002502 SIPDIS NOFORN SIPDIS DEPT FOR EUR/UBI: EFALLS E.O. 129: 


Column 10 


UNCLAS SECTION 01 OF 02 ADDIS ABABA 001954 SIPDIS SENSITIVE SIPDIS DEPARTMENT FOR AF/E DE 


Column 10 


CONFIDENTIALSECTION 01 OF 03 KHARTOUM 001699 SIPDIS SIPDIS DEPT FOR D, AF/FO, AF/SPC 


Column 10 


UNCLAS BUJUMBURA 000607 SIPDIS AIDAC SIPDIS USAID/W DCHA, WGARVELINK, LROGERS USAID/W 


Column 10 


UNCLAS DHAKA 004408 SIPDIS SIPDIS HHS FOR CDC ATLANTA E.O. 12958: N/A TAGS: BG, KSCA, OTRA 
UNCLAS RIYADH 005707 SIPDIS SIPDIS E.O. 12958: N/A TAGS: PTER, PREL, PHUM, SA SUBJECT: SAUDI t 
CONFIDENTIALSECTION 01 OF 02 MANILA 002994 SIPDIS SIPDIS Е.О. 12958: DECL: 07/18/2016 TA 


Column 10 


CONFIDENTIALSECTION 01 OF 02 VIENTIANE 000670 SIPDIS SIPDIS DEPARTMENT FOR EAP/MLS 
UNCLAS SECTION 01 OF 02 KUWAIT 002878 SIPDIS SIPDIS STATE FOR NEA/ARP, NEA/PA, NEA/AIA, NEA 


Column 10 


UNCLAS SECTION 01 OF 02 THE HAGUE 001571 SIPDIS SIPDIS FAMS FOR SHELDON SEMASHKO E.O. 1 
UNCLAS SECTION 01 OF 02 KHARTOUM 001709 SIPDIS AIDAC SIPDIS STATE FOR AF/SPG, PRM, AND AL 
UNCLAS SEOUL 002392 SIPDIS SIPDIS PASS HHS FOR OIRH TREASURY FOR IA/ISA/TRAN AND BUCKLE 


Column 10 


CONFIDENTIALSECTION 01 OF 02 LAGOS 001000 SIPDIS SIPDIS STATE FOR AF/W STATE FOR INF 
UNCLAS AIT TAIPEI 002424 SIPDIS DEPARTMENT FOR INR/R/MR, EAP/TC, EAP/PA, EAP/PD - ERIC BARBC 


Column 10 


CONFIDENTIAL ΤΟΚΥΟ 003985 SIPDIS SIPDIS Е.О. 12958: DECL: 07/18/2016 TAGS: PARM, PREL, J/ 


Column 10 


UNCLAS SECTION 01 ОҒ 02 АПАМА 000165 SIPDIS SIPDIS Е.О. 12958: N/A TAGS: PINS, PGOV, PHUM, TU 


Column 10 


SECRET SECTION 01 OF 05 DAKAR 001721 SIPDIS SIPDIS STATE FOR AF/W, AF/RSAAND INR/AA Е.О 


Column 10 


UNCLAS SECTION 01 OF 02 АПАМА 000166 SIPDIS SIPDIS Е.О. 12958: N/A TAGS: PINS, PGOV, PHUM, TU 


Column 10 


UNCLAS АПАМА 000167 SIPDIS SIPDIS Е.О. 12958: N/A TAGS: PINS, PGOV, PHUM, TU SUBJECT: SOUTHE 


UNCLAS MANILA 002998 SIPDIS RDMA BANGKOK FOR ТОМ DOLAN SIPDIS DEPT FOR EAP/MTS Е.О. 12 
CONFIDENTIALSECTION 01 OF 02 JAKARTA 008954 SIPDIS SIPDIS SECSTATE FOR ЕАРЛЕТ AND [ 


Column 10 


UNCLAS NICOSIA 001164 SIPDIS SIPDIS Е.О. 12958: N/A TAGS: PREL, UN, EUN, YI, MW, SR, BO, IR, IZ, KF 
CONFIDENTIALSECTION 01 OF 02 JEDDAH 000483 SIPDIS SIPDIS RIYADH, PLEASE PASS TO DHA 
CONFIDENTIALSECTION 01 OF 02 BANGKOK 004277 SIPDIS SIPDIS DEPT FOR EAP/MLS NSC FOF 


Column 10 


UNCLAS SECTION 01 OF 04 CALCUTTA 000306 SIPDIS SENSITIVE SIPDIS Е.О. 12958: N/A TAGS: PHUM, I 


Column 10 


UNCLAS AMMAN 005388 SIPDIS STATE FOR NEA/ARN, NEA/PA, NEA/AIA, INR/NESA, R/MR, I/GNEA, B/BXN 


Column 10 


UNCLAS SECTION 01 OF 03 JAKARTA 008955 SIPDIS SIPDIS SENSITIVE DEPT FOR EAP/MLS, ЕАРЛЕТ, Av 


Column 10 


CONFIDENTIALSECTION 01 OF 02 KHARTOUM 001712 SIPDIS SIPDIS BRUSSELS FOR FRAZER АҺ 
UNCLAS TUNIS 001816 SIPDIS SENSITIVE SIPDIS STATE PASS TO USTR (BELL) STATE FOR NEA/MAG (H 
UNCLAS DHAKA 004409 SIPDIS SIPDIS HHS FOR CDC ATLANTA E.O. 12958: N/A TAGS: OTRA, BG SUBJE 
UNCLAS DHAKA 004410 SIPDIS SIPDIS HHS FOR CDC ATLANTA E.O. 12958: N/A TAGS: BG, KSCA, OTRA 
UNCLAS SECTION 01 ОҒ 03 SANAA 002058 SIPDIS SIPDIS Е.О. 12958: N/A TAGS: PREL, PGOV, PHUM, KE 
UNCLAS ALGIERS 001331 SIPDIS SENSITIVE SIPDIS STATE PASS TO USTR E.O. 12958: N/A TAGS: ETRD 
CONFIDENTIALSECTION 01 OF 04 NEW DELHI 005030 SIPDIS SIPDIS Е.О. 12958: DECL: 07/02/201! 


Column 10 


CONFIDENT IALATHENS 001861 SIPDIS SIPDIS DEARTMENT FOR IO/T, HEATHER VON BEHREN, E 


UNCLAS BANGKOK 004278 SIPDIS SIPDIS Е.О. 12958: N/A TAGS: OTRA, AMGT, TH SUBJECT: THAILAND ( 


Column 10 


UNCLAS CALCUTTA 000307 SIPDIS SENSITIVE SIPDIS DEPT FOR DS, DS/CC, DS/IP/SA, DS/IP/ITA, S/CT, < 
UNCLAS JAKARTA 008958 SIPDIS SENSITIVE SIPDIS FBI PLS PASS CTD/GAO - UC MONTOOTH STATE F( 


Column 10 


CONFIDENTIALSECTION 01 OF 04 SEOUL 002399 SIPDIS SIPDIS NSC FOR CHA Е.О. 12958: DECL 


Column 10 


CONFIDENT IALABU DHABI 002940 SIPDIS SIPDIS Е.О. 12958: DECL: 07/18/2016 TAGS: EAID, KPAL, 


UNCLAS SECTION 01 OF 03 PARIS 004864 SIPDIS DEPT FOR INR/R/MR; IIP/RW; IIP/RNY; BBG/VOA; IIP/W 


Column 10 


CONFIDENTIALTUNIS 001817 SIPDIS SIPDIS FOR NEA/IPA AND NEA/MAG Е.О. 12958: DECL: 07/17 


Column 10 


UNCLAS BUENOS AIRES 001586 SIPDIS STATE FOR INR/R/MR, I/GWHA, WHA, WHA/PDA, WHA/BSC, WH/ 


Column 10 


CONFIDENTIALAMMAN 005396 SIPDIS SIPDIS Е.О. 12958: DECL: 07/15/2015 TAGS: PREL, KPAL, IS 


Column 10 


SECRET NICOSIA 001166 SIPDIS SIPDIS FOR BEIRUT TASK FORCE Е.О. 12958: DECL: 07/19/2016 ТАС 
CONFIDENTIALAMMAN 005397 SIPDIS SIPDIS Е.О. 12958: DECL: 07/04/2016 TAGS: PREL, SY, JO SI 
CONFIDENTIALKATHMANDU 001917 SIPDIS SIPDIS E.O. 12958: DECL: 07/18/2016 TAGS: PGOV, PT 


Column 10 


CONFIDENTIALKATHMANDU 001918 SIPDIS SIPDIS Е.О. 12958: DECL: 07/18/2016 TAGS: PGOV, PT 
CONFIDENTIALRIYADH 005709 SIPDIS SIPDIS DHAHRAN SENDS PARIS FOR ZEYA, LONDON FOR 


UNCLAS DUSHANBE 001353 SIPDIS SENSITIVE STATE FOR SCA/CEN, S/P, DRL NSC FOR MERKEL, MILL. 


Column 10 


UNCLAS SECTION 01 OF 04 DHAKA 004412 SIPDIS SIPDIS STATE PASS USTR Е.О. 12958: N/A TAGS: EL/ 


Column 10 


CONFIDENTIALPORT OF SPAIN 000849 SIPDIS SIPDIS DEPT FOR WHA/CAR (FORTIN), INL/LP, CA/ 


Column 10 


SECRET SECTION 01 OF 02 DAMASCUS 003490 SIPDIS SIPDIS PARIS FOR WALLER, LONDON FOR T: 


Column 10 


CONFIDENTIALJERUSALEM 003022 SIPDIS SIPDIS NEA FOR FRONT OFFICE, NSC FOR ABRAMS/I 


Column 10 


UNCLAS SECTION 01 OF 02 BRATISLAVA 000589 SIPDIS SENSITIVE SIPDIS DEPT FOR EUR/NCE TREASI 


Column 10 


UNCLAS BRATISLAVA 000590 SIPDIS SIPDIS USNATO FOR PCOSTANTINO AND USEU FOR RSMITH E.O. 
UNCLAS ABU DHABI 002954 SIPDIS STATE FOR NEA/ARP; NEA/PPD; NEA/RA; INR/R/MR; РА; INR/NESA; IN 


Column 10 


CONFIDENTIALSECTION 01 OF 02 VILNIUS 000671 SIPDIS SIPDIS STATE FOR EUR/NB, SCA/A FOF 


Column 10 


CONFIDENTIALSECTION 01 OF 02 DHAKA 004413 SIPDIS SIPDIS Ε.Ο. 12958: DECL: 07/16/2016 TAC 


Column 10 


UNCLAS SECTION 01 OF 02 АПАМА 000168 SIPDIS SIPDIS Е.О. 12958: N/A TAGS: PREL, PINS, PGOV, PHL 


Column 10 


UNCLAS АПАМА 000169 SIPDIS SIPDIS Е.О. 12958: N/A TAGS: PREL, PINS, PGOV, PHUM, TU SUBJECT: S! 


UNCLAS SECTION 01 OF 02 АПАМА 000170 SIPDIS SIPDIS Е.О. 12958: N/A TAGS: PREL, PINS, PGOV, PHL 


Column 10 


CONFIDENTIALKATHMANDU 001920 SIPDIS SIPDIS MANILA FOR PSPELTZ Е.О. 12958: DECL: 07/1 


Column 10 


CONFIDENTIAL SECTION 01 OF 02 ANKARA 004154 SIPDIS NOFORN SIPDIS DEPARTMENT PLEAS! 
UNCLAS GEORGETOWN 000706 SIPDIS SENSITIVE SIPDIS Ε.Ο. 12598: N/A TAGS: EAID, PREL, GY SUBJE 


Column 10 


UNCLAS FREETOWN 000579 SIPDIS SIPDIS DEPT FOR AF/W, AF/EPS AID FOR AFR, OFDA ACCRA FOR A 
UNCLAS BRASILIA 001448 SIPDIS SIPDIS Е.О. 12958: N/A TAGS: PGOV, PHUM, CU, BR SUBJECT: BRAZIL: 
CONFIDENTIALSECTION 01 OF 03 ABUJA 001841 SIPDIS SIPDIS REL TO USA, GBR, FRA, DEU E.C 


Column 10 


UNCLAS YEREVAN 000959 SIPDIS SENSITIVE SIPDIS DEPT FOR EUR/CARC Е.О. 12958: N/A TAGS: CU, F 


CONFIDENTIALSECTION 01 OF 03 MOSCOW 007666 SIPDIS SIPDIS Е.О. 12958: DECL: 07/11/2016” 


Column 10 


UNCLAS SECTION 01 OF 03 ASHGABAT 000764 SIPDIS STATE FOR SCA/CEN (BICKEL) SIPDIS SENSITIV 


Column 10 


CONFIDENTIALSECTION ΟΙ OF 08 МАМАМА 001307 SIPDIS SIPDIS Е.О. 12958: DECL: 07/16/2016 Т 


Column 10 


UNCLAS VIENNA 002140 SIPDIS SIPDIS SENSITIVE STATE FOR EUR/OHI AND EUR/AGS Е.О. 12958: N/A 


Column 10 


UNCLAS NEW DELHI 005035 SIPDIS SENSITIVE SIPDIS Е.О. 12958: N/A TAGS: PGOV, PREL, IN, PREF SU 


CONFIDENT IALABIDJAN 000771 SIPDIS SIPDIS Е.О. 12958: DECL: 07/18/2016 TAGS: PGOV, ELAB, / 


Column 10 
CONFIDENTIAL SECTION 01 OF 02 HARARE 000908 SIPDIS SIPDIS AF/S FOR H.SERVIN-BAEZ SEN 
UNCLAS ABUJA 001843 SIPDIS SIPDIS PASS STATE PASS TO USTR TREASURY FOR DPETERS DOL FOR 


UNCLAS SECTION 01 OF 02 VILNIUS 000675 SIPDIS SIPDIS SENSITIVE E.O. 12958:N/A TAGS: PREL, PGO 


Column 10 


UNCLAS SECTION 01 OF 02 KUWAIT 002881 SIPDIS SIPDIS STATE FOR NEA/ARP, NEA/PA, NEA/AIA, NEA 


Column 10 


UNCLAS BUENOS AIRES 001587 SIPDIS STATE FOR INR/R/MR, I/GWHA, WHA, WHA/PDA, WHA/BSC, МНА 


Column 10 


UNCLAS SECTION 01 OF 02 SANAA 002063 SIPDIS SIPDIS PLEASE PASS TO USTR FOR CECILIA KLEIN A 


Column 10 


CONFIDENTIALSECTION 01 OF 02 LAGOS 001001 SIPDIS SIPDIS STATE FOR AF/W STATE FOR INI 


Column 10 


UNCLAS USUN NEW YORK 001379 SIPDIS SIPDIS Е.О. 12958: N/A TAGS: PREL, MARR, KNNP, PARM, UNS 


Column 10 


CONFIDENTIALSECTION 01 OF 03 NEW DELHI 005036 SIPDIS SIPDIS Е.О. 12958: DECL: 07/18/201! 


Column 10 


UNCLAS SECTION 01 OF 02 BUCHAREST 001149 SIPDIS SIPDIS DEPT FOR EUR/NCE - WILLIAM SILKWO 


Column 10 


UNCLAS SECTION 01 OF 02 ABU DHABI 002955 SIPDIS STATE FOR NEA/ARP; NEA/PPD; ECA/A/L FERNAN 


Column 10 


CONFIDENTIALSECTION 01 OF 03 BRATISLAVA 000592 SIPDIS SIPDIS Е.О. 12958: DECL: 07/18/201 


Column 10 


CONFIDENTIAL KUWAIT 002882 SIPDIS NOFORN SIPDIS STATE FOR NEA/IR AND NEA/ARP Е.О. 1; 


Column 10 


UNCLAS SECTION 01 OF 02 HELSINKI 000676 SIPDIS SENSITIVE SIPDIS Е.О. 12958: N/A TAGS: SENV, EN 


Column 10 


CONFIDENTIALOSLO 000895 SIPDIS SIPDIS GREGORY SCHIFFER, WHA/CEN Ε.Ο. 12958: DECL: С 
UNCLAS OSLO 000896 SIPDIS SIPDIS E.O. 12958: N/A TAGS: EAID, ECON, EFIN, EUN, NO SUBJECT: DEM. 
CONFIDENT IALKINSHASA 001149 Ε.Ο. 12958: DECL: 07/17/2016 TAGS: PGOV, MARR, CG SUBJECT: 


Column 10 


CONFIDENTIAL BANJUL 000459 SIPDIS SIPDIS DAKAR PLS PASS RAO, DAO, AND ODC Е.О. 12958 


CONFIDENTIALSECTION 01 OF 02 ANKARA 004162 SIPDIS SIPDIS DEPARTMENT PLEASE PASS Al 


Column 10 


SECRET DUBAI 004511 SIPDIS SIPDIS Е.О. 12958: DECL: 7/18/2016 TAGS: ASEC, PGOV, PREL, SOCI, / 


Column 10 


CONFIDENTIALSECTION ΟΙ OF 03 ISTANBUL 001296 SIPDIS ENERGY FOR D/S SELL Е.О. 12958: D 


Column 10 


CONFIDENTIAL ПАН ES SALAAM 001197 SIPDIS SIPDIS AF/E FOR BYODER Е.О. 12958: DECL: 06/1 


CONFIDENTIALBAGHDAD 002569 SIPDIS SIPDIS Ε.Ο. 12958: DECL: 07/17/2016 TAGS: PHUM, PGO\ 
CONFIDENTIAL CARACAS 002131 SIPDIS SIPDIS HQSOUTHCOM ALSO FOR POLAD DEPT PASS TC 
CONFIDENTIAL CARACAS 002132 SIPDIS SIPDIS HQSOUTHCOM ALSO FOR POLAD DEPT PASS TC 
CONFIDENTIALSECTION 01 OF 02 JEDDAH 000484 SIPDIS SIPDIS RIYADH, PLEASE PASS TO DHA 


Column 10 


UNCLAS GENEVA 001748 SIPDIS SIPDIS DEPT FOR IO/EDA, IO/T Е.О. 12958: N/A TAGS: EAGR, EAID, EL/ 


Column 10 


CONFIDENTIALSECTION 01 OF 02 RIGA 000566 SIPDIS SIPDIS STOCKHOLM FOR FCS Ε.Ο. 12958 
CONFIDENTIALATHENS 001867 SIPDIS SIPDIS Е.О. 12958: БЕСІ: 07/17/2016 TAGS: PGOV, GR, INT 


Column 10 


UNCLAS SANTIAGO 001531 SIPDIS SIPDIS STATE FOR IIP/G/WHA, INR/R/MR, WHA/BSC, WHA/PDA, INR/I 


Column 10 


UNCLAS SECTION 01 OF 03 LONDON 005267 SIPDIS SIPDIS COGARD FOR DC//G-Cl/G-L/G-P/G-PC/G-PC. 


Column 10 


UNCLAS SECTION 01 OF 03 BELGRADE 001147 SIPDIS SIPDIS DEPARTMENT PASS TO OPIC, EXIM, TDA. 
UNCLAS CAIRO 004482 SIPDIS SIPDIS Е.О. 12958: N/A TAGS: PREL, AL, EG SUBJECT: ARAB LEAGUE BRI 


Column 10 


CONFIDENTIALABU DHABI 002956 SIPDIS NOFORN SIPDIS NSC FOR ABRAMS/DORAN/WERNER/S 


UNCLAS KUWAIT 002883 SIPDIS SENSITIVE SIPDIS FOR TFLEO1 AND МЕА/АНР Е.О. 12958: N/A TAGS: F 


Column 10 


CONFIDENTIALSECTION 01 OF 02 BAGHDAD 002571 SIPDIS SIPDIS Е.О. 12958: DECL: 07/17/2016 


Column 10 


UNCLAS SECTION 01 OF 02 KUWAIT 002884 SIPDIS SIPDIS STATE FOR NEA/ARP, NEA/PA, NEA/AIA, NEA 


Column 10 


UNCLAS BOGOTA 006486 SIPDIS SIPDIS DEPT. PLEASE PASS DEPT. OF LABOR, USTR Е.О. 12958: N/A T 


Column 10 


CONFIDENTIAL BOGOTA 006487 SIPDIS SIPDIS DEPT. PLEASE PASS DEPT. OF LABOR, USTR Е.О 


Column 10 


CONFIDENTIALSECTION 01 OF 04 KHARTOUM 001716 SIPDIS SIPDIS BRUSSELS FOR FRAZER АҺ 
CONFIDENTIALMANAGUA 001565 SIPDIS SIPDIS DEPT FOR WHA/CEN AND USOAS Е.О. 12958: D 


Column 10 


CONFIDENT IALABUJA 001846 SIPDIS SIPDIS Ε.Ο. 12958: DECL: 06/02/2016 TAGS: PGOV, PHUM, PI 


Column 10 


CONFIDENT IALABIDJAN 000778 SIPDIS SIPDIS KINSHASA PASS TO BRAZZAVILLE Ε.Ο. 12958: DE 


Column 10 


CONFIDENTIALABIDJAN 000779 SIPDIS SIPDIS Е.О. 12958: DECL: 07/18/2016 TAGS: EFIN, ECON, I! 


UNCLAS SECTION 01 OF 03 KINSHASA 001150 SIPDIS SIPDIS AID/W FOR DCHA/FFP TMMCRAE AND CMI 
CONFIDENTIALBEIRUT 002412 SIPDIS SIPDIS NSC FOR ABRAMS/DORAN/SINGH/HARDING LONDC 
CONFIDENTIALBAGHDAD 002572 SIPDIS SIPDIS Ε.Ο. 12958: DECL: 07/18/2016 TAGS: MARR PGO\ 


Column 10 


SECRET SECTION 01 OF 02 BEIRUT 002413 SIPDIS NOFORN SIPDIS NSC FOR ABRAMS/DORAN/SING 


Column 10 


CONFIDENTIALSECTION 01 OF 03 BEIRUT 002415 SIPDIS NOFORN SIPDIS NSC FOR ABRAMS/DO 


Column 10 


SECRET NICOSIA 001167 SIPDIS SIPDIS FOR CMS TASKFORCEN1 Ε.Ο. 12958: DECL: 07/19/2016 TAG: 


Column 10 


UNCLAS SECTION 01 OF 02 KHARTOUM 001718 SIPDIS SIPDIS DEPT FOR AF/SPG, AF/EPS, AND EB/IFD | 
CONFIDENTIALSAN SALVADOR 001823 SIPDIS SIPDIS Е.О. 12958: DECL: 10 YEARS TAGS: EFIN, P 
UNCLAS PANAMA 001411 SIPDIS SIPDIS Е.О. 12958: N/A TAGS: EWWT, ECON, ETRD, PM SUBJECT: GOP 
CONFIDENTIALSECTION 01 OF 02 BELGRADE 001149 SIPDIS SIPDIS STATE FOR S/WCI AND EUR/ 
CONFIDENTIALSECTION 01 OF 02 PARIS 004889 SIPDIS E.O. 12958: DECL: 07/18/2016 TAGS: PREL 


Column 10 


UNCLAS SECTION 01 OF 02 MEXICO 003961 SIPDIS SENSITIVE SIPDIS STATE FOR WHA/MEX, WHA/EPS 
CONFIDENTIALSECTION 01 OF 03 MEXICO 003962 SIPDIS SIPDIS FOR WHA/MEX, WHA/EPC, ЕВЛІ 
CONFIDENT IALSECTION 01 OF 03 CARACAS 002141 SIPDIS SIPDIS HQSOUTHCOM ALSO FOR РС 


Column 10 


CONFIDENTIALSECTION 01 OF 02 BEIRUT 002417 SIPDIS SIPDIS NSC FOR ABRAMS/DORAN/SING 


Column 10 


UNCLAS SECTION 01 OF 02 BRIDGETOWN 001254 SIPDIS SIPDIS SOUTHCOM ALSO FOR POLAD E.O. 1: 


Column 10 
CONFIDENTIAL BRIDGETOWN 001255 SIPDIS SIPDIS SOUTHCOM ALSO FOR POLAD Ε.Ο. 12958: I 


Column 10 


UNCLAS SAO PAULO 000782 SIPDIS DEPARTMENT FOR DS/IP/WHA, DS/DSS/OSAC, WHA/BSC NSC FOR 


Column 10 


UNCLAS STATE 117616 SIPDIS Е.О. 12958: N/A TAGS: PARM, PREL, ETTC, EFIN, PGOV, IR SUBJECT: Е.О 


Column 10 


UNCLAS SANTIAGO 001542 SIPDIS SIPDIS STATE FOR WHA/BSC, DRL, INR, PM Е.О. 12958: N/A TAGS: М 
UNCLAS MANAGUA 001568 SIPDIS SIPDIS Е.О. 12958: N/A TAGS: APER, PGOV, KDEM, NU SUBJECT: NIC/ 
UNCLAS SECTION 01 OF 02 PARAMARIBO 000449 SIPDIS CORRECTED COPY ADDING SLUG LINE 


Column 10 


UNCLAS SECTION 01 OF 02 PARAMARIBO 000450 SIPDIS CORRECTED COPY ADDING SLUG LINE 


Column 10 


CONFIDENT IALLIMA 002794 SIPDIS SIPDIS Е.О. 12958: DECL: 02/08/2015 TAGS: PREL, UNSC, IR, P 
UNCLAS GUATEMALA 001386 SIPDIS SENSITIVE SIPDIS Е.О. 12958: N/A TAGS: PREL, KJUS, OAS, GT SUI 
CONFIDENTIAL BRIDGETOWN 001258 SIPDIS SIPDIS SOUTHCOM ALSO FOR POLAD Ε.Ο. 12958: | 


Column 10 


CONFIDENTIALASUNCION 000743 SIPDIS SIPDIS MONTEVIDEO FOR ICE ATTACHE STATE FOR WI 
UNCLAS BRIDGETOWN 001259 SIPDIS SIPDIS Е.О. 12958: N/A TAGS: ЕЛІН, OTRA, ST, XL SUBJECT: COU 
UNCLAS BUENOS AIRES 001593 SIPDIS STATE FOR INR/R/MR, I/GWHA, WHA, WHA/PDA, WHA/BSC, WH/ 


Column 10 


SECRET SECTION 01 OF 05 BUENOS AIRES 001594 SIPDIS SIPDIS STATE FOR WHA TOM SHANNON, 


Column 10 


UNCLAS TEGUCIGALPA 001273 SIPDIS SIPDIS DS/IP/WHA, DS/IP/ITA, DS/DSS/OSAC, DSCC, WHA/CEN Al 
UNCLAS SAN JOSE 001586 SIPDIS SIPDIS DEPARTMENT FOR PM/DTCC - BLUE LANTERN COORDINATO 
CONFIDENTIALMANAGUA 001571 SIPDIS SIPDIS DEPARTMENT FOR WHA/CEN Е.О. 12958: DECL 


Column 10 


UNCLAS LJUBLJANA 000456 SIPDIS SIPDIS DEPT FOR GITIP, EUR/NCE E.O. 12958: N/A TAGS: PHUM, PG 
CONFIDENTIALSECTION 01 OF 03 TAIPEI 002431 SIPDIS SIPDIS Ε.Ο. 12958: БЕСІ: 07/18/2031 ТАС 


Column 10 


CONFIDENTIALSECTION 01 OF 04 TAIPEI 002432 SIPDIS SIPDIS Ε.Ο. 12958: DECL: 07/18/2031 ТАС 


Column 10 


CONFIDENTIALMANAGUA 001572 SIPDIS SIPDIS DEPT FOR WHA/CEN Е.О. 12958: DECL: 07/17/2( 


Column 10 


CONFIDENTIAL ΤΟΚΥΟ 003988 SIPDIS SIPDIS Е.О. 12958: DECL: 07/18/2026 TAGS: JA, KN, KS, PRE 


Column 10 


UNCLAS TAIPEI 002433 SIPDIS SIPDIS SENSITIVE BUT UNCLASSIFIED STATE PLEASE PASS USTR STATI 
UNCLAS SECTION 01 OF 02 DILI 000372 SIPDIS SENSITIVE DEPT FOR EAP/MTS PACOM FOR POLAD АМ 


Column 10 


UNCLAS SECTION 01 OF 02 JAKARTA 008959 SIPDIS DEPT FOR ЕАР SIPDIS Е.О. 12958: N/A TAGS: АЕМ 


Column 10 


UNCLAS SECTION 01 OF 11 TOKYO 003996 SIPDIS SIPDIS DEPT FOR E, P, EB, EAP/J, EAP/P, EAP/PD, PA 


Column 10 


CONFIDENTIAL SEOUL 002405 SIPDIS SIPDIS Е.О. 12958: DECL: FIVE YEARS AFTER KOREAN UNI 


Column 10 


UNCLAS JAKARTA 008961 SIPDIS FOR ЕАРЛЕТ, INVAAE PPRAHAR, ЕВ/ТРРЛРЕ EFELSING DEPT PASS ТС 


Column 10 
UNCLAS TOKYO 003998 SIPDIS SIPDIS STATE FOR I/RF, PA/PR/FPC/W, IIP/G/EA, EAP/PD, R/MR, EAP/J, E 


UNCLAS SECTION 01 OF 02 KABUL 003216 SIPDIS STATE FOR SCA/FO, SCA/A, S/CT CENTCOM FOR CG ! 
UNCLAS DAMASCUS 003491 SIPDIS SIPDIS DEPARTMENT FOR РА, NEA/ARN, INR/IC/CD, INR/S:STHIBE 


Column 10 


UNCLAS SECTION 01 OF 04 ADDIS ABABA 001961 SIPDIS SENSITIVE SIPDIS DEPARTMENT FOR AF/SPG 
UNCLAS SECTION 01 OF 04 TUNIS 001818 SIPDIS SIPDIS STATE PASS TO USTR (BELL) STATE FOR NEA 


Column 10 


UNCLAS MAPUTO 000868 SIPDIS FOR USDA/FS/SANDRA FARBER SIPDIS Е.О. 12958: N/A TAGS: EAGR, | 


Column 10 
UNCLAS SECTION 01 OF 03 YEREVAN 000960 SIPDIS SENSITIVE SIPDIS DEPT FOR G/TIP, DRLAND EUR 


Column 10 


UNCLAS SECTION 01 OF 06 VIENTIANE 000674 SIPDIS SENSITIVE SIPDIS DEPT FOR OES, EB, AND ЕАР; 


Column 10 


CONFIDENTIALISTANBUL 001302 SIPDIS SIPDIS CORRECT ED COPY DELETING SECSTATE A 


Column 10 


UNCLAS ALMATY 002603 SIPDIS DEPARTMENT FOR SCA/CEN (J. MUDGE), DRL/PHD (C. KUCHTA- HELBL 


Column 10 


UNCLAS BRUSSELS 002520 SIPDIS SIPDIS Е.О. 12958: N/A TAGS: BE, PGOV, PHUM, PREL SUBJECT: BEL 
CONFIDENTIALBRUSSELS 002521 SIPDIS NOFORN SIPDIS Е.О. 12958: DECL: 07/14/2016 TAGS: PF 
CONFIDENTIALSECTION 01 OF 03 BRATISLAVA 000594 SIPDIS SIPDIS Е.О. 12958: DECL: 07/18/201 


Column 10 


UNCLAS NAIROBI 003145 SIPDIS SIPDIS M/FSI/SPAS/CONS: PASS ТО К. SCOTT CECIL Е.О. 12958: N/A 
UNCLAS NEW DELHI 005048 SIPDIS SIPDIS Е.О. 12958: N/A TAGS: PREL, PGOV, IN SUBJECT: IRANIANS ( 
UNCLAS SECTION 01 OF 03 ADDIS ABABA 001970 SIPDIS SENSITIVE SIPDIS DEPARTMENT FOR AF/E AN 


Column 10 


UNCLAS SECTION 01 OF 10 TOKYO 004011 SIPDIS SIPDIS DEPT FOR E, P, EB, EAP/J, EAP/P, EAP/PD, PA 


Column 10 


UNCLAS SECTION 01 OF 03 MASERU 000335 SIPDIS AIDAC SIPDIS DEPARTMENT PLEASE PASS TO USI 


Column 10 


CONFIDENTIALHONG KONG 002949 SIPDIS NOFORN SIPDIS DEPT FOR EAP AND EAP/CM NSC FC 
UNCLAS FREETOWN 000586 SIPDIS SIPDIS DEPT FOR AF/W, AF/EPS DEPT AL SO FOR EB E.O. 12958: N 
UNCLAS HONG KONG 002950 SIPDIS SENSITIVE SIPDIS DEPARTMENT FOR EAP AND EAP/CM NSC FOR 


Column 10 


UNCLAS BANGKOK 004309 SIPDIS SIPDIS STATE FOR EAP/BCLTV, L/EAP, L/PM, PM/ISO, INR AND DRL PA 
UNCLAS BANGKOK 004310 SIPDIS SIPDIS STATE FOR EAP/BCLTV, L/EAP, L/PM, PM/ISO, INR AND DRL PA 
UNCLAS BANGKOK 004311 SIPDIS SIPDIS STATE FOR ЕАР/ВСІТУ, L/EAP, L/PM, PM/ISO, INR AND DRL PA 
UNCLAS BANGKOK 004314 SIPDIS SIPDIS STATE FOR EAP/BCLTV, L/EAP, L/PM, PM/ISO, INR AND DRL PA 
UNCLAS BANGKOK 004315 SIPDIS SIPDIS STATE FOR EAP/BCLTV, L/EAP, L/PM, PM/ISO, INR AND DRL PA 
CONFIDENTIAL SECTION 01 OF 02 NOUAKCHOTT 000894 SIPDIS SIPDIS Ε.Ο. 12958: DECL: 07/18/2 
UNCLAS BELGRADE 001153 SIPDIS SENSITIVE SIPDIS DEPT FOR S/WCI AMBASSADOR WILLIAMSON DE 


Column 10 


CONFIDENTIAL COPENHAGEN 000973 SIPDIS SIPDIS Е.О. 12958: DECL: 07/17/2016 TAGS: КОЕМ, / 


Column 10 


UNCLAS AIT TAIPEI 002439 SIPDIS DEPARTMENT FOR INR/R/MR, EAP/TC, EAP/PA, EAP/PD - ERIC BARBC 


Column 10 


CONFIDENTIALSECTION 01 OF 03 KINSHASA 001153 SIPDIS SIPDIS E.O. 12958: DECL: 07/19/2016 


Column 10 


UNCLAS ULAANBAATAR 000550 SIPDIS SENSITIVE SIPDIS Е.О. 12958: N/A TAGS: MARR, MASS, MOPS, F 


Column 10 


SECRET SECTION 01 OF 02 BAGHDAD 002581 SIPDIS SIPDIS Е.О. 12958: DECL: 07/17/2016 TAGS: IZ, 


Column 10 


UNCLAS DUBLIN 000849 SIPDIS SIPDIS DEPARTMENT FOR EB AND WHA Е.О. 12958: N/A TAGS: PHUM, I 
UNCLAS SECTION 01 OF 02 ADANA 000171 SIPDIS SIPDIS E.O. 12958: N/A TAGS: PINS, PGOV, PHUM, TU 


Column 10 


UNCLAS SECTION 01 OF 02 KHARTOUM 001723 SIPDIS AIDAC SIPDIS STATE FOR AF/SPG, PRM, AND Al 
UNCLAS DUSHANBE 001354 SIPDIS SENSITIVE SIPDIS STATE FOR SCA/CEN, DRL Е.О. 12958: N/A TAGS 


Column 10 


UNCLAS BELGRADE 001154 SIPDIS SIPDIS Е.О. 12958: N/A TAGS: UNGA, PREL, SR SUBJECT: SERBIAN F 
UNCLAS SECTION 01 OF 09 BRASILIA 001455 SIPDIS SIPDIS DEPT PASS USAID TO LAC/RSD, LAC/SAM, | 


Column 10 


UNCLAS KINSHASA 001154 SIPDIS SENSITIVE SIPDIS Е.О. 12958: N/A TAGS: PGOV, ELECTIONS, CG SUE 


CONFIDENTIALKINSHASA 001155 SIPDIS SIPDIS Е.О. 12958: DECL: 10/10/2015 TAGS: PGOV, PHUN 
SECRET NICOSIA 001170 SIPDIS SIPDIS FOR CMS TASKFORCEN1 Е.О. 12958: DECL: 07/20/2016 TAG: 
CONFIDENTIALSECTION 01 OF 03 JAKARTA 009043 SIPDIS SIPDIS Е.О. 12958: DECL: 07/18/2016 Т 
UNCLAS SECTION 01 OF 02 ALMATY 002604 SIPDIS TASHKENT FOR EPUTNAM SIPDIS Е.О. 12958: N/A 1 


Column 10 


UNCLAS SECTION 01 OF 02 JAKARTA 009044 SIPDIS DEPT FOR EAP/MTS SIPDIS Е.О. 12958: N/A TAGS: 
SECRET SECTION 01 OF 02 JAKARTA 009045 SIPDIS SIPDIS DEPT FOR EAP/MTS, S/CT, DS/IP/EAP, DS 


Column 10 


CONFIDENTIALSECTION 01 OF 02 TAIPEI 002440 SIPDIS SIPDIS Ε.Ο. 12958: БЕСІ: 07/19/2031 ТАС 


Column 10 


CONFIDENTIALSECTION 01 OF 02 COLOMBO 001183 SIPDIS SIPDIS STATE FOR SA/INS, USPACOI 


Column 10 


UNCLAS AMMAN 005428 SIPDIS STATE FOR NEA/ARN, NEA/PA, NEA/AIA, INR/NESA, R/MR, I/GNEA, B/BXN 


Column 10 


UNCLAS SECTION 01 OF 03 VIENNA 002155 SIPDIS SIPDIS SENSITIVE STATE FOR DRL/SEAS RICKMAN 


Column 10 


S E C R E T ASHGABAT 000767 SIPDIS NOFORN SIPDIS DEPT FOR ISN, T, EAP, AND SCA (BICKEL) Е.О. 1 
UNCLAS SECTION 01 OF 02 PARIS 004913 SIPDIS DEPT FOR INR/R/MR; IIP/RW; IIP/RNY; BBG/VOA; IIP/W 


Column 10 


CONFIDENTIALMANAMA 001313 SIPDIS SIPDIS Е.О. 12958: DECL: 07/18/2016 TAGS: PREL, PGOV, 


Column 10 


UNCLAS SECTION 01 OF 03 COLOMBO 001184 SIPDIS SIPDIS SENSITIVE E.O. 12958: N/A TAGS: PGOV, F 


Column 10 


CONFIDENTIAL SECTION ΟΙ OF 02 TAIPEI 002441 SIPDIS SIPDIS Е.О. 12958: DECL: 07/19/2031 ТАС 


Column 10 


CONFIDENTIAL DAMASCUS 003514 SIPDIS SIPDIS PARIS FOR WALLER; LONDON FOR TSOU Ε.Ο. 


Column 10 


UNCLAS PARIS 004914 SIPDIS FROM USMISSION UNESCO PARIS SENSITIVE Е.О. 12958: N/A TAGS: UNI 
CONFIDENTIAL SECTION 01 OF 02 YEREVAN 000970 SIPDIS SIPDIS DEPT FOR EUR/CARC, PRM U 


Column 10 


CONFIDENTIALCAIRO 004495 SIPDIS SIPDIS STATE FOR NEA/ELAAND МЕАЛРА Е.О. 12958: DECL 
CONFIDENTIALSECTION 01 OF 02 YEREVAN 000971 SIPDIS SIPDIS DEPARTMENT FOR EUR/CAR( 


Column 10 


CONFIDENT IALKUWAIT 002896 SIPDIS NOFORN SIPDIS STATE FOR МЕА/АНР Е.О. 12958: DECL: ı 


Column 10 


CONFIDENTIALKATHMANDU 001925 SIPDIS SIPDIS Е.О. 12958: DECL: 07/19/2016 TAGS: PGOV, РТ 


Column 10 


UNCLAS NAIROBI 003153 SIPDIS Е.О. 12958: N/A TAGS: OTRAAO KE SUBJECT: COUNTRY CLEARANCE С 


Column 10 


CONFIDENTIALSECTION 01 OF 02 DAMASCUS 003515 SIPDIS SIPDIS PARIS FOR WALLER, LOND( 


Column 10 


CONFIDENTIALHELSINKI 000680 SIPDIS SIPDIS Е.О. 12958: DECL: 07/19/2016 TAGS: PREL, PGOV, 


Column 10 


UNCLAS KHARTOUM 001725 SIPDIS SIPDIS Е.О. 12958: N/A TAGS: PREL, KPKO, PGOV, MOPS, EAID, AU- 
UNCLAS MOSCOW 007723 SIPDIS SENSITIVE SIPDIS Е.О. 12958: N/A TAGS: EAID, ECON, EFIN, HA, RSS 
UNCLAS KHARTOUM 001726 SIPDIS SIPDIS SENSITIVE DEPT FOR D, AF/FO, AF/RSA, AND AF/SPG DEPT 
S E C R E T ABU DHABI 002971 SIPDIS NOFORN Ε.Ο. 12958: DECL: 07/19/2031 TAGS: PREL, KPAL, EAID, | 


Column 10 


SECRET TUNIS 001835 SIPDIS NOFORN SIPDIS STATE FOR МЕА/МАС - HARRIS Е.О. 12958: DECL: 07 
UNCLAS SECTION 01 OF 02 ABU DHABI 002972 SIPDIS STATE FOR NEA/ARP; NEA/PPD; NEA/RA; INR/R/M 


Column 10 


UNCLAS SECTION 01 OF 02 THE HAGUE 001578 SIPDIS SIPDIS FAMS FOR SHELDON SEMASHKO E.O. 1 
UNCLAS VIENNA 002158 SIPDIS SENSITIVE SIPDIS DEPARTMENT FOR EUR/AGS E.O. 12958: N/A TAGS: 
UNCLAS VILNIUS 000682 SIPDIS SENSITIVE SIPDIS STATE FOR EU/NB E.O. 12958: N/A TAGS: PREL, MAI 


Column 10 


CONFIDENTIALSECTION 01 OF 03 KUWAIT 002898 SIPDIS NOFORN SIPDIS LONDON FOR TSOU [ 


Column 10 


CONFIDENTIALMANAMA 001317 SIPDIS SIPDIS SENSITIVE Е.О. 12958: DECL: 07/19/2016 TAGS: PF 


Column 10 


UNCLAS SECTION 01 OF 02 THE HAGUE 001579 SIPDIS SIPDIS FOR NASA/OER - MARY P. WILLIAMS Е.С 
CONFIDENTIALJERUSALEM 003029 SIPDIS SIPDIS NEA FOR FRONT OFFICE, NSC FOR ABRAMS/I 


Column 10 


CONFIDENTIALSECTION 01 OF 04 MUMBAI 001332 SIPDIS SIPDIS STATE FOR OPS CENTER, S/CT 


Column 10 


UNCLAS SECTION 01 OF 02 DUSHANBE 001361 SIPDIS SIPDIS STATE FOR SCA/CEN, SCA/PPD, DRL, S/F 


Column 10 


UNCLAS SECTION 01 OF 02 THE HAGUE 001580 SIPDIS SIPDIS FOR NASA/OER - MARY P. WILLIAMS Е.С 
UNCLAS SECTION 01 OF 02 THE HAGUE 001581 SIPDIS SIPDIS FOR NASA/JSC - EDDIE GLOOR Е.О. 12€ 
UNCLAS E FT O SECTION 01 OF 03 ATHENS 001881 SIPDIS USDOC FOR 4232/ITA/MAC/KNAJDI/JKIMBALL 
UNCLAS ZAGREB 000861 SIPDIS SENSITIVE DEPT FOR EUR/SCE - PFEUFFER Ε.Ο. 12356: DECL: N/A TA 
CONFIDENTIALHELSINKI 000682 SIPDIS SIPDIS Ε.Ο. 12958: DECL: 07/19/2016 TAGS: OSCE, PBTS, 


Column 10 


CONFIDENTIAL ROME 002061 SIPDIS NOFORN SIPDIS Ε.Ο. 12958: DECL: 07/18/2016 TAGS: PREL, 


Column 10 


CONFIDENTIALSECTION 01 OF 02 ABUJA 001860 SIPDIS SIPDIS E.O. 12958: DECL: 07/18/2016 TAG 


Column 10 


CONFIDENTIALSECTION 01 OF 02 ISLAMABAD 013801 SIPDIS SIPDIS E.O. 12958: DECL: 07/19/201 


Column 10 


CONFIDENTIAL GEORGETOWN 000710 SIPDIS SIPDIS WHA/CAR WHA/OAS S/CRS SOUTHCOM AL 


Column 10 


CONFIDENTIALSECTION 01 OF 02 LUANDA 000740 SIPDIS SIPDIS Е.О. 12958: DECL: 07/19/2016 Т/ 


Column 10 


CONFIDENTIALSECTION 01 OF 03 NDJAMENA 000968 SIPDIS SIPDIS DEPT. FOR AF, AFC, DRL, PR 


Column 10 


UNCLAS KINGSTON 001412 SIPDIS SIPDIS STATE FOR WHA/CAR (MCISAAC) Е.О. 12958: N/A TAGS: PG 
CONFIDENTIALTUNIS 001847 SIPDIS SIPDIS STATE FOR NEA/MAG (HARRIS); LONDON FOR TSOL 


Column 10 


UNCLAS SECTION 01 OF 03 ANKARA 004197 SIPDIS SIPDIS DEPARTMENT FOR INR/R/MR, EUR/SE, EUR; 


Column 10 


CONFIDENTIALSECTION 01 OF 03 ANKARA 004199 SIPDIS NOFORN SIPDIS DEPARTMENT FOR El 


Column 10 


CONFIDENTIALJEDDAH 000486 SIPDIS SIPDIS NEA/ARPI FOR SHUKAN, S/WE FOR SASHA MAHR/ 


Column 10 


CONFIDENTIALABIDJAN 000782 SIPDIS SIPDIS Е.О. 12958: DECL: 07/19/2016 TAGS: PGOV ASEC С 
CONFIDENTIALASMARA 000604 SIPDIS SIPDIS Е.О. 12958: DECL: 07/19/2016 TAGS: PREL, PGOV, | 


Column 10 


UNCLAS ANKARA 004200 SIPDIS SIPDIS DEPT FOR CA/OCS AND CA/EX DEPARTMENT PLEASE PASS TA 
UNCLAS SECTION 01 OF 04 BEIRUT 002422 SIPDIS SENSITIVE SIPDIS STATE FOR NEA/ELA STATE PASE 


Column 10 


CONFIDENTIALRIYADH 005780 SIPDIS SIPDIS Е.О. 12958: DECL: 07/19/2016 TAGS: PREL, PGOV, P 
CONFIDENTIAL BUENOS AIRES 001599 SIPDIS SIPDIS STATE FOR IO/T HEATHER VON BEHREN E 


CONFIDENTIALSECTION 01 OF 03 BASRAH 000119 SIPDIS SIPDIS Е.О. 12958: DECL: 7/19/2016 ТА 
CONFIDENTIALSECTION 01 OF 02 USUN NEW YORK 001392 SIPDIS SIPDIS Е.О. 12958: DECL: 07/ 


Column 10 


SECRET PORT AU PRINCE 001303 SIPDIS NOFORN SIPDIS STATE FOR WHA/CAR S/CRS SOUTHCOM 


UNCLAS BUENOS AIRES 001600 SIPDIS SIPDIS FOR EB/CIP/MA FWILLIAMS Е.О. 12958: N/A TAGS: ECPS 
UNCLAS МООАКСНОТТ 000898 SIPDIS 2ND CORRECTED COPY - PARAGRAPH MARKING SIPDIS S 


Column 10 


CONFIDENTIALSECTION 01 OF 02 VATICAN 000141 SIPDIS SIPDIS DEPT FOR EUR/WE LARREA E 


Column 10 


CONFIDENTIALSECTION 01 OF 02 KIRKUK 000129 SIPDIS SIPDIS Ε.Ο. 12958: DECL: 7/19/2016 ΤΑΙ 


Column 10 


CONFIDENTIALSECTION 01 OF 02 LA PAZ 001952 SIPDIS SIPDIS STATE FOR WHA/AND P.FRENCH 


Column 10 


SECRET NICOSIA 001172 SIPDIS SIPDIS PLEASE PASS TO USAID Е.О. 12958: DECL: 07/20/2016 TAGS 
SECRET SECTION 01 OF 02 BAGHDAD 002587 SIPDIS SIPDIS Е.О. 12958: DECL: 07/18/2016 TAGS: PG 


Column 10 


UNCLAS MEXICO 003999 SIPDIS SENSITIVE SIPDIS Е.О. 12958: N/A TAGS: PGOV, PINR, PREL, MX SUBJE 


Column 10 


UNCLAS MEXICO 004000 SIPDIS SENSITIVE SIPDIS Е.О. 12958: N/A TAGS: PGOV, PINR, PREL, MX SUBJE 


Column 10 


CONFIDENTIALHARARE 000918 SIPDIS SIPDIS AF/S FOR H.SERVIN-BAEZ SENIOR AFRICA DIREC’ 


Column 10 


UNCLAS PARIS 004939 SIPDIS E.O. 12958: N/A TAGS: PREL, AEMR, MARR, CASC, LE, KHLS, FR SUBJECT 


Column 10 


UNCLAS ABIDJAN 000783 SIPDIS SENSITIVE SIPDIS Е.О. 12958: N/A TAGS: PGOV, ASEC, IV SUBJECT: CC 
CONFIDENTIALSECTION 01 OF 02 LA PAZ 001955 SIPDIS SIPDIS Е.О. 12958: DECL: 07/18/2016 TAC 


Column 10 


CONFIDENTIALSECTION 01 OF 02 RABAT 001372 SIPDIS NOFORN SIPDIS STATE FOR NEA/MAG | 


Column 10 


CONFIDENTIALSECTION 01 OF 03 DAKAR 001740 SIPDIS SIPDIS STATE FOR EB/IFD/ODF, EB/ESC, 
UNCLAS LA PAZ 001956 SIPDIS SENSITIVE SIPDIS STATE FOR WHA/AND AND A/OPR/OS/CS BSCOTTI E 


Column 10 


UNCLAS SECTION 01 OF 04 PRISTINA 000608 SIPDIS SENSITIVE SIPDIS DEPT FOR DRL, INL, EUR/SCE ^ 


Column 10 


UNCLAS SECTION 01 OF 02 PRISTINA 000609 SIPDIS SIPDIS DEPT FOR DRL, INL, EUR/SCE, AND EUR/S: 


Column 10 


UNCLAS SECTION 01 OF 02 BRASILIA 001461 SIPDIS SIPDIS STATE PASS USTR FOR MSULLIVAN DEPT F 
CONFIDENTIALISLAMABAD 013862 SIPDIS SIPDIS Е.О. 12958: DECL: 09/19/2015 TAGS: PK, PREL, 


Column 10 


UNCLAS PORT AU PRINCE 001310 SIPDIS SIPDIS STATE FOR WHA/CAR EB/TRA/OTP Е.О. 12958: N/A TA 
UNCLAS SANTIAGO 001552 SIPDIS SIPDIS STATE FOR IIP/G/WHA, INR/R/MR, WHA/BSC, WHA/PDA, INR/I 


Column 10 


UNCLAS BUENOS AIRES 001605 SIPDIS SIPDIS PASS FED BOARD OF GOVERNORS FOR PATRICE ROBI 


Column 10 


CONFIDENTIALNASSAU 001096 SIPDIS SIPDIS STATE FOR WHA/CAR KJMCISAAC Е.О. 12958: DE 


Column 10 


CONFIDENTIAL BOGOTA 006549 SIPDIS SIPDIS Ε.Ο. 12958: DECL: 07/19/2016 TAGS: KJUS, PGOV, I 


Column 10 


UNCLAS QUITO 001772 SIPDIS SENSITIVE SIPDIS Е.О. 12958: N/A TAGS: PGOV, PREL, EC SUBJECT: ELE 
UNCLAS SECTION 01 OF 02 MEXICO 004019 SIPDIS SENSITIVE SIPDIS STATE FOR WHA/MEX, WHA/EPS 


Column 10 


CONFIDENTIAL QUITO 001773 SIPDIS SENSITIVE SIPDIS TREASURY FOR SGOOCH DEPT PASS TC 
UNCLAS SECTION 01 OF 02 MEXICO 004020 SIPDIS SENSITIVE SIPDIS STATE FOR WHA/MEX, WHA/EPS 


Column 10 


CONFIDENTIAL ΤΟΚΥΟ 004014 SIPDIS SIPDIS DEPT. PLEASE PASS TO S/P ROBERT MANNING, E/E 
CONFIDENTIALSECTION 01 OF 02 DHAKA 004435 SIPDIS SIPDIS Ε.Ο. 12958: DECL: 07/17/2016 TAC 


Column 10 


UNCLAS SECTION 01 OF 09 TOKYO 004020 SIPDIS SIPDIS DEPT FOR E, P, EB, EAP/J, EAP/P, EAP/PD, PA 


Column 10 


UNCLAS SECTION 01 OF 02 TOKYO 004025 SIPDIS SIPDIS SENSITIVE STATE FOR EAP/J, EAP/EP, ЕВ/ТРІ 


Column 10 


CONFIDENTIALBAGHDAD 002590 SIPDIS SIPDIS Е.О. 12958: DECL: 07/18/2016 TAGS: 17, KDEM, РР 
SECRET BAGHDAD 002591 SIPDIS SIPDIS Е.О. 12958: DECL: 07/18/2016 TAGS: PGOV, PTER, PDEM, K 


Column 10 


UNCLAS TOKYO 004027 SIPDIS SIPDIS STATE FOR I/RF, PA/PR/FPC/W, IIP/G/EA, EAP/PD, R/MR, EAP/J, E 


Column 10 


CONFIDENTIAL COPENHAGEN 000980 SIPDIS SIPDIS Е.О. 12958: DECL: 07/19/2016 TAGS: RS, OSC 
UNCLAS SECTION 01 OF 03 BANGKOK 004343 SIPDIS SENSITIVE SIPDIS DEPT FOR EAP/MLS AND EB С 


Column 10 


UNCLAS KABUL 003225 SIPDIS SIPDIS Е.О. 12958: N/A TAGS: OTRA, AMGT, ASEC, АРЕН, AF SUBJECT: Ct 
CONFIDENTIAL SECTION 01 OF 02 TOKYO 004031 SIPDIS SIPDIS Ε.Ο. 12958: DECL: 07/18/2016 ΤΑΙ 


Column 10 


SECRET SECTION 01 OF 03 RANGOON 001010 SIPDIS SIPDIS STATE FOR EAP/MLS; PACOM FOR FPA 


Column 10 


UNCLAS SECTION 01 OF 02 BEIJING 015109 SIPDIS SIPDIS SENSITIVE DEPT FOR EB/ESC/TFS, S/CT, lO 
UNCLAS SECTION 01 OF 02 BEIJING 015110 SIPDIS USDOC FOR DAS LEVINE AND 4420ЛТА/МАС/СЕА/МС 


Column 10 


UNCLAS SECTION 01 OF 02 BELGRADE 001157 SIPDIS SENSITIVE SIPDIS Е.О. 12958: N/A TAGS: PGOV, | 


Column 10 


UNCLAS ALMATY 002607 SIPDIS DEPARTMENT FOR SCA/CEN (J. MUDGE), SCA/A (N. SINGH) SENSITIVE 
UNCLAS BELGRADE 001158 SIPDIS SIPDIS DEPT FOR SWCI Е.О. 12958: N/A TAGS: OTRA, SR SUBJECT: 
UNCLAS E FT O SECTION 01 OF 02 ULAANBAATAR 000552 SIPDIS SENSITIVE NOFORN SIPDIS TREASU 


Column 10 


CONFIDENTIALSECTION ΟΙ OF 03 RANGOON 001012 SIPDIS SIPDIS STATE FOR EAP/MLS; PACON 
UNCLAS SECTION 01 OF 02 OSAKA KOBE 000366 SIPDIS COMSEVENTHFLT PASS ТО USS JOHN S. MCC; 
CONFIDENTIAL SECTION 01 OF 02 RANGOON 001013 SIPDIS SIPDIS STATE FOR EAP/MLS; PACON 
CONFIDENTIAL SEOUL 002432 SIPDIS SIPDIS Е.О. 12958: DECL: 07/18/2016 TAGS: PGOV, KS SUBJ 


Column 10 


UNCLAS BRUSSELS 002538 SIPDIS SIPDIS Е.О. 12958: N/A TAGS: OSCE, PHUM, PREL, BE SUBJECT: SPE 


UNCLAS AIT TAIPEI 002448 SIPDIS DEPARTMENT FOR INR/R/MR, EAP/TC, EAP/PA, EAP/PD - ERIC BARBC 


Column 10 


CONFIDENTIALRIGA000573 SIPDIS SIPDIS Е.О. 12958: DECL: 07/20/2011 TAGS: PBTS, PREL, OSC 


UNCLAS SECTION 01 OF 11 TOKYO 004042 SIPDIS SIPDIS DEPT FOR E, P, EB, EAP/J, EAP/P, EAP/PD, PA 


Column 10 


UNCLAS SECTION 01 OF 03 BELGRADE 001160 SIPDIS SENSITIVE SIPDIS E.O.12958: N/A TAGS: PGOV, F 


Column 10 


CONFIDENTIAL SEOUL 002442 SIPDIS SIPDIS Ε.Ο. 12958: DECL: 07/20/2016 TAGS: PREL, UN, KS S 


UNCLAS DAMASCUS 003552 SIPDIS SIPDIS DEPARTMENT FOR РА, NEA/ARN, INR/IC/CD, INR/S:STHIBE 


Column 10 


CONFIDENTIALBASRAH 000120 SIPDIS SIPDIS POST FOR DCM AND RSO Ε.Ο. 12958: DECL: 7/20, 
UNCLAS KHARTOUM 001731 SIPDIS SIPDIS SENSITIVE DEPT FOR D, AF/FO, AF/RSA, AND AF/SPG DEPT 
UNCLAS DUSHANBE 001362 SIPDIS SENSITIVE STATE FOR SCA/CEN, SCA/PPD, DRL, S/P SIPDIS E.O. 1: 
CONFIDENTIALSECTION 01 OF 04 RANGOON 001014 SIPDIS SIPDIS STATE FOR EAP/MLS; PACON 
CONFIDENTIALSECTION 01 OF 02 NOUAKCHOTT 000901 SIPDIS SIPDIS Е.О. 12958: DECL: 07/19/2 


Column 10 


UNCLAS REYKJAVIK 000264 SIPDIS SIPDIS Е.О. 12958: N/A TAGS: CU, PHUM, PREL, PGOV, El SUBJECT: 
CONFIDENTIALNICOSIA 001174 SIPDIS SIPDIS PLEASE PASS TO USAID Е.О. 12958: DECL: 07/21/2 
SECRET TOKYO 004043 SIPDIS SIPDIS Е.О. 12958: DECL: 07/20/2016 TAGS: EFIN, ETTC, KTFN, PREL, 
CONFIDENTIALJEDDAH 000487 SIPDIS SIPDIS RIYADH, PLEASE PASS ТО DHAHRAN; DEPARTMEI 


Column 10 


CONFIDENTIALSECTION 01 OF 02 KINSHASA 001161 SIPDIS SIPDIS E.O. 12958: DECL: 07/18/2016 


Column 10 


CONFIDENTIALSECTION 01 OF 02 BANGKOK 004373 SIPDIS SIPDIS DEPT FOR EAP/MLS Е.О. 12€ 


Column 10 


CONFIDENT IALKINSHASA 001162 Ε.Ο. 12958: DECL: 07/12/2016 TAGS: PGOV, КОЕМ, CG SUBJECT: 


Column 10 


CONFIDENTIAL BANGKOK 004374 SIPDIS SIPDIS DEPARTMENT FOR EAP, EAP/MLS, EAP/RSP, SA 


CONFIDENTIAL SECTION 01 OF 02 HONG KONG 002966 SIPDIS NOFORN SIPDIS DEPT FOR EAP A 


Column 10 


UNCLAS SECTION 01 OF 03 PARIS 004944 SIPDIS DEPT FOR INR/R/MR; IIP/RW; IIP/RNY; BBG/VOA; IIP/W 


Column 10 


UNCLAS SECTION 01 OF 02 BRUSSELS 002543 SIPDIS SENSITIVE SIPDIS Е.О. 12958: N/A TAGS: BE, OS( 


Column 10 


UNCLAS LILONGWE 000620 SIPDIS SIPDIS Е.О. 12958: N/A TAGS: PGOV, KDEM, OVIP, MI STATE FOR AF/ 


UNCLAS BELGRADE 001162 SIPDIS SIPDIS DEPT FOR PRM AND DRL (MATES) Е.О. 12958: N/A TAGS: КІР 


Column 10 


UNCLAS BELGRADE 001163 SIPDIS SIPDIS DEPT FOR PRM-ECAAND DRL (MATES) E.O. 12958: N/A TAG: 


UNCLAS SECTION 01 OF 02 PORT AU PRINCE 001311 SIPDIS SENSITIVE SIPDIS STATE FOR WHA/CAR E 


Column 10 


CONFIDENTIALSECTION 01 OF 02 BEIJING 015153 SIPDIS SIPDIS Ε.Ο. 12958: DECL: 07/20/2016 TF 


Column 10 


UNCLAS RABAT 001373 SIPDIS SIPDIS DEPT FOR NEA/MAG, OES/SAT, OES/STC NASA/GSFC FOR ТАММ 


Column 10 


UNCLAS АПАМА 000172 SIPDIS SIPDIS Е.О. 12958: N/A TAGS: PINS, PGOV, PHUM, TU SUBJECT: SOUTHE 


Column 10 


CONFIDENTIAL SECTION 01 OF 02 TUNIS 001851 SIPDIS NOFORN SIPDIS FROM AMBASSADOR E 


Column 10 


UNCLAS SECTION 01 OF 03 ADDIS ABABA 001987 SIPDIS SIPDIS DEPARTMENT FOR AF/E LONDON, PAR 


Column 10 


CONFIDENTIAL PRAGUE 000822 SIPDIS SIPDIS EUR/NCE FOR FICHTE, PM/RSAT FOR DOWLEY, O 
SECRET PRAGUE 000823 SIPDIS SIPDIS NOFORN EUR/NCE FOR FICHTE, PM/RSAT FOR DOWLEY, O: 
CONFIDENTIALATHENS 001891 SIPDIS SIPDIS FOR EUR/SE, EUR/ERA Е.О. 12958: DECL: 07/18/20 


Column 10 


UNCLAS ZAGREB 000867 SIPDIS SENSITIVE DEPT FOR EUR/SCE - PFEUFFER Е.О. 12356: DECL: N/A TA 
UNCLAS SECTION 01 OF 03 THE HAGUE 001585 SIPDIS SENSITIVE SIPDIS STATE FOR ISN/CB, VCI/CCB, 
UNCLAS DAMASCUS 003573 SIPDIS SIPDIS DEPARTMENT FOR РА, NEA/ARN, INR/IC/CD, INR/S:STHII 


Column 10 


UNCLAS SECTION 01 OF 02 KHARTOUM 001744 SIPDIS SIPDIS SENSITIVE Е.О. 12958: N/A TAGS: EFIN, 


Column 10 


UNCLAS SANAA 002070 SIPDIS SIPDIS USDA - PASS TO USDA/FAS/EXPORT CREDITS FOR ROBIN TILSW 
UNCLAS ATHENS 001892 SIPDIS SENSITIVE SIPDIS Е.О. 12958: N/A TAGS: PREL, MARR, PINS, GR SUBJE 


Column 10 


CONFIDENTIALMADRID 001832 SIPDIS SIPDIS NOFORN E.O. 12958: DECL: 07/19/2016 TAGS: PREL 
CONFIDENTIALSECTION 01 OF 02 VATICAN 000142 SIPDIS SIPDIS DEPT FOR EUR/WE LARREA E 


Column 10 


UNCLAS MANAGUA 001573 SIPDIS SENSITIVE SIPDIS DEPT FOR WHA/CEN Е.О. 12958: N/A TAGS: PGO' 


Column 10 


UNCLAS SECTION 01 OF 02 THE HAGUE 001586 SIPDIS SIPDIS STATE FOR EUR/UBI Е.О. 12958: N/A TAC 
CONFIDENTIALSECTION 01 OF 02 VILNIUS 000686 SIPDIS SIPDIS Е.О. 12958: DECL: 07/19/2016 TF 


Column 10 


CONFIDENTIALSECTION 01 OF 03 DAKAR 001746 SIPDIS SIPDIS STATE FOR EB/IFD/ODF, EB/ESC, 
UNCLAS KHARTOUM 001746 SIPDIS SIPDIS SENSITIVE E.O. 12958: N/A TAGS: PREL, PGOV, SOCI, UN, SI 


Column 10 


SECRET SECTION 01 OF 02 DAMASCUS 003577 SIPDIS SIPDIS PARIS FOR WALLER, LONDON FOR T: 


Column 10 


UNCLAS MAPUTO 000883 SIPDIS SIPDIS USDOC FOR 3131/ANESA/KBRENNAN/JMATHESON/MSTAUNTO 
CONFIDENTIALSECTION 01 OF 02 KIRKUK 000130 SIPDIS SIPDIS Ε.Ο. 12958: DECL: 7/20/2016 ΤΑΙ 


Column 10 


CONFIDENTIALSECTION 01 OF 03 WARSAW 001489 SIPDIS Е.О. 12958: DECL: 07/18/2021 TAGS: РІ 


Column 10 


CONFIDENTIAL PARIS 004951 SIPDIS STATE FOR NEA, EUR/WE, С Е.О. 12958: DECL: 07/20/2016 Т. 


CONFIDENTIALSECTION 01 OF 02 MOSCOW 007769 SIPDIS SIPDIS Ε.Ο. 12958: DECL: 07/20/2016 ` 


Column 10 


UNCLAS SECTION 01 OF 02 THE HAGUE 001587 SIPDIS SIPDIS FOR NASA/JSC - EDDIE GLOOR Е.О. 12€ 
CONFIDENTIALSECTION 01 OF 02 CAIRO 004518 SIPDIS NEAFOR ELA E.O. 12958: DECL: 07/20/2C 


Column 10 


CONFIDENTIALOSLO 000902 SIPDIS SIPDIS Е.О. 12958: DECL: 07/19/2016 TAGS: NATO, PREL, PAF 
UNCLAS SECTION 01 OF 02 THE HAGUE 001588 SIPDIS SIPDIS STATE FOR NASA/OCFO - LINDA R. SMIT 
UNCLAS KIGALI 000712 SIPDIS INFO AMEMBASSY DAR ES-SALAM INFO AMEMBASSY NAIROBI INFO AME 
CONFIDENTIAL SECTION 01 OF 03 BUENOS AIRES 001610 SIPDIS SIPDIS STATE FOR WHA ТОМ S 


Column 10 


CONFIDENTIALAMMAN 005486 SIPDIS SIPDIS Е.О. 12958: DECL: 07/20/2016 TAGS: PREL, PGOV, LI 
UNCLAS RABAT 001374 SIPDIS SIPDIS STATE FOR NEA/MAG, NEA/PI Е.О. 12958: N/A TAGS: PGOV, PINR 


Column 10 


UNCLAS SECTION 01 OF 03 ROME 002072 SIPDIS SIPDIS DEPARTMENT PLEASE PASS TO EB/CBA FRAN 


Column 10 


CONFIDENTIALSECTION 01 OF 02 NAIROBI 003173 SIPDIS SIPDIS Е.О. 12958: DECL: 07/20/2026 T/ 
CONFIDENTIAL JERUSALEM 003080 SIPDIS SIPDIS NEA FOR FRONT OFFICE, NSC FOR ABRAMS/I 


Column 10 


CONFIDENT IALACCRA 001676 SIPDIS SIPDIS LAGOS FOR DEA SGAYE AND LEGAT MJOHNSON E 


Column 10 


CONFIDENTIALSECTION 01 OF 03 MADRID 001834 SIPDIS SIPDIS Е.О. 12958: DECL: 07/17/2016 T/ 


Column 10 


UNCLAS MAPUTO 000884 SIPDIS SIPDIS OBO/OM/AM/AF EAARON AND AF/EX/PMO BGATES OBO/RE/RP 


Column 10 


UNCLAS SECTION 01 OF 02 MADRID 001835 SIPDIS SENSITIVE SIPDIS DEPT PLEASE PASS DEPARTMEI 


Column 10 


UNCLAS SECTION 01 OF 04 SARAJEVO 001634 SIPDIS SIPDIS EUR/SCE (FOOKS/RIEHL), EUR/ACE (VISC 


Column 10 


UNCLAS BRASILIA 001467 SIPDIS SIPDIS LIMA FOR NAS STATE FOR INL/C/CJ Е.О. 12958: N/A TAGS: ASE 
UNCLAS THE HAGUE 001590 SIPDIS SIPDIS STATE FOR EB/ESC/TFS (DBROWN), S/CT (TKUSHNER), EUI 
UNCLAS LISBON 001500 SIPDIS SIPDIS DEPARTMENT FOR WHA Е.О. 12958: N/A TAGS: PGOV, PHUM, PI 
CONFIDENTIALSECTION 01 OF 02 SKOPJE 000696 SIPDIS SIPDIS STATE FOR EUR/SCE Е.О. 129 


Column 10 


CONFIDENTIALSECTION 01 OF 02 BRATISLAVA 000597 SIPDIS SIPDIS FOR EUR/RPM E.O. 12958: 


Column 10 
CONFIDENTIALNICOSIA 001175 SIPDIS SIPDIS PLEASE PASS TO USAID Е.О. 12958: БЕСІ: 07/21/42 
CONFIDENTIAL VATICAN 000143 SIPDIS SIPDIS DEPT FOR EUR/WE LARREA Е.О. 12958: DECL: 7, 


Column 10 


UNCLAS SECTION 01 OF 02 ANKARA 004234 SIPDIS SIPDIS DEPARTMENT FOR CA/OCS AND CA/EX DEP 
CONFIDENTIAL JERUSALEM 003082 SIPDIS SIPDIS NEA FOR FRONT OFFICE; МЕАЛРА FOR WILLIA 
SECRET SECTION 01 OF 02 ANKARA 004235 SIPDIS NOFORN SIPDIS Е.О. 12958: DECL: 07/21/2021 TA 
CONFIDENTIALBRIDGETOWN 001276 SIPDIS SIPDIS STATE FOR WHA/CAR, SOUTHCOM ALSO FC 


UNCLAS RABAT 001377 SIPDIS SIPDIS Е.О. 12958: N/A TAGS: КНІМ, KISL, PHUM, PGOV, MO SUBJECT: МС 
CONFIDENTIALSECTION 01 OF 02 LONDON 005371 SIPDIS SIPDIS STATE FOR PM, NEA, МЕАЛ, El 


Column 10 


CONFIDENTIALSECTION 01 OF 02 ANKARA 004236 SIPDIS SIPDIS DEPARTMENT FOR TASK FORC 


Column 10 


CONFIDENTIAL PARIS 004955 SIPDIS Ε.Ο. 12958: DECL: 07/20/2016 TAGS: PTER, PREL, BM, NP, CE 


Column 10 


SECRET SECTION 01 OF 02 BEIRUT 002427 SIPDIS NOFORN SIPDIS NSC FOR ABRAMS/DORAN/SING 


Column 10 


CONFIDENTIALBEIRUT 002428 SIPDIS SIPDIS NSC FOR ABRAMS/DORAN/SINGH/HARDING Ε.Ο. 1 
UNCLAS BEIRUT 002429 SIPDIS SENSITIVE SIPDIS NSC FOR ABRAMS/DORAN/SINGH/HARDING LONDOI 


Column 10 


UNCLAS SECTION 01 OF 02 PRISTINA 000611 SIPDIS SENSITIVE SIPDIS DEPT FOR DRL, INL, EUR/SCE, ; 


Column 10 


UNCLAS RABAT 001378 SIPDIS SIPDIS COMMERCE PASS USPTO FOR ALFREDAADAMS Е.О. 12958: N/A 


Column 10 


CONFIDENTIALSECTION 01 OF 02 BANJUL 000465 SIPDIS SIPDIS DAKAR PLS PASS RAO,ODC, АМ 


Column 10 


CONFIDENTIALBAGHDAD 002609 SIPDIS SIPDIS Ε.Ο. 12958: DECL: 07/17/2016 TAGS: IZ, KDEM, РС 
UNCLAS BUCHAREST 001158 SIPDIS SIPDIS DEPT FOR EUR/NCE - WILLIAM SILKWORTH Е.О. 12958: N/ 
CONFIDENTIAL BAGHDAD 002610 SIPDIS SIPDIS Ε.Ο. 12958: DECL: 07/19/2016 TAGS: PHUM, PREL 


UNCLAS SECTION 01 OF 02 SAO PAULO 000785 SIPDIS SENSITIVE SIPDIS STATE FOR WHA/BSC, NEA/N 
CONFIDENTIALBRIDGETOWN 001279 SIPDIS SIPDIS SOUTHCOM ALSO FOR POLAD Е.О. 12958: I 


Column 10 


UNCLAS USUN NEW YORK 001395 SIPDIS SIPDIS Ε.Ο. 12958: N/A TAGS: PREL, PTER, UNGA SUBJECT: C 


Column 10 
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:F: A. STATE 112030 B. SEOUL 02108 C. STATE 102464 Classified By: A/DCM Joseph Y. Үш 
om the Commission of the African Union wishing to appoint the Honorable Ms. Amina Salum Ali as th 


Y CLEARANCE GRANTED FOR FAA MIAMI OFFICIAL ROBERT LAWRENCE FELDMAN - AUGUS 


2HD, INL, DS/IP/WHA, DS/DSS/ITA BRASILIA FOR RSO AND LEGAT; RIO DE JANEIRO FOR RSO 


BHAT AND ELVANDER DEPT PASS TO AID/GH/HIDN DENNIS CARROLL SIPDIS Е.О. 12958: N, 
JELEGATION TO US-ASEAN TIFA JULY 17-21 ІМ SINGAPORE REF: STATE 112834 1. We delive 


‘used of raping a Filipino woman continued during the week of July 14 with direct апа cross examinat 


ered demarche on free Cuba, including talking points and the Compact with the Cuban people to ME 
S, AEMR, PTER, CASC, PGOV, ID SUBJECT: JAKARTA EAC MEETING JULY 14 REF: SECSTATE 


ST REF:A. A) STATE 114594 В. B) RABAT 1339 Classified By: CHARGE DVAFFAIRES WAYNI 


: BRATISLAVA 529 Classified By: Ambassador Rodolphe Vallee for reasons 1.4 (b) and (d) 1. Sumn 
CONSIDERING MNF-I POSITIONS REF: THE HAGUE 1511 Classified By: Political Officer Ted Burl 
TER FOR TRAVEL TO ST. LUCIA REF: STATE 115216 1. Embassy Bridgetown warmly welcomes ε 
“ЕН, EZ SUBJECT: CZECH REPUBLIC: POSITIVE ON PNR COLLECTION REF: BRUSSELS 0182: 


NON REF: CMS TASKFORCE1C-COORDINATOR E-MAIL Classified By: AMBASSADOR JOSEPH 


SUBJECT: BRAZIL: 61ST UN GENERAL ASSEMBLY: HIGH-LEVEL ATTENDANCE AND REQUES 


ОКЕ, ALLEGES FOUL PLAY CLASSIFIED BY: William Hamer, ІРО, State, State. REASON: 1.4 (б), 
‘OR THE PEACEKEEPING OPERATION SOUTH 2006 EXERCISE REF: A. COMSOCSOUTH 071€ 


2 INFORMATION FOR JOSEPH COSTANTINO, PARTICIPANT FROM AMEMBASSY BRUSSELS. 


DER Classified By: Ambassador Robert A. Bradtke for reasons 1.4(b) and (d). 1. (C) Croatia is com 


‘of a regular series of unclassified reports on significant Turkish defense and national security issues 


TUN GENERAL ASSEMBLY REF: SECSTATE 112656 A. Attendance of the Head of State. -- Presi 
ETHERLANDS/EU: APPROACH IN ADVANCE OF THE JULY 17 GAERC REF: А. A) STATE 115346 


EF: А. SECSTATE 114605 B. SECSTATE 115346 Classified Ву: Dana M. Brown, Pol/Econ Office! 
points to Irish Department of Foreign Affairs Americas Section Third Secretary Myles Doherty. Doher 


В. WILSON/JEFFREY TELCON 7/13/06 Classified By: Ambassador Ross Wilson for reasons 1.4 (k 
‘OR KDEUTSCH AND SLADISWAN Е.О. 12958: N/A TAGS: ECON, EFIN, ENRG, MX, PGOV, РІМЕ 
Те Ivoirian Telecommunications Agency (АТСІ) announced last week that it had revoked Cora de Col 


s Wilson for reasons 1.4 (b) and (d). 1. (С) Ambassador raised the issue of Turkish РМ Erdogan\'s v 


GOV, ASEC, PTER, PINR, МІ SUBJECT: AGIP PIPELINE BLOWN, ВОТ EXTENT OF DAMAGE UN! 


DEMARCHE ON THE JULY 17 FOREIGN MINISTERS MEETING (GAERC) REF: А. SECSTATE 11 
30V, KPKO, PHUM, SU, CH, UN, AU-1 SUBJECT: WORKING WITH CHINA TO SECURE A UN PEZ 
)ITATION AND ABUSE IN UN PEACEKEEPING MISSIONS REF: STATE 112531 Classified By: PO 


MCHAM MOROCCO 1. The American Chamber of Commerce (AmCham) Free Trade Agreement (| 
VISED REF: A. QUITO 1669 В. ОШТО 1680 C. QUITO 889 1. (SBU) Summary: President P 


:RFIELD TELCON 7/14 Classified By: ECONMINCOUNS ТОМ DELARE for reasons 1.4 (b) and (d). 


NS SUBJECT: SURINAME FOREIGN MINISTER EXPLAINS CARICOM 'S BACKING OF VEI 


` USOAS DEPT PASS DHS Ε.Ο. 12958: DECL: 07/14/2016 TAGS: PGOV, PREL, KHLS, SMIG, ASE 
CE PRESIDENT SANTOS Classified By: Ambassador William B. Wood for Reasons 1.4 (b&d) Sun 
/EX PLEASE PASS USOAS Ε.Ο. 12958: N/A TAGS: PGOV, PREL, KHLS, SMIG, ASEC, HA SUBJE 


Е CRITERIA Classified By: Classified by: A/DCM, A. David Miller for reasons 1.4 ( b/d) 1. (С) Poli 


ІС, BRIDGETOWN REF: STATE 115373 Classified By: Ambassador Mary Kramer for reason 1.4 (d 


COUNCIL REF: STATE 111590 Classified By: Ambassador Hans Н. Hertell for reasons 1.4 (b) (а) 1 


ОН JACKSON Е.О. 12958: М/А TAGS: AMGT, КО, OVIP, PREL SUBJECT: KUWAIT COUNTRY CLI 


IKOW, AND DELEGATION REF: A. REFTEL A SECSTATE 116044 B. REFTEL B BAGHDAD 00: 


12016 TAGS: PREL, ASEC, CASC, KPAL, KWBG, PHUM SUBJECT: MGGZ01 - ISRAELI GAZA INC 
ICE: FORCES GATHER AGAINST SLWA-MINAWI REF: A. KHARTOUM 01648 B. KHARTOUM 
ATE 108034 1. (SBU) Ambassador, accompanied by PolEC Chief, delivered reftel demarche July 11 


LATIONSHIP WITH SENEGAL REF: А. BANJUL 394 В. BANJUL 436 Classified By: AMBASSAL 


UK BASES IN CYPRUS FOR LEBANON EVAC REF: STATE 115501 Classified By: Acting PolCoun 
3ULF SECURITY DIALOGUE NONPAPER REF: МАМАМА 1017 Classified By: DCM Susan L. Ziad 
.F OF KUWAIT] CANDIDATE FOR LEADERSHIP OF WHO Classified By: CDA Matthew Tueller for 
3DISH POLITICAL COMMITTEE DISCUSSES ARTICLE 140 KIRKUK 00000123 001.2 OF 002 CL 


OSIA MAUREEN WAFER TREASURY FOR ОТА WARFIELD, VAN KOCH, MILLAR COMMERCE Ft 
: KRG CHALLENGES, REFORMS, CORRUPTION KIRKUK 00000128 001.2 OF 003 CLASSIFIEI 


By: Ambassador William В. Wood. Reasons 1.4 (b&d) 1. (С) Summary. On July 10, ONDCP Direct 


706; В) Opcenter fax 7/9/06 1. (SBU) Per refs, Post received on July 9 a letter signed July 7 by ther 


ЕСІ: 07/16/2016 TAGS: PREL, ASEC, CASC, KPAL, KWBG, PHUM SUBJECT: MGGZ01 - ISRAELI 


INTRACTS REF: А) RIYADH 5450 Classified By: Consul General Tatiana Gfoeller for reasons 1.4(b 


Ἡ THIS IS AN ACTION CABLE. PLEASE SEE PARA. 1, AND 4. 1. Country clearance is requested 


СЕ: SCENESETTER FOR THE VISIT OF DEPUTY SECRETARY KIMMITT AND COUNSELOR ZEL 


:R RAISE PRICES REF: А. 05 TAIPEI 3096 В. 05 TAIPEI 04548 TAIPEI 00002412 001.2 ОҒ 002 
=S COLLECTIVE Е.О. 12958: DECL: 07/14/2016 TAGS: PREL, 71 SUBJECT: CENTRAL BANK НЕ/ 


SG SUBJECT: SENEGAL-EU FISHING NEGOTIATIONS STALLED DAKAR 00001703 001.2 OF 0 


AN: NO OHCHR FIELD PRESENCE REF:A. State 73151, В. State 112299 1. There appears to be 
assified By: A/DCM Kathleen Fitzpatrick; reasons 1.4 (В) and (D) (C) Poloff relayed reftel offer of US( 


G TO CULTURAL OBJECTS DISPLACED IN RELATION TO THE SECOND WORLS WAR REF: S 


1. (U) On July 14, poloff delivered reftel message to Savvas Vladimirou in the MFA\'s Divison of the 


OR ITALY REF: STATE 116170 Classified By: Political Military Counselor Jonathan Cohen for Reası 


IAY: SENATOR CORNYN VISITS TRI-BORDER REGION 1. SUMMARY: Senator John Cornyn-R 
\ AND OTA COMMERCE ITA FOR SARAH COOK NSC FOR SUE CRONIN SOUTHCOM FOR POL; 
-, MOPS, КРКО, PGOV, US, AU-1, UN, SU SUBJECT: SLWA-MINAWI REQUESTS UN INTERCES 


1. (U) On July 14, poloff delivered reftel message to Savvas Vladimirou іп the MFA\'s Divison of the / 


JONOR GROUP STATEMENT REF: STATE 114848 Classified By: Political officer Ted Burkhalter; ri 


' 1279, C) P-au-P 1281 1. (SBU) Summary: The widely-publicized July 15 Lavalas demonstration (rı 


T Ref: GEORGETOWN 530 1. On July 12, 2006, Guyana\'s newly christened Commercial Court rule 
COMMISSION FOR ASSISTANCE TO A FREE CUBA REF: STATE 113702 1. Poloff delivered reftel 


111144 1. (U) Post delivered July 17 reftel demarche via diplomatic note #248 to the office of MFA [ 


ZONOMY REF: KATHMANDU 1688 Classified By: Charge dVAffaires Nicholas Dean. Reasons 1.4 
THENS 01630 1. (SBU) Summary. Mission continues to present the USG\'s IPR Action Plan for Gre 


ЈЕ TO A FREE CUBA REF: STATE 113702 1. (U) Poloff delivered ref points to MFA Americas Desk 


anese President Bashir on July 15, 2006, as published by the local Arabic newspaper, Al Rai Al Aam. 
F EXTENSION REF: A. SECSTATE 116137 B. MADRID 793 (SBU) Poloff discussed ref A point: 
itvia will send the following individuals to the PRT conference in Budapest: Mr. Edgars Rinkevics, Ste 


NESS OF ОМ EFFORTS ТО COMBAT SEXUAL EXPLOITATION AND ABUSE ІМ UN РЕАСЕКЕЕРІ 


F: 05 MUSCAT 1684 1. In a July 17 meeting, the Ambassador discussed the status of Oman\'s ассе 
(SPORT INFRASTRUCTURE (GAO JOB CODE 440406) REF: STATE 89839 SENSITIVE BUT UN 


clearance for Mr. Stephen Kairu, RFMC Deputy Chief Accountant, to travel to Kigali, Rwanda from o/ 


(pected, President Ruutel announced on June 13 that he will seek a second term as President of Est 
ΙΑΝ GLOBAL INITIATIVE TO COMBAT NUCLEAR TERRORISM REF: А. STATE 110160 B. АМК 


791 1. Embassy Lisbon grants country clearance for Lirio Liu Nelson, Senior FAA Representative, Fe 


ımary: Former U.S. President William Jefferson Clinton made a four-hour visit to Malawi on July 14,1 
3 SALES TO VENEZUELA REF: A. ROME 1996 B. STATE 112031 C. ROME 01915 Sensitive 


H/RD Е.О. 12958: N/A TAGS: ЕСІМ, ETRD, PREL, ECON, BR SUBJECT: PROSPECTS FOR BRA 


1ΑΝ 3,500 MILITIAS SURRENDER REF: A. KINSHASA 1091 B. KINSHASA 1104 Classified By: 
70 Classified By: POLITICAL MINISTER COUNSELOR JOSIAH ROSENBLATT, FOR REAS ONS 1. 


ATION AND ABUSE IN UN PEACEKEEPING MISSIONS REF: STATE 112531 1. (U) This cable is < 


IHA/BSC FOR WPOPP STATE ТО OES/STC FOR GDRAGNICH STATE TO G FOR KLORD SIPDI: 


. IN GENEVA REF: A. USUN 1272 В. SECSTATE 107343 As instructed іп ref B, 05 еі agreed t 


М PARTICIPANTS IN АРЕС SEMINAR ОМ PANDEMIC EXERCISES SINGAPORE AUG 16-17 REF 


1. (SBU) Embassy requests country clearance for Political-Economic Counselor Katherine В. Hadda 


=CT: Hong Kong Participants for APEC Seminar on Pandemic Exercises, Singapore, Aug 16-17 REF 


AABAD 00013677 001.2 OF 002 Classified By: Ambassador Ryan С. Crocker, DSCG 05-01, Janua 


ΑΝ DWYER THIS IS AN ACTION CABLE. PLEASE SEE PARA. 1, AND 4. 1. Country clearance is 
on cable. Please see Para. 1, and 4. 1. Country Clearance is requested for USAID/OFDA/ECARO 


. Embassy Dhaka welcomes and grants country clearance for Hardeep Sandu, Epidemiologist, МІР, 
is an action request. See Para 4. 2. (U) On July 15 and 16, several Saudi newspapers published a 


‚ PURSUES REMAINING INSURGENTS REF: А. VIENTIANE 561 B. VIENTIANE 519 Classifiec 


“EDERAL AIR MARSHAL SERVICE OPERATION TEAM SD 06-44 R54 - JULY 18 - 23, 2006 REF: | 
¡AID/REDSO, AND FAS USMISSION UN ROME GENEVA FOR NKYLOH NAIROBI FOR SFO МӘСІ 


¡AYS PRESIDENCY WILL GO NORTH REF: LAGOS 935 Classified By: Consul General Brian L. Br 


MAYON VOLCANIC ACTIVITY 1. Mount Mayon, 300 kilometers (180 miles) southeast of Manila, is 


iAERC) REF: STATE 114605 1. (0) On July 14, poloff delivered reftel message to Elena Rafti, who 
:CL: 07/17/2031 TAGS: BTIO, ECON, ETRD, PINR SUBJECT: SAGIA STREAMLINIING THE INVES 


UDAN: KEY ISSUES FACING SALVA KIIR ON THE EVE OF HIS U.S. VISIT Classified By: Charge 
N/A TAGS: ECON, ЕҒІМ, ETRD, EU, TS SUBJECT: EUROMED ECONFIN MINISTERIAL CONFER 
1. Embassy Dhaka welcomes and grants country clearance for Marc Alain Widdowson, Medical Ep 

ibassy Dhaka welcomes and grants country clearance for Gavin Grant, Epidemiologist, NCID, HHS/C 

‚АМАА 926 B. SANAA 1771 SANAA 00002058 001.2 OF 003 1. SUMMARY: Since its articulati 

SOORDINATOR REF: A. STATE 108034 B. ALGIERS 1299 1. (SBU) PolEC Chief delivered Ref 


ΙΕΕΤΙΝΩ JULY 14, 2006 REF:A) STATE 115373 В) CALCUTTA 299 1. (SBU) In response to ref. А 


ICOSIA SUPPORT FOR LEBANON, JULY 18, 2006, 1445 Classified By: Ambassador Ronald L. Sct 
SSADOR DAVID HALE FOR REASONS 1.4 (б апа а) 1. (U) SUMMARY: A Jordanian diplomat provi 


ТО MUMBAI BLASTS REF: А. KATHMANDU 1867 B. MUMBAI 1293 Classified By: Charge dvA 


NATO/USEU POL-MIL CONFERENCE REF: USNATO 444 1. Embassy Bratislava designates the fc 


, PREL, ETRA, KHLS, TU SUBJECT: TFLEO1: LEBANON EVACUATION - TURKEY READY TO ASS 


CASC, SL SUBJECT: GOSL LAUNCHES AVIAN INFLUENZA NATIONAL ACTION PLAN 1. Sumn 
E TOA FREE CUBA POINTS AND REPORT DELIVERED. REFTEL: STATE 113702 1. (U) On Jul 


В. ABIDJAN 768 Classified By: Poloff Phaedra Gwyn for reason 1.4 b&d 1. (SBU) Primary and secc 


| SUBJECT: GEARING UP FOR AUGUST RURAL COUNCIL ELECTIONS REF: А. REF А: HARARE 


RED REF: STATE 114848 Classified By: Acting Pol/Econ Counselor Doug Apostol, Reasons 1.4 (b) 
37 (U) On July 17 we delivered reftel points to Tore Hattrem, Head of the MFA\'s Peace and Reconci 


IGE ІМ 9 NISSAN DISTRICT Classified Ву: PRT BAGHDAD TEAM LEADER JOE GREGOIRE FOR 
: MARCHE ON DPRK MISSILE LAUNCH REF: STATE 111144 Classified By: Robert Downes, Politic 
JECT: 61ST UN GENERAL ASSEMBLY: HIGH-LEVEL ATTENDANCE AND REQUESTS FOR MEET 


:ETING WITH MINISTER OF ECONOMICS REF: A) RIGA 552 AND PREVIOUS В) RIGA 481 RIGA 


9, ETRD, EINV, EAID, PGOV, MW SUBJECT: MONTENEGRO: ECONOMIC DEVELOPMENTS: JU 


ARFUR AND DPA IMPLEMENTATION ON THE EVE OF МІММІ MINAWIVS VISIT TO WASHINGTOI 


NS АМЕМОНЕТТІ ARALTE BSILVERS DCHAAA DCHACMM DCHADG DCHAOFDA DCHAPPM DC 
-E01: CENTRAL BANK REQUESTS USG ASSISTANCE IN TRANSPORTING CURRENCY Classit 


М, ЕРЕТ, ECON, EAID, ELTN, SU SUBJECT: Sudan Economic Round-Up, July 1-15, 2006 КНАНТ 
ESSION Classified By: DCM Michael Butler for reasons 1.4(b) & (d) 1. (SBU) Summary: On April ¿ 
sident Torrijos announced Saturday, July 15 that the referendum on the $5.25 billion expansion of the 
UBJECT: SERBIA TOUTS ICTY ACTION PLAN AS MAJOR SUCCESS REF: BRUSSELS 2508 Cla: 


МА MEXICO DESK:JASPER HOEK COMMERCE FOR ITA/MAC/NAFTA:ANDREW RUDMAN Ε.Ο. 
RUDMAN ENERGY FOR KDEUTSCH AND SLADISWAN Е.О. 12958: DECL: 07/18/2016 TAGS: El 


ENADA\'S PLAN FOR VENEZUELAN OIL REF: BRIDGETOWN 1127 BRIDGETOWN 00001254 0 


“ОВ THE PEACEKEEPING OPERATION SOUTH 2006 EXERCISE - ADDITIONAL CANDIDATE RE 
actoral observation mission (EOM) for the Nicaraguan national elections on November 5, 2006. Post 


ATE 116875 Classified By: Ambassador Struble, Reasons 1.4(b) апа (d) 1. (С) The Ambassador de 
3U) Poloff delivered reftel talking points on the OAS MLAT (mutual legal assistance treaty) Optional P 


ULLIVAN USAID FOR AA/LAC ADOLFO FRANCO NSC FOR SUE CRONIN SOUTHCOM FOR POL 
TCC MIAMI 070023Z 1. Embassy Bridgetown warmly welcomes and grants clearance to Transportat 


DNAPPING OF AMERICAN CITIZEN, RAMON J. ACIDE 1. Summary. On July 17, 2006 at approxit 
“KS: APPLICATION 05-991968 AND LICENSES 05-986109 AND 05-967303 REF: A. STATE 46425 


Pol Assistant, and Pol Intern met 17 July with Alojzi Stefan, Secretary General of Karitas Slovenia to c 


2Y FOR OASIA/LMOGHTADER TREASURY PLEASE PASS TO OCC/AMCMAHON Ε.Ο. 12958: N/ 


SUBJECT: INDONESIA - 2006 AMENDED IPR PROJECT PROPOSALS REF:A. Jakarta 3897; В.. 


A/DG REL NATO/AU/NZ/ISAF SIPDIS, SENSITIVE E.O.: 12958 N/A TAGS: PREL, PGOV, PTER, K 


KPKO, SU, AU-1 SUBJECT: DARFUR: JULY 13 AU DITF BRIEFING HIGHLIGHTS AMIS SHORTC! 


! MOZAMBIQUE REF: USDA FAS WASHDC 679073 1. Embassy Maputo welcomes and grants co! 


1. Poloff Cunningham met with MFA Latin America DeskOff Christiaan Vandriessche and provided с 
E 111590 1. Poloff presented reftel demarche and discussed furthering support for Guatemala\'s bid 


ЗЕҒ: A) STATE 111143, В) FSINFATC 238, С) FSINFATC 702 1. (0) Post proudly nominates Honey 
that the Iranian Foreign Minister\'s visit to India will not take place on July 19 as announced, but will b 


JBJECT: NO ADDITIONAL ILLICIT BISHOP ORDINATIONS PREDICTED THIS SUMMER Classifie 
JM 2005 REF: FREETOWN 247 1. The most recent GoSL statistics show diamond exports down fr 


R, MOPS, PREL, PHUM, ТН SUBJECT: THAILAND EMBASSY/STATE DEPARTMENT HUMAN RIG 
R, MOPS, PREL, PHUM, TH SUBJECT: THAILAND EMBASSY/STATE DEPARTMENT HUMAN RIG 
3, MOPS, PREL, PHUM, TH SUBJECT: THAILAND EMBASSY/STATE DEPARTMENT HUMAN RIG 
R, MOPS, PREL, PHUM, TH SUBJECT: THAILAND EMBASSY/STATE DEPARTMENT HUMAN RIG 
R, MOPS, PREL, PHUM, TH SUBJECT: THAILAND EMBASSY/STATE DEPARTMENT HUMAN RIG 
ELECTORAL PROCESS REF: NOUAKCHOTT 812 Classified By: Amb. Joseph LeBaron, Reasons 


М COOPERATION FUND REF: SECSTATE 89306 (U) Оп July 18, emboff delivered reftel points to 


SAID/REDSO, AND FAS GENEVA FOR NKYLOH NAIROBI FOR SFO BRUSSELS FOR PLERNER 


ТЕ 112656 1. (U) On July 18, Poloffs met with representatives of the Serbian MFA regarding Serbia\' 


TJNaber, reasons 1.4 b/d. 1. (С) Violence erupted at an elections rally for Independent National As 
\S OF 1300 LOCAL, WEDNESDAY, JULY 19, 2006 REF: A. NICOSIA 1166 B. NICOSIA 1167 Cle 
IN A CRUCIAL INDONESIAN PROVINCE REF: JAKARTA 16709 (PKS VICTORY ІМ DEPOK MAYC 


I UPDATE Ref: A. Jakarta 9859 (UPDATE) В. Jakarta 8956 (DISASTER DECLARATION) JAKAF 


АМ DENIES OVERFLIGHT FOR SUSPECT IRANIAN FLIGHTS REF: STATE 117794 Classified By 


IOU DEME 1. (U) Summary: Senegal new Ambassador to UNESCO, Amadou Deme, paid a courte: 


| By: Pol/Econ Counselor Catherine Hill-Herndon, reason 1.4 (b ) and (d) 1. (C) SUMMARY: Since tt 


CONFERENCE 1. Іп a letter dated July 16, the African Union office in Khartoum has informed the | 
iK EXTENSION REF: STATE 116137 1. (SBU) Poloff delivered reftel demarche July 19 to Sergey 1 
ΕΕ, SOCI, UN, AU-1, SU SUBJECT: SUDAN/DARFUR: CFC Meeting in El Fasher 1. (SBU) Summ: 


INTERIOR Classified By: Ambassador William Hudson for reasons 1.4 (b) and (d) 1. (S) Оп17.Л 


“EDERAL AIR MARSHAL SERVICE OPERATION TEAM SD 06-44 R55 - JULY 24 - AUGUST 10, 20 
:FS: A) Vienna 2097 B) Vienna 185 THIS MESSAGE IS SENSITIVE BUT UNCLASSIFIED. 1. (SBU! 


5 RESEARCH CENTER OFFICIAL LAWRENCE LEMKE - JULY 30 - AUGUST 4, 2006 REF: STATE 


5 RESEARCH CENTER OFFICIAL DIANE WOODEN - AUGUST 13-16, 2006 REF: STATE 117317 
ON SPACE FLIGHT CENTER OFFICIAL PAUL MUDGET - SEPTEMBER 1-8, 2006 REF: STATE 11 
JINATORS ADVANCE U.S. AGENDA IN GREECE 1. (U) Summary: Department of Commerce Sen 
(SBU) SUMMARY AND COMMENT: The MFA condemned Hezbollah attacks on Israel from Lebane: 


VG: USMLO//TRG/ Training: USMLO//TRG/ 1. (U) Post requests the DepartmentVs assistance in : 


VITH ROADBLOCKS REF: ABIDJAN 778 AND PREVIOUS 1. (С) Beginning early this morning at г 


T: TFLEO1: LEBANON EVACUATION: POSSIBLE ARRIVAL OF AMCITS ІМ MERSIN, TURKEY REI 


Л SUPPORT Classified By: Deputy Chief of Mission Michael Gfoeller for reasons 1.4 (b) апа (d). 1. 


9 001.2 OF 003 CLASSIFIED BY: Mark Marrano, Deputy Regional Coordinator, REO Basrah, DOS 


directed the Embassy to seek the GOA\'s support for reelecting the U.S. to the ITU Council at the ITL 


3 OF 1800 LOCAL, WEDNESDAY, JULY 19, 2006 REF: A. NICOSIA 1166 B. NICOSIA 1167 C 


778 1. (SBU) As of late afternoon, roadblocks in the Abidjan districts of Riviera (where Embassy is | 


FICE OF POLICY AND INTERNATIONAL AFFAIRS USDOC FOR 4510/OA/PMICHELINI/AROBINSC 


Е PASS ТО SLADISLAW DOE Е.О. 12958: N/A TAGS: TRGY, SENV, ENRG, KSCA, ETRD, EAGR, 


ЈАТ REF: SECSTATE 114245 1. In response to reftel, Ambassador delivered the letter from DHS € 


(0) Summary: The Constitutional Court on July 18 ruled that ex-President Lucio Gutierrez could not 


RADE REPLACEMENT МОТ YET NAMED REF: QUITO 1669 Classified Ву: EconOff Sara Ainswor 


LLIAMSON, KAREN HARBERT, DAVID PUBPHREY. Е.О. 12958: DECL: 07/19/2016 TAGS: ENRG, 


=F: 06 BAGHDAD 1823 Classified By: Political Counselor Margaret Scobey for reasons 1.4 (b) and ( 


ΞΝΡΟΜ UNHELPFUL REF: STATE 115371 Classified By: Counselor for Political and Economic Affa 


orney-Adviser, Office of the Legal Adviser for Political Military Affairs, and grants country clearance fo 


